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ABSTRACT
Context. There are frequent conflicts between development and operations when they are
delivering valuable software to customers during software development process. DevOps, as
an important newly emerging concept, is proposed to overcome the conflict between
development team and operations team. More and more companies and organizations tend to
adopt DevOps. While DevOps as a relatively new concept, there is a need of understanding the
potential challenges and possible mitigation strategies.
Objectives. In this study, we identify and aggregate the challenges of using DevOps during
software development and their mitigation strategies. The collected challenges and mitigation
strategies are formulated into Checklist I from systematic literature review and Checklist II
from survey. We also identify the gaps and commonalities between Checklist I and Checklist
II.
Methods. In this study, we use systematic literature review, survey and interview. In the
systematic literature review, a number of article sources are used, including Business Source
Complete, ASE, Safari, Inspec, IEEE Xplore, ACM Digital Library, Wiley online library and
Springer. Studies are selected after reading titles, abstracts, introduction and conclusion to
decide whether the articles are peer reviewed, and relevant to the subject. The survey in this
study is used to validate and identify whether the challenges and their mitigation strategies of
using DevOps from systematic literature review are pervasive in industry. The interview is
conducted for identify the commonalities and gaps between the results from the literature and
the result from the survey related to challenges and mitigation strategies of using DevOps.
Results. Checklist I contains 50 challenges and 28 mitigation strategies from the literature is
conducted. Checklist II includes 32 challenges and 14 mitigation strategies from the survey.
The commonalities and gaps between the results from the literature and the result from the
survey related to challenges and mitigation strategies of using DevOps are also reported.
Conclusions. The authors produce two checklists contain the challenges of using DevOps
during software development process and their mitigation strategies. The authors also conclude
the commonalities and gaps between the results from the literature and the result from the
survey. We summarize the largest mentioned challenge types from systematic literature review
and survey, which are Management Challenge and Culture Challenge. The two checklists could
help people who are interested in applying DevOps to avoid challenges at the early stage, to
conduct effective risk management, and to plan the budget for inevitable challenges of using
DevOps.

Keywords: DevOps, Challenge, Systematic Literature review.
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1 INTRODUCTION
In traditional software organizations, development, IT operations and Quality Assurance are
separate departments. There are frequent conflicts between development and operations when
they are delivering valuable software to customers during their daily work [1]. Operations
require more stability and security and imply that developers do not change products frequently,
whereas developers are interested in delivering new features or changes to customers quickly
[1] [2] [3]. Operations are reluctant to accept releasing new versions too quick [4]. These
conflicts can hinder software development [4].
DevOps is a blend word of development and operations, which are used to bridge the gaps
between development and operations by adjusting the incentives and sharing approaches for
the whole development processes [1]. DevOps is a mix of patterns to improve collaboration
and communication between developers and operations to solve critical issues during software
development [8]. The critical issues are like fear of changes and risky deployment [8]. DevOps
reduces the gap between developers, operations and end users, and allows earlier issue
detection [7]. DevOps could accept the daily challenges in software delivery and provides steps
to address them [8]. However, based on our review, DevOps does not have a widely accepted
exact definition [8] [11].
To better understand the scope of DevOps, it is important to understand aspects of software
engineering that are not DevOps. DevOps is not a new department [8], simultaneously, there
is no DevOps methodology or process [7]. DevOps and Agile are similar, but in some important
aspects, they are different [5]. Agile represents thinking changes. However, DevOps
implements organizational cultural changes [5]. Compared with Agile, DevOps is more like a
conceptual framework [7].
Due to the development of DevOps, business companies start to apply DevOps during
development process. 2014, in a survey by Puppet Labs, IT Revolution Press, and
ThoughtWorks, 16 percent of 1,485 respondents say they are part of a DevOps effort within
their organization. January 2015 - A study released by CA Technologies, Vanson Bourne
conducted the survey with 1,425 senior IT and business leaders worldwide and found 88
percent of them already have or plan to adopt a DevOps strategy [13]. “Global business and
IT leaders need DevOps to transform their enterprises into application-led businesses, drive
their competitiveness and create business growth.” [13]. In the Computerworld Forecast 2016
survey, 44% of respondents said they plan to embrace DevOps this year, up from 37% in 2015
[14].
In other side, DevOps involves multiple activities and aspects as follows [8]:
● Automation: For DevOps, automation is essential to get quick feedback.
● Culture: In DevOps, people are higher than the process and tools since the software is made
by personal and used by personal.
● Measurement: DevOps finds a particular measure path. Quality and shared incentive are
critical.
● Sharing: Create a culture for people to share tools, ideas, and opinions.
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The authors consider that the activities discussed above could lead extra effort for practitioners.
However, due to the limitation of DevOps literature, there are little papers dedicated to the
challenges and mitigation strategies of application of DevOps during the software development
process. Furthermore, there is no systematic sorting and classification for DevOps challenges
and mitigation strategies. So the authors are interested in exploring the challenges of using
DevOps and the specific solutions presented in literature and experienced in industry. And the
purpose of the thesis is to provide a detailed formulation of challenges and their mitigation
strategies of applying DevOps. The authors hope researchers and practitioners who tend to use
DevOps can understand these challenges and their mitigate strategies by following our work.
We also hope our finding can help DevOps practitioners mitigate DevOps related challenges,
conduct effective risk management, and plan a budget taking into consideration the challenges
of using DevOps.

1.1 Aims and Objectives
The aim of this thesis is to identify and aggregate the challenges of using DevOps during
software development and their mitigation strategies. This is attained by researching the
challenges of using DevOps and their mitigation strategies in both literature and industry.
The followings are the objectives that need to be completed:
● Identification of the challenges of using DevOps and their mitigation strategies
published in literature and compile them into Checklist I.
● Identification of the challenges of using DevOps and their mitigation strategies
prevalent in industry through Survey and compile them into Checklist II.
● Identification the commonalities and gaps between Checklist I and II through
interviews.

1.2 Research Questions
Based on the aim and objectives, the following research questions are formulated:
RQ1: What are the challenges of using DevOps during software development and their
mitigation strategies reported in literature?
RQ2: What are the challenges of using DevOps during software development and their
mitigation strategies in industry?
RQ3: What are the commonalities and gaps between the results from the literature and the
result from the survey related to challenges and mitigation strategies for using DevOps?

1.3 Expected Outcome
This section presents the expected outcomes of this thesis.
2

EO1: A checklist recording the challenges of using DevOps during software development and
their mitigation strategies reported in literature.
EO2: A checklist from the survey recording the challenges of using DevOps during software
development and their mitigation strategies in industry.
EO3: The commonalities and gaps between the results from the literature and the result from
the survey related to challenges and mitigation strategies for using DevOps.

1.4 Structure of thesis
Figure 1 shows the structure of this thesis.

Figure 1 Structure of thesis
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1.5 Terminology
Terminologies used in this thesis are shown in Table 1.
Table 1: Terminologies
Terminology

Definition

DevOps

A combination word of Development and Operation.

Checklist

The two checklists we create in this thesis are the results of the literature review
and survey.

Dev

Development

Ops

Operations

SLR

Systematic Literature Review

QA

Quality Assurance
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2 RELATED WORK
2.1 DevOps
❖ History of DevOps
2007 in Belgium, there is a guy who wants to learn IT from every possible angle, named Patrick
Debois, after he worked with development and operation teams on a specific project, found
that there had to be a better way for these two worlds of Dev and Ops, and there are conflicts
everywhere. In the agile 2008 conference in Toronto, Partrick Debois was interested in
Andrew’s idea “Agile Infrastructure”. They did some discussion on how to bridge the gap
between development and operations after the conference, but the discussion remained pretty
small. In June 23, 2009, John Allspaw and Paul Hammond gave their famous talk at Velocity
conference 2009, named 10 deploys per day Dev & ops cooperation at Flickr. Partrik, John,
and Paul got in touch with Twitter and decided to discuss Dev and ops face-to-face. Partrik
realized that they need a name for the event, which should include Dev yet include ops, so there
is a conference named DevOpsdays now. Forward-thinking systems administrators, developers,
managers and so forth came from all over the world to participate in DevOpsdays. After this
conference, everybody scattered and went back to their corners of globe but the conversation
continues onward on Twitter. Due to Twitter's 140-character limit, people use DevOps hashtag
instead of DevOpsdays hashtag [20]. The events soon become a regular global series of
community-organized conferences and a major force driving the DevOps community forward.
The #DevOps Twitter hashtag becomes a rich and essential stream of information. With the
growth of DevOps, DevOps crosses into the enterprise, and established brands like Target,
Nordstrom and LEGO embrace the movement.
❖ What is DevOps
DevOps is a concept, which has thus far not been frequently discussed in the academic literature
[7]. It is based on the ideas from agile development movements and supports rapid
development and deployment cycles [19]. There is no widely accepted exact definition for
DevOps. Olszewska and Waldén consider that DevOps is a software development method that
combines QA with Operations in development practices [19]; S. Farroha and L. Farroha think
DevOps is a business strategy could be used to describe a better work way between application
development professionals and infrastructure operations professionals [21]; Wettinger,
Andrikopoulos, and Leymann just think DevOps as an emerging paradigm which foster or
improve the collaboration and eliminate the split and barrier between development teams and
operations teams [22] [24] [25]; Stackpole considers that DevOps is more of a culture shift than
a full-blown development methodology, with the help of a suite of automated tools, emphasizes
early collaboration between the operations and development teams [14]; according to [26],
DevOps is considered as a set of techniques for simplifying and integrating the development
and operations of software development process; Dyck, Penners, and Lichter propose that
DevOps should be an organizational approach, which “stresses empathy and cross-functional
collaboration within and between teams – especially development and IT operations – in
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software development organizations, in order to operate resilient systems and accelerate
delivery of changes.” [27]
The definitions of DevOps mentioned above are just part of definitions from the papers we
reviewed. We could notice that there is even no uniform definition of the nature of DevOps.
In order for the authors to reach a consistent understanding of DevOps during the research
process, the authors formulate the definition of DevOps as follows [61]:
DevOps should be a mode of work, by using a series of tools to increase the
communication and collaboration between development teams and operations teams to reduce
the conflicts between the two teams and improve the development efficiency and quality.
According to IBM Cloud [28], DevOps enable developers, testers and operations work in
collaboration using shared DevOps tools, and helps continually deliver software by allowing
collaborative testing and continuous monitoring throughout the development, integration, and
segmentation environment. Tools play a significant role in DevOps, which could facilitate
version management, infrastructure configuration, orchestration, monitoring, containerization,
virtualization, and automation. The DevOps community built open source tools with Vagrant
(for creating and configuring virtual development environments) that use existing
configuration management tools such as Puppet and Chef from 2011.
❖ Benefits of DevOps
The overall strategic objective of DevOps is to achieve the greatest return on investment, at the
same time ensure the quality of software and satisfied the needs of customers [21]. DevOps
tries to provide a continuous pipeline to enable continuous delivery of software in order to
enable fast and frequent releases [24], automatically testing cycles [33]. DevOps also enable
quick responses to change requirements from customers [24]. With DevOps, developers and
operations could work together by integrating all organizational systems, simplifying testing
and quality assurance [31], and smoothen out and bridge the gap between development and
operations [19] [6]. DevOps opens the possibilities of eliminating the split of organizational
and cultural challenges [30], and addresses the cost for defect identification during the early
stages [32]. In the DevOps environment, bugs in the code are immediately corrected early in
the software development lifecycle because of the ongoing deployment of software builds [32].
❖ Ambiguity of DevOps
In addition to benefits of DevOps, there are many challenges of practicing DevOps and this is
why we do the research for this paper. For instance, there is an apparent problem that the
definition of DevOps is ambiguous, which will make misunderstanding when applying it in a
real-world development process. In this paper, we classified the challenges into several
categories based on the results of Literature Review, and there will be a detailed explanation
in the following sections.
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2.2 Related Work
DevOps is an emerging concept, in practice, we will encounter many unknown challenges.
Currently, there are very few research on the challenges of DevOps, so there are still many
challenges when applying DevOps. In this article, we review relevant articles, identify existing
challenges, and use a survey to investigate the practicality of these challenges in industry. As
can be seen from the related articles, DevOps has changed the way people work in the past, so
the challenges of culture and the challenges of personnel are critical. The purpose of this paper
is to figure out the challenge of DevOps and mitigation strategies, through our research to help
people who use DevOps to identify and reduce the risk of the challenges during the
development process.
B.S. Farroha and D.L. Farroha [21] introduced that some organizations do not have enough
skilled staffs to implement DevOps entirely. Also, when there are no strong security engineers
in the team, security and compliance tend to be damaged [21]. Wettinger et al. [24] introduced
a new language called DevOpSlang which is used to complete DevOps in the organization.
Erich et al. [40] meant there is no specific DevOps model that can be applied to all companies.
Taft and Darryl [45] also thought the common challenge is still cultural change rather than
technology.
Gottesheim [11] defines the most common problems in software development and describes
how to implement performance-centric DevOps in the organizations. He introduces that teamto-team guessing and blame can be avoided by defining and sharing performance metrics
across-teams when faced with problems. Shahin [41] proposed that DevOps and continuous
deployment can be challenging for software architects, so the application should be rearchitected to support a variety of DevOps practices. McCarthy et al. [42] introduced a
framework to gradually improve existing DevOps practices into more cohesive and
collaborative practices and to measure the value of collaboration. Olszwska and Walden [43]
introduced how to formalize modeling in DevOps, and how to ensure quality informal
modeling in DevOps. Lwakatare et al. [44] defined the main aspects of DevOps are
collaboration, automation, measurement, and monitoring and also developed a framework to
understand how DevOps works. Wettinger et al. [22] presented a holistic approach to capturing
DevOps knowledge to a knowledge base and manage it. Lwakatare and Dyck et al. [6]
introduced there is a lack of common understanding of what DevOps constitutes in academia
and the practitioners’ communities. Fredrickson [33] thought the primary challenge is not
technical challenges, but communication challenges. Smeds, Nybom, and Porres [6] proposed
that geographical distribution could create challenges, for example, as communication cannot
be done in person and as reaching people might be difficult due to different time zones.
Preimesberger and Chris said [31], adjusting and balancing the goals and incentives must be
used to address cultural challenges. Communicating and celebrating the success of DevOps in
the development process is a critical strategy for reducing fear and building business cases
continuously. Wettinger et al. [18] discussed that DevOps artifacts are usually bound to certain
tools, which make it challenging to reuse different kinds of heterogeneous artifacts in
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combination with others. Wahaballa et al. [29] defined a conceptual deficit problem which is
caused by the collaboration between development and operations teams. At the same time, they
provided a unified DevOps model (UDOM) to overcome this problem.
Because DevOps is a new concept, there are not many high-quality studies on DevOps. At the
same time, there is little literature only focus on research DevOps challenges and mitigation
strategies. Amaradri and Nutalapati [39] proposed the benefits, challenges, and mitigation
strategies of DevOps, but the challenges are not categorized. The authors try to collect all the
DevOps challenges and mitigations that exist in the literature and in practice and examine them
in detail.
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3 RESEARCH METHODOLOGY AND
RESEARCH DESIGN
3.1 Research Methodology
Systematic literature review, survey and interview are selected for this thesis. In order to answer
Research Question 1, literature review is used to collect reported challenges and mitigation
strategies of using DevOps during software development as Checklist I. Based on the results
of our literature review, the survey will be performed to find the challenges and mitigation
strategies of using DevOps during software development in industry, and the results of survey
will be formulated as Checklist II. Finally, we will conduct interviews to identify the gaps and
commonalities between the checklists from both literature review and survey. The results of
survey and interview are to answer Research Question 2 and Research Question 3. The Table
2 shows the corresponding among RQs, research methods and expected outcomes.
Table 2: RQ’s Corresponding Research Method and Expected Outcome

Research Questions

Research Method

Expected Outcome

RQ1: What are the challenges Systematic Literature EO1: A checklist recording the
of using DevOps during Review
challenges of using DevOps during
software development and
software development and their
mitigation strategies reported
mitigation strategies reported in
in literature?
literature.
RQ2: What are the challenges Survey
of using DevOps during
software development and
mitigation
strategies
in
industry?

EO2: A checklist from the survey
recording the challenges of using
DevOps
during
software
development and their mitigation
strategies in industry.

RQ3:
What
are
the Interview
commonalities between the
result from the literature and
the result from the survey
related to challenges and
mitigation strategies for using
DevOps?

EO3: The commonalities and gaps
between the results from the
literature and the result from the
survey related to challenges and
mitigation strategies for using
DevOps.
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 Systematic Literature Review
"A systematic literature review is a means of identifying, evaluating and interpreting all
available research relevant to a particular research question"[10]. In this thesis, the systematic
literature review is a way to understand what has and has not been investigated in our research
field, which helps us aggregate all existing evidence on Research Question 1. In other words,
we use systematic literature review to provide critical findings related to the challenges and
mitigation strategies of using DevOps during software development. In additional, other
literature review method, like Umbrella review, which only identify component reviews, but
no search for primary studies; Literature review may not include comprehensive searching, etc.
They are not suitable for the research.
In this thesis, we will follow the process of systematic literature review proposed by
Kitchenham et al. [10], which are planning the review, conducting the review and reporting the
review. In the planning phase, we will identify the aims and objectives and specify the research
questions. Then we will develop a review protocol for selection of primary studies and data
extraction. In our thesis, we collect studies without limitation of publishing years, since
DevOps is a relatively new concept and we want to find more papers. And in this thesis, our
basic search keywords are "challenges," "mitigation" and "DevOps." In conducting phase, we
will firstly identify the research, then select primary studies. The selection of primary studies
will follow the criteria that are initiated during the protocol development stage. To conduct the
review well, we will arrange assessment criteria for study quality, and we will prepare the data
extraction during the protocol development stage and monitor data extraction when conducting
the review to ensure the data quality. In reporting phase, we will specify the research findings,
and format the main report. The analysis of SLR results is qualitative, we will use typological
analysis to identify commonalities and variations of challenges and mitigation strategies so that
the extracted challenges and mitigation strategies could be categorized for analysis.
Typological analysis is the analysis method of categorizing data based on their relation [41].
Finally, we will present a checklist (Checklist I) of the challenges and their mitigation strategies
of using DevOps during software development.

 Survey
In our thesis, we use the survey to gather information from industrial practitioners about the
challenges and mitigation strategies of using DevOps during software development to answer
Research Question 2 [17]. Survey is a quantitative research method that is commonly used in
both empirical software engineering and information systems research [9]. Because survey
research is especially well-suited for answering questions about "what" and is suitable for
exploration research [15], we decide to use questionnaire and core questions to explore whether
the sample population approves the challenges and mitigation strategies of using DevOps stated
by literature, and what challenges and mitigation strategies they meet in industry. The
questionnaire and core questions will be designed by the authors based on the identified
challenges and mitigation strategies from the systematic literature review. And the sample
population is industrial practitioners who have experience with DevOps. The authors will
analyze the results by using quantitative method. We will also provide a checklist (Checklist
10

II) for the challenges and their mitigation strategies of using DevOps during software
development process in industry.


Interview

In our thesis, we decide not only use survey and systematic literature review, but also use video
interviews or face-to-face interviews to gather information that is relevant to our research topic.
We can ask in-depth questions about the challenges of using DevOps during software
development and also follow-up on these challenges with practitioners [16]. The interviews
with practitioners will help us evaluate the commonalities and gaps between the results
obtained from literature review and survey related challenges and mitigation strategies for
using DevOps.
It is not easy to handle the strategies and skills of the interview, so we list the following skills
to consummate our research:
● Lack of bias;
● Good question asking based on the research topic;
● Be flexible when unexpected things happen;
● Backup all documents and interview records.
In our thesis, we will conduct interviews with relevant practitioners who are experienced with
DevOps and those who have filled the survey questionnaire. Firstly, we will design the
interview questions based on the research questions and the results of systematic literature
review and survey. Secondly, each interview will be recorded, and we will write the transcripts
for each record. Then, we will filter the data that is useful for our research. Last but not least,
we will send back the transcripts and the filtered data to the respondents to ensure the accuracy
of the data.

 Alternative methodology
Case study in software engineering is a empirical research that use a variety of data collection
methods to gather information from various sources with the aim of investigating the
phenomena in real-life context [9][62]. The purpose of case study is to examine how and why
the phenomenon occurs. Case study tends to answer research questions like “How”, “Why”,
and “Which is better” [9]. Our research question 2 is “What are the challenges of using DevOps
during software development and mitigation strategies in industry? ” Initially, the authors plan
to conduct a case study to investigate the challenges and mitigation strategies in industry. But
as time and budget limited, and also it is difficult for us to find a suitable case to conduct case
study as DevOps is a new concept and most of the adoption companies are large-scale
organizations.
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Experimental is conducted to randomly assign participants to experimental conditions in a
controlled environment. Experiments are commonly used to compare two or more
treatments[9].
So both of them are not suitable to our research. The purpose of RQ 2 is to research what are
the challenges and mitigation strategies of using DevOps in industry.

3.2 Systematic Literature Review
The Figure 2 below shows the whole process of SLR.

Figure 2 Process of SLR

3.2.1 Rationale for Systematic Literature Review
According to the proposal of the thesis, “A systematic literature review (often referred to as a
systematic review) is a means of identifying, evaluating and interpreting all available research
relevant to a particular research question, or topic area, or phenomenon of interest” [10].
There are numerous reasons for undertaking a literature review, such as providing information
12

for developing policies and evidence-based care, a step in the research process, and a part of
an academic assessment [35]. SLR use a more rigorous and well-defined approach to reviewing
the literature in a particular subject area. In this thesis, SLR is used to answer RQ1. In other
words, the purpose of using SLR in this thesis is to review the literature in DevOps to find
challenges and their mitigation strategies of applying DevOps.
The systematic literature review in this thesis are identified as following three phases:
● Planning the review
● Conducting the review
● Reporting the review

3.2.2 Planning the Review
This section describes the planning phase of SLR in detail.

3.2.2.1 Purpose/Necessity of the Review
The purpose of a systematic literature review is to provide as complete a list as possible of all
the published and unpublished studies relating to a particular subject area [35].
The systematic literature review is used to identify, evaluate and interpret all available research
relevant to our research question in this thesis [10]. In the process of this study, SLR, as a
prerequisite of meta-analysis and meta-synthesis review techniques [10], is used to summarize
and analyze the critical relevant available research on the topic this thesis researched on [35].
A systematic literature review is considered a very effective means to identify the challenges
and their mitigation strategies of using DevOps during software development reported in the
literature. The results of SLR will be confirmed by the practitioners from survey and interview.

3.2.2.2. Defining the Research Questions
There are three research questions in this thesis. The first research question is
“RQ1. What are the challenges of using DevOps during software development and their
mitigation strategies reported in literature?”. This research question is defined for aggregating
the challenges and their mitigation strategies of using DevOps reported in literature. The results
of this question should be a checklist, which includes challenges and their mitigation strategies.
For facilitating understanding, the challenges in this thesis are classified based on their types
and attributes.
The RQ2 and RQ3 will be answered based on the survey and interview.

3.2.2.3 Review Protocol
Review Protocol is a plan that describes the conduct of a proposed systematic literature review
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[10]. There is five parts review protocol for this thesis, namely Search Strategy, Search String,
Resource, Quality Assessment Criteria and Data Synthesis Strategy.
3.2.2.3.1 Search Strategy
1) Keywords
According to the Section 2.2, the RQ1 focus on the challenges and their mitigation strategies
of using DevOps during software development reported in literature. The points of RQ1 are the
challenges and their mitigation strategies of using DevOps, so the keywords of RQ1 are
identified as “DevOps,” “challenge,” “mitigation.” Each keyword is proposed synonyms and
alternative words in order to cover as many as possible all relevant articles. The following
Table 3 is the list of the final search keywords for systematic literature review in this thesis.
Table 3: Keywords
A

B

C

A1=DevOps

B1=Challenge

C1=mitigation

A2=Dev and Ops

B2=Problem

C2=solution

A3=development
operations

and B3=Issue

C3=strategy

B4=Threat
B5=Risk

2) Search string
According to the search keywords in Table 3, theses search keywords will be permuted and
combined by using Boolean operators ‘OR’ and ‘And’ based on different rows. The following
search strings are used to search relevant articles for the systematic literature review.
● (A1 OR A2 OR A3) AND (B1 OR B2 OR B3 OR B4 OR B5) AND (C1 OR C2 OR
C3)
● (A1 OR A2 OR A3) AND ((B1 OR B2 OR B3 OR B4 OR B5) OR (C1 OR C2 OR C3))
● (A1 OR A2 OR A3)
DevOps is a relatively new concept, and there are not so many academic papers, so to find as
many as possible relevant papers, the searching range is wide.
3) Resource
Firstly, all the papers are selected from BTH Library (BTH's copyrighted databases). Secondly
is to select appropriate databases. In this study, the databases should be software-related, in
other word, the authors need search all the databases with the tag “Computer Science” and “all
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subject” from BTH Library Databases, such as ACM Digital Library, IEEE, Inspec, Safari Tech
books online, ASE, Springer, Business Source Complete, Wiley online library, etc. Because
we want to find as many as possible relative papers, and not miss any relevant papers.

3.2.2.3.2 Study Selection Criteria
1)Inclusion Criteria
Because DevOps is a relatively new concept, the papers related to DevOps are not so many in
academic. Table 4 is the inclusion criteria for the systematic literature review.
Table 4: Inclusion Criteria
No.

Categories

Criteria

1

Overall selection

a) Full text online
b) Text in English

2

Title and Abstract level

a) Contains search words
b) Must related to DevOps

3

Introduction and conclusion level

a) Related to DevOps

4

Full Text level

a) Contain challenges and mitigation strategies of
using DevOps or only contain challenges

2)Exclusion Criteria
The papers that not meet the criteria of the Table 4.
3.2.2.3.2 Data Extraction Strategy
Table 5 presents the necessary information and data required for SLR.
Table 5: Date Extraction Form (review table)
Basic Information
Title

Title of the article

Author name

Author name of the article

Year

Publish year of the article

Source

The belonging of the article

Search String

Search string for the article

Content
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Main point of the article
Background of the article
Definitions of DevOps
Benefits of DevOps
Contributions for RQ1
Environment of project

3.2.2.3.3 Quality Assessment Criteria
The following table 6 shows the quality assessment criteria for each selected study, including
four questions, whose answers are formulated in “Yes”, “Partly” and “No”.
Table 6: Quality Assessment Criteria
No.

Assessment Question

Answer
Yes

1

Is the research purpose of the
article clearly defined?

2

Are the challenges or mitigation
strategies in relation to DevOps
discussed in the paper?

3

Is there enough evidence to draw
a conclusion?

4

Are citations used correctly?

Partly

No

3.2.2.3.4 Data synthesis Strategy
The table 7 shows the summary of final selected study articles, which is relevant to the
Research Question 1. It includes type of challenges from each article, published years and
authors of each article, reference for each article, and mitigation strategies related challenges.
Table 7: Basic Information of Selected Articles with Challenges
Challenges
Strategies
Challenges

and

Mitigation Reference

Years

Authors

Related Challenge

reference 1

...

Authors 1...

-

reference 2

...

Authors 2...

-
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Mitigation Strategies

...

...

...

...

reference n

...

Authors n..

-

reference 1

...

Authors 1...

Challenge references

reference 2

...

Authors 2...

Challenge references

...

...

...

...

reference n

...

Authors n...

Challenge references

3.2.3 Conducting the Review
3.2.3.1 Identification of Research
The purpose of systematic literature review is to use an unbiased search strategy to find and
research as many primary studies as possible that related to the research question [10]. To
answer the Research Question 1, the authors identify the search strategy above in Section
3.2.2.3.1. The keywords are also identified to find articles related to the research topic “The
Challenges and Mitigation Strategies of Using DevOps during Software Development.” The
target database is BTH library database. However, there is no English paper or only for other
areas in some databases, which will be eliminated from the search databases in this study. There
are 106 databases in BTH library in total. After eliminating non-English databases and no
software engineering related paper databases, there are 67 databases left.

3.2.3.2 Complete Steps in Selecting of Primary Studies
Zotero utility is used to manage the references in this study. The following are the steps the
authors conduct the SLR.
1. As there are not many high-quality literatures related to DevOps, in order to ensure that

there is no omission, the authors searched all the 67 databases. First, the databases are
averagely distributed to two researchers. Because there are few articles dedicated to the
DevOps challenge, the authors chose to search the databases for full text based on the
search string identification in Section 3.2.2.3.1 (also shown below). In the 67 databases,
there are 31 databases have relevant papers. Table 8 shows the searching results of the
31 databases.
Search String:
● (DevOps OR Dev and Ops OR development and operations) AND (Challenge OR
Problem OR Issue OR Threat OR Risk) AND (mitigation OR solution OR strategy)
● (DevOps OR Dev and Ops OR development and operations) AND ((Challenge OR
Problem OR Issue OR Threat OR Risk) OR (mitigation OR solution OR strategy))
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● (DevOps OR Dev and Ops OR development and operations)

Table 8: The Number of Research Papers from Different Databases
No.

Database

Articles Found

1

Academic Search Elite

45

2

ACM digital library

24

3

arXiv.org

2

4

British Library Public Catalog

1

5

CORDIS

17

6

DART

2

7

DIVA

4

8

ebrary

73

9

Emerald eJournals Premier

9

10

Encyclopedia of Computer Science

83

11

Encyclopedia of Software Engineering

37

12

EU Open Data Portal

129

13

European Library

36

14

Google Scholar

365

15

IEEE Xplore

102

16

Inderscience

4

17

Inspec

106

18

Library of Congress Online Catalog

13

19

LIBRIS

36

20

Microsoft academic

174

21

Safari Tech books online

260

22

ScienceDirect - Journals

117

23

Scopus

216

24

Springer

317

25

Springer e-books

1

18

26

SwePub

5

27

Taylor & Francis Online

5

28

Uppsök

10

29

Web of Science

90

30

Wiley Online Library

37

31

Worldcat

174

Total

2494

2. The authors follow the selection criteria below to screen the 31 databases. Because there
are many papers discussing other areas but only mentioned DevOps in a small amount,
the authors decide to eliminate papers by reading the title and abstract of each article.
After using Zotero to remove duplicate articles, 22 of the 31 databases have items that
meet the following criteria. There are 314 papers in total.
Overall Paper Selection criteria:
● Non-Duplicate
● Must focuses on challenges and mitigation strategies for using DevOps
3. The two researchers distributed the 314 articles equally and read the introduction and
conclusion of each article. This step will help authors find out whether these articles are
relevant to DevOps challenge and whether there are empirical data. Depending on the
following criteria, 127 papers left.
Paper Selection criteria:
● Empirical background
● Focuses on the challenges and mitigation strategies for using DevOps
4. Subsequently, the two researchers discussed the 127 papers together and evaluate
whether the articles contained the empirical data and discussed DevOps challenges and
mitigation strategies.
5. Ultimately, 32 papers that published between 2012 and 2016 were found to be relevant
to the thesis. They are from 8 databases. Table 9 shows the number of papers and their
source databases. In order to ensure that there are no omissions, the authors searched
all possible databases for relevant literatures. So there are some not software/computer
science focus databases, like Business Source Complete. Simultaneously, it is crucial
to assess the study quality of primary studies [46]. In table 10, the authors analyze the
results of final searching papers.
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Table 9: The Number of Papers from Each Database
IEEE

ASE

Safari

Business Source Complete

8

2

1

5

Inspec

ACM

Springer

Wiley online library

6

4

5

1

Table 10: Quality Assessment Criteria
No.

Assessment Question

Answer
Yes

Partly

No

1

Is the research purpose of the article clearly 24
defined?

6

2

2

Are the challenges or mitigation strategies in 23
relation to DevOps discussed in the paper?

7

2

3

Is there enough evidence to draw a 21
conclusion?

9

2

6. This step is to extract required information from the paper using the data extraction
form. In this step, the 32 selected papers were evenly distributed to two authors. The
two authors are both responsible for extracting useful information from the articles.
This process requires full-text reading, as well as use Zotero to manage reference and
Google form to statistics information.
7. In this step, each researcher changes and re-read each other's papers to reduce the
missing of essential information and to increase the accuracy of the extracted
information.
8. Finally, the systematic classified and analyzed results are fulfilled in the review table.
Figure 3 shows the process of literature selection.
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Figure 3 The Process of Papers Selected
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3.2.4 Reporting the Review
After conducting the review, the last step is reporting the results of systematic literature review
in an appropriate format. Kitchenham [10] said, when you were reporting the results, the author
needs to consider the target reader. For this paper, the target reader is the examiner, thesis
advisor, opponent team members, and DevOps practitioners. The format of this systematic
literature review result is a checklist- Checklist I, which will be shown in Appendix A. The
results and analysis of systematic literature review are presented in Section 4.1.

3.3 Survey
The Figure 4 shows the whole process of survey in this thesis.

Figure 4 Process of Survey

3.3.1 Rationale for Survey
The goals of the survey in this thesis are to gather information about the challenges and
mitigation strategies of using DevOps during software development process from DevOps
related practitioners, so that the authors could formulate a checklist. The results of the survey
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will be used to answer Research Question 2, and the results will be formulated in Checklist II.
The survey is identified as following four phases:
● Questionnaire design
● Piloting
● Conducting survey
● Reporting

3.3.2 Questionnaire Design
Form of Data Collection
In this paper, Google Forms is used to perform surveys and collect data. Google Forms is free
for users and could export the results of the replies. In addition, the Google form also provides
statistic data on the responses to the results of the analysis, including histograms and scale
diagram, etc.
Population of the Study
It should be pointed out that respondents only need to determine whether the challenges and
solutions are acceptable to them, rather than judging the challenges and the mitigation strategies.
In this article, two channels are used to reach potential respondents：
● DevOps related practitioners
● DevOps community
The authors of this thesis searched the contact information of DevOps related practitioners and
sorting out their email addresses. To find more potential respondents, the two authors also
conducted a search on LinkedIn, for people that are working in DevOps field. The
questionnaires are posted by email for the two channels. What’s more, the authors uploaded
the questionnaire to the DevOps forum to get more responses.
The Demographic Information
There are five questions in the first part of the questionnaire for demographic information.
These questions focus on the respondents’ background, working experience and DevOps tools
they ever used. The questions are formulated as follows:
● How long have you worked/researched in software engineering field and what are your
organization and position now?
● Total work experience in DevOps:
● What is your role when you work/research with DevOps?
● Size of your organization that using DevOps:
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● What DevOps tools have you ever used?
Survey Questions
The survey questions are based on the results from systematic literature review, and the goals
of the survey are to answer Research Question 2 and capture the information to see whether
the challenges reported in the literature can be confirmed from industry. In addition to the first
part of the demographic information, the remaining survey questions are divided into three
sections, namely, Challenges, Mitigation strategies and Additional questions. There are eight
questions in the Part Challenges. First seven questions are for different categories of challenges
of using DevOps during software development process, the left one question is for other
challenges the respondents would like to add. For challenge, the authors identified 5 levels to
help respondents evaluate them. They are Definitely Challenging, Challenging, Somewhat
Challenging, Not Challenging, and Unclear. For each challenge, every respondent is required
to choose one challenging level they prefer. The structure of the Mitigation section is the same
as that of the challenge section. The respondents are required to choose the options they think
that can mitigate this type of challenges.
Additional questions are formulated as follows:
● In your opinion, what are the implications of using DevOps for software development?
● If you are interested in the issue we researched on, would you like to have an interview
with us?
● Any comments for this survey?
The three questions are intended to prevent us from missing valuable information and conduct
further work. The complete questionnaire is provided in the Appendix D.

3.3.3 Survey Piloting
Stage 1
In the initial stage, authors used the results from SLR-Checklist I as input to plan, design, and
develop the questionnaire. The authors then modify the questionnaire through a series of tests,
defining errors, and discussing uncertainties. Unambiguous questionnaires encourage
respondents to understand them easily. At this stage, the authors also determine the format of
the questionnaire.
Stage 2
After the first stage, the authors sent the questionnaire to the classmates and friends that have
some knowledge or experiences with DevOps. Comments and suggestions were collected
through this peer review process. The authors planned some meetings to discuss the problems
from the questionnaire and appropriate solution. The authors amended the questionnaire based
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on the feedbacks and sent it the supervisor. At the initial phase, some of the designed challenges
and mitigation strategies are too long, which lead to the respondents lost interest in reading.
Some of them are not clearly described, which cause them difficult to understand or easy to be
misunderstood. According to the supervisor’s feedback, the authors modified the related
challenges and mitigation strategies. At the same time, the supervisor pointed out that it is
important to ask the respondent's e-mail or contact information to send back them the research
results.
Stage 3
Finally, after repeatedly revised and sent to the supervisor to verify and got more comments,
the authors determined the final survey questionnaire. The pilot processes are depicted in
Figure 5.

Figure 5 Survey Piloting
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3.3.4 Survey Questionnaire Validation
Validity is a measure of whether a questionnaire measures the property that it supposed to
measure. Validation is the way to keep the questionnaire reliable and readable. The
questionnaire was first sent to the supervisor. The authors amended the questionnaire and sent
to their classmates that have DevOps knowledge for the pilot study by supervisor’s feedback.
The following are the criteria of questionnaire validation:
● Provide explicit instruction.
● Keep the structure of questions simple.
● Ask one question at one time.
● Define the terms before asking.
22 questions are contained in the questionnaire. 80% of the respondents who do the pilot study
indicate that they can understand the questions and take 10-15 minutes to answer it. After the
questionnaire had been validated, it was sent to the sample population and public social
platform relevant to DevOps. To motivate respondents to answer the questionnaire, the authors
write the purpose of the survey, the importance of respondents' answers and the time required
to fulfill the questionnaire at the beginning of the questionnaire. At the same time, the authors
show that if the respondents are willing, the authors will send back the research results to the
respondents and hope to help their future study. The results and analysis of Survey are
presented in Section 4.2.

3.4 Interview
3.4.1 Rationale for Interviews
Interview is the third research method in this study, which are conducted to answer RQ3 “What
are the commonalities and gaps between the results from the literature and the result from the
survey related to challenges and mitigation strategies for using DevOps?” In other word, the
purpose of interview is to identify the commonalities and gaps between Checklist I and
Checklist II.
Interviews can be structured or semi-structured [34]. Structured interviews are closed while
semi-structured interviews are more open. The authors conduct a semi-structured interview in
the research. The respondents who were willing to do the interview through the questionnaire
of the survey are interviewees in this study. Four of the respondents from the survey were
willing to do the interview. They are DevOps practitioners.
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3.4.2 Interview Questions Formulation
The interview questions are formulated to find the gap and commonalities of challenges and
their mitigation strategies of using DevOps during software development between Systematic
Literature Review and Survey.
Questions are formulated as follows:
1.

2.
3.
4.
5.
6.
7.

Comparing Checklist I and Checklist II, what are the gaps and commonalities of
Management type challenges?
Comparing Checklist I and Checklist II, what are the gaps and commonalities of
Communication/Collaboration type challenges?
Comparing Checklist I and Checklist II, what are the gaps and commonalities of Culture
type challenges?
Comparing Checklist I and Checklist II, what are the gaps and commonalities of
Definition type challenges?
Comparing Checklist I and Checklist II, what are the gaps and commonalities of
Evaluation/Quality type challenges?
Comparing Checklist I and Checklist II, what are the gaps and commonalities of Tool type
challenges?
Comparing Checklist I and Checklist II, what are the gaps and commonalities of
Adoptability type challenges?

3.4.3 Execution
3.4.3.1 Codes for RQ3
Per the responses of Survey, there are four respondents from the questionnaire of Survey agreed
to accept the interviews for RQ3 based on the willingness and availability of the interviewees,
such as email or Skype. All the respondents are DevOps practitioners. They are 2 developers,
1 project coordinator, and 1 system architect. They have an average of two years of experience
studying DevOps. All interviewees received the Checklist I and Checklist II before interview.
The 4 codes come from 4 interview transcripts. The selected codes are relevant to answer the
RQ3, which are presented as follows:
The Definition, Evaluation/Quality, Adoptability Type challenges are almost same in SLR and
Survey
The Management, Culture, and Communication/Collaboration Type challenge in Survey are
approximately half of those in SLR.
The Tool Type challenges in Survey are much less than those in SLR.
Two challenges and two mitigation strategies are added to Checklist II, which are not
mentioned in Checklist I.
The mitigation strategies are also reduced; each type mitigation strategies are nearly retained
only two.
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4 RESULTS AND ANALYSIS
4.1 Systematic Literature Review Results
In this chapter, the authors discuss the research results from the 32 selected papers. The primary
study articles and the corresponding reference numbers are presented in the Appendix C. The
findings are the challenges and mitigation strategies for using DevOps during software
development. Firstly, the characteristics of our primary studies are described. This part is
divided into three blocks: selected primary studies, published year and context. Then, the
challenges and mitigation strategies for using DevOps based on different categories are
discussed. Finally, the authors provide detailed discussion and conclusion about our findings
in the systematic literature review process.

4.1.1 Characteristics of primary studies
4.1.1.1 Selected Primary Studies
The initial information about the selected articles are presented in this sub-section. The
information includes publication name, author’s name, publication year, research environment
or application domain, and to which database it belongs. Appendix C shows the results of this
process.

4.1.1.2 Publication Year
For this research, the papers found are from 2012 to 2016. Because DevOps is proposed by
2007, and from 2009, the related work team, professional organization, and research have rapid
emergence. In the early stage, people don’t have enough experience to draw and conclude
DevOps related challenges. Figure 6 shows the graphical depiction of the publication year of
the selected papers between 2012 and 2016 that discussed DevOps challenges and mitigation
strategies. It can be seen in Figure 7, 97% of the selected articles are published between 2014
and 2016.
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Figure 6 Distribution of Selected Studies Per Year of Publication

Figure 7 Distribution of Selected Primary Studies

In the beginning, 2494 papers are collected which are from 2007 to 2016. After the different
stages of data exclusion, the authors selected 32 papers that are suitable for our research. In
these papers, there are 15 articles published in 2015, which means in the year 2015, the research
and applying number of DevOps are very high. Hewlett Packard said, in 2016, DevOps is no
longer an edge movement [36]. Gartner predict, DevOps will be used by 25% of the global
2000 organizations in 2016 [37]. The overall trend shows that in the future, the people that
research and application of DevOps will be more and more.
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4.1.1.3 Context

Figure 8 Context of Each Selected Study

The context of studied articles is discussed in this section. The categorized in investigation
subject, background, and context of each selected study. Investigation subject contains student,
researcher, practitioners, and mix of researchers and practitioners. Background includes
academia and industry. The context of each studied article will also be shown in Table 11 and
Figure 8, most of the selected studies are conducted in the context of cloud application, except
the not mentioned research context. And other research fields of the selected studies include
frameworks, web systems and mobile applications (Appendix C).
Table 11: Context of Each Selected Study
Category
Investigation subject

Background

Context of Selected Studies

Number of articles
student

8

researcher

10

practitioners

6

Researcher and Practitioners

12

Academia

12

Industry

20

Cloud Applications/Computing

13

Not mentioned

13

Others

6
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4.1.2 Report and Analysis of Challenges and Mitigation Strategies
32 articles are selected in this thesis for the primary studies. In the classification process, the
authors used typological analysis. Lisa M. Given [12] pointed out that typological analysis is
the process of classifying data according to their relationship, and its purpose is to separate data
collected from specific areas into different categories. The authors first analyzed the extracted
challenges one by one, and then extracted the keywords or identified the research directions.
After classification, the authors discussed and confirmed rapidly then determine the existing
types. As can be seen in the literature review, culture, tools, and management challenges are
the major challenges for DevOps. Based on the typological analysis, we identified seven types
of challenges for using DevOps. The challenge types are Management,
Communication/Collaboration, Culture, Definition, Evaluation/Quality, Tool, Adoptability.
The challenges extracted from SLR process are listed in Table 12 and shown with the reference
number.
Challenges
Table 12 shows the correspondence relationship between the defined 7 type challenges and the
reference number. In this thesis, the references with “S” means the articles that are used in the
systematic literature review process. The corresponding references are written in the Appendix
C. The author identified 7 type challenges: Management, Communication/Collaboration,
Culture, Definition, Evaluation/Validity, Tool, and Adoptability. These challenges are detailed
discussed in the following paragraphs.
Figure 9 shows the number of different type of challenges. Tool is a very important aspect
while using DevOps. DevOps is new. Tools for DevOps is still a few [S18]. So, based on the
limited tools, choosing the appropriate and right tools are very difficult if the participants don’t
have relevant experience [S3]. In Table 12, 14 out of 32 articles discussed that tools are
challenging for using DevOps. Culture is another very important challenge type for DevOps.
This is not surprising because DevOps is a significant shift in the way teams work [S4]. In this
study, there are 10 out of 32 studies proposed that culture is a challenge in DevOps area.
Table 12: Identified Challenges
Type No.

Challenges

References

01

Management

[S1] [S3] [S5] [S9] [S10] [S20] [S29]

02

Communication/Collaboration

[S5] [S9] [S13] [S15] [S12] [S28] [S31]

03

Culture

[S4] [S6] [S7] [S13] [S15] [S17] [S19] [S28] [S29]
[S32]

04

Definition

[S15] [S18] [S24] [S27]

05

Evaluation/Quality

[S2] [S5] [S11] [S13]

06

Tool

[S3] [S5] [S7] [S8] [S14] [S17] [S18] [S20] [S21] [S22]
[S23] [S25] [S30] [S31]
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07

Adoptability

[S7] [S15] [S26]

Figure 9 Number of Different Type of Challenges

Mitigation Strategies
In the 32 reviewed articles, eight articles discussed DevOps challenges related mitigation
strategies. There are only a few articles that discuss DevOps related mitigation strategies due
to a lot of organizations simply begin to adopt DevOps from 2015. In the initial stages, people
find many problems but don’t have enough experience and skills to find ways to solve the
challenges. Table 13 shows the correspondence relationship between the identified mitigation
strategies and the reference number.
Table 13: Correspondence Relationship between Mitigation and Reference
Type No.

Mitigation Strategies

References

01

Management

[S1][S3][S5][S20]

02

Communication/Collaboration

[S5][S9][S13]

03

Culture

[S5][S7][S9][S13]

04

Definition

[S15][S18]

05

Evaluation/Quality

[S5][S13]

06

Tool

[S5][S14]

07

Adoptability

[S7]
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➢

Management

Table 14 shows the Management Related Challenges for using DevOps and the corresponds
mitigation strategies. In the following paragraphs, the authors discuss each challenge and
mitigation strategies in detail according to the studies chosen for this research.
Table 14: Management Related Challenges and Mitigation Strategies
No.

Management Related Challenges

1

Lack of management structure between the
developers and the operations[S1] [S29]

2

DevOps has not been systematically organized
and managed in large-scale projects[S3]

Management Related Mitigation Strategies

●

●
3

The working pressure on the operations team is
growing[S1]

4

No training for DevOps[S1]

5

Some organizations do not have enough skilled
staffs to fully implement DevOps[S1]

6

Software developers and system administrators
must learn new technologies, tools, and
methods[S29]

7

Using DevOps will make the release of new
products longer[S5]

●

The employee's workload needs to
be adjusted accordingly[S1]

●

Defining and implementing a
flexible cross-functional team to
enhance DevOps collaboration[S5]
Enhancing the connection between
Dev and Ops and improving
agility[S5]

●

8

Team need to complete a lot of work within a
specific time and put the software into
production[S10]

9

Implementing those standards of DevOps
would slow teams down[S20]

●
●
●

10

Providing
a
systematic
management
approach
to
addressing
DevOps
requirements[S3]
Managing DevOps knowledge is
very necessary to better use it[S3]

The new standards needed revision
during the adoption period[S20]
Introducing a two week “warranty”
period[S20]
Providing migration notes with
each version of the standards[S20]

Lack of senior management involvement[S29]

1. Lack of management structure between the developers and the operations.
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In the past, development and operations are two separate divisions, and they have their
management structure. DevOps requires development and operations to work together, which
requires a new management structure to manage their day-to-day work. Because DevOps is
new, lack of appropriate management structure between development and operations is very
challenging and may hinder the adoption process [S1] [S29].
2. DevOps has not been systematically organized and managed in large-scale
projects.
DevOps knowledge can be applied to large-scale projects, but it has not been systematically
organized and managed [S3], which will make DevOps challenging.
● Providing a systematic management approach to addressing DevOps
requirements.
This strategy helps manage DevOps requirements and make the development more efficient.
[S3] proposes a proposal for the overall DevOps knowledge management approach, with the
goal of providing a systematic approach to addressing DevOps requirements. With the
systematic approach, people can manage their DevOps requirements and improve efficiency.
● Managing DevOps knowledge is very necessary to better use it.
This practice helps developers and operators better use DevOps. DevOps knowledge is
currently distributed in different sources in the form of unstructured and semi-structured data
[S3]. With a systematic management, developers and operators can work more efficiently. This
practice can also improve the quality of the product due to good management.
3. The working pressure on the operations team is growing.
The main drawback of the current operations is the working pressure on the operations team is
growing [S1]. Operations team already has a very busy task, increasing DevOps tasks and
meetings in their daily work may lead to employee exhaustion [S1].
● The employee's workload needs to be adjusted accordingly.
To truly implement DevOps and make it work, the organization that tend to apply DevOps
need to do some shift[S1]. After the mitigation behavior, the workload of the staff could be
reasonably allocated. This will help employees eliminate the negative emotions that DevOps
brings and help promote DevOps adoption.
4. No training for DevOps.
In addition, there is no training for DevOps currently [S1]. DevOps engineers usually are
experienced software developers or system administrators [S1]. DevOps is also new for them,
and they don’t have no specific training for DevOps is very challenging.
5. Some organizations do not have enough skilled staffs to implement DevOps fully.
DevOps has just emerged, application and research on DevOps are not so many. There are a
number of organizations that do not yet value DevOps training and management. So they do
not have enough skilled people to adoption DevOps, which is very challenging when adopting
DevOps as they cannot confirm the quality and security.
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6. Software developers and system administrators must learn new technologies, tools,
and methods.
Because DevOps requires new tools and technologies, developers and system administrators
need to learn them. When learning new tools and techniques, people will encounter many
problems, such as not enough skills to acquire new things, or do not want to learn new things.
7. Using DevOps will make the release of new products longer.
DevOps needs the development and operations departments conduct a lot of communication
and cooperation. The two departments need time to establish collaboration and learning
DevOps related technologies, tools, and methods. This situation will increase the development
time while delaying the product release and update time.
● Defining and implementing a flexible cross-functional team to enhance DevOps
collaboration.
DevOps requires development and operations work together. The mitigation behavior helps
developers and operations to establish a cross-functional team, helps them create collaboration
relationship and platforms. So that Dev and Ops teams have sufficient communication and
cooperation to enhance DevOps adoption.
● Enhancing the connection between Dev and Ops and improving agility.
This practice helps reduce time-to-market. With a real connection, developers and operations
can work more efficiently and issues can be solved at the early stage.
8. Team need to complete a lot of work within a specific time and put the software
into production.
For DevOps, it is more important for team to finish a lot of work within a particular time and
put the software into production [S10]. At this stage, DevOps is not very mature, and
application DevOps may increase product development time. In a particular time complete a
lot of work and put the software into production is very challenging [S10].
9. Implementing those standards of DevOps would slow teams down.
Some companies or organizations think that defining the deployment standards for
development and operations teams could improve the average release cycle time while
implementing these standards would reduce the team's work efficiency. Both of development
and operation teams need to spend time on familiarize these standards and need re-familiarize
new version of standards when the standards are updated. But the fact is that many development
teams have been under a lot of workloads so that there is no time to understand these standards
fully. For operations, the pressure to release version makes them unable to consider some minor
operational issues.
● The new standards needed revision during the adoption period.
The organization that tends to use DevOps need the ability to automatically verify standards
compliance, and develop an automated compliance test suite. The rollout of new standards
versions to the development teams frequently highlight practical issues that mean the new
standards needed revision during the adoption period.
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● Introducing a two week “warranty” period.
To strike the right balance between consistent standards and edibility in meeting real-world
conditions, the article [S20] introduced a two week “warranty” period.
● Providing migration notes with each version of the standards.
To aid the development teams, migration notes are provided with each version of the standards.
These notes described the differences from the previous revision and listed the steps required
to update applications.
10. Lack of senior management involvement.
In the DevOps development process, the involvement of senior management is very important.
Lack of senior management involvement can lead to employee frustration and hinder project
development, conflicts and errors cannot be resolved in time.
➢

Communication/Collaboration

Table 15 shows the Communication/Collaboration Related Challenges for using DevOps and
the corresponds mitigation strategies. In the following paragraphs, the authors discuss each
challenge and mitigation strategies in detail according to the studies chosen for this research.
Table 15: Communication/Collaboration Related Challenges and Mitigation Strategies
No.

Communication/Collaboration Related Challenges

1

People is a challenge when using DevOps, as people have to
work together in the ways they never saw before[S12] [S31]

2

Communication, Collaboration gap between development
and operations[S5] [S9]

Communication/Collaboration Related
Mitigation Strategies

●
●

3

When problem occurs, people may blame between
teams[S13]

4

Geographical distribution can create challenges[S15] [S28]

5

Temporal distance[S28]

●

Defining and deploying project
management processes[S5]
Sharing ideas and work
experience together[S9]
Providing a practice to find the
root cause of performance
problems[S13]

1. People is a challenge when using DevOps, as people have to work together in the
ways they never saw before.
A successful DevOps strategy has more to do with human than technology, Gartner Ronni
Colville said [S12]. "People is always the challenge when using DevOps, as people have to
work together in the ways they never saw before," she explained [S12]. Connecting isolated
development team and operations team on traditional software development is also very
challenging [S31].
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2. Communication, Collaboration gap between development and operations.
On the surface, it seems that DevOps is very simple, but in reality, it is tricky for software
developers and operators from different working environments and only having limited
communications previous to work together and discuss [S9]. John Fredrickson* says, “DevOps
is about getting people from different groups to discuss what to do, how to do and share work
experience. They need an honest dialogue” [S9].
As DevOps becomes more and more popular, it seems every week there are new DevOps tools
appear. There are many tools available to choose from, but the constant factor is the people and
the development team [S9]. Communication, Collaboration gap between development and
operations will lead to problems such as team conflict and inefficiency [S5].
* John Fredrickson is an online DevOps and cloud manager at Sky and CW500 panelist.
● Defining and deploying project management processes.
This practice helps improve communication between development and operation teams. With
good management, development and operations can establish communication platform. Staffs
can share ideas, share experiences, and discover problems together.
● Sharing ideas and work experience together.
This practice helps both development team and operations team to increase communication,
promote feelings, and detect issues in the early stage. “If we can get people to communicate
and collaborate more, the technology will work. If we can let people share ideas and
professional experience together, this will make DevOps achieve the greatest degree of
success”, Fredrickson says [S9].
3. When problem occurs, people may blame between teams.
When considering about the collaboration within DevOps, an important aspect is when the
problem occurs, how to prevent the mutual blame between teams [S13]. In the past,
development and operations work separately; each is responsible for their tasks. Adopting
DevOps requires development and operations work together. When problems arise, they may
blame each other for shirking their responsibilities.
● Providing a practice to find the root cause of performance problems.
To solve the problem of mutual blame between teams, and shirk responsibility, there must be
a practice to find the root cause of performance problems [S13]. This practice helps the teams
find the root cause and responsible persons. Solving the problem of mutual blame as well as
reduces the conflict between development and operation teams.
4. Geographical distribution can create challenges.
Geographical distance makes the communication hard been done in person, electronic
communication is not enough to communication well.
5. Temporal distance.
There is a situation that the operations and development work may distribute in different places
so that the communication cannot be done in person. The different time zone leads people being
difficult to communication.
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➢

Culture

Table 16 shows the Culture Related Challenges for using DevOps and the corresponds
mitigation strategies. In the following paragraphs, the authors discuss each challenge and
mitigation strategies in detail according to the studies chosen for this research.
Table 16: Culture Related Challenges and Mitigation Strategies
No.

Culture Related Challenges

1

For DevOps, culture poses a greater
challenge than technology[S4] [S7] [S13]
[S17] [S28]

Culture Related Mitigation Strategies
●
●
●
●
●

2

The workload of the developers might
increase as the company adopts
DevOps[S15]

3

DevOps Requires Both development and
operations skills and knowledge[S15]
[S32]

4

Developer and Operations lack of interest
in the “other side” [S15]

5

Change in mindset to achieve successful
DevOps is a challenge[S19]

●
●

6

The complex organizational structure and
culture bring challenges to DevOps[S6]

7

Employees’ resist may hinder the adoption
process of DevOps[S29]

Implementing and running rewards and
approvals[S5]
Adjusting and balancing the goals and
incentives[S7]
Communicating and celebrating the
success of DevOps in the development
process[S7]
Developers should learn the experience of
operations from reality[S13]
Increasing the interaction between the
teams to break the wall[S13]

Adherence to DevOps requires patience
and determination[S9]
Getting IT departments work together[S9]

1. For DevOps, culture poses a greater challenge than technology.
DevOps requires implement automated processes, and many current DevOps
approaches/solutions such as CloudFormation and TOSCA only focus on technology. In fact,
the automated processes need not only technical support but also compelling logic, like build
plan. Thus, these approaches can hardly be used to bridge the gap between development and
operations. More than a quarter of those who have experience with DevOps have not found
implementation flaws, but for other users, the common challenge is still cultural change rather
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than technology [S7]. Operations teams and development teams resist this change is a key
barrier to DevOps implementation [S7].
● Implementing and running rewards and approvals.
It is crucial to motivate teams by implementing and running rewards and approvals [S5]. This
practice can help the managers to motivate employees. Then, the staff are willing to accept new
changes. The enthusiasm of the staff will affect the development schedule and efficiency.
● Adjusting and balancing the goals and incentives.
Adjusting and balancing the goals and incentives must be used to address cultural challenges
[S7]. This practice helps to motivate the developers and make them accept DevOps. Increased
employee enthusiasm will contribute to promote the adoption of DevOps.
● Communicating and celebrating the success of DevOps in the development process.
Communicating and celebrating the success of DevOps in the development process is a critical
strategy for reducing fear and building business cases continuously [S7]. This practice helps
developers understand their achievements so that they have the confidence to continue using
DevOps.
● Developers should learn the experience of operations from reality.
Developers can gain the experience of operations from reality, and through the interaction
between the teams to break the “wall” [S13]. This practice can help developers understand the
operations’ work, reduce conflict in the cooperation process. This can also enhance the
developers’ ability to use DevOps better.
● Increasing the interaction between the teams to break the wall.
This practice can help the development and operation teams understand each other, share ideas
and experiences. After this, there will be less gap between the two groups. Good cooperation
can promote DevOps adoption, improve product quality and teams' s efficiency.
2. The workload of the developers might increase as the company adopts DevOps.
Applying DevOps might increase the workload for both developers and operations. Thus, the
effort dedicated to real development might be distributed to adopt DevOps unless there are
additional development resources. Another concern is that the overburdened responsibilities
may lead developer to resist the adoption of DevOps.
3. DevOps Requires Both development and operations skills and knowledge.
In practice, DevOps requires development to have in-depth knowledge and skills of operations
and vice versa [S15]. However, there are a lot of capabilities need be improved for the
operations, not only the programming competence but also knowledge of development process
and code reviewing. For development side, developers need acquire the skills and ability of
deployment in a different environment [S15]. Some people argue that it's hard for both
developers and operations to handle the deep knowledge of both areas [S15].
4. Developer and Operations lack of interest in the “other side”.
The culture of DevOps relies on some level of interest in what other teams do [S15]. However,
in most situation, developers lack interest in operations work and vice versa [S15]. The reason
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behind this lack of interest is that people in an organization are always interested in their
area[S15]. Whether it is development or operation, learning expertise and skills that do not
belong to their areas will spend a lot of time.
5. Change in mindset to achieve successful DevOps is a challenge.
According to [S19], it is important to change in mindset for successful DevOps. Nobody could
implement DevOps for an organization unless all related teams in organization involve in
DevOps to share responsibility for the success of products. In the enterprise, it needs to invest
a lot of resources to develop DevOps mentality [S19]. To apply DevOps, companies should
define roles and responsibilities clearly to make the staff work within their comfort zone [S19].
Appropriate tools are also necessary as the enterprise adopts DevOps within the organization
[S19].
● Adherence to DevOps requires patience and determination.
The determination and confidence of employees to apply DevOps make them patient to learn
new technologies and tools. This practice can help organizations to adopt DevOps as well as
improve employees’ efficiency of learning DevOps.
● Getting IT departments work together.
This allows all DevOps developers to work together and provides a platform for all
practitioners to share ideas and experience. This practice can help employees to conduct better
communicate and cooperate to promote DevOps adoption.
6. The complex organizational structure and culture bring challenges to DevOps.
The complex organizational structure and culture posed challenges to the growth of DevOps
and the development of the DevOps tools market. The complexity of the organization makes
DevOps adoption difficult, as well as increases the risk in the application process.
7. Employees’ resist may hinder the adoption process of DevOps.
Employee refusal to accept new changes can hamper the DevOps adoption process. When
employees are unwilling to accept the change or the increased workload, their enthusiasm and
passion will be affected. These are all challenges while using DevOps.
➢

Definition

Table 17 shows the Definition Related Challenges for using DevOps and the corresponds
mitigation strategies. In the following paragraphs, the authors discuss each challenge and
mitigation strategies in detail according to the studies chosen for this research.
Table 17: Definition Related Challenges and Mitigation Strategies
No.

Definition Related Challenges

1

DevOps is buzzword [S15]

Definition Related Mitigation Strategies
●

Define common definition and
understanding
in
an
organization[S15]
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2

DevOps is a new and ambiguous concept[S15]
[S27]

3

There is a lack of common understanding of what
DevOps constitutes in academia and in the
practitioners’ communities[S18] [S24]

●

Experts in this field propose a
relatively
broadly
accepted
definition[S18]

1. DevOps is buzzword.
DevOps is a new compound word of development and operations so that when asked about
how to familiar DevOps or how to define DevOps, most respondents’ answers are ambiguous
and many of them do not know DevOps.
● Define common definition and understanding in an organization.
The ambiguity of what DevOps makes that what will be done in practice might not be that
different from what was done before it was called DevOps. The path to a successful DevOps
adoption is unique to each organization [S15]. Defining organization’s shared understanding
of DevOps help the organization introduces process, personnel, and technological changes and
innovations [S15].
2. DevOps is a new and ambiguous concept.
DevOps is a relatively new term for many people, and they misunderstand DevOps as an IT
role, like a hybrid between a developer and a systems administrator [S27]. This certain
misunderstood makes companies tend to create a DevOps department and set a manager who
is skilled at both development and operations [S27]. Different understandings of DevOps also
cause gaps when using DevOps in practice. Another challenge is that the lack of trust in
DevOps may lead to a mindset of resisting applying DevOps [S15].
3. There is a lack of common understanding of what DevOps constitutes in academia
and in the practitioners’ communities.
The reason why applying DevOps is to bridge the gap between development and operations so
that the organization could increase the quality of software and reduce the time of delivery
software. However, not only in academia but also in the practitioners’ communities, there is a
lack of standard definition for DevOps [S18]. This lack of consistent and uniform definitions
for DevOps results many inadequate or even wrong interpretations exist and adds further
confusion for DevOps. Thus, it 's hard to grasp the core of DevOps and hardly to implement
DevOps efficiently [S24].
● Experts in this field propose a relatively broadly accepted definition.
There is a need for investigating the DevOps phenomenon and examines how it impacts
software development and operations in industry.
➢

Evaluation/Quality

Table 18 shows the Evaluation/Quality Related Challenges for using DevOps and the
corresponds mitigation strategies. In the following paragraphs, the authors discuss each
challenge and mitigation strategies in detail according to the studies chosen for this research.
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Table 18: Evaluation/Quality Related Challenges and Mitigation Strategies
No.

Evaluation/Quality Related Challenges

1

There is no evaluation of key performance
indicators for DevOps [S5]

Evaluation/Quality
Strategies
●
●

2

Performance issue is a challenge, as it relies heavily
on load, deployment, and user behavior[S13]

●
●

3

Full automation in testing and deployment poses
challenges to security and reliability[S2]

4

How to make testing and quality assurance
compatible with continuous development and
release[S1] [S11]

Related

Mitigation

Providing end-to-end dashboards for
stakeholders to view[S5]
Enhancing the key performance of
current projects[S5]
Establishing a common understanding
of
development,
testing,
and
operation[S13]
Creating
shared
language
and
performance metrics that all teams
understand[S13]

1. There is no evaluation of key performance indicators for DevOps.
At this stage, there is no systematic performance evaluation criteria and indicators. Because of
this, DevOps evaluation cannot be guaranteed. It is a big challenge when using DevOps, but
Cannot guarantee good performance.
● Providing end-to-end dashboards for stakeholders to view.
This practice enables stakeholders to see the current performance in real time, identify
problems at an early stage, and increase development efficiency. Stakeholders can view the
performance and contrast with their expected objectives. This will help developers and
stakeholders to assess existing development, to identify and correct problems as early as
possible.
● Enhancing the key performance of current projects.
This practice helps to improve the critical performance of ongoing projects. This practice can
enhance the quality of existing projects and assess the quality of existing projects and identify
problems at the early stage.
2. Performance issue is a challenge, as it relies heavily on load, deployment, and user
behavior.
Performance is heavily dependent on load, deployment, and user behavior. So the performance
problems when applying DevOps are difficult to estimate. This is very challenging for
implementing DevOps.
● Establishing a common understanding of development, testing, and operation.
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This practice can help practitioners understand each other's work and assess the performance
and quality of the product timely. From the performance point of view, it is important to
establish a shared understanding of development, testing, and operation [S13].
● Creating shared language and performance metrics that all teams understand.
From a performance point of view, it is important to create shared language and performance
metrics that all teams understand [S13]. This practice helps the development team to establish
common performance metrics. Having common performance metrics helps developers
evaluate existing projects and reduce conflicts between groups caused by inequality.
3. Full automation in testing and deployment poses challenges to security and
reliability.
There are challenges to achieve security and reliability when developing applications in the
context of cloud services and DevOps [S2]. At this stage, DevOps fully automation may not
guarantee the quality of testing and deployment.
4. How to make testing and quality assurance compatible with continuous
development and release.
For traditional software development teams, when they are using DevOps, the challenge will
be how to make testing and quality assurance compatible with continuous development and
release [S11]. DevOps requires automation and continuous development, when there are no
strong security engineers in the team, security and compliance tend to be damaged [S1].
➢

Tool

Table 19 shows the Tool Related Challenges for using DevOps and the corresponds mitigation
strategies. In the following paragraphs, the authors discuss each challenge and mitigation
strategies in detail according to the studies chosen for this research.
Table 19: Tool Related Challenges and Mitigation Strategies
No.

Tool Related Challenges

Tool Related Mitigation Strategies

1

DevOps artifacts are usually bound to certain tools, Define unity
which make it difficult to reuse[S14]
artifacts[S5]

2

Choosing the right tools is a challenge[S7]

3

Collecting data from the DevOps tool is a
challenge[S8]

4

It is difficult to choose the most appropriate solution
to implement the overall DevOps automation for a
particular application[S3]

5

Different software versions and dependencies[S30]
[S31]

6

Using legacy software to adopt DevOps is very

standards

for

DevOps
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difficult [S29] [S31]
7

The synergies in development and operation Enhancing communication between Dev and
processes, personnel, and project governance pose Ops by establishing communication,
challenges[S5]
platform, procedures and tools[S5]

8

Easily deploy and upgrade cloud infrastructures is a
challenge[S21]

9

Smoothly deliver code from development to
production is a challenge[S21]

10

Approaches are bound to specific providers or tools
so that they can hardly be used by others[S17] [S22]
[S23]

11

It is a challenge to achieve comprehensive
automation and reduce manual intervention[S17]
[S25]

12

The DSL proposed by the DevOps community is not
well suited as a holistic approach to
collaboration[S17]

13

The DSL proposed by the DevOps community can
hardly be used to automate the deployment and
operation of applications[S17]

14

The limitations of the tools[S18]

15

Managing database schema upgrades[S20]

16

Scale the infrastructure with
intervention is a challenge [S21]

17

Using and combining artifacts of different kinds in
a seamless manner is a major challenge[S14]

less

human

1. DevOps artifacts are usually bound to certain tools, which make it difficult to
reuse.
There are many open sources artifacts such as scripts, modules, and templates shared by the
DevOps community to deploy middleware and application components [S14]. Because of the
portability of these artifacts and the support from the DevOps community, the artifacts can be
reused to automate the deployment of different kinds of applications [S14]. However, DevOps
artifacts are bound to certain tools, so that using and combining these artifacts is a major
challenge [S14]. What’s more, practitioners need take extra effort to learn and conform these
artifacts. It is necessary for practitioners to acquire depth knowledge and technology on the
orchestration of different artifacts and tools [S14].
● Define unity standards for DevOps artifacts.
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Because many open source artifacts, such as scripts, modules, and templates, are bound to
particular tools or providers, making it difficult for them to be reused by others and difficult to
incorporate in the artifacts. To solve this problem, we can define a framework for the automatic
transformation of a unified standard. According to [S14], for example, the authors propose a
standard for DevOps artifacts. This article generates a TOSCA standard-based model artifacts
to automate transforming existing DevOps artifacts.
2. Choosing the right tools is a challenge.
Contrary to what some vendors say, no single tool fits all DevOps processes [S7]. DevOps tool
chain needs to include version control, configuration management, continuous integration,
deployment and monitoring [S7]. These processes have many different tools like, GitHub,
Puppet, Jenkins, Travis CI, MCollective, SignalFx [S7].
3. Collecting data from the DevOps tool is a challenge.
The tool is still the key to apply the DevOps methodology now [S8]. When using DevOps tools,
collecting critical data from the DevOps tools is very important and challenging.
4. It is difficult to choose the most appropriate solution to implement the overall
DevOps automation for a particular application.
Because of the rapid variability of DevOps automation, it is difficult to choose the most
appropriate solution to implement the overall DevOps automation for a particular application
[S3]. Each development process that uses DevOps requires specific DevOps tools. So choosing
the most appropriate tools while using DevOps is challenging.
5. Different software versions and dependencies.
Hardware dependencies and the compatibility of different software versions is a challenge
[S30]. Different software versions may have compatibility or interdependency problems. This
is challenging for DevOps tools.
6. Using legacy software to adopt DevOps is very difficult.
Because DevOps changed the way people work in the past, so the legacy software may no
longer be suitable for the process that is using DevOps. The legacy software may don’t have
enough functions for DevOps.
7. The synergies in development and operation processes, personnel, and project
governance pose challenges.
DevOps requires development and operations teams to work together, which requires the entire
process, personnel, and product governance to ensure synergy. It is important to provide the
synergies between the aspects discussed above to ensure the successful adoption of DevOps.
● Enhancing communication between Dev and Ops by establishing communication,
platform, procedures and tools.
This practice helps the operation and maintenance process and personal to establish good
synergy. Building communication, platforms and common tools to enhance communication
and increase synergy among departments could bridge the gaps between Dev and Ops.
8. Easily deploy and upgrade cloud infrastructures is a challenge.
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Infrastructure management software are broken into individual components with different roles,
and it's hard to contain the components of the infrastructure [S21]. Besides, the infrastructure
services often interact with physical resources such as compute, network, and storage [S21].
9. Smoothly deliver code from development to production is a challenge.
DevOps requires automated process, such as automatically fetching all significant artifacts
including code, tests, etc. This process is not easy to practice smoothly.
10. Approaches are bound to specific providers or tools so that they can hardly be
used by others.
Existing approaches are always bound to specific providers or tools, like CloudFormation, Juju,
and so forth [S17]. The current platforms used for DevOps may not be suitable for each
software development [S22] and existing management techniques and tools are always
developed for particular problems of network environments [S23]. The certain kinds of
bounding make other organizations difficult to reuse them.
11. It is a challenge to achieve comprehensive automation and reduce manual
intervention.
Automation significant influences the collaboration between development and operations
[S14]. To achieve complete automated repeatable and fast process, organizations need both
support from integrated tools and cultural change between teams [S17]. While automating
incomplete or incorrect processes for some reasons could be a disaster [S25].
12. The DSL proposed by the DevOps community is not well suited as a holistic
approach to collaboration.
Due to the DSLs proposed by DevOps community are used for middleware or application
components for VMs, so that they are not well suited to a holistic approach to collaboration.
As a result, these domain specific languages could not be used to automate the deployment and
operation of applications.
13. The DSL proposed by the DevOps community can hardly be used to automate the
deployment and operation of applications.
Due to the DSLs proposed by DevOps community are used for middleware or application
components for VMs, so that they are not well suited to a holistic approach to collaboration.
As a result, these domain specific languages could not be used to automate the deployment and
operation of applications.
14. The limitations of the tools.
Due to DevOps is a relatively a new phenomenon that there are not enough tools for all kinds
of projects and platform.
15. Managing database schema upgrades.
Because one of DevOps characteristics is automation [S18], and to reliably perform automated
database manipulation during releases [S20], it is necessary to manage database schema
upgrades
16. Scale the infrastructure with less human intervention is a challenge
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Getting DevOps correct is one of the keys to the overall success of cloud-based software
solutions[S21]. DevOps requires to reduce human intervention to reach automation.
17. Using and combining artifacts of different kinds in a seamless manner is a major
challenge
To efficient collaboration and tight integration between development and operations, the
DevOps community continues to introduce new methods, tools, and open source artifacts to
enable this automated process [S14]. However, since all of these DevOps automation methods
differ from one another, it is difficult to integrate and combine them to deploy applications in
the cloud [S14].
➢

Adoptability

Table 20 shows the Adoptability Related Challenges for using DevOps and the corresponds
mitigation strategies. In the following paragraphs, the authors discuss each challenge and
mitigation strategies in detail according to the studies chosen for this research.
Table 20: Adoptability Related Challenges and Mitigation Strategies
No.

Adoptability Related Challenges

1

The benefits of DevOps to individuals and teams Showing how DevOps will improve their
are not clear[S7] [S26]
work[S7]
Showing how DevOps will address the
things they concern most[S7]

2

Unclear deﬁnition
DevOps[S15]

3

DevOps may not be suitable for all customers, and
customers may not want DevOps[S15]

4

Adopting DevOps can be aﬀected, both negatively
and positively, by an organization’s structure[S15]

and

goals

Adoptability Related Mitigation Strategies

of

adapting

1. The benefits of DevOps to individuals and teams are not clear.
While the DevOps process emphasizes the benefits to people and teams, people still want to
know how DevOps will affect the individuals [S7]. The organizations should show them how
DevOps will improve their work and how DevOps will address the things they concern most
[S7].
● Showing how DevOps will improve their work.
This practice will help the manager to motivate employees. Let employees know how DevOps
will give them the benefits of their existing work, which can encourage employees to apply
DevOps. By educating them on the benefits of DevOps, the enthusiasm of employees for
learning new technologies and tools will increase.
● Showing how DevOps will address the things they concern most.
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This practice will let the developers know how DevOps will help them. Let staffs know how
DevOps will address the things they concern most of their existing work can encourage
employees to apply DevOps. By showing them the benefits taken by DevOps, the enthusiasm
of employees for learning new technologies and tools will increase.
2. Unclear deﬁnition and goals of adapting DevOps.
There is not only a need for an exact definition of DevOps but also a need for clear definition
and goals of adopting DevOps [S15]. Unclear definition and goals of adopting DevOps may
lead to failure when practicing DevOps. If people have different understandings of the goals of
adopting DevOps, and various actions needed to achieve these goals [S15].
3. DevOps may not be suitable for all customers, and customers may not want
DevOps.
Different customer may require different processes and practices, while DevOps are not
suitable for processes and practices including long testing periods or strict deployment
procedures [S15]. So that DevOps may not be suitable for all customers, and customers may
not want DevOps [S15].
4. Adopting DevOps can be aﬀected, both negatively and positively, by an
organization’s structure.
DevOps have both negative and positive effect on organization’s structure, such as when
discussing communication, common goals and practices, decision making, and systems
thinking within the organization [S15].

4.2 Survey Results and Analysis
4.2.1 Analysis of Survey Respondents
In the process of conducting the survey, we tried our best to receive responses, but the total
qualified and completed responses are 14, which are used to help our survey analysis and
answer the Research Question 2.
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Figure 10 Role of Respondents in DevOps Practicing

In the questionnaire, the authors prepare five questions to investigate the demographic
information of each respondent. The Figure 10 shows the role of the respondents when they
worked with DevOps. Most of the respondents are from academic, but they also had DevOps
working experience. There are 6 developers, 2 designers, 1 project coordinator, 1 system
architect, 4 researchers. And the four researchers in DevOps practice researching are
responsible for study design, data collection and analysis, and reporting. We also collect their
experience of using or researching DevOps, which is shown in Figure 11. It is obviously that
Figure 11 shows that most respondents use DevOps for less than a year to two years. The
organization size and tools respondents used are shown in Figure 12 and Figure 13. It is also
observed that the tools of respondents ever used in DevOps are varies, the GitHub (mentioned
5 times) and Docker (mentioned 4 times) are the most popular tools based on the results of the
survey.
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Figure 11 Respondents’ Experience in DevOps

Figure 12 Size of Organization of Each Respondent
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Figure 13 Tools of DevOps Respondents Used

4.2.2 Identified Challenges and Mitigation Strategies
The aim of the survey is to identify the challenges and mitigation strategies in industry. The
respondents were required to identify which challenges can be faced when they were using
DevOps and the challenging level for each challenge. The challenges defined from Checklist
I were listed as the options for Challenge part of the questionnaire. Also, the respondents need
to choose the mitigation strategies they think is useful to mitigate the DevOps challenges.
● Statistics of the questionnaire results—Challenges
Table 21 presents the statistics of the questionnaire results. It includes all the challenges, their
level that respondents identified and their weight. Based on the questionnaire, there are five
level for each challenge. The number for each level is the number of people selected. To
compare and analyze the most serious challenges and the lightest challenges, the authors define
the weights for each challenge level based on their severity as follow and the weight for each
challenge = Σ number of people * weight of challenge level. For instance, the weight of
Challenge Buzzword is 5*5+3*3+4*1+1*(-3)+1*0=35. In this thesis, the authors use weight to
help sort each challenge to analyze the results of the survey. The weights only reflect the
respondents’ relative acceptance of each challenge, and will not be used for specific
mathematical calculations. So the authors don’t conduct significance tests or use other
numerical evaluation techniques to validate these weights. The analysis of the most and least
reported challenges and mitigation strategies will be discussed in section 4.2.2.1and section
4.2.2.2.
● Definitely Challenging: 5 weight
● Challenging: 3 weight
● Somewhat Challenging: 1 weight
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● Not Challenging: -3 weight
● Unclear: 0 weight
Table 21: Statistics of the Questionnaire Results--Challenges
Type

Definition

Management

Definitely
Somewhat Not
Challenging
Unclear
Challenging
Challenging Challenging

Challenge

Weight

Buzzword

5

3

4

1

1 35

Ambiguous concept

3

5

2

2

0 26

Unclear definition

2

5

5

2

0 24

Unclear goals of adopting

2

5

4

2

1 23

Lack
of
understanding

2

6

4

2

0 26

Lack
of
management
structure
between
Development
and
Operations

6

4

3

0

1 45

DevOps has
systematically
and managed

not been
organized

3

7

2

2

0 32

Implement the standards of
DevOps

1

4

3

3

3 11

Using DevOps makes the
release of new products
longer

0

2

7

3

2 4

The growth of working
pressure on operations team

2

3

6

3

0 16

The workload of the
developers might increase

3

4

5

2

0 26

No training for DevOps

3

1

6

4

0 12

Organizations do not have
enough skilled staff to fully
implement DevOps

4

2

7

1

0 30

Learn new technologies,
tools, and methods

1

6

4

2

1 21

Lack of senior management
involvement

1

9

3

1

0 32

Team need to complete a lot
of work within a specific
time

2

4

5

3

0 18

People have to work
together in the ways they
never saw before

5

4

4

1

0 38

4

6

2

2

0 34

3

5

5

1

0 32

Geographical distribution

3

3

2

4

2 14

Temporal distance

2

2

6

2

2 16

common

Communication,
Collaboration gap between
Development
and
communicatio Operations
n/collaboratio
Development team and
n
operations team may blame
each other when problems
occur

52

Culture

Tools

Culture poses a greater
challenge than technology

5

2

5

2

0 30

The complex organizational
structure and culture

6

2

3

0

3 39

DevOps requires both
development and operations
skills and knowledge

3

5

1

3

2 22

Developers and Operations
lack the interest in the
“other side”

1

5

3

4

1 11

Change in mindset to
achieve successful DevOps

4

4

4

1

1 33

The
synergies
in
development and operation
processes, personnel, and
project governance

3

2

9

0

0 30

Difficulty in identifying
useful or appropriate tools

0

5

7

1

1 19

Collect data from DevOps
tools

1

3

6

4

0 8

Choose
the
most
appropriate solution to
implement the overall
DevOps automation

1

5

6

2

0 20

This bonding between
DevOps
artifacts
and
certain tools make the tools
difficult to reuse

2

2

5

2

3 15

Difficulty in deploying and
upgrading
cloud
infrastructures

1

5

5

1

2 22

Difficulty in delivering
code from development to
production

3

4

4

3

0 22

Difficulty in scaling the
infrastructure with less
human intervention

2

3

5

3

1 15

Approaches are bound to
specific providers or tools,
which make them hardly be
used by others

2

5

5

2

0 24

Difficulty in using and
combining artifacts of
different kinds

1

3

6

3

0 11

Difficulty in achieving
comprehensive automation
and
reducing
manual
intervention

2

4

7

1

0 26

Difficulty in managing
database schema upgrades

0

3

5

5

1 -1

The
DSLs
(Domain
Specific
Languages)
proposed by the DevOps
community
are
less
appropriate as holistic
means of collaboration

1

4

4

1

4 18

The
DSLs (Domain
Specific Languages) can
hardly be used to automate

1

5

4

2

2 18
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deployment and operations
of application based on
tools and artifacts
The limitations of the tools

1

4

4

4

1 9

The benefits of DevOps to
individuals and teams are
not clear

3

5

4

2

0 28

DevOps may not be suitable
for all development teams

3

4

6

1

0 30

Practitioners may not want
DevOps

1

5

3

5

0 8

Adopting DevOps can be
affected, both negatively
and positively, by an
organization’s structure

2

6

6

0

0 34

No evaluation of key
performance indicators for
DevOps

4

4

4

2

0 30

Performance issue, as it
relies heavily on load,
deployment,
and
user
behavior

1

6

3

2

2 20

Evaluation/Qu
Full automation in testing
ality
and deployment poses
challenges to security and
reliability

3

4

5

1

1 29

How to make testing and
quality
assurance
compatible with continuous
development and release

4

6

3

1

0 38

Adoptability

The table 21 presents the chosen numbers of different challenge level for each challenge and
uses different color to distinct different level. The deepest color means the options are chosen
by most respondents, and the lightest color means the options are chosen by least respondents.
From the table 21, it can be seen that Buzzword, Lack of management structure between
Development and Operations, People have to work together in the ways they never saw before,
the complex organizational structure and culture change in mindset to achieve successful
DevOps, and No evaluation of key performance indicators for DevOps are considered very
challenging when using DevOps. Most of these challenges are from Culture Type.
● Statistics of the questionnaire results—Mitigation Strategies
Table 22 presents the statistics of the questionnaire results. It contains all the selected
mitigation strategies, the number of the chosen people, and their percentages. The percentage
is calculated by following the formula, the percentages= (number of selected people/the total
number of respondents) *100%. For each mitigation strategies, the highest percentage is 100%.
For instance, we have 14 respondents, if 7 people choose this mitigation strategies, the
percentage is 50%. Options with a percentage greater than 50% are highlighted in red. As can
be seen, there are 14 mitigation strategies selected more than 50%.
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Table 22: Statistics of the Questionnaire Results--Mitigation Strategies
Type

Definition

Management

Communication/Collaboration

Culture

Tools

Mitigation Strategies

Selected People No. Percentage

Define common definition and understanding in an
organization

7

50%

Experts in this field propose a relatively broadly
accepted definition

9

64.3%

Provide a systematic management approach// to
addressing DevOps requirements

6

42.9%

Manage DevOps knowledge

3

21.4%

Revise new standards during the adoption period

7

50%

Introduce a two-week “warranty” period to adapt
DevOps

8

57.1%

Provide migration notes with each version of the
standards

1

7.1%

Adherence to
determination

2

14.3%

Get IT departments work together

6

42.9%

The employee's workload needs to be adjusted
accordingly

4

28.6%

Define and implement a flexible cross-functional team
to enhance DevOps collaboration

4

28.6%

Enhance the connection between Development and
Operations and improving agility

8

57.1%

Define and deploy project management processes

6

42.9%

Share ideas and work experience together

9

64.3%

Provide a practice to find the root cause of
performance problems

3

21.4%

Implement and run rewards and approvals

2

14.3%

Adjust and balance the goals and incentives

6

42.9%

Communicate and celebrate the success of DevOps in
the development process

8

57.1%

Developers should learn the experience of operations
from reality

5

35.7%

Increase the interaction among the teams to break the
"wall"

8

57.1%

Define unity standards for DevOps artifacts

4

28.6%

12

85.7%

5

35.7%

Show how DevOps will address the things they
concern most

11

78.6%

Provide end-to-end dashboards for stakeholders to
view

2

14.3%

Enhance the key performance of current projects

7

50%

10

71.4%

DevOps

requires

patience

and

Enhance communication between Development and
Operations by establishing communication, platform,
procedures and tools
Show how DevOps will improve their work

Adoptability

Evaluation/Validity

Establish a common understanding of development,
testing, and operation
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Create shared language and performance metrics that
all teams understand

6

42.9%

4.2.2.1 Results and Analysis of Most Reported Challenges and
Mitigation Strategies
By the survey result, the most reported challenges and mitigation strategies are identified,
which are shown in table 23 and table 24. The most reported challenges are those who got
highest weight challenges, and the most reported mitigation strategies are those who get
maximum chosen from respondents.
Top 10 (the total number is 11 as there are three challenges have the same weight) reported
challenges are from Definition, Management, Communication/Collaboration, Culture,
Adoptability, and Evaluation/Quality types.
Table 23: Most Reported Challenges
Definition Management Communication/Collaboration Culture

Adoptability Evaluation/Quality

Buzzword Lack
of People have to work together in
management the ways they never saw before
structure
between
Developmen
t
and
Operations

The complex
organization
al structure
and culture

Adopting
DevOps can
be affected,
both
negatively
and
positively,
by
an
organization
’s structure

DevOps has
not
been Communication, Collaboration
systematicall gap between Development and
y organized Operations
and managed

Change in
mindset to
achieve
successful
DevOps

Lack
of
senior
management
involvement

How to make testing
and
quality
assurance
compatible
with
continuous
development
and
release

Development
team
and
operations team may blame
each other when problems
occur

According to the survey results, definition challenges are challenging. The result shows that
“Buzzword” is very challenging and has the high weight. DevOps is a new concept so it is
challenging for most practitioners.
Respondents think that management challenges are very challenging or challenging. Analysis
shows that following challenges, “Lack of management structure between Development and
Operations”， “DevOps has not been systematically organized and managed”， and “Lack
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of senior management involvement” can make the using of DevOps challenge. The three
challenges are with high weights.
Communication between teams and members is very important as communicate can reduce
conflict and increase trust between teams and members. Respondents think” People have to
work together in the ways they never saw before”, “Communication, Collaboration gap
between Development and Operations”, and “Development team and operations team may
blame each other when problems occur”
are more challenging for
communication/collaboration. These three challenges are with high weights.
Culture is challenging when using DevOps. Culture can result in” The complex organizational
structure and culture”, and” Change in mindset to achieve successful DevOps” when using
DevOps. The two challenges are with high weights.
As DevOps is a new concept, users are unclear whether DevOps can bring positive effects or
adverse effects. The analysis showed that” Adopting DevOps can be affected, both negatively
and positively, by an organization’s structure” is challenging and with high weight.
DevOps needs continuous development and release. From the result, it can be seen that “How
to make testing and quality assurance compatible with continuous development and release”
is challenging when using DevOps as it is with high weight.
The top 5 reported mitigation strategies are from Definition, Communication/Collaboration,
Tools, Adoptability and Evaluation/Quality.
Table 24: Most Reported Mitigation Strategies
Definition

Communication/Collaboration Tools

Experts in this Share
ideas
and
field propose a experience together
relatively
broadly
accepted
definition

work Enhance
communication
between
Development and
Operations
by
establishing
communication,
platform,
procedures
and
tools

Adoptability Evaluation/Quality
Show how
DevOps will
address the
things they
concern
most

Establish a common
understanding
of
development,
testing,
and
operation

The definition is very important when you want to adopt a new thing. When analysis the results
from the respondents, the authors defined a mitigation strategy with high percent. “Experts in
this field propose a relatively broadly accepted definition” can help the people who want to
use DevOps to have a relative professional understanding of what DevOps is.
More communication can increase the trust among teams and solve problems at the early stage.
Respondents think “Share ideas and work experience together” is useful to mitigate
communication challenge.
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DevOps adoption requires tools support. The analysis displays that “Enhance communication
between Development and Operations by establishing communication, platform, procedures
and tools” can mitigate tools challenges.
Respondents think “Show how DevOps will address the things they concern most” can give
them the confidence to adopt DevOps and motivate more people to adopt DevOps.
“Establish a common understanding of development, testing, and operation” can help users to
evaluate the performance of DevOps and ensure the products’ quality. This mitigation strategy
has high percentage than others.

4.2.2.2 Results and Analysis of Least Reported Challenges and
Mitigation Strategies
The least reported challenges are also identified based on the weight of each challenge and
mitigation strategies are identified based on the selection percentage, which are shown in table
25 and table 26.
According to the table 21, least 10 reported challenges are shown in the table 25. There are 4
Tools challenges, including “Collect data from DevOps tools”, “Difficulty in managing
database schema upgrades”, “The limitations of the tools”, and “Difficulty in using and
combining artifacts of different kinds”. And “Difficulty in using and combining artifacts of
different kinds” is the least likely to be perceived as challenging by respondents. There are two
reasons why the least reported challenges are most from Tools type:
● The challenges themselves of Tools are most, so the number of least reported challenges
is the most.
● There are many tools for DevOps, however, the respondents only used few of them and
they do not know the challenges related special tools.
The respondents also considered that “Using DevOps makes the release of new products
longer,” “Implement the standards of DevOps,” and “No training for DevOps” are not relative
challenging for using DevOps. “Using DevOps makes the release of new products longer” is
the second least reported challenges, which reflects that respondents thought DevOps improved
the efficiency of delivery new products to some extent.
Culture, Adoptability and communication/collaboration have three least reported challenges in
total based on the weight from table 21. Because most respondents believe that DevOps on the
software development process is positive, so “Practitioners may not want DevOps” and
“Developers and Operations lack the interest in the ‘other side’” got a little weight. According
to the results of Size of organization Figure 12，the most respondents are work or research in
a small organization, so the “Geographical distribution” is not a challenge for them.
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Table 25: Least Reported Challenges
Management

Tools

Adoptability

Using DevOps Collect data from Practitioners may
makes
the DevOps tools
not want DevOps
release of new
products
longer
Implement
standards
DevOps

Culture

communication/collaboration

Developers
Geographical distribution 14
and
Operations
lack
the
interest in the
“other side”

the Difficulty
in
of managing database
schema upgrades

No training for The limitations of
DevOps
the tools
Difficulty in using
and
combining
artifacts
of
different
kinds

In contrast to the types of challenges that are least thought of as challenges above, there are
three mitigation strategies, “Provide migration notes with each version of the standards,”
“Adherence to DevOps requires patience and determination” and “Manage DevOps
knowledge” for management that are perceived as least useful by respondents.
In DevOps, culture plays an important role, while “Implement and run rewards and approvals”
is not considered to improve the cultural-related challenges.
To evaluate the usability of DevOps, only two respondents thought “Provide end-to-end
dashboards for stakeholders to view” is useful so that it got low percentage in survey results.
One of the most important goals of DevOps is to bridge the gap between development teams
and operations teams. However, “Provide a practice to find the cause of performance problems”
is considered very tasteless by three respondents.
Table 26: Least Reported Mitigation Strategies
Management

Culture

Evaluation/Validity

Communication/Collaboration

Provide
migration Implement and run Provide end-to- end Provide a practice to find the root
notes with each version rewards
and dashboards
for cause of performance problems
of the standards
approvals
stakeholders to view
Adherence to DevOps
requires patience and
determination
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Manage
knowledge

DevOps

4.2.3 Results and Analysis of Additional Challenges and Mitigation
Strategies
According to the results of the survey before, two additional challenges and two additional
mitigation strategies are identified as additional challenges and mitigation strategies of using
DevOps during software engineering. The additional challenges and mitigation strategies are
briefly described in the following section 4.2.3.1 and 4.2.3.2.

4.2.3.1 Additional challenges
In the questionnaire of the survey, the authors provide Other Choice of the text field for
respondents and additional question for each type of challenges. Not all respondents wrote the
other choice of each question and answered the extra questions. The authors analyzed the
received results of additional challenges and identified there are two new challenges,
comparing with the challenges collected from the systematic literature review.
One respondent notes that:
“There are hidden and extra cost for adopting DevOps.” The organizations who adopt DevOps
need to pay more for network automation tools from equipment vendor, not only the network
equipment, but also the networking engineers.
Another respondent notes that:
“Security of Cloud.” Inflexible networks run rampant in today’s IT environments. The security
technology is not growing as fast as cloud computing. So that the required automation process
for DevOps also faces significant security challenges.
The description above are all the identified additional challenges based on the survey results.
Besides, there are some other additional challenges, which are similar to the challenges listed
in the Checklist I. Thus, there will not have a detailed description of them in this section.

4.2.3.2 Additional mitigation strategies
In the questionnaire of the survey, the authors provide Other Choice of a text field for
respondents and extra question for mitigation strategies for each type of challenges. Not all
respondents typed the other choice of each question and answered the extra questions. The
authors analyzed the received results of additional mitigation strategies and identified two
mitigation strategies are new compared to Checklist I.
One respondent notes that:
“Include quality assurance people in the DevOps team.” It is one mitigation strategies for
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Evaluation/Quality challenges. Involving QA staff in DevOps helps evaluate the DevOps
performance and assure the quality of DevOps.
Another respondent notes that:
“Use tools to bridge the compatibility gap between legacy tools.” It is one mitigation strategies
for Tool challenges. Use middle tools could help eliminate the gap between legacy tools and
cloud computing.

4.2.4 Identified Checklist II
According to the result of the above arrangement, the authors identified Checklist II based on
the following criteria.
● Challenges: The darkest color in each row of the table 21 are Definitely Challenging
and Challenging, then this challenge will be added to Checklist II.
● Mitigation Strategies: Mitigation strategies that are selected by more than 50%
respondents in Table 22 (Highlight in red).
● Additional challenges and mitigation strategies from the survey.
There are total 32 challenges for using DevOps identified from the survey and 14 mitigation
strategies to mitigate these challenges including 2 additional challenges and 2 additional
mitigation strategies. Checklist II is displayed in Appendix B.

4.3 Interview Results and Analysis
An exhaustive report and analysis of the results of the interview are provided in this section.

4.3.1 Analysis of Interview Responses for RQ3
The authors analyze the codes for the gaps and commonalities between Checklist I based on
SLR and Checklist II based on Survey.
All interviewees proposed that challenges are simplified from Checklist I to Checklist II. Most
of the interviewees mentioned that the Definition, Evaluation/Quality, Adoptability Type
challenges are almost same in SLR and Survey. One interviewee said: “The Checklist from
Survey just subdivided the Definition Challenges from SLR.” Another interviewee answered:
“In the two checklists, Evaluation / Quality Challenge looks similar, but for Checklist II, it
seems that some respondents think that challenges led by full automation testing and
deployment are not so challenging, so there are not particular challenges in Checklist II.” And
two interviewees expressed that there is a difference in Adoptability Type.
Two interviewees were perceived that the Management, Culture and Communication/
Collaboration Type challenges in Survey are half of those in SLR. One interviewee said that
most respondents of Survey think that growth of workload and working pressure are not so
challenging, and lacking training and skilled staff are also less important than other challenges
61

based on the Survey results. One interviewee mentioned that “Geographical distribution” and
“Temporal distance” are deleted from Checklist I to Checklist II.
All interviewees noted that the Tool Type challenges in Survey are much less than those in
SLR. One interviewee said that it looks like the challenge of tools is not very common, most
of the challenges that are being removed are challenges that target specific tools.
All interviewees noted that there are two more extra challenges in Checklist II. Besides, one
interviewee said that different types of challenges in the two checklists in the proportion is not
the same. Two interviewees perceived the mitigation strategies are also reduced, each type
mitigation strategies are nearly retained only two. The results and analysis of Interview are
presented in Section 4.3.

4.3.2 Report the Result of Interview
The interview is the method to collect the gaps and commonalities between SLR result and
survey result. Different interviewees have different opinions. After sorting out the data, the
authors list the following results. All interviewees proposed that challenges are simplified from
Checklist I to Checklist II.
Table 27 shows the result of commonalities. It can be seen, the number of Definition type,
Evaluation/ Quality type and Adoptability type of challenges are almost the same in both
Checklist I and Checklist II. The number of Evaluation/Quality Type challenges are almost
same in SLR and Survey. But Some respondents think that challenges led by full automation
testing and deployment are not so challenging. The number of Adoptability Type challenges
are almost same in SLR and Survey. Not all respondents think that DevOps maybe not suitable
for all development teams.
Table 27: Reported Commonalities
Commonalities
No.

Type of Challenges

Number in SLR

Number in Survey

1

Definition

3

5

2

Evaluation/Quality

4

4

3

Adoptability

4

4

Table 28 shows the result of gaps. It can be seen, the number of Management Type challenges
in Survey are half of the number in SLR. Most respondents think that growth of workload and
working pressure are not so challenging. Lacking training and skilled staff are also less
important than other challenges based on the Survey results. The number of
Communication/Collaboration Type challenges in Survey are approximate half of those in
SLR. The challenges are focused on new ways of working and gap between Development and
Operations. The number of Culture Type challenges in Survey are half of those in SLR.
Applying new culture of working and the changing of culture are most identified as challenges
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in this part. The number of Tool Type challenges in Survey are much less than those in SLR.
The authors found that most of the challenges were removed specified for some particular
projects or providers. Two more extra challenges and mitigation strategies are collected from
Survey and filled in Checklist II. The additional challenges “There are hidden and extra cost
for adopting DevOps.” is categorized to Adoptability type challenges and “Security of Cloud.”
is categorized to Evaluation/Quality type challenges. The additional mitigation strategies
“Include quality assurance people in the DevOps team.” is used to overcome
Evaluation/Quality type challenges. The additional mitigation strategies “Use tools to bridge
the compatibility gap between legacy tools.” is used to overcome Tool type challenges. The
numbers of mitigation strategies are also reduced; each type mitigation strategies are nearly
retained only two. The number of mitigation strategies in SLR result checklist I is 28 and in
result of Survey Checklist II is 14.
Table 28: Reported Gaps
Gaps
No.

Item

In SLR

In Survey

1

The number of Management Type challenges

10

5

2

The number of Culture Type challenges

7

2

3

The
number
of
Communication/ 5
Collaboration Type challenges

3

4

The number of Tool Type challenges

6

5

Two more extra challenges collected from None
Survey are filled in Checklist II

“Security of Cloud”

6

Two more extra mitigation strategies collected None
from Survey are filled in Checklist II

“Include
quality
assurance people in
the DevOps team.”
and “Use tools to
bridge
the
compatibility
gap
between
legacy
tools.”

7

The numbers of mitigation strategies

14

17

28

and “Hidden and
extra
cost
for
adopting DevOps”.

These are the results from the interview based on the number of each type. The checklist I has
50 challenges and 28 mitigation strategies, but Checklist II only has 32 challenges and 14
mitigation strategies.
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4.3.3 Analysis the Result of Interview
After coding and reporting the results, the authors also analysis the two Checklists from
proportion view. The meaning of the proportion is in each checklist, the number for each type
challenges represents the percentage of the whole checklist. In this thesis, we analyze the
commonalities and gaps of the results in the literature and industry from a percentage point of
view. The exact percentage value does not have any meaning. The proportions for Checklist 1
and Checklist 2 are only the reflect of the results for both. So we don’t need to conduct
significance tests or use other numerical evaluation techniques. Table 29 and Table 30 are the
analysis for the result of interview.
From Table 29, it can be seen Evaluation/Quality, Adoptability, Management, Culture, and
Communication/Collaboration types challenges are almost the same between Checklist I and
Checklist II. This means that in the literature and industry, people are meet the same problems.
Table 29: Analysis of Commonalities
Commonalities
No.

Type of Challenges

Proportion in SLR

Proportion in Survey

1

Management

20%

16%

2

Communication/Collaboration

10%

9%

3

Culture

14%

16%

4

Evaluation/Quality

8%

12%

5

Adoptability

8%

12%

From Table 30, it can be seen for Definition, the proportion in industry are more than in
survey. This shows that when practitioners adopt DevOps, the definition is indeed a critical
factor, and will bring a great impact on the adoption of DevOps. For Tools, the proportion in
survey is less than in literature. As DevOps development, DevOps related tools are gradually
improved. This will reduce the challenges of the tools when adopting DevOps. Two more extra
challenges and two more extra mitigation strategies collected from Survey are filled in
Checklist II. The number of mitigation strategies in checklist I is 28 and in Checklist II is 14.
This means practitioners need to find a more appropriate and efficient mitigation strategies
based on actual conditions and experience.
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Table 30: Analysis of Gaps
Gaps
No.

Item

In SLR

In Survey

1

The proportion of Definition Type challenges

6%

16%

2

The proportion of Tool Type challenges

34%

19%

3

Two more extra challenges collected from None
Survey are filled in Checklist II

“Security of Cloud”

4

Two more extra mitigation strategies collected None
from Survey are filled in Checklist II

“Include
quality
assurance people in
the DevOps team.”
and “Use tools to
bridge
the
compatibility
gap
between
legacy
tools.”

5

The numbers of mitigation strategies

14

28

and “Hidden and
extra
cost
for
adopting DevOps”.
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5 DISCUSSION
DevOps application and related research increased slightly in the past two years. With DevOps
becoming more and more popular, while the adoption of DevOps is not easy. The analysis and
results of SLR are presented in Section 4.1. Compared with the Related Work Section, the most
of the collected challenges in SLR have not been systematically proposed. The Checklist I
includes following challenges, lack of skilled staffs and common understanding of DevOps, no
evaluation of key performance indicators for DevOps, blaming between teams, negative
influence on organization structure and culture, artifacts bound to certain tools, which also are
mentioned in Related Work. And conceptual deficit, cited in Related Work, is not collected in
this study as one-piece challenge, since it is a complex challenge and not easy to understand
for reader and user as one challenge in a checklist. For most of the selected articles, the DevOps
challenge is always not their focus and only a small part of the articles. The rest of extracted
challenges from SLR are relatively new. Simultaneously, we notice that there are existing
interconnected between different types of challenges. For instance, the cultural challenges are
related to the challenges of communication and cooperation. Another point is that not all
challenges have relative mitigation strategies. It is not difficult to understand since DevOps is
a relatively new concept which just becomes popular in recent years, there shall be more
challenges than mitigation strategies. It takes the time to practice and find mitigation strategies
in practice. It is easy to find that we use databases that are very general or not even related to
software engineering or computer science in Section 3.2. There are two reason that for this
situation, first is that we want to gather as much information as possible; the second is that
some of the selected databases may not be software-related, but they also contain some
software-related papers and we don’t want miss them. The result is that we actually found some
relevant articles that are useful for our study from those digital databases.
There were 14 responses of fully completed filled, which are used to identify the challenges
and mitigation strategies for Checklist II. The number of respondents in the survey was
relatively low for authors to make any claim. But two additional challenges and two mitigation
strategies are proposed in Survey questionnaire. It should be realized that the challenges and
mitigation in Survey are not analyzed regardless of roles and responsibilities of respondents in
DevOps programs. The reason why we do not analyze the challenges and mitigation strategies
the respondents agreed is that most of them are researchers and the number of respondents was
too low, and we thought it make no sense to analyze based on such a low number of respondents
and more segmented roles.
Good management is the key to ensure the quality of using DevOps during development.
Establishing a management structure between development and operations is tough as they are
two separate departments in the past. Providing a systematic management structure and
enhancing the connection between development and operations can mitigate this challenge and
improve the agility. At the same time, as DevOps is a new concept, the training for DevOps is
not very systematic. This will lead that participants cannot systematically learn DevOps
knowledge, as well as establish the right DevOps ideology. It is very necessary to manage
DevOps knowledge to better use it. Because some organizations don’t have enough skilled
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persons to adopt DevOps. Developers and system administrators need to learn new
technologies and tools. This also requires good management to ensure learning efficiency and
quality. Without proper management and standards will make the time of releasing new
products longer as there may be many issues and conflicts, and the quality of products cannot
be guaranteed. Revision, the standards during the adoption period, can mitigate this challenge
and improve the quality.
Communication is also the key to success in using DevOps. Establishing communication
between development and operations is tough as they are two separate departments in the past.
The communication and collaboration gap between development and operations will affect the
adoption of DevOps. Without good communication, developers and operation personnel can
not cooperate well. This will lead to conflicts, bad quality and hinder the adoption of DevOps.
Without good communication, people may blame each other when issues occur, and conflicts
will intensify. Geographical distance and temporal distance also have direct influence in
DevOps as the staff cannot communicate in time. Sharing ideas and work experience between
teams can mitigate communication challenge. This provides people a platform and chance to
contact others and share their opinions. Through this, problems can be solved at the early stage
and feelings among staffs has been improved. They will trust each other and help each other.
At the same time, confirming the responsibility of the group, so that each task can find the
responsible person which will reduce mutual blame among members and make the staffs more
unity.
Culture is one of the cores of DevOps, which contains open communication, incentive and
responsibility alignment, respect, and trust in DevOps. DevOps requires a fast and repeatable
process and shares the responsibility for the end users of their application, but the realization
of such a process requires not only a helpful tool but also a cultural change. There is no doubt
that DevOps makes a massive culture shift in teams’ work, and cultural change itself is a
colossal challenge. DevOps can produce significant fear, especially in the absence of reassuring
data in the case. For example, increasing communication does not mean that anytime, anywhere
and other teams to communicate, automated process will not allow operations to be eliminated.
Aligning goals and incentives are paramount to solve the culture challenge, such as
implementing and running rewards and approvals. It is necessary to realize that adherence to
DevOps requires patience and determination, the development and operations teams should
learn the experience of each other so that they can communicate better and work together.
Definition is identified as a challenge, since there is lacking common understanding of DevOps
in academia and practitioners' communities. The ambiguity of what DevOps is makes that what
will be done in practice might not be that different from what was done before it was called
DevOps. For example, people may misunderstand DevOps as an IT role, like a hybrid between
a developer and a systems administrator. This certain misunderstood makes companies tend to
create a DevOps department and set a manager who is skilled at both development and
operations. In order to mitigate this challenge, defining organization’s common understanding
help the organization introduce process, personnel and technological changes, and innovations
of DevOps. Also, with DevOps development, there should appear a widely-accepted definition
DevOps.
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Evaluation and testing are the ways to help people know whether DevOps will have a positive
or negative impact. Performance depends on deployment and user behavior, which makes
performance difficult to accurately assess. Providing end-to-end dashboards for stakeholders
to view the performance for the current product can mitigate this challenge and discover issues
as soon as possible. At the same time, creating shared language and performance metrics that
all teams understand can ensure the performance assessment and reduce conflicts caused by
disunity. Fully automated deployment and testing make security and stability difficult to
guarantee. Continued development and release make quality difficult to guarantee. There is
currently no effective way to mitigate this challenge since DevOps requires automation and
continuous development. But as more and more people use DevOps, there may be mitigation
strategies to address this challenge someday.
Tool plays a significant role in practicing DevOps. Tools could facilitate version management,
infrastructure configuration, orchestration, monitoring, containerization, virtualization, and
automation. However, current approaches for DevOps are always bound to specific providers
or tools, like CloudFormation, Juju, and so forth. And existing tools are used to particular
problems of static network environments. Also, the open-source artifacts of DevOps proposed
by DevOps community, such as kinds of DSL, can hardly be used to automate the deployment
and operation of applications. Defining a unified standard for DevOps related tools may solve
this challenge. On the other hand, it works to design a framework to generate existing tools and
artifacts, like [S14].
Adaptability means that the quality or extent of being adoptable of DevOps. There is a need
to clearly identify the definition and goals of adopting DevOps, so that the people who tend to
use DevOps could have same understandings of the goals of adopting DevOps. While due to
the unclear understanding of DevOps, staff need time to embrace the new concept DevOps,
and achieve consistent understanding of DevOps. Because of the characteristics of DevOps,
such as fast and repeatable process, it is not suitable for the projects that need long testing
periods or strict deployment process. The organization should consider the type of their projects
before they decide to use DevOps during the software development process. We should notice
that DevOps have both negative and positive effect on organization’s structure, thus it is
important to plan the process of applying DevOps and show staff the benefits of DevOps.
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6 VALIDITY THREATS
No matter how well the research was done, there are always factors that influence the reliability
and precision of the research results. In this section, the authors define some of the possible
threats to SLR, Survey and Interview.


Publication bias: positive results are more likely to be released than negative ones [33].
To overcome this threat, the author defines a systematic literature review protocol. The
protocol was confirmed by the supervisor and the authors strictly follow them to
implement the SLR.



Categories: the two authors analyzed each identified challenge and mitigation strategies
after remove duplication. While the types of challenges and mitigations have been
analyzed, the main issue is to put them into specific categories. There are some
challenges can be classified into one or more categories. For example, "ambiguous
definitions and goals using DevOps." It can be placed in Adoptability, can also be put
into the Definition, because it not only refers to the adoption of DevOps, also related
with the ambiguous definition. Furthermore, to ensure the accuracy of the categories of
challenge types, the authors sent the categories and all challenges to the supervisor for
further suggestions and improvements.



Threat to respondents’ experience: some respondents are researchers and don’t have
more experience with DevOps tools. At the same time, many DevOps tools are used in
the special area. This makes the questions difficult to understand while reducing the
interest of the respondent to reading them. To overcome this threat, the authors tried
their best to make the challenge and mitigation strategies clear and easy to understand.



Wrong sample of questionnaire: If the sample population is incorrect, this can lead to
the gathering of incorrect information and investigation of erroneous results. In the
research process, the authors collected the sample population of the survey to ensure
that all respondents were DevOps related practitioners. Try to extend what the
respondents say in the survey to what they actually do is also an external validity
problem [38]. The authors need to infer their behavior from the answers given by the
respondents. Erwin says the lack of a relation between attitudes and behavior is
dangerous [23]. The author avoids vague descriptions in the design of questionnaires.
Each of the challenge or mitigation strategies is clearly described. This will allow
respondents to answer more clearly and intuitively to reflect their ideas. In the results
of the questionnaire, there are some additional challenges and mitigation strategies
discarded by the authors due to they are not related to our topic. This can ensure the
quality of the research.



Missing relevant information in SLR: due to the limitation of an inappropriate search
string, there is a risk that the authors may miss significant publications. To eliminate
this threat, the authors formulate and modify the search string with the help of the
librarian and the supervisor. Another threat is that important information may be missed
by authors during the SLR. The mitigation strategy to this threat is that the authors
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design a Data Extraction Form (Table 5) and Basic Information of Selected Articles
with Challenges (Table 7). So, the relevant information of each selected articles could
be extracted by authors.


Unclear options in the questionnaire for Survey: this threat is mitigated by simplifying
the checklist from SLR and conducting a pilot study for the survey so that the sample
population could understand the questionnaire easily.



Missing relevant outcome: to overcome the missing of challenges and their mitigation
strategies of Checklist I, the authors defined review protocol and quality assessment for
each review paper. To ensure the accuracy of Checklist II, all respondents from survey
can be observed in Heat maps. Heat maps are used to present the results carefully. Due
to the characteristics of heat maps, the authors could analyze the responses of each
question, and descriptive statistics were obtained from the results.



Threat to the interviews: interviewee may misunderstand or misinterpret the interview
questions, the authors provide a guideline for interviewees for reference when
answering questions. The number of interviewees may low for making validity results.
However, considering the complexity of the research questions, time and resource
limitation, four interviewees’ responses could extract some useful information and is
enough for the research in this study to some extent.
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7 CONCLUSION
This paper researches on the challenges and mitigation strategies of using DevOps during
software development both in the literature and industry. The purpose of this thesis is to provide
a detailed formulation of challenges and their mitigation strategies of applying DevOps. With
SLR and Survey, this paper produces two checklists contain the challenges of using DevOps
during software development process and their mitigation strategies. The two checklists could
help people who are interested in applying DevOps to avoid challenges, to conduct effective
risk management, and to plan the budget for inevitable challenges of using DevOps.
The authors conduct a systematic literature review to find DevOps challenges and mitigation
strategies to answer RQ1. The result of SLR is Checklist I contains all the collected challenges
and their mitigation strategies. Simultaneously, we design the questionnaire for the survey
based on Checklist I. The reviewed articles are from 2012 to 2016, since the relevant working
teams, professional organizations, and research began to emerge in large numbers from 2012.
DevOps related challenges and their mitigation strategies are described in section 4.1.2. Finally,
the authors define seven types of challenges (total 50) as well as corresponding to each type,
total 28 mitigation strategies. The largest number of challenges type mentioned are
management, culture, and tools. This means people are more likely to face management, culture,
and tools challenges. This also indicates that management, culture, and tools are the key factors
for successful adoption of DevOps.
All the defined challenges and mitigation strategies in SLR were confirmed by participants
through the survey. The purpose is to identify the challenges of using DevOps and their
mitigation strategies prevalent in the industry. By confirming the results of the literature review,
authors identified two additional challenges and two mitigation strategies. Based on the results
of the survey, the author defines Checklist II includes challenges and mitigation strategies
reported from the survey. As can be seen from the survey, the management, communication,
and culture-related challenges are more than other types.
The interview is used to identify the commonalities and gaps between the results of Checklist
I and II. Through the interview, it can be seen from proportion viewpoint, the definition type
challenges in the industry are more than the challenges collect from SLR. This shows that when
practitioners are adopting DevOps, the definition is indeed a critical factor, and will bring a
great impact on the adoption of DevOps. The proportion of Evaluation/Quality Type
Challenges Adoptability Type challenges are almost same in SLR and survey. This shows that
in the literature and industry, people are meet the same problems. The number of
Communication/Collaboration, Management, Culture Type challenges are partly reduced. This
shows that in practice, these three types of challenges did not pose the challenges that people
imagine. For tools type challenge, there is a significant reduction in practical adoption
compared to the literature. As DevOps development, DevOps related tools are gradually
improved. This will reduce the challenges of the tools when adopting DevOps. The mitigation
strategies are also reduced due to in practical adoption; some mitigation strategies are
ineffective. Practitioners need to find a more appropriate and efficient mitigation strategies
based on actual conditions and experience.
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In next section, the answers to research questions are captured from systematic literature review,
survey and interview. The results obtained qualitative and quantitative information from the
mixed methods mentioned before.

7.1 Answer to Research Question
7.1.1 Answer to RQ1
RQ1: What are the challenges of using DevOps during software development and their
mitigation strategies reported in literature?
The challenges of using DevOps during software development and their mitigation strategies
reported in the literature are discussed here with the help of relevant data from Systematic
Literature Review. The challenges of using DevOps during software development and their
mitigation strategies reported in the literature are identified, collected and evaluated by authors
based on the Kitchenham Guidelines [10]. The selected literatures were published from 2012
to 2016 which are used to conduct Systematic Literature Review, including 12 application
domains and unclear domain.
The checklist I are formulated with identified challenges and the identified mitigation strategies.
The total number of challenges in Checklist I is 50, and the total number of mitigation strategies
is 28. The Checklist I could be found in Appendix A and the description of all the challenges
and mitigation strategies could be found in Section 4.1.2.

7.1.2 Answer to RQ2
RQ2: What are the challenges of using DevOps during software development and their
mitigation strategies in industry?
All the identified 50 challenges and 28 mitigation strategies were as input to design the
questionnaire for the survey. The target population is the pratitioners who have DevOps related
experience. The number of respondents, their experience, role and used DevOps tools collected
from the survey was provided in section 4.2.1.
All the 50 challenges were chosen as Definitely Challenging or Challenging. And all the
mitigation strategies were selected by at least one respondent. From the result, it can be seen
that all the challenges and mitigation strategies obtained from systematic literature review are
prevalent in the certain industry.
This does not mean that all DevOps adoption will encounter the same number and type of
challenges. But the results show that in the adoption of DevOps, the challenges is a nonnegligible factor while the mitigation strategies have been or are currently being applied in
certain DevOps organizations.
Moreover, there are two challenges and two mitigation strategies found in certain DevOps
organizations through the questionnaire. These two challenges and two mitigation strategies
had not been discovered in the SLR result and were considered as additional challenges and
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mitigation strategies. The outcome of RQ2 is Checklist II shown in Appendix B. The detailed
discussion is in Chapter 4, section 4.2.2 and 4.2.3.

7.1.3 Answer to RQ3
RQ3: What are the commonalities and gaps between the results from the literature and the
result from the survey related to challenges and mitigation strategies for using DevOps?
As referred to earlier, all the challenges of using DevOps during software development process
and their mitigation strategies are confirmed by respondents through the questionnaire of
Survey. With the help of the questionnaire, two additional challenges are identified, and two
additional mitigations are proposed to overcome the Evaluation/Quality and Tool challenges.
Thus, there are two additional strategies, and two mitigation strategies are added to Checklist
II. And there are 20 challenges and 16 mitigation strategies are removed from Checklist I.
According to the result of Interview, it can be seen Evaluation/Quality, Adoptability,
Management, Culture, and Communication/Collaboration types challenges are almost the same
between Checklist I and Checklist II. Definition type challenges are increasing from Checklist
I to Checklist II. Tools type challenges are decreased from Checklist I to Checklist II. The
detail gap and commonalities can be seen in Section 4.3.

7.2 Contribution
With SLR and Survey, this paper produces two checklists related to the challenges of using
DevOps during software development process and their mitigation strategies. The most
contribution we made on this thesis here is that we documented the checklists in the research
area of DevOps. Such documented results come from the very long time systematic literature
review of the large amount of selected studies, and validated by conducting a questionnaire
based survey. The two checklists could help people who are interested in applying DevOps to
make the appropriate strategies to improve the development process of software engineering
industry, such as avoiding challenges at early stage, conducting effective risk management, and
planning budget for inevitable challenges of using DevOps.

7.3 Future Work
As DevOps is a new concept, there are few high-quality studies on DevOps challenges and
mitigation strategies. In this paper, the authors identify, analyze and discuss the finding from
SLR, Survey, and Interview about the challenges and mitigation strategies of DevOps. The
results are two checklists. It is critical to apply the checklist in an actual DevOps project.
Through practical application, we can evaluate the usability and usefulness of the checklists,
while more information will be generated.
Next, we plan to develop a framework about DevOps related challenges and their mitigation
strategies based on the checklists. This framework can help to identify the type of challenges.
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In this framework, each challenge will be linked to one or more related mitigation strategies.
This can help organizations to identify challenges quickly and mitigate them as soon as possible.
Based on the result, a DevOps challenges and mitigation strategies framework is established.
We need to continuously improve this framework as there are few challenges and mitigation
strategies. But not every challenge has the corresponding mitigation strategies. The authors
need to continue to fill these unresolved mitigation strategies. Even though, the framework can
be validated through a case study.
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APPENDIX
Appendix A: DevOps Challenges and Mitigation Strategies Checklist

from SLR-Checklist I (50/28)
No.

Type

Challenges

1

Management
(10/8)

Lack of management structure between the
developers and the operations.

Mitigation Strategies

DevOps has not been systematically organized
and managed in large-scale projects.

1.

2.

The working pressure on the operations team is
growing.

Providing a systematic management
approach to addressing DevOps
requirements.
Managing DevOps knowledge is very
necessary to better use it.

1.

The employee's workload needs to be
adjusted accordingly.

1.

Defining and implementing a flexible
cross-functional team to enhance
DevOps collaboration.
Enhancing the connection between Dev
and Ops and improving agility.

No training for DevOps.

Some organizations do not have enough skilled
staffs to fully implement DevOps.
Software developers and system administrators
must learn new technologies, tools, and
methods.
Using DevOps will make the release of new
products longer.

2.

Team need to complete a lot of work within a
specific time and put the software into
production.
Implementing those standards of DevOps
would slow teams down.

1.
2.
3.

The new standards needed revision during
the adoption period.
Introducing a two week “warranty” period.
Providing migration notes with each version
of the standards.

Lack of senior management involvement.

2

Communication
/Collaboration(
5/3)

People is a challenge when using DevOps, as
people have to work together in the ways they
never saw before.
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Communication, Collaboration gap between
development and operations.

1.
2.

When problem occurs, people may blame
between teams
Geographical
challenges.

distribution

can

Defining
and
deploying
project
management processes.
Sharing ideas and work experience
together.

1.

Providing a practice to find the root cause
of performance problems

1.

Implementing and running rewards and
approvals.
Adjusting and balancing the goals and
incentives.
Communicating and celebrating the
success of DevOps in the development
process.
Developers should learn the experience
of operations from reality.
Increasing the interaction between the
teams to break the wall.

create

Temporal distance.
3

Culture(7/7)

For DevOps, culture poses a greater challenge
than technology.

2.
3.

4.
5.

The workload of the developers might increase
as the company adopts DevOps.
DevOps Requires Both development and
operations skills and knowledge.
Developer and Operations lack of interest in the
“other side”.
Change in mindset to achieve successful
DevOps is a challenge.

1.
2.

Adherence to DevOps requires patience
and determination.
Getting IT departments work together.

The complex organizational structure and
culture bring challenges to DevOps.
Employees’ resist may hinder the adoption
process of DevOps.
4

Definition(3/2)

DevOps is buzzword.

1.

Define
common
definition
understanding in an organization.

and

There is a lack of common understanding of
what DevOps constitutes in academia and in the
practitioners’ communities.

1.

Experts in this field propose a relatively
broadly accepted definition.

There is no evaluation of key performance
indicators for DevOps.

1.

Providing end-to-end dashboards for
stakeholders to view.
Enhancing key performance of current
projects.

DevOps is a new and ambiguous concept.

5

Evaluation/Qua
lity(4/4)

2.

80

Performance issue is a challenge, as it relies
heavily on load, deployment, and user behavior.

1.
2.

Establishing a common understanding of
development, testing, and operation.
Creating
shared
language
and
performance metrics that all teams
understand.

Full automation in testing and deployment
poses challenges to security and reliability.
How to make testing and quality assurance
compatible with continuous development and
release.
6

Tool (17/2)

DevOps artifacts are usually bound to certain
tools, which make it difficult to reuse.

1.

Define unity standards for DevOps artifacts.

1.

Enhancing communication between Dev and
Ops by establishing communication,
platform, procedures and tools.

Choosing the right tools is a challenge.

Collecting data from the DevOps tool is a
challenge.
It is difficult to choose the most appropriate
solution to Implement the overall DevOps
automation for a particular application.
Different software versions and dependencies.

Using legacy software to adopt DevOps is very
difficult.
The synergies in development and operation
processes, personnel, and project governance
pose challenges.
Easily deploy and upgrade cloud infrastructures
is a challenge.
Smoothly deliver code from development to
production is a challenge.
Approaches are bound to specific providers or
tools so that they can hardly be used by others.
It is a challenge to achieve comprehensive
automation and reduce manual intervention.
The DSL proposed by the DevOps community
is not well suited to a holistic approach to
collaboration.
The DSL proposed by the DevOps community
can hardly be used to automate the deployment
and operation of applications.
The limitations of the tools.
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Managing database schema upgrades.

Scale the infrastructure with less human
intervention is a challenge.
Using and combining artifacts of different kinds
in a seamless manner is a major challenge.
7

Adoptability(4/
2)

The benefits of DevOps to individuals and
teams are not clear.

1.
2.

Showing how DevOps will improve their
work.
Showing how DevOps will address the
things they concerns most.

Unclear deﬁnition and goals of adopting
DevOps.
DevOps may not be suitable for all customers,
and customers may not want DevOps.
Adopting DevOps can be aﬀected, both
negatively and positively, by an organization’s
structure.
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Appendix B: DevOps Challenges and Mitigation Strategies Checklist

from Survey-Checklist II (32/14)
Type

Challenges

Mitigation Strategies

1. Management(5/3)

Lack of management structure
Development and Operations

between

1.

Revise new standards during the
adoption period

DevOps has not been systematically organized and
managed

2.

Introduce a two-week “warranty”
period to adapt DevOps

3.

Enhance the connection between
Development and Operations and
improving agility

1.

Share ideas and work experience
together

1.

Communicate and celebrate the
success of DevOps in the
development process
Increase the interaction among the
teams to break the "wall"

Implement the standards of DevOps
Learn new technologies, tools, and methods
Lack of senior management involvement
2.Communication/Colla People have to work together in the ways they never
boration(3/1)
saw before
Communication, Collaboration
Development and Operations

gap

between

Development team and operations team may blame
each other when problems occur
3.Culture(5/2)

Culture poses a greater challenge than technology
The complex organizational structure and culture
DevOps requires both development and operations
skills and knowledge

2.

Developers and Operations lack the interest in the
“other side”
Change in mindset to achieve successful DevOps
4.Definition(5/2)

Buzzword

1.

Ambiguous concept

2.

Unclear definition

Define common definition and
understanding in an organization
Experts in this field propose a
relatively broadly accepted definition

Unclear goals of adopting
Lack of common understanding
5.Evaluation/
(4/3)

Quality No evaluation of key performance indicators for
DevOps
Performance issue, as it relies heavily on load,
deployment, and user behavior
How to make testing and quality assurance
compatible with continuous development and
release

1.
2.

3.

Enhance the key performance of
current projects
Establish a common understanding
of development, testing, and
operation
Include quality assurance people in
the DevOps team

Security of Cloud
6.Tools(6/2)

Difficulty in deploying and upgrading cloud
infrastructures

1.

Enhance communication between
Development and Operations by

83

Difficulty in delivering code from development to
production
Approaches are bound to specific providers or tools,
which make them hardly be used by others

2.

establishing
communication,
platform, procedures and tools
Use tools to bridge the compatibility
gap between legacy tools.

The DSLs(Domain Specific Languages) proposed
by the DevOps community are less appropriate as
holistic means of collaboration
The DSLs(Domain Specific Languages) can hardly
be used to automate deployment and operations of
application based on tools and artifacts
The limitations of the tools
7.Adoptability (4/1)

The benefits of DevOps to individuals and teams are
not clear

1.

Show how DevOps will address the
things they concern most

Practitioners may not want DevOps
Adopting DevOps can be affected, both negatively
and positively, by an organization’s structure
Hidden and extra cost for adopting DevOps
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Appendix C: Selected Primary Studies
Paper
ID

Publication Name

Author Name

Publication Research
Year
Environment/
Context

S1

A Framework for B.S. Farroha, D.L. 2014
Managing Mission Farroha
Needs, Compliance
and Trust in the
DevOps
Environment

Framework for IEEE
DoD

[21]

S2

Developing
Ingo Weber, Surya 2016
Dependable
and Nepal, and Liming
Secure
Cloud Zhu
Applications

Cloud
Applications

[18]

S3

Automated
Capturing
and
Systematic Usage
of
DevOps
Knowledge
for
Cloud Applications

2015

Cloud
Application

S4

Rackspace Survey Taft, Darryl K.
Spotlights DevOps
Business Benefits:
Top 6 Findings

2014

Cloud
Application

Academic
Search Elite

[45]

S5

Strengthening
Syed W Hussaini
harmonization of
Development (Dev)
and
Operations
(Ops) silos in IT
environment
through
Systems
approach

2014

Mobile
Framework

IEEE

[53]

S6

Research
and Research
Markets:
Global Markets
DevOps
Tool
Market to Grow at a
CAGR of 14.97%
over the Period
2014-2019

S7

10 Essential Steps Preimesberger,

Johannes
Wettinger,
Vasilios
Andrikopoulos,
Frank Leymann

and 2015

2016

Database

IEEE

Reference

[22]

Not Mentioned Business
Source
Complete

[32]

Not Mentioned Academic

[31]
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to Mapping Your Chris
DevOps Journey

Search Elite

S8

Cooperation
Floris
Erich, 2014
between
Chintan Amrit and
information system Maya Daneva
development and
operations:
A
literature review

Web system, ACM
Financial
Institution

[40]

S9

Delivering success L. Evenstad
with DevOps

2015

Not Mentioned Business
Source
Complete

[33]

S10

Why Agile and David Gee
DevOps is shaking
up management

2015

Not Mentioned Business
Source
Complete

[47]

S11

The
behind
success

2015

Mobile
application

Business
Source
Complete

[54]

S12

5 DISRUPTORS to B. Stackpole
Keep on Your
Radar

2015

Not Mentioned Business
Source
Complete

[14]

S13

Challenges,
Wolfgang
Benefits and Best Gottesheim
Practices
of
Performance
Focused DevOps

2015

Not Mentioned ACM

[11]

S14

Standards-based
DevOps
Automationand
Integration Using
TOSCA

Cloud
Application

ACM

[30]

S15

DevOps:
A Jens
Smeds, 2015
definition
and Kristian Nybom,
Perceived Adoption and Ivan Porres
Impediments

Not mentioned

Springer

[6]

S16

Continuous
Delivery
of
Composite
Solutions: A Case
for Collaborative
Software Defined

Cloud
Application

Springer

[55]

software C. Saran
Hailo’s

Johannes
2014
Wettinger, Uwe
Breitenbucher,
Frank Leymann ̈

Paula Austel, Han 2015
Chen,
Thomas
Mikalsen, Isabelle
Rouvellou,
Upendra Sharma,
Ignacio
Silva-
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PaaS Environments

Lepe,
Revathi
Subramanian

S17

DevOpSlang
– Johannes
2014
Bridging the Gap Wettinger, Uwe
between
Breitenbücher,
Development and and
Frank
Operations
Leymann

Cloud
Application

Springer

[24]

S18

Dimensions
DevOps

Not mentioned

Springer

[44]

S19

Composable
DevOps Automated
Ontology
Based
DevOps Maturity
Analysis

Cloud
Application

Springer

[42]

of Lucy
Ellen 2015
Lwakatare, Pasi
Kuvaja, Markku
Oivo
Matthew
McCarthy,
Lorraine
Herger, Shakil
Khan, Brian
Belgodere

A. 2015
M.
M.
M.

S20

DevOps: Making It Matt Callanan and 2016
Easy to Do the Alexandra
Right Thing
Spillane

Web System, Inspec
Travel
ecommerce
platform

[56]

S21

Container
and Hui
Kang, 2016
Microservice
Michael Le, Shu
Driven Design for Tao
Cloud
Infrastructure
DevOps

Cloud
Application

Inspec

[26]

S22

ResearchOps: The
Case for DevOps in
Scientific
Applications

Maximilien
de 2015
Bayser, Leonardo
G.
Azevedo,
Renato Cerqueira

Cloud
Application

Inspec

[57]

S23

Service
Provider
DevOps for Large
Scale
Modern
Network Services

Juhoon
Kim, 2015
Catalin Meirosu,
Ioanna Papafili,
Rebecca Steinert,
Sachin Sharma,
Fritz-Joachim
Westphal, Mario
Kind,
Apoorv
Shukla, Felician
Nemeth, Antonio

Cloud
Application

Inspec

[58]
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Manzalini
S24

Towards
Definitions
Release
Engineering
DevOps

Andrej Dyck, Ralf 2015
for Penners,
Horst
Lichter
and

Not Mentioned Inspec

[27]

S25

Toward
Unified Abubaker
2015
DevOps Model
Wahaballa,
Osman Wahballa,
Majdi Abdellatief,
Hu Xiong, and
Zhiguang Qin

Not Mentioned Inspec

[29]

S26

DevOps
Developers

2012

Not Mentioned Safari

[59]

S27

Wiley
CIO
: M. Kavis
Architecting
the
Cloud : Design
Decisions for Cloud
Computing Service
Models
(SaaS,
PaaS, and IaaS) (1)

2014

Cloud
Application

Wiley online [60]
library

S28

Communication
Elisa Diel, Sabrina 2016
Challenges
and Marczak, Daniela
Strategies
in S. Cruzes
Distributed DevOps

Cloud
Application

IEEE

[48]

S29

Management
Stephen
Jones, 2016
Challenges
for Joost
Noppen,
DevOps Adoption Fiona Lettice
within UK SMEs

Not Mentioned ACM

[51]

S30

Towards DevOps in
the
Embedded
Systems Domain:
Why is It So Hard?

Lucy
Ellen 2016
Lwakatare, Teemu
Karvonen , Tanja
Sauvola,
Pasi
Kuvaja, Helena
Holmström
Olsson, Jan Bosch
and Markku Oivo

Embedded
system

IEEE

[52]

S31

DevOps

Christof
Ebert, 2016
Gorka Gallardo,
Josune Hernantes,
and
Nicolas

Cloud
Application

IEEE

[49]

for Michael.
Hüttermann

88

Serrano
S32

On the Impact of Kristian Nybom, 2016
Mixing
Jens Smeds, and
Responsibilities
Ivan Porres
Between Devs and
Ops

Not mentioned

Springer

[50]
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