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ABSTRACT
Conte xt. There has been a rise in the usage of digital images these days. Digital images are being used
in many areas like in medicine, wars, etc. As the images are being used to make many important
decisions, it is necessary to know if the images used are clean or forged. In this thesis we have considered
the area of splicing forgery. In this thesis we are also considering and analyzing the impact of lowresolution images on the considered algorithms.
Obje ctives. Through this thesis we try to improve the detection rate of splicing forgery detection. We
also examine how the examined splicing forgery detection algorithm works on low-resolution images
and considered classification algorithms (classifiers).
Methods. The research methods used in this research are Implementation and Experimentation.
Implementation was used to answer the first research question i.e., to improve the detection rate in
splicing forgery. Experimentation was used to answer the second research question. The results of the
experiment were analyzed using statistical analysis to find out how the examined algorithm works on
different image resolutions and on the considered classifiers.
Resul ts. One tailed Wilcoxon signed rank test was conducted to compare which algorithm performs
better, the T+ value obtained was less than To so the null hypothesis was rejected and the alternative
hypothesis which states that Algorithm 2 (our enhanced version of the algorithm) performs better than
Algorithm 1 (original algorithm), is accepted. Experiments were conducted and the accuracy of the
algorithms in different cases were noted, ROC curves were plotted to obtain the AUC parameter. The
accuracy, AUC parameters were used to determine the performance of the algorithms.
Conclus ions. After the results were analyzed using statistical analysis, we came to the conclusion that
Algorithm 2 performs better than Algorithm 1 in detecting the forged images. It was also observed that
Algorithm 1 improves its performance on low resolution images when trained on original images and
tested on images of different resolutions but, in the case of Algorithm 2, it performance is improved
when trained and tested on images of same resolution. There was not much variance in the performance
of both of the algorithms on images of different resolution. Coming to the classifiers, Algorithm 1
improves its performance on linear SVM whereas Algorithm 2 improves its performance when using
the simple tree classifier.

Keywords: Splicing Forgery, Machine Learning, Image
Processing.
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INTRODUCTION AND BACKGROUND

The number of digital images in use has increased considerably these days, be it due to
social media, or electronic media like digital newspapers, etc. Along with the rise in the usage
of digital images there has also been many queries about the integrity of these images as we
are having easy access to many image manipulation tools like Photoshop these days. It is
necessary to know if an image is clean or tampered with as the images are sometimes being
used to make important decisions [1]. The images are also used to examine the state of war
between two countries as stated by Abhishek et al [2]. Active image tampering techniques are
those which can be detected by using methods such as watermarking or signatures [3].
Watermarking necessitates that the cameras used to take photographs should be equipped with
certain features such that the image contains a watermark or signature, which is later used to
authenticate the image. This information is not available on all the images as not all cameras
are equipped with this technology [1]. These methods where we do not have any of this
information like signature or watermarks are known as passive techniques [4]. These
techniques are also known as blind techniques. As these passive methods do not require any
prior information, many researches deal with these areas [3].
Image forgery or tampering can also be classified as either intra or inter image. Inter image
tampering is an image manipulation technique in which only a single image is used where as
in Intra image tampering two or more images are used to manipulate an image. As the area of
Image forgery is vast we have considered a smaller area of splicing forgery to conduct our
research. We have considered splicing forgery as this is one of the mostly commonly used
forgery technique to manipulate images [2]. Splicing forgery detection can also be classified
as a passive technique since in this type of forgery detection, features such as digital
watermarking, signatures are not considered. As this technique do not require prior
information about the images these can be used on all types of images. Splicing forgery is a
type of inter image tampering technique. In splicing forgery two or more images are combined
together to form a new image [1][4]. In our work we try to improve an existing algorithm in
detecting whether a given image is clean or forged. The impact of the image resolutions using
the studied algorithms on classifiers has also been analyzed.
The research methods used in this thesis are implementation and experimentation.
Implementation is used to answer RQ1 i.e., to improve the detection rate of the existing
algorithm. Experimentation was used to answer RQ2 i.e., to check the impact of the image
resolution and classifiers on the considered algorithm.
In this research we have used the fields of image processing and machine learning to classify
an image into either a clean or a forged one. Image processing is used to extract features from
an image which could be helpful while training a model using the machine learning algorithms.
The machine learning is used to generate a model which learns about the different features of
the images and would be able to predict when a new image has been subjected to forgery.
Hence it could detect whether the new image is either clean or not based on the model built in
the training phase. Authors of Ref.[5][6][7] have also classified their images using machine
learning algorithms.

1.1

Background

This sub-section gives a brief description of areas of study used in this research. In this
section description of image forgery, feature extraction and machine learning is given. In the

9

Image forgery sub-section, a brief description of the types of image forgery and their examples
is highlighted.

1.1.1

Image Forgery

When an image has been manipulated or changed to achieve the desired results then the
image is said to have been forged or tampered. This can generally be done in two ways, one
by manipulating the image without using any other new images and the other by combining
two or more images to acquire the desired result. The first one can be referred to as an intra
image tampering and the second one as inter image tampering. These two forgery techniques
can be further divided into many other types, some of them are described below.
Intra Image tampering: Some of the most common techniques used in this category are
copy-move, contrast-enhancement, image retouching, etc. In the copy move forgery a part of
the image is cut and pasted in the same image at a favored location so as to obtain the desired
effect in the picture [8]. In the contrast- enhancement the contrast of the image is changed to
obtain the desired results. Sometimes contrast-enhancement is just used to hide the tampering
done on the image. In image retouching the features of the image are modified so as to obtain
the desired results [4]. The below figures - 1.1 and 1.2, have been obtained from Ref.[9]. In
Figure 1.2 the person is hidden by pasting the region of the background on the person.

Figure 1.1: Original Image.

Figure 1.2: Image after copy move forgery.

Inter Image tampering: The most common method used in this type of forgeries is the
splicing forgery. In splicing forgery, an image is manipulated by pasting portions of different
images onto an image to obtain the desired output on the image. Figures 1.3 and 1.4 show an
example of splicing forgery, they are retrieved from the dataset [10] used in this research.

Figure 1.3: Original Image.

Figure 1.4: Image after splicing forgery.
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1.1.2

Feature Extraction

As stated earlier, image processing was used to extract the features from the images. We
have used Ref.[11] as a reference guide to learn more about image processing using Matlab®
and the types of features that could be extracted from the images. Endless of features can be
extracted from an image and it is extremely important to extract the right set of features to
obtain good results. The features extracted from the images could be either first-order statistics
or second-order statistics. First order statistics are the most commonly used. First- order
statistics are obtained by analyzing the histogram i.e., calculating the average, variance, etc.
of a histogram [5]. In this thesis, the second-order statistics are obtained from the cooccurrence matrix. Unlike the second-order statistics it is generally easy to manipulate the
first-order statistics while applying counter forensic techniques so as to hide the tampering [5].
In this research features were extracted from an RGB color image after converting it into
YCbCr color space and then applying discrete wavelet decomposition. A more detailed
description of the process used in this research is described in chapter 4 (Approach section).

1.1.3

Machine learning

As stated, many authors were using machine learning algorithms to classify the images. In
this research we have also taken the help of these algorithms for classification. After
completing the feature extraction process, the data extracted is trained on different machine
learning algorithms available in the Matlab® Tool-box and we have considered linear SVM
and Simple Tree models for classification of the test dataset as their predicted accuracy was
the best.
1.1.3.1

Classifier

A classifier is an algorithm which is used to train a model by using the training data. A
classifier generates a model after it has been successfully trained by the training dataset. This
model is then later used to classify the test data into their respective classes. The performance
of the classifier is measured using various parameters like the accuracy, training time, Fmeasure, sensitivity, specificity, precision. We used Ref.[12] to learn more about these
parameters.
Confusion matrix: A confusion matrix is generally used to describe how well a classifier has
performed. It clearly shows the number of instances correctly classified, the number of
instances which have been wrongly classified. It clearly states the actual class of the instance
that it belongs to and the class to which it has been classified into. If Class 0 is a positive class
and Class 1 is a negative class, then the classifier’s confusion matrix could be represented as
in table 1.1. In the table, TP stands for true positives i.e., the number of positive instances
correctly classified; FP stands for false positives i.e., the number of negative instances
classified as positive by the classifier; FN stands for false negatives i.e., the number of positive
instances classified as negative; TN stands for true negatives i.e., the number of negative
instances classified as negative.
Actual Class 0

Predicted Class 0
TP

Predicted Class 1
FN

Actual Class 1

FP

TN

Table 1.1: Confusion Matrix Structure.
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Accuracy: This is the most common measure used to state how well a classifier has performed.
It describes how well the classifier has classified the instances. Accuracy is the ratio of the
number of correctly classified instances to that of the total number of instances.
Equation 1:
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠 =
𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠
Training Time: It is the time taken by the classifier to generate a model, which is later used
to classify the instances whose class label is not known.
Sensitivity: Sensitivity is also known as the true positive rate or recall. It states the rate at
which the positive instances are correctly classified. The formulae to calculate the sensitivity
is stated in Equation 2.
𝑇𝑃
Equation 2: 𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 = 𝑇𝑃+𝐹𝑁
Specificity: It is also known as the true negative rate. This parameter states the rate at which
the negative class label which has been classified correctly. The formulae to calculate the
sensitivity is stated using Equation 3.
𝑇𝑁
Equation 3: 𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑇𝑁+𝐹𝑃

Precision: Precision is the ratio of correctly classified positive instances to that of the total
number of instances that have been classified as positive by the classifier. The formulae to
calculate precision is stated in Equation 4.
𝑇𝑃
Equation 4: 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃+𝐹𝑃
F-measure: This is also known as F1 score or F score. F-measure is the harmonic mean of
precision and sensitivity.
(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ×𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦)

Equation 5: 𝐹 − 𝑀𝑒𝑎𝑠𝑢𝑟𝑒 = 2 × (𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦)

1.2

Structure of the Thesis

The other sections present in this document are related work, aims and objectives, approach,
methodology, results, analysis and discussion, followed by conclusion and future work. The
related work section describes about the previous work done in this field. The aims and
objectives section states the aims, objectives and the research questions which were answered
through this thesis. In the approach section the datasets, tools used were described along with
the algorithms considered in this research. Next comes the methodology section through which
the methods used to conduct research were discussed in detail. In the results section, the results
obtained through the implementation and experimentation are documented and explained
using graphs and tables. This is followed by the analysis and discussion section where the
results obtained are analyzed and the research questions are answered. At the end of the
document we have the conclusion and future work section which states the conclusions of this
research followed by the potential areas in which this research could be improved.
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2

RELATED WORK

This section deals with the previous work conducted in this area of research i.e. splicing
forgery in digital images. The researchers have researched about different techniques so as to
find a better way to detect image forgery. The text below describes some of the contributions
of researchers in this field.
The authors of Ref.[5] [13] have considered the aspect of contrast enhancement in images
to deal with forgery detection. In Ref.[5] the authors have proposed a method which can detect
image tampering even if it is hidden using the counter-forensic technique of contract
enhancement, whereas in Ref.[13], contrast enhancement has been used to detect the image
forgery.
The authors of Ref.[5] have considered second order statistics of the co-occurrence matrix
to detect image tampering even when the examined image has undergone some contrast
enhancement to manipulate the histogram. Experiments are used to test the proposed
algorithm[5]. Generally speaking, histograms are widely used to detect if an image has been
tampered with or not. In natural images, the histogram is usually smooth without any abrupt
peaks in it if the image is not tampered with. Contrast enhancement is one of the commonly
used counter forensics method. In this method, the contrasts of the image are altered in such a
way that the histogram would look normal. The authors have also stated that there are many
papers which have proposed several anti-forensics methods to manipulate the histogram based
detection techniques. To overcome such anti forensic approaches, this paper has proposed an
algorithm using co-occurrence matrix which can work effectively even if the contrast
enhancement technique has been used to manipulate the forged image. The authors of the
paper have conducted three experiments to check for the efficiency of their algorithm. In the
first experiment, they implemented the algorithm on the image which is manipulated using
Gama corrections and tested if it could detect the tampering. Thereafter they tested the
algorithm on the images where counter forensic methods have been used to hide the tampering.
In the last experiment conducted the authors checked how well the algorithm can be used to
sort the images into clean and tampered ones using the Support Vector Machine (SVM)
algorithm.
The authors of Ref.[13] have stated that generally the image tampering which is done by
contrast enhancement can be detected based on the sudden peaks that occur in a histogram due
to image manipulation. But the histograms could be easily manipulated using counter forensic
techniques so in this paper the authors have tried to focus on other features and considered the
similarities in the channels of high frequency components to detect a forgery in an image. It
is stated that there will be changes in the channels due to contrast enhancement which leads to
the differences in the channels hence notifying that contrast enhancement has been used to
hide the tampering. The drawback of the method is that the forgery could still be unidentified
if all the three channels i.e. R, G, B have been enhanced equally, but they also state that these
kind of situations does not occur frequently when we are considering splicing image forgery
(cut and paste) which the authors have considered. Although, their algorithm had been tested
and validated under both forensic and counter forensic conditions, one of the drawbacks is that
it does not work well with the images which have undergone JPEG compression.
The authors of Ref. [14] have designed an algorithm which can detect the forged regions of
a tampered image taken through digital cameras. They have considered that the color filter
array (CFA) values are obtained while taking the image and hence made use of the
demosaicking algorithm to detect the forged regions. In demosaicking algorithm, the values in
one part of the image can be derived from its adjacent values. The algorithm takes into
consideration each 2*2 block of the image and applies a method to check if that region of the
image has been tampered with or not. Their algorithm is mainly based on the fact that the
13

demosaicking values of an authentic image are regular, but sometimes these assumptions may
lead to false alarms. The used CFA contains strips of red and green filters in one row followed
by the blue and green ones in the second. Some of the drawbacks of this algorithm is that it
cannot accurately detect forgeries in images with higher compression levels and the algorithm
is not apt for detecting the copy-move forgeries, it also does not work well in flat or sharp
edges.
The authors of Ref.[15][16] have used geometry based methods and considered the relative
sizes of the objects in the image with respect to each other so as to detect the forged ones from
the clean ones. The authors of the two papers have also claimed that their algorithm produces
good results even for low resolution images.
In Ref.[15] the ratio of the heights of two objects in the same image is considered to detect
the forgery, the authors have proposed a perspective constraint method through which this
ratio is obtained using the vanishing line (a geometry term). This helps to calculate the ratio
without using the parameters of camera. The image is classified as a forged one and the
manipulated region is detected if the ratio had exceeded a predefined threshold value.
On the other hand, the authors of the Ref.[16] have proposed a similar model to that of the
Ref.[15] but have stated that it works better for images with tilt and roll. In their proposed
method, the user has to do some of the important things manually, like selecting the objects
and the vanishing lines; which may sometimes not be as efficient as an automatic procedure.
This is because there can be mistakes made by humans and the second reason is that he/she
should have some knowledge about the tool and how it works in order to perform the tasks
(i.e., training). They have also stated that they are working on this to avoid humans make such
decisions.
The authors of Ref.[6] have presented an algorithm which extracts features using; Image
Quality Metrics (IQMs) from the images and then used machine learning techniques to create
a model which can be used to classify an image as either forged or a clean one. They have
used Artificial Neural Network (ANN) to classify the images. The authors have extracted ten
quality metrics from the images which are later used in the creation of the model used for the
classification of the images. The authors have also used a backpropagation algorithm to reduce
the error rate. The error rate is calculated and used by the backpropagation algorithm to modify
the network weights as required. The ANN algorithm is implemented using the ANN Toolbox
in Matlab®. The authors have stated that their proposed algorithm’s performance is affected
by how well the model is trained; which is a common machine learning issue. The authors
have also stated that the algorithm needs to be further improved in order to obtain more
accurate classification of images [6].
The authors of Ref.[2] have stated how image forgeries can be detected, they have stated
that the forgery detection techniques can be classified into two classes named active and
passive methods. The authors have considered the passive methods over the active ones in
their research. They claimed that their algorithm performs better than the previous ones as
they have minimized the number of computations required for the implementation of the
algorithm. The authors have used multi-level wavelet decomposition and block matching
which is followed by creating a map of duplicate regions in their algorithm to classify images
as either forged or clean. They have also stated that their algorithm is 87.75% accurate. The
major setback of the algorithm which the authors have also mentioned, is that the algorithm
cannot perform well when counter- forensics methods are applied to the image after tampering
[2].
The authors of Ref.[7] have also utilized a machine learning algorithm to classify the images
under scrutiny into two categories; forged or clean. Like in Ref.[5] they have also used SVM
to classify the images. The features extracted in this algorithm include both shape and color
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based attributes. On these values they constructed a model by using the SVM classifier which
is later used to distinguish between forged and clean images. The authors have stated that their
algorithms use both color and the boundaries attributes to detect forgeries which is better when
compared to the algorithms which use a single type of these attributes. The proposed algorithm
is claimed to be 74% accurate and is automated to a maximum extent [7].
Through Ref.[4], the authors discuss the different types of forgeries like copy-move,
splicing, retouching, etc. The authors have first described each of the existing forgery
algorithms along with available methods to detect them. In the copy-move forgery, a part of
the image is cut and pasted in the same image so as to manipulate the image in the desired
way. These forgeries are generally detected using the brute force method or the block based
matching where the image is inspected by dividing it into blocks and then examining each
block. It is also stated that the block based methods perform better than the ones using the
brute force attack. They have also described about various types of methods which come
under these categories. They have classified the methods used to splicing forgery as boundary
based and region based. In boundary based methods, the forgery is detected based on the
presence of irregular edges. Whereas in region based methods, it is detected by comparing the
consistency of the image with respect to its statistical generated model. The authors have also
stated that many algorithms are not effective for geometrical transformations, and have
problems like high complexity, less reliability and less accuracy.
The authors of Ref. [17][18] have used the noise present in the image to detect whether the
image is clean or forged. In Ref.[17], the authors have stated that majority of the blind forgery
detection techniques applied on the images are getting a higher error rate because of the fact
these techniques sometimes fail due to the presence of noise in an image. So, they said that
when the noise present in the image is used to detect the forgery along with the traditional
methods they may yield better results. In Ref.[17], the image has first undergone wavelet
transformation, then the image is divided into non overlapping blocks. The variance of noise
is then estimated in each of the blocks. Finally, blocks are merged based on the variance values.
The blocks with similar variance are merged together to form one group. Those blocks whose
variance is largely deviated from the rest of the blocks are said to be forged. In Ref.[18], also
the authors have divided the image into blocks and estimated the variance to detect the forged
region but they have used a slightly different approach in order to highlight the forged region.
The method uses two phases to correctly identify the forged region. In the first phase, after
dividing the image into blocks and estimating the variance these blocks are first divided into
categories using the k-means clustering algorithm. The blocks with different variance values
are grouped into two clusters. The blocks of the cluster with less number of elements are
assumed as forged. Then the image blocks which are clustered under the forged category
undergo further investigation to accurately point out the forged region. This is the second phase
of the method. In this phase, the images are again divided and noise estimation is done on
these smaller blocks once again to exactly pinpoint the forged region.
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3

AIMS AND OBJECTIVES

In this section, the aim and the objectives which were set in this research are stated. The
research questions framed to reach these objectives have also been listed along with the
motivation behind their formation.

3.1

Aim

The main aim of this thesis is to improve the detection rate of an algorithm proposed
previously in the literature to detect splicing forgery in digital images. We also aim to analyze
how the algorithms fares on low resolution images.

3.2

Objectives

The objectives set to accomplish these aims are as follows:


To implement an algorithm for detecting splicing forgery in digital images.



To examine the factors that may lead to the improvement of the detection rate of
splicing forgery in images and their low resolution versions.



To analyze the impact of image resolution, and the selected classifiers on the
algorithms’ performance.

3.3

Research Questions

The research questions which we tried to answer through this thesis are
RQ1. How can we improve the detection rate of splicing forgery in digital images?
Motivation: This research question was formulated in light of the widespread of digital
images along with digital techniques used to manipulate them. Unethical manipulations of
images is on the rise nowadays with the popularity of social media platforms (i.e.,
Facebook, Twitter, etc.). As stated earlier, images are being used to make important
decisions [1]. Hence, improving the detection rate of forged images is very well desired.
RQ2. What is the impact of image resolution and the classifiers on the performance of the
examined image tempering algorithm?
Motivation: Only the authors of Ref.[15][16] have considered the impact of their
algorithm on low resolution images. Image resolution is an important factor as; in real life
we generally do not have images which are of the same size or resolution. Moreover in
Ref.[13][14], the authors have also stated that their algorithms do not perform well if the
images are compressed. So, we have considered the resolution of images to check how
well the algorithms fare on images of different sizes. The performance of the algorithm on
different classifiers was also considered (i.e., we used SVM and simple Tree classifiers).

3.4

Contribution to the Research field

Through this thesis we are improving the detection rate of splicing forgery. Many authors
have stated that improving the detection rate is a desired feature in the current research [19].
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The rate of detection has been significantly improved through this research. We have found
out that techniques such as the Discrete Wavelet transformation (DWT), YCbCr color
transformation have improved the performance of our improved algorithm. Through this
research we are also checking the impact of the image resolution and the selected classifiers
on both of the algorithms (the original and our enhanced version). Impact of the image
resolution on the algorithms is considered as some of the authors in the literature [15][16] have
considered this aspect to analyze their algorithms. Other reason why image resolution is an
important factor is that the images which we use in our daily life are not always of the same
resolution. So, it is desirable to check how the algorithm works on images of different
resolutions. We have also considered the impact of the classifiers and analyzed their
performance on the considered algorithms through this thesis.

3.5

Limitations

In this thesis we are only focusing on the area of splicing forgery detection. This is because
of the fact that the field of image forgery is very vast, therefore, only a part of it is considered
in this research. The considered algorithm [5] was designed to detect if a given image is clean
or forged even if it had undergone a counter-forensic measure of contrast enhancement. But,
in this research we have not analyzed or conducted experiments on this aspect as we have
limited our scope to splicing forgery. The considered algorithm labels images into two distinct
classes; either clear or forged. The algorithm will not be able to localize the region where the
image had been forged, that is another area of research.
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4

APPROACH

In this section the approach used to conduct this thesis is documented. It describes about
various accepts such as the tools, datasets used, how the models are created after feature
extraction and how these models are tested. In this section the pseudo codes of algorithms
used, Algorithm 1 and Algorithm 2, are also presented.

4.1

Tools Used

The implementation and the experimentation of the algorithm had been carried out using
Matlab®. We have used the Matlab® R2016a version that consists of the statistics and
machine learning Toolbox [20] which is used for training the data using different classifiers.

4.2

Dataset Used

The datasets required for training and testing have been obtained from Ref.[10]. The images
present in this dataset are color images. This dataset contains two different folders of images
one with clean images and the other with images which are forged. The dataset contains a total
of 183 clean images and 180 forged images. From the available data we have used half of the
images for training the classifier and the rest for testing it. Hence, in the process 182 images
out of which; 92 were clean and the rest spliced were used to train the model and the remaining
181, 91 clean and 90 forged were used for testing the model created during the training process.

4.3

Feature Extraction and Model Creation

We have considered the algorithm of Ref.[5] for our research. This algorithm was
considered after searching online for a recently published algorithm of which its authors are
willing to share the source code. We thought of considering an algorithm whose code was
available due to the time factor, as it would take a lot of time if we were to implement the
algorithm by ourselves and then analyze and improve upon it. From the available algorithms
we have considered, this algorithm that we selected was one of the latest published algorithms
which reflects the current state of the art in the area. An interesting attribute of this algorithm
is that it is capable of detecting if any counter-forensic measures have been applied to hide the
forgery process. Authors of another algorithm[13] which can deal with counter forensics have
stated that their algorithm does not perform well if all the R, G, B channels have been enhanced
equally. This area of counter-forensic attacks has not been studied in this research due to the
time factor, but can be deferred to a future work.
In the original algorithm (referred to as Algorithm 1 in this document), obtained from
Ref.[21], the algorithm loads three images one clean image, one contrast enhanced image and
one image on which counter-forensic techniques have been applied. The algorithm obtained
was a partial implementation of the algorithm proposed in Ref.[5] as it does not implement the
machine learning part. To the obtained algorithm of Algorithm 1 additional features like
capability of loading images automatically from a folder, facility to change the resolution of
the image were added. The second feature to change the image resolution was embedded as
the RQ2 deals with analyzing the performance of the algorithms on different resolutions. The
algorithm has also been modified in such a way that it can even handle color images. This was
done as the dataset we are using for testing and training the model consists of color images.
We have considered a dataset of color images as we are considering the red, chromatic yellow,
chromatic blue channels of the image in Algorithm 2 (the modified version of Algorithm 1)
and when we are comparing two algorithms they should be compared on the same datasets.
We have also made sure that all the values of the extracted features, the class labels of whether
images are considered clean or forged are stored in a table so that they can be used while
training the model. We are training the model using clean and images which have undergone
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splicing forgery (forgery technique focusing in this research). The pseudo code of the
algorithm derived from Ref.[5][21] is stated below. This algorithm is referred to as Algorithm
1 in this thesis.

4.3.1

Algorithm 1
1. Create a table with image names
2. Authenticity = [ones([92 1]) ; zeros([90 1])];
3. Initializing detector parameters
4. Initializing arrays to store the features
5. For (all the images)
a. I = Imread(image) // To read the image from the folder
b. I = Imresize(I, n) // where I is the original image and n is the resampling ratio
(e.g., 0.25)

c. J = rgb2gray(I) // converting the RGB image to gray image to obtain cooccurrence matrix used in feature extraction

d. Feature Extraction
e. Store the values obtained after feature extraction
6. End For
7. Feed these values to the classifier for training
8. Save the generated model
Through this research we have tried to improve Algorithm 1 such that the rate of detection
of the forged images increases. The modified version of Algorithm 1 is referred to as Algorithm
2 in this document. In Algorithm 2 each RGB image is initially converted into YCbCr color
space and then each of the color channels (i.e., Y, Cb, Cr) undergoes single level 2D wavelet
decomposition to give four images, namely, low pass approximation image, horizontal detail
image, vertical detail image, diagonal detail image. In this research we have only considered
the low pass approximation image to extract the features. This is because of the fact that only
the low pass approximation image contains the whole image. The rest of the images contain
either the horizontal, vertical or diagonal details [22]. In addition to the extracted features in
Algorithm 1 we have extracted additional features direct current value of the discrete cosine
transformation and the entropy of both the image and the co-occurrence matrix of the image.
The pseudocode for Algorithm 2 is stated in 4.3.2 section.
The YCbCr color transformation derives three images from the original image. The Y, Cb,
and Cr components. The Y component is the gray scale version of the image. The Cb, Cr are
the chromatic blue and Chromatic red versions of the image, respectively. The YCbCr color
transformation was considered as through this transformation the quality of the image is less
affected by compression [23]. This is a desired feature as we are dealing with images of lowresolutions.
We have repeated the training and testing process on images of different resolutions. We
have also built different models using different classifiers namely simple tree, linear SVM (see
the Methodology section for more details).

4.3.2

Algorithm 2 (Our enhanced version of Algorithm 1)
1. Create a table with image names
2. Authenticity = [ones([92 1]) ; zeros([90 1])];
3. Initializing detector parameters
4. Initializing arrays to store the features
5. For (all the images)
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a. I = Imread(image) // To read the image from the folder
b. I = Imresize(I, n) // where I is the original image and n is the resampling ratio
c.

(e.g., 0.25)

Image_ycbcr = rgb2ycbcr(I) //RGB image is converted to YCbCr color
space

d. For (each of the YCbCr channels)
i. Apply wavelet decomposition
ii. Consider only the low-pass approximation images
iii. For (each of the low-pass approximation image)
1. Feature Extraction
2. Store the values obtained after feature extraction
iv. End For
e. End For
6. End For
7. Feed these values to the classifier for training
8. Save the generated model

4.4

Testing new images on the constructed model

After generating the model by using the selected classifier the next step is to test and
evaluate how the model performs. While testing how the model performs on the test dataset,
initially all the steps used to train the model are followed except feeding the data to the
classifier and generating a model. Here instead of feeding the data and training the model we
use the saved model to predict the class of the image i.e. whether it is clean or forged. After
predicting the classes of the test dataset they are compared with the actual classes to check the
accuracy of the algorithm. Both the models built using algorithms Algorithm 1 and Algorithm
2 are tested using the test datasets and their accuracy is calculated to check how well an
algorithm works.
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5

METHODOLOGY

The research methods used in the process of our thesis are implementation and
experimentation. We have examined the different possible types of research methods using
Ref.[24]. Research methods such as interviews, surveys, case-studies are not apt for this
research. This is because of the reason that through interviews and surveys we get the opinion
of people. Through case-studies we get to observe and study about an already existing situation
or a group. All these research methods are not suitable for this research as the algorithms
cannot be improved or tested based on human opinion. In order to improve the detection rate
for the first RQ, we have to modify the existing algorithm which can only be done using the
implementation method. For the second RQ we have to show how the dependent variables
change with respect to the independent variables. In such type of cases experiments are the
most suited type of the research methods. So, we have chosen this as the research method to
answer this RQ.
Hence, implementation is used to answer RQ1. Whereas we have conducted experiments in
order to analyze how the implemented algorithm works on different resolutions of the image.
We have considered simple tree and linear SVM classifiers to conduct the experiments on
images of different resolutions. SVM was considered as the authors of Ref. [5] have used this
for classification. On Algorithm 2, 5-fold cross validation was conducted using different
classifiers on the training dataset to find out the estimated accuracy of the algorithm. Simple
tree was considered from the classifiers after it gave the highest estimated accuracy. Later we
have even tested the models on a new test dataset so as to check the accuracy and
generalizability. More detailed description along with the results of 5-fold cross validation are
presented in 6.2 sub-section of the Results section.

5.1

Operation

RQ1: The research method used to answer the first RQ is implementation. We have considered
Algorithm 1 proposed by the authors of Ref.[5]. We found the source code for partial
implementation of this algorithm from Ref.[21]. The available source code did not contain the
machine learning part and also was working on only gray images. We have modified the code
such that it can be used on color images as well. The source code is also modified in such a
way that the algorithm automatically takes the images from a folder converts it into a gray
image and then the feature extraction was carried out.
In our enhanced Algorithm 2 we have first converted the color image into a YCbCr color
space. Next each of the gray, chromatic blue, chromatic red images are considered separately
and then the single level discrete wavelet decomposition is applied on each of the images.
After applying the single level discrete wavelet decomposition[22] on the image we have
considered only the low-pass approximation image from the available four bands to proceed
with feature extraction.
Apart from the co-occurrence matrix used in Algorithm 1 we have also extracted features
like entropy of the image, entropy of the obtained co-occurrence matrix, the direct current
value obtained after using the discrete cosine transformation. All these features are extracted
from each of the three images obtained from the YCbCr transformed image unlike the actual
algorithm which directly considers only the gray image. As a result, we were able to extract a
total of 771 features when compared to the 254 features collected by the authors of the paper.
RQ2: To answer the second research question we have conducted experiments to check how
the algorithms work on images of different resolutions and how the considered classifiers
perform on these images of different resolution. All the experiments were conducted on the
test dataset. The experiments were conducted using two classifiers, Linear SVM and Simple
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Tree. Two sets of experiments were conducted, in the first one, the model was trained on the
original images, and subsequently tested on images of different resolutions. In the second set
of experiments the model was trained and tested on images of the same resolution. All the
conducted experiments are listed in the section 7.3 in the form of cases for easy reference
during analysis.
Three types of resolutions were considered to conduct the experiments, original images and
the resized images. We have resized the available images to half, quarter and applied
Algorithm 1 and Algorithm 2 on these images. Then we have calculated the accuracy, AUC of
the algorithm in each of these cases and analyzed them.

5.2

Independent and Dependent Variables in Experiments

Independent variables are those which are changed in the experiment and these
variables are not dependent on the other variables used in the experiment [25].
Dependent variables are those variables which change based on the change of the
independent variables [25]. In the conducted experiments, the image resolution and
the chosen classifiers are the independent variables. The values of the accuracy and
the AUC parameter are the dependent variables as these values change based on the
type of classifier and image resolution. Image features are also considered to be
dependent variables on the level of resolution.

5.3

Validity Threats

In this section we highlight the potential validity threats that may occur while conducting
the thesis and the actions taken to reduce these threats.

5.3.1

Internal Validity Threats

Internal validity makes sure that the research is conducted correctly without any errors. It
also sees that the experimental setup does not affect the results[26][27]. As we have chosen
experiments to answer our RQ2 there is a possibility that the results obtained such as the
accuracy of the classifier may not be accurate. We made sure that such event did not happen
by cross-checking the experiments conducted. For the test data the accuracy was calculated
manually by checking out the false positives and true negatives, so there is a probability that
the humans may make mistakes but we made sure that this did not happen by checking out the
false positives and true negatives twice. The selected dataset for training and testing may have
undergone selection bias and may vary depending on the experimenter.

5.3.2

External Validity Threats

External validity threats are the threats through which the generalization of the conducted
experiment may be limited [26] [27]. In order to check the generalization of the experiment,
the datasets considered for training and testing should be different. We have also checked the
algorithms on images of three different resolutions to check how the algorithms perform on
images of different resolutions. It is observed that there is only a slight variation in the
performance of the algorithms on images of different resolutions. But, generalization of the
proposed method to other types of forgery may require re-training and an adequate training
dataset. Therefore, the reported accuracy rates are limited to the dataset we examined and to
the type of forgery we examined.
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5.3.3

Construct Validity Threats

Through Construct validity we can make sure that our study has correctly focused on the
research area we are dealing with and the obtained results are not deviated [27]. In this research
to analyze how the algorithm works on images of different resolutions, we have considered
images of three types instead of just basing our results on just two resolutions. The results are
based on the experimentation on these resolutions.
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6

RESULTS

In this section, the obtained results after implementation and experimentation are
documented. The implementation sub-section states about the results obtained after the
implementation of Algorithm 2 and has results that can be used to answer RQ1. The
Experimentation sub-section documents the results of the experiments conducted. These
results are obtained to answer RQ2.

6.1

Implementation

We have been successful in implementing and improving the algorithm considered for the
images which have undergone splicing forgery. The authors of the original paper, on which
this thesis is based on, have stated that they have used SVM algorithm to classify the images
but we have tested the algorithm using both linear SVM and a simple tree. As stated in the
methodology in the previous section we have extracted a total of 771 features as opposed to
the 254 features used in the original algorithm. Second-order statistics were used as features
in comparison with the first order statistics like histogram as the features extracted by the first
order statistics like histogram could be easily manipulated using counter-forensic methods [5].
Algorithm 2 performs better than Algorithm 1 in classifying the images as clean or tampered.
This is the case with all the considered classifiers. By seeing Figure 6.1 this can be clearly
visualized. The figure shows the accuracy of classifiers simple tree and linear SVM on the test
dataset using both the algorithms Algorithm 1 and Algorithm 2. But the time taken to extract
the features in Algorithm 1 is very less as compared to Algorithm 2. It takes about 20.927
seconds to extract the features required to train the model in the case of Algorithm 1 and about
78.469 seconds for Algorithm 2. This is due to the large difference between the number of
features extracted in Algorithm 1 and Algorithm 2. A more detailed analysis on the
performance of the two algorithms is described in the next section of analysis and discussion.

Accuracy obtained on test Images without resizing
90.00%
80.00%

82.32%

70.00%

72.92%

Accuracy

60.00%
50.00%

55.80%

54.69%

40.00%
30.00%
20.00%
10.00%
0.00%
Simple Tree

Linear SVM

Classifier
Algo1

Algo2

Figure 6.1: Classification comparisons between the two algorithms: Graph showing the
Accuracy obtained on the test data of the images.
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6.2

Experimentation

For conducting the experiments, we have considered both of the algorithms Algorithm 1 and
Algorithm 2. The training dataset was considered and two models were built using Algorithm
1 and Algorithm 2. We have tried different types of classifiers available in the Matlab® Toolbox and considered the top classifier from the available set to perform our experiments apart
from the SVM which was considered by the authors of Ref.[5] which proposed the forgery
detection algorithm reported in this thesis. The top classifier was selected based on the
predicted accuracy of the classifier which is calculated by the classifier using 5-fold cross
validation. We have considered different types of classifiers to trace their impact on the
performance of the different Algorithms (RQ2).
The predicted accuracy of the classifiers obtained after conducting the 5-fold cross validation
on the training dataset on Algorithm 2 are tabulated in table 6.1. From Table 6.1 it can be
observed that the Simple Tree has the highest accuracy with 75.3%. Hence, it was considered
along with SVM for further experimentation.
Classifier
Complex Tree
Medium Tree
Simple Tree
Linear Discriminant
Quadratic Discriminant
Logistic Regression
Fine KNN
Medium KNN
Coarse KNN
Cosine KNN
Cubic KNN
Weighted KNN
Boosted Trees
Bagged Trees
Subspace Discriminant
Subspace KNN
RUSBoosted Trees

Accuracy (%)
67.0
67.0
75.3
63.7
64.3
51.6
43.4
52.2
54.9
59.9
53.3
50.0
50.5
73.6
47.8
69.8
58.2

Table 6.1: Classifiers and their accuracy obtained after 5-fold cross validation on the training
dataset.
After the models have been built using the selected classifiers, both the models are tested
on images of different resolution. Then the test dataset was used to test the performance of the
algorithms. The performance measures considered are the accuracy of the algorithm, AUC as
in our thesis we are dealing with the detection of image tampering.
To answer the second research question which is to check the impact of the image resolution
on the considered image tampering algorithms initially only the test dataset is converted into
two other resolutions and the model was tested on these image resolutions also. So each model
or the algorithm’s performance was measured on three types of datasets of different
resolutions. One was the original images, in the second and third datasets of the images the
images were resized by half, and quarter respectively. Then the count of the number of images
which have been correctly classified has been noted down. The accuracy of the algorithm on
these different datasets was calculated using equation 1 (see sub-section 1.1.3.1). The total
number of instances used to calculate the accuracy is equal to the number of images in the test
dataset which is equal to 181 in this case.
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The results of the experiments on Algorithm 1 and Algorithm 2 when trained on images
without resizing and tested on images of different resolutions are tabulated in Table 6.1 and
Table 6.2.

Image
Resolution
Original Images
(n= 181)
Resize (0.5)
Resize (0.25)

Algorithm 1
Correctly
Classified
Accuracy
Instances

Algorithm 2
Correctly
Classified
Accuracy
Instances

99

54.69%

132

72.93%

103
103

56.90%
56.90%

116
107

64.08%
59.11%

Table 6.2: Performance of Algorithm 1 and Algorithm 2 using Linear SVM when trained on
images without resizing.

Image
Resolution
Original Images
(n= 181)
Resize (0.5)
Resize (0.25)

Algorithm 1
Correctly
Classified
Accuracy
Instances

Algorithm 2
Correctly
Classified
Accuracy
Instances

101

55.80%

149

82.32%

95
96

52.48%
53.03%

122
128

67.40%
70.71%

Table 6.3: Performance of Algorithm 1 and Algorithm 2 using Simple tree when trained on
images without resizing.
The Figure 6.2 graphically represents how the accuracy of both the algorithms vary with
each other as well as the variation of the accuracy with respect to the resolution of the images
is also shown. It can be clearly observed that Algorithm 2 performs better than Algorithm 1 in
each of the cases. The impact of the image resolution on the algorithm’s performance is
analyzed in the analysis and discussion section.

Accuracy obtained on testdata of the
classifiers on Algo1 and Algo2(trained and
tested on different resolutions)
100.00%

Accuracy

80.00%
60.00%
40.00%
20.00%
0.00%
Original Image

Resize(0.5)

Resize(0.25)

Size of Image
Simple Tree Accuracy Obtained on Algo1

Linear SVM Accuracy Obtained on Algo1

Simple Tree Accuracy obtained on Algo2

Linear SVM Accuracy obtained on Algo2

Figure 6.2: Accuracy of the classifiers on different image resolutions on Algorithm 1 and
Algorithm 2 when trained on the original images and tested on images of different resolutions.
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After conducting the experiments by only changing the resolution of the images in the test
dataset, experiments were conducted by training and testing the model with images of similar
resolutions. These results are tabulated in table 6.4 and can be visualized through figure 6.3.
Classifier used

Simple
Tree
Linear
SVM
Simple
Tree
Linear
SVM
Simple
Tree
Linear
SVM

Algorithm 1
Correctly
Classified
Accuracy
Instances
For Original images

Algorithm 2
Correctly
Classified
Accuracy
Instances

101

55.8%

149

82.3%

99

54.69%

132

72.93%

Image size is reduced to half (resize (0.5))
94

51.93%

137

75.6%

101

55.8%

136

75.14%

Image size is reduced to quarter (resize (0.25))
95

52.49%

144

79.5%

92

50.83%

129

71.27%

Table 6.4: Performance of Algorithm 1 and Algorithm 2 when trained and tested on images of
similar resolution.

Accuracy obtained on testdata of the
classifiers on Algo1 and Algo2(trained and
tested on same resolutions)
90.00%
80.00%

Accuracy

70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%
0.00%
Original Image

Resize(0.5)

Resize(0.25)

Size of Image
Simple Tree Accuracy Obtained on Algo1

Linear SVM Accuracy Obtained on Algo1

Simple Tree Accuracy obtained on Algo2

Linear SVM Accuracy obtained on Algo2

Figure 6.3: Accuracy of the classifiers on different image resolutions on Algorithm 1 and
Algorithm 2 when trained and tested on images of the same resolution.
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7

ANALYSIS AND DISCUSSION

In this section the results are analyzed, discussed and the research questions are answered.
To start analyzing the results obtained in the experiments, the confusion matrices of each case
are derived and the receiver operating characteristic (ROC) curves are plotted. The ROC
curves are constructed by choosing the threshold values of the probability based on which the
instances are classified as either clean or forged in each case. If the obtained probability of the
instance is below the chosen threshold, then it is classified as forged else it is clean. Then in
each case the 1-specificity or the false positive rate (FPR) and the sensitivity or the true
positive rate (TPR) are calculated and the receiver operating characteristic (ROC) curves are
drawn. The ROC curve has FPR on the x- axis and the TPR on the y-axis. The ROC curves
are displayed through the figures 7.1 to 7.20. After drawing the ROC curves, the area under
the curve (AUC), is computed for each ROC curve.

7.1

Algorithm 1

The results of Algorithm 1 are analyzed in this sub-section. This section is further divided
into two sections, one where the images are trained on original image resolution and are tested
on different considered resolutions. The second section deals with experiments where the
training and testing are done on the same image resolution.

7.1.1

Training done on original images and tested on different image
resolutions

Figures 7.1 to 7.6 show the performance of Algorithm 1 on both classifiers using the AUC
parameter. Table 7.1 tabulates the parameters: sensitivity, precision, and F-measure. Detailed
description of these parameters and how they are calculated is stated in the background section.

Figure 7.1: ROC curve and Confusion matrix of Algorithm 1 on Linear SVM.
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Figure 7.2: ROC curve and confusion matrix of Algorithm 1 on Linear SVM with image
resolution of 0.5.

Figure 7.3: ROC curve and confusion matrix of Algorithm 1 on Linear SVM with image
resolution of 0.25.
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Figure 7.4: ROC curve and confusion matrix of Algorithm 1 on Simple Tree.

Figure 7.5: ROC curve and confusion matrix of Algorithm 1 on Simple Tree with image
resolution of 0.5.
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Figure 7.6: ROC curve and confusion matrix of Algorithm 1 on Simple Tree with image
resolution of 0.25.
Linear SVM
Image
Resolution
Original Images
(n= 181)
Resize (0.5)
Resize (0.25)

Simple Tree

Sensitivity

Precision

F- Measure

Sensitivity

Precision

F-measure

0.571

0.547

0.559

0.626

0.553

0.587

0.582
0.560

0.570
0.573

0.477
0.566

0.626
0.615

0.523
0.528

0.570
0.568

Table 7.1: Performance measures of Algorithm 1 when training is done on original images
and tested on images of different resolution.

7.1.2

Training and testing done on images of the same resolution

In this section the ROC curves for the cases where the training and testing dataset are carried
out on images of the same resolution. The performance of the algorithms on the original
images is not included in this sub-section since it is already discussed in the sub-section 7.1.1.
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Figure 7.7: ROC curve and confusion matrix of Algorithm 1 on Linear SVM with image
resolution of 0.5.

Figure 7.8: ROC curve and confusion matrix of Algorithm 1 on Linear SVM with image
resolution of 0.25.
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Figure 7.9: ROC curve and confusion matrix of Algorithm 1 on Simple Tree with image
resolution of 0.5.

Figure 7.10: ROC curve and confusion matrix of Algorithm 1 on Simple Tree with image
resolution of 0.25.
Linear SVM

Simple Tree

Image
Resolution

Sensitivity

Precision

F- Measure

Sensitivity

Precision

F-measure

Resize (0.5)

0.516

0.566

0.540

0.780

0.514

0.620
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Resize (0.25)

0.462

0.512

0.486

0.681

0.521

0.590

Table 7.2: Performance measures of Algorithm 1 when training and testing is done on images
of different resolution.

7.2

Algorithm 2

This section deals with the analysis of Algorithm 2; our enhanced version of Algorithm 1.
As stated earlier, the experiments are conducted either by training and testing on the images
of the same resolution or by training the model on original images and testing the model
generated on images of different resolutions.

7.2.1

Training done on original images and tested on different image
resolutions

Figures 7.11 to 7.16 show the performance of Algorithm 2 on both of the classifiers using
the ROC plot. Table 7.3 tabulates the parameters: sensitivity, precision, and F-measure.
Detailed description of these parameters and how they are calculated is stated in the
background section.

Figure 7.11: ROC curve and confusion matrix of Algorithm 2 on Linear SVM.
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Figure 7.12: ROC curve and confusion matrix of Algorithm 2 on Linear SVM with image
resolution of 0.5.

Figure 7.13: ROC curve and confusion matrix of Algorithm 2 on Linear SVM with image
resolution of 0.25.
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Figure 7.14: ROC curve and confusion matrix of Algorithm 2 on Simple Tree.

Figure 7.15: ROC curve and confusion matrix of Algorithm 2 on Simple Tree with image
resolution of 0.5.
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Figure 7.16: ROC curve and confusion matrix of Algorithm 2 on Simple Tree with image
resolution of 0.25.

Linear SVM
Image
Resolution
Original Images
(n= 181)
Resize (0.5)
Resize (0.25)

Simple Tree

Sensitivity
(TPR)

Precision

F- Measure

Sensitivity

Precision

F-measure

0.703

0.744

0.723

0.725

0.904

0.805

0.440
0.286

0.741
0.743

0.552
0.413

0.418
0.648

0.864
0.738

0.563
0.690

Table 7.3: Performance measures of Algorithm 2 when training is done on original images
and tested on images of different resolution.

7.2.2

Training and testing done on images of the same resolution

Figures 7.17 to 7.20 show the performance of Algorithm 2 on both of the classifiers when
trained and tested on the same image resolution using the AUC plot. Table 7.4 tabulates the
parameters: sensitivity, precision, and F-measure. Detailed description of these parameters and
how they are calculated is stated in the background section.
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Figure 7.17: ROC curve and confusion matrix of Algorithm 2 on Linear SVM with image
resolution of 0.5.

Figure 7.18: ROC curve and confusion matrix of Algorithm 2 on Linear SVM with image
resolution of 0.25.
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Figure 7.19: ROC curve and confusion matrix of Algorithm 2 on Simple Tree with image
resolution of 0.5.

Figure 7.20: ROC curve and confusion matrix of Algorithm 2 on Simple Tree with image
resolution of 0.25.
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Linear SVM

Simple Tree

Image
Resolution

Sensitivity

Precision

F- Measure

Sensitivity

Precision

F-measure

Resize (0.5)
Resize (0.25)

0.681
0.660

0.795
0.741

0.734
0.698

0.769
0.736

0.753
0.838

0.761
0.784

Table 7.4: Performance measures of Algorithm 2 when training and testing is done on images
of different resolution.

7.3

Answering RQ1

To answer the first research question, initially a null hypothesis and an alternative
hypothesis are formulated and the data is analyzed. Based on the results of the test, either the
null hypothesis or the alternative hypothesis is accepted. To analyze the performance of both
algorithms, Wilcoxon signed rank test is used. A non-parametric test was chosen as we were
not sure if the data has a normal distribution and secondly the sample size considered was also
small [28]. The authors of Ref.[28] have performed several experiments considering the paired
t-test, Wilcoxon signed rank test, sign test and have stated that Wilcoxon signed rank test is
better to compare how two classifiers work. Since classifiers are used to classify the images in
this study, we have therefore considered using this test. Wilcoxon signed rank test requires the
datasets to be dependent. Since the datasets used for both the algorithms are same, even this
criterion is satisfied. One more advantage of using Wilcoxon signed rank test is that the effect
of outliers is less on this when compared to t-test [28]. In this section, we are using the AUC,
and accuracy parameters to test which algorithm performs better. We have considered one tail
test as we need to prove that Algorithm 2 performs better than Algorithm 1.
The hypotheses formed based on the research question are as follows
Null Hypothesis: The detection rate of both Algorithm 1 and Algorithm 2 is similar.
Alternative Hypothesis: Algorithm 2 performs better than Algorithm1.
The various conducted experiments are concisely summarized below in the form of cases so
as to make it easy for further reference.
Case 1: Algorithm using Linear SVM, trained and tested on original images.
Case 2: Algorithm using Linear SVM, trained on original images and tested on images which
are reduced by half in resolution (resized by a factor of (0.5)).
Case 3: Algorithm using Linear SVM, trained on original images and tested on images which
are reduced by three forth in resolution (resized by a factor of (0.25)).
Case 4: Algorithm using Simple Tree, trained and tested on original images.
Case 5: Algorithm using Simple Tree, trained on original images and tested on images which
are reduced by half in resolution (resized by a factor of (0.5)).
Case 6: Algorithm using Simple Tree, trained on original images and tested on images which
are reduced by three forth in resolution (resized by a factor of (0.25)).
Case 7: Algorithm using Linear SVM, trained and tested on images which are reduced by half
in resolution (resized by a factor of (0.5)).
Case 8: Algorithm using Linear SVM, trained and tested on images which are reduced by
three forth in resolution (resized by a factor of (0.25)).
Case 9: Algorithm using Simple Tree, trained and tested on images which are reduced by half
in resolution (resized by a factor of (0.5)).
Case 10: Algorithm using Simple Tree, trained and tested on images which are reduced by
three forth in resolution (resized by a factor of (0.25)).
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Since, we want to prove that Algorithm 2 performs better than Algorithm 1 using one tailed
test, “T+” is chosen as the test statistic. T+ is the sum of the positive signs, T- is the sum of
the negative signs. The null hypothesis is rejected if the obtained T+ value is less than or equal
to To value (critical value). As n=10, and α=0.05 the value of To = 10 from the statistical tables
[29].
Case

Algorithm 1 (a)

Algorithm 2 (b)

1
2
3
4
5
6
7
8
9
10

0.5807
0.5862
0.5862
0.5718
0.5430
0.5569
0.5659
0.5306
0.5248
0.5281

0.7985
0.7327
0.7136
0.8085
0.6755
0.7075
0.7841
0.7955
0.8170
0.8164

Difference in
performance (a-b)
-0.2178
-0.1465
-0.1274
-0.2367
-0.1325
-0.1506
-0.2182
-0.2649
-0.2922
-0.2883

Signed rank
-5
-3
-1
-7
-2
-4
-6
-8
-10
-9

Table 7.5: Performing Wilcoxon signed rank test based on AUC parameter.

When the AUC parameter is considered, the value of T+ obtained is 0. As the obtained
value of T+ is less than 10, the null hypothesis is rejected with 95% confidence level (α =
0.05). So, the alternative hypothesis is accepted which states that Algorithm 2 performs better
than Algorithm 1.
Case

Algorithm 1 (a)
(%)

Algorithm 2 (b)
(%)

1
2
3
4
5
6
7
8
9
10

54.69
56.9
56.9
55.8
52.48
53.03
55.8
50.83
51.93
52.49

72.92
64.08
59.11
82.32
67.4
70.71
75.14
71.27
75.14
79.5

Difference in
performance (a-b)
(%)
-18.23
-7.18
-2.21
-26.52
-14.92
-17.68
-19.34
-20.44
-23.21
-27.01

Signed rank
-5
-2
-1
-9
-3
-4
-6
-7
-8
-10

Table 7.6: Performing Wilcoxon signed rank test based on accuracy parameter.

The value of T+ obtained considering the accuracy parameter is 0, which is also less than
10. So, the null hypothesis is rejected even in this case and we can say that Algorithm 2
performs better than Algorithm 1 with 95% confidence level (α = 0.05).
RQ1. How can we improve the detection rate of splicing forgery in digital images?
As we can see from the results of both the Wilcoxon signed rank tests, Algorithm 2
performed better than Algorithm 1 in both of the cases. So, we can say that we were successful
in improving the algorithm. From these results, it can be observed that the YCbCr color
transformation and the 2D wavelet transformation are good preprocessing steps on the images.
These transformations were not only useful for original images; they also gave similar results
on low resolution images. Moreover, and as stated earlier, as the number of extracted features
increased for we are considering three channels (YCbCr transformation) instead of one RGB
image (in Algorithm 1). This once again proves that extracting good features from the image
is always desirable. An algorithm having a stable performance on all sizes of images is a good
aspect.
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7.4

Answering RQ2

The impact of the image resolution and the classifiers have been examined on both
algorithms i.e., Algorithm 1 and Algorithm 2. Experiments were conducted by training and
testing the images on the same resolution, and the other set of experiments where the generated
model was trained on original images and tested on images of different resolutions (resampling
with factors 0.5 and 0.25). These two sets of experiments were compared to know how the
performance of the algorithms varied with the change in the training dataset. To compare this
aspect, cases 2, 3, 5 and 6 were compared with the cases 7, 8, 9, 10, respectively. Both, the
accuracy and the AUC, were used for comparison. From the tables 7.7 and 7.8, it can be seen
that performance of Algorithm 1 improves when we are training with original images and
testing on images of different resolutions, but this effect is reversed in the case of Algorithm
2.
Algorithm 1
Case 2: 56.9%
Case 7: 55.8%
Case 3: 56.9%
Case 8: 50.83%
Case 5: 52.48%
Case 9: 51.93%
Case 6: 53.03%
Case 10: 52.49%
Mean: 54.8275
Mean: 52.7625
SD: 2.4036
SD: 2.1392

Algorithm 2
Case 2: 64.08%
Case 7: 75.14%
Case 3: 59.11%
Case 8: 71.27%
Case 5: 67.4%
Case 9: 75.14%
Case 6: 70.71%
Case 10: 79.5%
Mean: 65.325
Mean: 75.2625
SD: 4.9491
SD: 3.3629

Algorithm 1
Case 2: 0.5862
Case 7: 0.5659
Case 3: 0.5862
Case 8: 0.5306
Case 5: 0.543
Case 9: 0.5248
Case 6: 0.5569
Case 10: 0.5281
Mean: 0.5681
Mean: 0.5374
SD: 0.02169
SD: 0.01918

Algorithm 2
Case 2: 0.7327
Case 7: 0.7841
Case 3: 0.7136
Case 8: 0.7955
Case 5: 0.6755
Case 9: 0.817
Case 6: 0.7075
Case 10: 0.8164
Mean: 0.7073
Mean: 0.8033
SD: 0.02378
SD: 0.01622

Table 7.7: Comparing the performance of the algorithms when trained and tested on images
of the same resolution v/s when trained on original images and tested on different resolutions
based on Accuracy.

Table 7.8: Comparing the performance of the algorithms when trained and tested on images
of the same resolution v/s when trained on the original images and tested on different
resolutions based on AUC.
Cases 1, 2, 3, 7, 8 deal with the Linear SVM classifier whereas cases 4, 5, 6, 9, 10 deal with
the Simple Tree classifier. To analyze the performance of the classifiers on the algorithms the
mean and SD are calculated. This is shown in tables 7.9 and 7.10. Based on the obtained
results, the performance of Algorithm 1 with Linear SVM is better than that with Simple Tree.
But coming to Algorithm 2 its performance is better with Simple Tree. When the AUC is
considered as the parameter only a slight difference in the performance is observed, but when
accuracy is considered as the performance measure, the difference could be well observed.
Algorithm 1
Linear SVM
Simple Tree
0.5807
0.5718
0.5862
0.543
0.5862
0.5569
0.5659
0.5248
0.5306
0.5281
Mean: 0.56992
Mean: 0.54492
SD: 0.023497
SD: 0.019732

Algorithm 2
Linear SVM
Simple Tree
0.7985
0.8085
0.7327
0.6755
0.7136
0.7075
0.7841
0.817
0.7955
0.8164
Mean: 0.76488
Mean: 0.76498
SD: 0.039059
SD: 0.068108

Table 7.9: Comparing the performance of the classifiers based on AUC.
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Algorithm 1
Linear SVM
Simple Tree
54.69%
55.8%
56.9%
52.48%
56.9%
53.03%
55.8%
51.93%
50.83%
52.49%
Mean: 55.024%
Mean: 53.146%
SD: 2.517048 %
SD: 1.533763%

Algorithm 2
Linear SVM
Simple Tree
72.92%
82.32%
64.08%
67.4%
59.11%
70.71%
75.14%
75.14%
71.27%
79.5%
Mean: 68.504%
Mean: 75.014%
SD: 6.689681%
SD: 6.124033%

Table 7.10: Comparing the performance of the classifiers based on accuracy.

To analyze the performance of algorithms on images of different resolutions and to see how
they perform on images of low resolution SD of the accuracy and AUC are computed and
analyzed. From the tables 7.7, 7.8, 7.9 and 7.10 it can be seen that the performance of
Algorithm 1 does not have much variation when the resolutions of the images are changed.
The variation is the least in the case of Algorithm 1 using Simple Tree. Coming to Algorithm
2, the variation in the performance of the algorithm on different image resolution is less in all
cases except in the cases where the training and testing datasets are of different resolutions.
When the training and the testing datasets are of different resolutions, the performance of the
algorithm is reduced by a huge amount which is affecting the overall standard deviation.
RQ2: What is the impact of image resolution and the classifiers on the performance of the
examined image tempering algorithm?
If we consider the impact of the classifiers on the algorithms, the performance of Algorithm
1 is improved on SVM classifier. Whereas in the case of Algorithm 2, it performs better on
Simple tree classifier. Coming to the impact of the image resolution, Algorithm 1’s
performance is enhanced when it is trained on normal images and tested on images of different
resolutions. Whereas this is not the case with Algorithm 2, its performance is improved when
trained and tested on images of same resolution. And it is also observed that there is no much
variation on the performance of the algorithms based on the resolution of the algorithms.

7.5

Discussion

The detection rate on test dataset of Algorithm 2, on the original images using Simple Tree
classifier is 82.32% which is better than some of the existing algorithms, for example the
authors of Ref.[7] have stated that their algorithm gives an accuracy of 74%. The performance
of the algorithm in Ref.[2], which is stated as 87.75% is better than Algorithm 2, but the authors
have stated that their algorithm cannot perform well if counter-forensic measures were applied
to hide the forgery. The authors of Ref.[2] have also used wavelet decomposition in their
algorithm.
The authors of Ref.[7] have stated that their algorithm needs less human interaction. This
issue of automation has also been highlighted by the authors of Ref.[16].They have stated that
their algorithm is not automated, require human interaction and are trying to work on that. This
is not a desirable feature as the person who is operating the process should have knowledge
about that algorithm and human operated process are prone to errors. Additionally, for
automatic scan of thousands or millions of images (as in the real life) necessitates the need for
automation. Taking these aspects into consideration we have made sure that Algorithm 2 is
fully automatic.
Authors of Ref.[15][16] have stated that their algorithm performs well even on images of
low resolution and this is a desired feature. When considering Algorithm 1 and Algorithm 2,
the variation of performance on images of different resolutions is less, this can be observed
through the standard deviation calculated in tables 7.7 and 7.8.
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8

CONCLUSION AND FUTURE WORK

8.1

Conclusion

In this thesis we have considered splicing forgery as the area of study. Through this thesis
the detection rate of whether an image is forged or clean was improved for the considered
algorithm. The impact of the image resolution and the classifiers on Algorithm 1 and Algorithm
2 was also analyzed. Implementation and experimentation are the research methods used in
this research. Implementation was used to answer RQ1 and experimentation is used to answer
RQ2.
Statistical analysis was used to analyze the data obtained through the experiments.
Wilcoxon signed rank test was conducted to compare the performance of the algorithm to
check if we were successful in improving Algorithm 1. Based on the results of the Wilcoxon
signed rank test, we were able to tell that Algorithm 2 performs better than Algorithm 1 with
95% of confidence.
Through this thesis, we have also analyzed the performance of the algorithms on different
resolutions and classifiers. Three types of resolutions were considered, original images, images
which were reduced to half the size, and images which were reduced to quarter of the original
size. When analyzing the performance of algorithms on low resolution images, it was observed
that the performance of Algorithm 1 was improved when trained on original images and tested
on other resolution, whereas the Algorithm 2’s performance was better when trained and tested
on same image resolution. To analyze how the performance varied over different resolutions
the SD was considered, and it was observed that there is no much difference in the performance
of each of the algorithms when considering low resolution images. Coming to the performance
of the classifiers on the algorithms, Algorithm 1’s performance is improved when using the
Linear SVM, whereas Algorithm 2’s performance is better with Simple Tree.

8.2

Future Work

For the future work, we can validate Algorithm 2 on datasets of different types and check
how it performs on different types of datasets. As sated earlier, we have not considered or
studied how the algorithm performs on images which have undergone counter-forensic
measures in the form of contrast enhancement. The authors of Algorithm 1 have considered
this aspect and they have also performed the tests on the tampered image which has undergone
counter forensic techniques to hide the contrast enhancement. We have not dealt with these
aspects as this research only deals with the splicing forgery detection. That is, in this research,
the performance of Algorithm 2 on counter-forensic measures of contrast enhancement has not
been tested. So, these areas which were not studied in this research can be explored in future.
Another possibility is to extend the present algorithm so that it can localize the region where
the image has been tampered with. To implement such a feature, we first need to extract the
features of the image by dividing the image into blocks and if we find a significant difference
between the values of one block with respect to the others in that image, then we can say that
the image was tampered with in that region.
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