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Abstract 
Context. Network placement of devices is an issue of operational security for most companies 

today. Since a misplaced device can compromise an entire network and in extension, a company, 

it is essential to keep track of what is placed where. Knowledge is the key to success, and 

knowing your network is required to make it secure. Large networks however may be hard to 

keep track of, since employees can connect or unplug devices and make it hard for the 

administrators to keep updated on the network at all times.  

Objectives. This analysis focuses on the creation of an analysis method for network mapping 

based on metadata. This analysis method is to be implemented in a tool that automatically maps a 

network based on specific metadata attributes. The motivation and goal for this study is to create 

a method that will improve network mapping with regard to identifying misplaced devices, and to 

achieve a better understanding of the impact misplaced systems can have on a network. 

Method. The method for analyzing the metadata was manually checking the network metadata 

that was gathered by Outpost24 AB’s proprietary vulnerability scanner. By analyzing this 

metadata, certain attributes were singled out as necessary for the identification. These attributes 

were then implemented in a probability function that based on the information determines the 

device type. The results from the probability function are then presented visually as a network 

graph. A warning algorithm was then run against these results and prompted warnings when 

finding misplaced devices on subnets.  

Results. The proposed method is deemed to be 30 878 times faster than the previous method, i.e. 

the manual control of metadata. It is however not as accurate with an identification rate of 

between 80% and 93% of devices and correct device type identification of 95-98% of the 

identified devices. This is as opposed to the previous method, i.e. the manual control of metadata, 

with 80-93%% identification rate and 100% correct device type identification. The proposed 

method also flagged 48.9% of the subnets as misconfigured.  

Conclusion. In conclusion, the proposed method proves that it is indeed possible to identify 

misplaced devices on networks based on metadata analysis. The proposed method is also 

considerably faster than the previous method, but does need some further work to be as efficient 

as the previous method and reach a 100% device type identification rate.  

 

Keywords: metadata analysis, network mapping, visualization, device placement 
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Summary (Swedish) 
Kontext. Placeringen av enheter i nätverk har idag blivit en säkerhetsfråga för de flesta 

företagen. Eftersom en felplacerad enhet kan äventyra ett helt nätverk, och i förlängning, ett 

företag så är det essentiellt att ha koll på vad som är placerat vart. Kunskap är nyckeln till 

framgång, och att ha kunskap om sin nätverksstruktur är avgörande för att göra nätverket säkert. 

Stora nätverk kan dock vara svåra att ha koll på om anställda kan lägga till eller ta bort enheter, 

och på så sätt göra det svårt för administratören att ständigt hålla sig uppdaterad om vad som 

finns vart.  

Mål. Den här studien fokuserar på skapandet av en analysmetod för att kartlägga ett nätverk 

baserat på metadata från nätverket. Analysmetoden ska sedan implementeras i ett verktyg som 

sedan automatiskt kartlägger nätverket utifrån den metadata som valts ut i analysmetoden. 

Motivationen och målet med den här studien är att skapa en metod som förbättrar 

nätverkskartläggning med syftet att identifiera felplacerade enheter, och att uppnå en större 

förståelse för den inverkan felplacerade enheter kan få för ett nätverk.  

Metod. Metoden för att analysera metadatan var att genom att för hand leta igenom den metadata 

som Outpost24 ABs sårbarhetsskanner samlade in när den letade efter sårbarheter i ett nätverk. 

Genom att analysera metadatan så kunde vi singla ut enskilda bitar som vi ansåg vara nödvändiga 

för att identifiera enhetens typ. Dessa attribut implementerades sedan i en sannolikhetsfunktion 

som avgjorde vilken typ en enhet hade, baserat på informationen i metadatan. Resultatet från 

denna sannolikhetsfunktion presenterades sedan visuellt som en graf. En algoritm som matade ut 

varningar om den hittade felkonfigurerade subnät kördes sedan mot resultaten från 

sannolikhetsfunktionen.  

Resultat. Den i den här rapporten föreslagna metoden är fastställt till att vara cirka 30 878 gånger 

snabbare än föregående metoder, i.e. att leta igenom metadatan för hand. Dock så är den 

föreslagna metoden inte lika exakt då den har en identifikationsgrad på 80-93% av enheterna på 

nätverket, och en korrekt identifikationsgrad på enhetstypen på 95-98% av de identifierade 

enheterna. Detta till skillnad från den föregående metoden som hade 80-93% respektive 100% 

identifikationsgrad. Den föreslagna metoden identifierade också 48.9% av alla subnät som 

felkonfigurerade.  

Sammanfattning. För att sammanfatta så bevisar den föreslagna metoden att det är möjligt att 

identifiera felplacerade enheter på ett nätverk utifrån en analys av nätverkets metadata. Den 

föreslagna metoden är dessutom avsevärt snabbare än föregående metoder, men behöver 

utvecklas mer för att nå samma identifikationsgrad som föregående metoder. Det här arbetet kan 

ses som ett proof-of-concept gällande identifikation av enheter baserat på metadata, och behöver 

därför utvecklas för att nå sin fulla potential.  

 

Nyckelord: analys, metadata, nätverk, kartläggning, visualisering, enhetsplacering 
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Nomenclature 
Acronyms  
AB - Aktiebolag 

CIS - Center for Internet Security 

CSC - Critical Security Controls 

FTP - File Transfer Protocol 

HIAB - Hacker-in-a-box 

HTTP - Hypertext Transfer Protocol 

HTTPS - Hypertext Transfer Protocol Secure 

HVAC - Heating, Ventilation and Air Conditioning 

IoT - Internet of Things 

IP - Internet Protocol 

IPS - Intrusion Prevention System 

IT - Information Technology 

MAC - Media Access Control 

MS - Microsoft 

NRPE - Nagios Remote Plugin Executor 

NTP - Network Time Protocol 

OS - Operating System 

OUI - Organizationally Unique Identifier 

PCI DSS - Payment Card Industry Data Security Standard 

PDF - Portable Document Format 

POS - Point of Sale 

PPTP - Point-to-point Tunneling Protocol 

RPC - Remote Procedure Call 

SMB - Server Message Block 

SNMP - Simple Network Management Protocol 

SOHO - Small Office/Home Office 

SSH - Secure Shell 

SQL - Standard Query Language 

TCP - Transmission Control Protocol 

TTL - Time to live 

UDP - User Datagram Protocol 

VNC - Virtual Network Computing 

XML - eXtensible Markup Language 

 

 

 

 



 

 

 

 
 
 
  



 

v 
 

Table of Contents 
 
Abstract                      i 

Sammanfattning                    ii 
Preface                    iii 
Nomenclature                    iv 
Table of contents                    v 
1. INTRODUCTION ........................................................................................................................ 1 

1.1. Introduction ........................................................................................................................... 1 

1.2. Background ............................................................................................................................ 1 

1.3. Objectives .............................................................................................................................. 2 

1.4. Delimitations ......................................................................................................................... 3 
1.5. Thesis question and/or technical problem ............................................................................. 3 

2. THEORETICAL FRAMEWORK ............................................................................................... 6 

2.1. Basic concepts ....................................................................................................................... 6 

2.2. Tools and utilities .................................................................................................................. 6 
2.3. Related research ..................................................................................................................... 7 

3. METHOD ................................................................................................................................... 10 

3.1. Data collection ..................................................................................................................... 10 

3.2. Data analysis ........................................................................................................................ 11 

3.2.1. Test data ........................................................................................................................ 17 

3.2.2. Client data ..................................................................................................................... 18 
3.3. Validation method ............................................................................................................... 18 

3.3.1. Previous method ........................................................................................................... 18 

3.3.2. Proposed method ........................................................................................................... 19 

4. RESULTS ................................................................................................................................... 21 
4.1. Results of test data analysis ................................................................................................. 21 

4.2. Results of client data analysis .............................................................................................. 22 

4.3. Comparison between previous and proposed method ......................................................... 23 

5. DISCUSSION ............................................................................................................................ 26 
5.1. Test data ............................................................................................................................... 26 
5.2. Client data ............................................................................................................................ 26 

5.3. Comparison .......................................................................................................................... 27 

5.4. General discussion, ethics and sustainable development .................................................... 28 



 
 

6. CONCLUSIONS ........................................................................................................................ 31 
6.1. Developed tool in regard to research question .................................................................... 31 
6.2. Guidelines on device placement .......................................................................................... 31 

7. RECOMMENDATIONS AND FUTURE WORK .................................................................... 34 
7.1. Improvement of proposed tool ............................................................................................ 34 

7.2. Recommendations for studies .............................................................................................. 35 

8. REFERENCES ........................................................................................................................... 37 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 
 
 
 
 
 



 

1 
 

 
1. INTRODUCTION 
 
1.1 Introduction 
Computer security has become a crucial part of almost all businesses today as we rapidly 

progress towards a more computerized society. However, with more computers in the world, we 

expose ourselves to an increasing number of vulnerabilities through the use of internet.  

Big companies and organizations with enormous networks of computers can be hard to protect, 

even if all the devices on the network are known and secured.  

 

Knowing your network is a basis for being able to have good security practices. For this reason, 

we have done this research on network mapping.  

This report contains information on our research which was done during the spring of 2017. We 

chose to do our work on a project in networking in the effort to find a way to use metadata to map 

networks.  

The objective of our work was to map networks and present the information in order to determine 

if there is anything unusual or suspicious present on the network.  

 

When analyzing metadata that we were able to find using provided network scanners, we aimed 

to find an efficient method to process this metadata in order to select the information we needed 

to map the network.  

 

Our main question was; can we identify misplaced systems on a network by analysis of network 

metadata? This question was quite open, and gave us a lot of freedom when determining what our 

final product would be. We found the topic relevant to today's society, as there currently does not 

exist a publicly available tool or method to visually map a network using metadata. At least not to 

our knowledge.  

 

This thesis is organized as follows. First there is an introduction chapter in which the background, 

objectives and problems of the research is explained. Then there is a theoretical framework 

chapter in which related research, tools and concepts are explained. Following that, the method 

chapter explains which methods were used and why, and then a results chapter presents the 

results achieved and how they were achieved. Then comes a discussion chapter where the results 

are discussed in regard to the thesis question. Finally, the conclusion chapter presents our 

conclusions on the work, and the future work chapter contains information and propositions on 

future work that would be beneficial for the proposed method and similar research in this field. 

 

 

1.2 Background
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The background to the problem is that the Information Technology (IT) security company that we 

did the research for, Outpost24 AB, provides network scanning as a service to its customers. 

Their scanning tools search for common security vulnerabilities on the client's network and 

reports them.  

However, their scanners gather a lot of metadata that is not used, but rather archived. Outpost24 

AB has had the desire and need to develop a tool that presents information about the network 

based on the gathered metadata. Unfortunately the company has had other priorities so that they 

could not develop this internally, which is the reason that they have provided it as a research 

topic for a master thesis work. 

The reason Outpost24 AB has for wanting this particular work done is that they want an easy-to-

understand tool that can be understood by customers with little to no knowledge of IT-security.  

The problem itself can be defined as the lack of a way to use the metadata. 

 
1.3 Objectives 
CIS CSC Top 20 today lists the following basic controls related to networks: [1] 

1. Know your resources. 

2. Know what you install on them. 

3. Perform good configuration on them. 

4. Verify the above controls continuously. 

5. Do not use administrative rights lightly. 

 

By studying these controls, we noted that the most basic thing to know is what resources you 

have. Despite this, many companies have problems with identifying resources, ownership and 

system’s placements on networks. 

For resources that do not fulfill controls 1 to 5 it will be hard to perform network-based 

inventories based on a company’s own resource list. Without control number one, security will 

fail. 

 

This project means to analyze and visualize anomalies on networks through the analysis of 

metadata. Through this, we mean to show that controls 2 through 5 are not met by implementing 

control 1. 

 
Our objective was therefore to analyze metadata given to us by the company, and determine if we 

could use any of it to draw up the network or draw any conclusions about the network that the 

scanner has not already picked up. 

 

The metadata consists of information about Transmission Control Protocol (TCP) headers and 

their enumeration, open ports, banners, certificate metadata, trace-route information, TCP and 

Internet Protocol (IP) random frequence on package identifiers, service identifiers, operating 

system-fingerprinting, supported cryptographic algorithms, detected installed software, detected 

Server Message Block (SMB) services and detected Remote Procedure Call (RPC) services. 
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Given the metadata, we had the objective to create a general analytic method that can be applied 

regardless of the current set of metadata. This method should look for and retrieve the categories 

of metadata we have concluded to be interesting during our initial analysis. 

Further, our objective was to create a tool that uses our analytic method and presents our 

conclusions about the network. This tool should be able to scan the metadata, retrieve the 

metadata specified by our method, and then present the results. 
 
1.4 Delimitations 
The project was done without any delimitations in the form of scope. Instead, the work was done 

with time as the only delimitation. Time decided how much was possible to achieve, as we only 

had one semester for this work. 

 
1.5 Thesis question and/or technical problem 
Our hypothesis was that through the collection of metadata from a network, it should be possible 

to draw conclusions about which systems, based on system type and presence of other systems 

that are not placed correctly on the network. 
        

Our thesis question was therefore the following: Can we identify misplaced systems on a network 

by analysis of network metadata? 

 

The technical problem is that the company currently retrieves a lot of metadata that is discarded 

or archived without any analysis. Their current tool for analyzing networks in search of 

vulnerabilities, the HIAB, does not use metadata in the way that we plan to use it. It also focuses 

on specific devices and their vulnerabilities rather than the network as a whole. The company has 

no method or plan for this excess metadata, and wants this changed. Therefore this project was 

created with the aim to solve this problem. Such as solution would for example be finding a use 

for this metadata in order to give a high level view of a network. This high level view could be 

used in order to identify and find a remedy for network placement issues, rather than the existing 

tool that identifies and remedies device issues.  

 

The problem that can occur at companies with big networks is that for example even fully 

updated and secured databases could be vulnerable if they are placed in a client network, and 

even a secured client could be vulnerable if placed on a server network. In big organizations there 

is unfortunately no consensus on which resources that should belong to which networks. Our 

purpose is therefore through creation of patterns and classifications for how a network should be 

assessed and which means of protection that are needed, identify which devices are present. Part 

of this will also be to be able to give recommendations regarding devices that do not meet the 

sufficient security level based on service and maintenance. 
 

Another aspect of this project is the possibility to, based on networks, identify equipment that 

hold a so called Small Office Home Office (SOHO) quality, and in this way detect and to a 

certain degree handle the danger that Internet of Things (IoT) devices and unknown devices pose 

to companies with open networks. This is a growing problem that has proven to be hard to handle 

[2]. 
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This technique could possibly also be used to identify anomalies when using cryptographic 

software, both internally and externally in organizations. By looking at and identifying flaws in 

Transport Layer Security (TLS)/Secure Sockets Layer (SSL) techniques, certificates and used 

cryptographic algorithms, and then transpose that information on the metadata from the networks, 

we should be able to quickly identify crucial information. Information like if the flaws are related 

to sensitive data or for example testing networks where centrally managed Public Key 

Infrastructure (PKI)/certificate structures rarely are used. 

        

This would also make it possible to identify embedded devices that often use self-signed 

certificates which can remain for years on a network. Certificates which could be, based on their 

spread through the network, possible to compromise by the attackers and therefore pose a threat 

to the whole network. Although there already exist tools for analysis of cryptographic security, 

they do not put together their perspective with other known data. This means that they cannot 

effectively distinguish resources that are related to testing or development from resources that are 

related to unmanaged embedded devices or security-critical systems. That in turn gives a signal-

to-noise-ratio that does not allow an effective management for companies, which means that they 

will have knowledge about the problem but not the means to prioritize critical measures. 
        

This is why we mean that with today’s thoughts regarding visualization and big-data-analytics 

there are possibilities to draw conclusions on device placement in networks. Conclusions which 

there for, in the IT-security business, for many years has been an informational basis but not the 

technical capacity for. Best case scenario is that this will contribute to a strengthened security in 

many organizations and it will be a part of the solution to the IoT-problems. 

One clear example of where a solution like the one proposed would have saved a lot of time, 

money and public relations is the information theft from the company Target. If the mixing of 

Targets Heating, Ventilation and Air Conditioning (HVAC) systems with their Point of Sale 

(POS) systems had been identified and proper isolation had been performed, millions of 

customers would not have had their credit card information stolen. 

Although the organization used solutions for network monitoring and worked according to the 

Payment Card Industry Data Security Standards (PCI DSS), they were not able to draw the 

conclusions needed to see and isolate their systems. 

 

The techniques are therefore directly applicable on a real and serious problem. It can most likely 

also be used for other valuable analyses. Such analyses will, if there is time, be incorporated in 

our work, or become a recommendation for future research for other students. 
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2. THEORETICAL FRAMEWORK 
In this section the basic concepts of the technical area in which the thesis is done will be 

explained. The most relevant existing tools will be discussed, as well as the tool provided from 

Outpost24 AB. A quick dive into other, similar research will also be done to show what has been 

done and how it is relevant for this research.  
 
2.1 Basic concepts 
The basic concepts of this research is basic networking and network analysis. For clarification 
purposes, we will state what concept this research refers to for some specific terms. 
  
A network in this research refers to a computer network. A computer network is used to exchange 
resources and information through data links and can be connected both through wireless and 
cable media. A generic computer network can contain thousands of connected devices, ranging 
from crucial servers to client stations and IoT devices [3]. 
 
Metadata in this research refers to information about data and literally translates to “data about 
data”. The definition of metadata can be said to be data that holds information about one or more 
parts of the data. Its area of use is summarizing basic information about data. The purpose of this 
is to make tracking and working with specific data easier [4]. 
 
A client as defined by us is a host intended to run as a workstation for a human being, or basically 
as a device that accesses functionality provided by servers. 
 
A server as defined by us is a host intended to run as a device that provides services or other 
functionality to other hosts.  
 
Anomalies in this research refers to devices on a network that should not be present on that 
specific network. Such anomalies can for example consist of misplaced servers on a network 
where there should be no servers. 
 
2.2 Tools and utilities 
Knowledge about existing tools and utilities is crucial to this work, as it is important to know 
what functions already exist and how they work.  
Relevant existing works in the area are fore mostly tools which perform the task of network 
mapping by scanning the network. Such tools are for example tools from Nmap and Unicornscan 
that have a good support for network based inventory of single resources or networks. However, 
there are no tools that perform this mapping based on metadata, and the above mentioned tools 
are not capable to draw any conclusions about placement.  
 
Nmap is a utility that offers for example network monitoring, determination of hosts on the 
network and what operating systems they are running, among other things. It is most commonly 
used to investigate a network before an attack, but could also be used by system administrators to 
keep track of the network and how servers and clients are configured [5]. By sending out raw IP-
packets on the network, it can gather the responses and analyze them for information about the 
network. Nmap is a quite powerful tool, but it lacks that extra security-perspective that was 
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wanted to be achieved in this thesis. It is also quite hard to understand the results presented by 
Nmap if you are not very familiar with Nmap and networking.  
 
Unicornscan is an asynchronous network stimulus delivery and response recording tool. This 
means that it transmits out broken packets to a targeted host and awaits any kind of response. 
When a response is received the Time to Live (TTL) value is calculated for each port and thereby 
operating system can be identified, since the time values are fixed for the different systems. [6]  
It is intended for people researching networks trying to find vulnerable devices. This tool is a 
smaller version of Nmap with not as many functionalities, but still a good tool for network 
auditing. Unicornscan however is getting quite old and will probably soon be discarded, as its 
functions in many cases are worked into Nmap.  
 
Finally, there is Hacker in a Box (HIAB), which is the tool on which information this thesis is 
based on. HIAB is a proprietary internal network scanner provided by Outpost24 AB. It is used to 
diagnose a client's network and scan for vulnerabilities. This is performed by using information 
from a vulnerability database to check networks for any kind of vulnerability. It is rather different 
from Nmap and Unicornscan as it is a more security-focused tool, whereas the other two mainly 
focus on individual devices [7]. HIAB is the tool that collects the network metadata that has been 
used during this research to find a solution to metadata-based network mapping.  
 
The most important thing about these tools when it comes to this thesis is that they collect all 
their information by scanning the network through the transmission of packets. This is good if 
you have access to the network and can scan it. However, this thesis aimed to find a method or 
solution to the scenario in which the network has been scanned by a vulnerability scanner and 
metadata has been collected from the network. The mentioned tools do not have the possibility to, 
based on metadata, map a network with the focus on identifying misplaced systems, and that 
would be their most important flaw. That flaw is what this thesis aimed to address by creating a 
proof of concept metadata mapping.  
 
This means that using these tools without the right context is not fully desirable from a security 
perspective, because they will only address a single defined problem and not see the bigger 
picture.  
 
2.3 Related research 
Some similar research regarding the use of metadata to see patterns and specific scenarios has 
been identified. This research is important, as it proves that this research is possible, relevant and 
not already done. When studying related work, inspiration and ideas, we get a better 
understanding of existing ideas and solutions to the different problems that we might encounter 
during this research.  
 
The related research presented in this paper was chosen based on a first glance of title and 
keywords, and then after a thorough reading of the published paper that was found interesting.  
 
One of the earliest works where metadata was used to find anomalies is T. Leckie and A. 
Yasinsacs research on anomaly detection in encrypted environments from 2004 [8]. Their work 
consisted of collecting and analyzing different kinds of metadata on a network that were related 
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to session activity and used protocols. They then used statistical and pattern recognition methods 
on the metadata with the purpose to separate between normal activity and anomalies, and then to 
separate between legitimate and malicious behavior. This is akin to our work in the way that our 
work also strives to identify anomalies, but regarding devices rather than malware or intrusions 
on the network. T. Leckie and A. Yasinsacs research is however interesting and inspirational as it 
is somewhat pioneering and is still relevant for our work today. Their basic concepts provide a 
base for our work. 
 
Another related research idea regarding analysis of metadata to find anomalies was performed by 
P. Teufl. According to Teufl in his research on phone applications, analysis of metadata could be 
considered as a method that is placed on a very high level on the malware detection/analysis 
hierarchy, which is used to extract suspicious applications for further analysis [9]. He also states 
that his proposed metadata analysis should be used to learn more about applications and to detect 
application anomalies.  
 
These two works prove that analysis of metadata can be used to identify anomalies and malicious 
behavior in networking and other contexts. By studying their work, we can draw conclusions 
from results and methods and get inspiration for our own methods. Their work give as a 
foundation on which to start our work from.  
 
Regarding networking, in a report in the Energy Policy paper from 2015, a group of researchers 
from Italy presented their results from a try to map clean-tech companies using information they 
can access freely from a database of companies [10]. Their research is interesting, because it is 
similar to this thesis when it comes to mapping specific objects with metadata.  
Their work is relevant as it shows that when analyzing metadata and pairing it with other 
information, patterns can emerge. In this case, the patterns were based on clean-tech innovations 
and growth within companies. The researchers however have focused their study on economy 
rather than security, so their results are not interesting to this work. The concept however is. 
Their research is a good proof of concept for using metadata to map networks. 
 
Hric et al. used metadata and network structures to predict missing nodes in networks [11]. This 
report was one of the most relevant, as the authors showed that they, with the help of metadata, 
could predict nodes in networks. Although their focus was not to map networks but rather search 
for missing nodes, their results are an important source of knowledge for this work. Their work 
can be seen as the inverse of the work proposed in this thesis. Hric et al. also states their trouble 
with the large sets of metadata, of which a large amount of tags were completely useless. 
Therefore, a lot of time had to be spent on analysis of the metadata to sift out the irrelevant 
information. This gave us an indication of the work to come during the first phase of this master 
thesis.  
 
During our search for related research, we did not find any publicized work that is the same as 
what we propose to do, and we therefore assume that there is enough novelty in our proposed 
work. Hence, the contribution to science is clear in this project 
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3. METHOD 
In this section, the general methods that were used during this work are presented. An 
explanation of how the data was gathered, as well as how it was analyzed will be done. This 
section also will explain why the method was created the way it was.  
 
3.1 Data collection 
The metadata on which the initial analysis work was performed was gathered by Outpost24 AB’s 
proprietary network scanning tool called HIAB. This scanner is used primarily to scan networks 
in search of vulnerabilities present on the devices that are connected to the network. 
Besides the vulnerability scanning, the scanner also gathers a large amount of metadata related to 
the network and the different devices that are present there. This metadata is at the moment stored 
and formatted in Extensible Markup Language (XML) format and then archived.  
 
The XML-files consists of metadata attributes such as information about TCP headers and their 
enumeration, open ports, banners, certificate metadata, trace-route information, TCP and IP 
random frequence on package identifiers, service identifiers, operating system-fingerprinting, 
supported cryptographic algorithms, detected installed software, detected SMB-services and 
detected RPC-services. 

According to Outpost24 AB personnel, the Outpost24 scanner always scans in the scope of one 
host per scan but can present multiple scanned hosts in one report later on in the process. This 
host can either be given by the user, using a hostname or an IP, or using a discovery scan. The 
discovery scan is itself seeded by a predefined list of known IP addresses, IP ranges or 
hostnames. A discovery scan detects hosts using multiple methods involving different Internet 
Control Message Protocol (ICMP), TCP or User Datagram Protocol (UDP) payloads. 

The first step the scanner performs against its given target is to identify open ports. For TCP this 
is done through a SYN scan. For UDP the scanner uses predefined protocol payloads to attempt 
to provoke a response. Further open ports can be identified using portmap services running on the 
target. Other network information such as traceroutes and protocol header flags are also extracted 
using ICMP, TCP and UDP. 

In the second step the scanner attempts to identify the services running on the open ports. This is 
first attempted through leveraging pattern identification on banners and responses to predefined 
payloads. If that fails the scanner does a lookup in a port-service table derived from the Internet 
Assigned Numbers Authority (IANA) list. 

In the third step the scanner interacts with the identified services to extract interesting 
information. This is done either through provoking responses with predefined payloads or 
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through following the protocol of the given service. For example, in the case of Secure Shell 
(SSH) the scanner extract what version, ciphers, key-exchange and mac the service supports. 

Similarly for SSL/TLS the scanner extracts supported versions and ciphers but also presented 
certificates etc. For the subset of protocols that involve authentication, such as SSH and SMB, the 
scanner can also use credentials supplied by the user to extract further information. 

That information consists of output from executed commands, file content and metadata, registry 
keys etc. 

In the fourth step all the extracted information from the different protocols are then analyzed to 
identify installed products, configurations, the existence of specific behaviors etc. How this is 
done depends on the source of the information, some datasets are analyzed with regular 
expressions and others using custom scripts to extract values from specific formats like 
JavaScript Object Notation (JSON), xml etc. 

In the final step a database of rule definitions for informational and vulnerability findings is 
evaluated against the gathered information to compose a report for a given scan. 

The gathered information is also largely presented as meta-data, and similar to running 
vulnerability rules against the known facts, this fact is available for further processing. Selections 
from this information have been used for the work presented in this report. 

3.2. Data analysis 
To be able to use the data and read it in an easier way, it first needs to be converted from XML-
format to plain text. To do this, a parser was created. This parser was written in the language 
Python, as Python is a very diverse language with a lot of support for different plugins, 
Application Programming Interface (API’s) and libraries.  
Python is also a language that is effective when working on large sets of data.  
The main motivation for using this language was however that Outpost24 AB uses it for most of 
their tools and products, and that we are familiar with the language [12]. 
 
To present the resulting data visually, a plugin for Python called pygraphviz which is the Python 
plugin for Graphviz was used. Graphviz is an open source graph visualization software that can 
be used for representing structural information as diagrams of abstract graphs and networks. 
Graphviz takes descriptions of graphs and makes a diagram in an appropriate format such as an 
image, Portable Document Format (PDF) or displays it in an interactive graph browser. Graphviz 
has a lot of features for diagrams that were deemed interesting for visualization of networks. 
Such features include options for colors, fonts, tabular node layouts, line styles, hyperlinks, and 
custom shapes. [13] 
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To be able to answer the research question; can we identify misplaced systems on a network by 
analysis of network metadata, the metadata had to be analyzed in search for information. By 
parsing the metadata we could initially by hand analyze the information and see what parts of the 
metadata that can be used to identify the device type. Since there is a large amount of different 
kinds of metadata related to each device, the data was sorted by the tool in groups under the IP 
address to make it easier to read. The initial analysis needed to be done by hand, as it was 
essential to read all the metadata and single out the pieces that were deemed crucial to deciding 
device type.  
 
During the analysis, the initial findings were that during the scan of some of the devices, the 
operating system was found. Unfortunately, that was not always enough to with certainty 
determine the device type, especially since UNIX operating systems are used for both clients and 
servers. However with this information, a select part of the devices could with a high probability 
be distinguished as for example Windows servers or Windows clients, for those findings that 
stated an operating system. Assumption of device type based on Operating System (OS) was 
made with regard to what the OS was intended to function as. For example a Windows 8 machine 
is intended to be a client and not a server.  
The following OS findings let us with high probability identify the following devices. [14] 
 

Operating system found Device 

Juniper OS Network Device 

Cisco IOS Network Device 

Apple AirPort Network Device (Router) 

Fabric OS Network Device (Switch) 

Check Point GAiA Network Device/Security equipment 

Cisco Unified IP Phone IP Phone 

HP iLO4 HP ProLiant Server 

Windows (5.2) Windows Server 2003 

Windows (6.1) Windows Server 2008/Home server 

Windows (6.3) Windows Server 2012 

Windows (10.0) Windows Server 2016 

Windows Server 20xx Windows Server 20xx 

VMware ESX/ESXi Virtual Server 
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Windows 7, 8.1, 10 Clients running Windows 

Apple Mac OS X Apple clients 

HIAB Security Scanner 

Table 3.1 - Found operating systems and their correlating device type.  
 
Further analysis of the metadata was conducted, and additional information was singled out since 
only a part of all devices on the network were identifiable by matching their operating system. 
 
To be able to safely identify the devices that did not run client/server specific operating systems, 
i.e. the devices that either did not have an identifiable operating system, or are running a Unix-
based OS, an analysis of the open ports was conducted. 
By performing an extensive manual study of the device metadata to find the open ports and 
correlating them with a specific service, it was possible to greatly improve the proposed tool. By 
making qualified assumptions on the device type by analysis of running services, almost all 
devices were mapped.  
 
The analysis of ports, correlated with OS, gives more bearing to our conclusions about device 
types, as the open ports indicate which services are running on the device and by extension, what 
the device type is. [15] 
 
 
 

Port TCP/UDP Service Possible device 

21 TCP/UDP FTP 60% Server, 40% 
Client 

22 TCP/UDP SSH 60% Server, 40% 
Client 

53 TCP/UDP DNS 100% Server 

67 TCP/UDP DHCP 40% Server, 60% 
Network Device 

80 TCP/UDP HTTP 50% Server, 50% 
Client 

80 + unknown service TCP/UDP Skype 100% Client 

123 TCP/UDP NTP 100% Server 
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135 TCP/UDP RPC 50% Server, 50% 
Client 

137 TCP/UDP NetBIOS name 
resolution 

50% Server, 50% 
Client 

138 TCP/UDP NetBIOS Datagram 
Service 

50% Server, 50% 
Client 

139 TCP/UDP NetBIOS Session 
Service 

50% Server, 50% 
Client 

161 TCP/UDP SNMP 100% Network 
Device 

170 TCP/UDP Print Server 100% Print Server 

443 TCP/UDP HTTPS 50% Server, 50% 
Client 

443 + unknown 
service 

TCP/UDP Skype 100% Client 

464 TCP Kerberos 100% Server 

515 TCP Line Printer Daemon 100% Printer 

548 TCP Apple Filing Protocol 100% Client 

631 TCP/UDP Internet Printing 
Protocol 

100% Printer 

830 TCP/UDP Netconf over SSH 100% Network 
device 

1311 TCP Roxio  70% Client, 30% 
Server 

1434 UDP MS SQL 100% Server 

1723 TCP/UDP PPTP 100% Network 
Device 

3283 TCP/UDP Apple Remote 
Desktop 

100% Client 

3306 TCP MySQL 70% Server, 30% 
Client 
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3389 TCP Windows Remote 
Desktop 

60% Server, 40% 
Client 

3689 TCP Itunes 100% Client 

5666 TCP NRPE (Nagios) 50% Server, 50% 
Client 

5900 TCP VNC Server 60% Server, 40% 
Client 

9100 TCP Raw TCP data 100% Printer 

62078 TCP/UDP upnp 100% Handheld 

62078 TCP iphone-sync 100% Handheld 

Table 3.2 - Port numbers, their corresponding service and probable device type.  
 
By taking into account the operating system and the open ports, a probability function could be 
created for the analysis tool. This probability function takes into account the different metadata 
information deemed crucial, and calculates which device type the device probably is. The 
probability function is derived from what services are run on which ports. This information is 
programmed in to the function together with what device types that are most likely to run the 
specific service. 
 
The reason that the metadata initially needed to be analyzed by hand and not with some existing 
tool or scientific method is that metadata from different sources are not the same, or even have 
the same attributes. There simply does not exist any generic method to analyze metadata, since 
the metadata and its attributes will have a different appearance based on how they were generated 
and what tool has acquired them. Therefore the metadata initially needs to be analyzed by hand to 
identify the key attributes that then can be included in an automated analysis method.  
 
When the crucial information had been obtained and analyzed by the developed tool, it is 
weighted and then run through a probability function that takes into account the different pieces 
of information. Based on their weight and the existing information for each device, the tool 
makes a qualified assumption on what kind of device type it is.  
 
This method is deemed scientifically sound because of three reasons: 
 

- Firstly, there are weighing and probability functions in the analysis. The different pieces 
of information are weighed against each other, for example open ports, operating systems 
and services. The only devices that are automatically assigned as server or client are 
devices that run the operating systems Windows 7, 8.1 and 10, and the Windows server 
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distributions. The devices that run Juniper OS are also directly assigned as network 
devices, as well as HIAB as security device. The reason for this automatic assignment is 
that a server will never run a Windows 7, 8.1 or 10 distribution, and a client will never run 
a Windows server distribution, because this would be extremely impractical and illogical. 
If a company despite this run a server on a Windows 7, 8.1 or 10 distribution, they would 
need basic IT-education rather than specialized vulnerability scanning. Also, Juniper OS 
can only run on network devices and a HIAB is Outpost24 AB’s proprietary scanner. 
[16].    

 
- Secondly, our assumptions regarding which ports and services should be running on a 

server respectively client are based on common networking practice and experience. [17]. 
[18]. This ensures a probability function based on established knowledge.  

 
- Finally, the analysis method does not guarantee that something is a specific device type. 

Instead it, based on the earlier mentioned weighing process, outputs what the device 
probably is with the probability measured in percent. In this way, there are possibilities 
for the system administrator to physically verify devices that are marked as unsure or has 
a low probability, instead of assuming anything.  

 
The analytic tool outputs its result using Graphviz after it has analyzed the metadata. To 
differentiate between servers, clients, network devices, unspecified devices and IoT devices, the 
tool uses coloring of the nodes to highlight the different types. 
 
To address the issue of identifying misplaced devices, an algorithm for learning the secure 
behavior of a network was created. This algorithm outputs a warning if a subnet or network is 
deemed insecure based on present devices. The warnings are based on what is classified as a 
“normal” configuration of a network and the findings of “not normal” behavior. For example 
networks with all of the same device types are normal, and networks consisting of servers and 
network equipment can also be deemed normal. 
Not normal behavior of a network is detected based on the composition of the network. If the 
algorithm detects that a network has a majority of servers on it, the network will be classified as a 
server network. If classified as a server network, the algorithm may the other devices present with 
a warning level of varying priority. Printers will for example be tagged as a potential high risk on 
a network that has been classified as a server network, while network equipment will be 
classified as a low risk or normal. Similarly, if a network is classified as a client network, printers 
will be tagged as low risk or normal and if there are more than one or two servers, the servers will 
be tagged as a potential risk.  
The decision to output a warning about the network or subnet is taken by the algorithm when the 
risk level reaches above a certain threshold. To issue a warning, the risk most be higher than 
1.5/10. The warnings can have different priority levels and are ranked from 0 to 10. A network 
consisting of mixed device types would for example have a high priority level, while a network 
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with a misplaced printer or client would have a lower priority level. The priority levels are 
decided based on how many and what kind of devices are found, and also what kind of network 
the subnet is considered to be.  
 
Using this algorithm to detect misplaced or harmful devices on a network we can visualize 
potentially vulnerable networks.   
 
Unfortunately because of the nature of the task, there are not really many methods or tools to 
compare with. This is because the earlier mentioned fact that metadata is so different from source 
to source and from acquiring method to acquiring method, and that this specific work has not 
been done before. Although there exists similar work (see chapter 2), their analytic methods and 
solutions are so different in aim and scope that it is hard to compare to our method.  
 
Teufl’s work is the only one of the related works that is similar to ours in such a way that it could 
be compared. Teufl implements a statistical analysis of metadata in order to identify keywords in 
the metadata. By doing this, he can identify mobile applications that for example have to many 
unusual permissions, do not match description with permissions, or in other way seem suspicious.  
This method shows similarity to our proposed method since we also use statistical analysis to 
identify keywords in the sets of metadata. However, our method differs in a crucial way since it 
often can draw conclusions from individual metadata attributes, whereas Teufl’s method always 
needs to cross-reference his findings with each other before drawing any conclusions.  
This makes us argue that our method is more effective, as it does not always need to cross-
reference different findings, but rather can trigger a 100% device type match in the probability 
function based on individual attributes. Teufl’s method cannot do such conclusions based on one 
individual finding.  
 
The other methods that are proposed or mentioned in the related works are not applicable on our 
work since their goal is so different from ours. Marra et al. use matrixes to cross-reference 
objects with the same metadata tags to investigate clean-air technology companies, which is a 
method not usable for us since we need to identify individual attributes and draw conclusions 
from them. Hric et al. are doing interesting work, but as mentioned in chapter 2, it can be seen as 
the inverse to our work. They identify missing nodes that should exist, while we identify devices 
that exist but should not exist. Hric et. al. gather informational metadata to identify edges in 
nodes that are not visible in the regular datasets. This is also not applicable to our work.  
Finally, Leckie and Yasinsac’s method relies on real-time behavioral recognition which is not 
feasible to us as our proposed method is not designed or desired to be used in real-time.  
So in conclusion, our work can be seen as a further developed and more effective implementation 
of Teufl’s solution.  
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3.2.1 Test data 
The test data that was used during the work on the analysis method was supplied by Outpost24 
AB and consisted of a set of metadata acquired by their scanners. This specific metadata 
represented their internal network which consists of a couple of hundred of hosts. 
The metadata was ordered in the XML-format with the categories host list, portliest and detail 
list. Hotlist contained information about the host, such as IP, hostname, OS and number of open 
ports. Portliest contained information about open ports and the service that was running on the 
port. Finally, detail list contained information about vulnerabilities, traceroute information, 
cryptographic services and answers from different tests the scanner had executed.  
 
Thanks to the test data being metadata from Outpost24 AB’s network, we could verify our 
assumptions on which device type a device was by checking the actual device in the building. 
This was helpful during the creation of the analysis method as we were able to validate our 
assumptions and check if they were correct.  
 
3.2.2 Client data 
When the test data had been analyzed and the proposed method tested, client data was supplied 
by Outpost24 AB. This client data was also ordered in XML-format and consisted of larger sets 
of metadata with the number of hosts ranging up to 7000, acquired by Outpost24 AB’s scanners. 
These sets of metadata represented the clients’ internal networks which are much larger and 
consist of much more different devices than Outpost24 AB’s internal network.  
 
The metadata was structured in the same way as the test data and was used to further develop the 
analysis method to be able to identify a larger amount of devices. 
 
3.3 Validation method 
The goal of this thesis was to identify eventual misplaced devices on a network.  To verify to 
what degree the amount of misplaced devices were identified, the proposed tool, probability 
function and warning algorithm was run on different sets of metadata from different companies to 
see if it retrieved any findings.  
 
The initial analysis method was, as previously stated, run on Outpost24 AB’s internal network. 
This meant that validation could be done by hand by checking the metadata manually to verify 
that the tool has come to the right conclusions. To further validate the findings when uncertainties 
arose, the different physical devices could be visited in the building to see if our assumption on 
device type was correct.  
 
Since there does not exist any previous implementation with the same function, there is no prior 
work to compare to as such, and thus no way to deduce whether the proposed tool is more 



19 
 

effective than any previous method. For comparison purposes, we however state that the previous 
method would be to analyze the metadata by hand to see if the device is a client or a server.  
 
3.3.1 Previous method 
The previous analysis method was tested on 30 of the different devices on the test data with the 
intent to measure how long time it took to identify the device type. On average, the time it took to 
read, analyze and deduce the device type was 45 seconds per device. With regard to the number 
of devices in the actual set of metadata, it would take about 13 185 seconds, or about 220 minutes 
to analyze the test data. Deviations were based on the amount of metadata that was present and 
what information the metadata consisted of. It also needs to be stated that with this method, the 
analytic needs to keep in mind which subnet the device is on, and what kind of devices that 
should be present on that subnet. This makes the method very complicated and time consuming.  
 
3.3.2 Proposed method 
The proposed method, i.e. our tool that analyses the metadata and through a probability function 
and warning algorithm states which kind of device type the device probably is, and if a network 
is potentially vulnerable, takes 0.427 seconds to process a metadata set of 293 devices. This 
means that the proposed method is roughly 30 878 times quicker than the previous method.  
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4.  RESULTS 
In this section, the results of the work are presented, and a comparison of the results between the 
previous and the proposed method is presented.  
 
4.1 Results of test data analysis 
The results of the metadata analysis of the test data with the proposed solution, i.e. the developed 
tool, identifies 272 out of a total of 293 devices. This means that the tool had an identification 
rate of 92.8%. 
The remaining 21 devices that were not identified were devices with no information about 
themselves. They were either special case devices that do not behave as usual devices, i.e. they 
did not give away any information of any sort, or they were configured in a secure way with no 
ports open.  
Since literally no information besides their IP-address was available, no valid conclusions about 
their device type was able to be drawn from the metadata. 
 
90 out of the 272 devices were identified by their operating system, while the rest were identified 
by the probability function that was based on which ports were open on the devices and which 
operating system that was found.  
These results were controlled by manually checking the devices metadata. 100 random devices 
were picked, based on the probability of the correctness of the result, their IP or by their 
presumed device type. The metadata was manually read and conclusions for a possible device 
type was drawn and then checked with the tools result. Through this control, we found that the 
tool identified the device type identically with our manual conclusions in 98 out of the 100 
devices controlled.  
The two device’s we found which differed in device type when manually analyzed were network 
devices. The proposed tool had identified them as servers instead of network devices.  
This means that according to our tests, the proposed tool has a success rate of 98% of the 
identifiable devices.  
 
The results of the warning algorithm on the test data showed that a warning was issued for three 
of the 12 subnets. The first of these warnings regarded what the algorithm identifies as a client 
network that had two servers and two unknown devices. The warning was a low priority of 4/10 
and could be translated more as a “check or fix this as soon as possible” rather than a “this is 
really bad, fix it now”. The second warning was a higher priority of 5/10 and regarded a subnet 
that had a limited number of servers, clients and unknown devices on the same subnet. Finally, 
the third warning had a lower priority of 2/10 due to a single printer found on a server network.  
 



22 
 

4.2 Results of client data analysis 
The results of the metadata analysis of the client data generated a lot more information than the 
analysis of the test data. A larger number of operating systems were found, which needed to be 
accounted for. A lot more services and open ports were also found and accounted for.  
The four sets of client metadata were analyzed separately so that each network could be studied 
in depth. The final results can be seen in figure 4.2.1. 
 

Client data 
 

Total devices Unidentified devices Percentage 
identified 

Customer1 2220 447 80% 

Customer2 5958 699 88.3% 

Customer3 5109 984 80.7% 

Customer4 7467 1309 82.5% 

Table 4.1 - Results from analysis of client data devices 
 

Combined, the four sets of metadata had 20755 devices, of which 3439 were unidentifiable. This 
gives our proposed method an identification rate of 83.4% on all the clients’ large sets of  
metadata.  A manual analysis of the client metadata gave us correct device type identification in 
95% of the identified devices. 100 devices were randomly selected for this manual analysis, 25 
from each set of client metadata. The 5% that were possibly misidentified were either servers or 
network devices, i.e. the same problem as in chapter 4.1.  
The unidentifiable devices were also checked to see why they could not be identified. All of the 
100 randomly selected unidentifiable devices that were checked had either none or too little 
information about themselves for the tool to draw any conclusions.  
 
The results of the warning algorithm on the client data showed that a large number of subnets 
were deemed either high risk or low risk in regard to potential vulnerability. When tested, the 
warning algorithm picked up slightly under 50% of all the subnets across the four customers 
metadata sets.  

Client data 
 

Total subnets Subnets with 
warnings 

Percentage of 
vulnerable/misconfi
gured subnets 

Customer1 119 49 41.2% 

Customer2 246 121 49.2% 

Customer3 196 109 55.6% 



23 
 

Customer4 433 207 47.8% 

Table 4.2 - Results from analysis of client data subnets 
 
The majority of these warnings were high risk warnings with 7/10 or higher due to large number 
of mixed devices on subnets. There were also found a couple of subnets with low risk warnings 
due to single misplaced devices. The warning algorithm showed that 48.9% of all the subnets on 
the customer’s networks were misconfigured in one way or another.  
 
 
4.3 Comparison between previous and proposed method 
Since the previous method was, for comparative reasons, stated as manually controlling the 
metadata, the proposed method is faster than the previous.  
When it comes to reliability however, the previous and proposed methods seem to have nearly 
the same reliability. This is principally because the proposed method’s probability function is 
based on the previous method.  
By manually analyzing the metadata, conclusions were made. These conclusion were then 
transferred on to the tool and automated to speed up the process.  
 
The results of comparing the proposed and previous method is that the proposed method is 30 
878 times faster than the previous, as can be seen in chapter 3.3.2. In reliability however, the 
previous method is slightly more reliable, as it can identify the difference between a network 
device and a server more efficiently than the proposed method, as can be seen in chapter 4.1.  
The previous method however cannot in an efficient manner warn if devices are placed wrongly. 
To do so using the previous method would require the user to draw the network by hand and look 
at it to see if something is wrong. This is not a reliable or feasible method. The proposed method 
however solves this automatically with a high degree of accuracy.    
 
The proposed method includes visual aid and warnings that helps the system administrator or 
user to analyze and identify misplaced devices. That together with the speed of the proposed 
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method is why we argue that it is superior to the previous method.  

 
Figure 4.1 - Illustration of subnets with the percentage bar colored based on how many clients, 

servers, printers and unidentifiable there are on the subnet.  
 

 
Figure 4.2 - Illustration of a single subnet that contains 2 servers, 17 clients and 2 unidentifiable. 
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5. DISCUSSION 

In this chapter we discuss our findings and results, and try to explain why the results are as they 
are.  
 
As shown in the results, the proposed tool is faster than the previous method, but slightly less 
accurate in its current form. It also has a key functionality that the previous method lacks, i.e. the 
automatic identification of misconfigured subnets. The reason it is not as accurate is that the 
probability function would need some further development to reach a 100% success rate instead 
of the current 98%. This is regarded as human error in programming, and as such, it can be 
corrected according to us.  
This result is not something we predicted, but is however not something that came as a complete 
surprise. Since the proposed method is essentially an automated implementation of the previous 
method, there will always be a risk of misidentification in the proposed method. To minimize the 
misidentifications using this method, various studies and developments could be implemented. 
Some such suggestions are mentioned in chapter 7. The findings of the warning algorithm were a 
bit more surprising. We did not expect that as much as nearly 50% of the subnets were 
misconfigured with a varying degree of severity. 
Regarding the thesis question, our prediction was that we would indeed be able to identify 
misplaced devices using metadata. Therefore we argue that we have answered the question and 
that the answer corresponds with our predictions.  
 
5.1 Test data 
When analyzing the test data the results showed that not all devices were identified. This was an 
expected outcome from the beginning, since some network devices are configured or created to 
not give up any kind of information about themselves, and thus not be able to identify. This 
means that they are secure, and that it is a positive thing that our proposed method cannot identify 
them. 
The fact that 33% of the identified devices were identified solely on their OS was slightly 
unexpected. However, since the only devices that can be positively identified using only OS are 
Windows and Juniper devices, these numbers will vary from company to company. If a company 
is running most of its computers on a Windows OS, a lot of the devices will be identified based 
on the OS. If the company however runs Unix-based OS’s on their devices, the device will to a 
greater degree be identified by their ports and services.  
The fact that only 25% of the test data subnets were misconfigured or had a misplaced device did 
not really come as a surprise, since the test data stems from a security company and thus should 
have fewer problems with networks than other companies.   
 
5.2 Client data 
The different sets of client metadata gave us a slightly surprising result. Some subnets were 
completely inaccessible for Outpost24 AB’s scanner, thus not being identifiable by our proposed 
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method. The devices on the inaccessible subnets had only an IP-address and nothing else. The 
probable reason for this result is that these particular subnets reside behind either some kind of 
firewall or IPS that prevents the scanner from reaching its target. To circumvent this obstacle, a 
scanner needs to be placed within the specific subnet. This is however not the scope of our 
studies, but rather a solution that would give us usable information about devices that we today 
do not have any information on. 
We also noticed that some devices were lacking any kind of information about themselves other 
than an IP-address even though they were on accessible subnets. This is, just as in chapter 5.1, 
because some devices do not give up information, or are secured and configured in a way that 
they do not give up information.  
The warning algorithm results were however not so surprising. As previous research and studies 
showed, there is a general lack of knowledge on how to handle IT environments. This assumption 
was proven by the results of the warning algorithm according to us, since it showed that nearly 
50% of the subnets were misconfigured. This shows that there is much to do in the field of 
network security and policies regarding device placement.  
Regarding that the results showed that only 83.4% of the devices were identified we would still 
argue that this despite the relatively low identification rate means that our proposed method is 
useful. The relatively high rate of unidentified devices is, as already explained, due to a number 
of hosts being protected, i.e. inaccessible to the scanner. This resulted in no metadata retrieved by 
the scanner. Our assumption, based on our high correct identification rate, is that if the 
firewalls/IDS’s were configured to allow the scanner during the scanning, this would result in 
that our proposed tool would be able to identify most of the remaining devices as the scanner 
would be able to retrieve metadata. This is however nothing we can say is a certainty, but rather 
is our assumption, and therefore it would need testing during eventual future work.  
If tests would indeed show no increase in performance even when allowing scans, it would have a 
negative impact on the tool’s usefulness. It would not be as precise as we would like, or as potent 
in identifying possible misplacements as it would with a higher identification rate. It would 
however be useful in some extent as it would still show a number of subnets and networks fully 
or nearly fully identified. Unfortunately it would in that case not give the high level overview that 
we would like, but it would in any case be more useful than no tool at all. 
   
In conclusion we mean that our proposed method is valid and useful, since the reason that our 
identification rate (83.4%) is not higher is according to our assumption due to outer 
circumstances during testing rather than the proposed method itself. Even if the identification rate 
of 83.4% is correct, the proposed tool is still useful to some extent as it shows more than nothing. 
Even if it only can identify one subnet, it could possibly eliminate an eventual vulnerability.  
 
5.3 Comparison 
As shown in chapter 4.3, the proposed method is 30 878 times faster than the previous method. 
This was entirely expected, since the previous method was performed by a person while the 
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proposed method is performed by a computer. Since a computer can perform a lot more 
calculations simultaneously than a human can, it is not surprising that the proposed method is 
quicker.   
Regarding the identification part, it is possible to do using the previous method. That however 
would be a very slow and hard process, which we deem not feasible. Our proposed method 
automates the identification part with the algorithm that identifies “not normal” behavior or 
placement of a network.  
We would however argue that it is to be seen as a proof of concept rather than an optimal 
solution. The probability function was created to give a hint on what device type a device has, 
based on our knowledge. The warning algorithm can act as an advisor and give warnings to a 
system administrator. Since the tool presents to what percentage we are certain that a device is a 
certain type, a system administrator can also check up on devices that have a low percentage. We 
would have liked to further improve both the probability function and warning algorithm, as 
stated in chapter 7.1, but that would take a lot more time than was available.  
Despite that, we argue that our proposed method is faster, simpler and more efficient than the 
previous method.  
Compared with the existing techniques and tools currently deployed or used by Outpost24 AB, 
our proposed tool gives the user and the customer a very easily understandable interface that 
shows the results of our methods. This is due to the initial requirements stating that it is supposed 
to be available for viewing and understanding even for non-technical staff. Since Outpost24 AB 
currently has no tool that provides the same functionality as our proposed method, we have 
produced something new for the company, which is beneficial for all parties involved as it opens 
up a new piece of the market and gives Outpost24 AB more tools in their portfolio. This 
proposed tool should according to us be seen as a complement to the existing HIAB as it besides 
the HIAB’s functionality of providing information on potential vulnerabilities on single 
computers, provides the customer with a map of his network and gives indications about what 
could eventually be a problem on a network placement level. Our proposed tool is however not as 
detailed, precise or mature as the HIAB, which is why we see it as a proof of concept and a 
complement to existing tools rather than a substitute.  
 
5.4 General discussion, ethics and sustainable development 
The future for the proposed tool can go in many ways according to us. If wanted, it can become 
even more automated and able to identify misplaced devices with a higher accuracy. It could also 
be used as a visualization tool to show a client what their network actually looks like. We would 
argue that the tool, since it is basically a proof of concept, has a great deal of possible directions 
in which it could be developed or used. Therefore, there is a future for it. We have developed it 
with the future and sustainable development in mind, which means that the code is easy to read 
and modular to make it easy to build further upon. It is also not so heavy on the computer that 
runs it, utilizing only 3% memory and 20% CPU while parsing, analyzing and generating the 
graph. There is however one part in our tool that is based highly on our own subjective 
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assessments, and that is the probability function. This is not really optimal or wanted in a 
production-environment as it means that decisions are made based on two people’s subjective 
assessments. To make the probability function more objective and more precise, we would need 
to move away from our subjective assessments on how we distribute the weights. This would 
need to be done mainly by performing studies, such as mentioned in chapter 7.2, and 
implementing the knowledge that comes as a result into the probability function. Letting a 
number of different people with different technical backgrounds study the probability function 
and the metadata and then give their input on what device type they think a device is would 
perhaps be beneficial. This would at least give the proposed method more diversity and maybe 
find something the authors have overlooked. There is always a risk that our subjective 
assessments are wrong in some extent, meaning that the probability function does a correct 
identification based on the function’s weights, but that it in reality is wrong due to our subjective 
assessments being wrong.  
There is however no method known to us that with a 100% certainty identifies a device correctly 
at all times, which means that assumptions need to be made, at least to some rate. The question is 
however how to make these assumptions as close to facts as possible.    
 
Regarding ethics the work resides on a moral high ground, being a study regarding metadata’s 
usefulness in mapping and identifying devices on networks. The aim of this work is to further the 
knowledge in the field of IT-security. This knowledge could however possibly also be of benefit 
to attackers if they gain the source code and manage to place scanners within a target network. 
This however is highly unlikely, and if the attackers got so far, the damage would already be 
done to the victim as their network would be breached and exposed before our method would be 
used. We would therefore argue that our method does more benefit to the IT-security world than 
it could possibly do harm. 
 
During our work we have gained greater insight in the field of networks and network devices, and 
learned that there are a number of different topics to study to improve the proposed tool. We have 
understood that machine learning is essential if the tool should be possible to identify misplaced 
devices on its own.  
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6.  CONCLUSIONS 
In this section, we present the conclusions drawn from our studies and work. They are presented 
in regard to the research question. We also present a set of general guidelines that we propose for 
device placements inside networks.  
 
6.1 Developed tool in regard to research question 
Our main goal with this study was to see if we could answer the research question; can we 
identify misplaced systems on a network by analysis of network metadata? 
During the research, we found that the problem was more complex than initial studies showed. 
Using the proposed tool that was developed, we can safely identify about 93% of the devices on 
the network. Out of those 93% we have a success rate of 98% regarding identifying which device 
type it is.  
We can also warn the user or system administrator if the proposed tool finds any network that the 
warning algorithm deems unsafe due to a misplaced device.  
 
So, in conclusion, our proposed tool does identify misplaced devices. This is done by first 
analyzing the metadata to identify each device type. Then the devices are grouped in to networks 
and subnets based on traceroute metadata. Finally, the subnets and networks are analyzed for 
misplaced devices and warnings are output if any are found. We would therefore argue that the 
answer to the research question is that it is indeed possible to identify misplaced devices based on 
metadata with our solution 
 
With regard to this conclusion, the proposed tool can be regarded as a proof of concept and a 
work in progress. It is merely used as an indicator, to show what devices are placed where and if 
they could be harmful in their current placement, thus giving the system administrator quick and 
visually easy information about a network and device placements. If further developed and 
researched, we think that the ideas and methods proposed in this work could be of significant 
importance for companies when mapping their networks and searching for potential 
vulnerabilities.   
 
6.2 Guidelines on device placement 
Parallel to the developed tool, a couple of guidelines on how device should and should not be 
placed on company networks were drawn up. This was done since the proposed tool does not 
itself flag any devices as misplaced, but rather delivers information to the system administrator, 
letting him make decisions and inquiries. The guidelines are based on findings that we made, and 
our own conclusions about how to place devices on networks.  
 
Some of the guidelines might seem obvious to people with a security-minded approach to 
networking, but as we have seen, these guidelines are far from obvious in bigger companies. 
 



32 
 

First and foremost, the placement of printers can be crucial to a networks security. Printers pose 
potential threats if not secured properly, as they can be used as a way in to access the network. 
[19], [20]. We would propose placing printers either together with clients or on separate 
networks, and never together with servers or other critical devices. Policies on printer placement 
and continuous follow-up on which printers are present in the company and where they are would 
also be beneficial.  
 
Based on the results from the client data, some subnets were protected by firewalls or IPS’s. This 
is good practice according to us as it helps mitigating the reconnaissance part of a potential attack 
on a network. An IPS or firewall can prevent the mapping of networks and devices. The old 
motto “you cannot attack what you cannot see” is relevant for IT security as well, and if the 
attacker cannot see a network, it will be harder for him to attack it.  
We would also argue that connecting devices to different networks should be restrictive and 
policies about placement should be enforced. It is for example not advisable to let employees 
connect private mobiles or private computers to company networks. Only a guest network should 
be open to connect anything to, while the other networks should be restricted so that only the 
internal IT department or the operations team can connect devices to them. 
 
It is also advisable to be restrictive regarding which networks you connect IoT devices to. 
Generally, we would argue that server networks, or other critical networks should not contain any 
IoT devices, since they can be a point of entry for an attack [21].  
 
In conclusion, we recommend companies to draw up policies regarding device placement on 
networks. This can be crucial for the security of the company and mitigate the risk of serious 
attacks that could potentially results in economic loss for the company. Dedicated networks for 
servers, clients or other devices should exist and be separated from each other, so that even if one 
network is compromised, the others are still secured.  
Policies on who can install devices on networks, and where, are also recommended so that there 
is accountability on who has installed what on the network.  
Many companies do not adhere to such policies and methods, which put them at risk, either now 
or in the future. It is therefore strongly recommended by us that each companies does an 
inventory of their network devices and make sure that their networks are secured.  
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7. RECOMMENDATIONS AND FUTURE WORK 

In this section, we present our propositions for future work that we would like to see to improve 
the proposed tool and recommendations for future studies that would be beneficial in this 
particular field of work.  
 
7.1 Improvement of proposed tool 
The proposed tool would need some crucial improvements to assure its certainty of the 
probability functions. These improvements were unfortunately not done due to insufficient time. 
 
Foremost, it is the work on how to distinguish routers that run the services DNS and DHCP from 
servers that run the same thing. As it stands now, the proposed tool’s probability function marks 
some of the devices as servers and not as network equipment. This is due to that DNS and DHCP, 
which are run on ports 53 and 67, can be run on servers as well as routers. Our analysis of 
metadata has not shown any good way to distinguish them from each other when these services 
are run and there are no other telltale signs of device type. We therefore propose that studies are 
put into this field to make sure that identification is done correctly when mapping a network. 
We noted that some devices showed their MAC-address which can give a heads up on which 
manufacturer that produced the hardware. The first three blocks in a MAC-address, called 
Organizationally Unique Identifier, are unique for a specific manufacturer [22]. This could be a 
way to help solving the problem that network devices are sometimes flagged as servers, since we 
would possibly be able to identify manufacturers that only make network devices.  
 
Another thing we would like to highlight is the work that needs to be done in the area of 
identifying mobile phones on networks. We have not found an easy way to identify a device as a 
mobile phone, neither by our research or any related research. The only safe way to actually 
identify a mobile device seems to be by their MAC-address since the OUI states device 
manufacturer [23]. This can be slightly uncertain when creating a tool such as the proposed, and 
so a study on what can identify a mobile phone would be welcome to further develop our 
proposed tool. 
 
We would propose further work on the algorithm that warns about misplaced devices. As it 
stands now it is merely a proof of concept to show that it is possible to identify misplaced device 
by use of metadata. It could be developed further, by for example learning to take into account 
numbers of devices on the network, numbers of different devices on the network, and 
configuration of the devices.  
 
During the analysis we found that many devices ran ciphering software and had different 
certificates. A deeper analysis of these would be beneficial for the proposed method as it would 
possibly strengthen the probability function. For example what kind of certificates are placed 
where or what ciphering software is commonly used for what. 
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A machine learning approach on the identification of misplaced devices is also an interesting 
topic. We have however not been able to make any deeper study in to the subject, but regard it as 
interesting.  
 
7.2 Recommendations for studies.  
We have some recommendations for future studies that could be interesting and prove beneficial 
for the proposed tool and conclusions.  
 
A recommendation for future studies would be to attempt a study on which of the device types; 
server or client that is the most common for each Unix-based operating system. If it was known 
that for example CentOS machines were servers in 8 out of 10 times, the probability function in 
the proposed tool would be much more accurate and would possibly get more accurate results.  
Such a study would be a large undertaking and would infer the check of many computers across a 
large number of different companies. However, a successful study would greatly improve the 
scientific weight of the proposed tool’s result as the probability function would be more accurate. 
This would be a step in moving away from the current subjective estimation regarding what 
device is a server and what is a client. 
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