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Abstract 
 

Data security play a central role in the design of Internet of Things (IoT). Since most 

of the "things" in IoT are an embedded computing devices it is appropriate to talk 

about cryptography in embedded of systems. This kind of devices is based on 

microcontrollers, which have limited resources (processing power, memory, storage, 

and energy). Therefore, we can apply only lightweight cryptography. 

The goal of this work is to find the optimal cryptographic solution for IoT devices. It 

is expected that perception of this solution would be useful for implementation on 

“limited” devices.  

In this study, we investigate which lightweight algorithm is better to implement. 

Also, how we can combine two different algorithms in a hybrid scheme and modify 

this scheme due to data sending scenario.  

Compendex, Inspec, IEEE Xplore, ACM Digital Library, and Springer Link 

databases are used to conduct a comprehensive literature review. Experimental work 

adopted in this study involves implementations, measurements, and observations 

from the results. The experimental research covers implementations of different 

algorithms and experimental hybrid scheme, which includes additional function. 

Results show the performance of the considered algorithms and proposed hybrid 

scheme. 

According to our results, security solutions for IoT have to utilize algorithms, which 

have good performance. The combination of symmetric and asymmetric algorithms 

in the hybrid scheme can be a solution, which provides the main security 

requirements: confidentiality, integrity, and authenticity. Adaptation of this scheme 

to the possible IoT scenarios shows the results acceptable for implementation due to 

limited resources of hardware. 

 

Keywords: Internet of Things, Lightweight cryptography, Measurement, Hybrid 

Scheme 

  



 

 ii 

Acknowledgments  

 

I would like to express my sense of thanks and gratitude to my supervisor Prof. Dr. 

Kurt Tutschku for his guidance, patience and continuous support throughout my 

thesis.  

I am indebted to Anders Carlsson for his continuous support, invaluable guidance, 

and encouragement.  

I would like to thank my examiner Dr. Dragos Ilie and others for their valuable 

suggestions and encouragement.  

I am thankful to my family for their never-ending support and motivation. Special 

thanks to Ahmet Faruk Acar for his continuous support and help. 

 

 

  



 

 iii 

List of Figures 

 

Figure 3.1: The official programming environment "Arduino IDE" ........................... 7 

Figure 3.2: Pinout diagram Arduino MEGA [18] ........................................................ 8 

Figure 3.3: Reference design [17] ................................................................................ 9 

Figure 3.4: Interaction of reliability, performance and price scheme [18] ................ 10 

Figure 3.5: AES encryption/decryption algorithm [19] ............................................. 11 

Figure 3.6: PRESENT cipher algorithm [20] ............................................................. 12 

Figure 3.7: XTEA algorithm [21] .............................................................................. 13 

Figure 3.8: RSA algorithm  [22] ................................................................................ 14 

Figure 3.9: ECC algorithm ......................................................................................... 15 

Figure 3.10: PBKDF2 algorithm design [26] ............................................................. 17 

Figure 3.11: Diagram of SHA1-HMAC generation [29] ........................................... 19 

Figure 3.12: Hybrid scheme design ........................................................................... 20 

Figure 3.13: Example of code using micros () .......................................................... 20 

Figure 3.14: Memory consumption by Arduino sketch ............................................. 21 

Figure 4.1: Execution time ......................................................................................... 22 

Figure 4.2: Memory consumption .............................................................................. 23 

Figure 4.3: Energy consumption ................................................................................ 23 

Figure 4.4: Execution time ......................................................................................... 24 

Figure 4.5: Memory consumption .............................................................................. 24 

Figure 4.6: Energy consumption ................................................................................ 25 

Figure 4.7: Execution time ......................................................................................... 25 

Figure 4.8: Memory consumption .............................................................................. 26 

Figure 4.9: Memory consumption .............................................................................. 26 

Figure 4.10: Execution time ....................................................................................... 27 

Figure 4.11: Energy consumption .............................................................................. 27 

Figure 4.12: Memory consumption ............................................................................ 28 

 

 



 

 iv 

List of Tables 

 

Table 4.1: Performance of asymmetric algorithms .................................................... 28 

Table 4.2: Performance of asymmetric algorithms .................................................... 29 

Table 4.3: Performance of PBKDF2 .......................................................................... 29 

Table 4.4: Performance of algorithms: XTEA (128 bit) and XTEA (16 bits) ........... 29 

Table 4.5: The comparison of performance of ECC and PBKDF2 ........................... 29 

 

  



 

 v 

List of Abbreviations 

 

 

IoT ……….. Internet of Things 

 

IDE………..Integrated Development Environment 

 

KDF ……… Key Derivation Function 

 

PBKDF2 …..Password-Based Key Derivation Function 

 

HMAC …… Keyed-hash Message Authentication Code 

 

OTP ……….One Time Pad  

 

AES ……… Advanced Encryption Standard  

 

XTEA ……..eXtendedTiny Encryption Algorithm 

 

RSA ……… abbreviation of names Rivest, Shamir and Adleman 

 

ECC ……… Elliptic curve cryptography 

 

MSB……… Most Significant Bi



 

 vi 

Contents 

 

Abstract ......................................................................................................................... i 

Acknowledgments ........................................................................................................ ii 

List of Figures ............................................................................................................. iii 

List of Tables ............................................................................................................... iv 

List of Abbreviations .................................................................................................... v 

Contents ....................................................................................................................... vi 

1. Introduction .............................................................................................................. 1 

1.1 Background ........................................................................................................ 1 

1.2 Aim and Objectives ............................................................................................ 2 

1.3 Research Question .............................................................................................. 2 

1.4 Expected Contribution ....................................................................................... 2 

1.5 Outline of the Study ........................................................................................... 3 

2. Related Work ........................................................................................................... 4 

3. Methodology and underlying technology ................................................................ 7 

3.1 “Limited” IoT Device ........................................................................................ 7 

3.2 Lightweight Algorithms ..................................................................................... 9 

3.2.1 Symmetric algorithms ............................................................................... 10 

3.2.2 Asymmetric algorithms ............................................................................. 13 

3.3 Key Derivation Function .................................................................................. 15 

3.4 The Hybrid Scheme .......................................................................................... 19 

3.5 Measurement tools ........................................................................................... 20 

4. Results .................................................................................................................... 22 

4.1 Results of implementation of symmetric algorithms ....................................... 22 

4.2 Results of implementation of asymmetric algorithms ..................................... 24 

4.3 Results of implementation of XTEA (128 bits) and XTEA (16 bits) .............. 25 

4.4 Results of Implementation of PBKDF2 ........................................................... 27 

4.5 Analysis ............................................................................................................ 28 

5. Conclusion and Future Work ................................................................................. 30 

5.1 Conclusion ........................................................................................................ 30 

5.2 Future work ...................................................................................................... 30 

References .................................................................................................................. 31 

Appendices ................................................................................................................. 33 

 

 

 

 

 

 



 

 1 

Chapter 1   
Introduction 

This chapter comprises of the overview of IoT and security solution for IoT. The goal of the 

thesis and expected contribution are presented in this chapter. Outline of a report is shown in 

section 1.5. 

 

1.1 Background 

 

Internet of Things (IoT) transforms familiar to us things in new devices, creating a smart 

watches and smart city. It connects tools which are removed from the Internet to the network 

and provides them with new features.  

The term "Internet of Things" coined by Peter T. Lewis in September 1985. This is the 

concept of communication objects ("things") which use technology to communicate with each 

other and with the environment. This concept involves the actions of certain devices without 

human intervention. By using IoT, every real object can be transformed into virtual: each 

person and “thing” has a locatable, addressable and readable counterpart on the Internet. For 

instance, any device in homes or cars can perform data processing; exchange data between 

them; make decisions and perform certain actions depending on the analysis of results [1]. In 

order to enjoy this new environment, there is a necessity to provide an appropriate level of 

security. 

IoT devices enable the storage, analysis, monitoring, and sharing of huge amounts of data 

with other networked devices and users. Also, users’ privacy is threatened due to their limited 

control over the collection and distribution of their data. Therefore, security and privacy 

issues are key challenges in IoT.  

Security of IoT is based on providing the authentication and authorization of IoT nodes 

(things, users, servers, objects), data authenticity, confidentiality, integrity, and freshness. The 

security solutions are usually implemented at three layers: network, transport, and application. 

To secure first two levels, following security protocols can be used: PSec, Host Identity 

Protocol(HIP), Transport Layer Security (TLS) protocol, Datagram Transport Layer Security 

(DTLS) protocol and Slim Extensible Authentication Protocol Over Local Area Networks 

(SEAPOL).  Privacy-preserving solutions are based on cryptographic primitives [2]. 

Cryptography is the science of mathematical algorithms for ensuring confidentiality, integrity, 

and authenticity of information. Cryptography algorithms can be symmetric and asymmetric. 

Asymmetric encryption, also known as public-key encryption, uses a pair of keys – a public 

key for encrypting data and a private key – for decrypting data. Symmetric encryption, as the 

name suggests, means that the encryption and decryption operations utilize the same key. But 

traditional cryptography does not guarantee an optimal level of security. Furthermore, 

existing security solutions in IoT are still vulnerable to such attacks: Denial of Service, Man-

in-Middle, Eavesdropping, Masquerading, Saturation. 

When we talk about security in IoT, it means we talk about security in an embedded system. 

The embedded system is a computer system with a dedicated function within a larger 

mechanical or electrical system, often with real-time computing constraints. It is embedded as 

part of a complete device often including hardware and mechanical parts [3]. These systems 

often based on microcontrollers (i.e CPUs with integrated memory and/or peripheral 

interfaces) but ordinary microprocessors (using external chips for memory and peripheral 

https://en.wikipedia.org/wiki/Peter_T._Lewis
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interface circuits) are also still common. Since the control system is part of a more complex 

system, the following factors should be taken into consideration: 

 minimal power consumption; 

 minimal size and weight; 

 a protection cover which provides strength and rigidity for applied elements; 

 cooling function; 

 microprocessor and system logic combined on a single chip. 

Embedded devices have inherent limitations in terms of processing power, memory, storage, 

and energy hence it is not easy to implement sufficient cryptographic functions. Thus, 

lightweight cryptography solutions were proposed for IoT [4]. 

Lightweight cryptography is a section of cryptography, which aims at the development of 

algorithms for use in devices that are not able to provide most of the existing codes and have 

sufficient resources (memory, power, size) for the operation [5]. There are the lightweight 

algorithms for IoT devices; e.g AES, XTEA, HIGHT, RC5 and PRESENT are examples of 

symmetric algorithms; and RSA, ECC are asymmetric lightweight algorithms. 

1.2 Aim and Objectives 

The aim of this work is to find the optimal cryptography solution for IoT devices. Existing 

lightweight cryptographic solutions have shortcomings: asymmetric algorithms are slow due 

to their large key size, and symmetric algorithms can only provide confidentiality and 

integrity but no authentication.  

The project proposes to compare different asymmetric and symmetric algorithms and a novel 

way to combine them. Also, we propose a new hybrid scheme, which allows using smaller 

size key compared to existing cryptographic solutions.  

Main objectives of the thesis will accommodate: 

 Comparison of the performance of different lightweight cryptography algorithms  

 Design and implementation of the hybrid scheme model 

 Analysis performance of the hybrid scheme. 

1.3 Research Question 

As mentioned in section 1.2, our proposal is to compare existing lightweight algorithms and 

create a hybrid scheme that can be applied to IoT devices. The goal is to find the optimal 

cryptography solution for IoT devices. We come up with the following research questions 

regarding our goals: 

 

1. Which of symmetric algorithms (AES, XTEA, PRESENT) would produce the best 

performance results (encryption/decryption time, memory, power usage)? 

2. Which of asymmetric algorithms (RSA, ECC) would produce the best performance 

results (encryption/decryption time, memory, power usage)? 

3. What is the performance of proposed hybrid scheme on the same settings? 

1.4 Expected Contribution 

The followings are the expected outcomes of the thesis: 

 Performance comparison of three symmetric algorithms (AES, XTEA, PRESENT), 

implemented on an electronics platform (Arduino Mega). 
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 Performance comparison of two asymmetric algorithms (RSA, ECC), implemented on 

an electronics platform (Arduino Mega). 

 A hybrid scheme that combines symmetric and asymmetric algorithms. 

 Performance evaluation of the hybrid model. 

1.5 Outline of the Study 

Related research to our work will be explained in the next chapter in order to review relevant 

studies and to show the gap in this research field. Chapter 3 gives an overview of existing 

lightweight algorithms tools and the tools for measuring performance (encryption/decryption 

time, memory, power usage). The experimental setup is presented also under this chapter. The 

result of an implementation of algorithms and a hybrid scheme is shown and is analyzed in 

chapter 4. In chapter 5, we will summarize the overall study and give some insights into 

future works. 

  



 

 4 

 

Chapter 2  
Related Work 

 
This chapter presents the previous works that stand as background for our study. It presents 

the works where the implementation of different cryptographic algorithms is used for 

comparative analysis and creating new security solutions for IoT. 

 

There are few papers that analyze security in IoT including cryptography methods. For 

example, Sicari et al. [6] provide an overview of the heterogeneous technologies in IoT. In 

such an environment, different technologies and communication standards, which should 

provide security and privacy requirements, are missing. Suitable solutions must guarantee 

privacy for users and things, access control, confidentiality, and trustworthiness among users 

and devices. This work proposes open issues for future researches: the integration of IoT and 

communication technologies in a secure middleware; IoT security in mobile devices. 

Sklavos and  Zaharakis [7] deal with the alternative technologies and devices of IoT, which 

based on a combination of different models, schemes, and implementation aspects. Their 

work focused on the hardware implementation efficiency, communications confidentiality, 

user authentication, data integrity, and services availability. They also consider modern 

attacks, threats, and countermeasures against them. For general purpose usages were offered 

such scheme: for ensuring confidentiality, they use Advanced Encryption Standard (AES), an 

asymmetric algorithm (RSA) and Digital signatures - for key management. As an alternative 

to RSA can be applied Diffie-Hellman (DH) and Elliptic Curve Cryptography (ECC). 

In the work of Katagi and Moriai [5], they presented a definition of lightweight cryptography. 

According to this definition, lightweight cryptography is a cryptographic algorithm or 

protocol tailored for implementation in constrained environments including RFID tags, 

sensors, contactless smart cards, healthcare devices and so on. This paper gives an overview 

of standardization status of lightweight cryptography and explains why lightweight 

cryptography is required for IoT.  

Isha and Ashish Kr. Luhach [4] give an overview of existing security solutions for IoT. They 

proposed to use lightweight security algorithms because of traditional symmetric and 

asymmetric algorithms are not relevant for limited power devices, low computational 

resources, and less memory capacity of IoT. Lightweight solutions are better for 

implementation due to light in terms of their key size, memory requirements and execution 

time. Symmetric algorithms provide confidentiality, integrity, have small key size but they do 

not offer authenticity and distribution of keys. Additionally, asymmetric algorithms provide, 

integrity, confidentiality, and authenticity but their key size is too large which make them 

more complex. Consequently, Isha and Ashish Kr. Luhach foresees a need towards a novel 

approach. This approach should combine best features of lightweight symmetric and 

asymmetric algorithms in such a way that it will provide all security services (confidentiality, 

integrity, and authenticity) with less execution time and optimum energy requirements. 

The research work of Goyal and Sahula [8] present the software and hardware 

implementation of Diffie-Hellman, Elliptic Curve Diffie-Hellman (ECDH) Key agreement 

algorithm, and RSA algorithm using Synopsys CAD suite using 90 nm UMC Faraday library. 

The work also involves analysis of comparisons of power, performance. The result of the 
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experimental part showed that ECDH algorithm is better than others in terms of power and 

area. 

Batra et al. [9] deal with various existing lightweight solutions in IoT. They provide an 

analysis of the algorithms based on key size, block size, number of rounds, and attacks 

possible. Asymmetric algorithms are more secure than symmetric, they have larger key size 

and provide confidentiality, integrity, and authentication. But for IoT scenario symmetric 

algorithms are well suitable due to high computation speed and execution speed owing to less 

key size. The main problem is to secure the secret key in the symmetric algorithm. Therefore, 

a solution is providing distribute secret key securely and use symmetric cryptography to 

achieve confidentiality and integrity.  

A solution of the security and privacy issues in IoT by using attribute-based encryption (ABE) 

scheme based on elliptic curve cryptography (ECC) is proposed in the research work of 

Xuanxia Yao et al. [10]. The proposed scheme based on the ECDDH assumption instead of 

bilinear Diffie–Hellman assumption. This paper also provides the detail comparison analyses 

the existing ABE, realized by uniformly determining the criteria and defining the metrics for 

measuring the communication overhead and computational overhead. The results show that 

this scheme has improved execution efficiency and low communication costs. 

Usman et al. [11] propose lightweight encryption algorithms - Secure IoT (SIT). The 

algorithm is a mixture of Feistel and a uniform substitution-permutation network with a 64-bit 

block cipher and 64-bit key for encryptions. The result showed that this algorithm is suitable 

for  low-cost 8-bit microcontrollers due to code size, memory utilization and 

encryption/decryption execution time. It means it can be adopted in IoT applications but still 

need to be tested on different platforms for possible attacks.  

The new solution of problem lightweight security that can adapt to the stringent resource 

requirements of the sensors was proposed by Sankaran [12]. He developed a lightweight 

framework for securing IoTs using Identity-based Cryptography. This protocol focused on 

aspects such as intra-domain communication, inter-domain communication, mutual 

authentication, and revocation. The result of analysis of the security of the protocol showed 

that the protocol is less expensive than traditional public key cryptography and can be applied 

for IoT.  

A review of the modern lightweight cryptography is presented by Nandhini and Vanitha in 

their research work [13]. They propose a new branch of lightweight cryptography like a 

comparison between low resource requirements, performance and strength of cryptographic 

primitives. In this paper, an analysis has been made of the modern lightweight cryptography 

like HISEC, OLBCA, PRINCE, PRINT, PRESENT, KLEIN, TWINE. Some of these 

algorithms use a Feistel network, the others – the SPN, but each of them has their own 

properties. The analysis showed that if the algorithm has many S-boxes, the security will be 

good but the cost will be high. On the other hand, if the algorithm has enough S-blocks and a 

well-developed linear operation then it will provide high security and the cost depends on the 

design. 

Manifavaset et al. [14] explain lightweight cryptographic mechanisms and provide a 

comparative analysis of lightweight cryptographic algorithms applicable to embedded 

devices. This paper also provides a classification and evaluation of the schemes utilizing 

relevant metrics to assess their suitability for various types of embedded systems. The best 

hardware implementations, which are classified based on the area of the chip, selected based 

on the figure of merit (FOM) metric. FOM is considered as a fair metric to compare the 

energy efficiency of different implementations; the higher the value, the better FOM. The 

software implementations are classified based on the ROM and RAM requirements. The best 
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implementations in each group are selected based on the combined metric (CM).  CM 

indicates the trade-off between implementation size and performance, and smaller values are 

better. 

An overview of cryptography in embedded systems proposed by Wollinger et al. [15]. They 

consider the basic concepts, characteristics, and goals of various cryptographic algorithms. In 

this work, embedded systems have been shown like essential parts of most communications 

systems. Also, how this makes them particularly attractive as a potential platform for the 

implementation of cryptographic algorithms.  

Kumar et al. [16] introduce various cryptography libraries are available in the field of 

cryptography and in the field of Internet of Things. The result of the comparative analysis 

shows that not one of the cryptographic libraries among IoT can be considered as a universal 

library due to different functions which are optimized for specific platforms. Furthermore, 

each library contains a set of features unique to them and optimized for the platform, where 

they can be applied.  

The most related work to mine is the paper of Malina et al. [2] which presents an assessment 

of the performance of common cryptographic algorithms (AES 128, RND 160 and RND 560, 

SHA1 4256 and SHA2 8448, RSA 1024, 2048, ECPM 128). The estimate the performance of 

symmetric algorithms, such as block ciphers, hash functions, random number generators, 

asymmetric primitives, such as digital signature schemes, and privacy-enhancing schemes on 

various microcontrollers (8 MHz Microcontroller, 20 MHz Microcontroller), smart-cards (30 

MHz Java card,33 MHz Multos card) and mobile devices (700 MHz ARM, 2260 MHz 

ARM). Besides, they provide the analysis of the usability of the homomorphic encryption 

scheme, group signatures and attribute-based schemes. 

These related works present the definition of lightweight cryptography and explain 

mechanisms of it. The comparison of different algorithms due to code size, memory 

utilization and encryption/decryption execution time is also provided. Results are based on 

implementation on low computational devices, including 8-bit microcontrollers. However, 

they do not consider any specific scenario in IoT and propose any solution for the 

aforementioned research gap. 
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Chapter 3   
Methodology and Underlying Technology 

 

In section 1.1, we identified a research problem that is to find the optimal cryptography 

solution for IoT devices. Chapter 2 presented similar work. In this chapter, the steps for 

obtaining our goal will be explained in detail. First, underlying hardware technologies 

(microcontroller) used for this study will be given. Second, we elaborate various lightweight 

algorithms that are utilized and implemented for performance comparisons. Then, key 

derivation function and the hybrid scheme are explained in succeeding subsections. Finally, 

measurement metrics used for measuring performance are given. 

 

3.1 “Limited” IoT Device 

For our study, Arduino is selected as microcontroller device for implementation of different 

lightweight algorithms.  Arduino is an open-source electronics platform based on easy-to-use 

hardware and software. Arduino processors can be programmed by running code that will 

manage the device according to a given algorithm. Programs for Arduino can be written in 

C/C++, supplemented with simple and understandable functions for managing I/O operations. 

For the convenience of working with Arduino, there is a free official programming 

environment "Arduino IDE" (see Figure 3.1), running on Windows, Mac OS, and Linux. With 

it, loading a new program into Arduino becomes a matter of one click, just connect the card to 

the computer via USB. Although for more inquiring minds it is possible to work through 

Visual Studio, Eclipse, other IDEs or the command line.  

 

Figure 3.1: The official programming environment "Arduino IDE" 

The comparison analysis of performances is based on the implementation of algorithms on of 

the Arduino platform MEGA 2560. The Mega 2560 is a microcontroller board, which has 54 

digital input/output pins, 16 analog inputs, 4 UARTs (hardware serial ports), 16 MHz crystal 

oscillator. It has 256 KB of flash memory for storing code (8 KB is used for the bootloader), 8 

KB of SRAM and 4 KB of EEPROM. The Mega 2560 can be powered via the USB 

connection or with an external power supply. The power source is selected automatically [17]. 
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In Figure 3.2 it is shown pinout diagram of microcontroller Arduino MEGA. The reference 

design is illustrated in Figure 3.3. 

 

Figure 3.2: Pinout diagram Arduino MEGA [18] 
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Figure 3.3: Reference design [17] 

 

3.2 Lightweight Algorithms 

Lightweight cryptography is the collection of cryptographic primitives, techniques, and 

ciphers which can be applied in devices that are not able to provide most of the existing codes 

and have limited resources (memory, power, size) for the operation. The main criteria for 

lightweight ciphers is a balance between reliability, performance, and price (see Figure 3.4). 

The reason for this an eternal search is requirements for algorithms: productivity, safety, and 

cost. In practice, it is easy to optimize two of them: safety and productivity, cost and 

performance or safety and cost, but it is still difficult to provide all requirements. That is why 

there are many implementations of lightweight cryptography both as software and hardware.  
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Figure 3.4: Interaction of reliability, performance and price scheme [18] 

In this work, we present the comparative analyze of few symmetric and asymmetric 

algorithms. The analyze based on the comparison of the performance of each algorithm 

(encryption/decryption time, memory and power usage). For the comparison, three symmetric 

algorithms are chosen: AES, PRESENT and XTEA, and two asymmetric – RSA and ECC. 

The choice is based on the latest research works which propose to apply these algorithms for 

ensuring the security of IoT devices [4], [14], [5], [8]. 

3.2.1 Symmetric Algorithms 

AES: It is also known as Rijndael, is a symmetric encryption algorithm with a block size of 

128 bits and the key size of 128 bit. The number of cycles of repetition is 10 [19].  

High-level description of the algorithm is given below and depicted in Figure 3.5. 

1) KeyExpansions – round keys are derived from the cipher key using Rijndael's key 

schedule. 

2) InitialRound. 

1. AddRoundKey – each byte of the state is combined with a block of the round key 

using bitwise xor. 

3) Rounds. 

1. SubBytes – a non-linear substitution step where each byte is replaced with another 

according to a lookup table. 

2. ShiftRows – a transposition step where the last three rows of the state are shifted 

cyclically a certain number of steps. 

3. MixColumns – a mixing operation which operates on the columns of the state, 

combining the four bytes in each column. 

4. AddRoundKey. 

4)  Final Round (no MixColumns). 

1. SubBytes. 

2. ShiftRows. 

3. AddRoundKey. 
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Figure 3.5: AES encryption/decryption algorithm [19] 

PRESENT: A block cipher algorithm with a block size of 64 bits, a key length of 80 or 128 

bits and a number of rounds 32 [20]. 

High-level description of the algorithm is given below and depicted in Figure 3.6. 

Each round consists of aXOR operation with around key   , consisting of 64 bits determined 

by the key update function. Further, a scattering transformation is performed - the block is 

passed through 16 identical 4-bit S-boxes. Then the block is subjected to a mixing 

transformation (bit permutation). 

1) S-layer. 

The cipher uses 16 identical 4-bit S-boxes: 

x 0 1 2 3 4 5 6 7 8 9 A B C D E F 

S[x] C 5 6 B 9 0 A D 3 E F 8 4 7 1 2 

 

The S-box is designed to increase the resistance to linear and differential cryptanalysis: 

    [   ]  ( )    (    )     )     (1) 

   ,   – any possible input and output differentials not equal to 0. 

    [   ]  ( )    (    )     )    (2) 

  (  )    (  )    (3) 

2) P-layer 

The block that mixes the bits is given by the following matrix: 

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 

P(i) 0 16 32 48 1 17 33 49 2 18 34 50 3 19 35 
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i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 

P(i) 4 20 36 52 5 21 37 53 6 22 38 54 7 23 39 

 

i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 

P(i) 8 24 40 56 9 25 41 57 10 26 42 58 11 27 43 

 

i 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 

P(i) 12 28 44 60 13 29 45 61 14 30 46 62 15 31 47 

 

3) Key schedule. 

As the round key   , 64 left bits are used from the register K containing the entire key. After 

obtaining the round key, the register K is updated using the following algorithm: 

I. [           ]  [             ] (4) 

II. [            ]   [            ]  (5) 

III. [               ]  [               ]   round_counter  (6) 

 

 

Figure 3.6: PRESENT cipher algorithm [20] 

XTEA: The block cipher algorithm which is based on operations with a 64-bit block, has 32 

full cycles, in each complete cycle of two rounds of the Feistel Network, which means 64 

rounds of the Feistel network [21]. 

High-level description of the algorithm is given below and depicted in Figure 3.7. 

The following logical operations are used in the XTEA operation: exclusive OR, bit shift and 

logical AND. In addition, XTEA uses the addition of integers modulo 2^32, denoted by 

   (             ). Let the input of the n-th (1 ≤ n ≤ 64) round of the algorithm be 

given (Ln, Rn), and the output is (Ln + 1, Rn + 1), and Ln + 1 = Rn. Rn + 1 is calculated as 

follows: 

If n=2*i – 1 for 1i32, 

        (           )      (         [(       )   ]), (7) 

 

If n=2*i for 1i32, 

         (           )      (     [(       )   ])   (8) 
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Since this block cipher algorithm, where the length of the block is 64-bits, and the data length 

can be not a multiple of 64-bits, the values of all bytes complementing the block to a 

multiplicity of 64 bits are set to 0x01. 

 

 

Figure 3.7: XTEA algorithm [21] 

 

 

3.2.2 Asymmetric Algorithms 

RSA: encryption algorithm for public-key based on the computational complexity of the 

problem of factorization of large numbers. Algorithm RSA consists of 4 stages: key 

generation, encryption, decryption and key distribution. The key must have a size of at least 

512 bits [22]. 

Security RSA algorithm is based on the principle of complexity factorization of integers. The 

algorithm uses two keys, open (public) and private (private), which form a key pair (keypair) 

together. The public key is not required to keep secret and is used to encrypt data. If a 

message is encrypted with the public key, then decryption is possible only with the 

corresponding private key. 

High-level description of the algorithm is given below and depicted in Figure 3.8. 

1) Key generation. 
The keys for the RSA algorithm are generated the following way: 

a) Choose two distinct prime numbers p and q. 

b) Compute n = pq. 

c) Compute λ(n) = lcm(λ(p), λ(q)) = lcm(p − 1, q − 1), where λ is Carmichael's totient 

function.  

d) Choose an integer e such that 1 < e < λ(n) and gcd(e, λ(n)) = 1; i.e., e and λ(n) 

are coprime. 

https://en.wikipedia.org/wiki/Prime_number
https://en.wikipedia.org/wiki/Least_common_multiple
https://en.wikipedia.org/wiki/Carmichael%27s_totient_function
https://en.wikipedia.org/wiki/Carmichael%27s_totient_function
https://en.wikipedia.org/wiki/Greatest_common_divisor
https://en.wikipedia.org/wiki/Coprime
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e) Determine d as d ≡ e
−1

 (mod λ(n)); i.e., d is the modular multiplicative 

inverse of e (modulo λ(n)). 

The public key consists of the modulus n and the public (or encryption) exponent e. 

The private key consists of the modulus n and the private (or decryption) exponent d, which 

must be kept secret. p, q, and λ(n) must also be kept secret because they can be used to 

calculate d. 

2) Encryption 
At first, we need to turn M (plaintext) into an integer m , such that 0 ≤ m < n by using an 

agreed-upon reversible protocol known as a padding scheme. Then computes the ciphertext c, 

using public key e: 

     (     ) (9) 

3) Decryption 
The receiver can recover m from c by using his private key exponent d by computing 

     (     ) (10) 

 

 

Figure 3.8: RSA algorithm [22] 

 

ECC:  A public key encryption technique based on the algebraic structure of elliptic curves 

over finite fields that can be used to create faster, smaller, and more efficient cryptographic 

keys [23].  

The size of the key of elliptic curves is the size of the field over which the elliptic curve is 

defined. This is not necessarily exactly the size of the private key. For example, Curve25519 

is a 255-bit elliptic curve and 252-bit private keys, though they are usually encoded as 256-bit 

values with four fixed bits. Public keys are 256-bit values, but only contain 255 bits of 

information since the last bit is always 0. 

High-level description of the algorithm is given below and depicted in Figure 3.9. 

The equation of an elliptic curve: 

            (11) 

1) Key generation. 

https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/RSA_(cryptosystem)#Padding_schemes
https://en.wikipedia.org/wiki/Algebraic_structure
https://en.wikipedia.org/wiki/Elliptic_curve
https://en.wikipedia.org/wiki/Finite_field
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Using the following equation, we can generate the public key 

      (12) 

d – the random number selected within the range (1 to n-1); the private key. 

P – the point on the curve; 

Q – the public key. 

2) Encryption. 

Let “m” be the message that should be sent. We have to represent this message on the curve. 

Consider “m” has the point “M” on the curve “E”. Randomly select “k” from [1 – (n-1)]. We 

need to generate two ciphertexts (C1 and C2) and send them. 

       (13) 

         (14) 

3) Decryption. 

We can get the original message using this function: 

          (15) 

 
Figure 3.9: ECC algorithm 

3.3 Key Derivation Function 

KDF is a function that generates one or more secret keys based on a secret value (master key, 

password or passphrase) using a pseudo-random function [24]. The key generation function 

can be used to create a key of the required length or a specified format. 

The key generation function is often used in conjunction with unclassified parameters to 

obtain one or more secret keys based on the shared secret value. Such an application may 

prevent the attacker, who owns the generated key, from knowing the information about the 

original secret value or about any of the generated keys. The key generation function can be 
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used to generate a key that satisfies the specified desired properties (for example, excluding 

weak keys in some encryption systems). 

Password generation functions are often used for hashing passwords and their subsequent 

verification. In this case, an unclassified parameter used in conjunction with a secret password 

is called "salt". 

Widely used key generation algorithms: bcrypt, PBKDF2, scrypt. For our hybrid scheme, we 

choose PBKDF2 according to the performance analysis of the three algorithms [25]. 

PBKDF2 applies a pseudorandom function such as hash-based message authentication code 

(HMAC), to the input password or passphrase along with a salt value and repeats the process 

many times to produce a derived key, which can then be used as a cryptographic key in 

subsequent operations. The added computational work makes password cracking much more 

difficult, and is known as key stretching. The length of the derived key is essentially 

unbounded.[26]. 

Key derivation process is given below and depicted in Figure 3.10. 

General view of the call PBKDF2: 

         (               ) (16) 

Algorithm options: 

PRF – pseudo-random function, with output of length hLen (e.g. a keyed HMAC), 

P – master password, 

S – salt, 

c – the number of iterations, a positive integer, 

DkLen – the desired key length (no more than (2 ^ 32 - 1) * hLen). 

Output parameter: DK is the generated length key dkLen. 

Steps of calculations: 

1. l – the number of blocks of length hLen in the key (rounding up), r – the number of 

bytes in the last block: 

  [(
     

    
)]  (17) 

        (   )        (18) 

2. For each block, apply function F with parameters P - master password, S - salt, c – the 

number of iterations, and block number: 

    (       ) (19) 

    (       ) (20) 

  

    (       ) (21) 

F is defined as the operation xor () over the first iteration of the PRF function applied to the 

password P and the salt pool S and the block number written as a 4-byte integer with the first 

most significant byte (MSB). 

 (       )             (22) 

      (        ( ))  (23) 

https://en.wikipedia.org/wiki/Hash-based_message_authentication_code
https://en.wikipedia.org/wiki/Password
https://en.wikipedia.org/wiki/Passphrase
https://en.wikipedia.org/wiki/Salt_%28cryptography%29
https://en.wikipedia.org/wiki/Key_%28cryptography%29
https://en.wikipedia.org/wiki/Password_cracking
https://en.wikipedia.org/wiki/Key_stretching
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      (    )   (24) 

  

      (      )   (25) 

3. Combining the resulting blocks is the key DK. The last block is r bytes. 

                        (26) 

 

Figure 3.10: PBKDF2 algorithm design [26] 
For implementation, PBKDF2 as PRF uses HMAC. HMAC is one of the mechanisms for 

verifying information integrity, which ensures that data transmitted or stored in an unreliable 

environment, have not been altered by outsiders (see the person in the middle). The HMAC 

mechanism uses the MAC, described in RFC 2104, in the ANSI, IETF, ISO and NIST 

standards. MAC is the standard describing the method of data exchange and the method of 

checking the integrity of transmitted data using a private key. HMAC is an add-on over MAC; 

a mechanism for exchanging data using a private key (as in the MAC) and hash functions. 

Depending on the hash function used allocated HMAC-MD5, HMAC-SHA1, HMAC-SHA2. 

In our hybrid scheme, we used HMAC-SHA1 as PRF. This choice based on research works 

that show SHA-1 is faster than MD5 and SHA-2 [27]. Also, SHA2 doesn’t improve password 

security over SHA1 [28].  

General view of the call HMAC: 
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     (    )   ((      )   ((      )      )) (27) 

 b, block_size: block size in bytes 

 H, hash: is a hash function 

 ipad: is a block of the form (0x36 0x360x36 ... 0x36), where byte 0x36 is repeated b 

times; 0x36 is a constant, the magic number given in RFC 2104; "i" from "inner"; 

 K, key: secret key (common to the sender and the recipient); 

 K0: modified key K (reduced or enlarged to block size (up to b bytes)); 

 L: is the size in bytes of the string returned by the hash function H; L depends on the 

selected hash function and is usually less than the block size; 

 opad: block of the form (0x5c 0x5c0x5c ... 0x5c), where byte 0x5c is repeated b 

times; 0x5c is a constant, the magic number given in RFC 2104; "o" from "outer"; 

 text: a message (data) that will be sent by the sender and the authenticity of which will 

be checked by the recipient; 

 n: is the length of the text message in bits. 

Steps of calculations is given below and depicted in Figure 3.11. 

1. Get K0 by decreasing or increasing the K key to the block size (up to b bytes). 

1.1. If the length of the key K is equal to the block size, then copy K to K0 without 

changes and go to step. 

1.2. If the key length K is larger than the block size, then we apply the hash function 

to the K key, get a string of size L bytes, add zeros to the right side of this line to 

create a string of size b bytes, copy the result to K0 and go to step 2. 

1.3. If the key length K is less than the block size, then add zeros to the right side of 

K to create a string of size b bytes, copy the result to K0 and go to step 2. 

2. Obtain    block of size b bytes using the bitwise exclusive OR operation (xor, ): 

           (28) 

3. Obtain    block of size b bytes using the bitwise exclusive OR operator: 

             (29) 

Split the message (data, set of bytes) text into blocks of size b bytes. 

Bind a string (sequence of bytes) of Si with each message block M. 

4. To the line obtained at the previous step, apply the hash function H. 

5. Bind the So line with the string obtained from the hash function H in the previous step. 

6. To the line obtained at the previous step, apply the hash function H. 
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Figure 3.11: Diagram of SHA1-HMAC generation [29] 

3.4 The Hybrid Scheme 

Using the result of comparison analysis, we propose to apply the hybrid scheme for the 

security of IoT devices. The scheme includes both types of cryptography: symmetric for 

encryption data and asymmetric for key exchange. Furthermore, we consider the situation 

when we can use smaller key length than the 128-bit key for encryption data thanks to 

Optimality of OTP theorem [29]. According to this theorem, the size of the key can be equal 

to the size of the message.  

In our study, we consider three different scenarios of data sending with IoT devices: 

1. Devices will send data periodically (the transmission interval is defined by the 

application domain), 

2. Devices will send data periodically (the transmission interval is fixed), 

3. Devices will send data when it is changed. 

Our proposed scheme is designed with respect to the third scenario. For example, sending 

data from the temperature sensor to an air-condition. Usually, it is a small message, like 

“20.45”. But if we need accurate data, the message can contain10 numbers or more. In this 

case, we can use an additional function which is the median. We propose to calculate the 

median of a few first inputs (for example, 5-10) and send every time only the difference 

between the actual value and median. Using this function, we can send data with the size of 

even 16 bits which has the same size of the key.  

Applying above-mentioned method, theorem requires new key every time for encryption. It 

means that we need to exchange keys every time before sending data. We propose other 

solution to avoid such situation. The idea is to use KDF for generation new keys for each 

session. The basic password, salt and number of iterations will be sent as a single message 

encrypted with the asymmetric algorithm. We can generate each time a new key based on the 

current key, salt and number of iterations. The algorithm is illustrated in Figure 3.11. 



 

 20 

 

Figure 3.12: Hybrid scheme design 

3.5 Measurement Tools 

One of the main criteria for lightweight ciphers is their performance. To measure the 

performance of algorithm we need to measure encryption/decryption time, memory, power 

usage.  

Encryption/decryption time can be measured by using function micros (), which is included 

in Arduino Language. This function returns the number of microseconds since the Arduino 

board began running the current program (see Figure 3.12).  

 

 

Figure 3.13: Example of code using micros () 
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The Arduino IDE shows both the amount of Flash memory and SRAM memory that a sketch 

will use after compiling (see Figure 3.13). The amount of SRAM memory used does not 

include local variables, however, the compiler message shows the amount of SRAM left for 

local variables. 

 

Figure 3.14: Memory consumption by Arduino sketch 

To measure power consumption, we obtained the values for voltage and current from the 

METRAHit 16S – analog-digital multimeters [30]. Power consumption P was estimated using 

the following equation: 

     , (30) 

where V and I refer to voltage and current respectively. 
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Chapter 4   
Results 

 
The observation of executing the comparison analyze and the hybrid scheme, which is 

presented in section 3.3, will view in this section. Our basic configuration relied on 

comparing performances (encryption/decryption time, memory, power usage) of different 

symmetric and asymmetric algorithms. For implementation of algorithms  we used available 

libraries: AES [31], PRESENT [32], XTEA [33], RSA [34], ECC [35]. As a hardware 

platform for implementation, an open-source electronics platform Arduino Mega was chosen. 

Collected data stored in the file system for producing graphs and analysis the observation. 

Results of measuring the performance of algorithms and the hybrid scheme are used for 

generating plots and will be given in this chapter.  

 

4.1 Results of Implementation of Symmetric Algorithms 

In the Figure 4.1, it can be seen that algorithm XTEA has shorter execution time compared to 

PRESENT and time for decryption of AES. Among these three algorithms, the shortest time 

for data encryption belongs to AES algorithm. 

 
 

 

Figure 4.1: Execution time 
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Figure 4.2 illustrates the performance of symmetric algorithms due to memory consumption. 

Compare to PRESENT and AES, implementation of XTEA showed the best result.  

 

 

Figure 4.2: Memory consumption 

 
The energy consumption of symmetric algorithms is shown in Figure 4.3. The execution of 

XTEA requires less energy than PRESENT but more energy than AES regarding data 

encryption. 

 
 

 

Figure 4.3: Energy consumption 
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4.2 Results of Implementation of Asymmetric Algorithms 

In Figure 4.4, the execution time of asymmetric algorithms (ECC, RSA) is shown. ECC 

produced better performance than RSA. 

 

 

Figure 4.4: Execution time 

 
The memory consumption of asymmetric algorithms ECC and RSA is illustrated in Figure 

4.5. The execution of ECC requires less memory compared to RSA. 

 

 

Figure 4.5: Memory consumption 

 
The comparison of energy consumption of asymmetric algorithms is shown in Figure 4.6. 

ECC requires 12 times less energy for data encryption and 21 times for data decryption 

compared to RSA.  
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Figure 4.6: Energy consumption 

 
 
4.3 Results of Implementation of XTEA (128 bits) and XTEA  

(16 bits) 

In Figure 4.7, the execution time of symmetric algorithm XTEA with different size of the key 

is shown. XTEA with the size of key 16 bits requires less time for execution than XTEA with 

the size of 128 bits key. 

  

 

Figure 4.7: Execution time 
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The best performance result due to memory consumption is produced by XTEA with the key 

size of 16 bits (see Figure 4.8). 

 

 

Figure 4.8: Memory consumption 

The implementation of symmetric algorithm XTEA with the key size of 16 bits requires less 

energy than the execution of the same algorithm with the key size of 128 bits.  

 

 

Figure 4.9: Memory consumption 
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4.4 Results of Implementation of PBKDF2 

We chose PBDKF2 as KDF for generating new keys for the hybrid scheme. The followings 

are parameters for this function: 

 P: random password with size 16 bits; 

 S: random number with size 64 bits; 

 c: 100, 1000, 10000; 

 DkLen: 16 bits. 

The Figure 4.10 illustrates the execution time of PBDKF2 with different numbers of iterations 

(e.g. 100, 1000,10000). The energy consumption is shown in Figure 4.11. The result shows 

that energy consumption is increasing in proportion to the number of iterations. 

 

 

Figure 4.10: Execution time 

 

Figure 4.11: Energy consumption 
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In Figure 4.12, the memory consumption of PBDKF2 with different numbers of iterations is 

shown. PBDKF2 with 1000 and 10000 iterations requires the same amount of memory. 

 

 

Figure 4.12: Memory consumption 

 
4.5 Analysis 

The comparison analysis shows that symmetric algorithm XTEA has better performance than 

other symmetric algorithms (AES, PRESENT). The comparison between asymmetric 

algorithms shows that algorithm ECC has shorter execution encryption/decryption time, less 

memory and power conception. The comparison between symmetric algorithms is presented 

in Table 4.1 and asymmetric ones in Table 4.2. The performance of PBKDF2 is presented in 

Table 4.3. The comparison between algorithms XTEA with the key length of 128 bits and 

XTEA with the key length of 16 bits is depicted in Table 4.4. 

 

 

 
 
 
 
 
 

7262 

7262 

7260 

7259 7259,5 7260 7260,5 7261 7261,5 7262 7262,5

Memory (bytes) 

Memory Consumption 

100 iterations 1000 iterations 10000 iterations

Algorithm 

Size 

of 

key 

Execution Time, 

ms 

 

Memory consumption, bytes 

 

Energy 

Consumption, 

mJ 

 

Encrypt Decrypt 

Encrypt Decrypt 

Encrypt 
Decryp

t 
storage 

space 

dynamic 

memory 

storage 

space 

dynamic 

memory 

AES 128 0,576 0,676 4424 689 4814 635 0,96 1,12 

XTEA 128 0,624 0,624 2606 252 2598 252 1,04 1,04 

PRESENT 80 14,588 30,16 4242 438 3528 438 24,44 50,52 

Table 4.1: Performance of asymmetric algorithms 
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Number of iterations 
Execution 

Time, ms 

Energy 

Consumption, mJ 

Memory consumption, bytes 

Storage space Dynamic memory 

100 21192 35,2 7260 650 

1000 178482 298,1 7262 650 

10000 1751867 2934,7 7262 650 

Table 4.3: Performance of PBKDF2 

Results of comparison analysis show that among symmetric algorithms, XTEA has the best 

performance. Asymmetric algorithm ECC requires less memory, energy and has shorter 

execution time. These two algorithms are used in the hybrid scheme.  

According to the results of implementation, the hybrid scheme shows that time for encryption 

and decryption data with symmetric algorithm XTEA with key length 16 bit has better 

performance than the same algorithm with key length 128 bit. 

KDF, applied in the hybrid scheme, requires much more time and memory consumption than 

asymmetric algorithm ECC, applied for key exchange (see Table 4.5). It means that in the 

scenario when devices will send data when it is changed, and data has a small size, it is not 

appropriate to use offered hybrid scheme with PBKDF2. Since ECC has better performance, 

we propose to use this algorithm in this situation. 

Performance ECC 
PBKDF2, number of iterations 

100 1000 10000 

Execution Time, ms 1084 21192 178482 1751867 

Memory consumption, bytes 6804 7260 7262 7262 

Energy Consumption, mJ 1,86 35,2 298,1 2934,7 

Table 4.5: The comparison of performance of ECC and PBKDF2 

Algorithm 

Size 

of 

key 

Execution Time, 

ms 

 

Memory consumption, bytes 

 

Energy 

Consumption, mJ 

 

Encrypt Decrypt 

Encrypt Decrypt 

Encrypt Decrypt storage 

space 

dynamic 

memory 

storage 

space 

dynamic 

memory 

RSA 1024 1,375 13,75 4272 705 7346 643 23,03 40,17 

ECC 160 1,084 1,08 4424 689 9804 564 1,86 1,85 

Table 4.2: Performance of asymmetric algorithms 

Algorithm 

Size 

of 

key 

Execution Time, 

ms 

 

Memory consumption, bytes 

 

Energy 

Consumption, mJ 

 

Encrypt Decrypt 

Encrypt Decrypt 

Encrypt Decrypt storage 

space 

dynamic 

memory 

storage 

space 

dynamic 

memory 

XTEA 

(128 bit) 
128 0,624 0,624 2606 2598 1,04 1,04 128 0,624 

XTEA 

(16 bit) 
16 0,536 0,536 2502 2488 0,88 0,88 16 0,536 

Table 4.4: Performance of algorithms: XTEA (128 bit) and XTEA (16 bits) 
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Chapter 5    
Conclusion and Future Work 

5.1 Conclusion 

In this research, we proposed a novel method to provide cryptographic security for IoT 

devices. Because of the inherent limitations of the devices used in IoT in terms of processing 

power, memory, storage and energy, it is not easy to implement sufficient cryptographic 

functions. Therefore, lightweight cryptography was proposed to solve this problem.  

Lightweight cryptography is a section of cryptography, which aims at the development of 

algorithms for use in devices that have limited recourses (memory, power etc.).  

We propose the optimal cryptography solution for IoT devices. Since symmetric algorithms 

provide confidentiality, integrity, but do not offer authenticity, and asymmetric algorithms 

provide all security requirements, but their key size is too large which make them more 

complex and not apt for applying in IoT, we propose using a hybrid scheme.  

The hybrid scheme includes two types of cryptography in the same time: symmetric 

algorithms for encryption/decryption data; and asymmetric algorithms for key exchange. The 

optimal way to combine two different algorithms is to use ECC as key manager and XTEA 

for encryption data.  

Proposed PBKDF2 cannot be implemented in the system where the main criteria for 

lightweight cipher is performance. The hybrid scheme, which includes this type of KDF, can 

be employed in systems which have better computation power. For low-cost devices, 

proposed hybrid scheme can be applied by using the asymmetric algorithm for key exchange. 

For each data encryption, it is necessary to send the new key, encrypted as a message with 

ECC.  

The hybrid scheme can be applied in every IoT sectors when data for sending has a small size. 

For instance, in the medical sector, it can be blood pressure, heart rate, breath rate, blood 

sugar. In the field agriculture, the hybrid scheme can be used to send data such as 

temperature, light level, soil moisture, PH levels etc. 

5.2 Future Work 

Our research is based on only the implementation of few algorithms. Since it is limited with 

the comparison of five algorithms, this study doesn't say anything about the performances of 

others. Also, we used only one type of electronics platform for our comparative analysis and 

testing the hybrid scheme. Analysis of other algorithms can be considered as future work.  

Offered scheme with PBKDF2 can be applied in systems, which have more computation 

power. This scheme can work without using key exchange and asymmetric algorithms. We 

also propose to create a library, which includes necessary inputs for KDF (password, salt, the 

number of iterations) as future work. Additionally, different data sending scenarios can be 

taken into consideration and new schemes can be designed according to them. 
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Appendices 

 Appendix A – The implementation of PBKDF2 

 

void PBKDF2 (uint8_t password, unsigned salt, int c, int dkLen, int hlen) 

{ 

  int l = dkLen / hlen; 

  int r = dkLen - (l - 1) * hlen; 

  int q = 0; 

  uint8_t *T[hlen]; 

  uint8_t LastBlock[r]; 

  uint8_t RES[dkLen]; 

 

  for (int i = 0; i < l-1; i++) 

  { 

    uint8_t XOR[hlen]; 

    uint8_t *U; 

    unsigned tempi = i; 

    long long int res = concatenate (salt, tempi); 

 

    Sha1.initHmac(password, res); 

    U = Sha256.resultHmac(); 

    for (int e = 0; e < hlen ; e++) 

      XOR[e] = U[e]; 

 

    for (int k = 1; k < c; k++) 

    { 

      Sha1.initHmac(password, U); 

      for (int j = 0; j < hlen; j++) 

        XOR[j] = XOR[j] ^ U[j]; 

    } 

 

    T[i] = XOR; 

    for (int m = 0; m < hlen; m++) 

      RES[q++] = XOR[m]; 



 

 34 

  } 

   

// for the last block 

 

    uint8_t XOR[r]; 

    uint8_t *U; 

    unsigned tempi = l; 

    long long int res = concatenate (salt, tempi); 

 

    Sha256.initHmac(password, res); 

    U = Sha256.resultHmac(); 

    for (int e = 0; e < r ; e++) 

      XOR[e] = U[e]; 

 

    for (int k = 1; k < c; k++) 

    { 

      Sha256.initHmac(password, U); 

      for (int j = 0; j < r; j++) 

        XOR[j] = XOR[j] ^ U[j]; 

    } 

    T[l-1] = XOR; 

    for (int m = 0; m < r; m++) 

      RES[q++] = XOR[m]; 

 

  for (int i = 0; i < dkLen ; i++){ 

    Serial.print(RES[i],HEX);} 

 

} 


