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ABSTRACT 
 
 
 

Context. With the increased usage of mobile devices and internet, the cellular network traffic has 
increased tremendously. This increase in network traffic has led to increased occurrences of 
communication failures among the network nodes. Each communication failure among the nodes is 
defined as a bad event and occurrence of one such bad event acts as a source of origin for several 
consecutive bad events. These bad events as a whole may eventually lead to node failures (not being 
able to respond to any data requests). But it requires a lot of human effort and cost to be invested in by 
the telecom companies to implement workarounds for these node failures. So, there is a need to 
prevent node failures from happening. This can be done by classifying the traffic patterns between 
nodes in the network, identify bad events in them and deliver the verdict immediately after their 
detection. 
Objectives. Through this study, we aim to find the best suitable machine learning algorithm which 
can efficiently classify the traffic patterns of SGSN-MME (SGSN (Serving GPRS (General Packet 
Radio Service) Support node) and MME (Mobility Management Entity). SGSN-MME is a 
network management tool designed to support the functionalities of two nodes namely 
SGSN and MME. We do this by evaluating the classification performance of four machine learning 
classification algorithms, namely Support vector machines (SVMs), Naïve Bayes, Decision trees and 
Random forests, on the traffic patterns of SGSN and MME. The selected classification algorithm will 
be developed in such a way that, whenever it detects a bad event, it notifies the user about it by 
prompting a message saying, “Something bad is happening”. 
Methods. We have conducted an experiment for evaluating the classification performance of our four 
chosen classification algorithms on the dataset provided by Ericsson AB, Gothenburg. The 
experimental dataset is a combination of three logs, one of which represents the traffic patterns in real 
network and the other two logs contain synthetic traffic patterns that are generated manually. The 
dataset is unlabeled with 720 data instances and 4019 attributes in it. K-means clustering is performed 
for dividing the data instances into groups and thereby proceed with labeling them accordingly into 
good and bad events. Also, since the number of attributes in the experimental dataset are more than 
the number of instances, feature selection is performed for selecting the subset of relevant attributes 
which best represents the whole data. All the chosen classification algorithms are trained and tested 
with ten-fold cross validation sets using the selected subset of attributes and the obtained performance 
measures like classification accuracy, F1 score and training time are analyzed and compared for 
selecting the best suitable one among them. Finally, the chosen algorithm is tested on unlabeled real 
data and the performance measures are analyzed in order to check if is able to detect the bad events 
correctly or not.  
Results. Experimental results showed that Random forests outperformed Support vector machines, 
Naïve Bayes and Decision trees with an average classification accuracy of 99.72% and average F1 
score of 99.6, when classification accuracy and F1 score are considered. On the other hand, Naive 
Bayes outperformed Support vector machines, Decision trees and Random forests with an average 
training time of 0.010 seconds, when training time is considered. Also, the classification accuracy and 
F1 score of Random forests on unlabeled data are found to be 100% and 100 respectively. 
Conclusions. Since our study focuses on classifying the traffic patterns of SGSN-MME more 
accurately, classification accuracy and F1 score are of highest importance than the training time of 
algorithm. Therefore, based on experimental results, we conclude that Random forests is the best 
suitable machine learning algorithm for classifying the traffic patterns of SGSN -MME. However, 
Naive Bayes can be also used if classification has to be performed in the least time possible and with 
moderate accuracy (around 70%). 

 
Keywords:machine learning,classification, traffic patterns, 
cellular mobile networks. 
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1 INTRODUCTION 
 
 

The telecommunication industry has witnessed several advancements in the last few years 
and increased number of active mobile users is one among them [1], [2], [3]. Thousands of 
mobile devices are being sold in the market each and every day. Thus, the number of people 
getting registered to cellular mobile networks are also increasing [36]. Almost all the users, 
who are registered on a cellular mobile network are connecting to the internet through their 
mobile devices (for example: stream lining YouTube videos, searching for data, 
communicating with people etc.). This continuous usage of internet has spawned a large 
number of web-based applications, which eventually increased network traffic and 
anomalous activities [9].  
 
In general, a core network is the central part of telecommunications network that provides 
various services to the customers who are connected by the access network [47]. It consists 
of several nodes which are responsible for performing functions like packet routing and 
transfer, charging, mobility management, authentication etc. These nodes communicate with 
each other in order to handle the data requests made by the users. Since the number of 
mobile users are increasing, innumerous data requests are routed to and from the nodes in the 
core network for communication.This increase in data requests has eventually lead to 
increased probability of occurrence of communication failures (bad events) between the 
network nodes.  
 
The traffic patterns between the nodes in the network represents the events (i.e. either 
good/bad) associated to them. That is, the patterns in traffic flow between the network nodes 
gives information about different events they are involved in. Some of these events represent 
normal behavior of the nodes (good events) whereas the others represent significant failures 
in communication requests (bad events) made to/from the nodes. But, the increased usage of 
internet has brought in increased number of data requests with it that, the traffic patterns 
between the network nodes has become more complex. On the other hand, occurrence of one 
bad event in the node can affect its consequent data requests which may eventually lead to 
node failures. It takes a lot of human intervention, effort and cost to implement work arounds 
for these failures if such bad events are detected late. So,analyzing the traffic patterns is of 
utmost importance to track the events happening within the network nodes [11]. This can be 
done by classifying the traffic patterns between different nodes in the network. The classified 
traffic patterns can be used to detect the bad events in the nodes and thereby effectively 
avoid node failures from happening.  
 
Most of the early research focused on using “port-based identification” for network traffic 
classification. This is because of the fact that most of the traditional applications use standard 
ports assigned by IANA for communication [14]. But, since 2002, dynamic port allocation 
took over the use of standard ports which allows the users to breakthrough firewalls and 
other network security equipment. However, the efficiency of port based classification 
gradually decreased and researchers showed that the maximum accuracy rate that can be 
obtained through port based identification for network traffic classification is 70%. An 
alternative approach to port-based identification is “payload based identification”. In this 
approach, the network traffic is identified by searching the payload of the packet associated 
to known applications. This method is very useful and has been widely employed by many 
commercial bandwidth managers [14]. But the limitation with this approach is that it can 
only identify the network traffic whose signatures are already known. Although, the method 
is found to be very useful and effective, the evolution of payload encryption technology and 
internet applications have gradually reduced the efficiency of payload based approach [14]. 
 



 

2 
 

On the other side, machine learning has emerged as a revolutionary technology for handling 
large amounts of data [1]. Also, there has been a success track record of several machine 
learning algorithms in classifying and predicting complex data patterns [6], [15], [21]. This 
exceptional background of machine learning has attracted many researchers in applying it for 
network traffic classification. As a result, a lot of research is being done on “machine 
learning based network traffic classification” and a number of classification models are 
being developed.  
 
In general, the machine learning based approach for network traffic classification is divided 
into two categories: Unsupervised learning where EM, K-means, AutoClass algorithmsare 
used and Supervised learning, where Decision trees, Naive Bayes are used. Most of these 
approaches depend on “flow statistics” (volume, size and duration of packet size) for 
classifying the network traffic [14]. According to the authors in [46], there are several 
reasons why using “flow statistics” is recommended. First, network traffic classification 
based on flow statistics can benefit from a lot of work on flow sampling techniques. Second, 
different applications exhibit different behaviors and thus represent different flow statistics. 
For example, IM client would have smaller average packet size whereas P2P applications 
would have larger one. Third, even though obfuscation of flow statistics is possible, it is hard 
to perform [14]. 

However, as mentioned earlier,all the existing research focuses on using machine learning 
for “classifying the network traffic”and to my knowledge there has been no research done on 
using machine learning for “classifying the traffic patterns”between network nodes. 

So, the aim of this study is to investigate the applicability of machine learning approaches 
for classifying the traffic patterns between network nodes.This can be achieved by answering 
the following research questions. 
 
RQ1: Which machine learning (ML) algorithm is best suited for classifying the traffic 
patterns of SGSN-MME and why? 
RQ2:What is the classification performance of the proposed model on unlabeled data 
(unknown traffic patterns in our case)? 
 
We do this by evaluating the classification performance of four chosen classification 
algorithms namely Random Forests, Support vector machines, Naïve Bayes and Decision 
trees on the dataset provided by Ericsson AB, Gothenburg.  The classification results are 
analyzed for selecting the best suitable one among them. The selected algorithm will then be 
developed in such a way that whenever a bad event is detected it notifies the user both with 
an audio and text message, saying that “Something bad is happening”. Also, the 
classification performance of selected classification algorithm is tested on real traffic 
patterns in order to check if it is able to classify the events correctly or not. Since our model 
notifies the users/practitioners immediately after a bad event is detected, they can go ahead 
and implement workarounds to the identified bad event such that it does not affect rest of the 
traffic in the node. With this feature, the risk of occurrence of node failures is greatly 
reduced. Thus, our research serves as a contribution to both industry and science in such a 
way that it saves a lot of cost and time to the companies for implementing workarounds to 
the node failures and it serves as a good piece of reference to the researchers as there is too 
little work that has been done in this area. 
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2 BACKGROUND AND RELATED WORK 
 

2.1 Background 
 

Before we start discussing about the experimental setup and the classification algorithms, it 
is worthwhile to give a brief description about machine learning, SGSN–MME, the core 
network, the good and bad events considered in our study. 
 

2.1.1 Core network, SGSN-MME, good and bad events 
 
The core network that is considered in our study is GPRS (General Packet Radio Service) 
core network. It is the central part of general packet radio service which allows 2G, 3G to 
transmit IP packets to external networks such as internet. Some of its responsibilities include 
session management, mobility management and transport for Internet Protocol packet 
services in GSM (Global System for mobile Communication) networks [24].  
 
The nodes in the GPRS network are called GSNs (GPRS Support Nodes) which support the 
use of GPRS in GSM core network. As mentioned earlier, there are several nodes in the core 
network. But the nodes that are of interest in our study are SGSN (Serving GPRS (General 
Packet Radio Service) Support node) and MME(Mobility management entity). SGSN is the 
main component of core network which handles all packet switched data within the network, 
e.g.: packet routing and transfer, mobility management, logical link management, 
authentication and charging functions. It keeps track of location of the individual, performs 
security functions and access control [24]. It is responsible for the delivery of data packets to 
and from the mobile stations within its geographical service area. Whereas, MME (Mobility 
Management Entity) is the key control node for LTE access network which provides the 
control plane functionality (keep the network going) for mobility between LTE and 2G/3G 
access networks [25]. 
 
The Serving GPRS Support Node – Mobility Management Entity (SGSN-MME) is a 
network management tool designed to support the functionalities of both SGSN and 
MME(handle packet-data switching as well as improve session and mobility 
management)[43]. It makes sure that the communication between SGSN and MME(either 
within a single operator or in between multiple operators) happens well by keeping track of 
the data requests. So,the failures in communication requests of SGSN and MME can be 
identified by analyzing the traffic patterns recorded by SGSN-MME.  
 
According to Ericsson, while SGSN <-> SGSN, SGSN <-> MME and MME <-> MME 
communication will occur (both for load balancing and for handling roaming requests 
between multiple operators), the SGSN and MME will send, receive and forward signaling 
from/to a multitude of other nodes in the core network. In any case, all these connections 
(communications with different nodes) could result in failures, either by some node going 
down of other causes (programmer error, memory leaks, general instability, power outage) 
which could result in a surge of re-connect/-authentication requests, or by some node 
actually being able to handle all those requests. These communication failures (bad events) 
may eventually lead to failure of SGSN or MME or both (not being able to respond for any 
communication requests).Different counters are used for counting different events 
(communication requests) associated to the network nodes. They contain the values of 
integers. These counters document the occurrenceof an event, by incrementing their value by 
one. There are 4019 counters that are associated to SGSN-MME. Each counter holds specific 
value depending on the type of data requests that are routed to/from SGSN and MME in the 
core network. SGSN-MME updates the values of these counters in real-time and then writes 
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their values to logs at regular intervals of time periods as readings. So, the change in traffic 
patterns of SGSN-MME can be identified by identifying the change in values of these 4019 
counters. The magnitude of change in values of counters between any two successive 
readings represents either a good event or a bad event. A large change in the value of a 
counter between any two readings describes an unsuccessful attempt to SGSN-MME and is 
defined as a bad event. However, the definition of large varies from one counter to another. 
For example, for some counters, an increase of just 5 (new value = old value_5) could be 
huge, while for others an increase of 1000 could be insignificant. In contrast, a good event is 
opposite to the bad event, i.e. the value of the counter is more or less the same as it is in the 
preceding reading. 
 

2.1.2 Machine Learning 
 
According to Arthur Samuel, “Machine learning is a sub field of computer science which 
gives computers the ability to learn without being explicitly programmed”. It explores the 
study and construction of algorithms that can learn from data and make predictions on it. 
Moreover, machine learning is usually employed in computing tasks where it is difficult to 
achieve good performance with programming explicit algorithms. Some of these tasks 
include computer vision, email filtering, OCR (optical character recognition) etc. [26].  
 
Machine learning approaches are typically divided into three main categories [26]. They are: 
 
Supervised learning 
In this approach, the learning algorithm is presented with sample inputs and their respective 
outputs. The goal of the algorithm is to learn a general rule which maps inputs to their 
corresponding outputs. 
Unsupervised learning 
In this approach, no examples are given to the learning algorithm. So, the algorithm has to 
find structure in input by itself. Here the goal of the algorithm is to discover hidden patterns 
in the input. 
 
Apart from these categories, another categorization of machine learning tasks arises when 
the output of the learning system is considered [26]. They are: 
 
• Classification 
In this method, the inputs are divided into two or more classes and the learning algorithm 
must produce a model that assigns unknown inputs to one of these classes. An example for 
this method is Spam filtering where inputs are emails and classes are “spam”, “not spam” 
[26]. 
• Regression 
It is also a supervised problem where the outputs are not discrete, but they are continuous 
[26]. 
• Clustering 
It is typically an unsupervised learning task where a set of inputs is divided into groups 
depending upon their similarity [26]. 
 
Since our goal is to detect bad events in the traffic patterns, we choose to perform 
classification on our experimental dataset [26]. 
 
2.2 Classification Algorithms 
 
Inorder to evaluate the applicability of machine learning approaches for classifying the 
traffic patterns of SGSN-MME, it is important to select suitable supervised classification 
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algorithms among the existing ones. This selection is done based on the tradeoffs between 
prediction speed and memory usage of existing algorithms. The reason why we have chosen 
these two metrics among the others such as flexibility and interpretability is that theselected 
classification algorithm should be able to predict the bad events as soon as they happen and 
also when it is deployed on the real network node, it will be tested with large amounts of 
data. So, it should not consume much memory. Depending upon these characteristics, i.e. 
fast prediction speed and low memory usage, we have selected four classification 
algorithmsamongthe otherslike Nearest neighbor or rule-based algorithms in our study [48]. 
They are 

• Support vector machines 

• Naive Bayes 

• Decision trees and 

• Random forests 

2.2.1 Support vector machines (SVMs) 
 
A support vector machine is a discriminative classifier which is a blend of linear modeling 
and instance-based learning. Itrepresents a relatively new supervised learning technique 
suitable for solving classification problems with high dimensional feature space and small 
training set size [53]. Although the basic technique was conceived for binary classification, 
several methods for single and multi-class problems have been developed. Being a 
supervised method, it relies on two phases: during the training phase, the algorithm 
‘‘acquires knowledge” about the classes by examining the training set that de- scribes them. 
During the evaluation phase, a classification mechanism examines the evaluation set and 
associates its members to the classes that are available. During the training phase, the target 
of the algorithm is the estimation of boundaries between the classes de- scribed by the 
samples in the training sets [53]. 

This algorithm selects a small number of critical boundary instances called “support vectors” 
from each class and builds a linear discriminant function that separates them as widely as 
possible [53]. It transcends the limitations of linear boundaries by making it possible to 
include extra non-linear terms in the function making it possible to form quadratic, cubic and 
higher order decision boundaries [29]. 

The goal of a SVM classifier is to assign new unseen objects to a category. It achieves this 
by creating a linear partition of feature space into two categories. SVMs construct linear 
separating hyperplanes in high dimensional vector spaces [30]. Data instances are viewed as 
tuples (𝑥, y), where 𝑥 is the feature value and y is the classification. Depending on the 
features in new unseen objects, it places the object above or below this separation plane. This 
makes it a non-probabilistic classifier. However, one main benefit of SVMs is that they are 
not restricted to being linear classifiers. Using “kernel trick”, the SVMs tend to become 
much flexible by introducing various types of non-linear decision boundaries [30]. 
 
2.2.2 Naïve Bayes (NB) 
 
The Naïve Bayesian classifier is a straightforward and frequently used method for supervised 
learning. It provides a flexible way for dealing with any number of attributes or classes, and 
is based on probability theory [37]. It is the asymptotically fastest learning algorithm that 
examines all its training input. It has been demonstrated to perform surprisingly well in a 
very wide variety of problems in spite of the simplistic nature of the model. Furthermore, 
small amounts of bad data, or “noise,” do not perturb the results by much [37].  
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The Naïve Bayesian classification system is based on Bayes’ rule and works as follows. 

Given a class variable y and a dependent feature of vector x1..xn, Bayes’ theorem states the 
following relationship [31]: 
 

𝑃 𝑦	 	𝑥%, … , 𝑥() = 	
𝑃 𝑦 𝑃(𝑥%, … , 𝑥(|𝑦)

𝑃(𝑥%, … , 𝑥()
 

 
Using the naive independence assumption that 

 
𝑃 𝑥- 	𝑦, 𝑥%, …	 , 𝑥-.%, 𝑥-/%, …	 , 𝑥() = 𝑃(

𝑥-
𝑦
)	 

 
for all , this relationship is simplified to 

 

𝑃 𝑦	 	𝑥%, … , 𝑥() = 	
𝑃 𝑦 𝑃(01

2
)(

-3%

𝑃(𝑥%, … , 𝑥()
 

 
 
Since  is constant given the input, we can use the following classification 
rule [31]: 

𝑃 𝑦	 	𝑥%, … , 𝑥()	𝛼	𝑃 𝑦 𝑃(
𝑥-
𝑦
)

(

-3%
 

 

𝑦 = arg𝑚𝑎𝑥
2

𝑃 𝑦 𝑃(
𝑥-
𝑦
)

(

-3%
 

 
Although the assumptions made by these classifiers are overly simplified, they have worked 
well in solving some real-world problems like spam filtering, document classification etc. 
[31]. One of the exceptional feature of Naive Bayes classifiers is that they can be extremely 
fast compared to more sophisticated methods. The decoupling of the class conditional feature 
distributions means that each distribution can be independently estimated as a one-
dimensional distribution. This helps to alleviate problems that arise from the curse of 
dimensionality [31]. 
 
2.2.3 Decision trees (Classification and Regression Trees (CART)) 
 
Decision trees are non-parametric supervised learning methods that are used for both 
classification and regression. There are different types of Decision trees. They are Iterative 
Dichotomiser 3 (ID3), C4.5 (successor of ID3), Classification of Regression Tree (CART). 
In our study, we have used CART model of Decision trees for classifying the traffic patterns 
of SGSN-MME. In general, the goal of a Decision tree is to create a model which predicts 
the value of target variable by learning simple decision rules that are inferred from the data 
features [32]. 
 
There are a lot of advantages of Decision trees which makes them widely applicable. Some 
of those advantages are [32]: 
 
• Decision trees are simple to understand and interpret. 

• The cost of using the tree is very low(logarithmic in number of data points that are 
used for training the tree). 
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• Able to handle multi-output problems. 

• Requires less data preparation. Most of the techniques require creation of dummy 
variables, normalizing data etc. 

• Able to handle both numerical and categorical data. 

The representation of CART model is a binary tree. Each root represents an input variable(x) 
and a split on that variable. Whereas, the leaf nodes of the tree contain an output variable (y) 
which is used to make a prediction. Making predictions using this CART model is straight 
forward. Because when a new input is given, the tree is traversed by evaluating the specific 
input started at the root node of the tree [33].Creating a CART model involves selecting 
input variables and split points on those variables until a subtree is constructed. The selection 
of input variables and the specific split point is done by using “greedy algorithm” to 
minimize the cost function [33]. 
 
Greedy splitting 
This is a numerical procedure where all the possible input variables are lined up and different 
split points are tried and tested using a cost function. The split with the best cost is then 
selected [33]. 
 
Stopping criterion 
The most common stopping procedure that is to stop the above-mentioned splitting criterion 
is to use a minimum count on the number of training instances assigned to each leaf node. If 
the count is less than the minimum count, then the split is not accepted and the node is taken 
as a final leaf node [33]. 
 
Pruning the tree 
In general, the complexity of a decision tree is defined as the number of splits in the tree. 
Simpler trees are preferred as they are easy to understand and do not overfit the data. The 
fastest and simplest pruning method is to work through each leaf node in the tree and 
evaluate the effect of removing it using a hold-out test set.Leaf nodes are removed only if it 
results in a drop in the overall cost function on the entire test set [33]. 
---------------------------------------------------------------------------------------------------------------- 
Algorithm 5.2: BestSplit-Class(D,F) – find the best split for a decision tree [45]. 
---------------------------------------------------------------------------------------------------------------- 
Input : data D; set of features F. 
Output : feature f to split on. 
 
1Imin←1; 
2 for each f ∈ F do 
3 split D into subsets D1, . . . Dlaccording to the values v j of f ; 
4 if Imp({D1, . . . ,Dl }) <Iminthen 
5 Imin←Imp({D1, . . . ,Dl }); 
6 fbest←f; 
7 end 
8 end 
9 return fbest 
---------------------------------------------------------------------------------------------------------------- 
 
2.2.4 Random Forests (RF) 
 
Random Forests is one of the most powerful and popular machine learning algorithms. It is 
one of the ensemble machine learning algorithm called “Bootstrap aggregation” or 
“Bagging” [34]. 
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Bootstrap aggregation 
It is a simple and very powerful ensemble method. An ensemble method is a technique that 
combines the predictions from multiple machine learning algorithms together to make more 
accurate predictions than any individual model [34]. It is a general approach that can be used 
to reduce the variance for those algorithms that have high variance (e.g. Decision trees). 
 
In general, Random forests are an improvement of bagged decision trees. A problem with 
Decision trees like CART is that they are greedy. They choose which variables to split on 
using greedy algorithm which minimizes the error [39]. As such they have a lot of structured 
similarities and in turn have high correlation in their predictions. Combining predictions 
from multiple models in ensemble works better if the predictions from the sub models are 
best weakly correlated. Random Forests changes the algorithm for the way the subtrees are 
learned so that the resulting predictions from all the subtrees have less correlation [34]. 
 
It is a simple tweak, in CART, when selecting a split point, the learning algorithm can look 
through all the variables and all the variable values in order to select the most optional split 
point [34]. The random forests algorithm changes the procedure so that the learning 
algorithm is limited to a random sample of features of which to search [34]. 
 
Estimated Performance 
For each bootstrap sample taken from the training data, there will be samples left behind that 
are not included. These are called out of the bags samples [34]. 
The performance of each model on its left-over samples when averaged can provide an 
estimated accuracy of bagged model. These performance measures are reliable and often 
correlate with cross validation estimates [34]. 
 
Also, to check, if the proposed model is able to detect bad events in unknown data, we have 
tested our proposed model on unlabeled real data and these classification results are also 
noted down. 
 
Variable Importance 
When the bagged decision trees are constructed we can calculate the drops in error function 
for a variable at each split point [34]. This drop-in error function for variables is called 
“variable importance” 
 
2.3Related work 
 
After identifying the research area, it is important to conduct a pre-study in order to 
understand the work that has been already done in relevance to it. So, a literature review was 
performed to see if any research has been done on classifying the traffic patterns of network 
nodes and also to understand the limitations of existing “machine learning” based 
approaches for traffic pattern classification. 
 
The results of the literature review showed that, a lot of existing research focused on using 
machine learning for internet traffic classification and network predictions for providing 
better Quality of Service(QoS) to the users. 
 
Internet traffic classification: 
Ding, Li,et al. in [17], proposed a heteromorphic ensemble learning model made up of 
Bayes, Support vector machines (SVMs) and Decision trees which classifies Peer-to-Peer 
(P2P) traffic by voting principle. The experiment results showed that the model can 
significantly improve the classification accuracy, and has a good stability. Also, the authors 
in [18] proposed a new semi-supervised learning model based on K-means and 
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Transductivesupport vector machines to improve the accuracy of P2P traffic identification. 
The semi-supervised cluster algorithm of K-means is used to calculate the number of 
positive instances in a training set, and then the TSVM model is trained based on the number 
of positive instances. As a result, the stability and accuracy of TSVM are improved.  Another 
important advantage of this model is that the model can be trained by both labeled samples 
and unlabeled samples, and the model is suitable for the identification of P2P traffic that is 
difficult to be labeled. Experimental results showed that the proposed model is better than 
TSVM and SVM models in accuracy and stability, and that it is an effective way to improve 
the accuracy of P2P traffic identification. 
 
Rise of Botnets with modular and flexible structures has emerged as a serious threat to the 
internet. Barthakur, et al. in [20] performed a comparative analysis of machine-learning 
based classification of botnet command & control(C&C) traffic for proactive detection of 
Peer-to-Peer (P2P) botnets. They combined some of the selected botnet C&C traffic flow 
features with that of carefully selected botnet behavioral characteristic features for better 
classification using machine learning algorithms. Their simulation results showed that their 
method is very effective having very good test accuracy and very little training time. They 
have compared the performances of Decision Tree (C4.5), Bayesian Network and Linear 
Support Vector Machines and based on the results and proposed a rule induction algorithm 
based on C4.5 algorithm of Quinlan. The experimental results showed that their proposed 
algorithm produces better accuracy than the original decision tree classifier. Also, Li, et al, in 
[11], presented a machine learning approach that accurately classifies live traffic using C4.5 
decision tree. By collecting 12 features at the start of the flows, without inspecting the packet 
payload, their method has identified live traffic of different types of applications with 99.8% 
total accuracy 
 
Also, the authors in [16], addressed the issue of Peer-to-Peer (P2P) traffic identification in 
internet network analysis by proposing an ensemble learning model. They have integrated 
Random Forests and feature weighted Naïve Bayes to P2P traffic identification. Scores are 
calculated for each category in the model during the process of prediction. Then, weighted 
majority voting was used to get the final output. Experiments were conducted to verify the 
effectiveness and stability of the integrated model. Results have shown that the model 
achieved a better overall performance and may provide an alternative way to solve the 
problem of P2P traffic identification. 
 
On the other hand, a novel machine learning-based classification model was proposed by 
He, HaiTao, et al.in [14], which combines ensemble learning paradigm with co-training 
techniques. Unlike other models which employed single classifier, multiple classifiers and 
semi supervised learning are employed in their proposed model. The experimental results 
showed that, the proposed model helps to overcome three shortcomings: limited flow 
accuracy rate, weak adaptability and huge demand of labeled training set. And the authors 
in [19] performed classification on WeChat message traffic flows using machine learning 
algorithms. They have applied SVM, C4.5, Bayes Net and Naive Bayes to classify the 
WeChat messages on test datasets. Experimental results showed that all the above-mentioned 
classifiers have exhibited very good classification performance with high accuracy results.  
 
Network predictions: 
The authors in [12], used Bayesian Networks and Artificial Neural Networks for predicting 
of road link speed on urban road networks. A GPR (Gaussian process regression) model has 
been proposed by the authors in [13] for real time traffic modeling. The connection between 
self-similarity as a traffic characteristic and GPR parameters is driven to build of a new 
Hurst estimation method based on machine learning techniques. This has led to propose self-
similar covariance functions for enhancing prediction accuracy of GPR. Their model has 
been used for Hurst estimation as well as for traffic prediction on real traffic traces at 
different time-scales. Also, the experimental results proved that the employment of self-
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similar covariance functions increases generalization ability of GPR for traffic modeling and 
prediction. 
 
The authors in [7] proposed a learning based approach for performing network selection 
based on real network implementations. They have developed a classification model which 
selects the best network among the available networks for downloading data with minimum 
device energy and high quality of service (QoS). The developed model which when tested 
using cross validation has demonstrated high accuracy when selecting between Wi-Fi and 
3G networks. The authors in [8] proposed a statistical-feature-based approach for internet 
traffic classification using machine learning. They have used K-nearest neighbor estimator 
for classifying the features of data flows. Their model has achieved 90% accuracy beating 
the traditional techniques whose accuracy is around 50-70% accuracy. 
 
In order to provide better quality of service (QoS) to the users, the authors in [5] analyzed 
two different supervised learning methods namely, Naive Bayes Classifier and Logistic 
Regression, for predicting the probable times at when a priority user would be active. The 
prediction results are applied to the user scheduling strategies for efficient bandwidth 
management, for improving system capacity and to reduce blocking. Experiment on 
simulated real-life datasets showed that the model has predicted the mobile user patterns 
with very high accuracy. Furthermore, in [6], the authors presented a novel ML model that 
predicts the session drops in telecommunication networks with accuracy much higher than 
the existing models.  
 
But to our knowledge, there are no evidences of any research which focuses on classifying 
the patterns in network traffic in order to prevent node failures. As mentioned earlier, there is 
a need to perform classification on traffic patterns of SGSN-MME in GPRS core network. 
So, through this thesis, we aim to solve this problem by evaluating the applicability of four 
known machine algorithms Support vector machines, Naive Bayes, Decision trees and 
Random forests on traffic patterns of SGSN-MME. The classification performances 
exhibited by Support vector machines, Naïve Bayes and Decision trees in [17], [20], [5], [19] 
and the efficiency of ensemble machine learning approaches in making accurate data 
predictions as described in [14], [16] are the motivation behind their selection. Since there is 
no existing research on traffic pattern classification, the results of this thesis would serve as a 
base for aspiring researchers in this area. 
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3. METHODOLOGY 
 
The research method that we have chosen to answer the above-mentioned research questions 
is “Experiment”. The reason why we have chosen “Experiment” over other research 
methodologies is that we have to work on quantitative data and conducting an experiment on 
this data is the best approach for obtaining desirable results instead of choosing other 
descriptive research methods like case study or a survey [4]. The goal of our experiment is to 
evaluate the classification performance of Support vector machines, Naïve Bayes, Decision 
trees and Random forests on the traffic patterns of SGSN- MME, i.e. on our experimental 
dataset. The experimental results are analyzed and compared in order to select the best 
algorithm with highest classification accuracy among them. This answers RQ1.  The selected 
algorithm will then be developed in such a way that whenever a bad event is detected, it 
notifies the user that something wrong is happening.  Also, it’s classification performance 
will be tested on unlabeled data to check if it is able to detect the bad events correctly or not. 
This answers RQ2.  
 
Before beginning to conduct the actual experiment, we first select the dependent and 
independent variables. 
 
Independent variables: The size of our experimental dataset and the four chosen 
classification algorithms, i.e.  Support vector machines, Naïve Bayes, Decision trees and 
Random forests are the Independent variables in our study. 
Dependent variables: The performance measures, i.e. Classification accuracy, F1 score and 
Training time of classification algorithms are the dependent variables in our study. 
 
3.1Software Environment 
 
3.1.1 R 
We performed our experiment using R. It is a language and an environment for statistical 
computing and graphics. It provides a wide range of statistical and graphical techniques and 
is highly extensible. One of the main strengths of R is the ease with which it can produce 
well designed publication quality plots [27]. Some of its other features include: 

1. an effective data handling and storage facility, 
2. a well-developed, simple and effective programming language which includes 

conditionals, loops, user-defined recursive functions and input and output facilities, 
3. a large, coherent, integrated collection of intermediate tools for data analysis, 
4. a suite of operators for calculations on arrays, in particular matrices, 
5. graphical facilities for data analysis and display either on-screen or on hardcopy [27]. 

 
R can be extended with packages. There are about eight packages supplied with the R 
distribution and many more are available through the CRAN family of Internet sites covering 
a very wide range of modern statistics. These packages allow specialized statistical 
techniques and graphical devices such as ggplot and reporting tools such as knitr, Sweaveetc 
[27].  
 
The following packages are used in our experiment: 

• caret: 
• kernlab 
• doMC 
• e1071 
• rminer 
• rpart 
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• class 
• randomForest 
• naiveBayes 
• cluster 
• factoExtra 

 
The above-mentioned packages allow us to implement several classifications algorithms on 
our experimental dataset. For example, Support vector machines, can be implemented using 
the package “kernlab”, the Classification and regression trees (CART) version of Decision 
trees algorithm can be implemented using “rpart” etc.  Also, we have represented the 
classification performance of our proposed model by drawing a confusion matrix. This is 
done by using the function “print.confusionMatrix” from the caret package. Apart from this, 
the caret package provides support for other functions like train, predict, createFolds, which 
are used for building and evaluating the classification models. 
 
3.2Dataset 
 
The four chosen classification algorithms are trained and tested on the dataset provided by 
Ericsson AB, Gothenburg. The experimental dataset is a combination of three logs, one of 
which represents the real traffic patterns of SGSN-MME in the core network and the other 
two logs represent synthetic traffic patterns. This synthetic data is collected from the logging 
framework of SGSN-MME with which each submodule in the node registers the counters 
with.A lot of code in the routing subsystems of SGSN-MME calls out to the logging 
framework and registers increments in the counters. Then for every configurable amount of 
time (seconds/minutes/hours) a snapshot of the current values in all counters are recorded to 
file. 
 
In our case, the customers of Ericsson have configured it to record snapshots of the data for 
every onehour. These files are stored on disk in the node, and whenever a node dump is 
manually triggered by an administrator, the node dump script collects a snapshot of the logs 
at the time of execution, and packs this into an archive, which will then be sent to Ericsson 
for analysis.Oneobvious reason behind the usage of synthetic traffic patterns in our 
experiment is the scarcity of records of real traffic patterns of SGSN-MME. While the other 
reason being that, training the algorithms with as much as data possible will improve their 
classification performance on test datasets. 
 
Also, it should be noted that, each of the three data logs consist ofa set of readings which are 
recorded at every one hour for ten days.Each reading is a series of values of all 4019 
counters that are associated to SGSN-MME and it represents either a good event or a bad 
event in the node. That is, each log contains 240 instances(24 readings per day, 240 readings 
for ten days) and 4019 attributes. So, the experimental dataset as a whole consists of 720 
(3*240) instancesand 4019 attributes. All the data in this experimental dataset is unlabeled 
and K-means clustering is performed for converting it into labeled dataset. Also, 10-fold 
cross validation is performed for dividing the dataset into training and test sets. 
 
3.3Data Preprocessing 
 
Since all the data in the dataset is unlabeled, it should be converted into labeled data in order 
for it to be used for classification. One way to label our unlabeled data is to perform 
clustering and divide the instances into groups. There are several clustering algorithms that 
are already available, such as hierarchical clustering, K-means clustering, spectral clustering 
etc. So, it is difficult to decide upon one among themwhich gives better clustering results. 
But, previous research showed that K-means clustering algorithm performs better than other 
existing clustering algorithms like hierarchical clustering, with its ease of implementation, 
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computational cost and low memory consumption [51]. Even though other clustering 
algorithms have the advantage of allowing for an unknown number of clusters to be searched 
for in the data, they are very costly computationally due to the fact that they are based on the 
dissimilarity matrix [49]. Also, it is showed that K-means clustering algorithm outperforms 
other existing clustering techniques when the number of variables in the dataset are very 
large [17], [50]. Since our dataset also contains large number of variables (4019), this feature 
of K-means algorithm,in addition to its above-mentioned characteristics, has inspired us to 
apply it for clustering the instances in our experimental dataset.  
 
So, using R, we have performed K-means clustering on our experimental dataset and divided 
the instances into different groups.  
 
3.3.1 K-means clustering 
 
It is one of the classic clustering techniques where we specify the number of clusters that 
should be sought in advance. This number is the parameter “k”. The k points are chosen at 
random as cluster centers [29]. All the instances are assigned to their closest cluster center 
according to the ordinary Euclidean distance metric. Next, the centroid or means of the 
instances in each cluster is determined. This is “means” part. These centroids are considered 
as new center values for their respective clusters. And the whole process continues with the 
new cluster centers. The same process is iterated until the cluster centers are stabilized and 
remain the same forever [29]. 
 
K means clustering is simple and effective and it is easy to prove that choosing the mean (or 
centroid) as the cluster center minimizes the total squared distance from each of cluster’s 
points to its center. Once the iteration is stabilized, each data point is assigned to its nearest 
cluster center. So, the overall effect is to minimize the total squared distance from all points 
to their cluster centers [29].There are several methods to determine the optimal value of “k”. 
They are Silhouette analysis, elbow method etc. In this study, we have used Silhouette 
analysis to determine the optimal number of clusters in our experimental dataset. 
 
Silhouette analysis 
 It is a method for determining optimal number of clusters in a dataset. The silhouette of the 
data instance determines how closely it is matched to data within its cluster and how loosely 
it is matched to its neighboring cluster. A silhouette value close to 1 means that the data 
instance is in appropriate cluster and a silhouette value close to -1 means that the data 
instance is in wrong cluster [28]. 
 
---------------------------------------------------------------------------------------------------------------- 
K-Means(D,K) – K-means clustering using Euclidean distanceDis2 [45]. 
---------------------------------------------------------------------------------------------------------------- 
Input: data D ⊆Rd ; number of clusters K ∈ N. 
Output :K cluster means µ1,...,µK∈ Rd . 
1 randomly initialise K vectors µ1,...,µK∈ Rd ; 
2 repeat 
3 assign each x ∈ D to argminj Dis2(x,µj); 
4 for j = 1 to K do 
5 Dj ← {x ∈D|x assigned to clusterj}; 
6 µj = %

|<=|
𝑥>∈<= ; 

7 end 
8 until no change in µ1,...,µK ; 
9 return µ1,...,µK ; 
---------------------------------------------------------------------------------------------------------------- 
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The clustering results showed that there are two different groups of instances in the 
experimental dataset. But, in order to label the instances, we have to determine which group 
of instances represent good events/bad events. We found it by coordinating with the 
supervisor from Ericsson and labeled the instances accordingly as either good or bad. After 
labelling the instances, the experimental dataset has 233 good events and 487 bad events.  
So, we now have a labeled dataset that can be used to train and test our chosen classification 
algorithms. 
 
3.4 Feature selection 
 
The number of attributes in our experimental dataset are more than the number of data 
instances (4019>720). But, all these 4019 attributes do not necessarily provide useful 
information about the change in traffic patterns. Which means that, some of them might be 
relevant and informative while the others being irrelevant (does not support any useful 
information) and redundant (adds no new information to learning procedures) [55]. But, the 
set of features used in model construction is the only source of information for any learning 
algorithm, thus it is extremely important to select an optimal subset that will be a 
representative of the original set. Selecting an optimal subset of relevant and non-redundant 
features is a challenging task. Since there is a trend off, if too many features are selected it 
causes the classifier to have a high workload which can decrease the classification accuracy. 
So, there is a need to find a subset of relevant attributes from the attributes set which will 
give an optimal solution without decreasing the classification accuracy[54]. This can be 
achieved by performing "Feature selection" on the experimental dataset.  

 
Feature selection is a pre-processing technique used in machine learning to remove irrelevant 
and redundant attributes for the purpose of increasing learning accuracy[54][56]. It helps 
with enhancing the accuracy in many machine learning problems by speeding up learning 
algorithm, understanding the data, reducing computational requirements, reducing the curse 
of dimensionality and improving the prediction performance. It is necessary because the high 
dimensionality and vast amount of data poses a challenge to the learning task. In the 
presence of many irrelevant features some of which do not add much value during the 
learning process, learning   models tend to become   computationally complex,over fit, 
become less comprehensible and decrease learning accuracy. Feature selection is one 
effective   way to identify relevant features for dimensionality reduction[55]. There are three 
different categories of Feature selection techniques in the context of classification They are: 
 
Filter methods: These methods evaluate the relevance of features by looking at the intrinsic 
properties of the data independent of the classification algorithm. A suitable ranking criterion 
is used to score the variables and a threshold is used to remove the variable belowthe  
threshold[54] [56].Afterwards   thissubset   of   features   is   used   as   inputto   the 
classification algorithm. Advantages of filter methods are that they are fast, scalable and 
independent of a learning algorithm. As a result, feature selection needs to be performed 
only once, and then different classifiers can be evaluated[54][56]. 

 
Some of the evaluation measures used in filter methods are Symmetric uncertainty, 
Information Gain, Gain Ratio etc.  
 
Wrapper methods 
These methods use the predictor performance as the objective function to evaluate the 
variable subset[54][56] [57] [58]. 
 
Embedded methods 
These methods use the independent criteria to decide the optimal subset for aknown 
cardinality[54].  
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Hybrid methods 
These methods employ filter and wrapper methods in a sequential approach in order to 
derive a relevant subset of original data[54]. 

 
Ratanamahatana et al. in [37] showed that using C4.5for performing feature selection 
improves the classification accuracy of algorithms. So, taking this as inspiration and the 
above mentionedadvantages of “Filter methods” as inspiration, we have employed C4.5 
Decision tree algorithm (which falls under the category of Filter methods) for performing 
feature selection on our experimental dataset. 

 
The algorithm starts with the entire set of tuples in our experimental dataset, selects the best 
attribute that yields maximum information for classification, and generates a test nodefor this 
attribute. Then,top down induction of decision trees divides the current set of tuples 
according to their values of the current test attribute[54]. Classifier generation stops, if all 
tuples in a subset belong to the same class, orif it is not worth to proceed with an additional 
separationinto further subsets, i.e. if further attribute tests yield onlyinformation for 
classification below a pre-specified threshold.It uses an entropy-based measure known as 
“information gain” as a heuristic for selecting the attribute that will best split the training 
data into separate classes. The information gain of each attribute is computed in each round, 
and the one with the highest information gain will be chosen as the test attribute for the 
experimental data. The process continues until a complete decision tree is grown [54]. Once 
the complete tree is grown, the attributes used in the tree construction are noted down. The 
results showed that, among all the 4019 attributes in our experimental dataset, only two 
attributes are used for Decision tree construction. These attributes are used for training and 
testing our chosen classification algorithms on experimental dataset. 
 
Information gain: 
Let S be a set consisting of s data samples. Suppose the class label attribute has m distinct 
values defining m distinct classes, Ck. Let si be the number of samples of S in class Ck. The 
expected information needed to classify a given sample is given by [37]. 
 

𝐼(𝑠%, 𝑠A, … , 𝑠B) = − 𝑝E𝑙𝑜𝑔A	(𝑝E)
B

E3%

 

where pk is the probability that an arbitrary sample belongs to class Ck and is estimated by sk 
/ s.  
 
Let attribute A have v distinct values, {a1,a2,…,av}. Attribute A can be used to partition S 
into v subsets, {S1,S2,…,Sv}, where Sj contains those samples in S that have value aj of A. 
Let skjbe the number of samples of class Ck in a subset Sj. The entropy, or expected 
information based on the partitioning into subsets by A, is given by [37]. 
 

𝐸 𝐴 =
𝑠-= + ⋯+ 	𝑠B=

𝑠

2

=3%

𝐼 𝑠-=, … , 	𝑠B=  

 
Entropy has a maximum value of 1 when the sample is maximally impure, i.e. there are same 
proportions of positive and negative examples in the sample S [37]. 
 
The encoding information would be gained by branching on A is  
 

InformationGain(A) = 𝐼 𝑠%, 𝑠A, … , 𝑠B − 𝐸(𝐴) 
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3.5Experimental design 
 

• Divide the dataset into 10 equal sized subsamples. 
• Perform 10-fold cross validation with 

1. Support Vector machines 
2. Naïve Bayes 
3. Decision trees 
4. Random forests for ten times. In each iteration, the training dataset 

contains 648 instances and the test dataset contains 72 instances. 
• The classification results obtained by each algorithm in each fold are noted down. 

The experimental results are then analyzed and compared for selecting the algorithm 
that has exhibited the best classification performance. This answers RQ1. 

• Also, to help us clearly identify the difference in performances of chosen 
classification algorithms, Friedman and Nemenyi tests are performed on the obtained 
classification results. The test results are then analyzed to determine the best suitable 
algorithm for classifying the traffic patterns of SGSN and MME. 

• Once the algorithm is selected, an extra functionality will be added to it such that 
whenever a bad event is detected, it outputs a notification saying that “Something 
bad is happening”.Also, the selected algorithm will be tested on unlabeled data in 
order to check if it is able to classify the events correctly or not. This answers RQ2. 

 
3.5.1 Performance measures 
 
In order to select the algorithm that is best suitable for classifying the traffic patterns of 
SGSN-MME, it is important to evaluate the classification performances of SVMs, NB, DT 
and RF on experimental dataset. The classification performance of a classifier is generally 
measured in terms of several metrics like classification accuracy, kappa value, F1 score or by 
analyzing the predicted results in a confusion matrix. But the selection of evaluation metrics 
should be made in accordance to the class proportions in the experimental data and also the 
classification problem that we are aiming to solve [42]. In our study, we have considered 
classification accuracy and F1 score to evaluate the classification performances of our four 
chosen classification algorithms. Since both the class labels in our experimental dataset are 
relevant to each other, they are a good choice [42]. Also, to get an understanding of the cost 
that is required for training these algorithms (in terms of time), we have also measured their 
training times in each fold of 10-fold cross validation. 
 
3.5.1.1 Accuracy 
Classification accuracy is the number of correct predictions made divided by total number of 
predictions made, multiplied by 100 to turn it to a percentage [35]. It is the percentage of 
correct classifications made by the classifier. 
 
The accuracy of a classifier over a test set Te is defined as  

Acc= %
|MN|

𝐼[𝑐	(𝑥) = 𝑐(𝑥)]>∈MN  
 
Here, the function I [·] denotes the indicator function, which is 1 if its argument evaluates to 
true, and 0 otherwise. It is a convenient way to count the number of test instances that are 
classified correctly by the classifier [35]. 
 
3.5.1.2 F1 score 
The F1 Score is a measure of a test's accuracy. It considers both precision(p) and recall(r) of 
the test to compute the score [38]. 

• Precision: It is the number of positive predictions divided by the total number of 
positive class values predicted by the classifier [35]. 
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• Recall: It is the number of positive predictions divided by the number of positive 
class values in the test data [35]. 

 It is also called the F Score or the F Measure. Put another way, the F1 score conveys the 
balance between the precision and the recall [35]. 
 

𝑭𝟏 = 𝟐.
𝟏

𝟏
𝒓𝒆𝒄𝒂𝒍𝒍

+ 	 𝟏
𝒑𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏

= 𝟐.
𝒑𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏. 𝒓𝒆𝒄𝒂𝒍𝒍
𝒑𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 + 𝒓𝒆𝒄𝒂𝒍𝒍

 

 
 
3.5.1.3 Training time 
Training time is the time taken to train the classification algorithm with training dataset in 
each fold of cross validation. It is measured in seconds. 
 
3.6 Statistical Tests 
 
Even though the classification results of our chosen algorithms can be compared manually, it 
is important to perform statistical tests on them. This is because, there is a huge risk of 
misinterpretation of results if they are compared manually, which would result in incorrect 
conclusions. This risk can be mitigated by performing statistical tests on the classification 
results. By performing statistical tests, we can clearly identify the differences in 
performances of algorithms which helps us in finding the best one among them [44]. So, 
Friedman and Nemenyi tests are performed on the classification results of SVMs, NB, DT 
and RF to be able to find the best one among them. 
 
Friedman Test: Friedman test is one of the efficient statistical methods for testing the 
differences between the performances of multiple classifiers [44]. It assumes that the 
performances of the classifiers are measured across the same data sets, preferably using the 
same splits onto training and testing sets. Friedman tests ranks the algorithms for each data 
set separately, the best performing algorithm getting the rank of 1, the second-best rank 2. 
etc. In case of ties, average ranks are assigned [44]. 
 
Let 𝑅-be the rank of the j-th of k algorithms on the i-th of N data sets. The Friedman test 
compares the average ranks of algorithms, 𝑅= = 	

%
a

𝑟-
=

-   . 
 
The null hypothesis is that all algorithms perform 
equally. Under null hypothesis, these average ranks R j should be the same. To test this, we 
calculate the following quantities [45]: 
 

• the average rankc/%
A
	

 
• the sum of squared differences𝑛 𝑅= − 𝐹%

A
=  

 
• the sum of squared differences %

((c/%)
𝑅-= − 𝐹%

A
-=  

 
The second quantity measures the spread between the rank ‘centroids’ – which we want to be 
large – and the third quantity measures the spread over all ranks [45]. The Friedman statistic 
(FS) is the ratio of the former and latter quantities [45]. The critical value for k (number of 
classifiers) at n (number of datasets) at alpha=0.05 is measured. This critical value is then 
compared with the value of Friedman statistic. If the critical value is less than or equal to 
Friedman statistic, the null hypothesis said to be true. Otherwise, null hypothesis is rejected 
i.e. the algorithms perform differently. 
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If the null-hypothesis is rejected, we can proceed with a post-hoc test to determine which 
algorithms performed significantly different from each other.  
 
Nemenyi test: Nemenyi test is one of the most efficient post-hoc tests that is used when all 
classifiers are compared to each other. According to Nemenyi test, the performance of two 
classifiers is significantly different if the corresponding average ranks differ by at least the 
critical difference [45]. 
 

The critical difference is measured as 𝐶𝐷 = 	𝑞i
c(c/%)
j(

 



 

19 
 

4        RESULTS& ANALYSIS 
 
4.1 K-means clustering 
 
As mentioned earlier, we have performed K-means clustering on the experimental data in 
order to divide the data instances into groups.  
 
Silhouette analysis is performed to determine the optimal value of “k” and the results are as 
follows: 
 

 
Figure 1: Determining optimal number of clusters in experimental dataset using silhouette 

analysis. 
 

From the above plot, it is clear that the optimal value of “k” for clustering the instances in 
our dataset is “2”. So, k means clustering is performed with k==2 and all the instances in the 
experimental dataset are divided into two groups. 
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The classification results of Support vector machines, Naive Bayes, Decision trees and 
Random forests are represented by Box and whisker plots. So, before beginning to analyze 
their classification results, it is worthwhile to explain how a box plot is read and the 
measures represented by it. 
 
Box and whisker plot 
A Box and whisker plot (also called as Boxplot) is a graph that represents information from a 
five-number summary [39]. The values that are represented by the five-number summary 
are: the most extreme values in the data (minimum and maximum values), the lower and 
upper quartiles and the median. These values are ordered from lowest to highest and 
presented together as: minimum value, lower Quartile (Q1), median value (Q2), upper 
Quartile (Q3) and maximum value [40]. 
 
Each of these values represent specific part of the data. The mean identifies the average 
value of the data; the upper and lower quartiles span the middle half of the data; and the 
highest and lowest observations provide information about the dispersion of the data. This 
makes the five-number summary a useful measure of spread [40]. 
 
In a Box and whisker plot: 
 

• the ends of the box are the upper and lower quartiles, so the box spans the 
interquartile range 

• the median is marked by a vertical line inside the box [40]. 
• the whiskers are the two lines outside the box that extend to the highest and lowest 

observations [40]. 
 
                                                                           BOX 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: Representation of box plot and the measures presented by it 
 
4.2 Classification results of Support Vector Machines 
(SVMs) on experimental dataset 
 
We trained the Support vector machines algorithm with the experimental dataset and ran ten-
fold cross validation tests on it. The performance measures like classification accuracy, F1 
score and training time obtained by SVMs in each fold are noted down. 
 
Figure 3 represents the classification accuracies and F1 scores achieved by SVM on 10-fold 
cross validation tests. The median (middle quartile) of the box plots marks the average 
classification accuracy (95.8%) and average F1 score (95.067) of SVM in all 10 folds. 
Whereas the lower whiskers of box plots represent the minimum accuracy (90.27%) and F1 
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score (87.69) of SVM and the upper whiskers of box plots represent the maximum accuracy 
(97.22%) and F1 score (96.8) of SVM. 
 
 

 
Figure 3: Classification accuracies and F1 scoresachieved by SVMs on ten-fold cross validation 

tests 
Figure 4 represents the Training time of SVM on 10-fold cross validation tests. From this 
figure, it is found that the average training time of SVM in all ten folds is 0.0255 seconds. 
Whereas the maximum and minimum training times are 0.33 seconds and 0.022 seconds 
respectively.  
 

 
Figure 4: Training times of SVMs on ten-fold cross validation tests. 
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4.3 Classification results of Naïve Bayesclassifier on 
experimental dataset 
 
We trained the Naïve Bayes classifier with the experimental dataset and ran ten-fold cross 
validation tests on it. The performance measures like classification accuracy, F1 score and 
Training time obtained by Naïve Bayes in each fold are noted down. 
 
Figure 5 represents the classification accuracies and F1 scores achieved by NB on 10-fold 
cross validation tests. The median (middle quartile) of the box plots marks the average 
classification accuracy (79.45%) and average F1 score (79.055) of NB in all 10 folds. 
Whereas the lower whiskers of box plots represent the minimum accuracy (70.8%3) and F1 
score (70.685) of NB and the upper whiskers of box plots represent the maximum accuracy 
(84.722%) and F1 score (84.204) of NB. 
 
 

 
Figure 5: Classification accuracies and F1 scoresachieved by NB on ten-fold cross validation 

tests. 
 

 
Figure 6 represents the Training time of NB on 10-fold cross validation tests. From this 
figure, it is found that the average training time of NB in all ten folds is 0.01005seconds. 
Whereas the maximum and minimum training times are 0.014 seconds and 0.010 seconds 
respectively.  
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Figure 6: Training times of NB on ten-fold cross validation tests. 

 
4.4 Classification results of Decision trees on experimental 
dataset 
 
We trained the CART model of Decision trees algorithm with the experimental dataset and 
ran ten-fold cross validation tests on it. The performance measures like classification 
accuracy, F1 score and Training time obtained by Decision trees in each fold are noted 
down. 
 
Figure 7 represents the classification accuracies and F1 scores achieved by DT on 10-fold 
cross validation tests. The median (middle quartile) of the box plots marks the average 
classification accuracy (99.58%) and average F1 score (99.52) of DT in all 10 folds. 
Whereas the lower whiskers of box plots represent the minimum accuracy (98.611%) and F1 
score (98.37) of DT and the upper whiskers of box plots represent the maximum accuracy 
(100%) and F1 score (100) of DT. 
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Figure 7: Classification accuracies and F1 scoresachieved by Decision trees on ten-fold cross 

validation tests. 
 
Figure 8 represents the Training time of DT on 10-fold cross validation tests. From this 
figure, it is found that the average training time of DT in all ten folds is 0.0145 seconds. 
Whereas the maximum and minimum training times are 0.017 seconds and 0.014 seconds 
respectively.  
 
 

 
Figure 8: Training times of Decision trees on ten-fold cross validation test sets. 

 
4.5 Classification results of Random forests on experimental 
dataset 
 
Figure 9 represents the classification accuracies and F1 scores achieved by RF on 10-fold 
cross validation tests. The median (middle quartile) of the box plots marks the average 
classification accuracy (99.72%) and average F1 score (99.6) of RF in all 10 folds. Whereas 

97.5 98 98.5 99 99.5 100 100.5

1

2

Classification results of Decision trees on 10-fold cross 
validation tests

Accuracy F1	score

0

0.002

0.004

0.006

0.008

0.01

0.012

0.014

0.016

0.018

1 2 3 4 5 6 7 8 9 10

Tr
ai
ni
ng
	ti
m
e	
in
	se

co
nd

s

Folds

Training time of Decision trees on 10-fold cross 
validation tests

DT



 

25 
 

the lower whiskers of box plots represent the minimum accuracy (98.611%) and F1 score 
(98.37) of RF and the upper whiskers of box plots represent the maximum accuracy (100%) 
and F1 score (100) of RF. 
 
 

 
Figure 9: Classification accuracies and F1 scoresachieved by Random forests on ten-fold cross 

validation tests. 
 
Figure 10 represents the training time of RF on 10-fold cross validation tests. From this 
figure, it is found that the average training time of RFin all ten folds is 0.117 seconds. 
Whereas the maximum and minimum training times are 0.129 seconds and 0.111 seconds 
respectively.  

 

 
Figure 10: Training times of Random forests on ten-fold cross validation tests. 
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4.6Comparative study of performance measures achieved 
by Support vector machines, Naïve Bayes, Decision Trees 
and Random forests on experimental dataset 
 
4.6.1 Classification accuracy: 
 
Figure 11 represents the classification accuracies achieved by SVM, NB, DT and RF on 10-
fold cross validation tests. From this figure, it is found that Random forests, Decision trees 
and Support vector machines performed similarly and Naïve Bayes performed significantly 
different from the other three algorithms. Upon close observation, it is found that the average 
accuracy of Random forests in all ten folds is slightly higher than DT and noticeably higher 
than SVM and significantly higher than NB. 
 

 
Figure 11: Comparison of classification accuracies achieved by SVMs, NB, DTandRFon 10-fold 

cross validation tests. 
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4.6.2F1 score 
 
Figure 12 represents the F1 scores achieved by SVM, NB, DT and RF on 10-fold cross 
validation tests. From this figure, it is found that Random forests, Decision trees and Support 
vector machines performed similarly and Naïve Bayes performed significantly different from 
the other three algorithms. Upon close observation, it is found that the average F1 score of 
Random forests in all ten folds is slightly higher than DT and noticeably higher than SVM 
and significantly higher than NB. 
 

 
Figure 12: Comparison of F1 scores achieved by SVMs, NB, DTandRFon 10-fold cross 

validation tests. 
 

 
4.6.3Training time 
 
Figure 13 represents the training times of SVM, NB, DT and RF on 10-fold cross validation 
tests. From this figure, it is found that Support vector machines, Decision trees and Naïve 
Bayes performed similarly and Random forests performed significantly different from the 
other three algorithms. Upon close observation, it is found that the average training time of 
Random forests is significantly higher than the training times of Support vector machines, 
Naïve Bayes and Decision trees. 
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Figure 13: Comparison of training times of SVMs, Naïve Bayes, Decision trees and Random 

forests on ten-fold cross validation tests. 
 
 

4.7 Statistical tests 
 
Friedman and Nemenyi tests are performed on the classification accuracies, F1 scores and 
training time of SVMs, NB, DT and RF on 10-fold cross validation datasets and the 
corresponding results are presented below. 
 
Also, it should be noted that the evaluation measures used in these tests are represented by 
“F1”, “F2”, “F3” and “CD” in the next sections (4.7.1, 4.7.2 and 4.7.3) for better 
explanation. 
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Average rank = 

c/%
A

 = F1 
the sum of squared differences is  𝑛 𝑅= − 𝐹%

A
=  = F2 

0

0.02

0.04

0.06

0.08

0.1

0.12

0.14

1 2 3 4 5 6 7 8 9 10

Tr
ai
ni
ng
	ti
m
e	
in
	se

co
nd

s

Folds

Comparison	of	training	times	of	SVM,	NB,	DT	and	RF	on	
10-fold	cross	validation	tests

SVM

NB

DT

RF



 

29 
 

the sum of squared differences is  %
((c/%)

𝑅-= − 𝐹%
A

-=  = F3 

 
Evaluation measures used in Nemenyi test: 
 

Critical difference 𝐶𝐷 = 	𝑞i
c(c/%)
j(

 

where k = 4 and n = 1 
 
Null Hypothesis 
All the four classification algorithms (SVMs, NB, DT and RF) perform similarly. 
 
4.7.1 Friedman and Nemenyi tests for Accuracy (in %) 
 

Dataset SVM NB DT RF 
1 97.22 (2) 70.83 (3) 98.61 (1.5) 98.61 (1.5) 
2 90.27 (2) 83.33 (3) 100 (1.5) 100 (1.5) 
3 95.77 (2) 76.05 (3) 100 (1.5) 100 (1.5) 
4 95.89 (2) 78.08 (3) 98.63 (1.5) 98.63 (1.5) 
5 93.05 (2) 76.38 (3) 100 (1.5) 100 (1.5) 
6 95.83 (2) 83.33 (3) 100 (1.5) 100 (1.5) 
7 90.41 (3) 80.82 (4) 98.63 (2) 100 (1.5) 
8 95.77 (2) 83.09 (3) 100 (1.5) 100 (1.5) 
9 97.22 (2) 84.72 (3) 100 (1.5) 100 (1.5) 

10 97.22 (2) 70.83 (3) 100 (1.5) 100 (1.5) 
Average Rank 2.1 3.1 1.55 1.5 
Table 1: Ranks for the accuracies achieved by SVM, NB, DT RF on 10-fold cross validation tests 
 
We have F1=2.5, F2=27.4, F3=0.875. So, the Friedman statistic(FS) is 27.4/0.875 = 31.314. 
From [44], the critical value (CV) for k=4 at alpha=0.05 is found to be 7.8. Since FS>CV, 
null hypothesis is rejected. Now, Nemenyi test is performed to determine which algorithms 
perform significantly different from each other. So, the critical difference(CD)=1.483 (at 
alpha=0.05). Since the difference in average ranks of (NB, DT) and (NB, RF) are greater 
than the CD (1.55>1.483 & 1.6>1.483) NB performs significantly different from DT and RF.  
 
4.7.2 Friedman and Nemenyi tests for F1 score  
 

Dataset SVM NB DT RF 
1 96.725 (2) 70.685 (3) 98.375 (1.5) 98.375 (1.5) 
2 87.69 (2) 82.675 (3) 100 (1.5) 100 (1.5) 
3 94.99 (2) 75.748 (3) 100 (1.5) 100 (1.5) 
4 95.175 (2) 77.74 (3) 98.42 (1.5) 98.42 (1.5) 
5 91.47 (2) 76.013 (3) 100 (1.5) 100 (1.5) 
6 95.145 (2) 82.857 (3) 100 (1.5) 100 (1.5) 
7 88.75 (3) 80.37 (4) 98.455 (2) 100 (1.5) 
8 94.99 (2) 82.512 (3) 100 (1.5) 100 (1.5) 
9 96.80 (2) 84.204 (3) 100 (1.5) 100 (1.5) 

10 96.725 (2) 70.688 (3) 100 (1.5) 100 (1.5) 
Average Rank 2.1 3.1 1.55 1.5 
Table 2: Ranks for the F1 scores achieved by SVM, NB, DT RF on 10-fold cross validation tests 
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We have F1=2.5, F2=27.4, F3=0.875. So, the Friedman statistic(FS) is 27.4/0.875 = 31.314. 
From [44], the he critical value (CV) for k=4 at alpha=0.05 is found to be 7.8. Since FS>CV, 
null hypothesis is rejected. Now, Nemenyi test is performed to determine which algorithms 
perform significantly different from each other. So, the critical difference(CD)=1.483 (at 
alpha=0.05). Since the difference in average ranks of (NB, DT) and (NB, RF) are greater 
than the CD (1.55>1.483 & 1.6>1.483) NB performs significantly different from DT and RF. 
 
4.7.3 Friedman and Nemenyi tests for Training time (in seconds) 
 

Dataset SVM NB DT RF 
1 0.033 (3) 0.014 (1) 0.016 (2) 0.128 (4) 
2 0.029 (3) 0.0131 (1) 0.014 (2) 0.120 (4) 
3 0.022 (3) 0.013 (1) 0.014 (2) 0.117 (4) 
4 0.229 (3) 0.010 (1) 0.013 (2) 0.129 (4) 
5 0.028 (3) 0.010 (1) 0.015 (2) 0.115 (4) 
6 0.261 (3) 0.010 (1) 0.017 (2) 0.102 (4) 
7 0.024 (3) 0.012 (1) 0.014 (2) 0.126 (4) 
8 0.023 (3) 0.012 (1) 0.014 (2) 0.116 (4) 
9 0.025 (3) 0.010 (1) 0.014 (2) 0.111 (4) 

10 0.024 (3) 0.0105 (1) 0.014 (2) 0.104 (4) 
Average rank 3 1 2 4 
Table 3: Ranks for training times taken by SVM, NB, DT RF on 10-fold cross validation tests 

 

We have F1=2.5, F2=50, F3=1.66. So, the Friedman statistic(FS) is 50/1.66 = 30.120. From 
[44], the critical value (CV) for k=4 at alpha=0.05 is found to be 7.8. Since FS>CV, null 
hypothesis is rejected. Now, Nemenyi test is performed to determine which algorithms 
perform significantly different from each other. So, the critical difference(CD)=1.483 (at 
alpha=0.05). Since the difference in average ranks of (NB, RF) and (DT, RF) are greater than 
the CD (3>1.483& 2>1.483) RF performs significantly different from DT and NB.  

From the above presented results, it is found that Random forests perform better than 
Support vector machines, Naïve Bayes and Decision trees with an average classification 
accuracy of 99.72 % and average F1 score of 99.6. So, Random forests is the best suitable 
machine learning algorithm for classifying the traffic patterns of SGSN and MME when 
accuracy and F1 score are considered. On the other hand, it is also observed that Naïve 
Bayes performs faster than Support vector machines, Decision trees and Random forests 
with an average training time of 0.010 seconds. But its average classification accuracy is 
74.95 % and average F1 score is 79.55. Since our study focuses on classifying the traffic 
patterns more accurately, classification accuracy and F1 score are of high importance than 
the training time of classification algorithm. Therefore, we conclude that Random forests is 
the best suitable algorithm for classifying the traffic patterns of SGSN- MME. Now an extra 
functionality is added to the Random forests algorithm such that whenever a bad event is 
detected, it notifies the user that ‘Something bad is happening”. And, then its classification 
performance is tested on unlabeled data in order to check if it is able to classify the events 
correctly or not. 
 
4.8 Classification results of Random forests on unlabeled 
data 
 
In order to evaluate the classification performance of Random forests on unlabeled data, the 
labels of the real data are removed and Random forests is tested on this data. The classes 



 

31 
 

predicted by Random forests are compared with the actual labels in the real dataset to 
evaluate its classification accuracy and F1 score. The reason why we have tested Random 
forests only real data is that, in the near future, if Ericsson deploys Random forests on 
SGSN-MME for identifying the bad events, it is important that it classifies the traffic 
patterns correctly. Otherwise, the purpose of deploying Random forests on SGSN-MME 
would be compromised.  
 
So, Random forests is tested on unlabeled data and the experimental results are noted down. 
The following table represents the classification performance of random forests on unlabeled 
data. This dataset contains 240 instances. Random forests algorithm is trained with 
experimental dataset and tested on unlabeled real dataset. The obtained classification results 
are noted down as follows: 
 

Performance measure Value 
accuracy 100 % 
F1 score 100 

Training time 0.237 seconds 
Table 4: Performance measures of Random forests on unlabeled data. 

 
From the above presented results, it is found that Random forests perform very well even on 
unlabeled data with a classification accuracy of 100% F1 score of 100 and training time of 
0.237 seconds. 
 
Also, in order to evaluate the performance of Random forests only on real data (excluding 
synthetic data), it is trained and tested with 10-fold cross validation tests of real data and the 
classification results are recorded. The obtained classification results are as good as the 
results obtained on the experimental dataset. 
 

Performance measure Value 
Average classification accuracy 99.56 % 

Average F1 score 99.4 
Average training time 0.0388 seconds 

Table 5: Performance measures of Random forests on real data. 
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5. DISCUSSION 

5.1 Answers to Research questions 
 
RQ1: Which machine learning (ML) algorithm is best suited for classifying the traffic 
patterns ofSGSN – MME and why? 
 
Answer: Based on the experimental results and statistical tests, we conclude that Random 
forests is the best suited algorithm for classifying the traffic patterns of SGSN – MME. It has 
classified the traffic patterns of SGSN-MME with an accuracy of 99.72% and F1 score of 
99.6One of the reasons behind its exceptional performance is that, it uses the concept of 
“bagging” for making predictions on test data.So, the final output of Random forests is the 
average of predictions made by multiple bagged classifiers (Decision trees in our study). 
This is why the classification accuracy of Random forests is higher than the classification 
accuracies of Support vector machines, Naïve Bayes and Decision trees. 
 
RQ2: What is the classification performance of the proposed model on unlabeled data 
(unknown traffic patterns in our case)? 
 
Answer:We proposed the use of Random forests for classifying the traffic patterns of SGSN-
MME.So, it is tested only on unlabeled real data in order to check if it is able to classify the 
traffic patterns correctly or not. The reason why we have tested Random forests only real 
data is that, in the near future, if Ericsson deploys Random forests on SGSN-MME for 
identifying the bad events, it is important that it classifies the traffic patterns correctly.So, the 
classification performance of random forests is tested on unlabeled real data and as presented 
in Figure: its average classification accuracy is found to be 100% while its F1 score being 
100.  
 
5.2Contributions 
 
The main contribution of this study is the study itself. As mentioned earlier in section 2.2, 
most of the existing research focused on using machine learning for internet traffic 
classification and network predictions. But to my knowledge, there is no research that has 
been done on classifying the patterns of network traffic. So,there are no evidences that 
explain the applicability of machine learning for classification of traffic patterns. Through 
this thesis, we showed that machine learning can be used for efficient classification of traffic 
patterns among the network nodes. Thus, our study serves as a reference for aspiring 
researchers in the area of traffic pattern classification. 
 
Apart from this major contribution there are two other contributions of this study. They are: 
 

• The experimental results of this study showed that Random forests is the best 
suitable algorithm for classifying the traffic patterns of SGSN-MME if classification 
accuracy is of major concern. It has also showed that Naïve Bayes is the most 
suitable one if the training time algorithm is of highest importance. 

• The added functionality to Random forests algorithm, i.e. notifying about identified 
bad events helps many practitioners/Testers to quickly implement necessary counter 
measures thereby preventing node failures. 
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5.3 Threats to validity 
 
The results of a research study are only useful to the extent that they can be accurately and 
confidently interpreted. The issue of accurate and confident interpretation of results is at the 
center of any discussion of validity. Validity refers to the degree with which correct 
inferences can be made from the obtained results. There are different aspects of validity 
which are relevant to our experimentation. Each of these aspects are important inorder for 
the experiment to give accurate predictions and draw valid conclusions [51]. 
 
They are: 
 
5.3.1 Conclusion validity:This type of validity ensures that the conclusion that is being 
reached from the data from the experiment is actually right and justified. That is,based on the 
data, conclusion validity is only concerned about if there is any relationship between the 
variables or not[51][52].Some of the potential threats to conclusion validity are: 
 

• Unreliable measures: Improper selection of evaluation measures can result in over-
underestimating the size of relationship between independent and 
dependentvariables in the study. This threat is mitigated by choosing classification 
accuracy, F1 score and training time of chosen classification algorithms as the 
evaluation measures in our experiment [52]. 

• Poor reliability of treatment application: This threat arises if the experimenter(s) 
does not use standard procedures and protocols while conducting the experiment. It 
will lead the experimenter to underestimate the effects. This threat is mitigated by 
developing and executing a valid experimental design [52]. 

 
5.3.2 Internal validity: Internal validity refers to the extent to which the results obtained in 
the experiment are a function of the variables that were systematically measured and(or) 
observed in the study[51]. The potential threats to internal validity in our study are: 
 

• Testing: This threat relates to the possible effects of a pre-test on the performance of 
participants in a study on the post-test [51]. This threat is mitigated by developing an 
experimental design which does not include a pretest. 

• Measurement bias: This is because of errors in data collection and data 
measurement. We mitigated this threat by employing “Triangulation approach” to 
our study. By using this approach, all the data collected and evaluated in the study is 
validated through cross verification.  

• Instrumentation bias: This threat is due to the change in observers in the midst of 
experiment. This shift in witnessing persons may result in “missing experimental 
observations”. This issue is solved by employing only one observer until the 
experiment is finished.    

5.3.3 External validity: External validity refers to the extent to which the results of the 
experiment are able to be generalized confidently to a group larger than the group that 
participated in the study. The experimenter must have a reason to believe that the variables 
used in the study are similar to those aspects as they exist in the larger population [51]. 
The potential threats to external validity are: 

• Effect of Testing: It refers to the fact that the administration of a test(eg:pre-test) 
may affect the performance of the participants in the study.Its results may not be 
generalizable to situations where pretesting will not occur [51].  This threat is 
mitigated by employing an experimental design which does not have any pretests. 

• Experimenter’s bias: This occurs when the experimenters involved in the study 
alter the observations by creating expected outcomes by themselves. We have used 
“double-blind” technique to combat this bias.  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• Specificity of variables: It is concerned with the extent to which the variables in the 
experiment are adequately described and operationally defined [51]. This threat is 
mitigated by defining all the dependent variables of our study in such a way that they 
are meaningful in any experimental settings. 
 

5.4 Limitations 
 

• The main limitation of this study is that, only two attributes among 4019 attributes in 
the experimental dataset were used in training and testing our chosen classification 
algorithms.That means, all the other 4017 attributes were found to show almost no 
impact on the traffic patterns of SGSN-MME.Since the instances in our dataset 
represent only few cases of good and bad events happened in the node, it could 
possibly mean that one attribute per class is perfectly able to describe the events in 
each class.But the scenario is different in real world. This is because of the fact that, 
if the proposed algorithm, i.e. Random forests is employed on SGSN-MME in real 
life, it is obvious that another kind of bad events (different from the bad events in 
our experimental dataset) will happen and it can be that one of the 4017 discarded 
attributes (other than the ones we have used for training the algorithms) have an 
impact on those bad events. In that case, Random forests will not be able to detect 
those bad events as it does not consider the discarded attributes for 
classification.This will lead to a significant decrease in its classification performance 
and on the other hand, our goal of detecting bad events for preventing node failures 
will be compromised. 

• Another limitation of this study is that, it focuses on classifying the traffic patterns of 
SGSN – MME only. But there are several other nodes in the core network with 
enormously increasing traffic flow, just like SGSN – MME. So, the possibility of 
occurrences of failures in those nodes is also high. Since, Random forests is trained 
only with the counters that are associated to SGSN – MME, it cannot be used to 
classify the traffic patterns of other network nodes. 
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6 Conclusion and Future Work 
 

6.1   Conclusion 
 

Through our thesis, we showed that machine learning can be used for classifying the traffic 
patterns of network nodes. In our study, we have demonstrated the applicability of four 
classification algorithms, namely, Support vector machines, Naïve Bayes, Decision trees and 
Random forests for classifying the traffic patterns of SGSN – MME. Our experimental 
results and statistical tests showed that Random forests is the best suitable algorithm for 
classifying the traffic patterns of SGSN-MME (if performance is measured in terms of 
accuracy and F1 score). It has outperformed Support vector machines, Naïve Bayes and 
Decision trees with an average classification accuracy of 99.72% and average F1 score of 
99.6 on experimental dataset. It is also tested on unlabeled data and the classification 
accuracy, F1 score, training time are found to be 100%, 100 and 0.237 seconds 
respectively.The efficiency and advantages of using an ensemble learning approach in 
making predictions on large amounts of data is also discussed in the study. Also, an 
additional functionality is added to the Random forests algorithm such that, it notifies the 
user/practitioner with an audio message and a text message on the screen saying that 
“Something bad is happening”, whenever it detects a bad event in the test data. With this 
additional feature, the users/practitioners can start implementing workarounds to the 
identified bad events such that it does not affect remaining traffic between the nodes. 
Thereby, preventing node failures from happening. Thus, our study serves as a good 
contribution to both science and industry as there is no research that has been done in this 
area. 
 
Another interesting finding of this thesis that, even though Random forests achieves highest 
average classification accuracy and F1 score, the time taken to train it on experimental 
dataset is higher than the training times of Support vector machines, Naïve Bayes and 
Decision trees. So, it is found that Naïve Bayes is the best suitable algorithm in cases where 
achieving the highest classification accuracy is not a major concern but the classification 
needs to be performed within less amount of time.  
 
While the experimental results reveal the efficiency of chosen machine learning algorithms 
in classifying the traffic patterns of SGSN-MME, the results from “Feature selection” 
provided support to an interesting question “why it is not really necessary to use machine 
learning for solving research problems?”. This is because, after performing feature selection 
on 4019 attributes that are present in our experimental dataset, only two attributes were 
selected as relevant subset of samples and only these two attributes were used for training 
and testing our chosen classification algorithms. That means, all the other 4017 attributes 
were found to show no impact on the traffic patterns of SGSN-MME. So, the general 
conclusion that can be drawn from this finding is that it is not really necessary to use 
machine learning approaches for detecting the bad events in the nodes. Instead they can be 
identified by just adding alarms to the counters(attributes) such that whenever there is a 
significant change in their value the alarm will be triggered and the users/practitioners can be 
notified about it. 
 
6.2 Future work 

 
We aim to solve the limitations of our study by finding/developing an algorithmwhichcan 
work with any set of attributes (counters of SGSN-MME in our study) and considers all of 
them for classification but with optimal accuracy and memory requirements. Since it will be 
trained with all the attributes, even if it is deployed on SGSN-MME in real life, it will still be 
able to detect unknown bad events.  Also, since it can work on any set of counters it can be 
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deployed on any node in the core network, not just SGSN-MME for preventing node 
failures. Inspite of our experimental findings and conclusions, the reason why we still aim to 
find/develop an algorithm instead of just adding and triggering alarms to the counters is that, 
we believeit is cost effective to develop an algorithm once and be able to use it anywhere and 
anytime on the nodes than manually adding and triggeringthe alarms to each and every 
counter in the nodes.  
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Appendix A 
 
List of abbreviations 
 
GPRS - General Packet Radio Service 
SGSN - Serving GPRS (General Packet Radio Service) Support node 
GSN - GPRS Support Node 
MME -Mobility Management Entity 
SVM – Support Vector Machine 
CART – Classification and Regression Trees 
ML- Machine learning 
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Appendix B 
 
Raw data 
 
https://1drv.ms/u/s!AmpBqesHSBz1hHkIBIq27YeJSQME 
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Appendix C 
 
R code for data pre-processing, feature selection and the experiment. 
 

//Setting path to desired location where the experimental dataset is stored 
setwd('/Users/****/****') 
 
reading the experimental dataset from the specifiedlocation. 
data_unlab<- read.csv('finalclust.csv') 
 
//calling required libraries 
require(caret) 
require(kernlab) 
require(doMC) 
require(e1071) 
require(rminer) 
require(rpart) 
require(class) 
library(randomForest) 
require(cluster) 
library(factoextra) 
 
//determining optimal value of "k" using silhouette method 
fviz_nbclust(data_unlab[, 1:4019], kmeans , method = "silhouette") 
 
//performing k means clustering with k=2 
kmeans_clust<- kmeans(data_unlab[, 1:4019], 2 , nstart = 10) 
 
//label the instances according to clustering results and  
//read the labeled data inorder to perform classification using chosen classification 

algorithms 
 
data_lab<- read.csv('finaltrain.csv) 

 
//Create folds to be able to performs ten-fold cross validation on experimental 

daatset 
folds <- createFolds(data$Type, k=10) 
 
for(i in 1:10) 
{ 
    train <- data_lab[(-folds[[i]]),] 
    test <- data_lab[folds[[i]],] 
traintarget<- data_lab[(-folds[[i]]), 4020] 
testtarget<- data_lab[folds[[i]], 4020] 
  mod <- rpart(Type ~ , train, method="class") 
    p <- predict(mod,test[,1:4019], type = "class") 
print(acc<- confusionMatrix(p,test$Type)) 
print(mmetric(test$Type, p, c("ACC","F1"))) 
} 
printcp(mod) 
 
//Support vector machines  
for(i in 1:10) 
{ 
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   train <- data_lab[(-folds[[i]]),] 
   test <- data_lab[folds[[i]],] 
traintarget<- data_lab[(-folds[[i]]), 4020] 
testtarget<- data_lab[folds[[i]], 4020] 
svm_model<-svm(Type ~ 

bssgpBssInitiatePtpBvcReset+SEC.AttReqAuthSetsSentToHlrBySGSN, data=train) 
pred<- predict(svm_model,test[,1:4019]) 
print(acc<- confusionMatrix(pred,test$Type)) 
print(mmetric(test$Type, pred, c("ACC", "F1"))) 
} 
 
//Naive Bayes 
for(i in 1:10) 
{ 
    train <- data_lab[(-folds[[i]]),] 
    test <- data_lab[folds[[i]],] 
traintarget<- data_lab[(-folds[[i]]), 4020] 
testtarget<- data_lab[folds[[i]], 4020] 
naive_model<- naiveBayes(Type ~ 

bssgpBssInitiatePtpBvcReset+SEC.AttReqAuthSetsSentToHlrBySGSN, data=train) 
pred<- predict(naive_model,test[,1:4019]) 
print(acc<- confusionMatrix(pred,test$Type)) 
print(mmetric(test$Type, pred, c("ACC", "F1"))) 
} 
 
//Decision trees 
for(i in 1:10) 
{ 
    train <- data_lab[(-folds[[i]]),] 
    test <- data_lab[folds[[i]],] 
traintarget<- data_lab[(-folds[[i]]), 4020] 
testtarget<- data_lab[folds[[i]], 4020] 
    mod <- rpart(Type ~ 

bssgpBssInitiatePtpBvcReset+SEC.AttReqAuthSetsSentToHlrBySGSN, train, 
method="class") 

    p <- predict(mod,test[,1:4019], type = "class") 
print(acc<- confusionMatrix(p,test$Type)) 
print(mmetric(test$Type, p, c("ACC","F1"))) 
} 
 
//Random forests 
for(i in 1:10) 
{ 
    train <- data_lab[(-folds[[i]]),] 
    test <- data_lab[folds[[i]],] 
traintarget<- data_lab[(-folds[[i]]), 4020] 
testtarget<- data_lab[folds[[i]], 4020] 
    mod <- randomForest(Type 

~bssgpBssInitiatePtpBvcReset+SEC.AttReqAuthSetsSentToHlrBySGSN, train) 
    Prediction <- predict(mod, test, OOB=TRUE, type = "response") 
print(acc<- confusionMatrix(Prediction,test$Type)) 
print(mmetric(test$Type, Prediction, c("ACC","F1"))) 
} 
 
//Random forests on unlabeled data 
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//First read labeled data 
lab_data<- read.csv('data.csv') 
//Now read unlabeled data 
unlab_data<- read.csv('unlabeled_data.csv') 
//Train random forest with labeled data 
mod <- randomForest(Type ~ 

bssgpBssInitiatePtpBvcReset+SEC.AttReqAuthSetsSentToHlrBySGSN, data) 
//Test it on unlabeled data 
p <- predict(mod, test, OOB=TRUE, type = "response") 
//print classification results 
print(acc<- confusionMatrix(p,lab_data$Type)) 
print(mmetric(lab_data$Type, p, c("ACC", "F1"))) 
 
//Random forest with additional functionality of notifying the user when a bad 

event is detected in the test data. 
 
folds <- createFolds(lab_data$Type, k=240) 
lab_data<- read.csv('data.csv') 
unlab_data<- read.csv('unlabeled_data.csv') 
for(i in 1:240) 
{ 
    train <- lab_data[(-folds[[i]]),] 
     test <- unlab_data[folds[[i]],] 
     mod <- randomForest(Type 

~bssgpBssInitiatePtpBvcReset+SEC.AttReqAuthSetsSentToHlrBySGSN, train) 
     p <- predict(mod, test, OOB=TRUE, type = "response") 
     if(p=='bad') 
     { 
        print(p) 
print("Something bad is happening") 
system("say Something bad is happening") 
     } 
 } 

 


