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_____________________________________________  

Abstract 

 
Context: The concept of smarthomes is something that has really exploded recently. 
And is most likely the next “step” in the era we consider ourselves to live in now, the 
Internet age. Here, the advantages and possibilities of the internet-devices are being 
introduced into household appliances and security, such as doors and gates. But with 
this new modus vivendi, comes new threats. Ports are opened into our very homes, 
both figuratively and literally. In 2015, there was something that could be described 
as a minor hysteria regarding the subject. FORTINET[1], a multinational corporation 
that develops cybersecurity-software (firewalls, anti-virus and other intrusion-
prevention means), published a study of the statistics regarding attacks aimed at IoT-
devices 2015. 

Objectives: The primary goal of the thesis, is to analyze the security of a IoT-type IP 
camera/sensor’s connection and pin-point possible weakspots. It has been roughly 2 
years since the major flaws and risks of this new lifestyle where presented to us and 
the importance of meeting them has been confirmed by the authorities.  

“The time to address IoT security is right now” – Department of Homeland Security[2]. 

Methods: An instance between a camera/sensor-unit and a cloud-server was created. 
Then, proceeded to “test” the various components for potency of being 
compromised. The instance will not only give us some understanding of what a 
connection will look like, but also serve as an epitome of how reliable they are today. 
Due to the specific objective given, for the thesis. The literature wasn't of much 
assistance, and instead I had to keep to the purely experiment-oriented approach. 

Results: The results found are very reassuring in the sense that, if a connection is 
made to a cloud-server and configured with a standard SSH-connection, it is 
incredibly difficult, to gain unlawful access. There are also some choices a user can 
make to increase the security of his/her system. 

 

Keywords: Smarthome, Unit, IoT. 
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Chapter 1 
________________________________________________ 

Introduction 
 

 

 

1.1 Problem Overview 
  

The thesis is regarding the continuous implementation of the IoT (Internet of things) 
and the potential vulnerabilities that comes with it. Originally, the idea was to research 
it at a greater picture, but from an epitome-experiment point. Now, the thesis revolves 
completely about setting up a IoT-unit, connect it to a cloud-server and investigate the 
security, analyze the weak-spots and if found and offer viable solutions to resolve them. 
The unit is a camera/sensor, that detects motions and sends the recorded incident to the 
server. A rather simple instance, but not less relevant for that. As seen on Figure i.1, a 
lot of the attacks are targeted on IP-cameras. A horrifying example is modern baby-
monitors.  

“A family living in Washington is speaking out about the horrors they experienced 
while operating a baby monitor inside their 3-year-old son's bedroom. The couple Jay 
and Sarah were alarmed to discover that a stranger had hacked into their baby monitor 
and was spying on their toddler, sometimes speaking disturbing messages into the 
device, as CBS News describes. “ [3] 

All IoT-devices must be connected to a server and therefore pass through the internet 
and stand threat to the dangers. It took a lot of time to get the setup working exactly 
the way it was supposed to. In fact, it wasn’t fully operational until a few days before 
it was time to submit this report.  
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Figure i.1 – A graphic representation of the statistics collected by FORTINET, on the 
attacks towards IoT-devices. 

 

1.2 Disposition 

 

The Internet of Things (IoT) is the inter-networking of physical devices, vehicles (also 
referred to as "connected devices" and "smart devices"), buildings, and other items 
embedded with electronics, software, sensors, actuators, and network connectivity 
which enable these objects to collect and exchange data. The IoT allows objects to be 
sensed or controlled remotely across existing network infrastructure, creating 
opportunities for more direct integration of the physical world into computer-based 
systems, and resulting in improved efficiency, accuracy and economic benefit in 
addition to reduced human intervention. When IoT is augmented with sensors and 
actuators, the technology becomes an instance of the more general class of cyber-
physical systems, which also encompasses technologies such as smart grids, virtual 
power plants, smart homes, intelligent transportation and smart cities. Each thing is 
uniquely identifiable through its embedded computing system but is able to 
interoperate within the existing Internet infrastructure. Experts estimate that the IoT 
will consist of about 30 billion objects by 2020. 

The Internet of Things was first predicted in 1926. It was none other than Nicolas Tesla, 
who said “When wireless is perfectly applied the whole earth will be converted into a 
huge brain, which in fact it is, all things being particles of a real and rhythmic 
whole.........and the instruments through which we shall be able to do this will be 
amazingly simple compared with our present telephone. A man will be able to carry 
one in his vest pocket."[4] 
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What he was really talking about was Ubiquitous computing.  

 

Ubiquitous Computing is essentially where computing is made to appear anytime and 
everywhere. In contrast to desktop computing, ubiquitous computing can occur using 
any device, in any location, and in any format. A user interacts with the computer, 
which can exist in many different forms, including laptop computers, tablets and 
terminals in everyday objects such as a refrigerator or a pair of glasses. The underlying 
technologies to support ubiquitous computing include Internet, advanced middleware, 
operating system, mobile code, sensors, microprocessors, new I/O and user interfaces, 
networks, mobile protocols, location and positioning and new materials. [5] 

The term “Internet of Things”, was coined by Kevin Ashton in 1999. Kevin is a British 
technology pioneer and cofounder of the Auto-ID Center at MIT, which would go on 
to create the global standard system for RFID (Radio Frequency Identification.) and 
other sensors. 

The relevance to companies and consumers is strong and intertwined to each other (as 
is often the case due to the fact that if concerns exists within a product for the customers, 
the companies providing the product, must face it). As mentioned; IoT is becoming 
more and more applied to our society. Not only as a means to modernize our 
households, but also as security features in companies and facilities. The advantages 
are more than just a new level of comfort and automation of tedious tasks, such as (but 
limited to): opening/closing gates, regulating radiators, switching lights on and off, 
keeping track of personal belongings and of course alarms/security cameras. But as 
with any new internet-service, security is a major question. If you integrate devices 
that connects to sources outside of your network, there is an open port. And if there is 
an open port, there is the risk of intrusion. There has even been reports of a hacker who 
gained access to a targeted router; through a IoT-lightbulb. To be frank; I never 
researched that particular instance of IoT-related breach. I didn’t really have to. For as 
they say; no smoke without fire. But not only does a IoT-integration to a household, 
increases the possible routes to a router, it also increases the damage a hacker could 
do. Earlier, hacker could usually only harm you by stealing data or modifying your 
settings to give you a headache, force you to format computers etc. In some scenarios, 
hackers could turn of your cooling-components in order to make your pc overheat, 
thus actually causing physical, “real” harm to your property. But now, depending on 
the level of IoT-integration of your home, the damage a hacker could do are far more 
severe. Imagine your home in maybe 5 years. The IoT integration continued to grow 
in the same accelerating pace. Essentially everything in your home is connected and 
modifiable from a central-interface. Cameras, radiators, doors/gates, kitchen-
appliances etc. A hacker gaining access to your IoT-interface and all other devices. The 
hacker has read-up (as they often has) and knows exactly what he/she can do with the 
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newly gained access. The consequences of a breach are now far more devastating than 
before. This is greatly discussed in the IoT-community and the questions of what we 
can do about it, is certainly being debated. Some argues that limit the IoT-integration 
to devices that cannot cause real harm if compromised, is the best approach. Others 
say that investing on security and learn from occurrences is the way to go. Regardless 
of what you think the best countermeasure is, we can all agree that this is and will 
remain a major talking-point for the future. Because I’m 100% certain that the IoT-
development will continue and completely form the tomorrow. To imagine the 
regression or halted development of this luxury seem to me counterintuitive. This is 
the future and we will most likely strive for it, as we have so far. I take the 
“internet:isation” as evidence of this. When people got informed of the risks that came 
with logging on to the web, the vast majority shrugged and accepted it. Most people 
settled with a antivirus-system (where in most instances, they don't even understand) 
and carries on. And if this new addition to the age of internet comes with so many risks, 
it naturally creates an immediate need to increase the security and limit the possible 
damage a hacker could render, if successful. 

 

1.3 Research Questions 

 

1. How will the specific system of the IoT and the cloud-server function? 

It is essential to understand how the system functions, to understand all the components 
and how they can be configured. 

 

2. What immediate dangers comes with having one? 

In this experiment, I investigate the possibility of a breach into a database, stored on a 
cloudserver, accessed by my IoT-device. However, there are of course more dangers, 
than compromised data. So what other dangers comes with this innovative technology? 

 

3. How does my specific instance work? 

Naturally my specific instance will generate its own results and even though the idea 
is to simulate a generic as possible example of an IoT-unit, I can only come so close. 

Therefore, it’s important to present in detail, how mine is set-up and a comparison to 
a “professional” one. This in my opinion, motivates the next question as well. 
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4. What effect does my choice of hardware/software have on this experiment, that 
may differ from other instances? 

Since this is a home-made system, if there is to be any credibility to the thesis, 
whatsoever, I of course need to state the primary differences between mine and a ”store 
bought” solution with the same functionality. 

 

 

5. What main vulnerabilities were identified? 

Essentially the focus of the thesis. 

 

6. Optional: How could they be resolved or countered to an acceptable extent? 

I will after identifying the threats, point out possible countermeasures. 

 

1.4 Approach 

The approach to achieving my goals: 

 

• Create a IoT-like device. 

• Setup a FIWARE cloud-server. 

• Connect the device to the server, in a professional manner. 

• Identify weakspots. 

• Analyze and evaluate the risks of said weakspots. 

• Offer possible countermeasures to increase the security. 

 

1.5 Expected contributions 

 

The primary contribution, that I hope this thesis will offer; is to Prof. Kurt Tutschku 
and his work in IoT-technology. But naturally, I also hope that it will be of interest to 
students and faculty-members of BTH, that require relevant information for either 
studies or projects. 
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Chapter 2 
______________________________ 

Methodology 
 

The idea in theory is to set up an instance of IoT-technology from “of the shelf” 
components and perform experiments on it, to test the essential vulnerability of having 
one. The smart device (IoT device) is according to Wikipedia defined as: 

“A smart device is an electronic device, generally connected to other devices or networks 
via different wireless protocols such as Bluetooth, NFC, Wi-Fi, 3G, etc., that can operate 
to some extent interactively and autonomously. “[6] 

Here the methods used to achieve the results, will be defined and the research-
questions outlined in 1.3, will be answered. But before that, a brief description of the 
components and their configuration will be given for the sake of gaining and 
maintaining credibility. The specifications of the components will be found in the 
reference-part of the report.  

 

2.1 Fiware 

 

“In 2011 the European Commission together with the major ICT players launched an 
ambitious project: the realization of innovative open source technologies made in 
Europe, created with the aim of enable the creation and the development of new 
internet-based products and services. They created FIWARE, a public-private 
partnership able to invest half billion of euro to stimulate the growth of 
entrepreneurial ecosystem, providing a set of innovative tools able to ease the 
realization of new ideas. FIWARE provides cloud hosting services based on 
OpenStack technology and a set of components offering a number of added-value 
functions “as a service”, the Generic Enablers: they are open standard APIs that 
make it easier to connect to the Internet of Things, process data and media in real-
time at large scale, perform BigData analysis or incorporate advanced features to 
interact with the users, so FIWARE can be considered as an open alternative to 
existing proprietary Internet platforms. All the Generic Enablers are listed in a 
catalogue, where users can find documentation, instructions on how to create an 
instance and a reference person which is the point of contact between users and the 
developer of the technology and that provides support on specific aspects of each 
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Enabler. “[8] This was a simplified description of Fiware and somewhat summarized. 
The source was however unofficial. The official documentations, visit the Fiware 
Catalogue [9] in references.  

 

Fiware was the platform used to host my cloudserver and the configuration was in 
broad terms standard. The fiware-website allows for a variety of different solutions 
and system-images for the VM you wish to create. The Ubuntu 16.4 was chosen, 
much due to its simplicity and high recommendations for accommodating any server-
services. The security for the connection was .pem-protected SSH. 

 

 

2.2 Setup 

 
Hardware: 

 

Camera: Microsoft LifeCam VX-700[10] 

IoT-device: Raspberry Pi 3 Model B [11] 

Router: TG799vn v2 (Telias MediaAcccess Gateway)[12] 

 

In figure 2.1, we can see the components after having been put together. 

 

The camera is connected to the unit through a USB-cable and an ethernet-cable is 
connecting the unit to the router. The camera is fastened to a small rack for stability, 
as any minor vibration could give the unit a sense of motion, thus trigger a false 
recording. 

 

Software: 

 

MotionEye [13] 

Raspbian Jessie with pixel [14] 
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The Raspberry is running raspbian Jessie April 2017, as operating system and 
MotionEye as a secondary application. It has a designated file, where all the captured 
footage is stored. 

/var/lib/motioneye/Camera1/.  

In this file, new files are created and named by dd-mm-yy standard. 

 

 

 

Figure 2.1 – A picture of what the setup looked like when assembled. 
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2.3 Configuration 
 

Router 

The Router has been configured to open a port (2222) for the Raspberry and allow 
SSH-connections. The security for entering this port is simply entering the password 
for the raspberry. 

 

Unit 

From the raspberry (which from here on will be simply be referred to as “the unit”, the 
generated .pem (private-key file), from the created cloud instance, was sent with the 
connection-command to gain access to the fiware cloud storage. Then a SSHFS (SSH 
file share), was set up, to automatically copy over any files stored in the unit, to a 
target-file inside the cloud. 

 

 

Administrating-devices 

I used a copy of the same .pem to connect to the instance from PuTTY on my windows 
desktop and my ubuntu laptop (both through SSH). With the username “ubuntu” and 
a blanc password. 

 

 

Cloud-Server 

Inside the server, I created a folder and named it shared/. This will be the destination 
for the units feed later on. 
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Setting up the fileshare: 

 

First the installation of SSH had to be made on the server. 

Then a connection from the unit to the server had to be made, proceeded with 
registration of the unit as a known user. 

 

ssh -i /route/to/privatekey/ ubuntu@130.206.1221.17 

 

 

 

 

 

Here is the command, used to initializing a fileshare: 

 

sshfs ubuntu@130.206.121.17:/footage /var/lib/motioneye/Camera1 -c 

 -p 2222 -o allowother -i /route/to/keyfile 

 

 

 

 

I chose to create the fileshare from the serverside, since that didnt require the inclusion 
of the private-key, in the already long command. 

 

sshfs pi@84.217.12.45:/var/lib/motioneye/Camera1 /cameraFootage/ -c 

-o allowother 
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Figure 2.2 - a description of how the system is setup. 

 

To the far-most right, is the private network, with all its devices. Through an opened 
port ( 22 ), the router allows for the continuous filestream between the raspberry’s 
camera-storage through the internet to the FIWARE-server (external IP: 
130.206.121.17). It gains authorization to enter the FIWARE-server, through use 
of .pem-files.  

 

The arrows represent the possible threats to the setup. These are the identified 
weakspots to the system. 

 

Listing from left to right, the identified weakspots are: 

1. Smart device (Raspberry Pi). 

2. Other devices in network (incl. Administrating device). 

3. Router. 

4. FIWARE-server. 

5. Devices from other networks, connected to the FIWARE-server. 
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2.4 Staging attacks to test identified weakspots. 
 

This process was initialized, by first drawing a clear picture of the entire system (Fig. 
2.2). It begins with the camera-unit to the left, through the home-network, past the 
firewall and into the server. I outlined the various requirements for the requests and 
commands to be sent within, and also the connections that should be continuous. Then 
a quick evaluation of the systems elements took place, and if an element was to be 
considered an entryway (something that could be accessed and manipulated), a red 
arrow was placed next to it. 

The identified possible vulnerabilities to the instance is listed below. In order from 
most to least, likely to get hacked. 

 

Smart-device (Raspberry Pi) 

If I was a hacker and I wanted to gain access the camera feed of a IoT-camera, hacking 
into the camera directly, would without a doubt, be my preferred way. 

 

Other devices inside the network 

Let’s for the sake of argument say that the unit was virtually unhackable. 

One must not overlook the possibility of other devices connected to the network. If 
one could install spyware (a remote controlled trojan), I wouldn’t even have to try and 
breach the firewall. An old hardly used computer in the network could easily be 
overlooked by whomever runs one of these cameras. 

 

Administrating-device 

Naturally, the administrating device is almost as good as gaining access to the unit 
directly. 

If this device is used on a regular basis to connect to the server to issue all sorts of 
commands/requests, not only is there ground to expect that security-features such as 
password-authentication, has been disabled. But also, it would most likely take a lot 
more time to identify the breach in the log. 
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Firewall 

Needless to say, the firewall for the network that the unit is operating in, is of huge 
importance. The standard setting for a firewall is: “Allow all outgoing traffic from the 
devices connected to the router. Block all incoming traffic, except for where a port has 
been configured and the security-requirements for said port, has been met.”. But if this 
setting has been changed for a custom one, or maybe if possible on some routers, 
completely disabled, an entire layer of security becomes non-existing. So make certain 
that this is not the case. 

 

The hacking-process was completely taken from an online-guide. [15] 

 

Disclaimer: Due to the juridical problematics that might ensue hacking the actual 
fiware-server, I decided not to attempt a direct hack towards the cloud and instead 
relied on the information regarding their security protocols in order confirm their 
protection. Its however noteworthy, that in the instance investigated, one can assume 
that a hacking a moving target (I.e a smartcar) is a lot more challenging than a pc). 

 

Cloud-Server 

The server itself, provides the same information as the device and is therefore another 
direct target. The initial estimation was that this side would be a lot more secure than 
my own network and as stated; a real hack-attempt could not be made for legal reasons. 
The research of how safe a SSH-tunnel is, resulted in strong confidence, in favor of its 
strength. There was stated results of EC2-connections (SSH-protected tunnels), having 
been attacked on the web. However, this was after closer reading, due to surrounding 
security-protocols that the user had not updated and therefor the findings where 
considered irrelevant. 

 

Other users 

Naturally, there are instances, where the system will be accessed from more than one 
private network. The same results that was documented in the previous network will 
in those cases, apply to these. 
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Cloud Server – Considered “unhackable” 

 

Naturally, when I state that something is unhackable, it doesnt mean that something is 
beyond penetration. Nothing ever is. What I instead mean to say, is that my research 
gave no indication of how one could hope to gain unlawful access to the fiwares 
cloudserver, due to its SSH-configuration (with the prerequisite that it was setup in the 
order that mine was). Even from the fiware interface, when I was already logged in to 
my account, overseeing the cloud, could I get access to the files stored, without having 
to include the .pem-file in the request. In other words, one would have to gain access 
to a device that held the .pem-file and copy it over to the machine, meant to be used in 
the hack. 

 

Here is a quote, regarding the safety of a SSH-connection, with .pem-files. 

 

“A 128-bit key, would have 340,282,366,920,938,463,463,374,607,431,768,211,456 
possible permutations. Imagine going through all those. Even a powerful desktop 
computer can only try a few per second. 

So although it's theoretically possible to brute-force decrypt an SSH stream, by the 
time the key has been decrypted by the most powerful computer imaginable two 
things would have happened: 

1. The key would have been changed by SSH 
2. We would all have died and the sun exploded and destroyed the earth. “[16] 

 

Remaining is the administrator’s device as a possible entry-point. In this instance, it 
becomes more a question of how secure your device is and a matter of hacking in 
general. The conducted hacks towards my own network, was an immediate success. 
But since the duplicate storage-folder of footage was only placed on my own device 
for confirmation, that the setup had been successful and operating fully functionally, 
access to a local device would not necessarily give access to a IoT-device’s data. 

But with the .pem-key stored on the device, a successful hack means that the entire 
system has been breached. I did not directly connect to the unit (even though it was 
right there in the network and could be reached by the same measures that I used to 
gain access to my laptop), for the sake of the experiments integrity. It was not supposed 
to be a device in my own private network, so I simply pretended that it wasn’t there. 
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 The transport of data between the unit and server is arguably safe. There is no real 
guide for penetrating this type of defense directly on the internet (even though some 
hints were made to its possibility with advanced algorithms for generating key-files). 

 

Conclusion 

Once you penetrate a device that is known to the cloud server, the rest is relatively 
easy. However, actually accessing it, is rather difficult. 
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Chapter 3 
____________________________________________________________________ 

Literary Review 
 

 

The references are all internet-sources. Google Scholar was used to find many of the 
sources and the content presented is mostly from articles and pdf-documents. There 
are also some quotations and paraphrases from forums. The literary focus was made 
on newer documentation, as older ones became outdated and irrelevant, when the 
weaknesses they presented, where fixed.  

 

Mainly my documentation is regarding the Internet of things in general. There are 
some Wikipedia-documents, but these are about very general topics, such as “How to 
define a smartdevice.”. On more critical claims, such as “What are the statistics for 
IoT-attacks, a more credible source was chosen. In that case, The department of 
homeland security. Much of the references are also links to the specifications for the 
chosen/used hardware and software. This is not only to aid any reader, trying to 
recreate or advance the experiment, but also to give a more detailed view of how the 
experiment was conducted. I also got some material in forms of offline pdfs and 
slides from my advisor. 

 

The literature starts with the numbers of attacks documented 2015 (when the hysteria 
regarding IoT-breaches started), continues on to the strong response of authorities 
giving grounds to the notion that this is a real problem. Then it goes into defining 
concepts and terminology. It then continues to offer an insight of how easy it is to 
aquire hackingguides and “how-to”s. In the Analysis and Results, the SSH-security 
and IoT-hacking statistics are brought up again to confirm the thesis findings. Further 
more an example of how these new typ of hacks can actually put the victim in 
physical danger, through the reference to a hacked stove.  

After that, the remaining references are mostly specifications and documentation 
regarding the experiment and its elements. 
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Chapter 4 
______________________________ 

Analysis and Results 
 

Summary of results 

The results were at first glance rather reassuring. It proved very difficult to gain 
unauthorized access to a cloud protected by a private-key feature. 

 

 

 

4.1 How will the specific system, of the IoT and the cloud-server, function? 

 

In most cases a household with IoT-implementation, there are numerous devices (units) 
that work towards the same interface/hub. This creates a “smarthome”. You control the 
devices, either by terminals and/on using a smartphone as a remote. Due to the shift of 
focus, the minor details of such a system was of no immediate interest to the thesis. As 
an example for a IoT in a “professional” sense, I chose the Amazon Alexa [17]. This 
functions with the aforementioned prerequisites and functions, by installing hubs and 
terminals in the home, then add a various combination of compatible devices, for 
specific tasks. They come in a huge variation of purposes. Cameras, lights power-
supplies etc. They don’t really publish any detailed information of how their system 
works from a technical viewpoint, but it’s easy to draw information by watching videos 
of their products online and apply logical conclusions. One thing that the 
documentation lacked, was a mentioning of an external elements. Everything 
connected within the home-network. Either by Bluetooth, or Wi-Fi. In contrast to “my” 
instance that used the security, provided by the fiware cloud-services. It is highly 
counter-intuitive, to remove the greatest asset in terms of security and rather close the 
system to the household-network. Due to the already drawn conclusion in the method-
part; that “the private network was the source of risks”. 
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The instance created in this thesis, is made up by off the shelves-components and 
configured through instructions that would imitate a professional one. The motion-Eye 
is continuously filming, but only starts to record when a motion is made to trigger it. 
It then records the cameras view for 30 seconds after the last movement was recorded. 
The film is named by time and date and is stored in a file on the smartDevice ( the 
raspberry pi ). Said file had previously been set up as a shared file and each time it is 
modified/updated, its content is sent by SSH to the targeted destination ( the FIWARE-
server ). The description in 2.3 Configuration, describes the commands used to achieve 
this. 

 

 

 

4.2 What immediate dangers comes with having one? 

 

Hacking has always been a possible threat that comes with having your equiptment 
connected to the internet. And it has become somewhat of a golden rule; that when 
data exists on a connected device, there is a risk of that data to be accessed unlawfully. 
But now that we connect machines with practical/physical tasks, the threat reaches a 
new level. Before; a hacked component could leak your information, cause data to 
become corrupt or in worse cases; empty your bank-account. And even though this is 
a real problem, lives were rarely on stakes. But now, they possibly could be. As seen 
on the statistics-figure presented in the introduction [1], by FORTINET . We see that 
most of these IoT-hacks are targeted towards IP-cameras. Having your camera(s) 
monitoring you, without your knowledge giving stranger complete visual access to 
your privacy, is a complete violation of your rights and a serious crime. And the report 
on the hacked baby-monitor in the beginning of this thesis is directly relevant example 
of this. But it doesn't literally put you in “danger”. But when you take it another step 
and consider the possible consequences of having locks disabled or garage-port opened, 
your home is no longer able to give you the safety it could before. Or if you use a 
modern IoT stove, a hacker wouldn't even need to enter your house to hurt you. He/she 
could just turn it on from their home, as seen in a shocking report from Pen Test 
Partners on a AGA range cooker[18]. So the use of the word “danger” is certainly 
justified. 
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4.3 How does my specific instance work? 

 

The functionality of my instance, was in greater detailed in the method-chapter. Here 
is a summary of the systems blueprints.  

 

The web-cam is connected to the smartdevice (the raspberry pi) and with the 
MotionEye software installed starts to capture the events that transpires after a motion 
has triggered the camera to start recording and storing the data locally. When 30 
seconds has passed after the last recorded movement, the recording stops and the stored 
data file is copied over to the Fiware-server, over SSHFS (SSH-Fileshare). The server 
can then be accessed from essentially any authorized device, in order to view the 
footage.  

 

4.4 What effect does my choice of hardware/software have on this particular 
experiment, that may differ from other instances? 

 

As previously stated, I chose to compare my single-unit-instance to a professional 
smarthome. To be more specific, a Amazon Alexa smarthome. The lack of an external 
element at first glance, looked more secure than mine. But then I realized that the main 
security-feature in my instance, was the private-key prerequisite for access and 
operations. Also, the weakest links in the chain was without hesitation the devices 
inside the home-network. Maybe, this could lay the foundation for a suggestion in how 
to increase the security of a smarthome. In terms of including a re-route from the direct 
commands-transferring inside the home-network, to a middleman in the cloud-
environment. 

 

4.5 What vulnerabilities were identified? 

 

This question is arguably the most vital one for the thesis and therefore the primary 
focused one throughout my work. One can argue that the system is split into three areas. 
One being the home-network, hosting the device. Another, being the Fiware server 
storing the data remotely and the third part being the transmission between them. 
Because the server and the home network share the same security-feature (SSH) - It 
stands to reason that if the SSH-protection is breached; one can attack either the 
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cloudserver or the private network with similar ease. Therefore, research into the 
security of SSH was made. After reading up on the subject [15], it was clear that the 
SSH-factor could be considered safe to a satisfactory level. However, the actual 
devices inside a generic private network, are not so well protected. With physical 
access to these devices, an entry point would easily be established with hacking-guides 
overflowing the internet [14]. And as seen on the FORTINET survey, most hacks are 
targeted towards the router directly, which confirms my assessment, that it is the home-
network that is the weaker link. 

 

4.6 Optional: How could they be resolved or countered to an acceptable extent? 

 

In general: 

Even though it might seem regressive and counter intuitive, limiting the advancement 
to appliances that could not create devastating damage to you or your property. Also, 
maybe considering not changing your locks to smarthome-locks. In other words; leave 
the IoT-alternatives to items that couldn’t do direct harm. Naturally, a compromised 
device could work as a steppingstone towards the hub and onwards to the router; which 
would give the intruder access to the remaining devices. But the risk is small and even 
still decreasing, by the continuous development on security, being made by the 
providers. Another discovered action one might take (not as a user, but as a developer), 
would be to introduce the element of a external middleman, requesting a .pem-key 
with ever command being sent through it, before going back to the targeted devices 
for execution. The obvious downside to this maneuver, is a small delay in every 
operation. 

 

In my specific case: 

In my specific instance, the security is essentially a matter of making sure that you 
have the best possible security for the unit and to use private-key security. Also, make 
sure that you take the usual security-precautions for the network, that the unit is 
operating in. Noteworthy; every single device connected to the router, is a possible 
steppingstone for an attacker. Another great possible counter-measure to the whole 
“devices are the weak links”-problem, is the implementation of context broker, onto 
the cloud server. I will explain the security advantages in greater detail, in the Future 
Work-section. 
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Chapter 5 
______________________________ 

Conclusions 
 

The essential conclusion drawn from these experiments was that the weak spots 
identified resided within the devices used to connect to the cloud server, and not 
the cloud server, itself. The server and the transmissions between it and the unit 
is to be considered secure and hardly an easy target for hackers. 

 

Limit the devices 

The best defense against possible intrusions is to keep the number of devices you 
use to connect to the server, as few as possible. Also; make sure that you keep 
said devices secure from spy-ware and run scans on a weekly basis. 

For instance, even though adding the control to locks and other smartdevices to 
your mobile phone might add some comfort, should you then lose said phone and 
it being found, you have consequently given control to your home to a stranger. 
And if you add the interface to a unprotected household pc, it too, becomes a 
vulnerability.  

Context Broker 

If possible, through the implementation of a context broker, migrate the majority 
of the management to the server side and use a secure device to operate the unit 
from there. This will eliminate or atleast decrease the major weakness of the 
private network, as a server-side administration, protected with SSH, is far more 
safe.  

Complete safety is impossible to achieve 

It is still, even after having taken every precaution (theoretically) possible to gain 
unlawful access to your cloud storage. As even the absolute safest link in the 
chain (the SSH-private keys) are technically possible to hack. So maybe 
implementing the comfort of IoT-technology to doors and other security-factors 
of the household, is not advised. 
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Chapter 6 
______________________________ 

Future Work 
 

Context Broker Implementation 

 

For potential future work, my advisor presented the idea of the Fiware Context Broker 
as a possible approach to connecting my unit to the server. 

“A context broker is a service that is designed to gather reachable context data of a 
variety of types, sources and velocity. It then applies conditioning, integration, rules 
and analytics to derive the reduced prepared context data, actionable at a point of 
business decision by a system or a human.” [18] 

In short terms, applying this to the fiware instance, would allow for more 
customizability and the creation of aa interface that could resemble one of the 
professional smarthome’s terminal. The downside of this is that I’m rather sure that it 
would make the MotionEye’s own interface redundant. The upside would be that if we 
DO remove the interface and control of the unit from the unit itself, and instead manage 
all of this on the server-side, one of the greatest weak spot would be removed (as 
prementioned, the devices themselves are in fact the weaker links in the chain. And by 
that doctrine, the unit itself, is the weakest link of them all. As far as I can see, there 
wouldn’t be a need for changing the transport of SSH-nature to anything else. But with 
our new interface on the server-side, the need to locally store and then SSHFS the files 
over to the server would be rather stupid, since we have opened up the possibility of 
streaming the footage directly as raw-data (possibly encrypted, for added security and 
then decrypted in the safe server environment) to the cloud. 

Upgrading to a context broker might create the need for some .bash-scripts and 
possibly .expect-scripts. 
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Professional Hardware 

 

Another possible alternative to make the system more advanced (note: this will most 
likely not have any real effect on the security-aspect), would be to switch out the 
raspberry pi and camera to a expensive advanced IP-camera with the possibility to 
rotate, zoom etc. in real time from the server-side. That advancement would really be 
a great one, but possibly take as much time as half of the entire project took to begin 
with. 
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