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ABSTRACT 
 

The basis of this thesis is a deep featured analysis and a workflow of Web Application Development, 
attaining to a Remote Laboratory Platform based on .NET web Application. This thesis has been written for 
the Bachelor degree in Electrical Engineering held at Blekinge Institute of Technology Karlskrona, Sweden. 

 
The main goal of the thesis is developing a Remote Laboratory access platform. Main objective parameter 
considerations are web Applications interface Design and its programming Methods. Although a feasible 
deployment brings other technical concerns. Such as Web Server Structures, Database Systems and Security 
Implementations. All mentioned aspects have been deeply researched and their statistical analysis are based 
upon world’s leading technology research companies. 

 
The thesis conclusion is a neat guide for developing a .Net Web Application in comparison to its rivals and 
the prototype of the Remote Lab Web Application itself. 

 
Targets of the project are Universities, companies and any other organization which are enthusiastic to 
implement remote access to their laboratories over internet, alongside to any individual whom interested in 
web application development as the project provides a coherent guide. 
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1. INTRODUCTION 
 

In 21st century, telecommunication developments brought high speed internet connections through DSL 
lines, as well as 3G and 4G Mobile technologies. Huge amount of data can be accessible within seconds. 
So it’s pretty reasonable to facilitate a Remote Laboratory platform. 

 
Remote Laboratories, are technological platforms entailing unattended access to laboratories. Professors, 
engineers, students, and all other professionals will be able to access their laboratory equipment, give those 
commands, and view the results while they are thousands of miles away or their presence is not possible 
nor practical. 

 
Technical idea behind Remote Laboratory is a website that should be accessible from any internet browser 
program or application on your computer, tablet or smartphone. However, this website is not a simple Hyper 
Text Markup Language (HTML) site. It is a Net Web Application which is intelligent and highly 
programmed to cover the Remote Laboratory needs. 

 
Main commitments of the Remote Laboratory Platform are as follows: 1) a website containing an integrated 
application which is the medium between Remote Laboratory users and the laboratory components like 
computers, programs and the robots. 2) A live video streaming of the laboratory environment which is 
recorded through surveillance cameras mounted in the laboratory. 3) A user friendly User Interface (UI) 
design to make the experience enjoyable. 

 
Regarding Commitments, many considerations need to be taken into account. The first major issue in this 
respect is Security Concerns, as the whole progress is carried out through the internet and it is not a trusted 
communication platform because of the hackers. The second concern is related to the choice of the most 
suitable Programming Structure, as well as the Language and Method for our Remote Lab Web Application 
to achieve a flawless and reliable sequel. The selection of the Web Server platform or Database Structure 
is also another concern to be considered. All of these considerations require not only an extensive research 
and comparison but also several examinations in order to have a feasible and successful achievement, both 
technically and economically. 

 
Within our bachelor degree thesis, we endeavored to describe the best possible designs and implementation 
techniques for a Remote Laboratory Web Application along with a prototype of the Remote Laboratory 
Web Application itself. Beside the main objective approach, and as the subject required us to gear an 
analogy between different web design methods, web servers, databases and all other Web applications 
development concerns. Too much comparison have been made. So it will be a neat guide even for 
individuals ever interested in designing a web application with any specific goal. 
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2. BACKGROUND 
 

Traditionally, students, trainers, engineers, scientists, and any other professionals have innumerous 
laboratory visits to perform their task. The work progress is simple, Laboratory users should first book a 
laboratory time, then attend and work with the equipment and robots located in the lab. This traditional 
laboratory access has its own advantages, concerns and considerations. The advantages of a traditional 
laboratory access is pretty obvious as any individual has surely experienced it at least once. Being present 
in the lab allows the individuals to conduct hands-on experiment. In addition, individuals become able to 
observe the results with naked eye and touching the tools and equipment in the lab can have its own 
psychological impacts. But, if we skip theses positive aspects, there are numerous considerations, concerns 
and challenges with respect to the traditional laboratory attendance. Some iconic ones are: 

 
 Actual presence of the individuals. It impels users to be physically present at the laboratory 

location. For example, for a professional travelling or a distance student who needs to access 
their laboratory environment, the geographical distance is an ultimate barrier making the task 
impossible. 

 Laboratory equipment safety. Because of several attendances, damaging the pricey equipment 
involuntarily and by mistake is a predicted and common issue. 

 Laboratory equipment security. The risk of theft as well as illegal and immoral experiments are 
unavoidable and the consequences may be irrecoverable. 

 Multiple Attendance and Booking. It is pretty normal that laboratory users in order to continue 
their task or redo it, need to have access to their laboratories frequently. Hence, multiple 
booking and frequent commuting can turn into a major and miserable concern. 

 
Described concerns and considerations of traditional laboratory access, impel Information and 
Communication Technology (ICT) experts to think over and over to find a new method to access to the 
laboratories in better and more practical ways. Remote laboratories are the bypass of actual presence which 
provide an opportunity to access your laboratory and work with actual equipment simply through an internet 
connection. The idea behind this new technology which is growing fast, is truly brilliant. 
A Remote Laboratory is a platform in which its users will access their lab environment through an internet 
browser program such as Mozilla Firefox and Google Chrome or using an application on their smartphones. 
The communication between laboratories and its users is built upon the internet to make it more accessible. 
Remote laboratory technology solves most of the aforementioned problems, concerns and difficulties 
experienced with traditional laboratory attendance which were explained earlier. In this section, we will 
discuss the best practices, advantages and disadvantages of Remote laboratories. Some of the key features 
of this technology are. 

 
 Remote Access. It enables individuals to access their laboratory without being present. This 

will make the laboratory accessible for the individuals who are far away from the laboratory 
location or their presence is not mandatory. Remote access can also reduce safety and security 
concerns as the human presence is lunar. 

 Time Saving. As there is no need to attend the laboratories physically, so much time is saved 
and individuals can spend their time on more valuable tasks like experiment and research 
instead of stocking in traffic or driving. 

 Schedule management. There are working hours, school hours, and personal time limitation 
making a laboratory accessible in specific dates and times. In a Remote Laboratory platform, 
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so many experiments can be conducted as you can have a 24/7 schedule, while too many 
individual working with the same laboratory equipment. 

 Cost Efficiency. The need to provide same facility for different users on different locations 
requires large amount of budget. In a Remote Laboratory platform, with a single laboratory 
user can access their desired equipment irrespective of where they are. 

 
 
 

However, the Remote laboratory platform has its own disadvantages too. In hands-on experiments which 
should be done by human interaction or in the cases that the individuals need to do some setups and 
configuration on devices which again requires human interaction, Remote laboratory platform cannot be 
considered as a suitable option. Unless, you assign some laboratory assistances in place. 

 
In the market, some companies and universities such as iLabCentral [1], Blekinge Institute of Technology 
and Northern Illinois University [2] are working and providing Remote laboratory platform. Some of these 
companies and universities focus on specific laboratory types such as school laboratories, while others 
provide custom designed for any interested organizations. However, in our thesis project the focus is on a 
general design that can be implemented on any cases of interest. We start from a scenario in which the 
Remote laboratory provides access to a laboratory room. The users can see the environment via mounted 
surveillance cameras, control the robots by sending their servers commands and instructions. And view the 
results. 

 
The first concern of the current study was accessing method and we decided to provide the Remote 
Laboratory access through the internet browsers rather than smartphone applications, because of the 
possibility of ease of access. So, the design is based upon websites and web applications. After choosing the 
structure. Then, we focused on the parameters of a web application design and development which is more 
extendable, secure and reliable. A deep research and dozens of comparisons have been carried out to provide 
a road map for designing and implementing a web application which its main focus is on the Remote 
laboratory platform. Through the progress, we developed a prototype of the application itself in accordance 
with the choices we made during the research. 

 
Lack of time and the restrictions of the bachelor degree thesis imposed some scientific and economic 
limitations, while more research and developments are needed resulting in a smartphone application, a cloud 
based scenario to provide the facility even better in networking aspects, cost efficiency and user experience. 
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3. OBJECTIVE 
 

Almost every university, enterprise, factory and even schools bear some laboratories. Some of them are 
used for educational purposes and some others are utilized for researching platform. Moreover in particular 
cases both proposes are intended. Due to the extreme growth of laboratory usage demands, organizations 
are struggling with difficulties such as scheduling, security and offering remote access. We aimed to narrow 
down the severities by provisioning a Remote Laboratory access platform. 

 
Following objectives describes our approach for developing a Remote Laboratory Access Platform: 

 
 As we concluded to provide the service over the internet and websites. Web Application design 

and its structure modelling requires a discussion. 

 A general comparison between different types of web-application development platforms should 
be made. Because the deployment should be fortunate and extensible for future works and further 
developments. 

 Research and implementation of various techniques to make the web application reliable and 
responsive, so that the Remote Lab website can be accessible from devices like smartphones and 
tablets. 

 Web Server decision making is another objective that is going to be analyzed in details, as the 
implementation should predispose a fast, smooth and highly available user experience, alongside 
with best performance and cost efficiency. 

 Suitable Database Structure for various types of implementations. 

 Security is one of the most important concerns in this thesis project, while the whole Remote 
laboratory tasks are done through the internet. 

 Programming and coding structure phase should be simple while fulfilling the requirements. 

 Identifying the achievable future work possibilities. 
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4. METHODOLOGY 
 

4.1. Structure Modelling 
 

4.1.1. DFD and UML 
 

The first step in order to develop an information system. Is to present a structural Model. It is a graphical- 
fashion overview to show how the data will flow in our system architecture. 

This graphical presentation is called data flow diagram (DFD). Showing the detail of transmitted data as 
input or output within the system. Also, it has detailed information about how the data will be stored or will 
be flowed within the system. 

The DFD has a weak point, and it is about timing, it is not able to show the process flow in timely manner. 
Processes are the main components which will be included in the DFD diagram, to show how data or any 
other external entity is stored and also the data flows coming from outside that will have an interaction 
within the system. 

UML is another method, the modeling language of object-oriented software design. It has the ability to 
visualize the components of a software’s system. It can represent the system behavioral and its structure. 
Using class and composite structure diagrams will give us a structural and dynamic view. Meantime we can 
present them as time sequences and activity diagrams. [3] 

We will be well informed about the design flow and easily get how it works. But the best advantage of 
using UML instead of DFD diagram, is the ability to present the structure and class diagrams. We are going 
to present our project in some major UML diagrams as below: 

 Use Case Diagram
 Activity Diagram (Add User)
 Activity Diagram (Time Register)
 User Sequence Diagram
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4.1.2. Use Case Diagram 
 

The Use Case diagram is presented to understand the whole web application’s design in general (see 
figure1). More details to follow. 

 
 
 

 
Figure 1. Use Case Diagram. 
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Following three cases describes Use Case Diagram Objects in detail. 
 

Case I. Remote lab users are visitors at the beginning, then visitors have to do a registration through remote 
lab website by filling out a form consist of his/her personal data. 
Meanwhile visitors are able to view the laboratory environment from network cameras mounted in the 
experiment rooms. 

 
Case II. In web application design we have a laboratory administrator who is responsible for visitor’s 
request. Lab admin can judge a user’s access, some requests may be approved to access and some may be 
prohibited. In case of approval of a visitor, the visitor will be called a user. 
Although, administrators are able to view lab schedule to see full and available times, upload experiment 
results. 

 
Case III. The privileged visitor which is now called remote lab User, is now able to login to the system. 
And pick a time for his own experiment from any available date/time slots which is predefined by the 
system admin on the calendar. Simultaneously the user will have the ability to view the cameras which are 
mounted in the laboratory rooms. While setting a schedule for his experiment the user should upload a 
predefined excel file which is consist of the data (values, units and …) for each experiment. 

 
 

4.1.3. Add User Activity Diagram 
 

Within our project scenario, there should be a plan for gaining users access to our remote lab environment. 
The add user activity diagram Figure 2 describes the steps to achieve this goal. 

 
 

Figure 2. Add User Activity Diagram 



13 
 

Step I. The user should visit our web application’s website, in order to do a registration in the system and 
in the add user section of the website the user is prompted to Enter Personal Information as below: 

 
 Name and Family Name
 authentic email address
 personal number

 
After successfully filling the required information, user will submit his/her request. 

 
Step II. Registering in an .xml file is the second step which the web application will save the request and 
archive it in an xml file in web server for further procedures. 

 
Step III. At third step laboratory admin should visit the website, opens the .xml file from previous step and 
checks the identity of the request and if the user is authorized then laboratory admin will approve the user’s 
access. 

 
Step IV. The final step will be an automatic response sent by web application via email to user with user’s 
access information including his email address and a random generated password. 
Now the user will be able to login to the web application and pick a time for his/her own experiment from 
any available date/time slots which is defined by the system admin on the calendar. Simultaneously the user 
will have the ability to view the cameras which are connected to the different experiments. 

 
 

4.1.4. Time Registration Activity Diagram 
 

A Time Registration Activity Diagram Figure 3 is required to provide a platform in which remote lab users 
can access their lab in specific time schedules. The going of the Time Registration Activity Diagram Are 
following 5 steps. 
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Figure 3. Time Registration Activity Diagram 
 
 

Step I. From a start point lab user will login to our website with the username and password received from 
web server as we discussed in add user activity diagram. 

 
Step II. Next, he will reserve an available laboratory access time from a daily/weekly schedule which can 
be defined by the administrator. While user is reserving a schedule for his lab experiment he is prompted 
to provide an excel file. This excel file is predefined for each experiment and should be filled with values 
by the user, and then the above-mentioned data file will be imported to Matlab and LabVIEW in order to 
do the experiment. 

 
Step III. Remote lab admin will import user’s uploaded excel file to robots and gets the results, then 
results should be uploaded to the website, so remote lab user can access his experiment results. 

 
Step IV. The user can download his/her results again in excel format from website. During this progress 
user is always able to view the lab through mounted network cameras. 
The above-mentioned date file will be stored on the data base under each user files and on the selected date, 
user will be able to apply his/her values through the file in the experiment. 

 
Step V. The final steps will be about the outcomes or results of experiment that the user was doing. All 
files consist of any graph, values and a video record of the experiment will be available to download 
from the website for each user. 



15 
 

4.1.5. User Sequence Diagram 
 
 

Figure 4. Sequence User Diagram 
 
 

Following is the explanation for the Sequence User Diagram shown in Figure 4: 

A visitor applies his request for remote lab access through the web page. An acknowledgment will be the 
response for delivering his request. If admin denies the request the whole ongoing progress will be closed. 
If admin confirms the request, an email will be automatically sent to user containing his/her email as user 
login name and a randomly generated password. User then will log on to the system and pick a time from 
the calendar. Which is divided by 30 minutes interval. While selecting a time from schedule user has to 
upload a predefined excel file which he filled with values. Remote lab admin will use users excel file and 
do the experiment and upload the experiments results back to the website, so the user can download his/her 
experiment’s result. Again, from the beginning of the progress user is allowed to see the live streaming 
recorded by cameras. Because in our thesis project laboratory experiments are robots who receive their 
commands from Matlab and LabVIEW so live streaming and archive streaming is a compulsory task. 
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4.2. Interface Design 
4.2.1. Introduction 

 
There are several concerns within the progress of developing a web application, to fulfill remote laboratory 
project’s requirements. Achieving a lightweight platform that requires less server equipment to save budget 
was one of our main issues during the decision making of development method. As there are different types 
of software development. 

 
First, we made a huge research about web applications. As far as we study and research and after hours of 
discussion we got to the conclusion that the more we focus on design the more the project will be more 
acceptable. Beginning of any design starts with identifying its elements. In our remote laboratory project 
we have the topology of the scenario as illustrated in figure 5. 

 
4.2.1.1. Remote Laboratories General Network Diagram. 

 

 
Figure 5. Remote Lab General Network Diagram 

 
 

After finishing the whole design we discovered that the laboratory section of our scenario which is our local 
network, is going to do several processing tasks, to describe the situation let's have a brief comment on each 
item in our scenario. 

 
Remote Laboratory users will access the platform by using an internet browser program or application like 
Internet Explorer, Google Chrome, Mozilla Firefox or Apple Safari, by entering a web address or 
technically a Uniform Resource Locator (URL). For example, http://www.bth.se or https://www.bth.se. 
HTTP (RFC 2616) [4] is an application protocol for distributed, collaborative, hypermedia information 
systems.[2] HTTP is the foundation of data communication for the World. This is while HTTPS (RFC 
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2818) [5] is the secure version of HTTP communications. The security and its deployment structure will be 
discussed in detail during the thesis work. 

 
The Router in our scenario is the physical device responsible for sending and receiving all of the traffic in 
both directions (Inbound and Outbound) between local network and the internet. On-Site Router with its 
Public IP address assigned by the Internet Service Provider (ISP), will receive all the traffic from Remote 
Laboratory users over the internet. The public IP Address is a unique and a valid Internet Address for any 
individual residing on the internet and is used for transmitting data to or from internet. Although routers 
have other IP addresses which are called Private IP Addresses. These addresses are assigned for network 
adaptors manually and are used for communications with internal computers and devices. Figure 6 is a 
typical Small Office Home Office (SOHO) Router. 

 
 

Figure 6. SOHO DSL Router 
 

It is obvious that the Router is responsible for data transmissions and routings between both sides of scenario 
(Internet and Internal Network). Now imagine an internet user requests an access to one of our internal 
network servers. The only device with public IP address is our router. So the request will received by our 
router on behalf of and should be forwarded to its destination server. 

 
4.2.1.2. Port Forwarding 

 
The router will use a technique called Port Forwarding to break up the incoming data packets and send them 
to its corresponding server, for example packets with a destination of web server will be forwarded as below 
in Figure 7. 

 
 

Source IP 
Address 

Destination IP 
Address 

Source 
Port # 

Destination 
Port # 

Port 
Type 

Private IP 
address 

any 1.1.1.1 any 80 TCP 192.168.1.2 

Figure 7. Port Forwarding Example 
 

As web applications are addressing in URLs and the Protocol behind every website is HTTP and HTTPS 
the port forwarding technique require following information 
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 1.1.1.1 Is an imaginary public IP address, assigned by local ISP to our router 
 TCP is the Connection-Oriented method used by HTTP. 
 80 is the port number used by HTTP. 
 192.168.1.2 Is again, an imaginary Private IP address of our Web Server 

 
Web Server can be called our main server as it will host our Remote Laboratories Web Application. Web 
Servers are server programs which will host and distribute websites and web applications. From database 
configuration to authentications and authorizations, there are many professional settings to provide a web 
service. There are different web servers out there to choose from that we will discuss it later, but we used 
Microsoft’s Internet Information Services (IIS) in our scenario. 

 
Database Server is another major player of our scenario. Because there is cameras mounted in laboratory 
to capture the room 24/7 there will be huge amount of data waiting to be streamed or archived. There will 
be a lot more if you add laboratories data, like users uploaded experiment data and their results. 

 
Matlab and LabVIEW resides in another server to do the mathematical process of our project and 
commanding the robots in the room. 

 
Robots are highly valued experimental machines located in a room for experimental and research purposes. 
Figure 8 is an actual photo of the laboratory located at BTH. 

 
 

Figure 8. Robot at BTH 
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Surveillance Cameras do the video recording job. So users can view their lab environment and watch the 
whole experiments. 

 
After understanding the whole structure, we came to the conclusion that there are plenty of tasks on server 
side, which is called back-end framework. Making the servers busy enough that we made a decision to 
build a web application that does process some of the tasks on its user’s side which is called front-end 
framework. To achieve this goal, our web application’s interface design got his final form. To build such 
a framework we decide to get use of different methods and techniques with HTML5, CSS3, Bootstrap, 
JavaScript, Ajax and jQuery. Next, we will discuss why we chose those methods in a deep comparison 
with their rivals. 

 
 

4.2.2. HTML vs. Flash 
 

The real competitors in interface design and to define the content of a website are Flash and HTML5, both 
has the capability of standard website requirements, supporting different extensions and of course streaming 
video which is crucial in our thesis work. We can discuss about the difference of Flash and HTML5 in 
different aspects, both of them has the ability to play multimedia on the web sites using some techniques 
called vector graphics which based on mathematical expressions. To continue we will focus on key features 
of HTML5. It’s designed with the ability to run on low-powered hardware and devices such as tablets and 
smartphones which nowadays are the most used devices. The HTML5 introduced some new features like 
the video element which is our program main purpose, “Playing Videos” which its ancestors like XHTML 
and HTML4 lacks this option. The <video> element helps us to play videos without running any additional 
browser extension, as we need in Flash. This is a sample video element code, with video playback size and 
file format which is MP4. [6] 

 
<video width="320" height="240" autoplay> 
<source src="video.mp4" type="video/mp4"> 

</video> 
 

Using <Source> element brings the ability to address our video files or even audio files. Indeed there is 
video file format restriction, that we should use videos files with .MP4, .WebM and .Ogg. Different internet 
browsers have different set of acceptable file formats, the figure 9 describes the difference. 

 
4.2.2.1. Internet Browsers Video Format Support 

 
 
 

Internet Browser  Video format  
 MP4 WebM Ogg 

Internet Explorer Yes - - 
Chrome Yes Yes Yes 
Firefox Yes Yes Yes 
Safari Yes - - 
Opera Yes (ver. 25 or greater) Yes Yes 

 

Figure 9. Internet Browser’s Video Format Support 
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HTML5 videos, is going to become the new standard way to show videos on websites without any plugins. 
Unlike the previous standards that uses Adobe Flash plugins, and due to lack of agreements some videos 
would be hampered to play. [7] 
HTML5 is able to function without any plugins or APIs in order to view any graphical content on the web. 
On the other hand it has the ability to integrate with CSS3 and instead of using flash we could add animation 
to the web page and then we will have a considerable file size difference either and files in Flash in 
Megabytes can drop to Kilobytes size in HTML5. 

 
4.2.2.2. HTML & Flash different video Frame Rate 

Another consideration is that videos with higher frame rate like 720 fps or higher will face streaming 
problems in flash player, if your end user device is a moderate device. Like smartphones and tablets. In 
Figure 10 [8] A benchmark test result, done by Phonearena compares different frame rates on different 
phones to compare HTML5 and Flash. 

 
 

Device   HTML5    Flash  

 360p 480p 720p 720p High 360p 480p 720p 720p High 
Phones 
Droid X 100% 100% 99% 69% 100% 100% 6% 9% 
Nexus One 100% 100% 99% Won’t Play 100% 100% 7% 11% 
Desire HD 100% 100% 100% 99% 99% 72% 7% 10% 
Atrix 100% 100% 100% Won’t Play 100% 100% 100% 34% 
iPhone 4 100% 100% 100% 99% - 
Tablets 
Playbook 100% 100% 100% 100% 100% 100% 100% 98% 
Galaxy Tab 100% 100% 100% 100% 99% 64% 8% 9% 
Xoom 100% 100% 100% 100% 100% 100% 100% 97% 
iPad 2 100% 100% 100% 100% - 

 

Figure 10. HTML5 and Flash different Video frame rates supported on popular devices 
 
 

As we know flash files are not able to have access to the Graphic Processing Unit (GPU) and it would be 
the CPU which it has to handle all related graphical process. On the other hand HTML is handled 58% 
more efficiently on Linux, iOS and all smartphones and laptops. Unlike Flash, HTML5 has no problems 
with touch screen devices. [9] 

 
HTML is the main markup technique in the web in order to give structure and present the content. HTML5 
has the ability to run on computer and mobile devices with any platform running on it and new tag elements 
such as <video>, <audio> and <canvas> have been included in HTML5. 
The above-mentioned capabilities makes HTML5 independent from any API or Plugins and easy to play 
any multimedia and graphical contents on the World Wide Web. 

 
After all of these research we can point to some key features about these two techniques which are 
more beneficial in our project. 

 
 Cost, HTML5 is an open source program while flash is property of Adobe. 
 Performance, Flash is not supporting all platform and devices while HTML5 does 
 Flash is processed slowly with some lags on operating systems like Linux and OS X. 
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 Power consumption, HTML5 is using less power on smartphones and tablets. 
 Heating, because of using more CPU time slots on flash instead of GPU it may cause heat up on 

the device. 
 Browser support, at this moment some web browsers could not support flash and the HTML5 does 

not have such a problem with browsers. 
 Flash needs plugins but the HTML5 do not need any plugins to run. 

 
 
 

4.2.3. Cascading Style Sheets 3 (CSS3) 
4.2.3.1. CSS versions, Taxonomy and Status 

 
CSS is used to describe the formatting of a document (layout) which is written in a markup language like 
HTML, mainly we can use it to change the style of a page and its interface written either in XHTML or 
HTML and it can be used for almost any XML file. In order to have a good visually engaged pages and 
websites, CSS3 is the most powerful technology that we can use to reach our goal. [10] 

 
It has the ability to do the separation of page content and its presentation which is one of its most primitive 
abilities, and it can improve accessibility of the content and make it more flexible to control the 
characteristics specification of the presentation. CSS will also help to avoid increasing of the repetition and 
also complexity by sharing the formatting by specifying the relevant CSS in a separate .css files in the 
structure. 

 
CSS specification can describe a priority scheme in order to determine which style rules is going to be 
applied if more than one rule were the same about a specific element. And it is the reason that we call it 
cascade, it could be done by some calculation which will be assigned to the rules to make them more 
predictable. 

 
Before CSS, in all the predecessor versions all of the attributes about the HTML file was within the markup 
language. All background styles, font colors, sizes and borders, element alignments, had to be explicitly 
described, and was going to happen more often, within the HTML. But now it is possible to move those 
information into separate files and it makes the HTML file simpler. And even further in CSS3 instead of 
having large amount of single specification defining features verity it is divided into modules which will 
be described in Figure 11. [11] 
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Figure 11. CSS versions Taxonomy and Status 
 

Each of those modules has their own abilities or they just extended some features from previous versions 
and due to the modularization, different modules have different stability and statuses. Some of the main 
advantages are: 

 

 Separation of Content from Presentation 
 Bandwidth 
 Accessibility 

 

4.2.3.2. Separation of Contents from Presentation 
 

The publication of the content based on nominal parameters is facilitated by CSS in multiple presentation 
formats. The nominal parameters include specific user preferences, and also the device type (Tablet, 
Smartphone, PC) which it will be used to watch, the user's location and also the browser type and some 
other variables. 

 
 

4.2.3.3. Bandwidth 
 

In order to reduce data transfer rate it has the ability to reload a page from browser cache, and instead of 
repeating the information about the style info’s for element occurrence in each request it uses more efficient 
way and it specifies the style once for a range of HTML elements selected by class, This is much more 
efficient than repeating style information inline for each occurrence of the element. An external stylesheet 
is usually stored in the browser cache, and can therefore be used on multiple pages without being reloaded, 
further reducing data transfer over a network. 
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4.2.3.4. Accessibility 
 

according to web content accessibility guideline which they consist some guidelines for web pages 
content accessibility for people with disabilities, and also for the users having limited devices such 
as mobile phone users, a standard web page has to consider all type of users with different devices 
and disabilities. Without using CSS designers has to develop their pages using html tables which 
will make some interfering with this guideline. The framework of CSS consist of collected libraries 
in order to make it easier to allow more web pages to be able to use Cascading Style Sheets 
language. 
the frameworks of CSS includes bootstrap, Blueprint, like the other scripting language programs, 
CSS frameworks mostly used as external .css pages incorporated in the related HTML file 
(<head>). And it provides the pages, numbers of ready-made options for designing and laying out 
either. Some authors use many of these frameworks for arch typing or for learning purposes. 

 
 

4.2.4. Bootstrap 
 

The main objective of remote laboratory is to provide a platform which is accessible to its users from 
anywhere on planet earth. The fact that users can access their lab environment from the internet is enjoyable 
but a tiny consideration is here which we should focus on. Users use internet browsers to enter their remote 
lab web address. While using PCs or Notebooks everything is fine, but when it comes to mobile devices 
like smartphones and tablets, we will have a problem which is, poor interface design. CSS3 as our interface 
graphical design doesn’t provide any adjustment to websites while browsing on smaller screens and 
different screen aspect ratios those we see on smartphones and tablets. The solution is to make a responsive 
interface design. To design a responsive design we have to main competitors, Bootstrap and Foundation. 
Here we compare these two. 
Both bootstrap and foundation are open source, free to use tools to design website’s Front-End framework 
which make the interface to get processed in user’s browser and keep web server away from more load. 
Hence responsive websites are our main desire to use one of those two in conjunction with CSS3. 

 
There are items to discuss and compare these two. We pick important items as others are very identical and 
similar in functioning and results. As an example the Grid System, which enables designers to prototype 
different layouts and make adjustments [12]. In comparison the only difference was the different code 
syntax and designers choose the one they are more familiar to. 

 
Size calculation is the key function to bring responsive websites, in Foundation the measurement Sizing 
unit is Em while in Bootstrap pixels are use. The conversion of Em to Pixel is, [13] 

 
1em = 14 pixels 
1 pixel = 0.0714285714285714 Em 

 
Bootstrap makes more sense to use as working with pixels is easier to work with. 

 
Another comparison is how browsers supports these front-end frameworks. Both done an excellent job with 
an only difference. Foundation is not supported on internet Explorer 8 or less. In year 2015 we still have 
users using earlier versions of windows like XP and using legacy internet explorers. 
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4.2.4.1. Operating Systems Market Share 
 

According to market share statistics [14] on December 2014 5.85% of internet users, uses IE 7 and 8, let 
also see the Figure 12 which shows the market share of operating systems in 2015. 

 

Figure 12. Operating Systems Market Share – 2015 [15] 
 
 

Another key difference of Bootstrap and Foundation is, that foundation has a full support for websites with 
texts like Persian and Arabic which are written Right to Left. While bootstrap has some miss-adjustment. 

 
The conclusion is. Both Bootstrap and Foundation are free to use open source major frameworks with many 
similarities, but at the end it's the designer who will chose the one according to his preference. Simply we 
can say they are different languages. But it is good to keep in mind that Technical Support for Bootstrap is 
way better as it has huge community to get help from. 

 
 

4.2.5. JavaScript
 

Is a high level, dynamic, un-typed, and interpreted programming language. [16] As an object-oriented 
programming language, it works together with HTML and CSS to build a Web Application. To say it simple 
using JavaScript and its main library called jQuery, power ups the designer to have programming features 
in his design and build an interactive website. 

 
Imagine you have some if-functions in your HTML or CSS design without JavaScript it's impossible to 
achieve your if-then functions. JavaScript is also a framework that can be executed both on server side of 
the platform which is called back-end, or on the front-side of the platform which is web user's browser, we 
use this feature in our project and make it front-end so servers are away from interface process. [17] 

 
Although most of the web browsers support JavaScript and this make it even more popular. Below there is 
a list of browsers will full compatibility with JavaScript. 
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 Netscape Navigator (beginning with version 2.0) 
 Microsoft Internet Explorer (beginning with version 3.0) 
 Firefox 
 Safari 
 Opera 
 Google Chrome 
 Any other browser whose vendor licensed or implemented JavaScript. 

 
 

4.2.6. Ajax 
 

While deploying our front-end platform design with JavaScript and jQuery, we get help of Ajax. Ajax is a 
client-Side scripting so that we can make a form connection between our user and server in which 
framework become more responsive and faster. Some Ajax feature we use in conjunction to jQuery are. 

 
4.2.6.1. No Page Post Back 

 
No page post backs: post backs are scenarios in which you should use refresh to see the result which make 
a website less user-friendly. With this technique our website requires zero refresh to see the real time data. 
An example is when our remote lab administrator approves a user’s access to remote lab, it will be shown 
immediately in approved list and requires no site refreshes. 

 
4.2.6.2. Asynchronous Calls 

 
Making Asynchronous calls is another feature of Ajax which helps the browser received data as packets 
received. [18] Otherwise website will not be shown until all packets are received. 

 
 

4.2.7. Front-End Processing 
 

Undoubtedly, our web server is the major player in our game. It will host the web application, Databases, 
and a lot of video streaming traffic. Alongside dealing with IIS and security implementations and finally 
communication with our Matlab and LabVIEW server it will be a good idea to keep it unoccupied from 
some part of the web application process. Within our interface design we used different platform techniques 
as discussed earlier, to achieve our goal. Making most part of the interface design, front end. So, our user’s 
computers will face some of the tasks. 

 
4.2.7.1. Process Separation in Back and Front End Platforms 

The Figure 13 Shows how we separate interface process as Front-End and Back-End. 
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Figure 13. Process Separation in Platform’s Back and Front Ends 
 
 
 
 
 
 

4.3. Web Server Application 
 

When it comes to host a website, you have variety of choices, there are www servers you can work with to 
host your website. Key feature of them are supporting HTTP, HTTPS, FTP and FTPS and so on. Below we 
have a list of popular ones, while there are other web server applications which were not as competitive. 
there are other competitors which we did not mentioned while they are not highly equipped ones, or some 
focuses on specific web hosting service and protocols and some has a smaller engine which can handle light 
websites. [19][23]  

 
 Internet Information Services (IIS) 
 Apache 
 Nginx 
 LiteSpeed 
 Hiawatha 
 Cherokee 
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4.3.1. Web Server Application Market Share 
 

According to statistics driven we pick three different dates to measure web server application’s market 
share, see Figure 14. The result is same again like last decade, between the six competitors IIS and Apache 
wins the game, while Nginx is following. 

 
 

 
Figure 14. Webserver Application’s Market Share [20] 

 
 
 

The result of our survey force us to focus on IIS and Apache while they are leaders in Market share. 
 
 
 

4.3.2. Internet Information Services (IIS) 
 

Internet Information Services (IIS) is a web server application introduced in Windows NT series and 
continues till today. 

 
IIS is an on-Windows Server license application. Notable versions are, 

 
 IIS 6 which introduced with Windows Server 2003 
 IIS 7 which introduced with Windows Server 2008 
 IIS 8 which introduced with Windows Server 2012 

 
there also other versions like, 7.5 in server 2008 R2, 8.5 in server 2012 R2 and an upcoming IIS ver. 9 in 
windows Server 2016. Mostly web servers are running version 7, 7.5,8 and 8.5 as IIS. 
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Working with IIS is like no other competitor, rich GUI and enhanced workspace let web designers and 
network administrators to implement different types of websites and web applications easy, fast and 
secure. Microsoft’s IIS almost support every website design. 

 
 

4.3.3. Apache 
 

On the other hand, Apache web server, with its 20 years of existence and years of market leading, is an open 
source web server application that can be used on different operating systems like UNIX, Linux, Windows, 
Mac OS, FreeBSD, Solaris, and Netware and so on. Figure 15 is a list of Apache server versions. 

 
 

Version Initial Release Latest release 

1.3 1998/06/06 2012/02/03 

2.0 2002/04/06 2013/07/10 

2.2 2005/12/01 2015/07/17 

2.4 2012/02/21 2015/07/15 
 

Figure 15. Different Apache versions 
 

Meanwhile in 2015 Apache version 2.4 is mostly used, we see some 2.2 versions but older are not used 
anymore. Apache is a great host for websites written in Perl and Python and other websites designed in 
PHP. Apache can serve websites and web applications easily, with great administration items administrators 
made it leader for many years. 

 
There are technical considerations while choosing a web server, like CPU issues, Response time, peak 
throughput and security. After the research we made, we found some interesting statistics in comparison 
of IIS and Apache web server applications. 

 
 

4.3.4. CPU Utilization at Bandwidth Saturation 
One was CPU Utilization at Bandwidth saturation. In which 930 Megabyte of data was going to be 
saturated. The outcome of the test done by Webperformance.com [20] team has the following result. Both 
IIS and Apache were easily handled the task, see Figure 16. 
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Figure 16. CPU Utilization at Bandwidth Saturation [20] 

 
 

4.3.5. Webserver Application’s Response Time 
Response time was another interesting topic, the measurements are in milliseconds it will took to get 
response from a same website. This measurement is affected by medium devices like internet routers and 
switches and may vary during peak and idle times of internet. Figure 17 shows that IIS with an incredible 
response time below 3 milliseconds done a huge job. In fact millisecond response times are enormously 
good. Which all the competitor did that. 

 
 

Figure 17. Webserver Application’s Response Time [20] 
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4.3.6. Peak Throughput Performance 
The peak throughput benchmark test is also done by web performance.com team to see the maximum 
throughput capacity of each web server. Within the test resource size is set to 1 kilobytes and 25 resources 
is loaded in each connection, see Figure 18. [20] 

 
 

Figure 18. Peak Throughput Performance 
 
 

There are other key comparison between IIS Apache which is going to be discussed. First, Apache is thread- 
based server that will create one process thread for any individual request while on the other side, IIS is an 
asynchronous server. In asynchronous servers multiple requests will be handled by a single or a few process 
threads. This advantage made IIS to complete requests faster and requires less CPU usage. More iconic 
differences are, 

 
 Apache is the supporter of PHP designs, while IIS is the best platform for ASP.net designs. 
 Support and updates can be a huge advantage or disadvantage, as the growth of technology, more 

professional support is required for all web server platform. As Apache is an open source platform, 
its own community (Apache professionals) are supporting the platform, on the other hand 
Microsoft’s community is responsible to provide supports, fixes and updates. 

 Apache is totally free while, IIS is a free tool if you have a Windows Server license. 
 

In our remote laboratory we had to choose a web server application and we conclude to use IIS for our web 
server application, reasons for the selection are: 

 
 The best Platform to host ASP websites 
 Faster and less CPU utilized. 
 Slightly better security, as the recent versions [21] 
 Easier to learn and implement 
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4.4. Database Structure 
When we are talking about data storage and in scenarios which we have tens of gigabyte of data or even 
higher, we should think about storage strategies. If we are dealing with heavy data files we should keep in 
mind, that operating systems are unable to handle them properly. That why we need database platforms like 
SQL Server and MySQL. According to some web designers MySQL is the best answer if you are deploying 
database structure for websites, this is while other designers suggest Microsoft SQL Server. 

 
MySQL is a complete Open Source, free to say, Relational Database Management System (RDBMS) and 
the second most popular database structure according to statistics. MySQL should be considered the best 
to work with websites and web applications written in PHP, Perl and python. 
Microsoft SQL Server on the other hand, is a Relational Database Management System (RDBMS) ranked 
third and it’s developed by Microsoft. SQL Server is a Database Programming language and can be used 
in any Database-Required Scenario, from Web applications to enterprise automations. 

4.4.1. Database Rankings 
If you are writing your websites .Net environment, like ASP Microsoft SQL Server will be the mighty 
choice. Figure. 19 shows the rankings. 

 
 

Figure. 19. Database ranking [24] 
 

We believe that ecosystem is a matter of fact. As we used C# to code our .Net web application, we choose 
IIS for web server and SQL Server for storage compartment. Because they are supported by the same guy 
“Microsoft”, and while they follow the same routing within their ecosystem, they will work together like 
no other arrangement. 

 
In our remote lab web application project, we used simple Extensible Markup Language (XML) files for 
system’s database. We came so far because the project is a prototype and is not hosting any actual huge 
data. Beside, using SQL Server will cost additional dollars as it is a licensed application. .xml Files are 
markup language formats, which is readable by both human and the machines. So programmers can easily 
read and change the structure of its different parts. Meanwhile web applications can be linked to XML 
files easily with a notable speed. [25] 
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4.5. Security 
Let us flashback and bring our main thesis project goal. The idea was “a web-based remote laboratory, a 
website that facilitate access to laboratories both visually and technically for its users from Internet”. Yes 
internet is the most vulnerable network ever built beside its huge benefits that everyone knows about. In 
our project we have a laboratory that is mobilized with pricy equipment’s, robots and tools. The security 
concern here are: 

 
 Unauthorized access to remote lab website 
 Security of all Remote lab related servers such like, Web Server, Database Server and 

multipurpose server which contains Matlab and LabVIEW. 
 Eavesdropping, because the basis of our web application transmits all data in plain-text format. 

 
Authentication, was built in our platform to overcome our first security concern. In which remote lab 
visitors should fill a form and ask for an access permissions, this request should be approved by lab 
administrator. In case one visitor confirmed access an email will automatically sent to visitors email with 
an access credential. Access credential consists of two elements visitors email as he entered during 
registration and a randomly generated password created by our web application. 

 
Network security on the other side will provide security for every remote lab servers and devices.as it was 
not a part of our thesis work, but we suggest firewalls to protect the perimeter network. Some good choices 
may use, 

 
 Microsoft Forefront Threat management Gateway (TMG) 
 CISCO ASA series 
 Sophos firewalls 

 

Encryption, is the only method that can be used to secure the transmission of data packets. 
Over past centuries there were dozens of encryption methods, from Caesar cipher to enigma machine till 
today's high-security encryption mechanisms. There is a possibility that we write down our own simple 
encryption algorithm and integrate it with our project, but as security was highly required we came to a 
conclusion to use ready encryption methods with much higher security. 

 
After a research we discovered that the most secure and common encryption method for website security 
is, secure socket layer (SSL).those websites which use Secure Hypertext Transfer Protocol (HTTPS) 
protocol. HTTPS works on port 443 and uses Transmission Control Protocol (TCP) to guarantee its 
connections. [26][27] 

 
SSL (Secure Sockets Layer) is a standard security technology for establishing an encrypted link between a 
server and a client, typically a Webserver (website) and a browser. SSL is based on, International Telegraph 
Union (ITU) Telecommunication Standardization Sector (ITU-T) X.509. Which is a standard for Public 
Key Infrastructure (PKI) cryptography. 

 
 

SSL uses asymmetric method of encryption. While symmetric method is old and easy to decipher method. 
The weakness of Symmetric method can be described as Figure. 20. 
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4.5.1. Private Key 
 
 

 

Figure. 20. Private Key Encryption Method 
 

In private (Secret) key encryption methods, transmitter encrypts a document using his own key, then he 
forward the encrypted packet to the receiver. The receiver however, requires the same key which encrypt 
the data to unlock it. So the transmitter should send the private key also. This is a huge security weakness 
as a possibility, a hacker could capture the traffic and receives both the encrypted data and key. So he can 
decrypt the data. 

 
4.5.2. Public Key Infrastructure (PKI) 
Public Key Infrastructure (PKI) is the overcome solution for this security weakness which SSL also uses it. 
Now a deep knowledge about PKI is required to see how well security is implemented. The Figure. 21 below 
describes the PKI’s scenario in an understandable fashion. [27][28] 
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Figure. 21 Public Key Infrastructure (PKI) 
 
 

As illustrated in Figure. 21, before any interaction, users will check the validity of his server. This technique 
bring security and eliminates some security threats like phishing. Within SSL communication all data 
becomes encrypted using keys in form of digital certificates. The encryption varies from certificate to the 
other. While 1024, 2048 and 4096 bits encryption keys are some of commonly used key lengths. Beside all 
the advantages that SSL security brings, there are some disadvantages also. Two major disadvantage of SSL 
or any other security implementation are: 

 
 Cost: high security certificates from famous third-party companies like Verisign are expensive, 

which may criticize your decision. 
 Performance: because both, the server and user should use resources to Encrypt or Decrypt the data, 

we will have a lower performance. This could be dramatic if the number of the users get higher and 
higher. 

 
Although, three SSL implementation was available for us to implement, considering that we’re using IIS 
for our web server. 

 
 IIS Self-Signed certificates 
 Microsoft Active Directory Certificate Service (ADCS) certificates 
 third-party certificates 

 
IIS Self-Signed Certificate is a built in IIS certificate. It is very simple to add and work with. This is while 
the amount of security brought is low. Usage recommendation are experimental use or when security is 
highly required. 

 
ADCS is a Microsoft Windows Server Role. It helps you to create and implement Certification Authorities 
(CA). CAs are used to create medium to strong security certificates for both enterprise and vendor purposes. 
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ADCS has a different types of build topologies so you can handle many organizations in your organization. 
Again the security outcome here is strong while it’s free to use in case you have a windows server license. 

 
Third-Party CAs like Verisign, Go Daddy and a lot more out there on the internet are ready to sell you 
certificates. The policy of most of them is that they have a variety of SSL certificate choices. From personal 
inquiries to enterprise till websites that requires the best possible security. Again its budget depended. The 
more you pay the more security you get. 

 
We use IIS self-signed certificate used in our remote laboratory project because the project is a prototype 
and has some budget limitations. As third-party certificates will bring cost. ADCS can be deployed also but 
as the main goal of our thesis work was web application development, so we were okay with self-signed 
certificates. 

 
 

4.6. Programming and Coding Structure 
To make the description of coding progress more understandable, we will describe and comment some main 
and key portions of our written codes. This web application is formed by different file formats like .xml, 
.cs, .aspx, .ashx and .css with different contents in order to make our desired web application. [27][28][29] 

 
During writing down the codes for any individual part of our website, we did so many debugs to 
troubleshoot and simplify our website. Finally we debug the connections between different pages and made 
them work, flawlessly. We can divide our project into five major parts as follow: 

 
1. .XML Database files 
2. .ASHX Handlers Files 
3. .ASPX Interface Files 
4. .CS intermediate Files 
5. .CSS Style and Layout Files 

 
 

4.6.1. XML Databases 

As we discussed previously, we use .xml files as project’s database. The web application will write and 
fetch all the inputs into them. Because the web application’s process is took place in .cs (C# codes) files, it 
was a mandatory task to create a connection between correlated .xml ad .cs files. Next is a list of our 
project’s XML files and after we will explain each .xml file more in depth. 

 User.xml 
 Time.xml 
 Config.xml 
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4.6.1.1. User.xml 

One of the three xml files in our platform. When a remote lab visitor applies for access, the system requires 
him to fill the information like his full name, personal social ID and a valid email address. These information 
then will be stored in user.xml for further administrator purposes. A time after when remote lab 
administrator approves a visitor’s access, an email including user’s login information is sent back to visitors 
email. Meanwhile the system will add the new users email and password to our user.xml database. And 
finally user’s privilege is added to the file to specify the permission status of the newly created account, 
such as the newbie is, an administrator or a simple user with restricted access. 

A record from user.xml database that describe a valid email format, the user’s password and its access level 
which is administrative access. 

<USER email="bth.remotelab@gmail.com" pass="852654" type="Admin" status="1" /> 
 

Another record describes a normal user with its proper personal information which has limited access as 
labeled as User. 

 
<USER email="fattahiedu@gmail.com" pass="e0ef036-eee8" type="User" status="1" /> 
Status= “#” 

The number presents the request procedure. 0 means the approval of the request is not confirmed yet, while 
1 will be the approved and confirmed state. 

 
 

4.6.1.2. Time.xml 

As it’s obvious from its name, this file stores information about remote laboratories schedule. Information 
like the reserved experiment’s date, start and finish times. In our web application we divide laboratory 
schedule into 30 minutes time intervals. Remote lab administrators can check the schedule any time as the 
records are persistent. The following record driven from our time.xml, shows that the user has reserved 
14:30:00 of 19th of September for his experiment. 

 
<TIME> 

<ID>1</ID> 
<DATE>2015/09/19</DATE> 
<TIME>14:30:00</TIME> 

</TIME> 
 
 

4.6.1.3. Config.xml 

This database is an administration panel report for remote laboratory schedule. While administrators can 
set or change the time between first and last experiments of schedule within the website, changes will be 
reported and stored in config.xml file. 

<START>08:30</START> 
<END>20:30</END> 
<DURATION>30</DURATION> 
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For example the record above, shows that, the administrator set the start time of first experiment to 8:30 
and final experiment to 20:00. Duration of each user’s experiment will be 30 minute. 

 
 

4.6.2. ASHX, the Handlers 
The web applications contains some .ashx files. These handlers will be used as an intermediate connection 
between the C# codes and .xml database files. These files has no interfaces and will work as carriers 
between mentioned file types. Two handlers were used in our project which we are going to describe. 

 
 Timer.ashx 
 User.ashx 

 

4.6.2.1. Timer.ashx 
 

The following code lines are to make the possibility for laboratory administrator to define the start and end 
time of laboratory beside the time duration of each experiment. As we mentioned, the changes will be stored 
in time.xml. 
The result is a graphical interface that administrators are able to set time schedule parameters easily just by 
some clicks and users’ coding is ignored. We made this to provide a user friendly web application. 

 
 

public void ProcessRequest(HttpContext context) 
{ 

context.Response.ContentType = "text/plain"; 
XmlDocument Config = new XmlDocument(); 
Config.Load(context.Request.PhysicalApplicationPath + "app_data\\config.xml"); 
String STime = Config.SelectSingleNode("//START").InnerText; 
String ETime = Config.SelectSingleNode("//END").InnerText; 
String Step = Config.SelectSingleNode("//DURATION").InnerText; 
XmlDocument Time = new XmlDocument(); 
Time.Load(context.Request.PhysicalApplicationPath + "app_data\\Time.xml"); 
DateTime StartTime = new DateTime(); 
StartTime = DateTime.Parse(context.Request.Form["date"] + " " + STime + ":00"); 
DateTime EndTime = new DateTime(); 
EndTime = DateTime.Parse(context.Request.Form["date"] + " " + ETime + ":00"); 
string Text = ""; 
while (StartTime.CompareTo(EndTime) < 0) 
{ 

if (Time.SelectSingleNode("//TIME[./DATE='" + context.Request.Form["date"] + "' and ./TIME='" + 
StartTime.TimeOfDay.ToString() + "']") == null) 

{ 
Text += "<option value='" + StartTime.TimeOfDay.ToString() + "'>" + StartTime.TimeOfDay.ToString() + 

"</option>"; 
} 
StartTime = StartTime.AddMinutes(Convert.ToInt16(Step)); 
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4.6.2.2. User.ashx 

The user.ashx is the next handler which does important tasks. First it will put each visitor’s access request 
with their provided information into our user.xml. Even if the request is approved, then again it will update 
the request’s status in user.xml. 
Next, after approving a user’s request. The system has to send an email with the sender address of 
remotelabbth@gmail.com, to a recipient address of example@abc.def (the email address provided by user 
in registration). The message contains the user’s login information. The following commands show the 
description more technically. 

 

XmlNode Node = ResultXML.SelectSingleNode("//USER[@email='" + context.Request.Form["email"] + "']"); 

string Pass = Guid.NewGuid().ToString("d").Substring(1, 12); 

//Send Email 
string senderID = "remotelabbth@gmail.com";// use sender’s email id here.. 
const string senderPassword = "BTH123abc@"; // sender password here… 
try 
{ 

SmtpClient smtp = new SmtpClient 
{ 

Host = "smtp.gmail.com", // smtp server address here… 
Port = 587, 
EnableSsl = true, 
DeliveryMethod = SmtpDeliveryMethod.Network, 
Credentials = new System.Net.NetworkCredential(senderID, senderPassword), 
Timeout = 30000, 

}; 
MailMessage message = new MailMessage(senderID, context.Request.Form["email"], "Your Password 

from Lab", "this is your Password:" + Pass); 
smtp.Send(message); 

 

//Add User to user.xml 
Node.Attributes["pass"].Value = Pass; 
Node.Attributes["status"].Value = "1"; 
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4.6.3. ASPX, Interfaces 
.aspx files are website’s interface backyard. Coded with HTML and JavaScript parameters. .aspx files job 
is to present the visual style of the web application and its visual structure. 
We did some research and we found good ideas for webpage visual interface. The main outcome of our 
research brings us to a conclusion, the simpler the interface is the more user-friendly it will be. A dynamic 
look and site mapping was considered. The result is admirable. 

 
Here is a list of .aspx files in our project, which then illustrated with screenshots and main codes. 

 
 AddUser.aspx 
 Camera.aspx 
 Config.aspx 
 ConfirmUser.aspx 
 Default.aspx 
 Login.aspx 
 Logout.aspx 

 
 

4.6.3.1. AddUser.aspx 

As you see in Figure. 22, following information are all required for a visitor’s User registration. The standard 
syntax for all fields is applied, i.e. the email address should follow the *@*.* syntax. 

 
 

Figure. 22, Add User Page 
 
 

4.6.3.2. Camera.aspx 

This .aspx file contains codes to made live video streaming possible. The source of the videos are 
surveillance cameras located in the laboratory environment. 
We have the ability to show more than one camera at the same page or even more for each experiment. 
The other ability is adding the IP Address of the cameras. To involve them into our project we can add the 
public IP address of our on premise router or even camera’s Network Video Recorder (NVR) device. And 
on the other hand we can set a private range of IP addresses in order to have all the cameras included. The 
IP numbers within the code were written for giving an example. 
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<asp:Content ID="Content2" ContentPlaceHolderID="head" Runat="Server"> 
<style> 

video{width:100%; 
height:100%; 
border:1px solid black; 

} 
</style> 

</asp:Content> 
<asp:Content ID="Content3" ContentPlaceHolderID="Content" Runat="Server"> 

<div class="col-md-4"> 
<video > 

<source href="1.1.1.2" /> // 1st Camera’s IP address for streaming purpose.// 
</video> 

 
</div> 
<div class="col-md-4"> 

<video > 
<source href="1.1.1.3" /> // 2nd Camera’s IP address for streaming purpose.// 

 
 

4.6.3.3. Config.aspx 
 

Next in Figure. 23 we are showing that a registered user should provide his lab experiment time schedule, 
by choosing a start time, experiment duration and an end time. Note that the website will show the available 
times. Also we add the aspx codes which connects the interface to its database, the config.xml file. 

 
 

Figure. 23 Time Schedule 
 

//get data And Add to Config.xml 
System.Xml.XmlDocument Config = new System.Xml.XmlDocument(); 
Config.Load(Request.PhysicalApplicationPath + "app_data\\Config.xml"); 
Config.SelectSingleNode("//START").InnerText = this.STime.Value; 
Config.SelectSingleNode("//END").InnerText = this.ETime.Value; 
Config.SelectSingleNode("//DURATION").InnerText = this.duration.Value; 
Config.Save(Request.PhysicalApplicationPath + "app_data\\Config.xml"); 
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4.6.3.4. ConfirmUser.aspx 
 

This page will be laboratory administrators’ backyard, Figure. 24 while they can approve or reject a visitor’s 
request they can change the number of items to show option. 

 
 

 

Figure. 24 Request Confirmations, Administration Panel 

Related aspx codes are, 

{ 

Data += "<td>" + Col.Value + "</td>"; 
 

} 
Data += "<td><input type='button' value='Delete' class='btn btn-danger' ></td>"; 
Data += "<td><input type='button' value='Confirm' class='btn btn-default'></td>"; 
Data += "</tr>"; 
Count++; 

} 
 
 

4.6.3.5. Default.aspx 
 

This .aspx file will redirect the users to main page of the web application and we have it as a return from 
any page, like go to homepage of the website, see Figure. 25. 

 
public partial class _Default : System.Web.UI.Page 
{ 

protected void Page_Load(object sender, EventArgs e) 
{ 
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Figure. 25, Web Application Main Page 

 
 

4.6.3.6. Login.aspx 

An approved user has been receive an email containing his email address as username and a randomly 
generated password. To access remote laboratory he should first, login to web application with his 
credential Figure. 26 and aspx codes describes the process both visually and technically. 

 
 

Figure. 26. Login Page 
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{ 
//search Email and Password from User.xml 
System.Xml.XmlDocument User = new System.Xml.XmlDocument(); 
User.Load(Request.PhysicalApplicationPath + "app_data\\user.xml"); 
System.Xml.XmlNode LoginUser = User.SelectSingleNode("//USER[./EMAIL='" + 

this.email.Value.ToLower() + "' and ./PASS='" + this.password.Value + "']"); 
 

bool login = LoginUser != null; 
Session["Login"] = login; 
if (login) 
{ 

Session["Email"] = this.email.Value.ToLower(); 
Session["type"] = LoginUser.Attributes["type"].Value; 
Response.Redirect("default.aspx"); 

} 
 
 
 

4.6.3.7. Logout.aspx 

The user will be logged out from the remote lab interaction environment and will be redirected to homepage. 
 

4.6.4. .CS Intermediates 

A .net web application should be written in c#. This programming language is very stable and extendable. 
C# is a leading programming language that can be interconnected with other application like Matlab and 
LabVIEW. Here we are going to describe some key point of the codes, written in our web application. 

 
 AddUser.aspx.cs 
 Config.aspx.cs 
 Login.aspx.cs 

 
 

4.6.4.1. AddUser.aspx.cs 

Remote lab visitors will provide their full name, personal social number and a valid email address 
during their registration. Codes below are the functions used to accomplish user registration 
process. The program also check the validity of entered information and will prompt in case of any 
mismatch syntax. The final task of AddUser.aspx.cs is to store the whole interactions in user.xml 
database file. Generally speaking the *.aspx.cs is an interconnection between .aspx and .xml. 

 
if (this.IsPostBack) 

{ 
System.Xml.XmlDocument User = new System.Xml.XmlDocument(); 
User.Load(Request.PhysicalApplicationPath + "app_data\\user.xml"); 
System.Xml.XmlNode Node = User.CreateElement("USER"); 
System.Xml.XmlNode Email = User.CreateElement("EMAIL"); 
System.Xml.XmlNode FirstName = User.CreateElement("FIRSTNAME"); 
System.Xml.XmlNode LastName = User.CreateElement("LASTNAME"); 
System.Xml.XmlNode PersonalId = User.CreateElement("PERSONALID"); 
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Email.InnerText = this.email.Value.ToLower(); 
FirstName.InnerText = this.firstname.Value.ToLower(); 
Email.InnerText = this.lastname.Value.ToLower(); 
Email.InnerText = this.email.Value.ToLower(); 
System.Xml.XmlNode pass = User.CreateElement("PASS"); 
pass.InnerText = ""; 
System.Xml.XmlNode type = User.CreateElement("TYPE"); 
type.InnerText = "User"; 
System.Xml.XmlNode Status = User.CreateElement("STATUS"); 
Status.InnerText = "0"; 
Node.AppendChild(Email); 
Node.AppendChild(pass); 
Node.AppendChild(type); 
Node.AppendChild(Status); 
Node.AppendChild(FirstName); 
Node.AppendChild(LastName); 
Node.AppendChild(PersonalId); 
User.DocumentElement.AppendChild(Node); 
User.Save(Request.PhysicalApplicationPath + "app_data\\user.xml"); 
this.Form.Visible = false; 
this.Msg.Visible = true; 

} 
Else 

 
 
 

4.6.4.2. Config.aspx.cs 
 

The following codes were written, to make a relation between the .aspx file which is aimed to load new 
time divisions and schedules which remote lab admin defined them. Stores them into the related config.xml 
file. A drop down menu is built for Start, End and Duration of the experiment. 

 
protected void Button1_Click(object sender, EventArgs e) 

{ 
//get data And Add to Config.xml 

 

System.Xml.XmlDocument Config = new System.Xml.XmlDocument(); 
Config.Load(Request.PhysicalApplicationPath + "app_data\\Config.xml"); 
Config.SelectSingleNode("//START").InnerText = this.STime.Value; 
Config.SelectSingleNode("//END").InnerText = this.ETime.Value; 
Config.SelectSingleNode("//DURATION").InnerText = this.duration.Value; 
Config.Save(Request.PhysicalApplicationPath + "app_data\\Config.xml"); 

} 
 
 

4.6.4.3. Login.aspx.cs 
The following part of the project codes were written to add dynamic feature to the Web Application. First 
function is to send an automatic email to a confirmed user including his login credentials. Second while 
logging in, the system check for the validity of the credentials as the created credentials are stored 
persistently in our .xml database files. 

 
//searchs Email And Password from User.xml 

System.Xml.XmlDocument User = new System.Xml.XmlDocument(); 
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User.Load(Request.PhysicalApplicationPath + "app_data\\user.xml"); 
System.Xml.XmlNode LoginUser = User.SelectSingleNode("//USER[./EMAIL='" + 

this.email.Value.ToLower() + "' and ./PASS='" + this.password.Value + "']"); 
 

bool login = LoginUser != null; 
Session["Login"] = login; 
if (login) 
{ 

Session["Email"] = this.email.Value.ToLower(); 
Session["type"] = LoginUser.Attributes["type"].Value; 
Response.Redirect("default.aspx"); 

 
 

4.6.5. .CSS Style and Layout 

As we discussed in section 4.2.3. the whole idea is about the style and the visual side of the web design. 
And of course, there are corresponding files which can be edited for visual and styling purposes. 
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5. CONCLUSION 
 

The aim of the thesis work is to develop a fast, reliable and secure web application, which allows its users 
to access laboratories through web browsers on their notebooks, tablets, phones and any other device. 

 
The Web Application should be capable of accepting command, so the laboratory equipment and robots 
could be controlled remotely. Commands should be submitted as a predefined excel file templates. After 
experiment’s progress we have two types of results. One is the experiment’s results which will be presented 
as computer data and files. Another result type of experiments is the ability of viewing the experiment, 
because there were robots built in the laboratory environment and the whole progress is captured using 
surveillance cameras mounted in the environment. 

 
Our thesis work aimed to design a web application that would fulfill Remote Laboratory requirements. We 
made a lot of research and comparisons to provide a neat and thorough, Web-Application design and 
development guide and roadmap, influenced by covering the main topic which is Remote Laboratory Web 
Application. 

 
A prototype of the thesis was developed on the other hand to decorate the thesis. The prototype is working 
properly and its core is ready for furthered developments. The prototype can accept reservation through its 
schedule, brings the capability to submit commands and instructions and is able to steam cast a live view 
of the laboratory environments. However as it has Bachelor Degree Thesis limitations some features and 
furthered developments can be done in future: 

 
 Handling a limited number of experimental requests and remote lab users
 The archiving and database is on simple XML files, while it’s better to be on database structures 

like Microsoft’s SQL Server, because the XML database files are clear text databases with no built 
in security and very vulnerable in security aspects.

 For higher security over the internet, digital certificates for HTTPS can be developed locally or can 
be purchased from trusted third party vendors like Verisign, GoDaddy or DigiCert.
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6. FUTURE WORK 
 

Remote Laboratory Web Application is a bachelor degree thesis project and normally it has some 
limitations like budget and research breadth. Therefore, we tender some future work ideas to make the 
Remote Lab project more practical. Some items require more research while others tends to be more coding 
related which requires programming and design expertise. Future work titles are: 

 
 Built-in packet encapsulation of transmitted data for higher security concern
 Locally designed encryption algorithm to facilitate higher security in certificates use in SSL 

implementation.
 Using SQL Server as the database structure for the project, or MySQL as if the platform is written 

in PHP.
 Visual access to laboratories is done through surveillance cameras. It should be a good idea to have 

some video streaming utilization and enhancements. Because the traffic overhead caused by video 
streaming may result in latency in real world scenarios with poor WAN connections.

 More programming to make the Web Application more powerful and provides other features like 
archived video access.

 Provide a collaboration platform so multiple users can work on the same experiment 
simultaneously.

 Scheduled tasks, which can make the platform accept the commands anytime of the day while the 
actual experiment is going to be done in a different time.

 Implementing built in Voice and Instant Messaging (IM) communication method between remote 
lab users and lab admins.

 Implementing a Private Cloud will bring more satisfaction in case of user experience, and brings 
more availability

 Developing an Android or IOS application for Remote Laboratory will make users to work through 
a simpler environment besides making it enjoyable.
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