
Thesis no:  
URI: urn:nbn:se:bth-16442 

Faculty of Computing 
Blekinge Institute of Technology 
SE-371 79 Karlskrona Sweden 

mHealth and the need of evaluation processes  
 

Johannes Eschricht 



 

  i
i 

This thesis is submitted to the Faculty of Computing at Blekinge Institute of Technology in partial 
fulfillment of the requirements for the bachelor degree in Software Engineering. The thesis is 
equivalent to 10 weeks of full time studies. 

Contact Information: 
Author(s): 
Johannes Eschricht 
E-mail: johannes.eschricht@gmail.com 

University advisor: 
Marie Netz 
Department of Computer Science and Engineering (DIDD) 

Faculty of Computing 
Blekinge Institute of Technology 
SE-371 79 Karlskrona, Sweden 
 

Internet : www.bth.se 
Phone : +46 455 38 50 00 
Fax : +46 455 38 50 57 



 

i 

ABSTRACT 
 
There are currently a great deal of available health applications available on various app-stores 
around the globe and more is being added each day. With that vast amount of available options, 
which health applications are trustworthy and offers the functionality that the users are looking 
for? With the current regulations and classification processes, it is difficult to know if mHealth 
services offers the high standards that it should. This thesis investigates the need for mHealth 
services to be subject of an evaluation process, by a health organization or a government 
agency, to ensure that quality standards are high. 
 We discover the current “state-of-the-art” of mHealth and the privacy- and usability 
aspects of mHealth, we find out if evaluated and approved mHealth applications are believed 
to be more attractive to use than the non-evaluated counterparts, and lastly, we identify what 
aspects is important to evaluate of mHealth applications. 

To provide answers to the thesis, we perform a literature review and distribute a survey 
to a small group of potential users of mHealth services. The literature review provides 
information about the current state of mHealth around the globe. Moreover, the literature 
review also reveals that both usability, but especially privacy, is of major importance when 
creating mHealth services. We also discover that there are voices from field experts that 
suggests mHealth services to be subject of an evaluation process, similar to what we suggest 
in this thesis. With the survey, we identify the respondents’ current utilization of mHealth 
services. We also find out what aspects they believe is important and if their trust and 
utilization of an evaluated and approved mHealth service would be affected compared to a 
non-evaluated counterpart. The respondents of the survey is parents of young children, a group 
that is likely in need of medical attention in one way or another and still has the technical 
experience that is required to answer the survey. 
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1 INTRODUCTION 
 

The number of available mobile health applications is rapidly increasing each day and has 
become an essential tool to help users all over the world to maintain and improve multiple 
aspects of their health. With the vast amount of available health applications and users 
becoming more dependent on their functionality, how does the user know what applications 
are trustworthy and covers their needs? This thesis provides a possible suggestion to this issue 
by analyzing the need of health applications to be evaluated and approved by a government 
agency or trusted health organization, and what aspects such an evaluation should cover.  

1.1 Background 
 

As the population of the world continues to grow we continuously need to improve and make 
our healthcare more efficient. Modern technology is a major contributor to achieve this goal. 
By applying more responsibility on the care taker, it is possible to ease the pressure on the 
healthcare. However, most people do not have the knowledge and tools necessary to monitor, 
process data and at the same time communicating this to the healthcare. This is where eHealth 
comes in. People living in remote areas will have the ability to receive healthcare in their own 
homes, without the need to travel. Moreover, if these techniques are also adopted by people 
living in urban areas it may have the effect that the pressure on hospitals and clinics may be 
relieved. Another important factor is that the patients will gain more personal control of their 
own health. 

For these technologies to be accepted and utilized by the public, it is essential that they 
correspond to the public expectations in regards of usability, security and privacy protection 
[1] [2]. 

1.2 eHealth 
 

eHealth is a “buzzword” that characterizes virtually everything that relate to the fields of 
computing, medicine, and caring [3]. It is the use of digital tools and exchange of electronical 
information to accomplish and maintain physical, psychological and social well-being. 
eHealth has the capability to improve communication and share information between the 
caretaker (patients) and the healthcare (doctor). One method to achieve this is with mobile 
technologies, called mobile health, or mHealth. 

1.3 mHealth 
 

mHealth or mobile health, formerly known as telemedicine, is a sub-field of eHealth services 
that communicate through mobile technologies, such as smartphone devices and other mobile 
gadgets that utilizes mobile networks. Modern mobile devices have the capability to perform 
fast, secure and advanced tasks and is already widely available and utilized. According to a 
report from WHO, the use of mobile- and wireless technologies may increase the opportunity 
to achieve goals outlined to increase health well-fare throughout the world. Furthermore, the 
WHO report states that mHealth has and continues to play a major part to restructure and 
creating more possibilities to the traditional healthcare system [4]. 

With mHealth services caretakers are able to get treatment, send & receive data and be 
monitored by the healthcare without physically interacting with other people. The use of these 
devices and applications have the ability to improve several aspects of healthcare services such 
as efficiency, financially and the common well-fare of the caretaker. Examples of such 
technologies could be applications that monitor health values of a patient through different 
sensors. Overtime, the data collected from these sensors can stand as a basis for further medical 
support. Another example of a mHealth device could be a medicine dispenser that eject the 
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correct medicine at the correct time and reminds the patient to take the medication. If the 
patient still hasn’t taken the medicine after the reminder, the device could send a text message 
or email to a family member or the patient’s doctor. The healthcare is able monitor the patient’s 
intake of medication, do follow-ups and remotely change the dose or time of the medication. 
The most common mHealth services is mobile applications where the patient can video chat 
with doctors and get new prescriptions of medicine without physical interactions. 

1.4 Usability 
 

Obviously, there are many kinds of mHealth services available today but what they all have in 
common is the need of high usability standards [2]. If people find it difficult to understand 
how the device or software work or the personal data is handled in an insecure fashion they 
may prefer traditional healthcare treatment over mHealth techniques and grow a mistrust 
towards similar solutions and technologies. Thus, it is important to ensure good usability that 
people can relate to. 

Jakob Nielsen, a Danish usability consultant, holds a Ph.D. in human-computer interaction 
and is considered a pioneer in the field. He has defined several usability evaluation methods 
and goals that is widely used by the industry. According to Nielsen’s introduction to usability, 
usability is defined by five quality components [5] and these five are as follows: 

• Learnability – Software should be easy to learn 

• Efficiency – Task performance should be efficient 

• Memorability – It should be easy to re-establish proficiency after a period of not using 
the software 

• Errors – The software should help the user to recover from error states and give active 
feedback 

• Satisfaction – The software should have a pleasant design 

Nielsen further suggests a key quality attribute; utility which defines whether the software 
provide the necessary features and functionalities according to the user needs. 

1.5 Privacy 
 

The Hippocratic Oath, one of the most widely known medical text from ancient Greece, is the 
earliest expression of medical ethics, written sometime between the third and the fifth centuries 
BCE [6]. The oath establishes several principles of medical ethics, one of these being the 
principle of medical confidentiality. It goes without saying that the doctor-patient 
confidentiality has a long history within modern medical ethics. 
 Fast-forward to the current date, we now face new challenges of retaining the doctor-
patient confidentiality. With personal information, such as medical records, social security 
numbers, bank account information, etc., being stored in databases, chances are that this 
information, unwillingly, might be shared to others, such as hackers. Thus, it is of the essence 
that the data is stored and handled in a secure fashion and that the user privacy is respected 
[7]. According to Leonardo Horn Iwaya (2016), the concept of privacy has not been fully 
strengthened by the literature [1]. The definition of privacy used for his thesis is defined by 
Westin (1967): 

“Privacy is the claim of individuals, groups, or institutions to determine for 
themselves when, how, and to what extent information about them is 
communicated to others. Viewed in terms of the relation of the individual to 
social participation, privacy is the voluntary and temporary withdrawal of a 
person from the general society through physical or psychological means, 
either in a state of solitude or small-group intimacy or, when among larger 
groups, in a condition of anonymity or reserve.” [8] 
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The same definition of privacy will stand as basis in this thesis. 
The EU General Data Protection Regulation, GDPR [9], is a regulation that is designed 

to protect and empower data privacy of EU citizens. The regulation will be taken into effect 
in 25 May 2018 and will replace the Data Protection Directive (95/46/EC). GDPR is a 
regulation that aims to strengthen the fundamental rights in the digital age of EU citizens by 
regulating the security of personal data and give more control back to the citizens by giving 
them the right to protection if their own personal data [10]. GDPR will have a great impact on 
ensuring the protection of mHealth users privacy. Not only will the users have the right to the 
protection of their own personal data but will also prevent reckless processing of their data. 

There are laws and regulations for medical devices, that may differ in different countries 
or regions, that must be followed. There are currently two, both entered into force on 25 May 
2017, European Union regulations; 2017/745 [11] and 2017/756 [12]. The European 
Commission has gathered a list of the most important improvements to modernize the current 
system [13]: 

• “Stricter ex-ante control for high-risk devices” 

• “Reinforcement of the criteria for designation and processes for oversight of Notified 
Bodies” 

• “Inclusion of certain aesthetic devices” 

• “New risk classification system for in vitro diagnostic medical devices” 

• “Improved transparency” 

• “Introduction of an ‘implant card’”  

• “Reinforcement of the rules on clinical evidence” 

• “Strengthening of post-market surveillance” 

• “Improved coordination mechanisms” 

The topic of user privacy in software has lately been subject to wild debates, both on a political 
and medial level. A recent example of this was on April 2018, when Mark Zuckerberg, creator 
and leader of the social media platform Facebook, was brought to testify before the US Senate 
Committee on Commerce, Science, and Transportation. The testimonial was regarding 
Facebooks usage of personal data after the data breach of Cambridge Analytica [14] and was 
widely reported by the media.  

1.6 Purpose and Scope 
 

Although not regulated there are several guidelines on how to perform usability evaluations 
on a specific software. The security and respect of privacy aspect is strengthened by GDPR 
and other EU regulations. However, there are currently no policies in Sweden or the European 
Union that suggests mHealth applications to undergo an evaluation process to get 
recommended by public actors to ensure further usability and patient security [15] [16].  

The goal of this report is to identify benefits and disadvantages of such an evaluation 
and if the end-user would find approved applications more attractive to use than their non-
reviewed counterparts. This report does not provide specific instructions on how such an 
evaluation may be constructed, or research specific methods of evaluating application usability 
and privacy protection. However, it provides suggestions on several aspects that is of more 
importance of such an evaluation. 
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2 RESEARCH QUESTIONS 
 

The focus of this thesis is to investigate the benefits of having mHealth applications evaluated 
in regards of usability, and security/privacy. We find out if such an evaluation influences 
utilization and trust of these applications by the end-users. More specifically we find out the 
following: 

RQ 1. What is the current “state-of-the-art” of mHealth and the privacy- and 
usability aspects of mHealth? 

The answer of this question will summarize the current research, knowledge, laws 
and regulations surrounding mHealth and the aspects of privacy and usability. 

RQ 2. Are evaluated and approved mHealth applications believed to be more 
attractive to use than the non-evaluated counterparts, and why (not)? 

This question will stand as a foundation of the suggested solution. If evaluated 
and approved applications aren’t more attractive to use, both according to field 
experts and end-users, then the suggested solution probably isn’t a good one. 

RQ 3. What aspects is important to evaluate of mHealth applications? 

Not only does this thesis provide the suggestion of evaluating mHealth 
applications, but also what aspects that is important to evaluate, both according 
to field experts and end-users. This question will also provide a foundation for 
future work surrounding this area. 
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3 RESEARCH METHOD 
 

To answer RQ 1, we perform a literature review of literature that covers mHealth privacy and 
usability. The fields of eHealth and mHealth is continuously developing in a rapid pace and 
fairly recent research and literature in the area quickly become outdated. Therefore, we focus 
on finding literature that has been published within the last 2 years, i.e. 2016 or sooner. We 
search literature using mainly DIVA Portal and Google Scholar. However, simple Google 
searches may also be applied to find news articles and other sources of information. We use 
search strings such as “mHealth”, “Mobile Health”, “eHealth”, and “Telemedicine” with 
various combinations of “security”, “privacy”, “usability”, etc. 
 We are not as strict on publish date when we search for software usability and -privacy 
literature. This is because the methods of evaluating software usability hasn’t changed much 
since the 90s when Usability Engineering was published by Jakob Nielsen. Although the 
research area of security and privacy also is continuously developing, the pace is not as rapid 
as the development of e- and mHealth research fields [17]. Thus, we search literature that has 
been published within the last 10 years. In regards of security/privacy laws and regulation, this 
report is restricted to EU regulations only, using their website to find information. 

We perform an empirical study to answer RQ 2 and RQ 3. The empirical study will be 
performed with a survey. We compare the results of the survey with our literature review to 
strengthen the results of our research questions. The subject group of the survey will be parents 
of new born- and young children. The survey will be distributed through friends and parental 
groups. We expect to get responses from at least 15-20 persons with a balanced distribution in 
terms of gender. 

Target group is a group that is more likely to embrace mHealth solutions in the future 
because they likely have prior experience of using smartphone applications and other similar 
solutions. Furthermore, parents of young children are more likely to contact the healthcare if 
their child or children get sick or in other means need medical assistance. Thus, with a survey 
aimed at this target group, we gather data from users that have the knowledge and experience 
needed to answer our research questions. To gather inspiration on creating our survey, we 
consulted the book “How to conduct surveys” [18] as a reference. The survey, which is created 
and distributed with Google Forms, consists of several “chapters” and these are: 

 Introduction – This chapter is to gather important information about the participant 
that can be important to the results, such as gender, age and the number of children. 

 About mHealth – A short description of mHealth that introduce the participant to the 
subject. 

 Utilization of mHealth services – In this chapter, we gather information about the 
participants current utilization of mHealth services. 

 Usability/Usefulness – This chapter is to find out what the participant believe is 
important of mHealth usability.   

 Security and privacy – This chapter is to gather information on what aspects of user 
privacy is important of an mHealth service. 

 About GDPR (optional) – A short introduction to the General Data Protection 
Regulation. 

 Examination and approval of mHealth services – In this chapter, we find out what 
aspects the participant think of the idea of exanimating mHealth services and if they 
are more likely to utilize approved services over non-approved. 

Each chapter has a set of questions which is a mix of range-questions (1-5), checkbox-
questions, radio-button questions (closed-ended questions) and in a few cases, we also use free 
text fields (open-ended questions). We generally want to avoid using free text fields as 
response rates tend to be lower on open-ended questions. Also, answers of close-ended 
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questions are easier to analyze statistically [18]. However, as stated, we use open-ended 
questions in a few cases since the participants might have additional information to provide or 
want to share their thoughts to some questions. This is to make room for surprises and to avoid 
bias participants into giving a specific response, i.e. the answers aren’t limited to our 
knowledge, imagination and what we believe to be true.  
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4 FINDINGS, RESULTS AND ANALYSIS 
 

4.1 Literature Review Findings 
 

According to a report from the World Health Organization (WHO) [4], 83% of the 112 
participating Member States reported at least one instance of an mHealth initiative within the 
corresponding country. Three quarters of these countries reported that they have four or more 
mHealth initiatives. The report was published in 2011. Thus, these numbers are possibly, and 
probably, higher today. This proves that mHealth is a trending subject in a global scale. 
 Another factor that supports this statement is the vast number of available mHealth 
applications. In November 2017, there were more than 318,000 health applications available 
on app stores worldwide and more than 200 new health apps being added each day according 
to a report from IQVIA Institute [19]. Again, these numbers are possibly higher today. 
 We have not encountered any sources stating that the trend of mHealth is declining or 
will decline anytime soon. To the contrary, it seems to be of a general agreement by health 
organizations, researches and governments that mHealth is here to stay and will continue to 
grow, especially in, but not limited to, remote areas where the availability of medical assistance 
is limited.  
 
A paper by Belén Cruz Zapata, et al. [2] states that users of mHealth applications and services 
often are people who suffers from conditions that causes problems when using mobile devices, 
such as dementia, autism, dysarthria, Parkinson’s disease, and so on, or, for example elderly 
people that have limited experience of mobile technologies. Thus, the need of good usability 
is of the essence. To help researches and developers achieve this goal, the paper suggests the 
adoption of automated mechanisms of empirical usability evaluation methods. 
 In addition, Jakob Nielsen’s book “Usability 101: Introduction to Usability” [5] 
suggests similar usability evaluation methods when designing applications in general. While 
the importance of good usability might not be as critical for the general user, it nevertheless 
provide guidelines that can be of great help to researchers and developers in the development 
of mHealth applications. 
 
According to Leonardo Horn Iwaya (2016), Health Informatics advance just as far as the 
individuals’ trust in it [1]. This statement alone marks the importance of retaining the privacy 
information if mHealth applications are to be trusted by the users. Furthermore, Horn states 
that by not respecting the conditions of fundamental human rights such as privacy and 
freedom, mHealth (and other technologies within Health Informatics and other fields) won’t 
achieve their full potential. Instead, it risks being ultimately being harmful to the users.  

The doctor-patient confidentiality has been around for millennia in one form or another, 
with the Hippocratic Oath being one of the earliest recorded proof of this [6]. If mHealth 
applications can’t secure the user’s personal information, the doctor-patient confidentiality 
might, although unwillingly, be broken. 

To maintain medical ethics and other fundamental human rights such as the users’ right 
to their privacy and freedom, it is of major importance that the user data is stored in a safe and 
secure fashion. Not only should the data be securely stored, but the user shall have knowledge 
to what information is stored, why it is necessary and the right to access the information. 

A major step to achieve this goal within the European Union is the introduction of The 
General Data Protection Regulation, also known as GDPR. The regulation, being applied on 
25 May 2018, aims to protect the EU citizens’ fundamental rights and the right to protection 
of their personal data and at the same time making Europe fit for the digital age [10].  

With GDPR being an essential step in strengthening the EU’s citizens’ fundamental 
rights in modern society, it is certainly a step in the right direction.  
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As stated earlier, there are currently more than 318,000 health applications available 
worldwide, many of which certainly offering the same type of functionality. With that vast 
amount of applications, how will users know what applications that are trustworthy?  
 According to Alf Öhman [16], medical device investigator at the Swedish 
Läkemedelsverket, the only regulation we have of medical applications is the classification of 
medical devices, which requires a CE marking. However, in most cases, depending on the 
level of risk, it is up to the developers to provide a CE marking to the application themselves. 
Thus, the regulations are not very strict. Öhman further opens for the suggestion of a sort of 
information broker, who’s task is to evaluate the applications and sort out the ones that meet 
the medical standards needed. This broker will have to know the market; what apps are 
existing, which ones are good and which ones are used. 
 A similar suggestion is described in an interview from February 2018 with Karina 
Tellinger, project leader of SKL (Sveriges Kommuner och Landsting) [15]. According to 
Tellinger, Sweden has yet to decide on a national program that evaluates and recommends 
mHealth applications and devices. She further develops her thoughts by stating that the users 
need knowledge of which health related apps and devices that is trustworthy and keep high 
standards. She believes that the applications and devices should be evaluated on several 
aspects, such as usability, availability, clinical effects, information security, and technical 
functionality. Tellinger provides an example of a similar process in England where NHS, 
National Health Service, has developed a process to test, validate and review health related 
applications and other digital health services. 
 The NHS App Library was launched as a beta version in April 2017. It provides a curated 
database of government-validated and -approved mHealth applications and services [20] [21]. 
NHS support and aid developers by informing the standards, regulations that exists and any 
requests that is provided by the healthcare. 

4.2 Survey Results 
 

4.2.1 Overview 
 

We have received a total of 19 respondents of the survey, which is within the expected range 
of 15-20 participants. The respondents where fairly distributed in terms of gender, with 57.9% 
of the participants being of female gender and 42.1% (8) of the participants being of male 
gender. 
 The survey questions and answers was originally written in Swedish. We have taken the 
liberty to translate the survey results to English with the purpose to ease the readability of this 
thesis. 

4.2.2 Participant overview 
 

1.1 – GENDER: ANSWERS: PERCENT: 
MALE 8 42.1% 
FEMALE 11 57.9% 

 
1.2 – AGE: ANSWERS: PERCENT: 
16 – 20 YEARS 0 0% 
21 – 25 YEARS 0 0% 
26 – 30 YEARS 9 47.4% 
31 – 40 YEARS 8 42.1% 
41+ YEARS 2 10.5% 
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1.3 – NUMBER OF CHILDREN: ANSWERS: PERCENT: 
1 6 31.6% 
2 10 52.6% 
3 3 15.8% 
4+ 0 0% 

 

4.2.3 mHealth Utilization 
 

2.1 – DO YOU HAVE FORMER EXPERIENCE OF 
USING M-HEALTH SERVICES FOR YOUR OWN 
HEALTH? ANSWERS: PERCENT: 
YES 1 5.3% 
NO 18 94.7% 

 
2.2 – DO YOU HAVE FORMER EXPERIENCE OF 
USING M-HEALTH SERVICES FOR YOUR 
CHILDREN(S) HEALTH? ANSWERS: PERCENT: 
YES 3 15.8% 
NO 16 84.2% 

 
2.3 – WHAT ASPECTS ARE OF MOST IMPORTANCE 
TO YOU WHEN USING AN M-HEALTH SERVICE? 
(MULTIPLE ANSWERS PER RESPONDANT IS 
POSSIBLE) ANSWERS: PERCENT: 
PERSONAL TREATMENT 5 26.3% 
SECURITY, PRIVACY, AND TREAMTMENT OF 
PERSONAL INFORMATION 10 52.6% 
THE OPPORTUNITY TO GET HEALTH TREATMENT 
FROM A DISTANCE 14 73.7% 
DESIGN AND LOOKS OF THE APPLICATION 0 0% 
THE APPLICATION IS EASY TO USE 5 26.3% 
PRICE 2 10.5% 
OTHER … 0 0% 

 
2.4 – DO YOU BELIEVE THAT THERE ARE 
ADVANTAGES OF USING AN M-HEALTH SERVICES? ANSWERS: PERCENT: 
YES 10 52.6% 
NO 0 0% 
DON’T KNOW 9 47.4% 

 
2.5 – HERE YOU MAY WRITE DOWN ANY ADVANTAGES YOU FIND WITH USING 

M-HEALTH SERVICES (OPTIONAL): 
If you live remotely and has trouble to visit to a doctor or have difficulties with traveling because of 
your own or your children’s illness  
The option to get a general judgement and guide on how to proceed with conditions 
Do not have to travel or call to make an appointment 
Help from a distance 
Lesser queues = ease of pressure on hospitals = better and safer care 

 
2.6 – DO YOU BELIEVE THAT THERE ARE 
DISADVANTAGES OF USING AN M-HEALTH 
SERVICES? ANSWERS: PERCENT: 
YES 11 57.9% 
NO 2 10.5% 
DON’T KNOW 6 31.6% 
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2.7 – HERE YOU MAY WRITE ANY DISADVANTAGES YOU FIND WITH USING M-
HEALTH SERVICES (OPTIONAL): 

Unsafe treatment of information 
Hard to get 100% correct answer/assessment 
We have found that some people have faked illness to get prescriptions and to get “on sick leave”, 
etc. by sending faked pictures. Also, expensive for the health care. A doctor may “meet” over 100 
patients/shift which gives fast money to the doctor/company. Encourages unserious companies to 
enter the business 
The uncertainty of a correct assessment 
Some examinations are not possible 
Cannot take samples 
Cannot assess all illnesses. Are the assessments certain? 
Risk of wrong diagnosis 
Risk of trusting too much in, for example “kry-appen”, and then miss something that you wouldn’t 
if you met a doctor and got an examination/assessment 

 
2.8 – DO YOU BELIEVE THAT USAGE OF M-HEALTH 
SERVICES COULD SIMPLIFY YOUR LIVING? ANSWERS: PERCENT: 
YES 10 52.6% 
NO 2 10.5% 
DON’T KNOW 7 36.8% 

 
2.9 – HOW LIKELY IS IT THAT YOU WOULD USE AN 
M-HEALTH SERVICE AS A FIRST MEASURE IF 
YOUR CHILD/CHILDREN NEEDS MEDICAL 
ASSISTANCE IN NON-EMERGENCIES? (SCALE 1-5) ANSWERS: PERCENT: 
1 2 10.5% 
2 1 5.3% 
3 10 52.6% 
4 1 5.3% 
5 5 26.3% 

 
2.10 – HOW LIKELY IS IT THAT YOU WOULD USE AN 
M-HEALTH SERVICE AS A FIRST MEASURE IF 
YOUR CHILD/CHILDREN NEEDS MEDICAL 
ASSISTANCE IN EMERGENCIES? (SCALE 1-5) ANSWERS: PERCENT: 
1 11 57.9% 
2 2 10.5% 
3 3 15.8% 
4 0 0% 
5 3 15.8% 

 
2.11 – HOW LIKELY IS IT THAT YOU WOULD USE AN 
M-HEALTH SERVICE FOR CONSULTING AND 
INFORMATION OF YOUR CHILD/CHILDRENS 
GENERAL HEALTH? (SCALE 1-5) ANSWERS: PERCENT: 
1 2 10.5% 
2 1 5.3% 
3 7 36.8% 
4 3 15.8% 
5 6 31.6% 
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4.2.4 Usability/Usefulness 
 

3.1 – HOW IMPORTANT IS THE UI DESIGN OF THE 
M-HEALTH SERVICE? (SCALE 1-5) ANSWERS: PERCENT: 
1 1 5.3% 
2 3 15.8% 
3 5 26.3% 
4 8 42.1% 
5 2 10.5% 

 
3.2 – HOW IMPORTANT IS IT THAT THE SERVICE IS 
EASY TO LEARN? (SCALE 1-5) ANSWERS: PERCENT: 
1 1 5.3% 
2 1 5.3% 
3 4 21.1% 
4 2 10.5% 
5 11 57.9% 

 
3.3 – HOW IMPORTANT IS IT THAT YOU KNOW HOW 
TO USE THE SERVICE EVEN IF YOU HAVEN’T USED 
IT IN A WHILE? (SCALE 1-5) ANSWERS: PERCENT: 
1 1 5.3% 
2 0 0% 
3 3 15.8% 
4 6 31.6% 
5 9 47.4% 

 
3.4 – HOW IMPORTANT IS IT THAT THE SERVICE 
GIVE FEEDBACK ON TECHNICAL ERRORS? (SCALE 
1-5) ANSWERS: PERCENT: 
1 1 5.3% 
2 1 5.3% 
3 3 21.1% 
4 6 10.5% 
5 8 57.9% 

 

4.2.5 Security and privacy 
 

4.1 – HOW IMPORTANT IS THE SERVICE TREAT 
AND STORE YOUR AND/OR YOUR 
CHILD/CHILDRENS PERSONAL INFORMATION IN A 
SECURE FASHION? (SCALE 1-5) ANSWERS: PERCENT: 
1 0 0% 
2 0 0% 
3 0 0% 
4 4 21.1% 
5 15 78.9% 

 
4.2 – HOW IMPORTANT IS IT THAT YOU HAVE 
KNOWLEDGE OF WHAT PERSONAL INFORMATION 
IS STORED ABOUT YOU AND/OR YOUR 
CHILD/CHILDREN? (SCALE 1-5) ANSWERS: PERCENT: 
1 1 5.3% 
2 0 0% 
3 3 15.8% 
4 5 26.3% 
5 10 52.6% 
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4.3 – HOW IMPORTANT IS IT THAT YOU HAVE THE 
POSSIBILITY OF AFFECTING THE PERSONAL 
INFORMATION THAT IS STORED ABOUT YOU 
AND/OR YOUR CHILD/CHILDREN? (SCALE 1-5) Answers: Percent: 
1 1 5.3% 
2 0 0% 
3 3 15.8% 
4 5 26.3% 
5 10 52.6% 

 
4.4 – HOW IMPORTANT IS IT THAT YOU HAVE 
ACCESS TO THE PERSONAL INFORMATION THAT 
IS STORED ABOUT YOU AND/OR YOUR 
CHILD/CHILDREN? (SCALE 1-5) ANSWERS: PERCENT: 
1 1 5.3% 
2 0 0% 
3 1 5.3% 
4 4 21.1% 
5 13 68.4% 

 
4.5 – HOW IMPORTANT IS IT THAT THE SERVICE IS 
FREE FROM BUGS AND OTHER INSTABILITY 
ISSUES? (SCALE 1-5) ANSWERS: PERCENT: 
1 0 0% 
2 0 0% 
3 1 5.3% 
4 3 15.8% 
5 15 78.9% 
4.6 – ARE YOU FAMILIAR WITH THE GENERAL 
DATA PROTECTION REGULATION (GDPR)? Answers: Percent: 
YES 7 36.8% 
NO 12 63.2% 

 

4.2.6 Evaluation and approval of mHealth services 
 

5.1 – DO YOU BELIEVE THAT IT IS MORE LIKELY 
FOR YOU TO USE AN M-HEALTH SERVICE THAT 
HAS BEEN EVALUATED AND APPROVED BY A 
GOVERNMENT AGENCY OR ORGANIZATION? ANSWERS: PERCENT: 
YES 12 63.2% 
NO 3 15.8% 
DON’T KNOW 4 21.1% 

 
5.2 – DO YOU BELIEVE THAT YOUR TRUST TO AN 
M-HEALTH SERVICE WOULD INCREASE IF IT HAD 
BEEN SUBJECT TO AN EVALUATION PROCESS AND 
BEEN APPROVED BY A GOVERNMENT AGENCY OR 
ORGANIZATION? ANSWERS: PERCENT: 
YES 12 63.2% 
NO 2 10.5% 
DON’T KNOW 5 26.3% 
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5.3 – WHAT ASPECTS DO YOU THINK SUCH AN 
EVALUATION SHOULD COVER? (MULTIPLE 
ANSWERS PER RESPONDANT IS POSSIBLE) ANSWERS: PERCENT: 
SECURITY (INSTABILITY ISSUES, BUGS, ETC.) 15 78.9% 
PRIVACY (TREATMENT OF PERSONAL 
INFORMATION) 17 89.5% 
USABILITY / USEFULNESS 10 52.6% 
FUNCTIONALITY (WHAT YOU CAN DO WITH THE 
SERVICE) 8 42.1% 
PRICING 4 21.1% 
(OTHER…) CHECK THE IMPOSSIBILITY OF FAKING 
ILLESS THAT A DOCTOR CAN’T EXAMINE FROM A 
DISTANCE 1 5.3% 
(OTHER…) SECURITY OF DOCTOR ASSESSMENT 1 5.3% 

 

4.3 Survey Result Analysis 
 
Few of the participants of the survey has any former experience of using mHealth services, 
where 5.3% (1) has former experience in mHealth services for their own health and 15.8% (3) 
has former experience with using mHealth services for their child or children’s health. 57.9% 
(11) of the participants found there to be disadvantages of using mHealth services while 52.6% 
(10) found there to be advantages with mHealth services. If we match these results with the 
user’s belief of advantages and disadvantages of using mHealth services (Question 2.5 and 
2.7), it seems that the mistrust of receiving a correct assessment and treatment is a major factor 
of why the participants avoid using mHealth services. However, 52.6% (10) of the participants 
believe that utilization of mHealth services could simplify their living while only 10.5% (2) 
didn’t believe this to be true. This implies that most of the participants believe in the 
technology but are hesitant to the current form of mHealth solutions, or at least the current 
mHealth solutions that they are aware of.  

Most of the participants, 73.7% (14), believe that the opportunity to get health treatment 
from a distance are of most importance when using an mHealth service. This is supported by 
the report from WHO, which confirm that mHealth solutions is most needed in remote areas 
where medical support is limited [4]. To summarize, according to both the WHO report and 
the participants of the survey, the possibility of getting treatment remotely and from a distance 
creates great beneficial opportunities. With 52.6% (10), security, privacy and treatment of 
personal information also is believed to be an important factor when using mHealth services. 
None of the respondents believe that design and looks of an mHealth service is of importance. 
However, 26.3% (5) believe that it should be easy to use. So, according to the respondents, it 
is important that the mHealth services are secure and respect user privacy and although 
usability is important, the looks of the service is not a deal breaker. 

52.6% (10) of the participants are indifferent in the likeliness of using an mHealth 
solution as a first measure if their child need medical assistance in a non-emergency event. 
However, 26.3% (5) of the participants found it very likely that they would use an mHealth 
service in such a situation while 10.5% (2) found it very unlikely. In emergency situations the 
numbers look very different, which was expected. 57.9% (11) of the participants believe it to 
be very unlikely that they would use an mHealth service as a fist measure in emergency 
situations. However, it was surprising to find that 15.8% (3) of the respondents still found it 
very likely that they would use an mHealth solution as a fist measure in emergency situations. 
As expected, most of the respondents answered on the upper scale of likeliness of using 
mHealth services in consulting and informational purposes of their child or children’s general 
health. 

The survey did not offer any surprises in the questions regarding usability and 
usefulness. Most participants found it somewhat important or very important with the different 
usability aspects that is subject of the survey. 57.9% (11) of the respondents believe that both 
learnability and error feedback is very important aspects of mHealth service usability. 47.4% 
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(9) of the respondents believe that memorability is very important. Although most of the 
participants believe that the graphical design of mHealth services is important or somewhat 
important, it is not believed to be as important as the other usability quality components. This 
result is also confirmed in question 2.3 where none of the respondents found the design and 
looks of an mHealth service to be of major importance. 

The security and privacy-chapter of the survey clearly show that user privacy is a topic 
that is important to the users. All the respondents found it important or very important that the 
personal information is stored and handled securely, where 21.1% (4) found it important and 
78.9% (15) found it very important. Most of the respondents, 78.9% (15), found it important 
or very important that they have knowledge of what information is stored and the ability to 
affect that information. 89.5% (17) of the respondents also believed it to be important or very 
important to have access to the stored personal information. Almost 2/3 (12) of the respondents 
where not familiar with GDPR. Though most respondents. Most, 78.9% (15), of the 
participants believed it to be very important that mHealth services should be free from bugs 
and other instability issues. In general, most users believe that the aspects of privacy and 
security is very important. The fact that most of the respondents was not aware of GDPR at 
the time of answering the survey does not come as a surprise to us. However, that has likely 
changed lately, when the regulation has been taken to effect. 

According to the respondents, the most important aspects of evaluating mHealth 
services is Privacy (89.5% (17)), Security (78.9% (15)), and Usability (52.6% (10)). With 
42.1% (8), Functionality is also believed to be somewhat important, which confirms some of 
Tellinger’s beliefs of what aspects that should be covered by an evaluation [15]. 63.2% (12) 
of the respondents believe that such an evaluation would increase the likeliness of using 
mHealth services that has been approved by a government agency or organization. The same 
amount also believes that their trust in approved mHealth services wound increase. Again, 
most aspects of these results are not surprising, looking back at earlier responses from the 
survey, with privacy and security being believed to be important aspects of mHealth. However, 
since many participants seem to mistrust current mHealth solutions, we believed that 
functionality would be considered to be more important of an evaluation process.  

4.4 Result Summary  
 
The literature review shows that mHealth is a trending factor, both by the rising number of 
health initiatives in countries all over the world that involves mHealth solutions, and by the 
increasing number of available health applications.  

The literature review also confirms the fact that preserving user privacy is a factor that 
is of major importance of health solutions in general, mHealth services included. The misuse 
of user privacy has the possibility lead to a mistrust in health informatics in general, not 
achieving its full potential and, instead, becoming hazardous to the users. The importance of 
preserving the user privacy is further strengthened by the results of our survey where all of the 
respondents found it important or very important that personal information is stored and 
handled in a safe way. A major step to increase privacy security within the European Union is 
the introduction of the EU regulation GDPR, which protect the EU citizens’ fundamental rights 
and the right to protection of their personal data. 
 Additionally, the findings of the literature review show that usability also is a key factor 
in the development of mHealth solutions. Although not critical to the general user, users of 
mHealth services may suffer from conditions that limit their ability to interact with mobile 
devices. Thus, specialized usability is essential to services that target groups that suffers such 
conditions. Good usability is necessary to any type of application and web service to keep 
users interested. Mobile health services are no exception. Our first research question, RQ 1 
(What is the current “state-of-the-art” of mHealth and the privacy- and usability aspects of 
mHealth?), is answered by the summary above. 

Research question RQ 2 (Is evaluated and approved mHealth applications believed to 
be more attractive to use than the non-evaluated counterparts, and why (not)?) is answered 
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partly by our survey; 63.2% (12) of our respondents believe that they are more likely to utilize 
mHealth services that has been evaluated and approved by a government agency or an 
organization. 15.8% (3) stated that they are not more likely to use approved and evaluated 
applications while 21.1% (4) does not know or are uncertain. Again, 63.2% (12) of the 
respondents believe that their trust in mHealth services would increase if it had been subject 
to an evaluation process and been approved by a government agency or organization. 10.5% 
(2) of the respondents believe that their trust would not increase while 26.3% (5) are uncertain 
or does not know. 

This demonstrates that most of the users find such an evaluation process to be useful. 
Still, 36.8% (7) of the respondents is uncertain or does not think it will affect their utilization 
and trust in mHealth services. This thesis does not analyze the results from the survey at an 
individual level. Thus, it is difficult to analyze if the respondents that do not believe that their 
trust and/or utilization of mHealth services would increase already trust and/or utilize mHealth 
services. 

As to why evaluated and approved mHealth services is more attractive to use, we find 
the answer in the literature review. There are voices from field experts that highlight the 
necessity of mHealth services to be evaluated and certified in order to maintain the quality 
assurance of mHealth applications and services. According to the field experts, it is important 
to sort out the ones that meet the medical standards needed, find out what apps are existing, 
which ones are good and which ones are used. The reason for this is simply because users need 
knowledge of what health related apps and devices has high standards and is trustworthy. 
 
We find the answer to research question RQ 3 (What aspects is important to evaluate of 
mHealth applications?) in our survey. According to 89.5% (17) of the respondents, the most 
important aspect in evaluating mHealth is the treatment of personal information. This is 
followed by other security aspects, such as instability issues and bugs, which 78.9% (15) of 
the respondents found important. Further, 52.6% (10) of the respondents found usability to be 
an important factor and 42.1% (8) found an evaluation of the functionality to be important. 
These results are strengthened and developed by our literature review. Field experts in the area 
believe that usability, availability, clinical effects, information security, and technical 
functionality are factors that should be accounted for in an evaluation process. 
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5 CONCLUSION  
 
The number of mobile health applications is rapidly increasing each day and there are currently 
more than 318,000 available health applications on various app stores. Simultaneously, the 
number of mHealth initiatives are also growing in countries around the globe. The reason for 
this is simple; with mHealth services, it is possible to remotely provide simple health care at a 
low cost, giving care takers the chance to get treatment at their own homes without the need 
of expensive tools and medical knowledge. 
 However, the vast amount of available mHealth applications can become overwhelming 
to users. Which ones are trustworthy? Which ones provide the functionality that the care taker 
requires? This thesis provides a suggestion to address this issue. By having mHealth services 
evaluated, reviewed and possibly recommended, it would become considerably easier for the 
users to choose a appropriate solution to their needs. This suggestion is further developed by 
three research questions. The questions are answered by a literature review and the responses 
of a survey that is distributed to potential mHealth users.  

The first research question, which investigates the “state-of-the-art” of mHealth and 
further, look deeper at the privacy and usability aspects of mHealth, is answered by our 
literature review. We discover that mHealth, as stated earlier, is a rapidly growing field within 
health informatics. But the advancement of health informatics is dependent of the users trust 
in it, thus, user privacy is a significant factor when developing mHealth services. Although 
not as important to the general user, usability is also an important factor. This is because users 
of mHealth services may suffer from conditions that limit their ability to interact with mobile 
devices. 

With the second research question, we research whether evaluated and approved 
mHealth services are more attractive than the non-evaluated counterparts. The answer to the 
second research question is found in both the literature review and the survey responses. Most 
of the survey respondents believe that their trust and utilization of mHealth services would 
increase if the mHealth service had been evaluated and approved. Field experts of health 
informatics suggests similar evaluation processes of mHealth services and further develops 
their thoughts as to why such evaluation processes are important; it is simply because it guides 
users to sort out the applications that meet the medical standards needed, which ones are good, 
and which ones that are trustworthy. 

Lastly, the third research question investigates the aspects that is important to evaluate 
of mHealth services. This research question is answered by the responses from the survey and 
further strengthened and developed by the literature review. The respondents believe that the 
most important aspects of an evaluation process are the treatment of personal information and 
other security aspects, such as instability issues and bugs. Furthermore, many of the 
respondents believe that usability and the functionality of the mHealth service are important 
factors to evaluate. As stated, this is strengthened and further developed by the literature 
review, where health informatics experts state that usability, availability, clinical effects, 
information security, and technical functionality are aspects that should be evaluated in an 
evaluation process. 
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6 THESIS LIMITATIONS AND FUTURE WORK 
 
The survey was performed with young and healthy participants living in southern Sweden, 
where healthcare access is widely available. To get more statistically accurate results on a 
global scale, the respondents need geographical diffusion where healthcare access is both 
limited and accessible. Additionally, the number of participants should be significantly higher 
to further improve statistical accuracy. For this thesis, there was not enough time and resources 
to perform a survey on that scale and level. 
 This thesis has only taken Swedish and EU laws and regulations into consideration. To 
further advance the geographical scale, more regional laws and regulations must be accounted 
for. Similarly, the literature references need a more global geographical spread. Again, because 
of time limitations, this thesis focused mainly on work from Sweden and the European Union. 
 Future work of this thesis should elaborate on how the various evaluation processes 
should be performed and what organization or government agency is suitable to execute the 
evaluation. 

An important aspect that has not been addressed in this thesis is the cost efficiency of 
having mHealth services to be evaluated. Evaluation processes are time consuming and 
expensive to perform, thus raising the question if it cost more than it tastes. A method to further 
develop the cost efficiency of evaluating mHealth services, is to analyze the possibility of 
collaboration between countries and regions, since many of the health applications and 
services is available world-wide, or at least in multiple regions and countries. 
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