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ABSTRACT 
Context: With the constantly increasing activity in the internet and its giant rise over the last 18 years, 
it’s become increasingly important to investigate common problems in web security 
Objectives: This thesis is made up of a literature study and a survey. It investigates what the common 
problems in web security are. It also investigates what the average web developer knows, what they 
think about the state of web security and what they would change. 
Method: A survey was developed to get information about people’s education levels, previous 
experience with web security and security breaches. As well as to get their opinions about web security 
and to find out what they would change. 
Results: Based on the literature study and survey the thesis finds out what the common problems in 
web security are as well as what the average web developer knows, think about web security and want 
to change. 
Conclusions: The state of web security in 2018 is not at the level that one might expect, there are several 
common problems created due to lack of knowledge and the consensus of the people is the same, that 
the state of web security is sub-par and not to their general satisfaction. 
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1 INTRODUCTION 
 
For the average person, in many cases, web security isn’t often noticed unless you 
look for it, but it exists just about everywhere. When you sign in to a website and 
your details are sent over the internet to a website, or when you send an email, log 
in to the bank, or upload a photo to a cloud service, the information might be 
encrypted or the information sent could contain some other form of security. These 
kinds of things, if you’re just a regular person with no real knowledge web 
development or that area in general, might not be entirely obvious.  

 
Since the internet really started to gain speed in the 2000s, web security has been an 
ever-growing part of it. It’s the cornerstone of what makes a lot of services usable 
(online banking, e-mail, etc.). It affects us all in some form or another. The internet 
has also grown an enormous amount since the beginning of the millennia, growing 
over 800% from about 400 million to just over 4 billion [1]. Because of this growth, 
there’s been a huge development around web security, a natural occurrence when 
something develops so fast and to such a degree. 
 
A side effect of this however, is that a lot of websites and services use sub-par 
security, simply because they were made a few years back and haven’t been updated. 
This can be noted by the amount of data being breached every year [2]. 
The available data on the breaches speaks to just how severe of a problem it is. Since 
the data shows that these breaches happen on big companies such as Dailymotion 
[3], Instagram [4], Zomato [5], etc., and one might expect these companies – based 
on their size - to have quite good security in place. 
This information also speaks to the amount of breaches that transpire that aren’t 
noted since they occur on a smaller website or service. Especially since these smaller 
websites and services don’t have the capacity for the same security as the big 
companies have, who still have information leaks and/or hacks. It wouldn’t be a 
stretch to imagine that there are at least as many non-reported breaches as well, 
because of this. 
 
To add to this, reports are also made each year, listing common problems, from 
companies such as Acunetix [6], a highly respected security auditing firm. And 
OWASP (Open Web Application Security Project) [7], a global online community 
comprised of over 46000 [8] members, all coming together to list all aspects of web 
security, including common vulnerabilities. 
Despite these reports however, the problems seem to keep coming. 
 
As this is the current situation, it becomes more and more important every day to 
investigate what causes these faults, and how much the average developer knows. 
Since without mitigation, these problems will just grow and happen more often. 
Being breached, as a private website or a big corporation is never good or fun, 
especially when considering the negative economic effects it can have on them.  

 
These kinds of services mentioned, and many more, use web security in one form of 
another that might also not be entirely obvious to someone not looking for it.  
If the security on these services is sub-par, they can be easily breached, and this data 
can potentially find its way to anyone, which depending on the service, can be 
extremely severe. 
 
It’s of course also better for businesses, and pretty much anyone if these issues are 
given more exposure. Since this increases the companies’ ability to be aware 
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beforehand of what some of the bigger causes for lacking web security are, so they 
can be handled more effectively. 

 
What will be included in this report will be an investigation as to what the average 
developer knows, the status of web security in the world and what people think about 
it, as well as how you can prevent the common problems that occur.  
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2 RESEARCH QUESTIONS 
 

2.1 What are some common problems in web security? 
When developing a website or service’s security, it’s very important to know what 
the common problems are, especially before you start. Since knowing this can 
greatly help in the process of finding people who know what to do correctly. It can 
also be used to verify that none of the problems exist, when testing the website or 
service. 

 

2.2 How much do web developers know about web security? 
A big part in investigating reasons for lacking web security is to also know how 
much the average developer knows, to properly asses it as a reason for the lack or 
not. 

 

2.2.1 Does this affect the end-product security-wise? 
After having the information about how much the average web developer knows, 
it’s also important to investigate if – and how much – this affects the end-product. 

 

2.3 What do people think of the current state of web security? 
When looking at what some common problems are, there are problems that exist, 
that aren’t typically mentioned, or only occur because of certain factors not 
typically thought of, thus, it’s also important to know that the people think of the 
current state of web security. 

 

2.4 If they could change it how would they do it? 
After asking what the people think of the state of web security, it’s also a good 
thing to find out how they would fix this, since there exist solutions to problems 
that some people think of and some people don’t. Thus, having the people provide 
feedback it’s an efficient way to find out how to fix some of these problems. 

 
 

With these questions I expect to find out what the common problems are, as well as 
what the people think of the current state and how they suggest fixing it. By having 
this information available it’ll help in creating a clearer picture as to what the 
problems are and what the average web developer knows and thinks. 

 
My goal with these questions are to in the end in a clear way describe how to mitigate 
the problems raised in this report. With the expected outcome of detailing the 
problems in such a way that another web developer or project manager preparing to 
work on a new website or service can use the information provided here to better 
prepare and ensure more security in the end-product. 
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3 RESEARCH METHOD 
 

The theoretical method for gathering data for this thesis was primarily made with 
searches on online databases such as IEEE Xplore. The searches were made based on 
keywords from the title and the background regarding the topic. The search terms 
included such words as “web development” and “security”. Based on these keywords a 
selection of sources were gathered and removed/kept based on if their content – after 
being read – actually was relevant beyond the title/abstract which initially drew the 
attention to the source. The source was deemed relevant if it touched on the subject of 
web security in such a way that it either investigated it in some form or surveyed one or 
more people regarding their views or skills at general web security. 

 
As for the empirical method of gathering data, an online survey was created. The survey 
contains eleven different questions, each made so that in the end we can gather an insight 
as to how much experience the person has in web security and what their opinion is 
regarding its current state. 
 
For the first question, “What are some common problems in web security?” The 
surveys main purpose is not to answer that question. The survey does ask questions that 
can be used to further add to what some common problems in web security are, such as 
asking the user – if they’ve answered that something they’ve previously worked on, was 
the victim to a security breach – for their opinion as to what caused the breach. Another 
source that could be used to aid the answer of the question is one that asks the user to 
give an opinion about the current state of web security. Of course, since the questions 
that can be used to help answer the question are in free text, it does not guarantee that 
the answers given will hold any meaningful information to help answer the question.  
 
The next question, however, “How much do web developers know about web 
security?” Depends quite a lot on the survey, it begins by asking what their relationship 
to web development is. If they’ve worked in it or if they currently work in it. The survey 
also asks several other questions such as how many years they’ve worked in web 
development and what their education base is. After that it asks the same, but for web 
security specifically. The reasoning for this being that if we can see how long they’ve 
worked in web development and where they’ve gotten their knowledge. And how much 
of that specifically is web security and where that knowledge came from, it grants us a 
base of knowledge to use as a baseline for how much that person probably knows 
For the second part of that question, “Does this affect the end-product security-wise, 
if so how much?” the survey also asks if any of what they’ve worked on has been the 
subject on a security breach, the severity of that and their opinion as to the cause. Using 
this information alongside the information for the first part and comparing to the other 
people’s answers of the question, we can gather a basic opinion regarding whether the 
quality of the end-product suffered because of their knowledge level or not. 

 
For the last question “What do people think of the current state of web security?” 
and its second part “If they could change it how would they do it?” the survey asks 
the person to give, in free text, their opinion regarding the current state of web security 
and what they would change if they could change anything regarding web security. Since 
this last question is based on what people’s opinions are, these questions serve as a good 
knowledge base to use. Especially when comparing people’s answers, we can hopefully 
gather a clearer picture as to what regular people think of the current state of web 
security. 
 
Since large parts of this thesis is based on user input and not factually proved research 
papers. Several considerations to the data must be considered since the answers can’t be 
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confirmed in many cases. However, since a large part of the paper is also based on what 
web developers know. The answers will have to be inherently trusted as valid, this then 
brings forth a level of distrust in the paper. But the hope is that by comparing the answers 
where applicable, such as on the free text parts, and finding commonalities between 
them, we can instead increase the level of trust in the thesis. This means that for each 
question, all the survey answers that pertain to that specific question will be considered 
and compared to the other gathered sources. A consideration of their meaning will also 
be made in the hope of correctly interpreting the response(s). In the end the hope is to 
use all of these together for a better and more correct conclusion for that question based 
on the survey. 
 

3.1 Validity threats 
When writing this report, it’s content is highly dependent of the answers from the 
survey. This survey was sent out to the students of the school BTH. This of course 
adds a level of doubt on all the information gathered there. Not only because the 
answers are anonymous and from a school’s students. But because they could also 
give truthful or non-truthful answers. However, by comparing the answers, when 
applicable, to the other gathered sources that are more trustworthy one can begin to 
filter out obviously wrong or spam answers. 
 

3.2 Survey answers timeline 
The survey was up from 2018-03-21 until 2018-04-01 and during that time, received 
53 answers. The survey was sent out as a link to all BTH Students as it was the best 
way to spread it over a large amount of people, since the survey was quite specific 
it couldn’t gather very many answers however. The survey was closed due to no 
more answers coming in. A timeline of the answers as they came in is shown here:  

 
 

46

5

1 1

21-mar 22-mar 23-mar 31-mar
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4 LITERATURE REVIEW 
 

This is a summary of the papers that were found during the literature study for the first 
research question. After the presentation of each relevant paper, a comparison and 
review is shown connecting them together. 
 
A Survey of Web Security [9] 
This paper describes some security issues that should be kept in mind when developing 
something for the web. Although its focus is on the server side instead of the client side. 
It goes through several areas of concern when setting a server up, describing how one 
should set up the server. It mentions how important a proper configuration of the server 
is and proceeds to tell how you should set up the server and document root, giving 
helpful information towards that. It describes how to set up authentication for connecting 
to the server. It also highlights and describe the importance of securing the data being 
transferred between host and client 
 
Users’ Conceptions of Web Security: A Comparative Study [10] 
This paper describes and characterizes users’ conceptions of web security. It’s composed 
of a survey conducted on 72 individuals, 24 each from a rural community in Maine, a 
suburban professional community in New Jersey, and a high-technology community in 
California. The paper shows that many users across all fields incorrectly mark 
connections as secure or not. It also describes how the users rationalize their decision in 
choosing whether a connection is secure or not. 
 
19 Deadly Sins of Software Security [11] 
This paper describes several common security defects that are easy to make. It describes 
various problems, such as buffer overflows, maliciously formatted strings, SQL 
injections etc. It also gives one or more examples with tips on how to spot the errors and 
how to fix them as well. 
 
Mapping Software Faults with Web Security Vulnerabilities [12] 
This paper presents a field study of 655 security patches of six widely used systems. 
Through which it shows that only a few are related to security and that many of the 
problems occur from a small group of vulnerabilities. The paper finds that only a small 
subset of 12 software faults are responsible for all security problems.  
 
OWASP Top 10 – 2017 [7] 
This paper describes the top ten most critical web application security risks. It goes 
through them one by one, listing what they are, how they work as well as also handing 
out tips for how to see if the application is vulnerable and how to prevent the risk from 
happening. For each attack it also lists how specific, exploitable, prevalent, detectable 
and technical that attack is. All to give one an insight as to what the problem is and how 
to prevent it and how hard it could be. It also lists several tips for developers, security 
testers, organizations and application managers as to what they could change to 
minimize risks in the future. 
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Unforgivable Vulnerabilities [13] 
This paper describes several vulnerabilities that it deems unforgivable. It lists the criteria 
for what an unforgivable vulnerability would be. It argues that by doing the most 
obvious attacks against the most common vulnerabilities even an unskilled attacker can 
break into an unsecure application in minutes. It argues that these vulnerabilities act like 
canaries in a coal mine and point to a much larger systematic disregard for security. It 
lists these basic unforgivable vulnerabilities to give indications for the relative security 
of a product. 
 
Acunetix Vulnerability Testing Report 2017 [6] 
This blog post, made by Acunetix – a security auditing company that has such customers 
as American Express, Banque De France, London Stock Exchange, Nordea, NASA, etc. 
[14] Describes the top web vulnerabilities by type that they’ve found during a year’s 
period (March 2016-2017). They list the vulnerabilities by percentage of occurrence, 
comparing them to the last year, they also show their severity to give a better picture of 
how severe they are. For each vulnerability they also give a short description about it. 
The blog post shows that web applications are a major and growing point of attack. 
 

4.1 Literature comparison 
The main point that can be taken from these papers is that even since many years back, 
web security has been an issue, even more so today. The most prevalent attacks are SQL 
injections, XSS – which is a way of making the user unknowingly do another action than 
intended by for example clicking a button, Remote file injection, incorrectly configured 
authentication and broken access control, allowing someone to access something they’re 
not allowed to do. 
The paper [10] shows that even people working in an area where they might be assumed 
to be knowledgeable don’t always have the knowledge, comparing that to one big 
concern of not properly configured site encryption it leads us to believe that the risk is 
even greater than just being insecure, since if they knew that it was unsecure they could 
just avoid the site. 
The paper [9] also supports this, giving more information as to how important is it to 
configure the server correctly. 
The papers [12], [7], [13] and [6] all more or less support each other. Telling that the 
problems are SQL injections, XSS, incorrectly called functions, missing conditionals, 
wrong use of variables and improper validation of the variables being taken as input. 
[13] as well as [11] both show that buffer overflows are risks worth considering as well, 
with [13] even going so far as listing making your own cryptographic algorithm as a 
risk. 
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5 ANALYSIS AND RESULTS 

5.1 Survey 
5.1.1 Survey distribution of answers 
Of the 53 answers collected. Only 34 selected that they’ve previously worked in something 
requiring some form of security, invalidating the remaining 20 answers since a prerequisite to 
this thesis was that the people answering had to have previous experience in web security. 
 
The answers to the free text questions will not be shown here, but instead only referred to in 
the analysis. To see the entire survey as it was made see Appendix A 
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The graphs following this line are all based on the 64.8% of people that answered yes, i.e. only 
34 people instead of 53. 
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5.1.2 Analysis of survey answers 
From the answers gathered by the survey we can clearly see that most people have worked in 
web development 0-1 years, second only to 1-5 years. By filtering the answers to only show 
ones that have worked with web security we instead get the following distribution 

 
 
Comparing this data what field has experienced the most security breaches we see that it is the 
people that have worked 1-5 Years that have suffered the most security breaches 

 
 
Optional answers were also provided stating the respondent’s opinion as to what caused the 
breach. Although very few, they follow the consensus that the breach or breaches were created 
by a developer being lazy and/or not informed enough to create a correct security procedure 
that would’ve stopped the vulnerability from happening in the first place.  
 
 
 
 
 
 
 
 

53%
35%

9%
3%

Years Worked

0 - 1 Years 1 - 5 Years 5 - 10 Years 10+ Years

25%

50%

25%

Amount submitted to security breach by years 
worked

0 - 1 Years 1 - 5 Years 5 - 10 Years 10+ Years



 

14 
 

5.2 Answers to research questions 
5.2.1 What are some common problems in web security? 

From the literature gathered we can see that the common problems in web security 
are such problems as XSS, SQL Injection, Remote file injection, incorrectly 
configured authentication and broken access control [13] [11] [7] [9]. 

These problems are all very severe and bring forth a vast array of problems. 
XSS for example is when a user visits their banks website, but because that bank has 
an XSS exploit on their website, what happens is that the user gets their information 
stolen when they type it in to log in to the bank. 

SQL Injection is about the same when it comes to severity, however this allows 
a malicious party to for example enter a malicious search string in a vulnerable 
search form and gets the entire contents of the database printed out to look at in plain 
view, potentially exposing sensitive information. 

Remote file injection could be argued to be the most severe problem out of the 
ones listed, since this one opens the ability to serve malicious content through a non-
malicious website, making the content look perfectly legit while being from a bad 
3rd party. 

Incorrectly configured authentication and broken access control are both very 
severe, but not as severe as remote file injection or XSS, since these issues don’t 
allow the same freedom when it comes to what can be done. However, they are still 
quite bad, since they could potentially make it possible for anyone to access other 
people’s private information, access admin functions, etc. 
 
These issues being so severe might make it seem that they’re hard to abuse and/or 
create but that’s not the case, as seen by the fact that they’re the most common. The 
problems arise since they’re just that, very easy to make, especially if you’re not 
experienced in web security. 
If you’re just starting out and following a basic guide it might show you how to 
make a basic search form, but omit the parts about security. Or if you think about 
security, you might miss to include a use-case in your security implementation. 
 
By looking at the paper [10], just the fact that people are incorrect on such a small 
matter as whether a site is secure or not based on an image of a lock, makes it just 
that more believable that these issues can arise, because the people producing these 
problems are in fact not as informed as one might think. 
 
One possible reason for these problems is the speed of the internet’s growth. Since 
it has grown over 800% in 18 years [1], the knowledge needed for web security has 
obviously changed, and quite drastically as well. Meaning that information deemed 
ok just a few years ago could be completely wrong today. 
 
Now, these of course aren’t all the problems that exist, there exist many, many more, 
these are just the most common ones. 
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5.2.2 How much do web developers know about web security? 
From the survey done on this thesis, we can see that most of the people have only 
worked in web development 0-1 years, this of course decreases their knowledge. But 
what should also be considered is that this survey was conducted using answers from 
students. The distribution of where they got their knowledge and years worked 
compared to breaches and years worked can be seen here: 
 

 
From this data we can see that the group most submitted to security breaches is the 
one that has been working for 1-5 years and that their knowledge base is mostly 
based on school education or self-teaching. 
 
Keeping that in mind, and looking at the statistics on how many security breaches 
there are each year, and what caused them [6] [2] [15], it’s clear that a lot of faults 
are being made, especially since the breaches mentioned here are only the large ones 
and not the ones made by some small business in rural Virginia, USA. Meaning that 
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a lot of issues most likely go unnoticed by the masses since not that many have the 
size or user-base to make the amount of noise as some of the bigger companies can. 
 
All this information, the survey and sources combined, point to the same thing. The      
educational base for an average web developer is sub-par. And because of this there 
are many web developers out there working and producing these faults. It’s not 
implausible to assume that they’ve gotten their knowledge online or even through a 
school course of some kind, and simply not gotten all the information needed. Or 
even known that they were even missing any information at all. 
 
By also looking at the data showing that the group most submitted to breaches is the 
one working 1-5 years, one can also get the opinion that the problems arise in their 
first years of working because they’re learning, hopefully not repeating the beginner 
mistakes after those few years. 

5.2.2.1 Does this affect the end-product security-wise? 
In short, yes. By having people with less education or knowledge the end-product is 
always going to suffer. We can see this in part by looking at the survey conducted 
for this thesis. People with 1-5 years suffered the most vulnerabilities. 
This is likely due to the way people are extra careful the first year or so when starting 
a new job, especially if starting directly after an education is finished. When starting 
a new job most of the time you must have some introduction and/or education on 
things related to that job. 

Since the group that’s worked 1-5 years has most likely done all the 
introductory work and likely also gotten in to the flow of how things work, this opens 
it up to them making more development on their own and in turn producing more 
vulnerabilities. The groups after that of course also affect the security of the product 
in a negative way, but since they’ve worked that many years its more likely that 
they’ve already experienced these problems and are accustomed to not making them 
anymore. 
 
Showing how much a product suffers due to this without actually looking at that 
specific vulnerability for that product is more or less impossible, however, one can 
more often than not assume that when a product contains one of the most common 
problems – as mentioned in this thesis – that the product suffered in some way, 
whether it be large or small. 
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5.2.3 What do people think of the current state of web security? 
The respondents were asked to give their own opinions as to what they the current 
state of web security in the world was, the answers were as follows: 

 
We can see from these answers, that, even though some give the answer for the state 
as being safe, decent, good or satisfying, most of the respondents agree on the same 
thing. Removing the invalid answers, we are left with 55% of the answers stating 
that the state is pretty bad, not good, generally insufficient, etc. 
 

Adequate. 
It is good but often we can hear that sombody has hacked a website or servers and 
accessed tons of informations, pictures, data, etc. 
I think we are throwing ourselves into digitalization and making our society more 
fragile. We will probably learn the hard way, as a society, if something goes 
wrong, or a system is attacked, there might be difficult consequences.  
I think the state of web security is increasing. Although there is still a lot of 
security flaws.  
Generally insufficient 
Not too secure, as many people don't properly take measures 
Not good enough. All web developers needs to be aware of the issues, especially 
injections and xss 
Well worse than it should be 2018 
Pretty average 
Both very bad and sometimes very good, the problem is the huge amount of 
unsecure websites that can be brechead and then used to gain access to other 
secure websites because people reuse passwords. 
Bad developers 
bad 
safe 
Decent 
There is good security options to use but for smaller projects it's easy to overlook 
due to time pressure 
Varied 
Good, because of encryptions, gdpr incoming etc. Only problem is outsourcing of 
vital information that russia wants. 
Unsafe there are always vurnabilitys 
Not Good enough 
The web security should be more developed and  advanced. 
Pretty bad. 
Not that good! 
N/A 
shaky 
No opinion, because my knowledge is not sufficient till now on web security. 
Complex question 
Sloppy work and neglect. 
Lackluster 
Much better than it used to be, mostly due to frameworks that are extensively 
tested.  
It is at an advance and with 2 factor authentication, authentication is secured and 
enhanced 
So so 
Satesfied 
Somewhat good 



 

18 
 

The answers seem to agree with what’s already been stated, that the state of web 
security is “Well worse than it should be 2018”, which sums it up pretty good. 
 Although various large websites are rolling out or have rolled out 2-factor 
authentication to improve their security, several large ones don’t, such as 
TeamSpeak, Kik, Viber, Line, Citibank, Royal Bank of Canada, etc. [16]. This 
excludes the large number of small websites not big enough to make the list, which 
could be argued to be just as bad. 
 
The respondents gave other reasons as well, stating that it’s because of neglect or 
even outsourcing. One answer given was that the state of security is even more bad 
than one might think just because of the sheer number of small websites that can be 
breached. This is turn can be used to generate password-lists or get other info which 
in turn allows the attackers to access other websites that might have the security 
routines necessary in place. But since the attacker has all this information from 
another breached website, it can still access the site.  
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5.2.4 If they could change it how would they do it? 
The respondents were asked to give their own opinions as to what they would change 
in the world regarding the state of web security if they could change anything. The 
answers were as follows: 

 

Make it more universal. 
Expand or improve two-factor verification/protection. I think it is the best option in 
the world but for sure we can find something even better Or improve the current 
way. 
Better 
I would actually like to see some kind of education and driving license for the 
internet, for the users. A lot of the security problems is because of users who get 
tricked in to handling out passwords, codes, information. The web users do need 
better education about do'es and dont's. Off topic, such license should also include 
how to act on the internet. e.g. don't be a troll! 
Greater legal consequences for companies that have had breaches and the security 
has been found to not have had sufficient security in proportion to the importance 
and amount of the data handled. 
Global law enforcement 
Make more people aware of the consequences 
Transparency, open sourcing, legal steps towards requirement of safe handling of 
user credentials and TLS requirement 
Spread awareness 
2 or even 3-step verification on everything!! 
More blockchain 
Educate developers 
no idea 
Not sure 
dont know 
Improve the lower tiers 
I am not involved so I can't really decide this. 
Dont know 
Mandatory encryption on all webpages 
The social networking sites should given limited access to our data. 
Make it better? 
Better solutions keeping less technically inclined users 
N/A 
awareness among developers 
I need to study more on web security as well as the current state of web security to 
answer this question. 
Complex question 
More emphasis on the security at the beginning. 
More steps in security measures 
A form of ‘certification’ that ones app follows all established best practices of web 
security, and it could work as a verification for users of the app that data is securely 
handled and for the client ordering the app that the developers have used all best 
practices and they don’t risk being sued/publically being bashed for a lack of 
knowledge by the developers. 
NA 
SSL a must, no saving sensitive data on web, go the way like mega.nz does. 
Keep net neutrality 
Fix so Denial of Service exploit on regex is not a thing anymore 
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Although some respondents state that they don’t know how they would change it, 
several interesting answers are given. 
 
To make web security a more universal thing is of course a very good suggestion, 
expanding the education and knowledge about it to drive down the amount of 
vulnerabilities is perhaps the most basic and general thing that should be done. 
Adding a license stating that the user has learned of common scamming/phishing 
techniques also builds on the suggestion to expand and make web security more 
universal. 
 
If all users had to in some way prove that they grasp the basics of what to do and 
not, several problems such as phishing would decrease or even disappear completely. 
 

“Greater legal consequences for companies that have had breaches and the 
security has been found to not have had sufficient security in proportion to the 
importance and amount of the data handled.” – Anonymous answer, thesis 
survey 

 
Adding greater legal consequences for companies that have had breaches is a very 
valid suggestion, especially when looking at how many data breaches there are [2] 
[15]. However, it could be argued that companies should not receive punishment 
unless gross neglect can be shown, since you don’t often punish the victim of a 
crime. 
If the website or company have been shown to have insufficient security relative to 
the data being handled, there should possibly be a punishment relative to the data 
and how bad/good it was handled. 
For a company one could also offer a certification that it follows certain guidelines 
for best practices, to further assure the security of that companies site. This could 
then be shown to the user to show that they do in fact handle your data in a 
responsible way and do the same for the development of the website. 

 
A critical thing to change, is the enforcing of SSL – i.e. encrypting the data so that 
no unauthorized party can access it in transit -  to further ensure the safety of data. 
To add to that you could go a step further if a website allows uploading of files, such 
as a cloud storage service; Adding zero-knowledge encryption, a process which 
enables only the owner to access the files since the owner would be the only one 
with the keys needed to decrypt the data. 
 
Finally, you could just spread awareness to the developers, either by just giving out 
the information to anyone that wants to listen, or by holding classes specifically for 
increasing security, maybe even going so far as to redesign current web development 
educations to better include web security. 
 
So, in short, to conclude this point. If the people – or at least the people in this survey, 
could change web security and/or its current state. They would in general of course 
improve it, either by improving knowledge in the people or adding features to 
improve the security. Or perhaps requiring that companies assume responsibility 
both in handling the issue before a breach occurs and increasing their liability after 
a breach has occurred. 
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6 CONCLUSION  
This thesis investigated what the common problems in web security was, as well as 
how much the average web developer knows. It investigated how that affects the 
end-product, what people thought about the status of web security, and what they 
would change about it if they could. 
 
During this thesis, I could answer all the questions, however only partly for the sub-
question of the second research question, since to answer that question fully was 
quite a bit outside the scope of this thesis. It was conducted through a literature study 
and a survey. The literature study conducted both aimed to answer the first research 
question regarding what the common problems in web security are, and to give 
information for comparison to the survey answers. 
 
I found that there are of course many various problems to web security, however the 
most common ones are XSS, SQL Injection, Remote file injection, incorrectly 
configured authentication and broken access control. 
 
I also found that for the average web developer, the knowledge level is sub-par, at 
least when it comes to web security. The group most affected by security breaches 
was the group that had worked 1-5 Years, most likely due to how most people tend 
to be extra careful in the beginning when starting a new job. 
This of course affects the end-product since lack of knowledge about security has a 
very tight correlation to amount of vulnerabilities produced. I also found that most 
of the knowledge for the group of people that worked 1-5 Years was from some form 
of education, indicating that the educations aren’t as good as one might want. 
The consensus about the state of web security is that it’s not good, especially for 
being 2018 and for how big of a role the internet and web security has. It really 
shouldn’t have these problems. A possible reason for this though, is the speed of the 
internet’s growth, since it’s grown over 800% in 18 Years, the information needed 
and/or deemed ok just a few years ago could be completely wrong today. 
 
I found that if people could change anything about the state of web security, they 
would increase awareness about the issues, making web security a universal thing to 
know. Possibly adding a license to show that you grasp the basic concept of web 
security and how to avoid scamming, phishing etc. 
The enforcement of SSL to make sure that no unauthorized party could access your 
information as well as adding greater legal consequences for companies that have 
had breaches. 
They also suggested a certification to show that a company follows certain 
guidelines for best practices, to further assure the security of that companies site. 
This could then be shown to the user to show that they do in fact handle your data in 
a responsible way and do the same for the development of the website. 
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7 FUTURE WORK 
To continue this work, one could redo the survey, this time gathering a much greater 
dataset of several hundred answers, to get a better baseline. It would also be possible 
to do interviews of team leaders or something of the like for companies working in 
web security, to better get a look at what they think the common problems are.  
Beyond that one could also look at public security issues raised in various systems 
to see what problems exist there, possibly comparing that to the results of the 
interview. 
To better get a result about what the average web developer knows, one could also 
hold interviews with several developers, comparing that with the literature and 
survey results. 
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9 APPENDICES 

9.1 Survey questions 
1. What is your relationship to web development? 

a. I currently work in web development 
b. I have worked in web development previously 

2. How many years have you worked in web development? 
a. 0 – 1 Years 
b. 1 – 5 Years 
c. 5 – 10 Years 
d. 10+ Years 

3. What is your education base for web development? 
a. Self-taught 
b. Learned on the job 
c. Education through some form of physical school 
d. Education through some form of online school 

4. Have any of what you’ve worked on included the need for security in some 
form? 

a. Yes 
b. No 

5. What is your knowledge base for web security? (Only shown if yes selected on 
question 4) 

a. Self-taught 
b. Learned on the job 
c. Education through some form of physical school 
d. Education through some form of online school 

6. How many years have you worked with web security? (Only shown if yes 
selected on question 4) 

a. 0 – 1 Years 
b. 1 – 5 Years 
c. 5 – 10 years 
d. 10+ Years 

7. Have any of the programs or systems you’ve worked on been submitted to 
security breaches? (Only shown if yes selected on question 4) 

a. Yes 
b. No 

8. If you chose yes on the previous question, how severe was the breach of 
breaches? (Only shown if yes selected on question 4) 
1 – Not severe at all 
10 – Extremely severe 

a. 1 
b. 2 
c. 3 
d. 4 
e. 5 
f. 6 
g. 7 
h. 8 
i. 9 
j. 10 

9. If you were to give an opinion as to what caused the breach or breaches, what 
would that be? (Only shown if yes selected on question 4) 

a. Free text answer 
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10. If you were to give an opinion as to the current state of web security in the world, 
what would that be? (Only shown if yes selected on question 4) 

a. Free text answer 
11. If you could change anything regarding the current state of web security in the 

world, what would that be? (Only shown if yes selected on question 4) 
a. Free text answer 

12. Email address 
a. Free text answer 

9.2 Definitions 
9.2.1 SQL Injection 

The act of exploiting code used for connecting and talking to a database, in this case 
using the programming language SQL. When performing an SQL injection, a 
simplified example could be when retrieving all customers named Eric for example. 
 
This could be written as 

SELECT * FROM customers WHERE name=’Eric’ 

 
That means that it selects all (*) customers named Eric. However, if not correctly 
implemented, one could abuse it to for example remove all customers in the 
database. Like this for example: 
 

SELECT * FROM customers WHERE name=’Eric’); DROP TABLE 
customers;--’ 

 
In this case, the name sent in was Eric’); DROP TABLE customers;-- 
This exploits the way SQL interprets text so that it thinks the first command is 
finished after Eric’); Thus allowing us to add any commands afterwards, in this case 
DROP TABLE customers, which simply removes the contents of that table, which 
happens to contain all the information of the customers. Followed after that is ;-- 
which tells the program to ignore everything after, this is to ensure that any other 
parts of the original command don’t interfere. 
 

9.2.2 XSS 
XSS, which stands for cross site scripting, is when a malicious third-party places 
content on a website that, without your knowledge or consent performs actions as 
you on some website or service. 
 
An example of this could be that you visit a blog and somewhere on this blog is an 
image. But the link of the image is to another website, say for example Facebook. 
 
When you visit this blog and your browser tries to load the link, which might look 
like this. 
 
http://facebook.com/deleteMyAccount 
 



 

26 
 

It would visit that link, and if Facebook then hadn’t implemented protection against 
XSS it would delete your account. This could then be expanded to for example 
access your private details or post content in your name etc. 
 

9.2.3 Remote File Injection 
Remote File Injection, also called Remote File Inclusion, is an attack whereby 
you exploit code to include your own content on a website, potentially allowing you 
access to the systems internal data, users private data, etc. 
 
An example of this could be in the programming language PHP. 
 

include($_GET["site"] . '.html'); 

 

http://server.se/vulnerablepage.php?site=news 

 
That piece of code would get the variable site from the url, in this case news. 
Meaning that it would include a file called news.html when you visit the page. 
 
But this code could be exploited to instead of having the site be news it could be 

http://attacker-server.se/virus.txt? 

 
It would then include our own file from our own server, meaning that we could 
potentially get complete control of the victims site. 


