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Abstract
The growth of Internet of Things is steadily increasing, both in Sweden and globally. This
relative new technology improves the lives of many; but at the price of their security, privacy
and safety.
This thesis consists of a literature study and an online survey. It investigates what security,
privacy and safety risks Internet of Things devices may bring, how aware people are about
these risks, how the user can minimize the risk of being hacked or attacked and what
manufacturers can do to make safer Internet of Thing devices.
The survey was created based on the risks related to Internet of Things devices which was
found during the literature study.
It was possible to identify security, privacy and safety risks related to Internet of Things. It
was also possible to find answers of how both users and manufacturers can protect their
devices from being hacked. The survey showed that there was a correlation between how
interested people are in technology and how aware they are of the risks with Internet of
Things.
Internet of Things can be used to do DDoS attacks, espionage and eavesdropping. People who
are interested in technology tends to protect themselves more actively (by changing default
password and updating the software) compared to those who are not interested.
Keywords: Internet of Things, Risks with IoT, Smart home vulnerabilities
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1. Introduction
The Internet has changed the way we live, communicate and interact with each other. Almost
everything we do today utilizes the Internet in some way. We can pay our bills through the
Internet, listen to any music we like in a few clicks, order anything we want worldwide and
interact with people all over the world.
We started to connect our computers to the Internet, and later on we connected our mobile
phones. Today, we are starting to connect all our everyday devices such as the coffee maker,
light bulbs, vacuum cleaner, home alarm and even the toothbrush, to the Internet. All these
smart devices can communicate and interact with each other over the Internet, and they can be
remotely monitored and controlled, usually through a smartphone. This phenomenon is called
“Internet of Things”, also known as IoT.
IoT is a technological breakthrough that has revolutionized people’s daily life. In today’s
reality the coffee maker can offer freshly brewed coffee, at the same time as the alarm rings in
the morning. People who live in a home with smart home devices can come home from work
to a fully enlightened home that has been vacuumed and where the smart refrigerator has
noticed that the milk is running out and has therefore sent an order for new milk directly to
the retailer. However, tempting this lifestyle may sound, it may come with a high price; your
security, safety and privacy.
The following chapter serves to introduce the reader to the subject and will include a
background, problem formulation and purpose. At the end of the chapter, delimitation of the
thesis will be presented.

1.1 Background
The growth of Internet of Things is steadily increasing worldwide [1]. Statistics from 2018 are
showing that by 2020 the number of IoT devices is expected to grow to roughly 9,9 billion
worldwide, and in 2025 to roughly 21,5 billion. Another study done by the Swedish telecom
company Telia in 2018 [2], showed that the Swedes had on an average 16,9 connected
gadgets in their homes. This corresponds to an increase of 33% from the previous year. The
statistics presented above shows that more people are connecting their homes to the Internet.
But are they aware of what they are letting into their homes and what risks they are exposing
themselves and their homes to?
In October 21, 2016 a large distributed denial of service (DDoS) attack was taking place [3].
The company who was the target for this attack was Dyn, which is a company that hosts
domain names systems for many major companies such as Twitter, Spotify, SoundCloud and
Airbnb. The attack caused bigger Internet platforms and services to be unavailable to many
users in Europe and North America. This DDoS attack was done by a botnet consisting of
many IoT devices, such as IP cameras, printers, and other IoT devices [4], that had been
infected with the Mirai malware [5]. From 2017 to 2018 DDoS attacks have increased with
6

29 %, and the average attack size have increased by 543 % - much thanks to insecure IoT
devices [6]. Huge DDoS attacks are not the only problem with insecure IoT devices.
IoT devices could collects and samples data about people and their daily routines. This data
could harm them in different ways if it ends up in the wrong hands. Some IoT devices are
equipped with sensors like a microphone, camera or speakers. Devices with these kind of
sensors runs a great risk of being hacked for espionage or eavesdropping. Information
collected through these sensors can later be used to blackmail people or harm them in other
ways.
IoT devices could be an easy target for a hacker – especially if people have not actively
protected their connected devices. It is not only the IoT device itself that needs to be protected
actively. Many IoT devices in people’s home are connected to their router. A hacker who
attacks the router will therefore have access to all IoT devices connected to it [7].
With the increasing trend of bringing more IoT devices into the homes, people need to start
being aware of the security, privacy and safety issues with IoT devices. The market of
connected devices is getting bigger every day and every year – and so are the group of
hackers [8].

1.2 Problem Formulation
The market for IoT is growing and more devices are connected to the Internet [1]. The more
devices that are connected to the Internet, the greater the risks. IoT devices can put people’s
security, privacy and safety at risk without themselves knowing about it. More people are
letting in this new technology in their homes [2]. But this new technology has a price.
In October 2016 [5], a large DDOS attack that took down large Internet platforms such as
Twitter, Netflix and Airbnb were made. This huge attack was possible because over 600,000
IoT devices had got infected with a malware called Mirai [9]. The owners of these IoT
devices had no clue that they had helped the attackers to make the attack possible.
In 2015, the Federal Network Agency in Germany warned about a doll named “Cayla”.
Researchers had found that hackers can use an unsecure embedded Bluetooth device in the
toy to listen and talk to the child playing with the doll [10]. The same security problem was
also found in the doll “Hello Barbie” and in other toys like “Furby Connect”, “Toy-Fi Teddy”
and “I-Que Intelligent Robot”.
Toys are not the only IoT devices that have been reported for eavesdropping and espionage.
TVs [11], baby monitors [12] and other devices equipped with a microphone or camera can
do the same. In addition to the eavesdropping and espionage, all these devices can also collect
and sample data about their user [13]. The collected data can be information about the user
such as name, gender, age, passwords and credit card number.
The collected data, the eavesdropping and espionage can be used to harm the user in
multiple ways, both direct and indirect. People need to actively start to protect their security,
privacy and safety, before it is too late.
7

1.3 Purpose
This thesis aims to provide an insight into how conscious people in Sweden are regarding the
security, privacy and safety risks of IoT devices in their homes. It also aims provide the reader
with knowledge about the security and safety risks people expose themselves to when
connecting their homes to the Internet, as well as knowledge regarding how to avoid or
minimize the risk of being attacked or hacked.
The thesis also tries to provide the manufactures more insight in what they can do to
minimize the risk of getting their devices hacked or attacked – with other words, how they can
build and maintain a safe product for their customers.

1.4 Delimitation
The delimitation refers to IoT devices in people’s private home in Sweden. The definition of
IoT devices are nonstandard computing devices that can connect to a wireless network, transmit
data and communicate with other devices. The network hardware that has been chosen for this
thesis is the wireless router. This choice was made as the wireless router was recurring
throughout the literature study.

1.5 Disposition
The coming chapter will present the research questions. This papers structure is as following,
first the research questions will be presented. Then the chosen research method explaining
how the literature study and online survey were performed. The next chapter, number four,
will present the literature review. Chapter five will provide the reader with graphs presenting
the results of the survey. In chapter six, analysis of both the literature study and the results
from the online survey will be presented. Chapter seven will give a summary of the study’s
results. The chapter after that, number eight, will provide thoughts regarding future works.
Chapter nine and ten contains references and annexes.

8

2. Research Questions
RQ1: What security, privacy and safety risks do we expose ourselves to when connecting our
homes to the Internet?
RQ2: How aware are people of the security, privacy and safety risks related to Internet of Things
devices?
RQ3: What can users do to minimize the security, privacy and safety risks that comes with
Internet of Things devices?
RQ4: What can manufactures do to minimize the security, privacy and safety risks that comes
with Internet of Things devices?

2.1 Motivation
Research question one is important to investigate and elucidate since more IoT devices are
constantly coming out on the market. The trend of upgrading the home with IoT devices is
growing all over the world. But so, does the trend with DDoS attacks with IoT devices. It will
provide more information and insight about the security, privacy and safety risks that IoT
devices brings. This is a very important topic that I think will grow bigger over the years
because of the increasing number of IoT devices worldwide.
Research question two are used to see if people in general are aware of the risks that IoT devices
may bring. The result from the survey could provide knowledge about how aware people are
about the risks and if some people are more aware then others. This information could in turn
give an insight if people would need to become more informed about the risks they take when
connecting IoT devices to their homes.
The study aims to provide the reader with knowledge about what security risks IoT devices in
peoples home may bring. It is important to provide the same reader with knowledge about how
she or he can protect herself/himself or at least minimize the risks of getting her or his IoT
devices hacked. This is what research question three is about. The same motivation applies on
research question research question four, but in that case, it is turned to the manufacturers.

2.2 Expectations
A minimum of 100 answers from the survey is expected to get a better and more precise
result. It is assumed to take up to a maximum of two weeks to receive that number of answers.
For RQ1, the literature study is expected to find real world examples of how people have been
attacked or hacked via their IoT devices. Through these real-world examples, the conclusion
will be made to find what the risks are with connected IoT devices in one’s home.
RQ2 will be investigated through an online survey. It is expected that the answers of the
survey are going to indicate that people are not aware of the risks that IoT devices may bring.
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RQ3 and RQ4 will be examined through a literature study. It is expected that there are several
security risks that will be found during this thesis, that both users and manufacturers can learn
from to protect themselves.
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3. Research Method
To be able to answer the research questions, this thesis has been conducted with both a literature
study and an empirical part. The literature study serve to help answering the three research
questions: “What security, privacy and safety risks do we expose ourselves to when connecting
our homes to the Internet?”, “What can users do to minimize the security, privacy and safety
risks that comes with Internet of Things devices?” and “What can manufactures do to minimize
the security, privacy and safety risks that comes with Internet of Things devices?”. The
empirical part consists of a survey. The purpose of the survey is to be able to answer the research
question “How aware are people of the security, privacy and safety risks related to Internet of
Things devices?”.

3.1 Literature Study
This part describes how the literature study was conducted and its main objectives. The goal
with the literature study is to investigate what risks humans expose themselves to when
connecting their homes to the internet and what both users and manufactures can do to
minimize the risks.

3.2 Search Engines
x

Google

3.3 Keywords
x
x
x
x
x
x
x

Internet of Things
IoT
Risks with Internet of Things
Security Internet of Things
Vulnerabilities Internet of Things
Smart home
Smart home Vulnerabilities

3.4 Limitation and validity threats
The technology of IoT is a relatively new one that constantly changes, and where new threats
are coming up. Therefore, it is mostly focused on news articles about people who have got
their IoT device hacked and the consequences of it. The news articles that have been used are
written by major news agencies (BBC, Daily Mail, The New York Times) and cyber security
companies such as Norton and Bitdefender. But since these sources are not a published study,
they may be less reliable.
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3.5 Empirical Study – An Online Survey
The survey aims to help answering the research question “How aware are people of the
security, privacy and safety risks related to Internet of Things devices?”. The survey consists
of 23 question, divided into four sections – “Information About you”, “Router and Wi-Fi
Security”, “Security Regarding Internet of Things Devices” and “The Security and Safety
Risks with Internet of Things Devices”. The survey was created with Google Form. The
choice fell on Google Form because they offered unlimited questions and answers for free,
and a CSV file with all the answers. The survey was shared via my, my friends and family’s
social media. The survey will be online until at least 100 people have responded to it.

3.6 Designing the Survey
The survey’s main purpose was to find out how conscious people are about the security,
privacy and safety problems with Internet of Things devices. In order to know what questions
to ask and how to design the survey, many hours were first spent on the literature study.
Based on the literature study, it was then decided to divide the survey into four different
sections; “Information About you”, “Router and Wi-Fi Security”, “Security Regarding
Internet of Things Devices” and “The Security and Safety Risks with Internet of Things
Devices”.
The survey consisted of 23 questions that all provided default options to choose from. The
survey was designed in this way in order to more easily find patterns in what people
answered. Depending on the question asked, the respondent had varied number of answer
options – but only one answered was allowed on each question.
The first part of the survey was, as mentioned before, the section called “Information About
You”. The section aimed to focus on personal information, questions 1-3. These three
questions are about the respondents age, gender and interest in technology. The answer to
these questions is important to be able to investigate if they have an impact on the subsequent
answers.
“Router and Wi-Fi Security” was the next section of the survey, question 4-11. These
questions asks if the default password has been changed on both the router and the Wi-Fi, if
the routers firmware is updated regularly, if the respondent has a strong and unique password
on both the router and the Wi-Fi and if the password on both devices has been changed the 12
past months. These questions are asked to get more insight how aware the respondents are
about the security regarding their router and Wi-Fi.
The third section of the survey was called “Security Regarding Internet of Things Devices”,
question 12-16. This section is asking questions about, as the title reveals, security regarding
Internet of Things devices. The first question asks how many Internet of Things devices the
respondent has in her or his home. Answers to that question are important to see if the number
of devices in the home is crucial for how conscious or unconscious people are about the
security, privacy and safety risks. The three questions asked after the first one is all about
password management for Internet of Things devices. The first of these three questions ask if
12

the respondent has changed password on all their Internet of Things devices during the past 12
months. The next two questions ask if the respondent has a strong and unique password on all
Internet of Things devices and if the respondent use the same password on all IoT devices.
The last question in this section asks the respondent if she or he updates the Internet of Things
devices when a software update is available. Questions asked in this section are intended to
provide answers to whether people consciously protect their Internet of Things devices.
The last section, “The Security and Safety Risks with Internet of Things Devices”, aims to give
answers to whether people are aware of how their Internet of Things devices can be used
against them. This section starts at question 17 and ends with question 23. The questions asks
the respondent if she or he is aware that her or his IoT device(s) is able to collect and store
personal information and a follow-up question asks if the respondent is aware that the
collected and stored information can be sold to other corporations for purposes not granted by
her or him. This is the style of the rest of the question in this section – but each question
addresses another security or safety risk/attack. This section is important as it will hopefully
answer if people know in what way their IoT devices expose them to risks and attacks.
All these four sections of the survey will hopefully together give the answer to the research
question “How aware are people of the security, privacy and safety risks related to Internet of
Things devices?”.
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4. Literature Review
This chapter will present theories that are relevant for answering the research questions. The
chapter is divided into three different subcategories; “The Security, Privacy and safety Issues
Related to Internet of Things”, “How Can the User Minimize the Risk of Being Affected” and
“What Manufacturers Can do to Make a Safer Device”.

4.1 The Security, Privacy and Safety Issues Related to Internet of Things
In October 2016, huge portions of the internet shut down temporarily, including Twitter, the
Guardian, Netflix, CNN and Reddit. The reason behind was the largest DDoS attack ever,
which was launched on the service provider Dyn using an Internet of Things botnet. This IoT
botnet was made possible by malware called Mirai. The Mirai malware bot was able to infect
computers and Internet of Things devices using default passwords [14]. Without the owner’s
knowledge their IoT devices, such as digital cameras and DVR players got hacked and helped
to shut down all the websites presented above. This kind of attacks have increased with 29 %
from 2017 to 2018, and the average attack size have increased by 543 % - much thanks to
insecure IoT devices [6].
Input of personal information such as the users name, age, gender, email address, home
address, phone number and social media accounts are often asked for or required by
connected devices. Michael Kaiser, executive director of the National Cyber Security
Alliance, warns that this information can be very valuable to hackers [13]. Devices that are
not secured run a high risk of being attacked – not only to be used in attacks like the Mirai
botnet described above – but attacks that can result in stolen private data, interference with
financial transactions, and attacks that can stop your device from working until a ransom is
paid [14].
Mehiar Dabbagh and Ammar Rayes wrote in their report “Internet of Things Security and
Privacy” that “Maintaining users’ privacy in IoT is also crucial as there is an enormous
amount of information that an outsider can learn about people’s life by eavesdropping on the
sensed data that their smart house appliances and wearable devices report.” [15]
In addition to the problems mentioned above, there is a huge problem when it comes to the
IoT devices’ sensors. Many Internet of Things devices today comes with a camera,
microphones and speakers. In an article written by “Healthline” [12] the chief executive
officer of the cybersecurity firm Kalki Consulting, Bhatia, explained that parents who
purchase baby monitors with Wi-Fi connections takes a huge risk since these baby monitors
can be hacked from virtually anywhere in the world [12]. In the same article, an example of
when this happened to a family is presented. A 3-year-old son told his parents that he was
afraid because someone was talking to him at night. One day, the parents also heard the
hacker’s voice and they noticed that the baby monitor’s camera was following their
movements.
It’s not just baby monitors that have these security issues. In 2017, Germany’s Federal
Network Agency classified the smart doll with the name “My Friend Cayla” as “illegal
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espionage apparatus”. Germany’s Federal Network Agency stated this because the doll had an
unseen microphone. Furthermore, they mean that the microphone can “… record and collect
the private conversations of young children without any limitations on collection, use, or
disclosure of this personal information” [16].
People who have smart locks and home- and fire alarms with Bluetooth and/or Wi-Fi
connection may not be as safe as it may sound. Researchers at the University of Michigan
were able to hack into smart home automation system and manged to successfully open
electronic locks, change system pre-sets and remotely trigger a false fire alarm [17].
The issues and situations mentioned above are just a few examples of how hackers can take
advantage of the Internet of Things devices and their sensors. In addition, an increasing
number of companies that creates Internet of Things devices are starting to take advantage of
the data that they are collecting about their users. Companies who sell smart TVs is one of
them [11]. Smart TVs tracks almost everything the user do with the remote – or if the user can
control the TV with the voice, this is tracked too. This information is later sold to third parties
for a profit.

4.2 How Can the User Minimize the Risks of Being Affected
In February this year the website “E Hacking News” [7] presented a summary of a report that
security researchers at Avast had done in 2019. The study includes data from 16 million
different homes from all over the world with a total of 56 million devices. Through the study,
the research team at Avast found out that nearly 40,8 % of smart homes had at least one
device that could easily be hacked. According to “E Hacking News” these devices were easily
hacked because of outdated software with unpatched security issues and/or weak credentials.
The Avast research team found out that these vulnerable devices often were connected to the
Internet. Since most devices that connect to the internet does so via a router, this makes the
router the most targeted device. According to Avast’s report, 59,7 % of the routers had weak
credentials or some other vulnerabilities and 59,1 % of users worldwide had never updated
the routers firmware. In the report, Avast continues to explain that “a router that is vulnerable
to attack poses a risk for the whole home, much like leaving your front door unlocked…”.
Avast President Ondrej Vlcek gives advice regarding simple security steps. He means that it is
important to set strong, unique passwords and two-factor authentication for all device access.
He also points out that the user should ensure that software patches and firmware updates are
applied when available. If the user is following these advices, he says, it will improve the
digital home integrity significantly [7].
In 2019, The New York Times wrote an article about “How to protect smart homes from
hackers” [18]. They pinpoint five categories that are important to consider when it comes to
securing a home with Internet of Things devices. The five categories are; protect your
network, use unique passwords for everything, stick with reputable brands, secure your
devices and reset before you sell.
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The New York Times suggest that you should hide your home network from view, which is
an option in the router’s settings menu. By doing this, no one from outside can see the
network – they aren’t even aware that there exists one in the household. Furthermore, the
password for the Wi-Fi and router should be changed from the default one to a secure and
unique one. Otherwise, it is easy for an attacker to hack the network since there exists
catalogues of all default passwords on the Internet.
The New York Times also state that it is safer to buy smart devices from established brands.
An already established brand has a reputation to protect, along with the infrastructure to back
it up. Beyond that, they may also have the ability to employ better security measures when
designing their product and they likely release software patches and fixes if vulnerabilities are
discovered – unlike no-name brands or many start-ups.
Like Avast [7], The New York Times also recommends two-factor authentication. The New
York Times, as well as Avast, emphasizes the importance with software updates on all the
devices when available [18].
If the user decides to sell one of their Internet of Things devices, it is very important to delete
all passwords and other personal information. Otherwise, this information could end up in the
wrong hands. When a device has fulfilled its purpose, The New York Times means that the
best way to prevent others from retrieving information about you is to destroy the device into
small pieces.
Norton [19] has written an article about how to secure a smart home and IoT devices. Beyond
the things that has already been said in the text above, Norton says that a guest network which
visitors, friends and relatives can use is a good idea. This is then used instead of the private
network and is a good way to protect the Internet of Things devices connected to the network.
At last, but not least, they point out that it can be a good idea to upgrade old devices to newer
models which might offer stronger security.

4.3 What Manufacturers Can Do to Make A Safer Device
UL released a report in 2018 regarding cybersecurity in homes with one or multiple Internet
of Things devices [17]. According to this report, cybersecurity vulnerabilities in connected
devices are most frequently caused by issues related to product design and implementation.
The most common causes of cyber-related vulnerabilities, which lays on the creator to fix,
generally fall into two areas; poor product design and limited software updating/patching.
Poor product design, UL says in their report, means that many designs fail to integrate even
basic security measures into the finished product. UL also mention limited software
updating/patching as a cybersecurity vulnerability. In their report they write that “…97
percent of cybersecurity incidents can be traced back to the failure to patch vulnerabilities in
existing software or software applications. The absence of regular system updates or software
patches (only) increases the risk with passage of time.” [17].
Mikko Hypponen and Linus Nyman has written the article “The Internet of (Vulnerable)
Things: On Hypponen’s Law, Security Engineering, and IoT Legislation” [20]. In this article
16

they claim that Internet of Things devices has some technical problems, which is the reason
why they are vulnerable for attacks. They mean that there is a problem related to updating the
software of IoT devices. Both the operating system and the software running on the Internet
of Things device must be updatable – which is not easy to accomplish. Some IoT devices
even releases with outdated operating systems, which means that the devices can have
known vulnerabilities before they are even unboxed.
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5. Results
In this chapter, the result from the survey will be presented.

5.1 Survey
The survey was online from March 25, 2019 to April 1, 2019. In these seven days, 105
answers were received. The survey was first shared on my Facebook. Several people then
chose to share the survey on their Facebook page.

5.2 Answers from the Survey
The answers from the survey will be presented in this section. The survey is divided into four
different sections; “Information About you”, “Router and Wi-Fi Security”, “Security
Regarding Internet of Things Devices” and “The Security and Safety Risks with Internet of
Things Devices”. Each section is presenting the results with charts and supporting text.

5.2.1 Information About You
In this section I will present information about the participants in the study. I am going to
show charts regarding the division of participation between the sexes, which age range the
study covers and how interested people who have participated are in technology.

The total number of participants in the study was 105. Of 105, 51 were women and 54 were
men.
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The people who have answered on the survey have been in the years of 17 or younger and up
to 66-75 years old.

50 people answered that they are somewhat interested whereas 42 answered that they are very
interested and 13 are not interested.
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5.2.2 Router and Wi-Fi Security

46 people of 105 answered that they don’t update their routers firmware regularly whereas 14
people answered that they do.

53 answered that they have a strong and unique password on their router, this represents
approximately 51 %. 35 people answered that they have not changed the default password on
their router, this represents approximately 33 %.

20

71 % have not changed the password on their router during the past 12 months, whereas 21
% answered that they had.

41 people said that they have changed the default password on their Wi-Fi, whereas 51
people answered that they haven’t. In percentages this is 39 % respective 49 %.
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On this question, 48 people answered that they do have a strong and unique password,
whereas 35 people answered that they haven’t changed the default password. This means that
46 % answered that they have a strong and unique password on their Wi-Fi, whereas 33 %
answered that they haven’t changed the default password.

This chart shows that 79 people answered that they haven’t changed the password on their
Wi-Fi during the past 12 months. 79 people out of 105 represents 75 %. 15 people answered
that they have changed the password on their Wi-Fi during the past 12 months. 15 people out
of 105 represents 14 %.
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5.2.3 Security Regarding Internet of Things Devices

According to the answer I received from the survey, most people have around 3-5 Internet of
Things devices in their homes.

Most people answered that they do have a strong and unique password on all their Internet of
things devices. 36 out of 105 people answered yes on the question, whereas 32 people
answered no. 17 people answered that it is not possible to change the password on their
device(s). This means that 34 % answered yes, 30 % answered no and 16 % answered that it
is not possible to change the password on their device(s).
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Most people have answered that they update their IoT devices when a new software update is
available; some immediately and other after a while.
5.2.4 The Security and Safety Risks with Internet of Things Devices

87 people answered that they did know that their Internet of Things device(s) could collect
and store information about them, whereas 18 people answered that they didn’t know that. In
percentage these number represents 83 % versus 17 %.
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On the question above “Did you know that your Internet of Things device(s) is able to collect
and store information about you?” 83 % answered that they had knowledge about that. This
chart is a follow up question on the previous one and asks the participants if they are aware
that the information collected by IoT devices can be sold to other corporations for purposes
that is not granted by them. 74 people answered yes, which in percentage represents 70 %. 31
people answered no, which is equal to 30 %.

71 people answered that they do know that their IoT devices can record their daily routines,
whereas 34 people answered that they didn’t know that. In percentage these numbers
represent 68 % versus 32 %.
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32 people didn’t know that the information about their daily routines, collected by their IoT
devices could end up in wrong hands and potentially be used to plan burglaries or other crimes
against them. 73 people answered that they are aware of this potentially risk. In percentage
these numbers represent 30 % versus 70 %.

35 people responded that they didn’t know that their IoT devices can record or spy on them.
Twice as many answered that they did know that their IoT devices can record or spy on them.
In percentage these numbers represent 33 % and 67 %.
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The number of people that answered yes respective no on this question is 72 versus 33. This
means that 69 % of the respondents are aware that the information collected by IoT devices
can be used to blackmail them, whereas 31 % of the respondents are not aware of this risk.

On all the other questions in this section, the answers have been approximately the same;
around 70 answers for yes and 30 for no. But on this question, fewer people have answered
yes. 64 people have answered that they know that their IoT devices potentially can be used for
coordinated hacker-attacks, whereas 41 have answered that they didn’t know. In percentages
these numbers represent 61 % versus 39 %.
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6. Analysis
This chapter aims to analyse the literature studied as well as the results from the survey. By
studying and analysing the results of the survey and the literature, I hope to find answers to
my four research questions listed below;
x
x
x
x

What security, privacy and safety risks do we expose ourselves to when connecting
our homes to the Internet?
How aware are people of the security, privacy and safety risks related to Internet of
Things devices?
What can users do to minimize the security, privacy and safety risks that comes with
Internet of Things devices?
What can manufactures do to minimize the security, privacy and safety risks that
comes with Internet of Things devices?

6.1 Analysis of the Literature Study
The literature study gave real world examples of how people with connected IoT devices in
their homes have been attacked, spied on or harmed in some other way. In this section, the
literature study is going to be analysed. The analyse are going to be divided in the same three
categories as in the literature study.

6.1.1 The Security, Safety and Privacy Issues Related to Internet of Things
The Mirai malware bot was mentioned as a security breach case in the literature study. Mirai
malware bot was able to infect computers and Internet of Things devices by using the devices
default passwords. This time, Mirai malware was only used to shut down multiple internet
sites such as Twitter, the Guardian, CNN and Netflix. But what if the next big DDoS-attack
with Internet of Things devices is aimed at important social infrastructure such as power
stations, waterworks, train traffic or hospitals? Such an attack could be devastating for the
whole society and even put people’s lives at risk.
The literature study gave insight regarding the personal information that many devices
collects and stores. This personal information can for example be the users name, age, gender,
email address, home address, phone number and social media accounts. Personal information
that ends up in the wrong hands can be used to commit identity theft, hijack mail and social
accounts and order goods in someone else’s name and address which could give the exposed
financial problems. Information that is collected and stored by IoT devices can also be sold
to a third party for a profit. This means that the company who sold the IoT device will not
only make a profit when the device is sold but will constantly earn money as long the user
keeps using the device. The scenarios described above are examples of how IoT devices
creates a potential threat to the user’s privacy.
In addition to the user’s privacy being threatened, as mentioned above, the information
collected can also be used to plan the perfect burglary by cunning thieves, and thereby also
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endanger the individual’s security. With enough collected information from IoT devices, the
thieves would be able to map the user’s routines, such as when she/he goes to work, comes
home, etc. If the home is equipped with smart locks and home- and fire alarms, which are
connected to Bluetooth and/or Wi-Fi, the burglary would go even smoother. The thieves could
hack the home alarm and easily get information about when the homeowner usually leaves for
work and how long she/he stays. In addition, when the burglary takes place, the home alarm
as well as smart lock can be disconnected or in other ways made indisposed.
At home, people want to feel safe and sound. In addition to the fact that smart thieves can
benefit from the weakness of the IoT devices, other parties are also willing to do so. IoT
devices equipped with sensors such as microphone, speaker and camera are a target for
hackers who want to spy on people in their homes. An IoT device equipped with a camera can
be hacked and record people in stealth. The recording can later be used in blackmailing or to
amuse strangers on the internet worldwide. In the literature study, an article was found about a
3-year-old boy who was afraid of sleeping in his room because someone was talking to him at
night. The boy’s parents later found out that this someone was a man who had hacked their
baby monitors speaker, microphone and camera. This 3-year-old boy, and certainly the
parents, did not feel safe in their home anymore. Any IoT device, which lacks adequate
security measures, with these kinds of sensors, can spy on people without their knowledge –
and the only one who knows where the material ends up is the hacker.
The text above analyzes the literature study about the security, safety and privacy issues
related to Internet of Things. What is recurring is the data that IoT devices collects and stores
about the user. The collected data can be sensitive, especially in the wrong hands. From the
text above one could conclude that the collected data from IoT devices could make it easier
for hackers to commit identity theft, hijack mail and social accounts and even plan and
commit a burglary. The collected data about the user can also benefit companies who sells
IoT devices as some of them sells the collected data to third parties and make money at the
expense of the user’s privacy. In addition to the fact that the user’s data can be used in ways
not benefit her/him, one can conclude that the risk of being spied on increases if people have
IoT devices with sensors such as microphones and speakers.
The number of IoT devices increases for each year and will continue to do so according to the
statistics. The increase of IoT devices, with a continued low security focus, will make it easier
for hackers to make larger DDoS attacks. These attacks may not affect the individual
directly, but certainly indirect – especially if the attacks are aimed at important social
infrastructure such as power stations, waterworks, train traffic or hospitals.
The analysis above implies an answer to the research question number one, “What security,
privacy and safety risks do we expose ourselves to when connecting our homes to the
Internet?”.

6.1.2 How Can the User Minimize the Risks of Being Affected
The literature study showed that nearly 40,8 % of smart homes (the study included 16 million
homes with a total of 56 million devices) had at least one device that could easily be hacked.
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These devices were easily hacked because of outdated software with unpatched security
issues and/or weak credentials. From this information, I can conclude that it is of great
importance for the individual’s safety to have a strong unique password, and preferably also
a second authentication method, on all devices. It is also very important to apply software
patches and software’s firmware when a new update is available. These two security steps
also imply on the router since most IoT devices in people’s home are connected to it.
Another thing that was implied in the literature study was that the user should stick to
established brands when buying an IoT device. An already established brand has a
reputation to protect. Beyond that, they likely release software patches and fixes rapidly if
vulnerabilities are discovered.
Even if the user has bought an IoT device from an established brand, it might become
outdated after a while. After a couple of years, it might be a good idea to replace the device
with later model, since the focus on security might have increased.
The analysis of the literature study in this chapter provides answers to research question
number three, “What can users do to minimize the security, privacy and safety risks that
comes with Internet of Things devices?”.

6.1.3 What Manufacturers Can Do to Make A Safer Device
Limited software updating/patching was recurring through the literature study. According
to a report that UL released regarding cybersecurity in homes with one or multiple Internet of
Things devices can 97 % of cybersecurity incidents be traced back to the failure to patch
vulnerabilities in existing software or software applications. The literature also showed that
some IoT devices even release with outdated firmware. This means that the devices can
have known vulnerabilities before they are even unboxed.
The analysis of the literature study implies an answer to the research question number four,
“What can manufacturers do to minimize the security, privacy and safety risks that comes
with Internet of Things devices?”.

6.2 Analysis of the Survey
In this section, the results from the survey are going to be analysed to be able to find an
answer on the research question “How aware are people of the security, privacy and safety
risks related to Internet of Things?”.
One question people had to answer in the survey was “How interested are you in
technology?”. This question was asked because it was suspected that it has a crucial role to
play when it comes to how conscious people are regarding the risks related to IoT devices.
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As shown in the diagram above, 42 people answered that they are very interested, 50
answered that they are somewhat interested, whereas 13 people answered that they are not
interested in technology. Since my survey was an online survey and were only shared through
Facebook, the survey may not have been reached out to people who are not interested in
technology. This can be an explanation to why only 13 people have answered that they are not
interested in technology.
The survey was divided into four different sections; “Information About you”, “Router and
Wi-Fi Security”, “Security Regarding Internet of Things Devices” and “The Security and
Safety Risks with Internet of Things Devices”. In the upcoming text, the results from the three
last sections of the survey will be analysed, with the segmentation of how interested people
are in technology. To get a fair picture and be able to compare the answers from each
category, the answers are going to be converted into percentages, instead of the number of
people choosing each response alternative.
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6.2.1 Router and Wi-Fi Security

I don’t have a
router

It happens
sometimes but
not so often
38 %
40 %

No

Yes

Very interested 0 %
33 %
29 %
Somewhat
10 %
46 %
4%
interested
Not interested
15 %
15 %
70 %
0%
If we analyse the answers converted into percentages in the table above, it indicates that
people who are very interested in technology also are those who update their routers firmware
regularly. Only 4 % of those who answered that they are somewhat interested in technology
answered that they update their routers firmware regularly. None of those who are not
interested of technology update their routers firmware regularly.

32

Don’t
remember/don’t
know
0%
4%

I don’t have a
router

I don’t have a
router

I haven’t
changed the
default
password
22 %
40 %

No

Yes

Very interested
0%
40 %
60 %
Somewhat
10 %
60 %
26 %
interested
Not interested
0%
15 %
70 %
15 %
Of those who have answered that they are very interested in technology have 60 % of them
also answered that they have changed the default password on their router. 26 % respective
15 % of those who are somewhat interested respective not interested in technology answered
that they had changed the default password on their router.

No, I use a
password that is
easy to
remember
14 %
6%

Yes, of course!

Very interested 0 %
64 %
Somewhat
10 %
44 %
interested
Not interested
15 %
46 %
8%
31 %
On the previous questions “Have you changed the default password on your router?”, 60 %
of those who are very interested in technology, 26 % of those who are somewhat interested
and 15% of those who are not interested, answered that they had changed the default
password on their router. On this question “Do you have a strong and unique password on
your router…?”, 64 % of those who are very interested in technology, 44 % of those who are
somewhat interested and 31 % of those who are not interested, answered that they have a
strong and unique password on their router. This indicates an ignorance where people believe
that the default passwords that looks like a strong and unique password (ex. Q7pfeg638kl35)
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is a secure password, and one that can be retained. But this is not the case. From the literature
study, it was found that there exist catalogues of all default passwords on the Internet – not
changing the default password on the router makes it an easy target for an attacker.

Don’t
remember/don’t
know
0%
10 %

I don’t have
Wi-Fi at home

No

Yes

Very interested
0%
31 %
69 %
Somewhat
6%
62 %
22 %
interested
Not interested
23 %
15 %
54 %
8%
Only 8 % of those who are not interested in technology have changed the default password on
their Wi-Fi. 22 % of those who are somewhat interested have changed the default password,
whereas 69 % of those who are very interested in technology have changed the default
password on their Wi-Fi.
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I haven’t
changed the
default
password
12 %
46 %

I don’t have
Wi-Fi at home

No, I use a
password that is
easy to
remember
21 %
10 %

Yes, of course!

Very interested
0%
67 %
Somewhat
6%
38 %
interested
Not interested
54 %
15 %
23 %
8%
On the previous question “Have you changed the default password on your Wi-Fi”, 22 % of
those who are somewhat interested in technology answered that they had changed the default
password. But on this question “Do you have a strong and unique password on your Wi-Fi
…?”, 38 % of those who are somewhat interested in technology answered that they do have a
strong and unique password on their Wi-Fi.
The same situation (where people seem to think that the default password is a secure one)
occurred in the Somewhat interested category as on the same two question above regarding
the router. But this time, the theory does only apply on the Somewhat interested category and
not all three.
To get a clearer picture of the analysed results above, a table with all the questions analysed in
this section will be provided; with the percent of people who answered yes in each of the three
categories “Very interested”, “Somewhat interested” and “Not interested”.
Do you update your routers
firmware regularly?
Have you changed the default
password on your router?

Very interested Somewhat interested
29%
4%

Not interested
0%

60%

15%

26%
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Do you have a strong and unique 64%
44%
31%
password on your router…?
Have you changed the default
69%
22%
8%
password on your Wi-Fi?
Do you have a strong and unique 67%
38%
8%
password on your Wi-Fi…?
Average amount of yes answers:
58 %
27 %
16 %
The table above presents the average amount of yes answers for each category (very
interested, somewhat interested and not interested in technology) based on the questions in
this chapter. The average amount of yes answers from those who have answered that they are
very interested in technology is 58 %. The average amount of yes answers drops to 27 %
when it comes to those who have answered that they are somewhat interested. The percentage
of average amount of yes answers drops even further down, to 16 % to be precise, when it
comes to those who are not interested in technology. From the analyse above, one can
conclude that people who have a greater interest in technology are also more aware of
updating their routers firmware, changing the default password and having a strong and
unique password on both their router and Wi-Fi.

6.2.2 Security Regarding Internet of Things Devices

0
7%

1-2
24 %

3-5
26 %

6-8
29 %

9-10
2%

Over 10
12 %

Very
interested
Somewhat 10 %
28 %
38 %
18 %
0%
6%
interested
Not
8%
38 %
38 %
0%
8%
8%
interested
The largest share of those who are very interested in technology has between 6-8 devices. Of
those who are somewhat interested, most have answered that they have between 3-5 devices.
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Among those who are not interested, most have answered that they have between 1-2 or 3-5
devices in their home. These results do not show a clear correlation between interest and
number of IoT devices, which is why it will not be used further in the analysis below.

Don’t
It is not possible to
No
Not on all, but on
remember/don’t
change the password
some of them
know
on my device(s)
Very interested 2 %
17 %
31 % 10 %
Somewhat
6%
14 %
32 % 14 %
interested
Not interested 15 %
23 %
23 % 23 %
40 % of those who are very interested in technology answered that they have a strong and
unique password on all their IoT devices. 34 % of those who are somewhat interested
answered the same. Only 15 % of those who are not interested in technology answered that
they have a strong and unique password on all their IoT devices. The table above shows that
those who are more interested in technology tends to have a stronger and more unique
password on their IoT devices than those who are not interested.
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Yes

40 %
34 %
15 %

Never
Sometimes
Yes, after a while
Yes, immediately!
Very interested 7 %
14 %
43 %
36 %
Somewhat
16 %
32 %
26 %
26 %
interested
Not interested 31 %
31 %
31 %
7%
This table shows, like the tables above, that if you are very interested or somewhat interested
in technology you are more likely to update your IoT devices immediately when a new
software update is available. Only 7 % of those who are not interested in technology updates
their devices immediately. But on this table, it might be more useful to look at how the
percentage distribution looks in the answer “Never”. 7 % of those who are very interested
answered that they never update their IoT devices when a new software update is available.
16 % of those who are somewhat interested also answered that they never update their IoT
devices. A total of 31 % of those who are not interested in technology answered that they
never update their devices.
The table above follows the same pattern as all the other questions that have been analysed.
So far, the security level of the router, Wi-Fi and IoT devices seems to depend a lot on how
interested in technology the person is.
To get a clearer picture of the analysed results above, a table with all the questions analysed in
this section; with the percent of people who answered yes in each of the three categories
“Very interested”, “Somewhat interested” and “Not interested”.

Very interested Somewhat interested
Do you have a strong and unique 40 %
34 %
password on all of your Internet
of Things devices…?

Not interested
15 %
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Do you update your Internet of
Things devices when a software
update is available?

36 %

26 %

7%

38 %
30 %
11 %
In the next chapter, an analyse will be done on the results from the section “The Security and
Safety Risks with internet of Things Devices”.
Average amount of yes answers:

6.2.3 The Security and Safety Risks with Internet of Things Devices

Did you know that your Internet of Things device(s) is able
to collect and store information about you?
No
Yes
Very interested
2%
98 %
Somewhat interested
24 %
76 %
Not interested
38 %
62 %
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Are you aware that this information can be sold to other
corporations for purposes not granted by you?
Very interested
12 %
88 %
Somewhat interested
36 %
64 %
Not interested
62 %
38 %
The table above presents answers from the questions “Did you know that your Internet of
Things device(s) is able to collect and store information about you?” and “Are you aware
that this information can be sold to other corporations for purposes not granted by you?”.
98 % of those who are very interested in technology answered that they do know that IoT
devices are able to collect and store information about them. 76 % of those who are
somewhat interested and 62 % of those who are not interested in technology answered that
they are aware of it. These numbers indicate that the more interest you have in technology, the
more knowledge you have regarding this question. The next question reduces the number of
yes answers. The question asks if the respondents are aware that the collect information about
them can be sold to other corporations. 88 % of those who are very interested in technology
answered that they are aware of this – 98 % of the same crowd answered yes on the previous
question. 64 % of those who are somewhat interested in technology answered that they are
aware that the collected information can be sold to other corporations whereas 76 % of the
same crowd answered yes on the previous question. 38 % of they who have answered that
they are not interested in technology have also yes on the second question – 62 % answered
yes on the first question.
Based on these figures, an assumption can be made that people generally have good
knowledge about the fact that the IoT devices collects and stores information about them, but
they have less awareness regarding where this information can end up and what it can be
used for.
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Did you know that your Internet of Things device(s) can record your daily routines,
such as when you leave and arrive at home, when you go to work, etc?
No
Yes
Very interested
17 %
83 %
Somewhat interested
36 %
64 %
Not interested
69 %
31 %
Are you aware that this information can end up in the wrong hands and potentially be
used to plan burglaries or other crimes against you?
Very interested
12 %
88 %
Somewhat interested
40 %
60 %
Not interested
54 %
46 %
83 % of those who are very interested have knowledge about that IoT devices can record their
daily routines. When it comes to those who are somewhat interested in technology, 64 %
have answered that they had knowledge about this. The numbers drop significantly when it
comes to those who answered that they have no interested in technology. Only 31 % did
know that their IoT devices could record their daily lives.
On the second question in the table above, “Are you aware that this information can end up in
the wrong hands and potentially be used to plan burglaries or other crimes against you?”, the
percent of people who answered yes on this question increased in both the “very interested”
and “not interested” category. An interpretation can be made about this result; fewer people
knew that IoT devices could be used to record people’s daily routines, but more people
understood that if this information is possible to collect it can be used for planning burglary or
similar crimes. This might however be within the margin for error, since it doesn’t apply on
the group of people who are somewhat interested in technology. More people of that group
answered that they knew that their IoT devices can record their daily lives, but fewer
answered that they are aware about what this information can be used for, i.e. the planning of
burglary or other crimes.
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Did you know that your Internet of Things device(s) can record or spy on you (using
microphone, camera or other sensors)?
No
Yes
Very interested
10 %
90 %
Somewhat interested
44 %
56 %
Not interested
69 %
31 %
Are you aware that this information can end up in the wrong hands and potentially be
used to blackmail you?
Very interested
14 %
86 %
Somewhat interested
40 %
60 %
Not interested
54 %
46 %
Of those who are very interested in technology, 90 % answered yes on the question “Did you
know that the Internet of Things device(s) can record or spy on you…?”. But this number
drops to 86 % when asking if they are aware that this information can be used to blackmail
them. It is the other way around when it comes to the “Somewhat interested” and “Not
interested” category. They who are somewhat interested, 56 % answered yes to the first
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question whereas 60 % answered yes to the second question. The same goes for those who
are not interested. 31 % answered yes on the first question, and 46 % answered yes on the
second question. So, in this case, those who are very interested in technology are aware that
their IoT devices can be spying on them, but fewer people are aware about what this
information can be used for. The other way around applies to the two other categories
(somewhat interested and not interested). Fewer people knew that their IoT devices can be
spying on them, but more people understood that this information can be used against them.
These numbers might however be within the margin for error since it is not a huge difference
in percent.

No
Yes
Very interested
29 %
71 %
Somewhat interested
42 %
58 %
Not interested
62 %
38 %
Just like in the previous questions, those who are very interested in technology are those who
have the most knowledge about the consequences of letting in IoT devices into their homes.
But on this question, “Did you know that your Internet of Things device(s) potentially can be
used for coordinated hacker-attacks (DDoS-attacks)?”, the yes answers drops even within
those who are very interested in technology. Within this category of people, 80-98 % have
answered yes on all previous questions regarding the security and safety risks with Internet of
Things devices. But on this question, only 71 % answered yes. I would assume that this may
depend on that it is not as well known that hackers who conduct DDoS attacks can take
advantage of peoples IoT devices. We can also find a slight reduction of yes answers when it
comes to people who are somewhat interested in technology, whereas they who are not
interested is about the same, if not even a slightly increase of yes answers.
To get a clearer picture of the analysed results above, I will provide a table with all the
questions analysed in this section together with the percent of people who answered yes in
each of the three categories “Very interested”, “Somewhat interested” and “Not interested”.

43

Did you know that your Internet
of Things device(s) is able to
collect and store information
about you?
Are you aware that this
information can be sold to other
corporations for purposes not
granted by you?
Did you know that your Internet
of Things device(s) can record
your daily routines…?
Are you aware that this
information can end up in the
wrong hands and potentially be
used to plan burglaries or other
crimes against you?
Did you know that your Internet
of Things device(s) can record
or spy on you…?
Are you aware that this
information can end up in the
wrong hands and potentially be
used to blackmail you?
Did you know that your Internet
of Things device(s) potentially
can be used for coordinated
hacker-attacks (DDoS-attacks)?
Average amount of yes answers:

Very interested Somewhat interested
98 %
76 %

Not interested
62 %

88 %

64 %

38 %

83 %

64 %

31 %

88 %

60 %

46 %

90 %

56 %

31 %

86 %

60 %

46 %

71 %

58 %

38 %

86 %

63 %

42 %
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6.2.4 Summary of The Survey Analysis
Throughout the analysis above we have seen indications that the more interested in
technology a person is, the more actions a person takes to protect herself/himself and her/his
IoT devices. In the previous section, “The Security and Safety Risks with Internet of Things
Devices”, the answers regarding awareness of the risks with IoT devices was analysed.
Compared to the answers that was analysed in the two other sections, “Router and Wi-Fi
Security” and “Security Regarding Internet of Things Devices, much more people answered
yes on the questions asked in that section (see section “The Security and Safety Risks with
Internet of Things Devices” for detailed view).
The Security and Safety Risks with Internet of Things Devices
Very interested Somewhat interested Not interested
Average amount of yes answers:
86 %
63 %
42 %
The table above presents the average amount of yes answers of the questions asked in the
section “The Security and Safety Risks with Internet of Things Devices”. These answers
indicate, which are mentioned above, that those who are more interested in technology also
are more aware of the risks with IoT devices.
The average amount of yes answers from those who are very interested in technology was 86
%. This means that 86 % in an average are saying that they are aware about the security,
privacy and safety risks with IoT devices. But when the same category of people is asked if
they are actively protecting their router and Wi-Fi, only 58 % in an average answer that they
are.
Router and Wi-Fi Security
Very interested Somewhat interested Not interested
Average amount of yes answers:
58 %
27 %
16 %
The percentage drops even further when the same category of people is asked if they are
protecting their IoT devices. Only 38 % in an average of those who are very interested in
technology, answered that they update their IoT devices firmware when a new update is
available and that they have a strong and unique password on all their IoT devices.
Security Regarding Internet of Things Devices
Very interested Somewhat interested Not interested
Average amount of yes answers:
38 %
30 %
11 %
The numbers from the table “The Security and Safety Risks with Internet of Things Devices”
implies that people who are very interested in technology are aware of how their IoT devices
can be attacked or hacked. But the numbers from the tables “Router and Wi-Fi Security” and
“Security Regarding Internet of Things Devices” implies that people are not aware of how
they should protect themselves and their homes from hackers. With this information, can
one conclude that people are aware of the risks when they still choose to not protect
themselves’ from the risks and consequences that IoT devices may bring? One reason why
people don’t protect themselves sufficiently could be that they don’t understand on what scale
the hackers could complicate or impact their lives. Another reason, that is connected to the
one above, could be that they don’t care about the risks they are exposed to through their
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insecure IoT devices. The same theory also applies on people who are “Somewhat interested”
and “Not interested” in technology, but with lower percentages.
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7. Conclusion
The security, privacy and safety risks related to IoT that was identified in this study were
DDoS attacks made with IoT devices, espionage and eavesdropping. Another risk was that
personal data can be stolen and used to harm the user in different ways, for example identity
theft, hijack mail and social accounts, plan and commit burglary and blackmailing.
The awareness of the risks related to IoT devices correlates with how interested a person is of
technology. The more interested a person is of technology, the better awareness the person
have regarding the risks associated with IoT devices. Even though many people are aware of
the risks related to IoT devices, they don’t protect neither their router nor their IoT devices
actively. This is because people don’t know how they can protect their router or devices.
The users of IoT devices can minimize the risks of being hacked or attacked by protecting
their router and IoT devices. To actively protect the router and IoT devices, this result of the
study recommends the user to:
x
x
x
x
x
x

Update the routers firmware and install software patches when updates are available
Use strong and unique router as well as Wi-Fi password
Update the IoT devices firmware and install software patches when updates are
available
Have a strong and unique password on all IoT devices
Buying IoT devices from well-known and established brands
Replace older IoT devices with newer models

Manufacturers can also help to make a safer device. This is accomplished by continuously
releasing new firmware/patch updates. But it is not enough that they release new updates. The
users of the device must update their device when the new update is available. In order to help
the users, remember to do all the safety steps described above, manufacturers could send with
a sheet regarding what risks IoT devices may bring and how the user can protect themselves
from these security, privacy and safety risks.
The survey in this study is based on 105 answers and has only been shared through Facebook.
Therefore, the survey may have not reached those people who are not interested in
technology. If more people have had answered on the survey, and if the survey would have
been shared in real life, the answers may would have looked different.
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8. Future Work
For future work I would recommend doing studies regarding how manufactures can design
and create a safer device – and maintain it safe for the users. For further studies, it would also
be interesting to investigate how companies who sells IoT devices store the data about their
users – how well do they protect all the collected data?
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10. Annexes
In this subsection, the survey questions will be presented. All the questions were multiple
choice questions and all of them were mandatory. It was only possible to select one answer on
each question.

10.1 The Survey
I am a Software Engineering student at Blekinge Institute of Technology, and I would like to
ask you to answer some questions regarding Internet of Things and security.
Internet of Things is a new technology that enables connectivity between many of our
everyday devices and appliances such as smart tv, refrigerator, coffee maker, home alarm and
light bulbs.
Internet of Things is a technological breakthrough that is completely revolutionizing our daily
life. The technology behind as well as the increased number of connected devices will provide
great opportunities. It will however also induce both challenges and risks.
My main goal with this survey is to investigate how conscious people in Sweden are
regarding the risks related to connecting their homes to the Internet.
Thank you for taking your time and participating!
Best regards,
Emmie

Information About You
1. How old are you?
- 17 or younger
- 18-25
- 26-35
- 36-45
- 46-55
- 56-65
- 66-75
- Over 75

2. Your gender?
- Female
- Male
- Prefer not to say
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3. How interested are you in technology?
- Very interested
- Somewhat interested
- Not interested

Router and Wi-Fi Security
4. Do you have a router at home?
- Yes
- No
- Don’t know

5. Do you update your routers firmware regularly?
- Yes
- It happens sometimes but not so often
- No
- I don’t have a router

6. Have you changed the default password on your router?
- Yes
- No
- Don’t remember/don’t know
- I don’t have a router

7. Have you changed the password on your router during the past 12 months?
- Yes
- No
- Don’t remember/don’t know

8. Do you have a strong and unique password on your router (8+ characters, at least 1
special, large and small character, not containing words or phrases such as hello123,
names, etc.)?
- Yes of course!
- No, I use a password that is easy to remember
- I haven’t changed the default password
- I don’t have a router

9. Have you changed the default password on your Wi-Fi?
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-

Yes
No
Don’t remember/don’t know
I don’t have Wi-Fi at home

10. Have you changed the password on your Wi-Fi during the past 12 months?
- Yes
- No
- Don’t remember/don’t know
- I don’t have Wi-Fi at home

11. Do you have a strong and unique password on your Wi-Fi (8+ characters, at least 1
special, large and small character, not containing words or phrases such as hello123,
names, etc.)?
- Yes of course!
- No, I use a password that is easy to remember
- I haven’t changed the default password
- I don’t have Wi-Fi at home

Security Regarding Internet of Things Devices
In this study I am only interested of Internet of Things devices that exists in your home.
An Internet of Things device is a device that can be connected to the internet and monitored
and/or controlled usually through a mobile app.
Examples of Internet of Things devices that can exist in your home:
coffee maker, home alarm/security system, refrigerator, light bulbs, smart air conditioners,
smart thermostat, smart plug, smart speaker (for example Google Home), smart toothbrush,
etc.

12. How many Internet of Things devices do you have in your home?
- 0
- 1-2
- 3-5
- 6-8
- 9-10
- Over 10
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13. Have you changed the password on all of your Internet of Things devices during the
past 12 months?
- Yes
- No
- Not on all, but on some of them
- Don’t remember/don’t know
- It is not possible to change the password on my device(s)

14. Do you have a strong and unique password on all of your Internet of Things devices
(8+ characters, at least 1 special, large and small character, not containing words or
phrases such as hello123, names, etc.)?
- Yes
- No
- Not on all, but on some of them
- Don’t remember/don’t know
- It is not possible to change the password on my device(s)

15. Do you use the same password on all of your Internet of Things devices?
- Yes
- No
- Not on all, but on some of them
- Don’t remember/don’t know

16. Do you update your Internet of Things devise when a software update is available?
- Yes, immediately!
- Yes, after a while
- Sometimes
- Never

The Security and Safety Risks with Internet of Things Devices
17. Did you know that your Internet of Things device(s) is able to collect and store
information about you?
- Yes
- No

18. Are you aware that this information can be sold to other corporations for purposes not
granted by you?
- Yes
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-

No

19. Did you know that your Internet of Things device(s) can record your daily routine,
such as when you leave and arrive at home, when you go to work etc?
- Yes
- No

20. Are you aware that this information can end up in the wrong hands and potentially be
used to plan burglaries or other crimes against you?
- Yes
- No

21. Did you know that your Internet of Things device(s) can record or spy on you (using
microphone, camera or other sensors)?
- Yes
- No

22. Are you aware that this information can end up in the wrong hands and potentially be
used to blackmail you?
- Yes
- No

23. Did you know that your Internet of Things device(s) potentially can be used for
coordinated hacker-attacks (DDoS-attacks)?
- Yes
- No
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