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I 
 

ABSTRACT 
 
The appearance of Voice over IP (VoIP) revolutionized the telecommunications word, this technology 
delivers voice communications over the internet protocol (IP) networks instead of the public switched 
telephone network (PSTN), calls can be made between two VoIP phones as well as between a VoIP 
phone and an analog phone connected to a VoIP adapter [1]. The use of this technology gives access to 
more communication options compared to the conventional telephony but the users face different 
problems, mostly connectivity and performance issues related to different factors such as latency and 
jitter [2], these factors affect directly the call quality and can result in choppy voice, echoes, or even in a 
call failure. 
 
The main objective of this work was to create a tool for automatic analysis and evaluation from packet 
traces, identify connectivity and performance issues, reconstruct the audio streams and estimate the call 
quality. 
 
The results of this work showed that the objectives sated above are met, where a tool that automatically 
analyzes VoIP calls is created, this tool takes non encrypted pcap files as input and returns a list of calls 
with different parameters related to connectivity and performance such as delay and jitter, it does as well 
reconstruct the audio of every VoIP stream and plots the waveform and spectrum of the reconstructed 
audio for evaluation purposes. 
 
 
Keywords: VoIP, connectivity and performance issues, call quality, packet traces. 
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1 INTRODUCTION 
 

Voice over IP (VoIP) is a method for making phone calls over the internet where the voice is 
digitalized and sent over the internet protocol (IP) networks, this revolutionary technology 
changed completely the world’s phone systems as it did introduce a new way for voice 
transmission and it allows the integration of more communication options with low cost compared 
to traditional telephony, all of this made the use of VoIP expand quickly and gain a bigger place in 
the market [3], but as stated in the abstract the users of this technology still face some problems, 
mostly connectivity and performance issues caused by different parameters such as jitter, and 
packet loss, these issues have a big impact on the call quality therefore it is very important to 
detect and analyze them. 
 
This project is about creating a tool that can automatically identify and analyze connectivity and 
performance issues of VoIP calls by looking at the parameters that cause them (Codec used, 
Delay, Jitter..) and the impact they have on the call quality. 

 
1.1 AIMS AND OBJECTIVES 

 
Automatically analyze and evaluate VoIP calls from a trace file by identifying the parameters 
that cause connectivity and performance issues and finding out how these issues affect the 
quality of the calls. 

 Create a tool to automatically identify, analyze and evaluate VoIP calls, from packet traces 
- Identify connectivity and performance issues. 
- Estimate the call quality. 

 
1.2 RESEARCH QUESTIONS 

 
1.2.1 What connectivity issues can be identified from a packet trace? 
1.2.2 Is it possible to reconstruct the audio from a packet trace? 
1.2.3 If the reconstruction of the voice stream is possible, how can the quality of the    

   the call be evaluated? 
1.2.4 If the reconstruction of the voice stream is not possible: 
          - Can the call quality be evaluated then?  

- If the quality evaluation is possible, what would be the appropriate method to do that? 
 

1.3 APPROACH 
 
To be able to answer the research questions and fulfill the aims and objectives stated above a 
mixed methods approach is used, this involves the use of quantitative and                   
qualitative methods [4], The quantitative method is used to understand the requirements of 
VoIP technology and deal with data that has a numerical aspect while the qualitative method is 
used to gain a deep knowledge about the different components of VoIP, analyze and evaluate 
these components.  
 
The first phase of this approach consists of conducting a literature study to gather information 
about VoIP technology, and get an extensive understanding of the current knowledge related 
to our project, after that an implementation process is taking place to build a tool that is used 
to automatically detect and analyze connectivity and performance issues in VoIP calls, the 
final process is testing and evaluation where  the created tool is used to analyze and evaluate 
calls that will be made in different scenarios. 
 
More details about the different phases can be found in chapter 4. 



 

2 
 

2 BACKGROUND: 
 
The evolution of the telephone services gave birth to different technologies that revolutionized 
the telecommunications word. the first telephones were connected in pairs where each phone was 
wired to the locations that the user wants to reach, then telephone exchange appeared giving the 
users the possibility to reach any phone in service in the local area [5], later on a network to carry 
voices was created and was upgraded in the end of the 20th century by using techniques such as 
Digital Subscriber Line (DSL) [6] in order to improve the handling of the traffic. In 1995 
VocalTec released the first voice over IP (VoIP) service [7] to make it possible for the users to 
make a voice call over the internet, this technology started a new era in the telecommunication 
world as it allows the users that have access to internet to make free calls worldwide.  
 
In this chapter we are presenting VoIP technology and explaining how this technology functions, 
we are explaining the different components of VoIP as well with a focus on the ones that are 
related to our topic. 

 
2.1 VOICE OVER IP (VoIP) 

 
Voice over Internet Protocol (VoIP), also called IP telephony is the technology used for 
delivering voice over the internet by converting the analog audio signals which are the 
signals that we hear when we talk on the phone into digital signals and transmitting them as 
IP packets over different IP networks.  
 
IP networks are communication networks such as Local Area Network (LAN), Intranet, and 
Internet that use internet protocol (IP) to send and receive data between different devices, 
every one of these devices has a unique IP address which is used to communicate with the 
other hosts. IP networks carry different data types therefore it is very important to be able to 
prioritize the different traffic types in case voice is carried with other data to ensure that the 
voice service is unaffected by other traffic flows [8]. 

              
A typical VoIP setup consists of IP phones and a call processing server as shown in Figure 1. 
The call processing server also known as IP PBX is the main part of the VoIP system as it is 
the one that routes the calls and the different frames from one phone to another, this server 
contains the extensions, the supported codecs, and all the information related to the IP 
phones. The call processing servers are usually software based but may also be based on 
router platforms [8]. 
 

 
Figure 1: Basic example of a VoIP setup 
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VoIP could be applied to almost any voice communication requirement by using different 
components that allow the conversion of data from one type to another, figure 2 shows the 
major components of VoIP. 
 

 
Figure 2: VoIP components 

 
 
-Analog Telephone Adaptor (ATA):  
The ATA is an analog to digital converter that allows us to connect a traditional analog 
phone to a VoIP network, it takes the analog signal from the analog phones and converts it 
into a digital signal that could be transmitted over the internet [9] [10].  

 
-IP Phones: 
These are special phones that have a shape of a normal traditional phone, but equipped with 
special software, and instead of having the standard registered jack (RJ 11) telephone 
connectors they have RJ 45 Ethernet connectors that allows them to connect directly to the 
router and handle VoIP calls [9] [10]. 
 

-Softphones: 
This is software that is offered (most of time) for free or for a very low cost by different 
companies, they can be installed on different devices such as computers or smart phones, 
and they allow us to make VoIP calls for free worldwide [9] [10]. 

 
-VoIP Gateway:  
Also named PSTN gateway which is a device that is used to interconnect the internet to the 
public switched telephone network (PSTN), in other words it connects the VoIP phone 
system to the traditional phone lines. 
If the voice traffic is originating from the PSTN, the VoIP gateway converts the analog 
signals into digital signals for transmission over the IP network, and if the voice traffic is 
originating from an IP network the gateway decompresses the digital packets into digital 
signals that are converted into analog signals for transmission across the PSTN [9] [10]. 
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2.2  VoIP PROTOCOLS 

 
Protocols are a masterpiece in VoIP technology as they determine how all of the VoIP 
components interact between them, VoIP uses different protocols some of them are used to 
advertize details regarding transport addresses, and other ones are used for the transmission 
of the packets.  
 
2.2.1 Session Initiation Protocol (SIP) 

 
SIP is an application layer protocol used to initiate, maintain, and terminate 
communication sessions in VoIP applications, it works in conjunction with other 
protocols such as Session Description Protocol (SDP) and Real-Time Transport 
Protocol (RTP) for the transmission of the VoIP streams [11]. This protocol is defined 
in RFC 3261[12]. 
 
SIP is the protocol that is used in this project as it is one of the protocols that are 
mostly used in the VoIP systems of nowadays. 

 
2.2.1.1 SIP messages 
 

As it is shown in Figure 3, a simple SIP session is established by exchanging 
messages between the endpoints; these messages are divided into two types, 
requests and responses [11]. 

 

                  
              Figure 3: Sample of SIP messages 

 
 

          - SIP requests 
             

These requests are also called methods and they are used to request specific 
actions in order to initiate a SIP transaction between two SIP entities, there is 
six original methods in SIP [11]: 
 
INVIT  
 
This method indicates that a user agent is invited to participate in a session. 
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REGISTER 
 
This method is used by clients to register location information with servers 
according to the addresses in the header. 
 
ACK 
 
This method indicates that the INVIT request is confirmed by an entity. 
 
OPTIONS 
 
This method is used to query the endpoints capabilities. 
 
BYE 
 
This method is sent to indicate the termination of the call. 
 
CANCEL 
 
This method is used to cancel any request in progress. 

 
          - SIP responses 
 

These responses are a three-digit codes generated by SIP servers to reply to a 
request generated by SIP clients, there are six classes of SIP responses [11]: 
 
1xx: Informational responses 
 
These responses also known as provisional responses; they start with the 
number 1 followed by two digits, and indicate the status of the call prior to 
completion. 
 
2xx: Success responses 
 
These responses start with the number 2 followed by two digits and indicate 
that the request has succeeded. 
 
3xx: Redirection responses 
 
These responses start with the number 3 followed by two digits, they are used 
to inform the client that it needs to retry the request to another server. 
 
4xx: Client error responses 
 
These responses start with the number 4 followed by two digits and indicate 
that the request has failed because of an error caused at the client, the client 
may retry the request but it needs to be modified according to the response. 

 
5xx: Server failure responses 
 
These responses start with the number 5 followed by two digits, and indicate 
that the request has failed because of an error at the server, the client may 
retry the request to another server. 
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6xx: Global failure responses 
 
These responses start with the number 6 followed by two digits, and indicate 
that the request has failed, the request cannot be tried again. 

 
2.2.2 Real-Time  Transport Protocol  (RTP) 

             
RTP is a network protocol used to deliver audio over the IP networks, as it’s 
mentioned above signaling protocols such as SIP work in conjunction with RTP in 
order to deliver the VoIP streams, so before an RTP stream starts, a connection 
between two entities needs to be established, and once a connection is established the 
RTP packets start to flow between the endpoints in both directions, the data 
contained in these packets is obtained from a codec operation where the voice is 
sampled per the codec before to be placed in the RTP packets. RTP runs over the 
User Datagram Protocol (UDP) and uses a control protocol RTCP to monitor the 
transmission statistics and the quality of service (QoS). A sample of an RTP packet is 
shown in Figure 4 [10]. 
RTP is defined in RFC 3550 [13]. 
 

 
                   Figure 4: Sample of an RTP packet 

 
Src: The source address of the RTP packet. 
 
Dst: The destination address of the RTP packet.  
 
Src Port: The source port of the RTP packet. 
 
Dst Port: The destination port of the RTP packet. 
 
Payload type: The audio codec used to generate the voice frames (codecs are 
                       explained below in the section 2.3). 
 
Payload: The data (voice frames) contained in the packet. 

 
2.2.3 RTP Control Protocol (RTCP) 

 
RTCP is used to monitor the transmission statistics (delay, Packet loss …), and 
provide the quality of the RTP stream, where the senders provide information about 
the RTP stream and the receivers provide feedback to the sender, this exchange of 
information between the endpoints is accomplished thanks to the sender and receiver 
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report messages [10]. The main functionality and structure of this protocol is defined 
in RFC 3550 [13]. 
 
RTCP gives every endpoint in an RTP session a canonical name (CNMAE) that 
doesn’t change during the transmission process so that these endpoints can be 
uniquely identified and associated with their RTP media stream [10]. 
 
The RTCP messages are divided into 5 types [10]:  
 
Sender Report (SR) 
 
The sender report is characterized by the value 200, and it is sent by the active senders 
to report transmission and reception statistics. 
 
Receiver Report (RR) 
 
The receiver report is characterized by the value 201, and it is issued by the session 
participants that receive RTP packets but do not send, it informs all the participants 
about the quality of service.  
 
Source Description (SDES) 
 
The SDES is characterized by the value 202, it informs all the participants about the 
CNAME of the endpoints, their names, phone numbers and other information. 
 
GOODBYE (BYE) 
 
Goodbye is characterized by the value 203, this message indicates that a media source 
is no longer active.  
 
Application Specific (APP) 
 
The APP is characterized by the value 204, this message is called Application defined 
packet and it is intended for experimental use. 
 

2.2.4 User Datagram Protocol (UDP) 
 

UDP is a transport layer protocol that carries SIP messages in a single packet or UDP 
datagram as it’s shown in Figure 5, where a SIP BYE request is exchanged during a 
SIP session. The datagram could be lost along with the SIP message as UDP lacks 
handshaking or acknowledgement, and it doesn’t offer a congestion control. However 
UDP gets read of the affected datagrams, allowing SIP to assume that a received 
message is error free and complete [11]. 
 
UDP provides a simple and quick communication way for user agents and servers, it 
is frequently used in live broadcasting, online gaming, and in VoIP applications where 
it encapsulates both RTP and RTCP [11]. 
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Figure 5: SIP BYE request exchanged during a SIP session 
 
 

2.2.5 Session Description Protocol (SDP) 
 

SDP is used to describe multimedia sessions for the purpose of session 
announcement, session invitation, and parameter negotiation, so basically it’s a set 
of rules that defines how a session can be setup between different endpoints. An 
SDP session consists of a number of lines in the form of <type>=<value> where 
<type> is a one case significant character, and <value> is a structured text whose 
format depends on the <type>, Figure 6 shows an example of an SDP session 
description [10][14]. 
 

 
Figure 6: Example of an SDP session description. 

 
An SDP message contains three main parts, session description, time description, 
and media description [10][14]:  
Optional values are marked with * 

 
  Session description 
 
         v=  (protocol version) 



 

9 
 

         o=  (originator and session identifier) 
         s=  (session name) 
         i=* (session information) 
         u=* (URI of description) 
         e=* (email address) 
         p=* (phone number) 
         c=* (connection information -- not required if included in 
              all media) 
         b=* (zero or more bandwidth information lines) 
         One or more time descriptions ("t=" and "r=" lines, see below) 
         z=* (time zone adjustments) 
         k=* (encryption key) 
         a=* (zero or more session attribute lines) 
         Zero or more media descriptions 
 
      Time description 
 
         t=  (time the session is active) 
         r=* (zero or more repeat times) 
 
      Media description, if present 
 
         m=  (media name and transport address) 
         i=* (media title) 
         c=* (connection information -- optional if included at session level) 
         b=* (zero or more bandwidth information lines) 
         k=* (encryption key) 
         a=* (zero or more media attribute lines) 
 

 
2.3 VoIP CODECS  

 
The audio streams that are created when we speak into a microphone start off as analog 
signals then they are converted into a digital form for transmission, and then converted back 
into analog signals that could be understood by the human ear, so in every call whether on a 
traditional telephony system or on VoIP system this process is taking place. VoIP uses 
codecs (coder-decoder) to convert audio signals into compressed digital form for 
transmission and then back to uncompressed audio signals, there are different codecs with 
different specifications that could do the conversion process, and most of the ones used by 
VoIP systems are standardized in the International Telecommunications Union-Telecom 
(ITU-T) recommendations [10]. 
 
Depending on the codecs supported by the endpoints when a call is initiated, a codec 
negotiation process is taking place to determine the codec that will be used in the 
communication, and the codec selected affects directly the call as it determines the bandwidth 
used and the sound quality, this negotiation can also result in a codec mismatch that causes 
serious problems [10][15]. 
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Codec Bandwidth (kbps) Comments 

G711 

 

64 This codec provides the best overall performance in both 
traditional and VoIP systems even in the presence of 
latency and packet loss, But it consumes the greatest 
amount of network bandwidth at 64Kbps. This is not a 
problem for LANs, but it can stress WAN connections. 
There are two different versions of G.711: G.711 μLaw 
(Mu-Law) and G.711 A-Law, they are similar but have 
slight differences in the detail of the signal. μ-Law is 
deployed in North America and Japan, while A-Law is 
used in Europe and elsewhere. 

G722 
 

48/56/64 This codec adapts to varying compressions and bandwidth, 
it is not expected to outperform G.711, but it gets close. 
One of the real benefits of G.722 is that it has the ability to 
perform packet loss concealment. 

G726 
 

16/24/32/40 This codec provides good performance, although the 
processing delay is greater than G.711. So the question for 
its deployment would be, is the increase in latency worth 
the reduction in bandwidth usage? 

G729 8 This codec has excellent bandwidth utilization, and 
performs well, especially in the LAN environment. For 
WAN connections G.729 would have the same reservation 
as G.726. Is the exchange of latency increase and 
bandwidth conservation worth it? How does the 
connection perform when the codecs are changed? 

 
Table 1: Common VoIP Codecs 

 
 

2.4  QUALITY OF SERVICE (QoS) AND VoIP METRICS 
 
Quality of service is one of the most important parameters in the IP telephony services as it 
reflects their overall performance. To ensure a good call quality in VoIP, voice packets 
should not be dropped, excessively delayed, or have a high jitter as VoIP is extremely 
sensitive to these factors, so the major factors to consider in VoIP are packet loss, delay, and 
jitter [1][8]. 

 
 Packet loss 

          
Packets can be dropped due to many reasons, for instance during network congestion, 
routers and switches can overflow their queue buffers and be forced to discard packets. 
VoIP is not tolerant of packet loss so it’s very important to not have lost packets while 
transmitting voice signals in order to have a reasonable voice quality and avoid losing parts 
of the original audio stream. 
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Even that packet loss is undesirable in VoIP, some loss can be tolerated when it’s spread 
over a large number of users, this depends also on the protocol used for the transmission of 
the packets as there is protocols that have retransmission capabilities, however, 
retransmissions are almost not helping because when the retransmitted packets arrive at the 
gateway they will no longer be relative to the reconstructed audio, so the reconstructed 
audio of the retransmitted packets will arrive too late and that would create disruptions in 
the audio quality. 

 
 Delay 
 
The delay or latency is the time it takes for the voice to travel between two endpoints, in 
other words it’s the time it takes for the voice to travel from the mouth of the caller to the 
ear of the callee, large delay values affect the call quality in terms of lack of synchronization 
between the speakers but it doesn’t really degrade the sound quality. The end to end one-
way delay is generally tolerated when it doesn’t exceed 150 ms. 
Some sources of delay are: 
 
Packetization delay: These delays are caused by the time it takes to put the data into a 
packet, so we can say the bigger the packet is, the longer time it takes to fill it with data. The 
codec used determines the value of packetization delay. 
 
Serialization delay: This is the time it takes to serialize a packet, so it’s the time it takes to 
put the digital data onto the physical interface. 
  
Propagation delay: This is the time it takes to an electrical or photonic signal to travel 
along a transmission medium. The speed of these signals is always slower than the speed of 
light. 
 
Queuing delay: This is the time a packet stays buffered while it waits for transmission, this 
delay occurs when the interface cannot handle the number of packets that are sent out.  

 
 Jitter 

 
Jitter is the variation of delay, we can define it as the time between a packet is expected to 
arrive and the actual arrival time. Figure 7 shows four transmitted packets that are supposed 
to arrive at their destination every 20 ms, we can see that packets P1 and P3 arrived as 
expected, but packet P2 arrived 12 ms later than expected, and packet p4 arrived 5 ms later 
than expected. 
 
Jitter affects the call quality as the VoIP gateway could discard packets that are arriving out 
of order which would cause gapes in the reconstructed audio, a small amount of jitter could 
be acceptable, but it should not exceed 30 ms. 
 

 
Figure 7: Jitter example 
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3 RELATED WORK 
       

A lot of research has been done on VoIP technology, some of them are focused on evaluating the 
Quality of Service (QoS) and the parameters related to that, other ones are focused on analyzing 
the effects of the different metrics ( Jitter, Packet loss…) on the call quality. 

 
Mohammad Behdadfar, Ehsan Faghihi, and Mohammad Ebrahim Sadeghi did make a study about 
the quality of service (QoS) parameters in VoIP, and they did present a new approach for 
improving VoIP quality by changing packet sizes, and codecs adaptively from the caller’s side in 
order to have a better quality on the receiver’s side. Their work is published on the research 
platform IEEE Xplore [16]. 
 
Lina Abou Haibeh, Nadir Hakem, and Ousama Abu Safia did make a study about the performance 
and quality of VoIP calls conducted through a Mobile Ad Hoc Network (MANET) for different 
codecs. Their work was about evaluating calls quality based on four quality of service (QoS) 
metrics which include delay, jitter, packet loss, and the mean opinion score (MOS) while using 
three codecs (G.711, G.727 and G.723.1), this study is published on the research platform IEEE 
Xplore [17]. 
  
Selvakumar Vadivelu did write his master thesis at the University of Bedfordshire about the evaluation 
of the Quality of Service (QoS) in VoIP where he did even compare various encoding techniques. His 
work consisted of creating a VoIP system with the use of a simulation tool (OPNET) and measuring 
different QoS parameters such as jitter and the mean opinion score (MOS) while using different 
codecs [18].  
 
Alexander F. Ribadeneira did write his master thesis at the Georgia State University about the 
Analysis of the MOS under Conditions of Delay, Jitter and Packet Loss. In his work he did 
analyze the effects of the different metrics ( Jitter, Packet loss…) on the call quality where he 
mainly used a technique called perceptual evaluation of speech quality (PESQ) [19] to measure 
the mean opinion score (MOS) [20]. 
 
These projects have a focus on the QoS in VoIP which makes them related to our work as we are 
analyzing connectivity and performance issues in VoIP, The first project proposes a new approach 
for improving VoIP quality, and the other ones measure the mean opinion score (MOS) which is a 
very good method that gives accurate results when it comes to VoIP call quality, and that is not 
calculated in our project where we are making an assessment on the call quality based on the 
values of the VoIP metrics (jitter, delay…) , and the plots of the waveform and the spectrum of the 
audio streams. The third project stated above uses a simulation tool to build a VoIP system while 
in our project real equipments are used which gives more realistic results. 
The tool that we did build can automatically analyze and evaluate VoIP calls from different PCAP 
files without human intervention and that’s a big advantage when it comes to troubleshooting 
VoIP systems, as its time saving and all VoIP calls can be analyzed regardless the scenario in 
which they are made as soon as they are based on the SIP protocol. 
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4 METHOD 
 

In this chapter we are explaining how we did conduct our project; how did we find the relevant 
information related to our topic and how did we use these information to design and implement 
the tool that is used to automatically analyze and evaluate VoIP calls from packet traces. 

 
4.1 LITERATURE STUDY     

 
In this part we are gathering information about VoIP, the way this technology functions, the 
different protocols and codecs used in VoIP, how to build a VoIP system, what has been done 
regarding the analyzes of connectivity and performance issues, how to identify these issues 
and what connectivity issues can be identified from packet traces. In order to do that an online 
search was made where we came across different materials, these materials are selected and 
filtered based on their sources and the background of their authors.  
 
A big part of the information is gathered from different books such as: 

“Voice over IP Fundamentals” [1], this book goes into the details of VoIP technology and 
explains how this technology is functioning, the authors Jonathan Davidson and James Peters 
work both at Cisco Systems for over than 10 years, the book is available at ciscopress.com. 

“Packet Guide to Voice over IP” [10], this book gives a big knowledge about the protocols 
and the architectures used by VoIP, the author Bruce Hartpence is a professor at Rochester 
Institute of Technology (RIT) and an author of two more books, the book is available at 
amazon.com.  

“SIP: Understanding the Session Initiation Protocol” [11], this book explains in details the SIP 
protocol and its different components, the author Alan B. Johnston has a doctorate in electrical 
engineering, and has worked at different universities. He has written five best-selling technical 
books and authored over thirty patents and international standards in real-time 
communications over Internet Protocol, the book is available at amazon.com. 

“Asterisk: The Future of Telephony, 2nd Edition” [21], this book contains all the information 
needed about Astersik, it explains how to install and configure Asterisk, and how to build a 
VoIP system using this server, the authors: 
Jim van Meggelen is President and CTO of Core Telecom Innovations, and has over 15 years 
of enterprise telecom experience. 
Jared Smith has more than a decade of professional systems administration and programming 
experience in the simulation, market research, and web analytics industries, he is an active 
member of the Asterisk community and a co-founder of the Asterisk Documentation Project. 
Leif Madsen is the CEO of LeifMadsen Enterprise, a documentation and consulting firm 
specializing in Asterisk. 
The book is available at amazon.com. 

 
To find out what has been done regarding our topic we did take a look at the research platform 
(IEEE Xplore) where we did find two interesting reports, the first one goes into the quality of 
service (QoS) parameters in VoIP and presents a new approach for improving                    
VoIP quality [16], and the second one discusses the performance and quality of VoIP calls for 
different codecs [17]. 
We did also consult research publication platforms of different universities that are available 
online, at the University of Bedfordshire repository we did find a report that discusses the 
evaluation of the Quality of Service (QoS) in VoIP [18], and on the research platform of 
Georgia State University we did find another very interesting report that discusses how VoIP 
call quality is affected by the different metrics (Jitter, Packet loss…) [20]. 
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Beside the books and the reports we did also search the net for useful documents and articles, 
we did consult different websites such as: 

The website of NetBeez which is a well know network monitoring platform that offers 
different products where we found the article “Impact of Packet Loss, Jitter, and Latency on VoIP” 
that explains the different metrics and their impact on VoIP [2].  

The webpage of the Internet Engineering Task Force (IETF) which is an organization that 
develops internet standards through open processes and publishes technical documents free  of 
charge, here we found different useful documents such as  RFC 4566  that explains in details 
the Session Description Protocol (SDP) and its different components [14]. 

The webpage of the Asterisk Project which is the source of all the information about Asterisk 
from which we retrieved very useful information regarding how to build a VoIP system using 
the Astersik server, how to create SIP user accounts and dialplans on Asterisk [22]. 

 
4.2 DESIGN 

 
Designing a tool to analyze and evaluate VoIP calls is a challenging task as there are a lot of 
requirements to take in consideration, and we need to have a good knowledge about VoIP. 
There are a lot of options to design such a tool, different type of packets can be filtered and 
analyzed from which different information can be extracted to calculate the VoIP metrics, in 
order to have accurate results and reduce the execution time we did filter the SIP packets from 
which we did extract the response codes in order to determine the failed calls, we did as well 
filter the RTP packets from which we retrieved different information such as the arrival time, 
the number and the length of these packets which are then used to calculate different VoIP 
metrics, the calculation of these metrics can also be done in different ways, using different 
formulas or using integrated functions that are available on the coding platforms, in order to 
ensure the accuracy of the results we did use simple an effective formulas, for instance we did 
calculate the inter frame gaps by subtracting the arrival times of the packets that are contained 
in the same stream: arrival time of packet(n+1) – arrival time of packet(n). 

 
Our tool takes pcap files as input, automatically extracts the VoIP streams contained in the 
files, and returns the following: 
 

- The failed calls, their source and destination IP addresses and their status codes. 
The failed calls are identified by comparing the SIP response codes (explained in section 
2.2.1.1) to the cause codes that are contained in a list, if there is a match between a status 
code (response code) and one of the cause codes, the call is considered as failed [23]. 

 
- The VoIP streams contained in the call,  their source and destination IP addresses, source 

and destination ports,  start and end times, codec in use, the number of the packets and 
their size in bytes, the minimum, average, maximum, and standard deviation of the inter 
frame gap and jitter. 
The tool does extract the VoIP streams contained in the pcap files by filtering the RTP 
packets that are used to transport the voice streams, from which the source and destination 
IP addresses, source and destination ports,   start and end times, codec in use, the size and 
the number of the packets are extracted, then these information are used to calculate the 
different metrics. 
The inter frame gap is obtained as explained above, the obtained values are saved into a 
list called listdelay which is then used to calculate the jitter by subtracting the delay values 
contained in it: jitter=listdelay[n+1]-listdelay[n]. 
The minimum, average, maximum, and standard deviation values are calculated from the 
listdelay and the listjitter (list where the jitter values of the same stream are saved) by 
using python integrated functions.  
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- The reconstructed audio that is saved as a WAV file. 
This audio reconstruction is done by pulling out the payloads of RTP packets, put them 
together and save them into a file using a bytearray function that creates a RAW file that 
contains the audio, the RAW file then is converted to a WAV file using different functions 
depending on the codec used in the call. 
 

- The waveform and the spectrum of the voice streams, that are plotted from the 
reconstructed audio saved in the wav files. 

 
4.3 IMPLEMENTATION    

 
The tool is built using Python with Pyshark [24], and it takes trace files (pcap files) captured 
using TCPDUMP [25] as input. 
 
The source code of the tool is available on GitHub and can be accessed via the following link: 
https://github.com/S-Mhenni/Analyze-and-evaluate-VoIP-calls-from-pcap-files  
 
This tool implementation consists of three major parts, the first part contains the functions that 
are used to read the pcap files, filter the SIP and RTP packets, and extract different 
information from these packets, the second part consists of the functions that are used to 
calculate the different VoIP metrics stated in the previous section, and the third part consists of 
the functions that are used to reconstruct the audio where even data conversion functions were 
used in order to do the reconstruction.    

 
The output of the tool is saved into a folder which contains subfolders, every one of these 
subfolders is created automatically whenever a pcap file is uploaded to the tool and named 
with the name of the uploaded pcap file, and the date and time of its creation, every created 
subfolder contains two subfolders named Plots and Voice_output, and two text files named 
Failed_calls and Result as shown in Figure 8. 

 

Figure 8:Example of a subfolder containing the results returned by the tool 

Plots: contains the plots of the waveform and the spectrum of the voice streams saved in PDF 
files as shown in Figure 9. 

 
Figure 9:Example showing the content of the Plots folder 
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Voice_output: contains the wave files of the reconstructed audio as shown in Figure 10. 
 

 
Figure 10: Example showing the content of the Voice_output folder 

 
Failed_calls: contains a list of the failed calls with the relevant information as shown in    
Figure 11. 
 

 
Figure 11: Example showing the content of the Failed_calls file 

 
Result: contains the relevant information of the successful calls as shown in Figure 12. 

 
Figure 12: Example showing the content of the Result file 

 
The tool starts by entering the name of the python file containing the tool code, followed by 
two arguments, the first argument is to specify the location of the pcap file that will be 
analyzed, and the second one specifies the path to the folder where the output file of the tool 
will be saved (> viop2.py path_to_pcapfiles path_where_to_store_results) 
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5 RESULTS AND DISCUSSION: 
 

To test the tool we did create a system composed of an Asterisk server and two SIP softphones as 
shown in Figure 13, we did install Asterisk on Ubuntu which is installed on an HP laptop, create 
SIP users, create a dialplan, and configure the SIP phones as explained in the appendix. 
 

 
Figure 13: System used to test the tool 

 
 
After configuring all the devices, different calls were made from one phone to another in a private 
network. The Softphones used are Linphone which is installed on an Iphone 7 (Softphone 1), and 
X-Lite which is installed on an HP laptop (Softphone 2), all the devices are connected via WIFI to 
the network. 
 
Three test cases were conducted, in every one of them six calls were made and in every call 
TCPDUMP was run on the server to capture the packets and save them into a pcap file which is 
fed to the tool for further analyses.  
 
Test 1: 
 

Check the behavior and the output of the tool when calls are made from softphone 1 to 
softphone 2, and both are configured to use G 711(ALaw) codec. 
 
We expect the calls to go through and that the tool will return different information related 
to the call such as the VoIP streams source and destination IP addresses, source and 
destination ports, start and end times, codec in use, the number of the packets and their size 
in bytes, the minimum, average, maximum, and standard deviation of the inter frame gap 
and jitter. We expect as well that the tool is reconstructing the voice streams contained in 
the calls, save the reconstructed audio as WAV files, and plot the waveform and the 
spectrum of the reconstructed audio of every stream. 

 
Outcome: 
 
The calls made went through directly, and the communication was established as soon as 
the callee did pick up, the tool returned no failed calls, and as we can see on Figure 14 that 
shows two RTP streams contained in the result file, the tool did return all the necessary 
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information stated above, the audio was reconstructed and saved in wav files, and the audio 
waveform and the spectrum of the RTP streams were plotted as shown in Figure 15. 
 
In the call number 3 the tool didn't return the codec used in some of the streams, and we 
ignore the reason for that. 
 
The research question 2 is met as the audio was reconstructed, and the research question 3 
is also met as the evaluation of the call quality is done based on the information returned by 
the tool, and the plots of the audio waveform and the spectrum. If more detailed audio 
evaluation is needed the WAV files containing the reconstructed audio can be feed to other 
available tools that can return the desired details.  

 
We are showing only two streams in the figures 14 and 15 because these streams contain 
more packets than the other RTP streams returned by the tool, but the other ones has more 
or less the same values.   
 

 
Figure 14: RTP streams contained in the result file (Test 1) 

 
 

 
Figure 15:Plots of the RTP streams contained in the Plots folder (Test 1) 
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Test 2:  
 

Check the behavior and the output of the tool when calls are made from softphone 1 which 
is configured to use G711(ALaw) codec to softphone 2 which is configured to use G 729 
codec.  
 
We expect the calls to fail and the tool to identify the failed calls and list their source IP, 
destination IP, and status code which specifies the reason of the failure. 
 
Outcome: 
 
The calls made did fail because of the codec mismatch, Figure 16 shows the information 
contained in the failed calls file returned by the tool where we can see that the status code 
is 488 which is a client failure response that is interpreted as a codec mismatch. 
 
Research question 1 is met as the tool identified the codec mismatch as the cause of the 
failure. 
 

 
Figure 16:Failed calls contained in the failed calls file (Test 2) 

 
Test 3:  
 

Check the behavior and the output of the tool when calls are made from softphone 1 to 
softphone 2 without specifying the codec that will be used, which means that a codec 
negotiation is taking place to determine the codec to be used in the communication. 
 
We expect the calls to go through with a possibility of call failure and if a call goes through 
the tool should return the relevant information related to it such as the VoIP streams source 
and destination IP addresses, source and destination ports, start and end times, codec in use, 
the number of the packets and their size in bytes, the minimum, average, maximum, and 
standard deviation of the inter frame gap and jitter. We expect as well that the tool is 
reconstructing the voice streams contained in the calls, save the reconstructed audio as 
WAV files, and plot the waveform and the spectrum of the reconstructed audio of every 
stream. 
If there is a call failure, the tool should identify the failed calls and return their source IP, 
destination IP, and status code 

 
Outcome: 
 
Four of the calls made in this test case did go through but the time it took till the callee’s 
phone did ring after initiating the call did vary, sometimes it ringed directly and sometimes 
it took some seconds till it ringed, and as we can see on Figure 17 that shows two RTP 
streams contained in the result file, the tool did return all the necessary information stated 
above, the audio was reconstructed and saved in wav files, and the audio waveform and the 
spectrum of the RTP streams were plotted as shown in Figure 18. 
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Two of the calls made did fail, Figure 19 shows the information contained in the failed 
calls file returned by the tool where we can see that the status code is 606 which is a global 
failure response that could occur for instance if softphone 2 was momentarily disconnected 
from the network. 
 
Research question 1 is met in this test case as the tool identifies the global failure response 
(606) as the cause of the call failure. 
 
Research question 2 is met as the audio was reconstructed, and the research question 3 is 
also met as the evaluation of the call quality is done based on the information returned by 
the tool, and the plots of the audio waveform and the spectrum.  
 
We are showing only two streams in the figures 17 and 18 because they contain more 
packets than the other RTP streams returned by the tool but the other streams has more or 
less the same values.   

 
Figure 17: RTP streams contained in the result file (Test 3) 

 

 
     Figure 18: Plots of the RTP streams contained in the Plots folder (Test 3) 
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Figure 19: Failed calls contained in the failed calls file (Test 3) 

 
 
 CHALLENGES: 
 
Even we were able to answer the research questions and meet the main objective of this 
research, we had some limitations and negative results, for instance the tool created has some 
limitations as it does return different information related to the call quality, but it doesn’t return 
an MOS value which might make the call quality assessment less efficient, another limitation of 
the tool is that it does analyze only VoIP calls based the SIP protocol, and it doesn’t handle 
encrypted files. 
 
The tool was tested with pcap files containing a small amount of data, so it might be that the 
efficiency of the tool in terms of execution time will be reduced when handling large trace files. 
 
The tool reconstructs the audio by converting RAW files to WAV files when the most common 
codecs (G711, G722, G726, G729, and GSM) are used, this conversion might affect the quality 
of the reconstructed audio, and if another codec than the ones stated here is used the tool returns 
the different information related to the call without reconstructing the audio. 
For G726 the audio is reconstructed when the byte order used is little endian, when its big 
endian the reconstructed audio can be heavily affected.  
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6 CONCLUSION AND FUTURE WORK 
 

This project explains the different components of VoIP technology, and goes into the details of 
building a VoIP system, it goes also into the different parameters causing connectivity and 
performance issues, and it shows that connectivity issues can be identified from packet traces by 
looking at the SIP response codes that specify the status of the calls. 
 
This project goes as well into how to reconstruct the audio from a packet trace where a tool that 
does that was created and tested, this tool returns different parameters such us codec in use, delay, 
and jitter, and plots the waveform and the spectrum of every audio stream. Based on the output of 
this tool the quality of the call is estimated.  

 
The big impact of codec in use, delay, and jitter on the call quality is highlighted, and from the 
tests conducted using the created tool it is concluded that VoIP systems using predefined codecs 
are more efficient and offer a better QoS. 
 
6.1 ANSWER TO THE RESEARCH QUESTIONS: 

 
RQ1: What connectivity issues can be identified from a packet trace? 
  
The created tool identifies the failed calls from the trace files (pcap files) and lists their source 
IP, destination IP, and status code which specifies the reason of the failure. 
 
The identification of the failed calls is done by comparing the SIP response codes (explained 
in section 2.2.1.1) to the cause codes that are contained in a list, if there is a match between a 
response code (status code) and one of the cause codes, the call is considered as failed. So the 
issues can be identified if a failure occurs at the client as well as at the server. 

 
RQ2: Is it possible to reconstruct the audio from a packet trace? 

 
The reconstruction of the audio from packet traces is possible, the created tool extracts the 
RTP packets that are used to transport the voice streams, and the reconstruction of the audio is 
done by pulling out the payloads of these packets, put them together and save them into a file 
using a bytearray function that creates a RAW file which contains the audio, the RAW file 
then is converted to a WAV file that could be played using different programs. 

 
RQ3: If the reconstruction of the voice stream is possible, how can the quality of the 
         call be evaluated? 
 
The tool returns different information related to the call as shown in Figure 14 where we can 
see the average, standard deviation, minimum, and maximum values of inter frame gap and 
jitter. The tool plots as well the waveform and the spectrum of the reconstructed audio of 
every RTP stream as shown in Figure 15, and saves the reconstructed audio in wav files. 
 
The evaluation of the call quality is done based on the information returned by the tool, and 
the plots of the audio waveform and the spectrum. If more detailed audio evaluation is needed 
the WAV files containing the reconstructed audio can be feed to other available tools that can 
return the desired details.  
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6.2 FUTURE WORK: 
 

After having successfully built a tool that automatically analyzes and evaluates VoIP calls from 
trace files, it would be interesting to improve the tool by implementing an algorithm that can 
return MOS values in order to evaluate the quality of the reconstructed audio in a more efficient 
way, and as the created tool doesn’t handle encrypted files it would be good to integrate such an 
option to the tool. 
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APPENDIX 
 
BUILDING A VoIP SYSTEM 
 
Depending on the voice communication requirements, and the purpose of deploying a VoIP service, 
different VoIP components could be used (the major components of VoIP are explained in section 2.1). In 
this section we are explaining how to build a simple VoIP system composed of an Astersik server [22], 
and two SIP softphones as shown in Figure 20. 
 

 
    Figure 20: Example of a simple VoIP system  

 
In order to build such a system four steps are needed: 
 
 Download and install Asterisk  
 
Asterisk is a software that turns a computer into a communications server, it is used to establish and 
control telephone calls between different endpoints. This software can be downloaded directly from 
the www.asterisk.org website. 
 
Asterisk can be installed on Ubuntu by following some steps where it’s needed to run some specific 
commands on the Ubuntu terminal such as: 
 
# tar zxvf asterisk-15-current.tar.gz    
 
This command is used to extract the source code from the compressed archive as the packages 
downloaded from Astersik webpage are compressed archives that contain a source code. 
The number 15 in the command corresponds to the version number so it could be changed depending 
on the downloaded version. 
 
# make samples 
 
This command is used to install the default configuration files instead of installing each file manually. 
 
All the steps and commands needed to install Astersik are presented and explained in “Asterisk: The 
Future of Telephony, 2nd Edition” [21]. 
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 Create SIP user accounts on the Asterisk server 
 
Every phone that will participate in a communication needs to have an account to be able to 
communicate with the other endpoints, in order to create a SIP user account we need to edit the 
configuration file sip.conf that resides in the Asterisk configuration directory (/etc/asterisk) [21][22]. 
 
The sip.conf can be accessed by the following command: gedit /etc/asterisk/sip.conf 
 
Figure 21 shows part of the sip.conf file where we can see in the end of the file a simple configuration 
of two users that are created with the names phone1 and phone2. 
 

 
Figure 21: sip.conf file 

 
[phone1]: Defines the user name.  
 
type=friend: Defines the connection type and it could be set to: 
user for outbound calls only. 
peer for inbound calls only. 
friend to place and receive calls. 
 
allow=ulaw,alaw: Specifies the codecs that can be used, in this case the user (phone1) can 
                            use ulaw and alaw. 
                          
context=phone: This defines the dial context for the user, and this must match the context of the file 
                         extentions.conf  where the   dialplan is    defined (this  is  explained below). 
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secret=1234: This is the password used for authentication, the softphones must be configured 
                     with the same password in order establish communication. 
 
host=dynamic: This sets a dynamic IP for the host, this also can be defined as a static IP.  
 
 Create a SIP dialplan on the Asterisk server  

 
A SIP dialplan contains all the necessary information to route and manipulate calls, Asterisk dilaplan 
can be created by editing the configuration file extensions.conf that is located in the Asterisk 
configuration directory (/etc/asterisk) [21][22]. 
 
The exsensions.conf can be accessed by the following command:                                     
 gedit /etc/asterisk/extensions.conf 
 
Figure 22 show a simple example of a dialplan with two extensions. 
 

 
Figure 22: Dialplan with two extensions 

 
[phones]: This registers the context. 
 
exten => 101,1,Dial(SIP/phone1): exten => number, priority, application(protocol/user)  
 
The priority is set to determine the sequence in which the extensions are executed. 
 
 Install and configure SIP softphones  

 
This step consists of installing the softphones on compatible devices (computers or smart phones), and 
configure them in order to establish communication between them and the server. Many softphones 
such as X-Lite, Zoiper, and Linphone can be downloaded free of charge from the websites of different 
companies. 
 
Figure 23 shows how X-Lite softphone interface looks like, this softphone can be downloaded from 
https://www.counterpath.com/x-lite/ 
 
Once X-Lite is installed we can access the settings interface shown in Figure 24 by clicking on the 
Softphone botton at the top left of the interface. 
 
On the settings interface we need to specify: 
 
The account name, and the User ID that needs to be the same as in sip.conf which is phone1 in our 
case.  
The Domain which is the IP address of the Asterisk server. 
The password that needs to be the same as secret in sip.conf. 
 
After going through all these steps, we can make calls from phone1 to phone2 or vice versa, so if we 
open X-Lite where phone1 is registered and dial 102, phone2 will be called. 
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        Figure 23: X-Lite softphone interface 
 
 

 
 

      Figure 24: Settings interface of X-Lite softphone 
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