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ABSTRACT 

Introduction: DevOps bridges the gap between the development and operations by improving the 
collaboration while automating the as many as steps from developing the software to releasing the 
product to the customers. To automate the software development activities, DevOps relies on the tools. 
There are many challenges associated with the tool implementation such as choosing the suitable tools 
and integrating tools with existed tools and practices. There must be a clear understanding on what kind 
of tools are used by the DevOps practitioners and what challenges does each tool create for them. 
Objectives: The main aim of our study is to investigate the challenges faced by the DevOps practitioners 
related to the tools and compare the findings with the related literature. Our contributions are (i) a 
comprehensive set of tools used by Developers and Operators in the software industries; (ii) challenges 
related to tools faced by the practitioners; and (iii) suggested recommendations and its effectiveness to 
mitigate the above challenges. 
Methods: we adopted case study for our study to achieve our research objectives. We have chosen 
literature review and semi-structured interviews as our data collection methods. 
Results: In our study we identified seven tools used by developers and operators which were not reported 
in the literature such as Intellij, Neo4j, and Postman. We identified tool related challenges from the 
practitioners such as difficulty in choosing the suitable tools, lack of maturity in tools such as Git, and 
learning new tools. We also identified recommendations for addressing tool related challenges such as 
Tech-Talks and seminars using complementary tools to overcome the limitations of other tools. We also 
identified benefits related to the adoption of such recommendations. 
Conclusion: We expect the DevOps tool landscape to change as old tools either become more 
sophisticated or outdated and new tools are being developed to better support DevOps and more easily 
integrate with deployment pipeline. With regard to tool related challenges literature review as well as 
interviews show that there is a lack of knowledge on how to select appropriate tools and the time it takes 
to learn the DevOps practices are common challenges. Regarding suggested recommendations, the most 
feasible one appears to be seminars and knowledge sharing events which educate practitioners how to 
use better tools and how to possible identify suitable tools. 

 
Keywords: DevOps, tools, Automation, Challenges 
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1 INTRODUCTION 

Software has become a vital part of the modern society. Not only it is expected to be of high quality, but 
also to meet the customer’s changing requirements within the allocated budget and schedules [1]. Several 
software development processes have emerged through the years to ensure high quality software products 
[26]. On the one hand, Plan-driven approaches are better suited to projects where the requirements are 
not expected to change dramatically during its lifecycle, projects that are large in size, or mission-critical 
projects, because of the emphasis that’s put on up-front requirement specification, rigorous 
documentation and compliance to standards [1, 2]. On the other hand, many business applications are 
better developed using agile methods, because they allow more flexibility to changing requirements [18, 
26] which is often the case in the competitive environment they operate [1, 2]. Agile methods have their 
own limitations, however. They promise to deliver software faster by developing incrementally, and to 
ensure it meets the needs of the users by relying on user and/or customer feedback more frequently than 
in plan-driven approaches. However, rapid software release does not only involve software development 
activities, but also operational activities, such as installation of the release, configuration of the 
production environments, and monitoring the production environment to ensure qualities such as high 
availability and performance [3, 24]. 
DevOps has emerged in an attempt to address these issues, by putting the primary focus on the 
collaboration between development and operations [4], while automating as many steps as possible 
before a change in the software can become visible to the users [5]. Main benefits typically faster and 
more frequent releases through automation, increased knowledge sharing through more effective 
collaboration and communication [27], as well as better products through improved ability to adapt to 
changing requirements [6]. 
Despite the advantages that DevOps has reported to bring, there are still challenges in practicing 
DevOps, such as lack of training on how to practice DevOps, lack of clear definition for DevOps, use of 
multiple production environments which creates impediments for the implementing continuous practices 
[6, 22]. 
Several challenges in practicing DevOps, however, are associated with the tools being used to automate 
the development and operation activities. The large availability of tools makes it hard to know which 
ones are better suited for each project to begin with [7, 8]. Integrating a set of tools together into a single 
deployment pipeline is even more challenging [9]. Since automation is a key practice in DevOps [11, 
12], challenges related to tools in DevOps practice is a topic worth investigating. It seems this topic has 
received little to no attention so far from the research, we decided to investigate it further with our own 
research. 
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2 BACKGROUND 
 

2.1 The road to DevOps: plan-driven software development 
The modern world requires software to run. Software is used extensively in various domains of our 
society, such as industrial production, product distribution, transportation and entertainment to name a 
few. Good software is expected to meet the requirements of its users, be easy to use and dependable. 
Moreover, its production is expected to be within budget and on schedule [1]. 
Meeting these requirements is not a trivial endeavor, since software systems are characterized by high 
degrees of complexity [1], which has been increasing for decades and is estimated to continue to increase 
[2]. This led to software being developed by teams, rather than individuals [1]. Additionally, a systematic 
way of creating software was needed. This is known as a software development process [1]. 
A software development process is a set of activities that aims at the production of a software product. 
Such activities typically include [1]: 

➢ software specification, which defines what a software product should do and the constraints of 
its operation, such as constraints with respect to performance, ease of use or security 

➢ software design and implementation, which transforms the specification into a working product 
➢ software validation, which aims at making sure the software product meets the needs of its 

intended users; for instance, by performing software testing, defects in the software can be found 
and fixed before the final product reaches the users 

➢ software evolution, which ensures the product remains useful after it has been delivered to the 
users, with fixing bugs and adding new features 

Over time, various development processes have evolved [26] to meet the demands of different types of 
software. For example, a plan-driven process that relies on the full specification of the software 
requirements before software design, implementation and testing can begin, is more suited for safety- 
critical control systems or very large systems [1, 2]. 
A well-known model [29] for a plan-drive software process, and the first to be published, is the Waterfall 
model [1]. The term “waterfall”, however, was coined by Bell, Thayer in [13], most likely referring to 
the fact that, in principle, once a phase was considered complete, it would not be repeated again 
Sommerville in [1] just like the water does not travel up [14]. In this model, every phase of the 
development process must first be planned and scheduled, before work can begin. One or more 
documents are used to mark the end of a phase as well as input to the next one [1, 15]. This made it 
easier for management to track the progress of a software development project, which helped in the 
popularity of the model. 
Plan-driven approaches to software development, have their challenges. For example, the Waterfall 
model was interpreted as a purely sequential model, where each phase could start only if the previous 
phase was completed [2]. This meant that testing the software for potential problems would happen late 
in the development process [1,15], and the later problems were found, the more time and effort would 
be required to fix them. 
These problems are not always caused by the people who develop the software. The requirements of a 
software product are inherently problematic. In particular, they are sometimes “incorrect, ambiguous, 
inconsistent or simply missing” [13]. The risk of incomplete or erroneous requirements is further 
exacerbated by the fact that software is developed in a rapidly changing environment. For example, 
software is vital for businesses to respond to opportunities or pressures in the market [1], and is, thus, an 
important strategic advantage [2]. Therefore, software development needs to be emergent, as the 
requirements of software products evolve. 
Since conventional plan-driven approaches to software development lack the adaptability needed to 
successfully deal with a changing environment and evolving requirements, a new approach to software 
development has emerge, the agile approach [1, 2, 16]. 
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2.2 The road to DevOps: agile software development 
In February 2001, 17 prominent software engineers attended a summit to promote a more effective 
software development approach [18, 26, 28]. The outcome of this summit, known as the “Manifesto for 
Agile Software Development” can be found at [17]. Its four main points are: 

• Individuals and interactions over processes and tools 
• Working software over comprehensive documentation 
• Customer collaboration over contract negotiation 
• Responding to change over following a plan 

Well-known examples of agile methods include, but are not limited to, Extreme Programming (XP), 
Scrum and Lean Software Development (LD) [18, 26, 28]. 
The term “agile” refers to the main characteristic of such software development methods, to allow for 
flexibility to changing software requirements [18, 26]. To accomplish that, they rely on incremental 
software development. This means that software is developed not in one long iteration, but in several 
shorter ones. During each iteration, all the software activities are performed in a subset of the software 
requirements, usually starting with the most basic ones in the first iterations. This approach to software 
development leads to the following main benefits when compared to plan-driven methods [1, 19, 20]: 

• improved ability to adapt to changing requirements 
• easier to get feedback from the users/customers about the software 
• faster delivery of useful software to the users/customers 

However, agile software development is not without its own challenges. One in particular stands out, 
because it disrupts the primary goal of rapid software delivery; namely the lack of cooperation between 
development activities and operation activities. 
Hutterman in [21] explains that even after a software product has been developed, additional steps need 
to be taken in order for it to be used by the end users. Additionally, after the initial version of the software 
product, requirements for new features or requests for bug fixes emerge, so changes have to be made to 
the software. Every such change has to pass through several steps before it becomes available to the end 
users. These steps typically include: 

1. changes have to be made to the source code of the software by the developers 
2. then the changes have to be integrated with the rest of the software [22]. 
3. this results in a new version of the software (also known as release), which must now be turned 

into an executable program, or set of programs; this process is known as build 
4. once the changes in the source code have been built into a new release, this has to be tested by 

the testers, to lower the risk of defects in the software 
5. this new release needs to be shipped to the end users and installed (also known as deployed 

[21] in their particular environment (also known as production environment) by the operators. 
The series of steps that a change in the code takes until it becomes visible to the end users is called 
deployment pipeline [5]. Only when a change in the software becomes available to the end users, it adds 
some value to the software, so all of the steps in the pipeline are important [21, 23]. 
When it comes to operation activities, they include [3, 24]: 

• user support, e.g. installing the software to the production environment 
• monitoring of software to detect potential problems 
• meeting requirements such as performance, security and system availability 

While developers need to be skilled at designing, writing and to a certain extent testing the source code 
of software, the operators usually have different skills, such as system, database and network 
administration [3, 21]. The development and operation activities are usually performed by the same team 
in small software companies, but most medium and large companies assign these activities to 
independent groups [5]. 
Huttermann in [21] further explains that in software companies where plan-driven approaches are used 
for software development, it is not uncommon for different development tasks to be performed by 
different roles. For example, writing source code is done by developers where software testing is done 
by testers. In contrast, in agile development environments, the boundaries between these roles are 
removed, so both development and testing are done by the same team and it is a shared responsibility. 
Such boundaries, be it in the formal of organizational structures, i.e. different teams with different 
specializations, or in the mindsets of the people involved, are known as organizational silos [25]. 
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Removing these silos has led to the creation of cross-functional teams, where different team members 
may have different skill sets, but as a team they have all the skills required for the development of 
software [21]. This removal of the boundaries between different roles leads to better collaboration and 
faster development [11]. This difference can be seen in the following diagram: 

 
 

 
Figure 1. The process of Agile software development from inception to transition and DevOps extends 

from elaboration to Operations Hutterman, (2012). 
 

As a side node, QA, which is seen in the diagram above, refers to Quality Assurance. QA aims at 
achieving higher quality by means of proper execution of the software development process. On the 
other hand, Quality Control aims at improving the quality of the software through certain activities, such 
as testing activities. Thus, QA supports testing activities by ensuring required resource allocation for 
them and their proper execution [84]. 
As can be seen in the figure above, agile methods do not take the concept of collaboration far enough. 
The focus of agile methods on improved communication and collaboration regards the development 
activities, so it stops when the software is given to the operations team to handle its delivery and 
deployment to the production environment [21]. That is where the challenge arises. Since operation 
activities and development activities are performed by different people with different roles and priorities, 
certain problems occur [21]. 
On the one hand, the developers are pressured to create new releases as quickly as possible [19, 20] in 
order to satisfy user and customer requirements for new features or bug fixes for the current release. On 
the other hand, operation teams do not welcome change, since new releases usually come with problems 
that need to be fixed, and with more user complaints when a new release has stability issues [21]. 
Usually, the problems become visible when a new release from the developers has been tested for 
potential defects and passed the tests, but it does not actually work in the production environment (the 
end users’ system). This could be due to the fact the developers use different environments than the 
operators. Alternatively, it could be due to incorrect expectations about the production environment [21]. 
In any case, such problems can lead to tensions between the development team and the operations team 
[21] which lead in turn to delays; namely the opposite of what the users and the customers need. 
To address these kinds of issues, a new way of developing software emerged; DevOps. 

 

2.3 What is DevOps? 
The word “DevOps” is a portmanteau for Development and Operations [11] meaning that it puts a strong 
emphasis on the communication and collaboration between the development and operations to achieve 
frequent software releases [4]. The term first was first used in a conference by Patrick Debois, in 2009 
[30]. But what exactly is DevOps? 
Research has reported repeatedly that DevOps lacks a common definition [21, 22, 31, 32]. However, 
DevOps advocates a set of core principles to effectively address the problems mentioned in the previous 
section [31] and to increase the rate at which new software is released successfully and efficiently [4]. 
Since 2009 when the term first appeared, there have been many interpretations about what actually 
DevOps is [22]. In particular Huttermann in [21] mentioned that there is no proper definition for 
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DevOps which covers all the aspects of this new phenomenon. He claims that this is due to DevOps 
being a multifaceted concept. 
Most of the definitions published about DevOps in organizations are based on the personal needs of 
team members [32]. Additionally, most of the online blogs and surveys mentioned DevOps as a job 
description which requires development and operation skills [22] while Degrandis (2011) describes 
DevOps as a software revolution, which requires effective leadership to be adopted successfully and 
provide the promised benefits of rapid deployment cycles. 
DevOps was also mentioned as an extension of Agile approaches that includes operation activities, not 
just development [1,34]. Jabbari, et al (2016) proposed different definitions of DevOps with relation to 
other software development methods, like Waterfall and Agile. For example, Jabbari claims that Agile 
is a suitable DevOps enabler, because DevOps extends Agile by supporting collaboration between the 
development and operations, and automates build, test and deployment activities. 
By 2016, the phenomenon of DevOps has already been referred in the literature as methodology, 
philosophy, tool, set of strategies, culture, set of continuous practices or methods, set of values and 
principles, process and role in organizations [78]. Banica et al in [36] also shares the view that DevOps 
is a methodology, albeit an “early-stage” one, i.e. a methodology that has yet to mature. This 
methodology includes the software development activities from development to operations Banica et al 
[36] in agreement to what Huttermann in [21] and Airaj in [34] have claimed before. Hussain, Clear, 
MacDonell in [34] however, describes DevOps as movement, which has gained popularity due to the 
benefits it brings with continuous practices, such as continuous integration and continuous deployment. 
Further support to the claim that DevOps extends Agile is given by [20], who conclude that the two 
approaches share values and goals but have different scope, i.e. DevOps is broader since it encompasses 
operations as well as development activities. 
The most recent work in this area is the work of [32], who attempted to solve the problem of lack of 
clarity around the DevOps phenomenon, and investigate the possibility of a commonly acceptable 
definition of DevOps, based on both a literature review and empirical findings. He found that none of 
the previously formulated definitions to reflect accurately enough how DevOps is practiced in the 
software development industry. Therefore, he advocates that, when the term DevOps is used, the 
collaboration between development and operations should be the only core concept implied, while any 
additional concepts or practices related to DevOps depend on how DevOps is implemented in a certain 
context. 
However, the definition of DevOps that reflects our current understanding better is the one given in the 
work of Smeds, Nybom and Porres (2015). They described DevOps as a set of capabilities geared 
towards frequent releases and deployment, such as continuous integration and testing, and continuous 
release and deployment. They also include a set of cultural enablers aimed at breaking the organizational 
silos between the development and operations, such as shared goals and incentives, shared 
responsibilities, respect, and trust. Finally, they include a set of technological enablers that are necessary 
to achieve the aforementioned capabilities, such as tools for automating build, test and deployment 
activities. We summarize these capabilities and enablers in the table below Smeds, Nybom and Porres 
(2015) in [22]: 

Capabilities Continuous planning 
Collaborative and continuous development 
Continuous integration and testing 
Continuous release and deployment 
Continuous infrastructure monitoring and 
optimization Continuous user behavior monitoring 
and feedback Service failure recovery without delay 
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Cultural 
Enablers 

Shared goals, definition of success, incentives 
Shared ways of working, responsibility, collective ownership 
Shared values, respect and trust 
Constant, effortless communication 
Continuous experimentation and learning 

Technological 
Enablers 

Build automation 
Test automation 
Deployment automation 
Monitoring automation 
Recovery automation 
Infrastructure automation 
Configuration management for code and infrastructure 

Table 1: DevOps capabilities and enablers Smeds, Nybom and Porres (2015) 
As Smeds, Nybom and Porres (2015) explain in their work, the word “continuous” in the above table 
means “in small increments and without delay”. The word “automation” means appropriate tool support. 
Smeds, Nybom and Porres (2015) state, establishing the technological enablers is “a matter of tool 
choice, tool configuration, and tool design.” 
Smeds, Nybom and Porres (2015) state that, without these cultural and technological enablers, the 
DevOps will not work efficiently. 
While many of the terms used in this table are explained in [22] we felt that additional information was 
needed to better understand some of the continuous practices included in the table, so we list our findings 
below: 

• Continuous Integration (CI) [37]: It involves steps taken to manage changes made to the source 
code of the software under development. These changes are typically merged with the rest of 
the software’s code. They are often validated by code inspection tools for potential defects 
and/or measures by quality metrics. They are also tested with unit tests. They need to be built 
and they also need to be tested with acceptance tests. These steps are usually automated with 
the help of appropriate tools, but continuous integration puts emphasis on the fact that they take 
place regularly, so that the developers can get quick feedback in case of faulty code changes 
[30] 

• Continuous Delivery (CD) [37]: It is the natural next step after CI. It involves steps related to 
the building a new release of the software under development and automatically installing it in 
some environment, but not necessarily the production environment [30], e.g. for testing purposes 
[38]. According to Humble and Farley (2010), continuous delivery requires that new software 
is released easily and frequently, even several times a day. 

• Continuous Deployment (CDE) [37]: Similar to CD, it is related to be able to rapidly install new 
releases, but this time, at the production environment of the actual end users. It therefore implies 
CD [30]. A software company without CD cannot achieve CDE. 

Similarly, we list some core DevOps characteristics we found during our literature review, so as to 
provide more information related to the DevOps phenomenon, as it has been sketched by the research 
community. 

 

2.4 DevOps key characteristics 
Despite Erich’s claim in [32], that DevOps should imply only the collaboration between development 
and operations, we would consider it an omission not to mention other reported core characteristics of 
DevOps. In particular, we list the following main DevOps characteristics, as reported by [78]: 

• Culture: DevOps advocates respect and shared responsibility between the people who carry out 
operations and development activities, as well as emphasis on the effective communication 
between them. 
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• Automation: Using appropriate tools to automate tasks such as source code integration, testing, 
software delivery and deployment, as well as to keep track of changes to artifacts related to the 
software development (configuration management). 

• Measurement: Performance measurement of both operations and developers are based on the 
same metrics, driven by business value (only changes to the software that have been integrated, 
tested, built and deployed successfully add value for the users of the software [21, 23]. Thus, 
meaningful metrics have to relate to user needs and they should be the same for both the 
operations and the development, so that the respective roles will be motivated to align their goals 
and collaborate more effectively 

• Collaboration: As Smeds, Nybom and Porres (2015) have stated, improved collaboration is key 
to enable effective practice of DevOps, so the developers and operators should conduct several 
software development activities together, such as writing scripts for deployment and for running 
test, as well as solve emerging problems together. 

• Monitoring: Everyone involved in the software project should be involved in actively 
monitoring the production environments as well, in order to prevent problems in future releases 
more easily. 

From these DevOps characteristics, our research focuses on automation, because it is an important 
practice for DevOps [11, 12]. We, thus, dedicate the following section to it. 
Automation in DevOps 
Automation allows the developers, operators, testers and other stakeholders in DevOps to automate the 
tasks performed in the creation and deployment of software [5, 12]. Automating activities such as 
integration, testing, build and software delivery, reduces delays and risks because such activities are time 
consuming and error prone if done manually [21]. 
Regarding delivery of a new release in particular, it can be a complicated work for many applications, 
as explained by Humble and Farley in [5]. For example, it could mean setting up and configuring web 
servers in the case of web applications. It can also involve fixing any unpredictable errors, so that the 
new release can run properly. Such activities are hard to do manually [5]. Delivering and deploying a 
new release manually is error-prone and can lead to delays and additional expenses [5]. These problems 
affect primarily the operations team, further increasing the risk of tension between them and the 
development team [21]. For all the aforementioned reasons, DevOps relies heavily on automation [39]. 
One of the core concepts in DevOps automation is the deployment pipeline Humble and Farley in [5]. 
Based on Gill, Loumish and Riat in [8] and Huttermann in [21], we understood that the term delivery 
pipeline is often used instead. A deployment pipeline, according to Humble and Farley in [5] is the 
process that changes in the source code have to go through to become visible to the end users. In other 
words, it is the process of getting the software under development from version control to the production 
environment. 
DevOps optimizes the deployment pipeline, by automating every step of the pipeline, in order to avoid 
delays during the development process [8]. In doing so, DevOps achieves continuous practices, like CI, 
CD, CDE and continuous monitoring [22]. We illustrate our understanding of how DevOps interacts 
with the practices of CI, CD and CDE with the following figure: 

 

Figure 2: DevOps automated deployment pipeline with CI, CD, CDE. 
 

Due to the DevOps automating the deployment pipeline, frequent feedback from the pipeline is enabled, 
so that potential errors can be detected and fixed quickly. Additionally, each release is continuously 
monitored by the operators for potential performance, stability, security or other issues [11, 21, 31]. This 
can help the team respond to such issues faster as well as avoid them in the future. 
Tools in DevOps 
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A wide variety of tools can be used to automate various steps of the development process [7] such as 
source code management [40], build, test and deploy [65]. DevOps readily makes use of many of them, 
not just for reducing manual labor and potential errors that comes with it, but also as a means to get 
continuous feedback during the development process so that problems can be quickly detected and fixed, 
as well to support better communication and collaboration between the teams [10, 32]. 
From the literature review Huttermann [21], we understood that tools for the automation of development 
activities already existed before the advent of DevOps, but many such tools renamed themselves as 
DevOps tools after DevOps came. 
Selecting the appropriate tools is important for any DevOps organization [39]. Different tools are used 
to support different aspects of the development process. Tool selection depends mainly upon the product 
features and customer/user needs. 

 
We identified various DevOps tools categories from the literature which are listed below: 

 
1. Source code management (SCM) Tools: Source code management is a set of practices to track 

changes in the source code of the software. SCM is used for versioning and enabling teams to work 
together from different locations [40]. Basically, version control manages the changes in the source 
code, and controls the collaboration among developers during coding [40]. Source code 
management can be and should be used to track changes in any artifact that can evolve during the 
software development process, such as scripts for configuring systems or networks [42]. Through 
SCM tools developers can share their code and can work from multiple locations [40]. The most 
used and popular tool in version control is GitHub because it supports distributed systems and is a 
freemium and an open source tool. Other popular source code tools include Subversion, Mercurial, 
and Bitbucket [65]. 

2. Build Tools: Build is the process of preparing an executable program or set of programs out of a 
set of source code files for a particular software product [5]. This can involve the compilation of 
the source code into machine instructions for a specific computer architecture, but it can involve 
other steps such as handling dependencies. For example, in case the source code uses an external 
library. There are many tools available for the building the software application, such as Ant, 
Maven, Gradle, MS Build, NANT, [21, 79]. Gradle is the most widely used tool as it combines the 
features from other tools, such as of Ant, Maven, Gant and MSbuild [65]. 

3. Continuous Integration (CI) Tools: Developers integrate and merge code in an automated way. 
During this process, the code is submitted to the common source code of the software under 
development for building and testing. In case something went wrong, CI tools typically give related 
feedback immediately to alert the developers [40]. Travis CI, Jenkins, TeamCity, and Codeship 
fall into this category. Jenkins is one of the most popular tools among them [12]. 

4. Configuration Management: It is defined as the process of establishing and maintaining the 
consistency of software products throughout their life cycle [43], by tracking changes to any 
artifacts used and managing the different versions of each artifact [1]. For example, a user request 
for a new feature has to be tracked by the developers throughout its journey from a requirement to 
an implemented feature in the final software product. This may involve tracking what any related 
changes to the source code as well as the test that were written for this feature [1]. There are many 
tools available for configuration, such as Chef, Puppet, Ansible [65]. 

5. Cloud Tools: Cloud tools integrate deployment and collaboration to support DevOps practices, so 
they are often used by DevOps practitioners [34]. Popular cloud tools include but are not limited 
to Microsoft Azure and IBM services [34]. Amazon web services provide a variety of services for 
DevOps. For example, Amazon Beanstalk supports Continuous Deployment [12]. 

6. Automated Testing: Testing is an important process in automated DevOps pipeline. DevOps 
combines with cloud software and testing which is called Testing as a Service. It improves the 
collaboration and quality of the software product. DevOps always makes testing in a continuous 
manner in combination with automation [44]. Tools such as Cucumber, Selenium, JMeter etc. are 
some of the examples of testing tools [65]. 
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7. Containers: Containers are generally used for developing the platforms and deploying the 
applications in the infrastructure. Containers reduce the time between the developing code and 
1production. For DevOps people containers are easily for deploying and maintaining. Docker 
Containers and Kubernetes for orchestrating the containers are the important ones. Containers are 
really helpful for DevOps developers as they lower overheads [80]. In microservices, each service 
is divided into smaller parts called micro. Developers and Operators work together on each smaller 
part so that coordination among team members will be improved. Containers helps microservices 
to deploy independently as they are operated in isolated environments [80]. 

8. Deployment tools: The purpose of these tools is to handle the deployment of new releases 
automatically. After every change in the source code, tests are performed, and new updated version 
will be released without manual work. Many of the big software companies Facebook, Netflix, 
GitHub uses continuous deployment to improve the efficiency of their work [40]. Tools like 
Capistrano, Jenkins, Ansible are used for deployment [79]. 

9. DevOps Database Tools Airaj, (2016): Database management tools are responsible for handling 
the data, the metadata, procedures and the database schemas. In DevOps, databases can be used as 
code (DbaC), which means they are treated the same as the source code of the software under 
development and go through the same process, i.e. continuous delivery and continuous 
deployment. Tools that are often used for database management in DevOps include DBMaestro, 
MongoDB. 

10. Monitoring tools: These tools monitor CPU load, RAM, memory space, and try to solve the 
infrastructure problems which might affect the business solutions [12]. Nagios is most used 
monitoring tools. Other than Nagios, NewRelic, Cacti is also used for monitoring [79]. Monitoring 
tools are more beneficial to the cloud applications [12]. Example for monitoring tools are New 
Relic, Graphite [65]. 

11. Collaboration Tools: DevOps is mainly established based on trust, open communications and 
good collaboration. DevOps encourages teams to share responsibility, ideas, and goals. Tools like 
Jira, Slack are mainly used for collaboration [78]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1 A comprehensive list of identified tools, their categorization and characteristics is provided in: 
https://1drv.ms/x/s!AhtSO8VIshVwgVixidGVyPQUlUvr 

https://1drv.ms/x/s!AhtSO8VIshVwgVixidGVyPQUlUvr
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3 RELATED WORK 

 
Shahin, Ali Babar, and Zhu in [45], pointed out that there are many limitations in tools that support 
continuous practices, such as CI and CD, and continuous monitoring [46]. For example, CI tools do not 
properly support the activity of code review. Build and deployment tools have been reported to suffer 
from security and reliability issues by [45]. Moreover, they provide inadequate feedback during testing. 
Shahin, Ali Babar, and Zhu [45] also stated that there is lacking support in the automation of the 
development pipeline. In addition, using cloud tools for rapid release cycles has been reported to lead to 
reliability issues that lead to further delays in the development process [45]. 
Furthermore, limited support from tools has been reported for configuration [10], and monitoring [6]. 
Several authors in [6, 9, 48, 79] have reported that it can be challenging to integrate different tools in 
the same deployment pipeline. 
Jones, Noppen, and Lettice [47] and Shahin, Ali Babar, and Zhu [45], have reported that the main barrier 
in implementing continuous practices is learning new tools. This is clearly an impediment to DevOps 
that relies on continuous practices to accomplish rapid release cycles [22]. Jabbari et al in [6] has also 
stated that deployment tools can be hard to use due to increase in demand for Continuous Integration 
and Continuous Delivery in software organizations. 
Choosing the right tools is not a trivial matter, due to the wide variety of available options [7, 8]. At the 
same time, choosing the right tools has a great impact on the successful implementation of DevOps [8, 
9, 45, 79]. 
Meanwhile, there seems to be a misconception that a single tool is sufficient to automate the entire 
deployment pipeline [8]. Typically, a variety of tools need to be used and integrated for continuous 
practices to be achieved. This impairs the challenge of selecting the appropriate tools for practicing 
DevOps. 
The lack of knowledge in choosing the appropriate tools leads to another problem, according to [9] 
which relates to the developers and operators using different sets of tools, because it makes it hard to 
integrate them smoothly in the development process [9]. This problem has also been reported by [8]. 
Worse yet, it is not always possible to use the same tools even among the operations team. In particular, 
if a software product is intended to run in different production environments, these may have different 
requirements and may require different deployment tools, which leads to additional complexity [22]. 
Moreover, using different version of the same tools also leads to problems. For example, several tools 
have different versions under different licenses, e.g. free, enterprise, and premium, accompanied by 
different sets of features. This makes integrating tools harder and can even lead to problems with access 
rights [22]. 
Tools play a critical role in automating the DevOps deployment pipeline [12]. All the aforementioned 
problems make the practice of DevOps challenging. It is therefore clear that more research in the area 
of tools and related challenges in DevOps is needed. To the best of our knowledge, no research has 
focused on this topic. We therefore undertook this research in order to shed more light in the area of 
challenges faced by DevOps practitioners with respect to tools they use. 
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3.1 AIMS AND OBJECTIVES 
Aims: 
The main of this thesis is to investigate what are the challenges faced by DevOps practitioners with 
respect to tools they use as well as to compare those findings with related search. 

 
Objectives: 
To identify the set of tools that Developers and Operators use, as reported both by research (state-of- 
art) and by the industry (state-of-the-practice). 
To identify the set of challenges that Developers and Operators face with respect to the tools they use, 
as reported both by research and by the industry. 
To identify or formulate possible suggestions to the challenges of Developers and Operators with 
respect to the tools they use, as reported both by research and by the industry. 
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4 METHOD 
 

4.1 Research Method: 
We followed Wohlin and Aurum [49] guidelines for our research design structure. Three important 
phases compose the research design process: Strategy phase, Tactical phase and Operational phase. 
Below we describe the necessary steps we took for each phase. 
Strategy phase: This phase enables the researchers understanding towards the selected topic and it 
involves the selection of four important steps. We described each step in the below sections. 
Research Questions: 

1. What tools do Developers and Operators use to carry out their tasks? 
2. What tool-related challenges do Developers and Operators face when they carry out their tasks? 
3. What recommendations were taken to overcome the tool-related challenges faced by Developers 

and Operators? 
4. How effective were the recommendations taken to overcome those challenges? 

 
Research Outcome: 
There are two types of research outcomes namely, basic and applied research. Basic research refers to 
understanding of the problem based on the knowledge gained from the research but not necessarily 
providing solution to the problem. In our thesis, RQ1 & RQ2 belongs to basic research category. We 
formulated these research questions to understand what was happening in the software industries based 
on the knowledge we obtained from the literature. 
RQ3 & RQ4 refers to applied research. Applied research is providing solution to the problem identified 
from the basic research. In RQ3 we tried to identify the recommendations to overcome the tool 
challenges faced by industry practitioners. And in RQ4 we identified whether these recommendations 
taken were effective. 
Research Logic: 
Research logic determines the direction and logical reasoning of the research. Our research follows the 
Inductive approach, also known as bottom-up research. Inductive research refers to understanding the 
theoretical concepts from the research and developing conclusions from the theory. In our thesis, we 
begin with understanding the DevOps concept, its practices, principles, tools and challenges and 
identified that literature has given little attention to the tool related challenges and aimed to draw 
conclusions or theories from our observations. 
Research purpose: 
The purpose of our study was primarily exploratory, as our primary objectives is to identify which tools 
are used by DevOps practitioners and what challenges are related to them. Our objectives also included 
identifying reasons for adopting certain practices, for example why would the development and 
operators not use the same tools. Hence, the purpose of our research was also explanatory to some extent. 
Research Approach: 
Research approaches are based on identifying the relation between the concepts and its categories in the 
specific domain, distinguishing between the beliefs and opinions by providing justification through 
methods. Our research approach is interpretivist. This approach allows the researchers to observe the 
human behavior aiming to provide a better understanding of the participant’s perspective through 
different qualitative methods such as interviews and ethnographies. 
Tactical Phase: In this phase we identify the solutions to investigate our research questions. 
Research Process: 
There are two types of research process namely, qualitative and quantitative. For our research method, 
we chose a qualitative approach. Questions like “what”, “how” and “why” are more suitable for 
qualitative research methods, as stated in [53, 81]. 
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Research Methodology: 
According to Wohlin, Host and Henningsson in [54], the four major research strategies are experiment, 
case study, survey and post-mortem. From these, the experiment is a purely quantitative method, while 
the other three can be used both as quantitative and as qualitative methods. 
We decided that a survey did not match our research goals and objectives with. Surveys aim to generalize 
the results found from the sample to the population, and are conducted in retrospective, also doesn’t 
provide in-depth and descriptive information which we knew was not applicable in this context. Also, 
our aim is not to provide statistical analysis because from the literature we understood that DevOps is 
context dependent. Action research is also a kind of qualitative research, but it involves affecting in some 
way the phenomenon under study [53], which was never our intent. Our aim was to discover what was 
happening with DevOps in a real-life context, but not influence it in any way. Since we did not get any 
data from concluded project we did not choose post-mortem. 
We reached this stage by rejecting the other research methods due to their limitations. Therefore, we 
decided to use elements from a case study. Host et al [53] states that a case study is feasible when the 
goal is to observe “a contemporary phenomenon within its real-life context”, which matches well with 
our research objectives. Additionally, Runeson [53] claims that a case study is suitable for exploratory 
research questions, and three of our research questions are exploratory in nature. 
Cases and Unit of Analysis: 
Since we were expecting multiple participants from different companies, we planned to follow an 
embedded multi-case study [53]. We ended up taking interviews from seven different participants 
coming from seven different contexts. Each context is a case study because the participants varies in 
many factors such as application domain, company size and experiences which we clearly explained in 
(section 5.2 Table 11) and the units of analysis for each context were: 
• the tools used by DevOps 
• the challenges associated to these tool 
• the recommendations that were taken to solve the challenges, if any 

 

Triangulation: 
Triangulation is an important step in qualitative case study. It means, collecting the data from different 
perspectives to reduce the validity threats of the research [53]. In our research, two researchers conducted 
a literature review and multiple interviews. Hence, we followed data triangulation and observer 
triangulation. 
In particular, we carried out data collection from multiple participants and compared them to the 
literature sources (see section 5.1) rather than relying on data from a single source. we also carried out 
data collection from literature and compared them with the participants (see section 5.2) This is data 
triangulation. 
Observer triangulation was achieved by having two observers participating in various steps of the 
research, instead of one, to reduce personal bias. These steps include conducting the interviews for data 
collection, transcribing the interviews for analysis, choosing the transcript that was more accurate of the 
two for each participant, performing thematic analysis on the transcripts independently and coming to 
an agreement on the results. 
Replication: 
Replication raises the validity of a research by making it possible for other researchers to replicate it. 
For that, the research needs to be transparent, so all its steps need to be clearly described. For case studies 
to be replicated, same theory must be supported by two or more participants. In our case study, our 
participants predicted the similar results for example, Tool challenges such learning new tools. We can 
say that our case study can be replicated. 
We have attempted as best as we could to describe the steps we took and the motivation for taking these 
steps in the following parts of this section. 
Operational phase: This phase describes the actions we took to conduct our research study. 
Data collection Methods: We have two data collection methods namely, literature review and Semi 
structured Interviews. We used two methods because we followed data triangulation to improve the 
validity of our research. 
Literature Review 
We initially performed an ad-hoc literature review in the area of DevOps. Despite we did not use the 
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systematic literature review method, we employed systematic practices for primary studies selection and 
database searches to ensure the validity of the literature review. The main objective of our literature 
review was to investigate the state-of-art and state-of-research with respect to the tools and related 
challenges in the context of DevOps. This knowledge was required to explore the background and related 
work for our research. We collected the required sources from a wide variety of databases, 
by searching through a common interface, the BTH Summon Library 1. The interested reader can take a 
look at which databases are included at BTH Summon Library 2 

 
 

Study Selection Process 
In this section, we describe the steps we followed to derive the studies from the available research. We 
used practices from Kitchenham in [50] to fill in the information of this section. 

 
 

Study selection criteria 
This section contains the criteria based on which we selected the studies that we used in this research, 
namely the inclusion and exclusion criteria. In particular: 

 
 
 

Inclusion Criteria: 
• Studies published in the last ten years, in an attempt to focus on more recent findings. 
• Studies should be in the area of Computer Science and (Software) Engineering. 
• Studies that are relevant to our research focus, which is tools and challenges in DevOps (more 

information on relevancy is provided below) 
 
 
 

Exclusion Criteria: 
• Studies that are not available in English. 
• Studies that are not available in full text. 
• Books or e-book types of publications were not considered, due to limited time scope. 
• Duplicated studies 
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Below, you can see the searches we performed and the search terms that we used: 

Search String Number of Retrieved 
Articles 

Included 
studies 

After 
Duplicates 

DevOps AND Adoption AND 
Challenges 

280 26 24 

DevOps AND Tools 1505 87 87 

DevOps AND Tools AND 
Challenges 

697 41 41 

DevOps AND Challenges 916 62 60 

DevOps AND Tool AND 
Automation 

664 41 41 

  257 112 

Table 2: Search strings and number of articles 
 

The above table 2 shows the relevant search strings and the number of the articles we found in the 
databases. We employed the following filters on the database search to match our inclusion/exclusion 
criteria: 

• Full Text Online 
• Content Type: excluded “Book / eBook” 
• Discipline: included “engineering”, “computer science” 
• Publication Date: 01/01/2008 – 31/12/2018 
• Subject term: DevOps 
• Language: English 
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The total articles we found during our initial search is 257 articles and after removing the duplicates we 
ended up with 112 articles. Out of these 112 research papers, we selected 51 relevant papers, i.e. studies 
that provide tools and challenges for DevOps. 
To identify relevant studies in the context of this research, three levels of relevancy were considered 
based on title, based on abstract (when available), and based on keywords (when available). 
Reliability of inclusion decisions: 
There were cases when we disagreed about some of the studies on whether they should be included or 
not. In such cases, we had a discussion among us on a case by case basis, until we would reach an 
agreement. For instance, the study from Bang et al [51] seemed relevant, but we had a hard time 
understanding some of the content and how the conclusions were derived. We noticed that it had a high 
citation count in Google Scholar, so we originally thought it was an important paper, but later we realized 
the high citation count was not always for the paper’s merits. In particular, it was mentioned in [4] that 
there was no validation in Bang et al [51] and the process followed was unclear. So, we agreed that 
including this paper would not raise the validity of our research. 
Complementary Search: 
After data extraction, we carried out a complementary search based on forward and backward 
snowballing search. The complementary search is intended, to identify relevant studies, a that were 
published as this research was being carried out, so as to reduce the risk of missing important 
contemporary studies from our research. This complementary search was based on the same searches as 
the original one. As a result, 35 studies such as [24, 32] were identified. However, this time, we included 
also some books, because we found from the initial and the first complementary search that some books 
were being referenced often, when important claims were made. As a result, we included books such as 
Huttermann [21]and Humble and Farley [5] as well. 
Interviews: 
According to Wohlin, Host and Henningsson in [54], the most common data collection methods are 
interviews and questionnaires. We chose interviews because it gathers useful and detailed responses 
from the interviewees regarding the investigated topic. Besides that, if an interviewee has difficulty in 
answering interview questions, the interviewer can provide clarifications. The interview also decreases 
the risk of not getting an answer in some interview question. Interviews take more time to carry out, but 
in our case where the number of responses we got was small, this was not a problem. We only conducted 
single source of study i.e. interviews for one single case study because we didn’t have access to other 
artifacts in the industries such as projects and test cases. We also don’t want much information about 
one single project from multiple participants instead we want sufficient information about each context 
and also want to increase the scope of various contexts from multiple participants. Also, data collection 
costs time but data analysis results more in terms of time. 
We used semi-structured interviews [53]. We intended to ask the interview questions in a specific order, 
but we also wanted to allow the possibility for open questions and, possibly, additional questions that 
would not be pre-planned, in order to get additional information about the context of the participant. 
Finally, the interviews were conducted using Skype video calls. With the permission of the interviewees, 
the calls were recorded for data analysis at a later time. 
Sampling 
Interview requests were sent to practitioners through LinkedIn. LinkedIn is a large social network of 
professionals, with more than 610 million users of over 200 countries 
(https://about.linkedin.com/?trk=homepage-basic_directory). Through LinkedIn, several people with 
DevOps experience were identified. Sampling was limited only to DevOps practitioners because they 
might provide us the useful information, and to better understand the phenomenon. People from our own 
contacts as well as people outside our contacts were invited. Unfortunately, no responses were received 
from the latter ones. Interview requests were attempted to send all the participants through personal 
contacts. The selected participants were happened to be in Sweden. A total of 7 respondents agreed to 
take the interviews. If there is an increase in sample size, we might end up with more tools, challenges 
and recommendations which might increases the validity of our findings. 
Interview Guide 
First, based on our objectives and research questions, we formulated the questions of the interview. The 
table 3 below groups the questions in terms of aims/objectives and the motivation behind them. 
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 How big is your company? How many 
people are involved in software 
development? How many projects are 
you currently working on? What kind of 
applications do you develop? How is 
software being developed in your 
company? What processes do you use? 

These questions were included in order to get 
a better idea of the context of each 
participant. 

RQ2 Do you use DevOps in all your projects? 
Why not? What kind of projects in your 
experience are not suitable for using 
DevOps? 

This set of questions was aimed at identifying 
possible challenges that made a company not 
want to use DevOps in some of its projects. 

 How long have you been using DevOps? 
When did you start using it? 

These questions are aimed at getting 
information about the participant’s, as well 
about the company where the participant is 
employed, experience on DevOps. 

RQ2 Did you face any challenges adopting 
DevOps? What challenges did you face? 
What suggestions would you give to other 
software development companies that 
want to start using, to avoid these 
challenges? 

These questions were aimed at eliciting 
information about the adoption challenges 
that the company of the participant faced. The 
intent was to get information on challenges 
related to tools, but we left the question open, 
so as not to limit potentially informative and 
useful answers. The goal was to also get 
information about possible recommendations 
to deal with reported challenges. 

RQ2 What benefits does DevOps bring to your 
company? Will you continue using 
DevOps? Why will you not continue 
using DevOps? 

These questions were focused on getting 
insight on whether the benefits derived from 
practice of DevOps outweighs potential 
challenges, as well as insight on how 
practicing DevOps can be improved. The 
intent was to get information on how to 
mitigate any reported challenges, particularly 
with respect to tools; again, we left the 
questions open to invite more information 
from the participants. 

RQ3 Have you found opportunities for 
improvements with DevOps? What 
opportunities to improve DevOps in your 
company have you found? 
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RQ1 What kind of tools do your Developers 
use? What kind of tools do your Operators 
use? What is their respective goal with 
each tool? What is the purpose of each 
tool? What challenges is it meant to 
address? 

This set of questions was primarily related to 
our first objective, namely to identify what 
tools are used in DevOps in practice. 

RQ2 Do the Developers and Operators use the 
same tools? Why do they not use the same 
tools? Do the Developers and Operators 
use the same version of tools? Why do 
they not use the same version of tools? Do 
the Developers or Operators face any 
challenges related to the tools they use? 
What are these challenges? 

These questions are aimed towards finding 
potential challenges that are related to the 
tools used in DevOps, and particularly, 
challenges when the developers and 
operators use different tools or different 
versions of tools, which leads to problems, as 
explained by [8, 9]. 

RQ3 Have you tried to solve these challenges? 
Why have you not tried to deal with these 

challenges? What 
recommendations have you taken to deal 
with these challenges? 

These questions are all related to identifying 
possible recommendations to deal with 
challenges in DevOps related to tools, as well 
as their effectiveness and the context in which 
they are effective. 

RQ4 Were these recommendations effective? 
Did these recommendations work for all 
your projects? Were they effective for 
some but not for other projects? Which 
projects were they ineffective and why? 

RQ4 Will you investigate the effectiveness of 
(further) possible solutions? 

These questions, like the previous ones, were 
aimed at identifying possible 
recommendations to solve challenges related 
to DevOps tools. However, they refer to 
future recommendations that a company 
would be interesting to try out, so their 
effectiveness would be unclear. Asking 
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RQ3 Will you ignore the challenges 
(completely) and why? Will you stop 
using DevOps in these projects? 

these questions, however, was considered 
important, in order to determine the severity 
of the challenges faced and whether they 
were worth investing resources to overcome, 
as well as ideas on how this could be done. 

Table 3: Interview Questions and its motivation 
 

RQ1 The light blue marks questions related to identifying which tools are used by DevOps 
practitioners. 

RQ2 The light red marks questions related to challenges with DevOps practice, especially challenges 
related to DevOps tools. 

RQ3 The light green marks questions related to possible recommendations that may be taken in 
order deal with reported challenges. 

RQ4 The light-yellow marks questions related to the effectiveness of reported recommendations. 

Table 4: Themes for each interview Questions 
 

The interviews were planned for about 35 to 40 minutes. There would be a single round for each 
interview and, as explained previously, the interviews would be semi-structured. We attached the 
questionnaire in the Appendix C. 

 
In each interview, there were three participants, the DevOps participant as the interviewee and the two 
researchers of this thesis as the interviewers. One of the researchers was recording the call and other 
researcher was involved in asking questions, in order to reduce the risk of bias, especially during open 
questions. Two researchers were involved since two researchers were involved in conducting data 
analysis. Finally, the interviews were entirely transcribed manually. 

 

4.2 Data Analysis: 
The main goal of data analysis is to draw conclusions from the data collected [53], namely the interviews 
we conducted. To reduce personal bias, both researchers carried out the data analysis independently. 
Process for data analysis: 
Thematic analysis is the process of identifying codes and themes on the data to support data analysis 
[53]. We used structural coding [55] first, in order to group the data into classes with similar 
characteristics, based on our research questions. 
The chosen level of formalism used in our data analysis was the template approach [53] because we 
carried out the data analysis using themes and codes based on our research questions. In particular, we 
used one code for each different tool, challenge, and recommendations that was reported by the 
participants. 
Furthermore, the tools were grouped into subcategories, according to their purpose/goal. For example, 
tools were grouped as Build, Configuration and Deployment. Challenges related to the tool were only 
identified. The reason for this was that the focus of our research was on tool-related challenges. 
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Intercoder Validity: 
In order to achieve an acceptable level of reliability [56] and, hence, improve the validity of our research, 
we adopted certain practices. In particular, we strived for intercoder reliability [57] thus we coded the 
same data independently. Additionally, we strived for intercoder agreement [57], i.e. we discussed our 
two versions of structural coding of our transcripts, to identify any inconsistencies and come to an 
agreement for each separate case. 

Process: 

➢ We transcribed each interview independently. 
➢ We discussed each transcript and kept one for each participant; the one that we thought was 

more accurate. 
➢ We performed structural coding on each transcript independently. 
➢ Later, we compared our resulting codes, and identified disagreements, that were either caused 

by (a) unitization Campbell et.al [57], i.e. we phrased our codes in different ways or (b) 
subjective interpretation, due to the lack of objective knowledge in the domain of DevOps. 

➢ In order to reduce the effect of unitization as much as possible, we repeated the coding for the 
parts of the transcripts we had disagreements on, until we reached an agreement. 

We followed the guidelines of Campbell et.al [57] for intercoder validity. 
We used simple method for calculating the intercoder validity i.e. Percent agreement. It is not usually 
recommended to go with this method. The most common method is Krippendorff’s alpha coefficient. 
We did not choose this method because alpha mainly determines that all codes are used with equal 
probability. This doesn’t account for our situation because DevOps is practiced differently in various 
organizations. Alpha also assumes that coders have equal capabilities and qualifications. In our case, 
one researcher might be more qualified than the other. But we have chosen simple percent agreement 
method because (a) since we had many codes to reduce the chance of agreement by coders (b) we also 
had multiple codes for one unit of text which is not suitable for complex methods such as Krippendorff 
(c) our main aim is to not to provide statistical analysis instead we want to provide systematic results 
which is suitable for qualitative analysis. It was also reported that for exploratory research percent 
agreement is acceptable [57]. 

 

P(Ao)=Totals A'S/N 
Where 
A= Each column represents the coding agreements of a particular coder for a particular variable. 
N=Total No. of Variables. 
By using the above formulae, we have made our intercoder validity. 

 
As explained above, until we reach an agreement we repeated the coding process. 

 
 
 

Participant Tools Challenges Recommendations Agreement 
P1 100% 66.6% 66.6% 78.0% 
P2 57.1% 66.6% 25% 50.0% 
P3 100% 66.6% - 83.3% 
P4 81.1% 100% - 90.5% 
P5 100% 100% - 100% 
P6 71.4% 25.0% - 48.2% 
P7 57.14% 57.4% - 57.14% 
Average 81% 69.0% 46% 72.44% 

 

Table 5: Intercoder validity percentage of each participant in Phase1 
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Participant Tools 

Percentage 
Challenges Recommendations Agreement 

P1 100% 100% - 100.0% 
P2 57.1% - - 57.1% 
P3 100% 100% - 100.0% 
P4 81.1% 100% 100% 93.7% 
P5 100% 100% 100% 100% 
P6 71.4% 100% - 85.7% 
P7 57.1% 100% 100% 85.7% 
Average 81.0% 100% 100% 89.0% 

Table6: Intercoder validity Agreement for Phase 2 
 
 
 
 
 

The steps we took for reaching an agreement of our independent coding can be seen in below graph. 
Each row represents the agreement achieved for a particular interview, e.g. with participant P1. 

 
 
 

 

P1 P2 P3 P4 P5 P6 P7 

 
  

   78 

  
100 100 100 100 

phase1 phase 2 
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We provided a small example for our intercoder reliability in the below table. 
 

Interview Question Provided answers Codes Themes 
Q40 What are the 
challenges Developers 
and Operators face 
related to the tools they 
use? 

if people don’t use same 
kind of tools they might 
face configuration 
issues like if developer 
have something different 
infrastructure part it may 
not work in the operator’s 
part or productions 
servers. So, if they don’t 
use similar environmental 
structure operators cannot 
deploy their code. 

Configuration 
issues 

 
multiple 
environments 

Tool challenges 

Table 7: Example for Intercoder Reliability 
 

We did not consider this challenge because P6 mentioned that they are not facing challenges with 
configuration issues, but they might face if they don’t use same kind of tools. This is more like a 
suggestion but not like a challenge. 
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5 RESULTS 

In this section, we present our findings from our data collection methods. We first group our findings 
together based on the data collection method, namely the literature review and the interviews. We then 
group the findings further, based on our research questions. 

 

5.1 Results from the Literature Review 
RQ1: What tools do Developers and Operators use to carry out their tasks? 
There are many tools identified during the literature review. Listing them all here would occupy too 
much space. However, we provide a link to a MS Excel spreadsheet instead (appendix B), where the 
tools are listed. For each tool, we include the tool’s code, name, categories, license types, main purpose 
(high level description), as well as which software engineering role the tool aims to support, the literature 
it was derived from, and the participants that mentioned it. 
In particular, depending on the activities of software development a tool supports, the tool is classified 
under one or more categories. Information about each category has already been provided in the section 
“Background and Related work”. 
Regarding licenses, each tool is available in one or more versions, each of which is bound to a different 
license type. Each license type has its own benefits and constraints. We summarize information about 
the different license types of each tool in the following table: 

 

License 
Type 

Description Tool 
Example 

Free The tool is available with its full set of features without any monetary 
cost. 

Git2 

(T164) 

Open 
Source 

The source code of the tool is available, and anyone can contribute to its 
development, by adding new features or fixing bugs. 
https://opensource.org/osd (these links need to go to footnotes) 

Ansible3 

(T16) 

Freemium The tool’s features are divided into basic, which are available for free, 
and premium, which require a fee. 
Source: http://www.businessdictionary.com/definition/freemium.html 

Selenium4 

(T24) 

Paid The full set of features of the tool is available at a price. Jira5 (T39) 

 
 
 
 
 
 
 

 
2 https://git-scm.com 
3 https://www.ansible.com 
4 https://www.seleniumhq.org 
5 https://www.atlassian.com/software/jira 

http://www.businessdictionary.com/definition/freemium.html
http://www.ansible.com/
http://www.seleniumhq.org/
http://www.atlassian.com/software/jira
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Enterprise The tool is intended for use by an entire company. 
Source: https://www.upcounsel.com/enterprise-license-agreement 

Puppet6 

(T14) 

Table 8: Description on license types of DevOps tools. 
Last but not least, the role that each tool is able to support can be: 
· Dev: suitable for development activities 
· Ops: suitable for operation activities 
· Both: suitable for both development and operation activities 

 
 

RQ2: What tool-related challenges do Developers and Operators face when they carry out their 
tasks? 
During the literature review, we identified many challenges related to the adoption or practice of 
DevOps. Since our focus was on challenges related to DevOps tools, we list only tool-related ones in 
the table below, and we provide more information about them right after it. 

 

Code Challenge Literature 

CH1 Difficulty in choosing appropriate tools. [48, 67, 68, 73, 81] 

CH2 Learning new tools. [67, 73] 

CH3 Integrating different tools in the deployment pipeline. [48, 68, 77, 81] 

CH4 Public CI systems suffer from security issues. [70] 

CH5 CD tools can suffer from reliability issues. [71] 

CH6 Lack of mature tools. [67, 69, 73, 75, 77] 

CH7 Lack of tools that support multiple environments. [22, 68] 

CH8 Lack of tools that support CD in the domain of embedded systems. [72] 

Table 9: Tool-related challenges identified during the literature review. 
It has been reported that not all DevOps tools are mature enough to properly support CD [67, 
68,69,73,75,76]. In particular, continuous integration tools may be missing important features, which 
can limit the ability to integrate code changes as often as needed [69]. In addition, continuous integration 
tools may not be able to scale to support continuous deployment, which requires much more frequent 
build jobs [75]. Shahin et al in [77], show that tools cannot always properly support or automate 
effectively various software development activities, such as testing, configuration, 

 
 

6 https://puppet.com 

http://www.upcounsel.com/enterprise-license-agreement
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monitoring, database management, and deployment [67]. Some tools may even introduce problems, 
which may result in the need to create additional tests [73]. As [68] explains, DevOps tools can lack 
maturity, because many of them are relatively new. 
At the same time, certain kinds of tools have been reported to suffer from specific issues. In particular, 
[71] have reported on the reliability problems that CD tools, like Amazon Web Services (with Amazon 
CodeDeploy7, T126), Elastic Compute Cloud 8(T165) and OpsWorks9 (T166). Reliability in this context 
is related to error during the upgrading of a service from its current version to a new one, as well as how 
much time it takes for the upgrading to take place. In addition, security vulnerabilities have been reported 
by [70], for public CI systems, such as Jenkins10 (T7). A public CI system is a system where multiple 
projects are hosted, and each user of the system may have access to one or more projects. This is typically 
the case for FLOSS (Free, Libre and Open Source Software) projects, as explained by [70]. Securing the 
deployment pipeline has also been reported as a challenge by [75]. Finally, specifically regarding 
embedded systems, [72] has reported that there is a lack of tools in general, and in particular, tools for 
deployment. 
There are many tools that can be used to automate the deployment pipeline, which makes it hard to know 
which tools are more suitable to a particular project than others [ 48, 68, 77, 81]. For example, [68] 
mentions some decisions about tool selection, such as deciding on paying for tools or relying on free 
ones, as well as choosing cloud-based tools over tools used with the company’s own servers. Even if a 
company decides to use free open-source tools, there is still a wide variety to choose from [81]. At the 
same time, as explained in the previous paragraphs, tools are not without their own problems. Since this 
knowledge is not readily available, it makes it even more challenging for practitioners to find the tools 
that are appropriate for their project. For example, if the team is using a testing tool that has bugs, then 
other tools have to be investigated [67]. 
Because of the aforementioned reasons, practitioners often have to experiment with a lot of tools [73], 
but learning new tools takes significant amounts of time. For example, [67] found that it takes longer for 
seasoned practitioners to adapt to new kinds of tools, such as cloud-based tools. One of the tools that was 
hard to learn was Puppet (T14) [67]. In addition, [67] showed that some tools require customization or 
configuration in order to integrate them in a particular project, which also takes time to learn. 
After acquiring new tools, learning them is only one side of the coin. The other is about integrating the 
tools to the deployment pipeline [67, 68, 77, 81]. There are various reasons why a team needs to integrate 
several tools. Since there is no single tool that can automate the entire deployment pipeline, several tools 
need to be used to support and automate various activities [8]. Further, companies already have access 
to certain tools. When these are not enough to practice DevOps or when certain project needs require it, 
new tools must be acquired and integrated with the existing tools [67]. In addition, there are times when 
a software must be deployed in different production environments, but there is a lack of tools that can 
be used for deployment in different environments [22]. Having to integrate tools together and into a 
deployment pipeline seems unavoidable, but at the same time it has also been reported as an important 
challenge [67, 68,77, 81], because of the lack of compatibility between them [77, 81] as well as their 
level of maturity [68, 69, 73]. 
The need to use different tools in the same pipeline may lead to the predicament where different team 
members or different teams use different tools. This has been reported as an “anti-pattern for the very 
foundation DevOps is built on [68]. The difference between development, testing and production 
environments has also been reported as a challenge [22]. 
RQ3: What recommendations were taken to overcome the tool-related challenges faced by 
Developers and Operators? 
Some recommendations that can be taken to address the tool-related challenges or reduce their impact 
are listed below: 

 
 
 

7 https://aws.amazon.com/codedeploy/ 
8 https://aws.amazon.com/ec2/ 
9 https://aws.amazon.com/opsworks/ 
10 https://jenkins.io 
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Recommendations Type Challenge targeted Literature 

(R1) Organize meetings, seminars. proposed Difficulty in choosing appropriate 
tools (CH1) 
Learning new tools takes time 
(CH2) 

[74] 

(R2) Develop your own tools. applied Lack of mature tools (CH6) 
Difficulty in integrating different 
tools in the deployment pipeline 
(CH3) 

[76] 

(R3) Use certain tools to overcome 
the limitations of other tools. 

applied Difficulty in integrating different 
tools in the deployment pipeline 
(CH3) 

[67] 

Table 10: Recommendations targeting tool-related challenges from literature review. 
[74] suggested that having Tech-Talks and knowledge-sharing sessions on DevOps topics, such as tools, 
can improve the awareness of the staff around such topics. They do not mention in this paper which 
particular challenges can be addressed by this recommendation, but based on our understanding, we 
matched these recommendations with the challenges CH1 and CH2. 
The second recommendations we identified was from [76], where it is clearly stated that two large 
organizations, namely OANDA and Facebook, could not meet their needs by relying exclusive on the 
tools available at that time. They claimed that existing tools were too limited (CH6) or could not fit into 
the organization’s existing process (CH3). Instead, they developed their own deployment systems. 
Thirdly, [67] found that certain tools, such as CloudShell and Helion CloudSystem can be used to address 
the lack of compatibility between existing tools and cloud-based tools. Some of the interviewees in [67] 
stated that they used this recommendation. 
Aside from these recommendations we have identified some more, that target specific issues regarding 
the deployment pipeline. For example, the works of [70] and [75] both target security problems with 
DevOps, but the recommendations proposed are highly technical and can be countered by malicious 
attackers, this is a testament to the difficulty and effort required to engineer proper secure systems for 
supporting CD. The work of [71] also has a technical discussion on possible recommendations that can 
improve the reliability of continuous deployment, and we encourage the interested reader to study their 
work. However, since we are by no means experts in the areas of security and reliability, it was not 
possible for us to provide comprehensive information on what the recommendations are and deduce how 
effective or ineffective they can be. 
RQ4: How effective were the recommendations taken to overcome those challenges? 
In the previous section, three recommendations were identified. Regarding R2 (Develop your own tools), 
[76] implied that this recommendation was both effective and necessary, since no other tools in existence 
could adequately meet the needs of the two organizations OANDA and Facebook. At the same time, 
however, [76] report that this is by no means an easy solution to the challenges of CH3 and CH6. They 
show that a considerable part of the engineers of these companies were dedicated to the development of 
the necessary tools. Therefore, they claim that this recommendation is likely to benefit only 
organizations of a size comparable to that of OANDA and Facebook. 
Unfortunately, [67] has not provided any information about the effectiveness of R3, namely the use of 
tools like CloudShell11 to help integrate cloud-based tools with the deployment pipeline. 

 
 
 
 

11 https://cloud.google.com/shell/ 
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5.2 Results from the Interviews 
Before we present the data gathered during our interviews, we provide some information about the 
participants themselves and the companies that employed them at the time of the interviews. 

 

ID Role Interviewee 
experience in 

DevOps 

Company 
experience 
in DevOps 

Applications Company 
size 

P1 development 
and operation 

activities 

3 months 1 year Web services 20 people 

P2 development 
activities 

2.5 years 2.5+ years unknown 
(Java applications using 
the Boot framework) 

unknown 
(reported as 
medium to 

large) 

P3 Backend 
development 

activities 

2.5 years 2.5 years An e-book streaming 
app 

>200 people 

P4 development 
and leadership 
activities (lead 

developer) 

5 months 6 years telecommunications and 
broadband services, web 
portal 

>1000 

P5 development 
and operation 

activities 

1 year 1 year Wide variety of 
applications, including 
computer games and web 
applications 

>5000 

P6 development 
and operation 

activities 

1 month 3.5 years Data processing 
(including  image 
processing), with web 
interface 

<15 

P7 development 
and operation 

activities 

4 years 5 years Mobile and web 
applications 

20 

Table 11: Demographics of interview participants. 
In the text that follows, we use names for the company of each participant, i.e. Comp1 for P1, Comp2 
for P2, etc. 
Based on the data we collected from each participant, it is clear to us that the context of each 
participant varies as do the companies they work for. The companies range from small start-ups, such 
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as Comp1 and Comp 6, to large multinational companies, like Comp5. This indicates the company size 
is not necessarily a limiting factor in practicing DevOps. 
The data do not, however, show the same variation in application domain. It could be sheer coincidence, 
but all the companies of participants we interviewed were involved in web development to some extent. 
More precisely: 

• Comp1 was developing a web service 
• Comp2 was developing Java applications with Spring Boot framework, which is used for web 

applications (and supports DevOps by integrating with Docker12) 
• Comp3 was developing an e-book streaming application 
• Comp4 was developing applications in the telecommunications domain, but also a web portal 
• Comp5 was developing various applications, including web applications (even though P5 was 

involved in a project for an electronic game) 
• Comp6 was developing a satellite data management application with a web interface 
• Comp7 was developing mobile web applications 

This is not a big surprise considering that web development is well-suited for practicing DevOps. 
Likewise, the development process used by the teams of the participants seem to follow a common 
theme, that of agile. More precisely: 

• The teams of P1 and P7 used agile principles, though no details were provided, while P2’s 
team used 2-week sprints, including planning and retrospectives 

• The teams of P3, P4, P5 and P6 are all using Scrum. 
Naturally, we were not surprised by this, since we had already learnt from the research that DevOps is 
an extension of agile methods and shares values but has a greater scope [20]. 

 
With respect to DevOps, P1, P3, P6 and P7 actively practice it. P2 also mentioned that they practice 
DevOps actively, but not for legacy projects. This matches Researcher1’s report that claims it is 
challenging to use DevOps legacy with systems [79]. P4 also practices DevOps on an experimental level. 
They use it primarily for automation, but culturally, they have not been able to fully overcome the silos 
between the development and operations, where there are still misunderstandings, such as who has the 
responsibility for manual testing. On the other hand, Comp5 does not want to commit to a full- fledged 
adoption without first trying out some of its principles and investigating situations that could turn into 
adoption challenges, such as potential communication problems. Hence, even though P5 claimed that 
Comp5 does not actively practice DevOps, one of the responsibilities of P5 and his team is to identify 
ways to make a potential adoption smoother. 

 
Considering what P4 claimed about Comp4’s failed attempt to transition fully to DevOps in the past, 
when planning suffered due to lacking experience in DevOps, we consider this to be a smarter approach 
and, perhaps, a lesson for other companies that wish to adopt it. 

 
The experiences from participants vary from 1 month to 4 years, with an average of 1.5 years. In 
summary, P2, P3 and P7 are the most experienced DevOps practitioners with 2.5 years of experience or 
more, while Comp7 and Comp4 are the most experienced companies in DevOps, with 5 years of practice 
or more. 

 
RQ1: What tools do Developers and Operators use to carry out their tasks? 
Regarding the tools that our interview participants mentioned, all the related information is in the same 
spreadsheet as the one linked to in the corresponding section of the results from the literature review. 
All the reader has to do, is uncheck the checkbox “Blanks” in the column “Participant”, which will only 
show the tools mentioned by at least one participant. Below we provided a table of popular tools 
mentioned by participants as well as literature. 

 
 
 
 
 

12 https://www.docker.com 

http://www.docker.com/
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Tool Category Literature ID 
Git Version control, Source Code [9, 34, 59, 60, 63, 79] P1, P2, P3, P4, P5, 

P6, P7 

Slack13 Collaboration [9, 65, 79]. P1, P4 

Amazon Web 
Services 

Containerization, Configuration, 
Logging and Monitoring, Deploy, 
infrastructure as Code 

[19, 62,59, 65] P1, P4, P6 

Ansible Deploy, Configuration [34, 61, 62, 65, 79]. P1, P7 

GitHub Source Code, Containerization, 
Version Control 

[9, 19, 34, 62, 63, 64, 
65, 79]. 

P2, P3 

Jenkins Build, CI server, Deploy [9, 19, 34, 59, 61, 62, 
63, 64, 65, 79]. 

P2, P4, P6 

Selenium Testing [62, 65, 79]. P4, P6 

Docker Containerization [19, 62, 65, 79]. P4, P6, P7 

AWS ECS Containerization [65] P6, P2 

Table 12: List of tools mentioned by participants and literature. 
 

Seven participants mentioned that they are using Git. P2 and P3 were using Git for version control and 
P1, P4, P5, P6 and P7 were using for Source Code. Git is used for integrating the developer’s code. Next 
important tool mentioned by participants was Amazon Web Services. P1 was using Amazon Web 
Services for infrastructure as code, P4 was using it for deploying whereas, P6 was using for 
containerization. Amazon web services provides are cloud tools and provides many services for 
practitioners such as build, deploying the applications, providing frequent feedback, automating the 
entire deployment pipeline. P2 mentioned that they are using Jenkins for build whereas P4 and P6 were 
using for continuous integration. Another important tool was Docker which was used for 
containerization by respected participants. It was worth noticing that all the tools were reported in the 
literature as well. 
RQ2: What tool-related challenges do Developers and Operators face when they carry out their 
tasks? 
During the interviews we carried out, our participants reported a small number of tool-related challenges. 
These are listed in the table below: 

 

Code Challenge ID 

CH1 Difficulty in choosing appropriate tools. P1, P6, P7 

CH2 Learning new tools. P1, P3, P4, P6, 
P7 

CH6 Lack of mature tools. P5 

 
 

 
13 https://slack.com/intl/en-se/ 
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CH9 Limitations with tool support. P7 

Table 13: Tool-related challenges reported by the interviewees. 
The most pronounced challenge among our participants was related to learning new tools (CH2). For 
instance, P1 explained that getting used to new tools, such as Ansible and Amazon Cloud Watch, took 
time. P4 is part of a Scrum team that is trying to move to DevOps. He explains: “When we are using 
DevOps, we have to use different tools, adopting to those tools is little difficult. We could say we have 
to spend time on learning those tools. Tools is a big issue. We have to learn it, we have to install it and 
there would be a lot of time waste.” The participants P3, P6 and P7 also emphasized that it takes time to 
learn new tools, which affects the productivity of a development team. In particular, CH2 was mentioned 
by: 
• P1 for the tools Ansible (T16) and Amazon cloud (T54) 
• P3 for the tool Elastic Search14 (T158) 
• P4 for the tools Jenkins (T7), Puppet (T14) and Amazon Web Services (T57) 
• P6 for the tool Amazon Web Services (T57) 
• P7 for the tool Docker (T18) 

Three out of the seven participants, namely P1, P6 and P7, mentioned that it was challenging for them 
to know how to choose tools appropriate for their projects (CH1). For example, P1 stated “There are 
many tools available in the market. But we need to choose the appropriate one which suits for your 
project”, while P6 described the situation with more detail: “We need to find the right and appropriate 
tools to save time and to develop the product in a right way. We are looking forward to work with many 
tools and we will try to figure out which tools do our job in a better way. Finding the right and 
appropriate tools is a challenge for those who want to adopt DevOps.” 
Regarding the maturity of tools (CH6), P5 mentioned that some of his colleagues found Git to be 
somewhat complicated. 
Last, but not least, P7 explained that there can be limitations with tool support (CH9). He described the 
situation where a bug may need fixing, which could take time. If the bug is a security vulnerability, this 
puts the provided service at risk and could hurt the users and the customers. He also explained that after 
a patch becomes available, a restart of the affected services is required. This means service downtime, 
which is undesirable. 
Another point worth making is that Git (T164) was reported by all of our participants, but only P5 
mentioned that it was found to be complicated by some of his team members. Therefore, we are uncertain 
how big impact this has on the productivity of engineers using Git in general. 
A few of our questions were aimed at eliciting challenges, based on whether the operators and developers 
use the same tools and, if so, the same version of tools. As we have already stated before, we have found 
that when the two teams use different tools, their collaboration becomes harder [68]. In summary, P1, 
P3, P5 and P6 reported that the development and operations all use the same tools and the same version 
of tools, while P2, P4 and P6 reported the opposite. When asked why, they replied that the developers 
and operators use different tools, because they have different tasks to do. When asked about potential 
challenges because of this, no one reported any. 
In particular, P2 said that the developers and operators use some common tools, but when it comes to 
different tasks, they use different tools. P4 explained that they use different tools to integrate their work, 
since the development and operations use different tools. When asked about problems pertinent to 
integrating their work, none was reported. The only thing that was reported by P4 was the problematic 
situation where the operations think that the developers should do manual testing, while the latter think 
otherwise. We believe that this issue is not related to tools; rather it is related to organizational silos. To 
us, the developers and operators in Comp4 have not yet reached a point where their collaboration is 
based on trust and their goals are not yet aligned, as advocated by DevOps [21, 22]. We bring this point 
up in this section again to clarify our position further. Finally, P7 also said 

 
 

14 https://www.elastic.co 

http://www.elastic.co/
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that it is not required for developers and operators to have the same tools when they need to perform 
different tasks. 

 
RQ3: What suggested recommendations were taken to overcome the tool-related challenges faced 
by Developers and Operators? 
Some of our participants mentioned suggested recommendations that were taken to address certain tool- 
related challenges. We list them in the table below: 

Recommendations Challenge targeted ID 

Organize meetings, seminars. (R1) Learning new tools. (CH2) 
Lack of mature tools. (CH6) 

P4, P5 

Use certain tools to overcome the 
limitations of other tools. (R3) 

Limitations with tool support. (CH9) P7 

Table 14: Recommendations targeting tool-related challenges from literature review. 
With respect to the first recommendations that was taken, P4 mentioned that a DevOps expert from 
Finland was hired for a week to hold seminars that would educate the staff in DevOps practices as well 
as tools (CH2). In particular, P4 mentioned that the expert helped with the tools Amazon Web Services 
(T57), Jenkins (T7) and Puppet (T14). In the context of P5, workshops and monthly meetings were 
organized so as to educate the staff on better usage of tools, such as Git that was reported as complicated 
by some in P5’s team. 
Regarding P7, he stated that using containers can help avoid downtime during service upgrades. He 
explained: “But with this technology growth when kubernetes came to industry and Docker come into 
picture and kubernetes integrated with Docker they started giving roll back updates. You can start your 
update without making any downtime. Your old code will be there, and new code will also be there. 
When the old code is ready to finish their connections, they will be killed from the containers level and 
they will bypass their connection from old containers to new containers.” 

 
RQ4: How effective were the suggested recommendations taken to overcome those challenges? 
The recommendations of bringing in a DevOps expert to conduct seminars has been reported as very 
successful. More specifically, P4 claimed that this move made an observable difference and, due to the 
knowledge gained from the expert, it became easier to meet project deadlines. P5 also claimed that the 
workshops and monthly meetings were effective, he could not provide us with information that shows 
a considerable improvement. 
In relation to P7’s context, it is clear that containers can indeed be used effectively to avoid service 
downtime during service upgrading. That is an inherent capability with the tool itself. Hence, P7 reported 
this as an effective recommendation to deal with the downtime problem. 
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6 DISCUSSIONS 

In this section, we compare the results we got from our two data collection methods, namely the literature 
review and the interviews, and we relate them to our research questions. Before that, however, we make 
a few points about the context of our findings. 
Firstly, the number of participants was small, namely seven. This makes it particularly hard to draw a 
clear picture of this research area. Further, the participants’ experience in DevOps was limited. Four of 
them, namely P6, P1, P4 and P5, had one year of experience or less. This could mean that their 
understanding of DevOps tools and related challenges may not be as mature as it would be otherwise. 
This, in turn, could mean that some of our findings do not accurately reflect the actual context of these 
participants. 
Secondly, despite the fact that the respective companies of our interviewees are diverse in size, they are 
not diverse in application domain; nor in methodology. Most of the participants’ projects were related 
to web-development. Regarding the development methodology, all 7 of our participants reported agile 
principles and practices, while 4 of them stated that they use Scrum practices. These observations led us 
to believe that our findings may be more relevant to this context. For instance, the challenges faced, or 
recommendations taken to address them may be more suitable for web development in agile settings, 
but perhaps not as applicable to embedded systems development. 
Tools in DevOps (RQ1) 
When we started our research, we set out to identify as many tools as possible that are used in the practice 
of DevOps. We found a large number of over 166 tools that are used to support or automate different 
activities of the software development process, from version control to deployment and monitoring. As 
has already been explained, this information is too much to fit in this paper, but we provide a link to a 
spreadsheet in the (appendix B) that lists these tools. In this list, the reader can find tools identified by 
the literature or reported by the participants or both. 
It is worth pointing out that, from the total sum of 166 tools we identified, 30 were reported by the 
participants, and out of these 30 tools, 7 were not found during our literature review namely, the tools 
Intellij (T159), Neo4j (T160), Amazon S3 (T161), Amazon Cognito (T162), Amazon Machine Images 
(T163), Grafana (T60) and Postman (T61). 
There might be various reasons for this. For example, the research sometimes refers to any Amazon tool 
simply as Amazon Web Services (T57), instead of referring to the particular tool provided by Amazon, 
such as Amazon CloudWatch (T54). Since different tools have different roles, we have decided to list 
them independently. 
Another assumption why these 7 tools were not found during the literature review is that some of these 
tools may be known as standard development tools, rather than tools with capabilities for supporting 
continuous practices. For instance, Intellij, which was reported by P1, is a well-known IDE (Integrated 
Development Environment) for Java development15. Some of its features though make it easy to integrate 
to the development pipeline. For instance, it integrates with version control systems, such as Git (T164) 
and Perforce (T128), with build tools, such as Maven and Ant, and even allows management of Docker 
containers, via a plug-in. Therefore, even though it may be mostly known as an IDE, Intellij supports 
DevOps practices such as CI and CD. 
In an attempt to provide more information about what purpose its tool has, we include the category or 
categories of each tool in the spreadsheet. For example, readers that are only interested in tools for 
"build" jobs can focus on this category. Second, we provide a short description of each tool in order to 
highlight its main purpose or features from a DevOps perspective. For example, for the tool CloudWatch 
(T54), we include the information that “it is a monitoring tool for developers, operators and for IT 
managers. It allows you to monitor the applications, infrastructure and optimizing the resources. 
Zeng, Yan and Jin in [48] identified, among many others, the plethora of tools that can be used to support 
DevOps. They claimed that grouping the tools together can aid in finding tools for specific 

 
 

15 https://www.jetbrains.com/idea/ 

http://www.jetbrains.com/idea/
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purposes, and they illustrate this with several tools and six categories. We hope to extend this work with 
the information we have provided in our spreadsheet 
Finally, the fact that we found 7 tools that were not reported by the literature indicates the possibility of 
even more such tools that are in use by the industry. Even though the tools we found address our research 
question for now, it is clear to us that this is and will remain an open topic for the foreseeable future. 
Some tools become outdated, as [68] have found, while new tools are being developed and existing tools 
become more mature. We expect the landscape of DevOps tools to keep changing until it converges to 
a set of mature, reliable, highly customizable tools that can be easily integrated with the deployment 
pipeline. 

 
Tool-related challenges in DevOps (RQ2) 

We have identified challenges related to DevOps tools by either of our two data collection methods. 
These challenges are summarized below: 

 

Code Challenge Literature ID 

CH1 Difficulty in choosing appropriate tools. [48, 67, 68, 73, 81] P1, P6, P7 

CH2 Learning new tools. [67, 73] P1, P3, P4, 
P6, P7 

CH3 Integrating different tools in the deployment 
pipeline. 

[48, 68, 77, 81]  

CH4 Public CI systems suffer from security issues. [70]  

CH5 CD tools can suffer from reliability issues. [71]  

CH6 Lack of mature tools. [67, 69, 73, 75, 77, 
76] 

P5 

CH7 Lack of tools that support multiple environments. [68, 22]  

CH8 Lack of tools that support CD in the domain of 
embedded systems. 

[72]  

CH9 Limitations with tool support.  P7 

Table 15: Tool-related challenges from both the literature review and the interviews. 

Under no circumstance can we claim that the tool-related challenges that were commonly reported both 
the research and by the industry have more significance than the others. However, the former ones may 
be more common that the latter. Further, we can provide more contextual information about them. For 
instance, lacking mature tools (CH6) can be due to various reasons, such as the tools lack 
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important features [69], but it could also be because the tools may be complicated and, as such, hard to 
use (P5). This information is given in the sections “Results” of the respective data collection methods. 
From the challenges mentioned by the participants, limitations with tool support (CH9) was the only one 
not found during our literature review. This may be because some researchers may have considered it as 
part of lacking mature tools (CH6). Alternatively, since empirical findings in the area of tool-related 
challenges are scarce, it may be that this challenge simply was not discovered until now. In the context 
of P7, it is related to the time it takes for bugs to be fixed, as well as the fact that every patch may require 
restarting services, hence lead to service downtime. P7 talked about open source tools, but we argue that 
the same situation can easily affect proprietary tools; they too can have bugs and need maintenance. 
On a different note, our understanding from the challenges we identified is that they are actually related. 
This relation may be stronger in some contexts than in others, but there seems to be a pattern. For 
example, lack of mature tools (CH6) that can meet certain needs of a specific project makes it challenge 
to find appropriate tools (CH1). Similarly, tools suffering from security (CH4) or reliability issues (CH5) 
also make it hard to know which to use. This in turn forces DevOps practitioners to seek out more and 
more tools in a quest to find appropriate ones, which makes them have to learn new tools (CH2) as well 
as to try to integrate them in their deployment pipeline. This is also a challenging endeavor (CH3), due 
to the new tools not being mature enough (CH6) and/or not having appropriate support (CH9) from their 
creators. This leads the DevOps engineers to be on the lookout for more tools that may be more mature 
with less bugs or security issues and more features, which leads to the problem of not knowing which 
tools to choose and having to learn new tools. 
To us, this cycle means that companies that practice or want to adopt DevOps should be mindful of these 
tool-related challenges and their inter-dependencies. The rationale is that even if one of these challenges 
seems to be low-risk in a certain context, it may be exacerbated by other challenges. For example, having 
mature tools with proper support that do not support multiple environments, creates the need for 
searching for additional tools, which means these tools will have to be learned and integrated, as well as 
maintained sufficiently. 
Finally, the fact that our participants found a tool-related challenge, which was not found during the 
literature review, is an indication for us that there may be other challenges that have not been discovered 
yet. Considering certain factors, such as the small number of industry participants that got involved in 
our research, the rather homogeneous application domain pertaining their context, the limited experience 
of some of them in DevOps, it is quite likely that other tool-related challenges remain to be found. For 
instance, in none of our participants’ context was a company developing and maintaining its own tools, 
so any challenges related to that were not found. Nor were any of our participants involved in embedded 
systems development. Even though we think our research is a good first step in discovering how the 
landscape of tool-related challenges in DevOps looks like, we cannot conclude that our research question 
has been fully answered. 

 

Addressing tool-related challenges in DevOps (RQ3 and RQ4) 
Without a doubt, there is a very small number of recommendations discovered with either during both 
of our data collection methods. The literature review gave us three recommendations, while the 
participants mentioned two of them. We summarize this information in the following table: 

Recommendations Challenge targeted Literature ID 

(R1) Organize meetings, 
seminars. 

(CH1) Difficulty in choosing 
appropriate tools. 
(CH2) Learning new tools. 
(CH6) Lack of mature tools. 

[74] P4, 
P5 
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(R2) Develop your own tools. (CH3) Difficulty in integrating 
different tools in the deployment 
pipeline. 
(CH6) Lack of mature tools. 

[76]  

(R3) Use certain tools to 
overcome the limitations of 
other tools. 

(CH3) Difficulty in integrating 
different tools in the deployment 
pipeline. 
(CH9) Limitations with tool support. 

[67] P7 

Table 16: Possible recommendations for tool-related challenges in DevOps. 

In summary, organizing workshops, seminars and/or having knowledge sharing meetings has been 
reported by P4 and P5 as an effective way of dealing with the challenges of learning new tools (CH1). 
We think that increased education in DevOps tools can also help with the challenge of choosing 
appropriate tools (CH2) as well as using tools that lack in maturity more effectively (CH6). 
In large software development companies that can afford to invest the resources necessary, DevOps tools 
can be developed and maintained in-house to suit the specific needs of these companies. Such tools can 
have the desirable level of maturity (CH6) and they can be tailored to integrate smoothly with the 
company’s deployment pipeline (CH3). However, the company should evaluate first how many 
resources in manpower and software/hardware are required for such an endeavor, as empirical evidence 
shows it can be a significant investment. 
Last but not least, the use of certain tools can overcome the limitation of others, for instance tools like 
CloudShell can be used to help integrate cloud-based tools with the existing deployment pipeline (CH3), 
while containerization can help with software upgrades with no downtime (CH9). 
Regarding the recommendations effectiveness, [74] claimed that knowledge-sharing meetings and Tech- 
Talks (R1) would be useful in addressing knowledge gaps with tool-related challenges, and the 
participants P4 and P5 provided empirical support for this. [76] provided a real-world example where 
developing your own tools (R2) may be the better, if not the only, choice, albeit an expensive one. 
Finally, using specific tools to help deal with the problems of other tools has received empirical support 
from both the interviewees of [67] and one of our own, namely P7. 
The very small number of potential recommendations that can be used to address the challenges we 
found gives us no confidence to say that our research question 3 has been answered successfully. Of 
course, these recommendations are relevant to our questions, but it is apparent to us that this is still an 
open issue. For example, we did not find any recommendations that address security or reliability issues. 
Such issues do not only cause delays [71] that can lead to customer dissatisfaction, but they can lead to 
assets being compromised with potentially catastrophic results [70], [75]. 
With respect to recommendations effectiveness, here too we have little to present, as only a few 
recommendations have been identified. All the recommendations we have found in our research have 
been reported as effective. For (R1), it has been proposed by [74], but our interviews have provided 
empirical support for it (P4 and P5). Likewise, (R2) and (R3) have also received empirical support from 
the literature, while (R3) in particular was also reported as effective by P7. 
It is worth mentioning though that using additional tools to address the issues of existing ones (R3) is 
not a trivial matter. Firstly, identifying such tools is not easy (CH1). Secondly, throwing even more tools 
into the mix means even more reasons to worry about tool support. Thirdly, these tools have to be learned 
as well (CH2) before they can be used effectively. For instance, as [67] shows, tools often need to be 
configured or customized first, before they can be integrated in the deployment pipeline. 
Regarding (R1), P4 was very clear about the observable difference it had on the development. P4 
explained that it was easier to meet deadlines after the DevOps expert came in to help educate the staff. 
Regarding (R2), it seems that OANDA and Facebook had no other choice, so its effectiveness is self- 
evident. We reason that if these companies could have achieved the desired outcome, that is to find 
appropriate tools for their projects, without the need to invest the considerable resources required for in- 
house tools, they would have definitely done so. Similarly, when it comes to (R3), both 
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interviewees in [67] and our own P7 have applied it to good effect. In both cases, the recommendations 
seem to have achieved the desirable outcome. 
However, we should not forget that there might be other reasons why a particular recommendation can 
be reported as effective. For example, P7 stated that relying on containers is not always feasible, which 
means that the effectiveness of containerization to avoid downtime during service upgrades is context 
dependent. He explained that in a different company that he worked for in the past, this was not possible, 
so an alternative had to be found. This included bypassing user traffic from servers running the old 
version to servers running the new version. 
This may not be the only reason why recommendations are reported by interviewees as effective. There 
is also the potential for bias. An employee working in a company might not be willing to mention things 
that did not work very well for them, or he might be willing to exaggerate for things that worked to some 
extent. We got this suspicion from P5, who explained that workshops and monthly meetings were an 
effective recommendation, despite the fact that he could not provide any details about it. To the best of 
our knowledge, P5 may have heard but not necessarily observed any visible results. 
Finally, considering P4’s claim about (R1) being very effective, it is not entirely clear how effective it 
was. The DevOps expert may have helped the teams to meet deadlines, but the misunderstandings 
between development and operations about whose responsibility it is to perform manual testing is a sign 
that there is still room for improvement in how DevOps is practiced in Comp4. The collaboration 
between development and operations is the most fundamental aspect of DevOps [32], so if is still not 
well understood by the staff in Comp4, we are a bit reluctant to accept that the DevOps expert (R1) 
managed to provide adequate education in tool-related matters as well. Perhaps Comp4 needs to repeat 
(R1) and possibly enhance it by conducting more seminars and knowledge-sharing meetings. Meeting 
deadlines, as we understand it, is one of the things the software engineers care most about, so that may 
be the reason why (R1) was reported as very effective. 
In any case, we believe that our fourth research question has only been partially answered, since the 
recommendations reported were few, as were the times they were applied to good effect. To us, this 
clearly indicates that more work needs to be done in this area. 

 
 

6.1 Threats to Validity: 

Internal validity: 
When casual relationships are investigated, this aspect of validity is concerned. When a researcher is 
investigating the one specific factor which affects the other factor, there is a possibility the investigated 
factor might affect another factor. 
Initially we performed literature review using search strings such as DevOps AND Tools, DevOps AND 
Challenges related to our domain area based on the inclusion criteria. There is a risk of missing important 
articles because of this reason. To mitigate this risk, we carried a complementary search by including 
another search string DevOps AND Adoption AND Challenges to educate more on the research domain. 
We also carried a secondary complementary search called backward and forward snowballing to identify 
more relevant articles. By carrying out this search we included books Huttermann [21] and Humble and 
Farley [5] to increase our relevance criteria. There is still a chance we might have missed high quality 
and relevant papers, so to mitigate this we have chosen books and journals to reduce the risk to certain 
extent. 
There is a chance of validity threats to interview data due to the selection of interviewees, framing the 
questionnaire, misinterpretation of data collection and lack of experience in conducting interviews. To 
mitigate this, we selected the participants from the software companies practicing or practiced DevOps, 
we selected the participants through the LinkedIn and some personal contacts. Questionnaire was 
constantly updated with open ended and closed questions. Our questionnaire is designed with yes or no 
questions, even though few other questions were explanatory in nature, there is a chance we might have 
missed detailed answers from our data collection. Misinterpretation of data is reduced by recording the 
interview calls with participant’s permission and both the researchers has transcribed 
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independently. We also sent follow up questions at a later date after the interviews. Unfortunately, not 
all of them responded. 
Another validity threat could be there is a chance of low participant engagement. We couldn’t obtain 
necessary data for our research objectives. Even though we sent follow up questions not all of them 
responded. 
One of our study limitations is we didn’t perform the thematic analysis for literature review. This could 
be our future work. 
Another validity threat could be due to low percentage of intercoder validity. To mitigate this, we 
repeated the coding process to reach an accepted level of percentage and also compared our findings 
with the literature to support our study. But we still we have discrepancies in our agreement. This is one 
of our study limitations. 
External Validity: This validity refers to what extent the results can be generalized. We conducted 
interviews for only seven participants due to limited amount of time, the results can hard to generalize. 
To mitigate this as we mentioned in the research methodology section, our aim is not to generalize the 
results. Also, from the literature Smeds, Nybom and Porres [22] Lwakatare et al [31] Humble and Farley 
[5] we understood that DevOps depends on the context and varies in different organizations and we took 
necessary steps to replicate our research study. 
The other validity threat in our work could be identifying few recommendations and effectiveness for 
tool related challenges. To mitigate this, we sent follow up questions to our participants but not all of 
them responded. This is could be one of our study limitations. 
Construct validity: This validity refers to the extent to which operational measures being studied really 
represents what the researcher has in mind. There is a chance of misinterpreting the purpose of the 
questionnaire by the interviewees. To mitigate this risk, we have sent an invitation letter for interviews 
describing our objectives, aims and purpose of conducting the interviews. Questions were designed with 
clear motivation which relates to our research objectives. We also gave a brief introduction of ourselves, 
as well as interview purpose and procedure in case they missed reading questionnaire. 
Regarding the challenges identified in the literature, there is a high risk of misinterpreting the challenges 
due to the lack of experience in research domain. For example, Lack of training in DevOps process. We 
first identified this challenge in Jabbari et al [6] but we couldn’t find any information about the 
mentioned challenge. Through backward snowballing Jabbari et al. [6], referenced Farroha et al [86] but 
this paper also lacks the adequate information to support the mentioned challenge. Hence, we did not 
consider this challenge. To mitigate this risk for other challenges as well, we used backward snowballing 
to identify the original papers which mentioned the potential challenges. Through this we are able to 
understand the context of the challenges and excluded few challenges which doesn’t meet our research 
objectives. We selected challenges only which described the context clearly and generic challenges were 
excluded. This is also one of our study limitations. 
Regarding the tools we identified from the literature, there is a high chance of eliciting wrong 
information or misunderstanding one tool as other. Due to inexperience of the researchers initially we 
misinterpreted GitHub and Git as single tool. We identified this inconsistency during our data analysis. 
Few of our participants mentioned Git, and others as GitHub. In an attempt to mitigate this threat, the 
researchers seek information about several tools online in their respective websites, so that they would 
be more capable to understand and evaluate related information that would come from the participants 
during the interviews. 
Regarding the purpose of each tool, tool websites provided multiple purposes for each tool. Since it is 
highly technical it was difficult for the us to understand each purpose. Hence, we only provided the 
information based on our understanding. This is one of our study limitations. 
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Regarding validity threats, language is a big issue. Not only use of common language varies from person 
to person, but also technical terms are used in different ways by different people. There is a chance that 
we may have misinterpreted or misunderstood a situation as big a challenge when it is not or vice versa. 
This could be one of our study limitations. 
Reliability of the study: Reliability if study could be affected by many factors such as if the interview 
questions are unclear or due to improper coding in the transcripts. To mitigate this, as mentioned above 
interview questions were designed with clear motivation, structural coding was used to code the different 
research questions, and also, we followed triangulation to collect the data from the multiple sources. 
Both researchers were involved in data collection process to reduce the personal bias. 
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7 CONCLUSIONS 

We used two data collection methods, based on a case study in order to identify the tools that DevOps 
practitioners use, the challenges related to these tools, possible recommendations to help deal with these 
challenges, as well as contextual information about their effectiveness. 
Our results have yielded over 166 tools, while 7 of them have only been found by our interviews. This 
could be for a number of reasons, such that standard tools gained at a later time features that support 
DevOps practices, such as CI or CD. In any case, we expect the landscape of DevOps tools to change, 
as old tools either become more sophisticated or become outdated, and as new tools are developed to 
support DevOps better and integrate with the deployment pipeline more easily. We tried to provide 
enough information that can help the interested reader to get a better idea of what tools are available, 
what is their main purpose and how accessible they are in terms of license. 
Regarding the tool-related challenges we found, both the literature review and our interviews show that 
lack of knowledge on how to choose appropriate tools for DevOps practice, as well as the time it takes 
to learn them, are common challenges. Other challenges include limitations with tools, such as tools 
suffering from security or reliability issues. These challenges seem to remain mostly unaddressed. Our 
findings indicate that commonly accepted recommendations to these challenges have yet to be found. 
We conclude that they are dealt with on a case-by-case basis, if at all, though further research is needed 
to confirm this. Few tool categories such as AIOps, Analytics, Databases we couldn’t find the 
information about these categories in the literature. Our future work also includes the providing more 
information about the tool categories. 
We identified very few recommendations to deal with some of the tool-related challenges in DevOps. 
The most feasible one seems to be conducting seminars or other knowledge-sharing events to educate 
practitioners on how to better use DevOps tools and, potentially, how to identify suitable tools for their 
projects. Another recommendation, aimed at dealing with the limitations of existing tools in the 
deployment pipeline, is to use other appropriate tools depending on the context, though this 
recommendation may have its own caveats as well. Lastly, a company may choose to develop its own 
tools to suit the needs of its projects, but that is unlikely to work for small or medium companies, and it 
may not even be justified for large companies, since it requires a considerable investment. 
In summary, our research questions have only been partially answered. From RQ1 to RQ4, we are less 
and less satisfied with our findings. We believe that the volume of knowledge on the topic of tool- related 
challenges in DevOps has not received adequate attention from the research community yet, and we 
hope that our research will help to generate new initiative for further research in this area. 

 

7.1 FUTURE WORK 
We have several ideas about future research in the area of tool-related challenges in DevOps. As 
explained in the discussion, our research questions have not been fully answered and we believe there is 
still much to learn. 
Firstly, as explained previously, we expect the landscape of DevOps tools to keep evolving, as new tools 
arrive at the scene and old ones disappear from it. Therefore, we believe it is worth repeating and 
improving this research in the future, in order to keep track of the evolution of DevOps tools. 
Secondly, there is a lot of work to be done in the area of tool-related challenges. We estimate that there 
are more such challenges out there. Their identification will be like adding an important piece of the 
puzzle. As explained in the discussion section, our limited number of participants and their demographics 
show that the sample is small and not representative of the population, so it is highly likely there are 
several other challenges left to be discovered yet. Perhaps quantitative studies would help draw a clearer 
picture and allow for some generalization from the results. 
Further, we think that a deeper analysis is needed when it comes to these challenges. Shahin et al, (2017) 
has done good work in showing that various challenges in DevOps are related to one another, for 
example one challenge related to practicing DevOps in distributed settings exacerbates the risk of 
ineffective collaboration and transparency between development and operations. We have already 
reasoned about that some tool-related challenges are related in certain ways. For example, lack of mature 
DevOps tool that are available makes it harder to find appropriate tools for a particular project. 
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Therefore, we believe that a deeper analysis will provide more clarity on how these challenges are related 
to each other and if recommendations need to be taken to address several challenges as a group. 
Thirdly, finding appropriate recommendations to tool-related challenges and how effective they are, is 
still an open issue. Our findings yielded only 3 potential recommendations, 1 of which is rather infeasible 
to many software development companies, i.e. (R2). Clearly, more research is needed in this area as 
well. 
In addition, certain areas such as security and reliability issues with DevOps tools need further research. 
These areas are more focused and more technical. The recommendations described may have more 
context-based applicability. Still, until commonly acceptable solutions are found to address these 
challenges, we think this is an open topic that requires further research. 
Not only further research is needed to provide more answers to our research questions, but to also 
improve upon our work. Our research has no lack of limitations, which are described in the section 
“Validity threats”, and they can be used to drive better research in the area of DevOps tools and related 
challenges. We consider our research to be a good first step in this rather unexplored area, and we 
encourage researchers to investigate it further. 
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APPENDIX-A 
A LIST OF CHALLENGES WITH TOOL ID, CATEGORY, LICENCE TYPE, LITERATURE AND 
PARTICIPANTS 

 
 

ID Tool Category License Type Literature Participants 
T1 Apache 

Subversion Source Code Open Source [79], [59], [9]  

T2  
GitHub 

Source Code, 
Containerization, 
Version Control 

 
Freemium 

[79], [60], [9], [62], [63], [64], 
[65], [34], [19] 

P2, P3 

T3 StarTeam Source Code Freemium [59]  

T4 Ant Build Open Source [79], [58], [59], [6], [9], [61], 
[62], [63], [34], [19] 

 

T5 Maven Build Open Source [79], [58], [59], [6], [9], [61], 
[62], [64], [34], [19] 

 

T6 Travis CI Build, CI server, 
Deploy 

Open Source, Paid, 
Enterprise [79], [9], [61], [65], [34] P3 

T7 Jenkins Build, CI server, 
Deploy Open Source, Free [79], [59], [9], [61], [62], [62], 

[63], [64], [65], [34], [19] 
P2, P4, P6 

T8 MsBuild Build Open Source [58], [9], [62]  
T9 Gradle Build Freemium, 

Enterprise [79], [58], [61], [62], [34], [19]  

T10 Phing Build Open Source [58]  
T11  

Atlassian 
Bamboo 

Continuous 
Integration, 
Orchestration, 
Deploy, Testing 

 
Paid 

 
[79] 

 

T12 Subversion Source Code Open Source [65], [34]  
T13 CodeShip Continuous 

Integration Freemium [79], [9], [65]  

T14 Puppet Deploy Enterprise [79], [61], [62], [64], [65], [34], 
[19] 

P4 

T15  
Gitlab Source Code Open Source, 

Freemium 
 
[79] 

 
P6 

T16  
Ansible 

Deploy, 
Configuration 

Open Source Paid [79], [61], [62], [65], [34]  
P1, P7 

T17  
Chef 

Configuration 
Deploy Enterprise [79], [59], [6], [61], [62], 

[65], [34], [19] 
 
P7 
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T18  
Docker 

 
Containerization 

Open Source, 
Freemium, 
Enterprise 

 
[79], [62], [65], [19] 

 
P4, P6, P7 

T19 Vagrant Containerization, 
Configuration 

Open Source [79]  

T20 Saltstack Configuration Open Source [79], [62], [65], [34]  
T21 Argon Infrastructure as 

code Open Source [66]  

T27 Nagios Monitoring Open Source [79], [9], [62], [65], [34]  
T28 NewRelic Monitoring Freemium [79], [9], [62], [65], [19]  
T29 Graphite Monitoring Open Source [61], [34]  
T30 Ganglia Monitoring Open Source [34]  
T31 Rake Build Open Source [34]  
T32 Papertrial Log Monitoring Open Source [9], [61]  
T33 Splunk log Monitoring Free, Enterprise [79], [61], [62], [65]  
T34 Sumo Logic log Monitoring Freemium [61], [65]  
T35 Logstash log Monitoring Open Source [61], [62], [65], [34]  
T36 Kibana log Monitoring Open Source [61], [65], [34]  
T37 Slack Collaboration Freemium [79], [9], [65] P1, P4 

T38 Hip Chat Collaboration Freemium [79], [9]  
T39 Jira Collaboration Paid [79], [3], [62], [65], [19] P4 
T40 MangoDB Databases Free, Open Source, 

Enterprise [9], P4 

T41 LiquiBase Databases Open Source [79], [34]  
T42 RedGate Databases Enterprise [79], [65]  
T43 DBMaestro Databases Enterprise [79], [65]  
T44  

TeamCity 
Continuous 
integration, 
Orchestration 

 
Freemium 

 
[79], [6], [62], [65] 

 

T45  
Circle CI 

Deploy, 
Continuous 
Integration 

 
Freemium 

 
[79], [65] 

 

T46 JMeter Testing Freemium [58], [62]  
T47 Cacti Monitoring Open Source [62]  
T48 OpenStack Cloud Open Source [65]  
T49 Zabbix Monitoring Open Source [79], [65], [19]  
T50 Capistrano Deploy Open Source [79]  
T51 PagerDuty Communication Paid [79], [65], [19] P2 
T52 TestComplete Testing Paid [79]  
T53 Mercurial Source Code Free [79], 17]  
T54 CloudWatch Deploy Freemium [62], [19] P1 
T55 Azure Watch Cloud Paid [59], [65], [34]  
T56 AppDynamics Monitoring, 

Analytics Freemium [79], [9], [61], [62], [65]  

T57  
Amazon Web 
Services 

Containerization, 
Configuration, 
Logging, 
Monitoring 

 
Freemium 

 
[59], [62], [65], [19] 

P1, P4, P6 

T58 VMware 
vSphere Configuration Paid [59]  

T59 VMware Configuration Paid [59], [34]  
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 vCloud 
Director 

    

T60 Grafana Monitoring Open Source, 
Enterprise Nil P2 

T61 Postman Testing Free, Enterprise Nil P6 
T62 kubernetes Deploy Open Source, Free [82], [65] P3 
T63 Rancid Configuration open Source [61]  
T64 CFEngine Configuration Open Source [61], [62], [65], [34]  
T65 Bitbucket Source code, 

version control Freemium [79] P4 

T66 Graylog Logging Open Source, 
Enterprise [62]  

T67 Rundeck Monitoring Deploy Open Source, 
Enterprise [62], [64]  

T68 NUnit Testing Open Source [6], [62]  
T69 TestNG Testing Freemium [62]  
T70 JBehave Testing Open Source [62]  
T71 RALLY Testing, Project 

Management Free, Enterprise [62]  

T72 Redmine Project 
Management Free, Open Source [63]  

T73 Gocd Build, Deploy Open Source, Free, 
Enterprise [83], [65] P1 

T74 ISPW Source code Enterprise [65]  
T75 Artifactory Source code Open Source [62], [65]  
T76 Nexus Source code Open Source [62], [65]  
T77 Delphix Databases Enterprise [65]  
T78 Flyway Databases Open Source [65], [34]  
T79 VSTS Continuous 

Integration, Freemium [65], [34]  

T80 FitNesse Testing Open Source [65]  
T81 Gating Testing Open Source [65]  
T82 Mocha Testing Open Source [65]  
T83 Karma Testing Freemium [65]  
T84 Jasmine Testing open Source [65]  
T85 Tricentis 

Tosca Testing Freemium [65]  

T86 Locust io Testing Open Source [65]  
T87 Perfecto Testing Paid [65]  
T88 Sauce Labs Testing Paid [65]  
T89 SoapUI Testing open source [65]  
T90 Micro Focus 

UFT Testing Enterprise [65]  

T91 Packer Configuration Open Source [65]  
T92 Rudder Configuration Open Source [65]  
T93 Terraform Monitoring Freemium [65] P7 
T94 Octopus 

Deploy Deploy Enterprise [65]  

T95 UrbanCode 
Deploy Deploy Enterprise [65]  

T96 Electric cloud Deploy Enterprise [65]  
T97 ElasticBox Deploy Enterprise [65]  
T98 CA Deploy Enterprise [65]  
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 Automatic     
T99 XL Deploy Deploy Enterprise [65]  
T100 Google Cloud Deploy Enterprise [65], [34] P3 
T101 OpenShift Cloud Enterprise [65]  
T102 Alibaba 

Cloud Cloud Paid [65]  

T103 IBM Cloud Cloud Freemium [65], [34], [19]  
T104 Cloud 

Foundry Cloud Open Source [65]  

T105 Iron.io Cloud Paid [65]  
T106 Apache Open 

Whisk Cloud Open Source [65]  

T107 Lambda Cloud Paid [65]  
T108 Zenoss Monitoring Enterprise [65]  
T109 Checkmarx 

SAST Security Enterprise [65]  

T110 Snort Security Open Source [65]  
T111 Signal 

Sciences Security Enterprise [65]  

T112 Tripwire Security Open Source [65]  
T113 Black Duck Security Enterprise [65]  
T114 CyberArk 

Conjur Security Enterprise [65]  

T115 SonarQube Security open source [62], [65]  
T116 Veracode Security Enterprise [65]  
T117 HashiCorp 

vault Security Open Source [65]  

T118 Fortify SCA Security Enterprise [62], [65]  
T119 ServiceNow Collaboration Enterprise [65]  
T120 Trello Collaboration Freemium [65], [19]  
T121 Stride Collaboration Freemium [65]  
T122 Remedy Collaboration Enterprise [65]  
T123 Agile central Collaboration Enterprise [65]  
T124 OpsGenie Collaboration Paid [65]  
T125 CollabNet 

VersionOne Collaboration Enterprise [65]  

T126 AWS 
CodeDeploy Deploy Freemium [65]  

T127 Coverity Code Analyzer Paid [62]  
T128 Perforce Version Control Freemium [62]  
T129 JSHint Code Analyzer Open Source [62]  
T130 CheckStyle Code Analyzer Open Source [62]  
T131 Blueoptima Code Analyzer Freemium, 

Enterprise [62]  

T132 Clover Code Analyzer Paid [62]  
T133 Semmle Code Analyzer Paid [62]  
T134 JaCoCo Code Analyzer Free [62]  
T135 Gerrit Code Analyzer Free [62]  
T136 PMD Code Analyzer Open Source [62]  
T137 SharePoint Collaboration Paid [62]  
T138 Archiva Artifact Repository Free [62]  
T139 IBM Rational 

Clear Case Configuration Enterprise [62]  
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T140 Hudson Build, CI Server Free [19]  
T141 PingDom Monitoring Freemium, 

Enterprise [19]  

T142 CloudWave Cloud for 
Orchestration Paid [19]  

T143 Glu Build, Deploy, 
Monitoring Free, Open Source [19]  

T144 Mesos Containerization Open Source [65]  
T145 Rancher Containerization Open Source [65]  
T146 Docker 

Enterprise Containerization Enterprise [65]  

T147 GKE Containerization Paid [65]  
T148 AKS Containerization Paid [65]  
T149 Rkt Containerization Open Source [65]  
T150 Codefresh Containerization Freemium [65]  
T151 Helm Containerization Open Source [65]  
T152 Fluentd AIOps Open Source [65]  
T153 Prometheus AIOps Open Source [65]  
T154 ITRS AIOps Enterprise [65]  
T155 Moogsoft AIOps Paid [65]  
T156 Dynatrace Analytics Enterprise [65]  
T157 Datadog Analytics Enterprise [65]  
T158 Elasticsearch Analytics Open Source, 

Freemium [65] P3 

T159  
Intellij 

Java Integrated 
Development 
Environment 

 
Free, Open Source 

 
n/a 

 
P1 

T160 Neo4j Databases Enterprise n/a P1 
T161 Amazon S3 Databases Freemium n/a P1 
T162 Amazon 

Cognito Authentication Freemium n/a P1 

T163 Amazon 
Machine 
Images 

 
Logging 

 
Freemium 

 
n/a 

 
P1 

T164 Git Version Control, 
Source Code Free, Open Source [79], [59], [60], [9], [63], [34], P1, P2, P3, P4, 

P5, P6, P7 
T165 AWS Elastic 

Compute 
Cloud 

 
Cloud 

 
Freemium 

 
[71] 

 

T166 OpsWorks Configuration Freemium, 
Enterprise [71]  
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APPENDIX - B 
A LIST OF TOOLS WITH ID, NAME AND ITS PURPOSE 

 
ID Tool  
T1 Apache Subversion It is a version control tool which allows users to make edits on working files in 

repositories and make commits to the SVN server. 
T2  

GitHub 
GitHub is generally used for developers to work together globally. it is greatly 
used for integration, team and project management, code reviews, and 
documenting etc. 

T3  
StarTeam 

It contains centralized locations to update source code, provides monitoring, 
automates software delivery and brings developers and operators together 
through common change management. 

T4 Ant It is a java-based deployment tool written in XML used for compiling in JAR files 

T5 Maven It can solve problems which Ant cannot. it allows to download dependencies 
T6 Travis CI It is used to deploy, and to test the software throughout the world. it supports 

pull request and branch build flow. It integrates with GitHub. 
T7  

Jenkins 
Jenkins is built in java-based program and provides plugins for build, deploy, 
test and automation. it serves as CI server and can be deployed anywhere in the 
world. it integrates with Docker and GitHub. 

T8 MsBuild It allows to build software which orchestrates scripts. it contains a several 
functionalities which can be accessed through command line. 

T9 Gradle It performs many operations such as build, automated executing and deploys 
faster. 

T10 Phing It is a build tool works on windows, Mac and extends in PHP classes. 
T11 Atlassian Bamboo It provides hundreds of plugins for integrations, build, deploys and automated 

test. it integrates with Jira, Bitbucket. 
T12 Subversion It manages and stores the files, directories in a centralized server and can be 

used by people over the world 
T13 CodeShip It has a simple interface which allows to build and deploy anywhere. it integrates 

with Docker, slack, and Gitlab. 
T14  

Puppet 

Puppet allows you to discover resources, configure and manage the data, 
supports deployment pipeline and to code your own infrastructure which helps 
in the foundation of DevOps. it integrates with many CI/CD tools, 
communication tools like Jenkins, Jira, slack etc. 

T15 Gitlab In DevOps, it supports planning and monitoring, and it makes deployment faster. 

T16  
Ansible 

It delivers faster feedbacks, detect bugs for developers and deploys faster for it 
operations. it integrates with containers, cloud services and many DevOps tools 
like Jenkins, Travis CI, TeamCity. 

T17 Chef It is used for build, deploy and to maintain continuous automation 
T18  

Docker 
Docker helps the developers by building and provides same environment and for 
operators it helps to deploy your applications faster. it automates the deployment 
pipeline and integrates with choice of your DevOps tools. 

T19  
Vagrant 

It manages the virtual machines and reduces the dependencies for developers, 
and for operators provides consistent environment for testing infrastructure 
scripts. it provides a same environment for Devs and Ops to configure and test. 

T20 Saltstack It ensures packages are installed and running, deploys and it control and optimizes 
the infrastructure. 

T21 Argon It reduces the complexity of infrastructure through Domain Specific language. 
it generates scripts for configuration tools. 
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T22 JUNIT It is a unit testing framework used in the test-driven development. it helps 
developers to test on java virtual machines. 

T23 Cucumber It allows the developer to test and run accepted tests in behavior driven 
development. it is written on ruby but also provides platforms other than ruby. 

T24 Selenium It allows you to automate the browsers and to test them. it supports various 
browsers such as opera, Firefox, safari and chrome. 

T25  
AWS ECS 

It is used to run; scale containers and it supports orchestration services for Docker 
and eliminates the use of installing and operating of own container 
orchestration. 

T26 Cruise Control It continuously integrates the software and java-based framework. We can view 
the previous build and current build through web interface. 

T27 Nagios It monitors the application, sends notification alerts and sends second alert 
when the problem has solved. 

T28 NewRelic It monitors infrastructure to application health and provides agility for DevOps 
organizations. 

T29 Graphite It monitors the performance of computer systems. it collects and stores the data 
in real time. it integrates with Logstash, Sensu, and Nagios Core. 

T30 Ganglia It monitors the performance of computer systems such as clusters. Advanced 
features allow the users to view live CPU load averages. 

T31 Rake It is an automated build tool written in Ruby language. it manages 
dependencies for specific tasks as well as group tasks. 

T32 Papertrial It a centralized logging tool which tracks the customers’ requests and 
configuration changes. 

T33 Splunk It makes development and testing simple by quickly identifying bugs. For 
Operators it monitors and troubleshoot logs. 

T34 Sumo Logic It provides a unified platform for both Devs and Ops. it monitors issues faster, 
reduces downtime and enhances customer experience. 

T35 Logstash It allows you to collect logs, and store them. You can view logs in ElasticSearch 
and can view in Kibana. 

T36 Kibana It is a data visualization plugin for ElasticSearch, it allows you to create bars, 
plots and pie charts. 

T37  
Slack 

It allows to communicate with teammates, customers and clients. it has many 
features like files sharing, face to face communications, screen sharing etc. it 
integrates with many tools like Jenkins, GitHub, PagerDuty, Jira etc. 

T38 Hip Chat It is an instant messaging tool which allows to have group chats, image 
viewing and video calls 

T39  
Jira 

It is project management tool mainly used by agile teams which allows you to 
plan your tasks, tracking work progress, releasing and reporting the 
performances. it integrates with many tools like Bamboo, Bitbucket. 

T40 MangoDB It is a document database tool and makes the development easy. it allows you 
to store data and provides indexing. it integrates with Slack, GitHub etc. 

T41 LiquiBase It provides tracking, managing, code branching and schema for database 
changes. 

T42 RedGate It automates the databases, monitors its performance and protects the data. 
T43 DBMaestro It automates the databases, reduces time in writing scripts and integrates with 

Jenkins, Bitbucket, etc. 
T44 TeamCity It is a CI server tool from JetBrains. it used for continuous integration and 

deployment 
T45 Circle CI It automates the pipeline form build to deploy. it runs automating testing and build 

in containers. it integrates with AWS, GitHub, Bitbucket. 
T46 JMeter It is used as a load testing tool for analyzing and measuring the performances 

of web applications. 
T47 Cacti It is a web-based log monitoring tool used for front end applications. 
T48 OpenStack It provides infrastructure as a service to DevOps people. 
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T49 Zabbix It is a monitoring tool that tracks the status of network servers 
T50 Capistrano It allows you to run scripts on different servers and deploys web applications. 
T51 PagerDuty It is used for sending notifications, SMS, email for DevOps people 
T52  

TestComplete 
It allows the developer to automate tests. They can be recorded, scripted and 
can be manually created. it is also used for error logging. it integrates with 
Bamboo, Jira, Git, Jenkins and Mercurial. 

T53 Mercurial It is written in python, used as version control for developers and is supported 
in Windows, Mac and Linux. 

T54  
CloudWatch 

It is a monitoring tool for developers, operators and for it managers. it allows 
you to monitor the applications, infrastructure and optimizing the resources. For 
DevOps we can build, deploy, and automate test. it integrates with Jenkins, 
Slack, and many other tools. 

T55 Azure Watch It provides immediate alerts with data issues, it automatically recovers from 
production issues, and integrates with PagerDuty, Slack, Nagios, Zabbix, etc. 

T56 AppDynamics It releases and changes application quickly, improves collaboration between 
Devs and Ops, and supports continuous delivery. 

T57 Amazon Web 
Services 

AWS services help the companies to build, deploy the software rapidly and 
supports DevOps in automating tasks and to solve complex environments. 
They compile code, run tests, automates the deployment 

T58  
VMware vSphere 

for DevOps people, it allows to manage container images, to organize image 
repositories, and gives access control to projects which allows particular users 
for access in repositories. 

T59 VMware vCloud 
Director 

It increases agility for DevOps people, provides containers as a service, and 
optimizes the cost of cloud infrastructure. 

T60 Grafana This allows us to visualize the data from different data sources. it integrates 
with Kubernetes, slack, MySQL 

T61 Postman It can be used for debug, monitoring, documentation, design and automated 
testing 

T62 kubernetes It allows you to deploy, configure and managing the containerization applications. 
it integrates with Docker, GitHub etc. 

T63 Rancid it runs various commands, increments data and commit these changes into version 
control. 

T64 CFEngine It can schedule tasks, configure, deploys application, integrates files and 
provides service and password management. 

T65 Bitbucket Bitbucket is the solution provided by the GitHub for professional teams. 
T66  

Graylog 
It logs the applications, allows to visualize and explore data thoroughly, flexibility 
in passing User ID's and is a self-service tool which allows to 
deploy, and configure without it operations. 

T67 Rundeck It automates the development and production environments, schedules task, 
provides orchestration for workflow and logs the data. 

T68 NUnit It is a unit testing framework, it runs tests in Microsoft.Net language 
T69 TestNG It performs testing and checks whether the code is multithread safe. 
T70 JBehave It is a behavior driven development framework, and performs testing 
T71  

RALLY 
It allows companies to keep track of their objectives. We can track daily works, 
manage deliveries and can recommendations performances. it allows to build, 
deploy, test and release. 

T72 Redmine it is written in ruby, can manage multiple projects, issue tracking, and sends 
notifications, 

T73 Gocd This tool allows you to compare builds, deploy anywhere, configure, and executes 
the tests in many programming languages. 

T74 ISPW It allows to build, deploy, and integrates with Jira, Splunk, and Jenkins 
T75 Artifactory It supports all packaging formats, automates deployment pipeline, and 

integrates with Jenkins, Bamboo, Travis CI, Kubernetes etc. 
T76 Nexus for developers it improves code quality, automates build and deployment. For 
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  operators reduce the cost of infrastructure. 
T77 Delphix It protects the data, and manages the data from anywhere on the cloud 
T78 Flyway It provides version control for database with plain SQL, migrates databases, and 

makes continuous delivery simple. 
T79 VSTS It can plan, track the work across teams, works with all languages in 

deployment pipeline integrates with Git and share packages across teams. 
T80 FitNesse It is a collaborative and test tool. it automates the acceptance tests, and 

provides feedbacks, 
T81 Gating It is a load testing tool which allows to analyze and measures the performances of 

web applications. 
T82 Mocha It is JavaScript framework, it runs tests, and provides accurate reports 
T83 Karma It provides easy debugging, controls the workflow and integrates with Jenkins, 

Travis CI. 
T84 Jasmine It is behavior driven testing tool written in JavaScript which allows to write 

tests easily. 
T85 Tricentis Tosca this tool integrates with any DevOps tool of your choice and helps to collaborate 

with other testers. 
T86 Locust io It allows to define user behaviors in python and supports in running load tests 

on multiple machines. 
T87  

Perfecto 
It improves the efficiency of DevOps pipeline with continuous and automating 
testing, and integrates with TeamCity, Jenkins, Bamboo, IntelliJ, Slack, Jira etc. 

T88 Saucelabs It allows DevOps teams to develop, test, supports many browsers operating 
systems, and integrates with Jenkins, Bamboo, TeamCity, and VisualStudio. 

T89 SoapUI It is functional testing tool which provides test coverages, automates regression 
and load tests in a single environment. 

T90 Micro Focus UFT It accelerates the functional testing efforts for software application, it 
automates the tests, and integrates with Jenkins, Bamboo, Git. 

T91  
Packer 

It builds the automated machine images for different platforms and runs on every 
operating system. it builds images for AWS, Docker, VMware, and 
Microsoft. 

T92 Rudder It manages configurations in middleware applications and works in many 
operating systems by continuously providing security. 

T93  
Terraform 

Through terraform you can build, change configuration, execute plans and can 
share and automate infrastructure. it integrates with the monitoring services 
and enables special monitoring abilities. 

T94 Octopus Deploy It deploys the applications and makes release orchestrations simple. 
T95 UrbanCode Deploy It automates and deploys applications, provides rapid feedbacks, security in 

different environments, and integrates with Kubernetes, Jenkins, and Docker. 
T96 Electric cloud It provides self-service pipelines, it tracks and monitors the applications and 

provides security. it integrates with Logstash, and Kibana. 
T97 ElasticBox It brings Devs and Ops to manage and deploy applications on cloud platforms. 
T98 CA Automatic It helps in 

management. 
planning, releasing, builds, testing, and provides security 

T99  
XL Deploy 

It speeds up the deployment while reducing errors, provides visual status of 
applications, and self-service deployment. it integrates with Jenkins, Puppet, 
Docker and Kubernetes. 

T100  
Google Cloud 

Through this tool, you can protect your code, infrastructure, and can store your 
services. Google cloud provides configuration tools, developer choice of tools 
for CI, and testing tools. it supports DevOps to create and destroy 
environments 

T101 OpenShift It integrates with Jenkins and implements Continuous Integration, automates 
the build, deployment, provides container orchestration with Kubernetes 

T102 Alibaba Cloud It provides end to end monitoring, executes tests with automation, and deploys 
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  continuously. it deploys and manages microservices with Kubernetes. 
T103 IBM Cloud It is a full stack platform which provides services for containers, security, 

analytics, databases, and easily optimizes the environments. 
T104 Cloud Foundry It makes the application to build and deploy faster. Provides frameworks for 

developers and services for containers. 
T105 Iron.io It handles the container services, provides image and video processing, sends push 

notifications, and runs containers on shared infrastructure 
T106 Apache Open 

Whisk 

It provides serverless platforms, manages infrastructure, deploys and servers 
using Docker, deploys anywhere and integrates with many tools lke kubernetes, 
GitHub, slack, and Jira. 

T107  
Lambda 

It lets to run your code without provisioning servers, runs code virtually on 
different applications, executes code in response to triggers and can be directly 
triggered by amazon web services. 

T108  
Zenoss 

In DevOps, it improves agility by resolving potential issues, meet goals of 
DevOps process by deploying faster, and provides end to end services for 
infrastructure. 

T109 Checkmarx SAST It provides security for development and testing tools, provides early detection 
and remediation and reduces the analysis time. 

T110 Snort It performs real time traffic analysis, protocol analysis, content searching, and can 
be used to detect attacks 

T111  
Signal Sciences 

It provides security instrumentation for developers which makes them to manage 
their data easily and brings Devs and Ops together by securing applications. 

T112 Tripwire It provides security for entire DevOps pipeline and protects data from 
unwanted changes. 

T113 Black Duck It provides security for DevOps people by managing the risks with open source 
tools and mitigates compliance risks. 

T114 CyberArk Conjur It is designed to protect account passwords which have an access for an entire 
organization. 

T115  
SonarQube 

It inspects the whole application, manages the code qualities, and also provides 
analysis of pull requests. it integrates with Jenkins, Bamboo, Travis CI, 
TeamCity. 

T116  
Veracode 

It provides security for entire software application in a single platform. it 
provides security for operation teams during deployment and integrates with 
Bugzilla, Jenkins. 

T117 HashiCorp vault Protects the data with centralized key management in dynamic infrastructure 
and integrates with AWS, MongoDB, MySQL. 

T118  
Fortify SCA 

It protects the data from vulnerabilities, provides different practices to 
developers to code more securely. it detects the vulnerabilities, analyzes them and 
take actions. 

T119  
ServiceNow 

It provides software as a service to build mobile applications, manages 
technology services tasks, it provides security, development, and supports real 
time communications. 

T120 Trello Trello helps to organize work, can view team's progress, it consists of boards 
which in turn consists of lists, and allows to collaborate with teams anywhere. 

T121 Stride It is an instant messaging app, allows to have a video calling, texting, image 
viewing, and runs on Windows, Mac, or Linux. 

T122  
Remedy 

It is a service management tool which reduces the gap between Devs and Ops by 
making applications to deploy faster and automates the deployment 
pipeline. 

T123 Agile central It allows the agile teams to collaborate, plan their tasks and other business 
activities 

T124 OpsGenie It allows to deploy more frequently, it sends the notifications to detect errors 
more quickly, can manage all schedules in one platform, improves 
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  communication. it integrates with NewRelic, Jira, slack and AWS. 
T125 CollabNet 

VersionOne 

It integrates entire software cycle from development to deployment, provides 
common infrastructure for all the teams working in DevOps and integrates with 
Jira, Git, ServiceNow. 

T126 AWS CodeDeploy It automates the deployment process, reduces the downtime and eliminates the 
manual operations. 

T127 Coverity It is a static and dynamic analysis tool uses to fix defects in programming 
languages like Java, Python, C/C++. 

T128 Perforce It helps in continuous delivery and allows to plan, build, deploy and release. it 
integrates with Jira, Jenkins, and Microsoft. 

T129 JSHint It detects the errors in JavaScript and companies like Facebook, Mozilla, Medium 
uses this tool. 

T130 CheckStyle It helps developers to code and detect errors by automation. 
T131 Blueoptima It calculates actual coding effort, it performs automatic compilation and 

involves in planning of software development projects 
T132 Clover It runs several transactions and allows you to pay anywhere with barcode 

scanners print receipts and performs other mobile operations. 
T133 Semmle This provides knowledge base for source code, issue tickets, reduces development 

costs etc. 
T134 JaCoCo It provides access to JaCoCo runtime which executes coverage data and creates 

reports from the executed data. 
T135 Gerrit It provides framework for entire team to review code but gives access to 

limited number of users to make changes in the code. 
T136 PMD It finds programming flaws and support many programming languages like 

Java, JavaScript, XML, XSL 
T137 SharePoint It is a collaboration tool used for document management and storing system. 
T138 Archiva It is an artifact repository and provides other services like security access 

management, usage reporting and integrates with Maven, ANT. 
T139 IBM Rational Clear 

Case 
It provides access to software cycle activities and it performs control versioning 
and controls the development activities like workspaces. 

T140 Hudson It runs on servlet containers and supports many tools like Git, subversion, 
CVS. 

T141 PingDom It performs real time monitoring, tracks and analyzes websites load time, goes 
through the entire website and resolves issues 

T142 CloudWave It provides cloud security by maintaining privacy 
T143 Glu It is an automated deployment and monitoring tool. it deploys efficiently and 

detects bugs more quickly. 
T144 Mesos This tool provides containers for project tasks and are responsible for resource 

management. it integrates with Docker 
T145 Rancher It provides platform to deploy in multiple places and manages Kubernetes 

clusters. 
T146 Docker Enterprise It reduces infrastructure and maintenance costs and manages all the application 

needs such as security, cloud and solves it operational needs. 
T147  

GKE 
It deploys containerized applications, performs health checks to find defects 
and crashed applications, manages many other applications and supports 
hardware accelerators. 

T148 AKS It manages by hosting kubernetes environment and deploys containerized 
applications and automates entire deployment pipeline. 

T149 Rkt It is an alternative to Docker developed for cloud applications and makes easy 
to integrate with other systems. 

T150 Codefresh It builds and deploys the applications in kubernetes environment and automates 
testing. it integrates with AWS, Docker, Mesos, Google Cloud and OpenShift. 

T151 Helm It manages kubernetes complex applications and provides charts to share on 
public and private servers. 
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T152 Fluentd It is a unified data collector which runs to collect, analyze, transform and store 
data. 

T153  
Prometheus 

It monitors multiple microservices. its architecture is modular and comes with 
many services called exporters which helps to capture metrics from the 
applications. 

T154 ITRS It monitors infrastructure, software applications and creates dashboards 
T155 Moogsoft It creates alerts by reducing signal to noise ratio and performs continuous delivery 

and root cause analysis. 
T156 Dynatrace It monitors the software applications. 
T157 Datadog It is a log monitoring tool integrates with many automated tools like slack, AWS, 

Docker, Hipchat. 
T158 Elasticsearch It performs monitoring, send notification and provides security. 
T159  

Intellij 
In DevOps, Intellij helps to code in multiple languages, build and deploy the 
code. it makes to code your infrastructure and integrates with mercurial, Git, and 
SVN. 

T160 Neo4j It represents the data in graph databases. it integrates with Docker, MongoDB, 
ElasticSearch. 

T161 Amazon S3 This service allows user to store and protect data. We can also organize the 
required data and configure business requirements. 

T162 Amazon Cognito It provides authentication services such as user sign ups, sign in, and access to 
many social platforms. 

T163 Amazon Machine 
Images 

Through AMI, we can create multiple instances with similar configuration. We 
can make them available for public or can keep it private. 

T164 Git It is used to track changes in the files and integrates developer's code. 
T165 AWS Elastic 

Compute Cloud 
It provides resizable computing capacity within minutes and allows the 
developers to develop and deploy easily 

T166 OpsWorks It integrates with Chef and Puppet and automates the configuration of servers, 
deployment and security. 

 


