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Abstract

Context. DevOps is a collection of practices used to automate the
processes between the development and the operations teams. There
exist various barriers between these two teams as they are tradition-
ally separate. As a result, software organizations implement DevOps
to mitigate these challenges. At the same time, communication chal-
lenges arise while implementing DevOps as it is not a simple task.
Objectives. The aim of the research is to investigate the communi-
cation challenges faced by developers while implementing DevOps and
deriving strategies to overcome these challenges. The overall research
goal is to find out how communication takes place in a software orga-
nization/multinational company, the communication challenges faced
during the implementation of DevOps and finally the strategies fol-
lowed to overcome these challenges.
Methods. An empirical study has been conducted using Systematic
Mapping method and Interview method for data collection. 18 out
of 538 papers have been selected, to identify various factors affecting
communication and perform systematic mapping. For the interview
process, six participants working at various companies in the roles re-
lated to DevOps have been selected and semi-structured interviews
have been conducted. The data analysis has been performed using
immersion approach and data triangulation method.
Results. A total of 12 factors affecting communication in DevOps
have been identified from the Systematic mapping. Though no new
challenge has been reported by the participants, the factors identi-
fied from the literature have been confirmed from the responses of the
interview participants and the mitigation strategies to the challenges
faced by each of these participants have been listed out by them.
Conclusions. These findings can be used by companies struggling to
implement DevOps, to curb various communication challenges before
they arise as well as to mitigate already facing challenges by following
the strategies implemented by other companies. It has to be noted
that this list is not complete as new challenges may arise depending
on the software development practices of the company.

Keywords: DevOps, Communication and Coordination, Challenges.
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Chapter 1
Introduction

DevOps is a software development methodology, that integrates Software De-
velopment (Dev) with IT Operations (Ops) to shorten the software development
life-cycle by providing continuous delivery. DevOps is a term used by the Software
organizations to define Agile type of relationship between the development and
IT operations. It is defined as an approach where communication is enhanced to
improve the quality of software and to increase the production release frequency
in software organizations [15].

Since the development and the operations teams are traditionally separate,
with separate budgets and agendas, there are various barriers and silos that affect
the communication between them. By implementing DevOps, software organiza-
tions aim at breaking down these barriers by making cultural and organizational
changes, thus improving and increasing the communication and collaboration be-
tween both the teams [15][58]. Under a DevOps model, both these teams are
no longer silo-ed. They are integrated and function as a single team where the
engineers develop a range of skills that are not limited to a single function, by
working across the entire application life-cycle.

Implementing DevOps is not an easy and straightforward task, various techni-
cal [46] and communication challenges arise while executing DevOps. Communi-
cation challenges include communication structures that cripple cross-department
collaboration and other factors which are discussed in the further sections, while
diverse development and production environments are the technical challenges.
The industry and feasibility domains need to be considered, as the access to pro-
duction systems is contractually or legally restricted. As a result, DevOps might
not be suitable under all circumstances [46].

DevOps has its own benefits and limitations. While the benefits of DevOps in-
clude speed, rapid delivery, reliability, scale, improved collaboration and security,
the limitations include insufficient communication, cultural shift, heterogeneous
environment and industrial constraints and feasibility [52].

1



Chapter 1. Introduction 2

Communication plays a major role in the execution of DevOps. Since both
the teams are integrated in DevOps, it is important to have proper communica-
tion between the teams as well as within the teams. Otherwise, communication
challenges such as insufficient communication, lack of information, etc would lead
to the disruption of continuous delivery of the product which is the main aspect
of DevOps, ultimately resulting in wastage of time and money. Other communi-
cation challenges include geographical distance, socio-cultural distance and tem-
poral distance which are discussed in the further sections of this document.

Lack of proper communication and collaboration between the development
and the operations on software projects often results in increasing the time taken
and labour involved in deploying and maintaining software systems [15]. The
employees from both the departments should be well integrated with each other
for the communication process to be less expensive and painful [56].

Otherwise, ineffective communication leads to misunderstandings, mutual feel-
ings of frustration between the teams and team members, resulting in the practice
of incorrect strategies [20].

The aim of the research is to find the communication challenges faced by
developers while implementing DevOps and deriving strategies to overcome these
challenges. The aim could further be divided into following objectives:

• Identifying and listing the communication challenges encountered by the
Development and Operations teams during the implementation of DevOps.

• Listing the mitigation strategies to overcome these challenges.

The overall research goal is to find out how communication takes place in
a software organization/multinational company, the communication challenges
faced during the implementation of DevOps and finally the strategies followed to
overcome these challenges. It must be noted that multinational companies have
not been considered to be mandatory for the research. They have only been pre-
ferred over normal companies because they have various teams distributed across
the globe, participating in GSD which is more vulnerable to communication issues
and therefore more communication challenges can be identified without difficul-
ties. The objective is further detailed as research questions in Section 3.

Chapter 2 of this report presents the Background of the thesis topic, right
from the definition of DevOps to the practices involved in implementing DevOps.
A detailed explanation of the working of DevOps and the benefits involved in
implementing DevOps will be presented in this section. Following this, research
work previously carried out related to this topic by other author’s will also be
presented. In chapter 3, the research questions that were formulated for this
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research and the research methods that have been carried out to answer these re-
search questions will be discussed, along with the research operation and validity
threats of this research. In chapter 4, the results of the Systematic Mapping and
Interviews that have been carried out will be presented and following this, the
results which were analyzed and discussed to answer the research questions that
were formulated for this research will be presented in chapter 5. The factors af-
fecting communication have been identified by performing Systematic mapping.
The communication challenges faced by the different organizations have been
identified by selecting participants from these organizations and conducting in-
terviews. Their responses have been analyzed and data triangulation has been
done to identify the strategies followed by these organizations to mitigate the
communication challenges. All these will be presented for the benefit of the read-
ers. In chapter 6, the conclusion of the thesis will be presented along with a brief
discussion of a few future work possibilities.



Chapter 2
Background & Related Work

2.1 DevOps
DevOps can generally be considered as a technique to make the development and
operations teams work together with stronger communication and collaboration
[51]. Since the fundamental challenge every organization faces is the gap between
development and operations team, it is the main objective of DevOps to bridge
this gap and aid in the implementation of continuous software development pro-
cess by providing a set of practices, tools and principles to be followed by the
organization, ultimately improving the collaboration between the teams [53][51].

There are various steps involved in the software development process as shown
in the Figure 2.1. Software organizations across the world practice continuous
delivery, which is an automated implementation of develop, integrate, deploy,
test and release processes (see Fig. 2.4). Since majority of the organizations
struggle to produce and market their product efficiently in terms of scalability,
reliability, rapid delivery, security etc. [52], it is necessary that they implement
DevOps effectively by following various strategies to overcome these challenges.

Figure 2.1: Software Development Process [5]

2.1.1 Definition

A standard definition does not exist yet as DevOps emerged in the recent years
[46]. There have been various individual researches carried out on DevOps and
the definition for DevOps given by these research studies remain inconsistent.
Since DevOps is a vast topic, it means differently to different people depending
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Chapter 2. Background & Related Work 5

on the context or scenario in which it is being implemented [38]. Few of the most
common definitions of DevOps are as follows:

• "DevOps is an approach in which traditional software engineering roles are
merged and communication is enhanced to improve the production release
frequency and maintain software quality" [45].

• "DevOps is a set of principles and practices to improve collaboration be-
tween development and IT Operations" [51].

• "DevOps is defined as a paradigm or method that bridges the gap between
development and operations" [29][53].

• "DevOps is a set of practices intended to reduce the time between com-
mitting a change to a system and the change being placed into normal
production, while ensuring high quality" [7].

Since there are many definitions of DevOps, it is important to have a proper
understanding of the DevOps. Ambiguity in the understanding of this concept
within an organization may further lead to misunderstanding of the goals and
each personnel choosing different ways for achieving these goals [51][53]. There-
fore, synthesising all the definitions of DevOps given by various researchers, Jab-
bari et al. [29] have derived a definition for DevOps which reads as: "DevOps
is a development methodology aimed at bridging the gap between development
and operations, emphasising communication and collaboration, continuous inte-
gration, quality assurance and delivery with automated deployment, utilising a
set of development practices." This definition can be depicted as shown in the
Figure 2.2.

The above definition of DevOps can be utilised by the organizations imple-
menting DevOps, to have a clear and uniform understanding of DevOps across
the organization and reap all the benefits offered by DevOps.

2.1.2 Working

We know that the development and operations teams, which otherwise work inde-
pendently, work together in DevOps. Therefore, the development and operations
roles are no longer independent. Depending on the criteria of the software project
or the structure of an organization, these teams or roles are often merged together.
As a result, the members of both these teams work throughout the life-cycle of the
software development process, and also acquire skills of the development, testing
and operations roles to fulfil the requirement during the life-cycle accordingly [52].
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Figure 2.2: DevOps: The bigger picture [19]

DevSecOps is a popular DevOps model that suggests the quality assurance
and security teams to be merged with the traditional teams throughout the life-
cycle of the software development process, as shown in the Figure 2.3. But this
depends largely on the structure of the organization and the practices followed
within the organization. This type of DevOps model is adapted mainly in the
organizations that emphasise security of the application. This model is therefore
called as DevSecOps (Development, Security and Operations).

In DevOps, various practices are followed by these teams to automate the
processes that are otherwise manual. Some of these practices include using a
technology stack and tooling to aid them in developing and handling the appli-
cations both rapidly and reliably at the same time, which is otherwise a slow
and meticulous process. Using these tools, the teams can work with high veloc-
ity by independently achieving certain tasks that otherwise require assistance or
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Figure 2.3: DevSecOps [4]

resources from the other teams [52].

2.1.3 Implementation

DevOps is an extension of the Agile software methodology, notably the continuous
integration and continuous deployment [35]. As stated earlier, DevOps is a set
of software development practices. DevOps is implemented mainly to enable
continuous integration (CI) and continuous delivery/deployment (CD). In CI,
the developers are required to merge the code changes into the central repository
which is followed by running of automated builds and automated testing of the
code. As a result, the bugs are identified and fixed swiftly resulting in better
software quality and a significant decrease in the time taken to release updates
[52]. This is followed by CD which is nothing but an extension of CI, where the
code changes are not only built and tested automatically but they are also released
and deployed automatically. This way, the organizations implementing DevOps
see an increase in the release frequency as well as the software quality. More
detailed information regarding DevOps implementation is provided by [35][57][60].
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Figure 2.4: Working of DevOps [33]

2.1.4 Benefits

DevOps being a vast participant, provides various benefits upon its adaptation.
There are several benefits that can be reaped out of implementing DevOps in the
organization. Some of the main benefits that have been identified in the literature
are as follows (see Figure 2.5):

• According to [45], with the implementation of DevOps, an organization can
multiply the frequency of releases while noticing a significant increase in the
efficiency of test automation. It has also been observed that the deployment
frequency of a company which is the number of deployments made by the
company over a period of one month has been multiplied by four times with
the implementation of DevOps [51].

• Automation of key processes in software development such as building, test-
ing and deploying lets organizations release new features as frequently as
possible and as a result reduce the number of operations being suspended
remarkably [45].

• Since the testing process is automated in DevOps, the production pipeline
makes sure to verify every build at each stage of the development rather
than waiting till the end. As a result, any errors or bugs discovered are
resolved immediately at that very stage itself, improving the quality of the
product and quality assurance significantly [45].
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Figure 2.5: DevOps : Benefits of DevOps [13]

• DevOps is proved to improve the communication and collaboration between
the development and operations teams, making major impact on the way
these two teams work. As a result, the teams work together with greater
unity and understanding, creating more active and happier teams [51][45].

• Apart from these benefits, many other benefits have been identified from the
literature such as Improved customer experience, quicker innovation cycles,
Knowledge sharing, etc [51].

2.1.5 Agile methodology

Agile methodology is a term used to collectively represent a set of frameworks
such as Kanban, Scrum, etc and a set of practices such as sprints, stand-ups, pair
programming, etc [2]. These practices and frameworks are devised based on the
Agile manifesto laid out in the year 2001. The key aspect of agile methodology is
continuous collaboration within the teams as well as with the customer to meet
the customer requirements in the development of the product. Agile methodol-
ogy includes dividing the overall work into user stories, review the development
process at the end of each user story, teams which are cross-functional in nature,
utilising appropriate practices depending on the requirement of the project. The
agile software development is the basis of continuous delivery that was previously
discussed in this report (see Figure 2.4).

There have been several studies on the relation between Agile and DevOps.
According to [21], DevOps synergies very well with agile as the objective of De-
vOps does not interfere with the agile principles and in turn aid in the accomplish-
ment of agile goals by extending the principles listed in the agile manifesto to the
entire production pipeline. It has also been stated [6] that the agile can be used to
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support DevOps practices such as automation of software development processes,
collaboration of various teams to form cross-functional teams, knowledge shar-
ing, etc. Therefore, it can be said that DevOps and Agile go hand-in-hand as the
former aims at removing the gap between the traditional teams while the latter
aims at aligning the development of a product with its business requirements and
when implemented together will deem to be fruitful for the organization [37].

2.1.6 Global Software Development

Globalization of the software development process has led to the birth of Global
Software Development (GSD). In GSD, the development of a software takes place
at locations that are distributed around the globe. It is essential for the dis-
tributed teams that are involved in the product development to effectively com-
municate, interact and collaborate with each other. The companies involved in
Global Software Engineering (GSE) include all those which either outsource or
open source the product development [49].

Though there are various advantages of adopting GSD such as developing
at lesser costs, having access to the global resource pool and many others [3],
there are also many challenges involved in Global Software Development. Some
of them being cultural differences, communication barriers, and global distance
separating the teams [24]. Since the inception of DevOps, the GSD has become
more efficient since it enjoys all the benefits of implementing DevOps and by
following the DevOps guidelines, the challenges faced in GSD are being mitigated
effectively. Though GSD is not always integrated into DevOps, it largely benefits
from DevOps. Since in GSD, the teams are spread across the globe, it becomes
difficult for the teams to communicate and collaborate efficiently. As a result,
the software testing and deploying processes take considerably more time. This
greatly affects the quality of the product and user satisfaction. DevOps makes
GSD more efficient as DevOps emphasizes on communication and collaboration
of the teams, continuous integration and continuous deployment among various
other practices. This results in increase in the software release frequency and
improved software quality, which increases the user satisfaction and decreases
the cost of software development and deployment for the company/organization
involved in GSD and implementing DevOps.

2.2 Related Work
The importance of DevOps has been recognized following several recent studies
[12][23][25][28][53][54]. It has been evidenced that the lack of communication and
cooperation between the developers and the operations teams would result in
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series of problems which include [28]:

• Information technology operations not included in the requirements speci-
fication.

• Unsatisfactory test environments.

• Poor communication leading to poor information flow.

• Immature systems.

• Lack of knowledge transfer.

• Operational routines not carried out before the delivery of the product.

These problems prove to be costly if not prevented by implementing DevOps.
Contradicting the general stereotype that software developers are relatively in-
troverted and isolated, studies have found out that developers spend majority of
the time communicating [25]. In the software development cycle, communication
is considered to be an important activity. Communication is generally classified
into two types: Formal and Informal, which play an important role in teams’
communication during various meetings and face-to-face discussions [23].

Communication is an integral part in a relationship and at times can be prob-
lematic [54]. Also, developers may become frustrated without proper access to
the error logs and production systems. These challenges worsen if the develop-
ment teams are distributed [53].

Some of the factors that challenge communication are [31]:

• Geographical distance: It is defined as the effort required for a team member
to physically visit another team member.

• Socio-Cultural distance: It is defined as a person’s understanding about
another person’s values and general practices. It mainly involves national
culture, policies and organizational background.

• Temporal distance: It is defined as the time difference between two persons
who are wishing to communicate with each other. Generally, occurs when
they are located at two different time zones. Temporal distance is quite
different from geographical distance. For example Sweden and South Africa
lie in the same timezone but travelling time between these two locations is
16 hours over flight. Therefore they can communicate online and have
same working hours but it will be difficult to physically visit for face-to-face
meetings. [26].
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The communication challenges can be countered by communication strategies
which are designed to bridge the communication gaps. Though there are various
communication strategies, four prominent facets of communication strategies are
widely used. They are:

• Frequency: Defined as the duration of contact between two persons who
are in conversation. It has to be ensured that only a minimal amount of
contact is maintained during the conversation.

• Direction: Defined as the movement of communication, either vertical or
horizontal, in the hierarchy of an organization.

• Modality: Defined as the means of transmitting information. Some of the
examples include face-to-face, written, telephonic modes of communication.

• Content: Defined as the contents of a message that has been said or trans-
mitted. It is mainly categorized into direct and indirect kinds of communi-
cation.

From the above literature [23][25][26][28][31][53][54], it is possible to note that the
communication challenges and mitigation strategies have been identified by a few
authors but are spread across various research articles. Hence, there is a necessity
to fill these voids by carrying out research and contributing our findings to the
literature. To validate and strengthen our findings as well as to identify any new
challenges/strategies that have not yet been identified in the literature, relevant
data needs to be collected from organizations and companies implementing De-
vOps. The research methodologies to execute these tasks are discussed later in
this document.



Chapter 3
Method

3.1 Research Questions
As discussed earlier, the overall research goal is to find out how communication
takes place in a software organization/multinational company, the communication
challenges faced during the implementation of DevOps and finally the strategies
followed to overcome these challenges. The following are the research questions
designed to fulfill these objectives of research.

RQ1. How does communication take place in DevOps?

• It is necessary to know about how the two-way communication takes place
in DevOps in order to have a better understanding about the system and
the factors that affect the communication challenges.

RQ2.What are the communication challenges that are faced during the imple-
mentation of DevOps?

• Various communication challenges occur during the implementation of De-
vOps, some of which have been discussed in the previous chapter. Knowl-
edge about these challenges is scarce in the literature as these challenges
vary depending on the type of organization and the practices followed
within. To answer this research question, we divide it into two sub ques-
tions, as follows:

RQ2.1.What are the communication challenges that were identified in the
literature?
RQ2.2.Are there other communication challenges faced by the organiza-
tions, that currently exist and are not yet identified?

RQ3.What are the strategies followed to overcome these communication chal-
lenges?

• Since many software companies and organizations are implementing De-
vOps, there is a need for them to know about the mitigation strategies that

13
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are recommended in order to overcome the communication challenges. To
answer this question, we further divide it into two sub questions, as follows:
RQ3.1.What are the strategies recommended to mitigate the communica-
tion challenges identified in the literature?
RQ3.2.How are the practitioners addressing the challenges that are identi-
fied in the literature?

3.2 Systematic Mapping
A mapping of the literature regarding communication in DevOps has been per-
formed, following the guidelines provided by [43][42]. Systematic mapping has
been chosen as it is a very effective method to give an overview of the research
area. This has been achieved by classifying and counting the contributions to our
research area in relation to the categories of our classification.

The existing literature has been searched in the ACM Digital Library, IEEEX-
plore and Springer Link databases. These databases were selected because they
cover majority of the software engineering journals and conference papers [32].
These databases are also largely employed by SLRs in the software engineering
field. According to a tertiary review [59] ACM Digital Library is used as a search
database in 81% of the identified literature reviews, while IEEEXplore is used
by 92% of them. For the above mentioned reasons, ACM Digital Library and
IEEEXplore databases have been selected.

Research questions RQ2.1 and RQ3.1 have been answered using this method.
Performing Systematic mapping aided us in collecting various communication
challenges and mitigation strategies that were identified and spread across the
literature.

3.2.1 Search Process

The aim of the search process was to find all the papers in which “DevOps” and
“Communication” have been mentioned. The following search strings have been
created for the search process:

• "DevOps AND Communication"

• "Development AND Operations AND Communication"

The search process has been repeated twice, with a gap of one week, to improve
the confidence in the process. The articles were selected by following the inclu-
sion & exclusion criteria mentioned in subsection 3.2.2. The results for the search
process were as follows:
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• IEEEXplore - A total of 345 papers were given in the results out of which
147 papers have been selected based on ’Title’. These papers were further
filtered by reading the ’Abstract’ of each of the papers and selecting papers
relevant to the research topic. This resulted in 47 papers, which were further
filtered by reading the ’Full text’. Out of these papers, 7 papers were
selected as they discussed about at least one factor affecting communication
in DevOps.

• ACM Digital Library - A total of 257 papers were given in the results out
of which 182 papers have been selected based on ’Title’. These papers were
further filtered by reading the ’Abstract’ of each of the papers and selecting
papers relevant to the research topic. This resulted in 51 papers, which were
further filtered by reading the ’Full text’. Out of these papers, 4 papers were
selected as they discussed about at least one factor affecting communication
in DevOps.

• Springer Link - A total of 553 papers were given in the results out of which
209 papers have been selected based on ’Title’. These papers were further
filtered by reading the ’Abstract’ of each of the papers and selecting papers
relevant to the research topic. This resulted in 27 papers, which were further
filtered by reading the ’Full text’. Out of these papers, 7 papers were
selected as they discussed about at least one factor affecting communication
in DevOps.

Figure 3.1: Filtering process

Overall, 1155 papers were shown in the search results across the three databases
selected, out of which 838 were conference papers and 260 were journals. 538 pa-
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pers were selected among these papers based on ’Title’. 125 papers were selected
among these papers upon reading the ’Abstract’. 18 papers were finally selected
upon reading the ’Full text’ and considering only the papers which discussed at
least one factor affecting communication in DevOps. This filtering process is de-
picted in the Figure 3.1.

3.2.2 Inclusion and Exclusion Criteria

The final list of the articles has been performed by following the inclusion and
exclusion criteria as stated below:

• Only the papers that deal with communication in DevOps or challenges in
DevOps or benefits in DevOps have been included.

• Only those papers that are published from the year 2005 up to the recent
years have been considered, as they reflect the most recent research con-
ducted in this topic.

• Only conference papers, reviews and journal articles have been selected [32].

• Only the articles written in the English language have been taken for
understand-ability purposes [32].

• Abstracts and PowerPoint presentations have been excluded [32].

3.3 Interviews
Interviews has been identified as an appropriate method for finding the strate-
gies recommended by the practitioners to address the communication challenges
faced during the implementation of DevOps. This method was selected after keen
observation of various research methods like experiments, empirical survey and
relating them to the research questions posed.

Interviews are defined as a qualitative research technique which are designed
to collect a rich information regarding various elements such as attributes, prefer-
ences, behaviour, knowledge, opinion from small set of respondents [9][55]. Inter-
views are said to be the most effective method for data collection in qualitative
research [55]. Apart from interviews, questionnaire and observation can also be
used as data collection techniques.

Generally, in Interviews, the selected respondents are asked a series of ques-
tions based on the research questions formulated. These questions can either be
open-ended or close-ended. Open-ended questions allow a wide range of answers
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from the respondents while for close-ended questions, the respondents are allowed
to chose only from a limited set of answers. Interviews can be further divided
into three categories – Unstructured interviews, Semi-structured interviews and
Fully structured interviews [47].

In an unstructured interview, the researcher formulates the interview ques-
tions based on his general concerns and the conversation during the interview
develops based on interest of the participant as well as the researcher. Therefore,
this type of interview comprises mainly open-ended questions. In contrary to
unstructured interviews, all the questions are planned in advance in a fully struc-
tured interview and are asked in the same order as devised in the plan. Therefore,
these questions comprise only of close-ended questions [47].

In a semi-structured interview, all the questions are pre-planned like in the
case of fully structured interviews, but they need not be asked in the same order
as planned and the interviewer has the flexibility to decide the order depending
on the development of the conversation in the interview, also making sure at the
same time that all the questions have been covered.

The semi-structured interviews mainly provide room for the researcher to
improve and explore the area of study and enable the researcher to change ques-
tions accordingly. Therefore, these interviews comprise both open-ended as well
as close-ended questions [47].

The interviews were conducted by preparing a questionnaire and taking an
expert review. Qualitative data has been collected by conducting these inter-
views, as these provide richer and deeper description. Research questions RQ1
and RQ2.2 have been answered by conducting Interviews. Interviewing the partic-
ipants helped us in understanding how the communication takes place in DevOps
and in identifying other communication challenges that are being faced by the
organizations but are not identified in the literature.

3.3.1 Participant Selection

Development team members and the Operations team members from different
companies/organizations implementing DevOps in the software industry were
chosen as the participants for conducting the interviews. Shareable information
about the participants and their companies has been presented in the subsection
4.2 from table 4.2 to 4.7.
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3.3.2 Data Collection Method

The discussions during the interview sessions were recorded in a suitable audio
format. The recorded interviews were then transcribed into text before analyzing
them. The following interview guidelines have been followed while conducting
the interviews [47]:

• The objectives of the interview have to be presented by the researcher and
explanation has to be given to the respondents on how the data collected
from the interview will be used.

• Following this the respondents have to be asked a set of introductory ques-
tions about background, role, etc. of the respondent.

• If the interview contains personal/sensitive questions, care must be taken
and it has to be taken care that confidentiality is ensured to the respondents.

• Major findings have to be summarized by the researcher at the end of the
interview to avoid misunderstandings and receive feedback from the respon-
dents.

• It is advisable that the interview sessions are recorded in a suitable audio or
video format, so that they can later be transcribed into text and to ensure
that all the details are captured.

• Interviewees should be informed that the audio of the interview is being
recorded.

• It is a good practice to select and involve participants from different roles,
personalities, etc. in the interview so that replication of similarities can be
avoided.

• The interviewee must be intimated about the interview and schedule suit-
able time to have the interview. The appointments have to be scheduled as
early as possible and be flexible to changes.

• Pyramid model of interview is suggestible in this case, as it begins with
specific questions and later opens the questions as the interview progresses.

Questionnaire Validation: The questionnaire has been sent for expert review and
the suggestions from the review have been implemented accordingly.
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3.4 Research Operation
Apart from conducting the actual interview, there are several other activities
that have been performed [27] to conduct the semi-structured interviews. These
activities are:

• Scheduling The participants for the interviews have been selected care-
fully depending on their role, experience, company/organization. Only the
participants with at least 1 year of experience in the developer or operations
role and working in a company or an organization, preferably multi-national,
implementing DevOps have been selected for the interviews. Following this,
appointments with the participants have been taken and the interviews have
been scheduled.

• Collecting of background information Prior to conducting the inter-
views, background information about the participant and their organization
is collected and studied to prepare questions accordingly.

• Preparing interview guides Guidelines for conducting the interviews
listed by various researchers have been studied and a guide to conduct the
interviews has been prepared which is presented in the subsection 3.3.2.

• Transcribing The audio recordings of the interviews have been transcribed
following the interviews. According to [27], one hour of audio recording
approximately takes eight hours to transcribe.

• Summary writing The interviews have been summarized following the
audio transcription. According to [27], one hour of audio recording takes
three to four hours to summarize.

All these activities are time consuming and require a lot of effort. As soon
as the questions were prepared, an expert review has been taken and telephonic
interviews have been conducted following the guidelines specified. The duration
of each interview ranged between 30 minutes to 60 minutes. In this way, the data
has been collected which is followed by the data analysis method.

3.5 Data Analysis Method
Various qualitative analysis techniques have been studied and it has been noted
that these techniques are effective when large data is collected. The data collected
in this case is small and the answers given by the respondents are straightforward
and directly related to the terminology used in DevOps. Therefore, a data anal-
ysis technique with minimal structure known as Immersion approach has been
used to analyze the data collected from the interviews. The immersion approach
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of data analysis depends majorly on the “intuition and interpretive skills of the
researcher” [47].

Therefore this approach has been selected as it is appropriate to implement this
analysis method on simple and straightforward data unlike other approaches such
as editing approach, template approach and quasi-statistical approach which are
ideal for large and complex data [47]. Research question RQ3.2 has been answered
using Data Triangulation method, as it helps in figuring out how the practitioners
are addressing the communication challenges in DevOps, that have been identi-
fied in the literature. Data triangulation has also been used in a few dimensions
to compare the data with the data of other respondents. As a result, correct,
complete and unambiguous data has been collected.

3.6 Alternative Methods
Systematic Literature Review (SLR) is an alternative method for answering the
research questions RQ2.1 and RQ3.1. But Systematic Mapping study (SM) has
been selected over this method mainly because SLR requires narrow and specific
research questions while we use broader, multiple research questions in SM similar
to our research questions [39]. Also, since our search string is not highly focused,
SM is selected instead of SLR as SLR requires highly focused search strings.

Survey is an alternative method to the Interviews. Since the problem is quite
complex and requires deep information, Survey has been eliminated as it provides
simple information and also involves greater number of participants. Whereas In-
terviews target smaller set of participants and provide deeper info. Therefore,
Interviews are more suitable to our research than the survey method.

Questionnaire method of collecting data is carried out by emailing or manu-
ally delivering the questionnaire to the selected respondents in a written format.
A questionnaire typically consists of a series of questions along with the choice of
answers for each question, among which the respondents are supposed to choose
one or many depending on the requirement of the researcher [48].

On the other hand, observations are carried out to investigate how a task is
conducted, typically by an engineer. Observations in meetings is another tech-
nique where attendants of a meeting elicit information about the studied object
by interacting with each other in a meeting [47].

Analyzing these three techniques, observation technique is ruled out since it is
not apt for data collection in this case. Among the other two methods, Interview
has been selected over questionnaire because questionnaire is objective in nature
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and only supports close-ended questions, while Interviews are participantive in
nature and enable the researcher to collect rich and analytic information through
open-ended questions [48].

3.7 Validity Threats
Limiting our study to three databases is the main threat to the validity of this re-
search as including additional resources could provide more communication chal-
lenges/mitigation strategies. However, this research does not claim that the list of
challenges is complete, thus encouraging other researchers to find the communi-
cation challenges within their own organizations and contribute to the literature
regarding DevOps. In this way we consider our results valid as well as important
to other organizations.

Construct Validity: This deals with making sure that both the interviewer
and the participants share similar understanding of the language in which the
interviews are being conducted and the terminology being used during the inter-
views to ensure that there is no misinterpretation of the questions and answers.
An interview protocol has been followed to address this validity. The main pur-
pose of the interview, and important terminology used during the interview has
been explained to the participants to ensure that everyone is on the same page.
A pilot interview has been conducted with an expert to check for ambiguities or
bias in the interview script.

External Validity: This deals with the extent to which the results of the re-
search can be generalized [41]. In this research, the participants of the interviews
were selected from both single and multinational companies implementing De-
vOps, with different types of team structures and locations. Only the participants
with at least one year experience in the role(s) related to DevOps were considered
for the research. This way, organizations which are implementing DevOps as well
as organizations involved in GSD with different settings and contexts can relate
to the findings and benefit out of this research.

Confirmability: This deals with the extent to which the results can be cor-
roborated by others [41]. In this research, the organization and participant in-
formation could not be given fully due to confidentiality reasons. However, to
prove the reliability of the research, the interview script has been provided in
the results section along with minimal information such as organization location,
team structures, participant experience and job role, etc.

Credibility: This deals with the believability of the results of the research
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from the perspective of the participants [41]. In this research, the responses of
the participants of the interviews can be said to be credible as the participants
have individually agreed upon the various communication challenges and shared
common views about various aspects of the research. If the results were not cred-
ible, the participants would not have identified the communication challenges or
would have shared different opinions. Additionally, the communication challenges
identified by the participants are also backed by the findings from the literature,
further strengthening the credibility of the results of the research.
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4.1 Systematic Mapping
Following the search process, a total of 538 articles have been collected across the
ACM Digital Library and IEEEXplore databases. According to the inclusion &
exclusion criteria and the guidelines provided by [43][42], the articles were filtered.
In the first step, relevant articles were selected based on their title. During the
second step, the abstracts of all the selected articles in the first step have been
read and based on their relevance, a new set of articles has been created. In the
final step, the full text of articles selected in the previous step has been studied
and based on the relevance to the research, a total of 18 papers have been selected
and finalized for the Systematic Mapping.

The results of Systematic Mapping have been presented in the Table 4.1. From
the study of the 18 papers selected in the final step of the search process, 12 factors
affecting communication in a DevOps environment have been identified. These
factors are mapped to the article in which they have been identified along with a
description of the type of impact that these factors have on the communication.
It can be noted that some of the factors have been identified across different
articles. The mitigation strategies provided in the literature for these challenges
that have been identified are given in the Table 4.8.

4.2 Interviews
The Interviews have been conducted to answer the research questions 1 and 2.1,
by following the interview guidelines previously mentioned in the subsection 3.3.2.
A total of 6 participants from different multinational companies and organizations
working in the development or the operations team were selected to participate
in the interviews. Among the participants, 3 of them are working in the DevOps
environment as a Developer while the other 3 are working in the DevOps envi-
ronment related to the operations. The interviews were audio recorded with the
interviewee’s concern and were later transcribed and analyzed to answer the re-
search questions. Detailed analysis of the data collected during the interviews is

23
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ID Factor Description Paper
1 Information Gap It is one of the issues of improper com-

munication where the latest informa-
tion/knowledge is not updated swiftly
to the responsible actors, which gener-
ally leads to quality and productivity
issues that negatively impact the func-
tionality of the organization.

[11], [45]

2 Culture of Col-
laboration

It can be defined as the change in the
culture of the organization suitably to
adopt DevOps practices instead of tra-
ditional practices. This also involves
hiring developers and operators who
think and act alike, as hiring employ-
ees with wrong set of skills and mindset
into right culture leads to communica-
tion issues, resulting in failure.

[21], [30], [40],
[22], [51], [34],
[17], [18], [53],
[45], [50]

3 Geographical
distance

It is defined as the effort required for
a team member to visit another team
member. Low geographical distance of-
fers high opportunity of communication
among the team members, resulting in
lesser communication issues.

[14], [51], [53]

4 Socio-cultural
distance

It is defined as a person’s understand-
ing about another person’s values and
general practices. It mainly involves
national culture, policies and organi-
zational background. Lesser socio-
cultural distance means greater under-
standing about each other’s practices
and moral principles, resulting in bet-
ter communication.

[14]

5 Temporal dis-
tance

It is defined as the time difference be-
tween two persons who are wishing to
communicate with each other. Gen-
erally, occurs when they are located
at two different time zones. Greater
temporal distances make it difficult for
the actors to communicate conveniently
and efficiently, as they are located in
different time zones.

[14]
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ID Factor Description Paper
6 Frequency of

communication
It is defined as the frequency or du-
ration of contact between two persons
who are in conversation. It has to be
ensured that a minimal amount of con-
tact is maintained during the conversa-
tion to avoid communication gap, but
at the same time, longer duration or
higher frequency of contact should be
avoided as it results in dysfunctional
consequences.

[14]

7 Communication
channel

Communication channel plays a major
role in the challenges faced, as setting
up a proper communication channel en-
sures better communication and under-
standing between both the teams, thus
avoiding major communication chal-
lenges and issues during joint collabo-
rations.

[44], [40], [34]

8 Lack of DevOps
knowledge

Wrong idea and understanding of what
DevOps is and its constituents among
any of the actors leads to technical and
communication challenges among the
teams.

[30], [40], [22],
[53], [16]

9 Communication
gap between
Dev and Ops

Since both the developers and the op-
erators have different set of goals and
mindset, it is important for both the
teams to communicate properly and
agree upon common goals to avoid pos-
sible issues of communication gap.

[1], [51], [45]

10 Lack of suit-
able DevOps
guideline

The development and operations teams
need to agree upon a framework/guide-
line for DevOps to avoid communi-
cation issues as communication, co-
operation, culture and collaboration
are the major elements that lead to
team conflicts, inordinate delays and
inefficiency of the software systems and
there are many implementation guide-
lines/frameworks.

[40], [51], [18]
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ID Factor Description Paper
11 Open communi-

cation
Open communication is required to al-
low the information regarding the soft-
ware product throughout its life cy-
cle to flow freely among the DevOps
team members, as conflicts arise during
product development due to improper
communication where information gap,
communication gap or information be-
ing totally left out between the teams.

[36], [17], [10]

12 Respect and
Trust

Trust and Respect play a huge role in
the overall functionality of the teams.
The efforts and contribution of all the
team members should be recognized
and appreciated so that no member of
the teams feels left-out and afraid to
communicate. The team members of
both the teams should also place their
trust in one another, resulting in bet-
ter and open communication between
the teams.

[36]

Table 4.1: Systematic Mapping of Factors Identified

presented in the Chapter 5 of this report. The responses of the participants during
the interviews are presented below in tabular form (Tables 4.2 to 4.7).

Data Triangulation means collecting data on the same topic by using more
than one method of data collection. It is generally used to cross-validate data and
assure the validity of the research. Therefore, in this thesis, the data regarding
communication challenges in DevOps has been collected along with their mitiga-
tion strategies by using two methods – Systematic mapping and Interviews. This
data has been cross validated, and it has been found that all the communication
challenges identified in the literature have also been identified in the interviews
where communication challenges faced by the organizations implementing De-
vOps have been collected. The data triangulation of mitigation strategies to
these communication challenges identified from both the literature as well as in-
terviews has been presented in table 4.8.
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Participant 1 Development team
Experience One year
How are the teams structured? There are multiple teams, one each in

New York, Alabama, India. Partici-
pant working in a team of 10 members
developing and working on web based
software applications and content man-
agement systems.

What does DevOps communication
mean to you?

Communication is very much neces-
sary, especially since we have multiple
teams located at different geographical
locations and time zones. Lack of com-
munication decreases the productivity
of the teams and leads to unwanted is-
sues.

How do you promote communication in
your Organization’s DevOps?

To communicate with members in the
same office, we conduct meetings in the
conference rooms where we sit and dis-
cuss about project,errors etc. We dis-
cuss mainly with the testing team re-
garding various issues and errors so as
to rectify and resolve them.

What practices have been implemented
to measure effective communication?

Nothing in particular. It has been
made sure that we communicate daily
(frequently).

What practices have been implemented
over time to achieve better communi-
cation between development team and
operations team?

The operations team is located in In-
dia whereas the development team is lo-
cated in USA, therefore they are sepa-
rated and communication played a very
important role. There was one scenario
where one of the members in the oper-
ations team is located in India. There-
fore its very difficult for us to commu-
nicate with him regarding any tickets
or any bugs or other issues he found
with the product, due to different time
zones. So to make the communication
easy, we used to bring him to our loca-
tion (USA) so as to communicate face
to face and resolve issues.
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And what other practices have been im-
plemented to achieve better communi-
cation within the development team?

We normally keep track of our progress
based on sprints. So we try to main-
tain better communication by setting
up meetings to discuss our progress
during the previous sprint, what we’ve
done and what we’ve not done. Based
on that we prepare a use case and try to
implement it. Doing this puts everyone
in the team on the same page and mit-
igates information gap within the team
thus helping us achieve better commu-
nication.

And what other practices have been im-
plemented to achieve better communi-
cations within the operations team?

Being a developer, I just deal with the
operations team. I’m not much with
the operations team so I don’t know
anything about the operations team.
But I think they follow similar strategy
as that of the development team.

What are the challenges that you face
regarding the communication between
the development and operations teams?

In a particular scenario, our DevOps
team and development team members
few of them are from India and few
are from South Alabama. So, when
we want to discuss something impor-
tant like the modelling of the project,
we find it difficult to communicate with
each other due to different time zones.
To overcome this challenge, we set up
more frequent meetings planning the
time of meetings carefully to ensure
that each and everyone can attend the
meetings. This way we overcame that
challenge.

What are the challenges that you face
regarding the communication within
the development team?

We sometimes face difficulties in pass-
ing information between team mem-
bers. Sometimes same topic will be
understood by different team members
in different ways, we find it difficult
to make it easy for everyone to under-
stand. When an information is passed,
some team members understand it in
other way, which in some cases results
in a few errors.
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What are the challenges that you face
regarding the communication within
the operations team?

Same applies to within the operations
team as well. We additionally had this
issue once where we had a person from
the operations team who did not know
much about developing, So we made
him spend some time with us to make
him understand what’s going on and
he tried to catch up with us, making
things go smoothly. In this way I think
it is important for team members from
both the teams to know about each oth-
ers work and responsibilities to avoid
problems and establish better synergy.

What are the strategies to have better
communication in a DevOps Environ-
ment?

In our organization, with respect to the
development team, we first set up a
meeting among ourselves (development
team) and discuss about the status of
priorities set, steps to be taken in the
coming future to improve the produc-
tivity in the project, about the points
to be raised in the meeting and then
discuss as planned in the main meet-
ing with other teams like the testing
team, operations team, etc. Also, I
think it is better for DevOps teams
to be in the same timezone to have
a better communication among them-
selves, pass information regarding key
aspects in the project, etc. In our or-
ganization we don’t face communica-
tion challenges because we respect each
other and their opinions. If anyone
doesn’t like a particular opinion, we
try to maintain transparency by letting
them know why. This way we have
smooth discussions every time and es-
tablish open communication among the
teams and team members.

What are the common factors that af-
fect the communication in all the cases
mentioned before?

Information gap, Culture of collabo-
ration, Geographical distance, Tempo-
ral distance, Frequency of communi-
cation, Open communication, Respect
and Trust.

Table 4.2: Interview responses of Participant 1
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Participant 2 Development team
Experience Four years
How are the teams structured? They are located across the globe. We

have off-shore teams in India, USA,
Canada and in various places across
Europe.

What does DevOps communication
mean to you?

Communication is a very important as-
pect in DevOps, because communica-
tion issues between the teams leads to
other unwanted issues. Our organiza-
tion has implemented various practices
to ensure that proper communication is
established between the teams.

How do you promote communication in
your Organization’s DevOps?

Our organization has different channels
of communication. We have stream-
lined the communication process by
adopting various systems, mainly, Ser-
viceNow as we work on the cloud envi-
ronment. We also made sure that De-
vOps engineers are part of every team,
so they know what work is expected
from them through the scrum calls. We
also use project management tools such
as JIRA, which establishes direct com-
munication between the teams. Apart
from these, chat groups and emails are
important channels of communication
in our daily activity.

What practices have been implemented
to measure effective communication?

We are currently using a couple of bul-
letin boards to measure effective com-
munication. Also, tools such as Servi-
ceNow, chat groups, etc help us estab-
lish effective communication.

What practices have been implemented
over time to achieve better communi-
cation between development team and
operations team?

The main gap comes into the picture
when the DevOps engineer is not aware
of what is being requested by the De-
velopers/Operations team, so the ser-
vice that he provides does not fulfill
the complete request which is a ma-
jor issue and a job that cannot be au-
tomated. This in turn causes several
other issues, hence to overcome this we
adapted a strategy of including a De-
vOps engineer in every team so he has a
full fledged context of everything going
on in the team, about implementation
of the project end to end and fulfill the
requests accordingly.
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And what other practices have been im-
plemented to achieve better communi-
cation within the development team?

Earlier the communication was mainly
on the emails, chat rooms, etc which
was causing some gap and required
multiple follow-ups. So, we relied on
project management tool called JIRA.
In JIRA, every request from a team
or team member, called as dependency,
is logged in and assigned to the corre-
sponding team. Every team needs to
check their incoming/outgoing depen-
dencies everyday and have to deliver
them based on their deadlines. This
has resulted in a very good communi-
cation both within the teams and be-
tween the teams.

And what other practices have been im-
plemented to achieve better communi-
cations within the operations team?

Operations team implements same
strategy. Apart from this, operations
team conducts a daily meeting which
is attended by every development team
where they discuss about upcoming de-
ployments, releases, etc. The meetings
are held using online conference tools
like GoogleMeet, JoinMe and WebEx.

What are the challenges that you face
regarding the communication between
the development and operations teams?

Apart from the aforementioned chal-
lenges, other main challenges we face
are timezone difference, knowledge
sharing, temporal distance.

What are the challenges that you face
regarding the communication within
the development team?

We are having sufficient and well
planned communication through vari-
ous communication channels and hence
do not encounter any communication
challenges within the teams.

What are the challenges that you face
regarding the communication within
the operations team?

We are having sufficient and well
planned communication through vari-
ous communication channels and hence
do not encounter any communication
challenges within the teams.
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What are your strategies to address
these identified challenges?

To overcome the timezone difference
challenge, the offshore teams attend
scrum calls instead of phone conversa-
tions. JIRA tracks the project work,
assigns tasks and tracks issues. That
way we have reduced manual communi-
cation, all the communication happens
on JIRA. To overcome knowledge shar-
ing challenge, the development team
and operations teams share their best
practices frequently. We conduct sem-
inars and update the whole organiza-
tion with latest strategies. To overcome
temporal distance, we conduct meet-
ings with offshore teams at morning
hours in USA, this way all the other
teams can attend the meetings during
their working hours.

What are the strategies to have better
communication in a DevOps Environ-
ment?

Since our development team and opera-
tions team are separate, it was causing
many gaps with regards to communica-
tion between these two teams. There-
fore to address this, we have opened the
environment for developers and trans-
formed them into pure DevOps engi-
neers so they can work on the project
end to end. Now they develop the code,
develop the infrastructure, they deploy
and automate everything. This has re-
sulted very well for us.

What are the common factors that af-
fect the communication in all the cases
mentioned before?

Information Gap, Geographical dis-
tance, Temporal distance, Communica-
tion channel, Communication gap be-
tween Dev and Ops, Open Communi-
cation.

Table 4.3: Interview responses of Participant 2
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Participant 3 Development team
Experience Eighteen months
How are the teams structured? We have multiple teams placed at three

different locations, one each in New
Jersey, Bangalore, Mumbai. We don’t
have Operations team or DevOps team,
everything is taken care of by the De-
velopers.

What does DevOps communication
mean to you?

It can be defined as a set of prac-
tices used to automate the software de-
velopment processes so that build, re-
lease and deployment of the product
can be done seamlessly wih less effort
and more reliability. It is currently one
of the most important feature in any
organization.

How do you promote communication in
your Organization’s DevOps?

As I mentioned earlier, we don’t have
a separate operations team, everything
is handled by the development team.
Wihin the development team, we have
scrum calls everyday in the morning,
where we keep track of whats going on
within the team regarding deployment
and other work related issues. Based
on this call inthe morning, we appraoch
further into the day.

What practices have been implemented
to measure effective communication?

Until very recently we have been using
Jenkins, which is a continuous integra-
tion and deployment tool. Now we have
migrated to JUICE which is like an up-
dated version of Jenkinks.

What practices have been implemented
over time to achieve better communi-
cation between development team and
operations team?

Previously whenever an application is
deployed into production, it has to be
made sure that there are no vulnera-
bilities and all the jobs deploying into
production are fine so that there won’t
be any external attacks on the appli-
cation. All this had to be done by an
individual and involved a lot of com-
munication which implied communica-
tion issues. Now with the help of Juice,
whenever a developer pushes something
into Bitbucket, it gets deployed into the
cloud automatically, everything is auto-
mated avoiding communication issues
and also saving us a lot of time.
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And what other practices have been im-
plemented to achieve better communi-
cation within the development team?

As I said, we as a single team manage
both the development and operations.
Therefore, during the scrum call every-
day in the morning, we all meet in the
conference room and video conference
with the teams in Mumbai and Ban-
galore where they also follow the same
procedure. There we discuss issues not
specifically related to DevOps but as a
whole.

And what other practices have been im-
plemented to achieve better communi-
cations within the operations team?

We use a tool called Symphony, which
is an internal tool used in the organi-
zation. It keeps track of all the up-
dates, commits and builds. So when-
ever a build is committed into Bit-
bucket, Symphony notifies everyone
making them aware of whats going on
so that they can make changes accord-
ingly. With the help of this tool, every-
one is on the same page avoiding chal-
lenges like Information Gap and allow-
ing Open communication among the
team members. Apart from this, we
also have regular calls or face to face
meetings everyday with our team mem-
bers, we also have town-hall meetings
where we discuss about latest updates
regarding operations. This really helps
us in achieving better communication
as we go further.

What are the challenges that you face
regarding the communication between
the development and operations teams?

We don’t face much challenges today,
but in the past when the teams were
separate, there was this problem of mis-
communication. The DevOps team was
not communicating with the develop-
ment team properly and as a result we
were missing bills, had problems with
deployment, etc we actually cost us a
lot of time and money. We also had Ge-
ographical distance and Temporal dis-
tance related issues as our teams are
scattered. We face challenges with new
recruits in the team as they lack knowl-
edge regarding DevOps activities.
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What are your strategies to address
these identified challenges?

To mitigate the challenge of Informa-
tion Gap, we have put development
and operations under one umbrella,
avoiding communication challenges al-
together. To mitigate challenges re-
lated to Geographical and Temporal
distance, we set up online video con-
ferences everyday in the morning and
also made sure that the teams in In-
dia are working 4 to 5 hours during US
timings, so that we can communicate
immediately whenever there is an is-
sue from either of the teams. With the
new recruits, we organize KT (Knowl-
edge Transfer) sessions from experi-
enced team members, to help fill the
knowledge gap and them updated with
everyone else on the team.

What are the strategies to have better
communication in a DevOps Environ-
ment?

It is better to have team members who
have end to end understanding of soft-
ware development, having knowledge
about both the development and op-
erations. This avoids communication
challenges as well as saves a lot of time
and money for the company.

What are the common factors that af-
fect the communication in all the cases
mentioned before?

Information Gap, Culture of collabo-
ration, Geographical distance, Tempo-
ral distance, Frequency of communica-
tion, Communication channel, Lack of
DevOps knowledge, Open Communica-
tion.

Table 4.4: Interview responses of Participant 3
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Participant 4 Operations team
Experience One year
How are the teams structured? Within R&D, most of the team (8 peo-

ple) is in Gothenburg except one person
who lives in Norway.

What does DevOps communication
mean to you?

DevOps is a culture rather than a tech-
nology on its own. Earlier operations
team used to face problems deploying
the product developed by developers
since the developers had no idea how
the operations environment looked like.
Hence both these teams have been com-
bined to form DevOps.

How do you promote communication in
your Organization’s DevOps?

To promote communication, we used to
contact on emails and Skype, also we
have Microsoft Teams to ensure that all
team members are on the same page
and knowledge is shared. We also use
several tools within our organization to
engage in efficient communication.

What practices have been implemented
to measure effective communication?

Once we have decided on what we
should work on together as a team,
we use slack messages and write down
things in the end. And at the same
time we use a tool called Trello, where
we write down the tasks and also the
sub-tasks that need to be accomplished
so that things are clear. If something
is not clear then the person that is as-
signed to do the task is responsible for
asking the others in the team for clari-
fication.

What practices have been implemented
over time to achieve better communi-
cation between development team and
operations team?

Since both the teams are located at
the same office, the developer team is
aware of how the operations environ-
ment looks like and and they’re also
aware of some practices which we do.
We use a CI pipeline called the go
server, so whatever the developers de-
velop, once it is pushed to there it gets
reposed. Everything is built and you
get instant results on the end server, so
there is clear communication between
the developer and operations team. Be-
cause its not like they are building now
and the feature they are building is
tested six months later by the opera-
tions team. And if there is a take-down,
we jump in directly and fix it immedi-
ately.
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And what other practices have been im-
plemented to achieve better communi-
cation within the development team?

Within team communication we use a
tool called Trello. We use a Trello
board where we have all of the tasks
set up. When we are implementing we
have it in the implementation box and
when we are done we move it to the
done box. When the task is finished
we archive it. That’s the usual pro-
cess but within the team, we have a
slack channel which we used for com-
munication between all the team mem-
bers. Other than that we do slack
calls for more clarification and we have
weekly meetings set up twice in a
week. Once at the start of the week
when we plan everything and once in
the end of the week to see the en-
tire progress. Being a small company
we haven’t implemented Scrum based
working where you have everyday meet-
ings and project reviews.

And what other practices have been im-
plemented to achieve better communi-
cation within the operations team?

The practices implemented to achieve
better communication within the oper-
ations team is similar to that of the de-
velopment team.

What are the challenges that you face
regarding the communication between
the development and operations teams?

It is going good for now. There might
be some challenges while discussing
tasks with the remote person, espe-
cially if you need to draw something
and explain it to them. We have tools
like draw.io to serve the purpose but
it is still a communication challenge as
it is still quite challenging when com-
pared to what we’d do if we are doing
in person.

What are the challenges that you face
regarding the communication within
the development team?

Since the remote person in our com-
pany is a developer, one challenge is
communicating with the remote person
as it wouldn’t be that personal. Other-
wise they are doing good as a team and
moving forward.
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What are the challenges that you face
regarding the communication within
the operations team?

If there is a situation which makes ev-
eryone’s attention then it becomes a
bit tricky while communicating with
the remote person. If there is a way
to move forward sometimes miscom-
munication leads to extra few months
of work as well. For example we did
stress testing of the whole platform,me
and my colleague were formulating the
question and the ways to move forward
was different and it took three weeks
to discover that we were writing in our
own ways but then the answer which
we wanted together was different as the
problem that we were trying to solve to-
gether was different. Then we started
writing it down into more specific de-
tails, communicating more frequently
rather than just taking the task and
trying to finish it.

What are your strategies to address
these identified challenges?

We are trying to have more frequent
communication and trying to stay up
to date with the current developments.

What are the strategies to have better
communication in a DevOps Environ-
ment?

I think for now we are using in-person
communication and slack phone calls.
Probably in the future as the team
grows, we might be implementing a
framework like scrum where we would
have more sprints, reviews and more
practices which are adopted by bigger
organizations. Also, setting up a time
to communicate within the team. Be-
ing a start-up, everyone is working in
silos within their own specialization of
work and also you take more and more
work as you progress, it is better to fix
a time and schedule meetings that ev-
eryone agrees upon to meet.

What are the common factors that af-
fect the communication in all the cases
mentioned before?

Information gap, Geographical dis-
tance, Frequency of communication,
Communication channel, Open com-
munication.

Table 4.5: Interview responses of Participant 4
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Participant 5 Operations team
Experience One year
How are the teams structured? The development team and the oper-

ations team are situated at different
places though they both are located at
Hyderabad.

What does DevOps communication
mean to you?

Communication is the main aspect
between the development and opera-
tions team as in most of the DevOps
projects. Since our teams are scat-
tered and there is no direct communi-
cation between the teams, communica-
tion plays a major role for us both to
be on the same page. Without proper
communication, there will be Informa-
tion gap between the teams as the oper-
ations team will be completely unaware
of any code changes made by the devel-
opment team, leading to issues while
deploying the code into the server.

How do you promote communication in
your Organization’s DevOps?

We normally communicate over emails
and have weekly meetings where we dis-
cuss about the activities, updates and
releases for the coming future. We
previously used to communicate over
Skype, but now the development team
are preparing release note reviews ev-
ery week, which they share with us so
that everyone is on the same page.

What practices have been implemented
to measure effective communication?

We are planning to have more frequent
meetings to engage in discussions more
and avoid communication issues.

What practices have been implemented
over time to achieve better communi-
cation between development team and
operations team?

We previously used to communicate
over Skype and emails. But over time,
we implemented release notes review to
have better communication. The de-
velopment team prepares release note
reviews for the operations team every
week, regarding weekly, monthly and
quarterly releases which made commu-
nication easy between both the teams.
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And what other practices have been im-
plemented to achieve better communi-
cation within the development team?

No, I have no idea about the develop-
ment team as I’m involved with the op-
erations team.

And what other practices have been im-
plemented to achieve better communi-
cations within the operations team?

Whenever we have a major release, we
have downtime. So whenever a major
code goes into deployment, we need to
plan the execution carefully and need
to communicate a lot. We have face
to face meetings as we are on the same
team to prepare the strategy to mini-
mize the downtime and revenue loss.

What are the challenges that you face
regarding the communication between
the development and operations teams?

Since both the teams are located at
different locations, we previously used
to communicate over Skype and en-
countered communication issues during
code deployment like I previously men-
tioned.

What are the challenges that you face
regarding the communication within
the development team?

No, I have no idea about the develop-
ment team practices as they are located
at different place.

What are the challenges that you face
regarding the communication within
the operations team?

Sometimes, when multiple applications
are being deployed, there will be order
of deployment as some applications are
dependent on other applications. So if
the applications are deployed in wrong
order, there will be a complete break-
down of the applications. So there
needs to be a proper strategy plan
which can only be done with good com-
munication which is quite a challenge.
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What are your strategies to address
these identified challenges?

To mitigate the communication chal-
lenges during code deployment, the de-
velopment team now prepares release
note reviews every week so that we have
greater idea of what they are releas-
ing and what they are expecting from
the operations team both during pre-
deployment and post-deployment. So
to mitigate the Information gap, we im-
plemented release notes review to have
better communication other than the
team meetings. To mitigate the com-
munication challenges within the op-
erations team, we are having strategy
plan meeting before the release so that
there won’t be any misconceptualiza-
tion and to ensure that everyone in the
team is on the same page.

What are the strategies to have better
communication in a DevOps Environ-
ment?

To have better communication in the
DevOps environment, there needs to
be open communication. Every team
member from both the teams needs to
be kept informed about every change
and update during the software devel-
opment life-cycle to minimize Informa-
tion gap and mitigate possible commu-
nication challenges. Also, new recruits
need to be trusted and knowledge needs
to be shared with them to help the
perform better and communicate freely
which avoids many communication is-
sues.

What are the common factors that af-
fect the communication in all the cases
mentioned before?

Information gap, culture of collab-
oration, geographical distance, fre-
quency of communication, communica-
tion channel, open communication, re-
spect and trust.

Table 4.6: Interview responses of Participant 5
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Participant 6 Operations team
Experience Three years
How are the teams structured? We have six to seven teams situated in

Sweden. The testing teams are located
in China, but the whole production is
placed in one site. Some of the team
members are located at remote places.

What does DevOps communication
mean to you?

Communication plays a highly impor-
tant role in any team. When it comes
to DevOps, where the development as
well as operations teams are combined,
it is crucial to have communication
among these two teams.

How do you promote communication in
your Organization’s DevOps?

As we follow Agile and Scrum meth-
ods, we have stand-ups everyday for the
development team. But for the oper-
ations team we have stand-ups every
two days, as we do not have much to
follow-up. But for communication be-
tween the teams, for the whole product,
we have regular trouble report meetings
twice a week. We also have an inter-
nal management tool where we update
daily individual work which can be seen
and commented by other team mem-
bers, this aids in keeping everyone up-
dated and establishing proper commu-
nication.

What practices have been implemented
to measure effective communication?

As of now, when it comes to effective
communication, the strategies are just
the meetings. We have open door pol-
icy, so if anyone has found any issue or
problem with anything related to the
product, we just walk into that partic-
ular team to discuss about the same.
I think stand-ups are the best way to
have effective communication.

What practices have been implemented
over time to achieve better communi-
cation between development team and
operations team?

We have daily meetings in the morn-
ing where one representative from each
team attends the meeting, including
the program managers and other man-
agers, where we discuss about previous
day’s work and move further into the
day. We also bring people from other
sites that are involved in testing, we sit
together and check how the build went.
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And what other practices have been im-
plemented to achieve better communi-
cation within the development team?

We have daily build meetings where we
discuss about product building and er-
rors or problems in the product so we
know which team has to address that is-
sue. We also have sprint meetings once
every two-three weeks, where they dis-
cuss the progress and keep track of the
tasks that need to be done, etc.

And what other practices have been im-
plemented to achieve better communi-
cations within the operations team?

It’s the same with the operations team,
as we the same management the whole
organization functions similarly. But
we don’t have stand-ups that fre-
quently, we only have them three times
a week.

What are the challenges that you face
regarding the communication between
the development and operations teams?

The first challenge is the knowledge is
not the same because the developers
talk about the business logic while the
operations team talk about the system.
So when we are talking to each other,
we don’t really understand each other
which is a communication challenge.

What are the challenges that you face
regarding the communication within
the development team?

I don’t have much idea as I haven’t
been a part of development team so
much. But there are few teams which
have half of them located remotely. So
they have time differences, which is a
major challenge for example half of a
team is located in Sweden while the
other half is located in China. There
are also people who work from the US,
which is almost 9 to 10 hours time dif-
ference making it difficult to set up
meetings.

What are the challenges that you face
regarding the communication within
the operations team?

Within the operations team, I don’t
think there are much communication
challenges as effective communication
takes place. There are other challenges
such as knowledge level as everyone has
different level of knowledge and differ-
ent competence so I find it difficult to
communicate at the same level. There-
fore everyone has to have a basic idea
about all the departments and their ac-
tivities to engage in effective communi-
cation.
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What are your strategies to address
those identified challenges?

Everyone should have basic idea of
opposite team’s roles and activities
so that there is better understanding
while communicating with each other.
To mitigate the knowledge gap chal-
lenge, we generally have KT sessions. If
there is something new that the team is
implementing in the project, then they
give a presentation/workshop about it
where all the other teams are invited
to attend either physically or remotely.
Same happens within the teams as well,
where we have KT sessions only within
the team and we also send emails to
the hole team about latest technologies,
etc. To mitigate the temporal distance
challenge, the teams come up with suit-
able time to have meetings every to to
three days so that they can follow-up
on each other on the updates, etc.

What are the strategies to have better
communication in a DevOps Environ-
ment?

It is good to have rotating teams where
in one person from each team gets to
join different teams have been working
with one other team, once every month,
or once every week. So they get the
knowledge of all the teams or what ev-
ery team is working with. And then
finally they go back to their own team
and they continue working there.

What are the common factors that af-
fect the communication in all the cases
mentioned before?

Information gap, Culture of collabora-
tion, Geographical distance, Temporal
distance, Frequency of communication,
Communication channel, Lack of De-
vOps knowledge, Communication gap
between Dev and Ops, Open Commu-
nication.

Table 4.7: Interview responses of Participant 6
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Factor Mitigation strategy (Litera-
ture)

Mitigation strategy (Partic-
ipant)

Information Gap To mitigate this challenge,
guidelines on how to share
information among each
other must be followed by
the organization [45].

The best way to mitigate
this challenge is to set
up more frequent meetings,
preferably daily, to put ev-
ery member in the team on
the same page and avoid in-
formation gap between the
team members as well as the
teams as a whole. These
meetings can either be face
to face meetings if the teams
are in same location or using
online tools such as Skype,
Microsoft Teams, WebEx,
etc [P1-P6].

Culture of Collabora-
tion

To mitigate this challenge,
knowledge about both the
areas is required by the
team members, irrespective
of the role being played [53].
Members of both the teams
must be ready to perform
tasks that are generally not
theirs and should eventu-
ally reevaluate their roles
[45]. Inform the employ-
ees that having knowledge
about both the roles is for
their own benefit as well as
for the benefit of the or-
ganization, make decisions
regarding adoption of new
practices only upon every-
one’s agreement [30].

Knowing each others roles
and sharing every bit of
knowledge among each
other is the best practice
to mitigate this challenge
according to [P1][P4][P5].
Another strategy is to allow
a team member from each
team to rotate into other
teams and work with them
so as to know about their
work and responsibilities,
thus encouraging better
understanding, synergy and
establishing better commu-
nication between the teams
[P6]. Both the development
and operations teams must
be merged together to form
a single team that works
across the entire project
life-cycle performing tasks
related to both the roles and
thus avoid communication
challenges [P2][P3].
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Geographical distance No mitigation strategies
have been identified in the
literature selected for this
research

According to all the par-
ticipants, the best way to
mitigate this challenge is
to organise frequent online
conferences with the off-
shore teams or the teams lo-
cated at geographically dis-
tant places. According to
[P2][P3], some of the tools
like Google Meet, Join Me,
Webex, Skype, etc are used
for online meetings, confer-
ences and presentations.

Socio-cultural dis-
tance

No mitigation strategies
have been identified in the
literature selected for this
research

To mitigate this challenge,
the organization must con-
duct multi-cultural festival-
s/events where the actors
get to know about each oth-
ers culture and food. Ac-
cording to [P6], this chal-
lenge can be mitigated by
pairing new recruits with
experienced team members
working at the organization
for a long time to get a
better understanding about
the work culture and prac-
tices followed at the organi-
zation.

Temporal distance No mitigation strategies
have been identified in the
literature selected for this
research

Scheduling online meetings
and conferences in the tim-
ings that are convenient for
both the parties involved in
the communication is the
best practice to mitigate the
challenge. For this to be
implemented successfully, a
standard meeting schedule
along with convenient tim-
ings has to be planned
and followed accordingly to
avoid communication issues
[P1-P6].
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Frequency of commu-
nication

No mitigation strategies
have been identified in the
literature selected for this
research

All the participants men-
tioned that having face
to face meetings with the
team members present at
the same location and on-
line meetings with teams
present at separate loca-
tions every day is the best
strategy to mitigate this
challenge. Additionally, ac-
cording to [P1][P5], the
organizations have weekly
meetings apart from the
daily meetings, to discuss
about the progress of the
teams in the sprint and dis-
cuss about the upcoming
sprint, while [P6] has daily
stand-up meetings to miti-
gate this challenge.

Communication chan-
nel

To mitigate this challenge,
face-to-face communication
or communication through
tools like ’Slack’ needs to be
done [34] [44].

To mitigate this challenge,
[P4] uses a tool called
Trello and an application
called Slack for communi-
cation. [P2] uses com-
munication channel known
as ServiceNow and project
management tool called as
JIRA. [P3] uses tools called
as Jenkins, Juice and their
organization’s internal tool
called as Symphony. [P5]
uses emails as a communica-
tion channel as well as prac-
tices a strategy called as re-
lease notes reviews to keep
everyone updated about up-
coming releases. [P6] has
organization’s internal com-
munication channel to post
daily work as well as com-
municate with others in the
team and other teams.
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Lack of DevOps
knowledge

To mitigate this challenge,
the teams are required to
have common understand-
ing of DevOps and should
set goals only upon every-
one’s agreement [53]. In-
dustry experts must be in-
vited to the organization to
speak about DevOps and
establish a common under-
standing, provide education
resources regarding DevOps
to the employees for free [30]
[44][16].

According to [P3] and [P6],
the best way to mitigate
this challenge is to educate
the teams about DevOps
practices.

Communication gap
between Dev & Ops

No mitigation strategies
have been identified in the
literature selected for this
research

To mitigate this challenge,
one strategy is to transform
the developers into pure De-
vOps engineers so they can
work end to end on the
project and avoid this chal-
lenge altogether [P2]. An-
other strategy is to con-
duct workshops where in-
formation about latest tech-
nologies and developments
in the project are shared,
keeping everyone updated
[P6].

Lack of suitable De-
vOps guideline

A generalised model for De-
vOps has been presented
in the article [11]. There
are various other model-
s/frameworks presented by
various authors across the
literature, but the main is-
sue is none being accepted
widely.

This challenge is only lim-
ited to research and has not
been identified in the inter-
views.
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Open communication To mitigate this challenge,
stand-up meetings must be
set up frequently where ev-
eryone from various teams
meet and discuss about
their work and progress [36].

To mitigate this challenge,
transparency must be main-
tained by letting all the
information regarding soft-
ware development available
for everyone working for the
company [P1]. Everyone
must be allowed to check
for issues in the component
being deployed and identi-
fied issues must be discussed
with relevant teams openly
without hesitation [P6].

Respect & Trust To mitigate this challenge,
the contributions of ev-
ery employee must be ac-
knowledged and appreci-
ated, which allows them to
speak without fear. Ev-
ery team member must be
able to place their trust on
each other to communicate
anything freely and without
any hesitation [36].

To mitigate this challenge,
everyone in the organi-
zation must respect each
others opinions and ap-
preciate their contribution
while maintaining trans-
parency at the same time
[P1][P5].

Table 4.8: Mitigation Strategies Identified from Literature & Interviews
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Data analysis generally refers to the systematic assessment of data against the
objectives of the research [8]. This chapter presents a detailed analysis of the
results obtained from Systematic Mapping and Interviews.

5.1 Analysis of Systematic Mapping
Table 4.1 provides the list of factors that have been identified in the literature.
These factors are identified to have an impact on the communication in a DevOps
environment.

1. First among them is Information gap, which arises due to the any of the
team members no being updated quickly enough with the latest informa-
tion/knowledge, updates or changes in the project. This factor has been
identified in two articles and has a huge impact on the communication in
DevOps.

2. Second factor is Culture of collaboration, which deals with the ability of
an organization to change its work culture and practices that it has been
following over the years to suitably adopt the DevOps practices which are
very much different from the traditional software development practices.
One of the major changes includes hiring the developers and operations
team members who think and act alike and have a good understanding of
each others work and responsibilities, as this has a great influence on the
communication that takes place in the DevOps environment. This factor
has been identified in 11 out of 18 papers selected for the research, thus
emphasizing the importance of this factor.

3. Third is the Geographical distance, which deals with the effort required by
a member to visit another member of the company. This usually occurs
when the teams are working in a distributed environment and it can be
members from the same team or members from both the teams in case of

50
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the development team and the operations team located separately. Low ge-
ographical distances means higher opportunity for the members to engage
in face to face meetings more frequently instead of online meeting/emails,
which implies better communication among the actors and less communi-
cation issues. This factor has been identified in three articles from the
literature review.

4. Fourth is the Socio-cultural distance, which generally arises when the ac-
tors are working away from home, in a new work culture and different
national culture. This deals with the actor’s understanding of another per-
son’s/organization’s values and practices. Generally, this factor is notable
during the initial stages of an actor working in a new country or organization
whose national culture or work culture is very different from the actor’s cul-
ture and practices which leads to poor communication and understanding
among each other. This will disappear once the actor has acquired enough
understanding about the new culture and practices at the new workplace.
This factor has been identified in one article among those selected for the
literature review.

5. Fifth is the Temporal distance, which deals with the time difference be-
tween two actors who are willing to communicate. This factor affects the
communication especially when the two actors are located in different time
zones. As one can easily interpret, greater temporal distances lead to in-
convenience in communication as they cannot communicate instantaneously
when the need arises, which results in less efficient communication and leads
to communication issues. This factor has been identified in one article.

6. Sixth is the Frequency of communication. It deals with the frequency or
overall duration of communication between two actors or a group of actors
as a team. Lesser frequency of communication leads to communication gap
and information gap, while communicating more frequently than required
results in dysfunctional consequences and has to be avoided. This generally
occurs when the actors participate in less frequent communication, like par-
ticipating in meetings once a week instead of daily meetings, which leads
to much information not being shared causing information gap and other
communication issues. This factor has been identified in one article.

7. Seventh factor identified in the literature is the Communication channel,
which addresses the need for a proper communication channel within the
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organization to establish efficient communication and understanding be-
tween both the teams as well as within the respective teams, thus avoiding
communication challenges and keeping everyone on the same page with re-
gards to new updates and changes within the project. This factor has been
identified in three articles among those selected for this research.

8. Eighth factor is the Lack of DevOps knowledge, which comes into play when
some of the actors from any of the teams in the organization has wrong
knowledge or no knowledge of DevOps and its practices. When these ac-
tors engage in communication regarding development or operations of the
project, it results in miscommunication or misunderstanding of the informa-
tion conveyed implying unwanted communication issues among the teams.
This factor has been identified in 5 out of 18 papers that were selected from
the literature for this research.

9. Ninth factor identified in the literature is the Communication gap between
development and operations teams. As the goals and mindset of these two
teams are different, it is really crucial for both these teams to communicate
properly, more frequently and agree upon common goals for the software
development life-cycle to run smoothly and to avoid technical as well as
communication challenges/issues. This factor plays a major role in the
productivity of both the teams and determines the way in which commu-
nication is carried out in the organization. It has been identified in three
articles among those selected for this research from the literature.

10. The tenth factor identified during literature review is Lack of suitable
DevOps guidelines. There are many implementation guidelines, DevOps
frameworks that are being followed by various organizations and there is
no proper definition, guideline/framework of DevOps and its practices that
everybody agrees upon. Therefore, it is really necessary for all the organi-
zations to agree upon a single definition, guideline/framework of DevOps
and its practices so that it is same standard implementation across all the
organizations, making it convenient for the actors to follow these DevOps
practices even when they change jobs or shift companies and start working
for a different organization. Otherwise, this will result in many communi-
cation challenges and misunderstanding among the actors. This factor has
been identified in three of the articles among those selected for this research.

11. Eleventh factor identified through literature review is Open communication,
which states that information should be made accessible to every member
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in both the teams, throughout the software development life-cycle, as com-
munication issues tend to arise when there are information voids present
between the team members, which eventually snowball into much larger is-
sues which are undesirable. This factor has been identified in three articles
among those that have been selected for this research.

12. The twelfth and final factor identified during the literature review is Respect
and Trust. This is not discussed specially at any organization and is part
of the work ethics followed at any decent organization. This factor plays a
major role in the overall functionality of the development and operations
teams as it is really necessary to appreciate the efforts and contribution of
each and every team member so that they won’t feel left out and afraid to
communicate freely. Also, placing trust in each other helps in establishing
better communication between the teams as well as within the teams and
boosts the overall productivity of the teams, ultimately encouraging open
communication in the organization. This factor has been identified in one
article among those selected from the literature for this research.

5.2 Analysis of Interviews
The responses of each of the six participants interviewed for this research have
been presented in the section 4.2 of Chapter 4 in this report. These responses
have been analyzed in this section and compared with the results of Systematic
Mapping to perform data triangulation and validate the results.

Information Gap: This has been identified as one of the main factors in com-
munication challenges by all the participants. According to every participant, the
best way to mitigate this challenge is to set up more frequent meetings, preferably
daily, to put every member in the team on the same page and avoid information
gap between the team members as well as the teams as a whole. These meetings
can either be face to face meetings if the teams are in same location or using
online tools such as Skype, Microsoft Teams, WebEx, etc.

Culture of Collaboration: This has been identified as a factor affecting com-
munication by all the participants. Participant 1 specifically mentioned that they
previously faced this issue with a member from the operations team who did not
know much about developing, so he was made to spend time with the devel-
opment team to understand about their work and responsibilities so as to have
better communication and synergy among both the teams. This further validates
the findings from the literature, as the organizations need to hire actors who have
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good knowledge about opposite team responsibilities and activities, think like
them and act like them, thus establishing better communication. According to
participants 2 and 3, their organization has combined both the teams into a single
DevOps engineers team so that everyone can work on the project end to end and
avoid communication challenges which they faced in the past. According to par-
ticipant 6, their company follows a practice in which one team member from each
team rotates into other teams and works with them for a week to know about
their work and responsibilities, thus encouraging better understanding, synergy
and communication among the teams involved in the software development. The
participants in all the remaining cases have mentioned that communicating with
the other team sharing every bit of knowledge among each other is the best prac-
tice to mitigate this challenge.

Geographical distance: Similar to Information gap, this factor has also been
identified by all the participants who participated in the interview as one of the
main factor affecting communication in DevOps. This factor noticeable predomi-
nantly in teams that are distributed and located at separate locations. According
to the participants, their organizations are mitigating this challenge by setting
up frequent online conferences with the offshore teams or the teams located at
geographically distant places.According to Participant 2 and 5, some of the tools
like Google Meet, Join Me, WebEx, Skype, etc are used for online meetings, con-
ferences and presentations.

Socio-cultural difference: Though none of the participants have identified this
as a factor for communication challenge, participants 2, 3, 4 and 6 have mentioned
that they have understood the cultural differences and differences in work prac-
tices over time. They have acknowledged that it might me a possible challenge for
some of the actors who move to a new country/organization where the national
culture and work practices are different from their own, thus making communi-
cation constrained. They have shared that this factor will disappear over time
by attending multi-cultural festivals that are organized by their organizations
where the actors get to know about each others culture and food. Participant 6
has specifically mentioned that this challenge can be mitigated by pairing new
recruits with experienced team members working at the organization for a long
time to get a better understanding about the work culture and practices followed
at the organization.

Temporal distance: This has been identified as a factor affecting communica-
tion in DevOps by all the participants except for those who had teams located
in the same timezone. Therefore it can be said that this factor plays an equally
important role as Geographical distance does. According to the responses given
by the participants, scheduling online meetings and conferences in the timings
that are convenient for both the parties involved in the communication is the
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best practice to mitigate the challenge. For this to be implemented successfully,
a standard meeting schedule along with convenient timings has to be planned and
followed accordingly to avoid communication issues.

Frequency of communication: This has also been identified by all the partici-
pants as a major factor affecting the communication in DevOps. The participants
have mentioned that having face to face meetings with the team members present
at the same location and online meetings with teams present at separate loca-
tions every day is the best practice to achieve good communication and avoid
communication challenges. Participant 1 and 5 mentioned that they have weekly
meetings apart from the daily meetings, to discuss about the progress of the
teams in the sprint and discuss about the upcoming sprint. Participant 6 has
mentioned that they have daily stand-up meetings. In this way, the organizations
avoid communication challenges that may arise due to insufficient communication.

Communication channel: From the responses given by the participants, it can
be deduced that except for participant 1, all the remaining participants have a
dedicated channel for communication at their organization. This explains the
importance of having a proper communication channel to achieve better commu-
nication across all the teams present in the organization. These communication
channels are used to communicate with other team members, members from other
teams, etc and also to update their daily work for everyone else in the team to
check and provide feedback, thus keeping everyone updated about each others
work and filling information gaps if any. Participant 2 uses communication chan-
nel known as Service Now and project management tool called as JIRA for this
purpose, while Participant 3 uses tools called as Jenkins, Juice and their organi-
zation’s internal tool called as Symphony. Participant 4’s company uses a tool
called as Trello for communication within the teams and an application called
as Slack for communication across the teams. Participant 5’s organization uses
emails as a communication channel as well as practices a strategy called as release
notes reviews to keep everyone updated about upcoming releases. Participant 6
also has organization’s internal communication channel to post daily work as well
as communicate with others in the team and other teams.

Lack of DevOps knowledge: From the responses given by the participants 3
and 6 we can deduce that they have identified the lack of DevOps knowledge
among their team members as a factor for communication issues. According to
them, educating the teams about the DevOps practices is the best way to miti-
gate this challenge.

Communication gap between dev and ops: This has been identified as an im-
portant factor of communication issues in DevOps by participants 2 and 6. Ac-
cording to participant 2, since their organization was facing communication gaps
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in the past between the development team and operations team, as a strategy to
mitigate this challenge they have opened the environment for the developers and
transformed them into pure DevOps engineers so they can work end to end on
the project. Participant 6 has mentioned that whenever there is something new
being implemented by the development or the operations team, they conduct a
workshop where they give a presentation about it to all the remaining teams thus
keeping everyone updated regarding latest technologies and developments in the
project.

Open communication: All the participants have identified open communi-
cation as a major factor of communication issues in the DevOps environment.
According to participant 1, they don’t face much communication challenges in
their company because they maintain transparency by letting all the information
regarding software development available for everyone working for the company.
In Participant 6’s organization, anyone can check for issues in the component
being developed and if they find any, they can walk straight into the team re-
sponsible for its development and discuss the issue with them, thus encouraging
everyone in the organization to engage in open communication. From the lit-
erature and the responses given by the participants, we can deduce that open
communication can be achieved in the organization by implementing a proper
communication channel for the teams to maintain unified communication and by
avoiding communication gap between the development team and the operations
team. Thus it can be said that Open communication is dependent on the factors
Communication channel and Communication between dev and ops.

Respect and Trust: This has been identified as a factor of communication
issue by the Participants 1 and 5. According to Participant 1 and 5, their or-
ganizations doesn’t face much communication issues because they respect each
others opinions and appreciate their contribution while maintaining transparency
at the same time, which results in smooth discussions and lets everyone commu-
nicate freely thus minimizing the information gap and mitigating communication
challenges. Also, it has to be understood that respect and trust are included in
the work ethics of most of the modern organizations and hence are not discussed
separately though it is an important factor of communication in the DevOps en-
vironment.

Data Triangulation of the communication challenges and their mitigation
strategies identified from the literature and interviews is performed to answer the
research question 3.2. The validity of the communication challenges identified
holds true as all the challenges identified in the literature have also been identified
from the interviews. From the table 4.8, it can be observed that the factors such
as Culture of collaboration, Communication channel, Lack of DevOps knowledge,
Open communication and Respect & Trust, all have at least one common mitiga-
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tion strategy identified from the literature as well as the interviews, which is listed
at the top of each corresponding row. While for the factors namely Geographical
distance, Socio-cultural distance, Temporal distance, Frequency of communica-
tion and Communication gap between Dev & Ops, no mitigation strategies have
been identified from the selected literature though mitigation strategies to these
challenges have been identified from the interviews. It must be noted that there
can exist mitigation strategies to these challenges in the literature present in the
databases other than those selected for this research. The mitigation strategies
have only been searched through the literature in the context of DevOps. Same
applies to Information gap which is one of the communication challenges for which
the mitigation strategy identified in the literature is different from the mitigation
strategy identified from the interviews. It can also be observed that for many of
the communication challenges, there are multiple mitigation strategies identified
from the interviews. Therefore, it can be stated that the validity of the mitigation
strategies identified from the literature as well as the interviews holds true.

Thus, the factors affecting the communication have been identified by per-
forming Systematic Mapping, the communication challenges faced by organiza-
tions have been identified by conducting interviews and the strategies followed
by these organizations to mitigate these challenges have been learned from the
interview participants by comparing the responses to the factors identified from
the literature and performing data triangulation.



Chapter 6
Conclusions and Future Work

6.1 Conclusion
This thesis report discusses about the communication challenges in DevOps and
their mitigation strategies. Since the main objective of the research is to iden-
tify the communication challenges and mitigation strategies in DevOps, research
questions have been formulated accordingly.

RQ1. How does communication take place in DevOps?
The literature has been studied to obtain general understanding of the topic. To
acquire a deeper understanding of DevOps, interviews have been conducted and
first-hand explanation of DevOps tools and practices has been received from the
participants of the interviews working at different multi-national companies in
roles related to both development and operations.

RQ2. What are the communication challenges that are faced during
the implementation of DevOps?
The communication challenges in DevOps and their mitigation strategies have
been identified from the state of the art. The literature has been searched across
ACM Digital Library, IEEEXplore and Springer link databases, out of a total
of 538 articles, 18 articles were finalised for systematic mapping. Systematic
mapping has been performed and the factors affecting communication in DevOps
along with their mitigation strategies, if existed, have been identified and mapped
to the articles in which they have been identified.

RQ3.What are the strategies followed to overcome these communi-
cation challenges?
Semi-structured interviews have been conducted as discussed above. The results
consist of description of communication challenges faced by the participants at
their respective organizations and the strategies/practices followed by these or-
ganizations to mitigate the communication challenges identified. Lastly, data
triangulation has been performed where the mitigation strategies identified from
the literature have been validated against the mitigation strategies identified from
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the interviews.

6.1.1 Implications to Practice

The readers of this thesis report, especially the practitioners, can find first-hand
information regarding the working of DevOps and practices followed by various
multi-national companies while implementing DevOps and acquire general un-
derstanding of DevOps as a system. The readers can find information about the
communication challenges identified in the literature in this single report, which
otherwise are spread across the literature.

They can also benefit from the information regarding communication chal-
lenges faced by various multi-national companies along with the mitigation strate-
gies followed by these companies to avoid the communication challenges. This can
be said because the participants that were selected for the interviews come from
different organizations with different team structures and locations working on
different projects. But they have all agreed upon the communication challenges
and provided mitigation challenges closely resembling each other. Therefore, as
long as the company/organization is implementing DevOps, it can relate to any
one of the cases covered in the thesis irrespective of the team structures, their
global locations, organizational structure, tools and techniques practiced, etc as
all these cases have been covered in this research.It can be observed that mit-
igation strategies for some of the challenges do not exist in the literature but
were elicited from real world implementations of DevOps from the participants
of the interviews. Therefore, the practitioners can benefit from this informa-
tion by knowing mitigation strategies and practices followed by organizations
beforehand and take necessary precautions while implementing DevOps to avoid
these communication challenges and reap maximum benefits from the implemen-
tation/adaptation of DevOps.

6.1.2 Future Work

As future work to the research performed, an interesting research would be to lay
out standard DevOps guidelines and design/discover a DevOps framework that
everybody agrees upon. Another interesting future work would be to create a
website or a blog post presenting the findings of this research and inviting col-
laboration from other practitioners of DevOps in identifying new challenges and
possible mitigation strategies for these challenges, to contribute to the literature
and help the DevOps community.
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