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ABSTRACT 
 
Global logistics market is expected to reach US$15.5 trillion by 2023 but many companies loss 
billions of dollars because of improper handling, theft and tracking problems. Especially when high 
value goods are transported there is a need to monitor their condition because they can be affected by 
the environmental changes that might be harmful or due to any dangerous mechanical conditions 
during transportation.  
 
Real time condition monitoring applications serve the purpose of providing alerts, analytics and 
reports of these harmful or dangerous conditions to ensure that goods are transported without any 
damage or with minimal damage. This thesis considers how to combine software and hardware 
solution to monitor different conditions and report during transportation.  
 
This report focusses on designing and testing the device for real time condition monitoring of 
consumer goods package during transportation. The proposed device, called Asset Condition 
Monitoring System, uses FTP protocol to transfer the GPS information along with monitored 
information through different sensors as an event over a GSM network to a server. The design can be 
adapted to any type of product. The prototype developed is equipped with different sensors that assess 
the environmental conditions along with some of mechanical aspects of the package throughout the 
transit.  
 
The device is tested in a real time environment and provides information on the possible events that 
might compromise the integrity of the package. The system enables the customer to assess the quality 
of the package. The design is based on agile method in a user driven framework. The thesis design, 
model and tests the condition monitoring system according to the requirements and constraints, which 
can be different to different assets while considering packaging and mode of transportation. For this 
project, Seagate Hard Drives are considered as an asset to monitor. 
 
Keywords: Embedded system, Intelligent monitoring, IOT, Smart Box, Real time Tracker, Remote 
Monitoring, Embedded technologies. 
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1 INTRODUCTION 
 
Logistics market is one of the fast-growing markets globally and it is directly related to the 
development of international trade flow and the current economic environment [1]. The usage of 
services in different application such as manufacturing, retail, trade and transportation strengthened the 
growth of the market. All the activities such as transportation, customer service, packaging, material 
handling of the supply chain are involved in the logistics market. To provide better services in those 
activities, the investment in technological innovation drove companies to run their business of logistics 
more efficiently.  
 
High transparency and efficiency expectations from the sellers gave more importance to higher 
customization for the e-commerce logistics provider. This made the transportation segment to play 
pivotal role in terms of revenue. Though the logistic transport is segmented by the type of 
infrastructure, roadways have been continually most favored mode of logistic transport. During the 
transportation, safety and security of the goods are of top priority. This requires a real balance of value 
and execution while risk of damage or theft is not an option. So, the packaging of the good and 
handling of the packaged good while transport is of utmost important to the logistics provider.  
 
Monitoring the transport of goods helps in reducing the cost of reverse logistics and in improving the 
quality of service to the customer. Storage conditions of goods, related information between the point 
of origin and the point of consumption to meet customers are the major concerns during the 
transportation of the goods. Information systems is one of the closely linked components of logistics 
system which handle modeling, tracking and tracing and in management [2]. Essential data about the 
packaged good during transport becomes more important to seller. To achieve these services during 
the transport, monitoring and communication became the key components. The development of IoT 
(Internet of Things) with greater power efficiency paved the way to provide these services and gave 
boost to the logistics market.   
 
When it comes to goods like high value electronics, during shipping, though they are securely 
packaged they are still at a risk from mishaps or handling or unfavorable conditions, which become 
unnoticed unless the package shows visible signs of damage [3]. Real time condition monitoring 
systems resolve these issues by reporting these risks as events providing information regarding these 
mishaps or unfavorable conditions enabling visibility of transportation and helps to evaluate the 
services of the transportation provider in securing transportation.  
 
This thesis focusses on modelling, implementation and testing the proposed asset condition monitoring 
system, which monitors the packaged electronic goods and reports any insecurity to the package as an 
event in real time. The technical solution of the device is the prototype using IoT technologies. The 
hardware part of the system consists of Arduino Due with ARM microcontroller, which is connected 
to different sensors, a gateway GPRS module, GPS module and a SD card module. The software part 
of the system includes program, which integrates all the sensors to record events and sends it to the 
server using FTP (File Transfer Protocol).  
 
This report consists of 6 chapters. Chapter 1 introduces the problem and the topic, and the following 
Chapter 2 and Chapter 3 include survey of related works and methods. Results of tests and 
implementation are shown in Chapter 4 followed by analysis and discussion in Chapter 5. The final 
Chapter 6 concludes the report leaving insights to future work. 
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2 RELATED WORK 
 

2.1  Industry 4.0 
 
Industrial revolutions that began in 1780s had continuously evolved and are responsible for bringing 
development of products in our daily life. In the recent years, we are witnessing the birth of fourth 
industrial revolution, which involves the advent of digital transformation and is commonly referred as 
Industry 4.0. It is an ongoing evolution, which brings together the digital and physical worlds enabling 
real time sharing of information and collaboration. It is characterized by six design principles [4]. 
 

 Interoperability 
 Virtualization 
 Decentralization 
 Real-time Capability 
 Service orientation 
 Modularity 

 
Industry 4.0 focusses on orientation of companies towards customers through digitization from every 
aspect of the business [5]. 

2.2  Supply Chain 4.0 
 
The innovation in technology had made a massive impact and caused a tremendous change in the 
industry. Industry 4.0 not only affected the manufacturing world but also the supply chain 
management. The focus of supply chain management has shifted from linear to dynamic and 
interconnected open system [6], [7]. Supply chain 4.0 is the concept that has evolved due to change of 
traditional supply chain in the context of decentralization of Industry 4.0. Digitization, changing 
customer expectations and recent online trends made the supply chain to become smart and precise 
enabling a wide range of technologies and applications in Supply chain 4.0. 

2.3  Risk Management 
 
As we know, supply chain is the important aspect of business, then it is important to understand the 
risk management process and work on to promote strong risk management in supply chain. Also, it 
helps to gain competitive advantage protect your brand and drive growth. There are several risk 
management models that can help to mitigate risks and growth of the business.  
 
From the review of all these models, we can understand that risk management is a dynamic process 
that evolves according to the needs and circumstances [8]. There are several ways to define the risk 
management and one of the definitions is discussed below. Risk Management is a systematic process 
to identify risks that may impact on the organization’s objectives, examine their consequences and 
develop ongoing measures to treat them [9]. 
 
Risk Assessment: Risk assessment is a part of risk management process and it can be explained using 
Figure 1. It consists of 5 steps, the first step starting with establishing context, deals with finding scope 
of the exercise based on the identity and objectives of stakeholders to form a framework shaping out 
agenda for identification and analysis. The next step is identification which is the foundation for risk 
management, which deals with sources of problems to identify potential risks. After identifications, the 
next steps are analysis and evaluation, which deal with critical thinking of the risk and probabilities of 
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occurrence based on severity of loss. The final step in the process of managing risk is called risk 
treatment, which deals with approaches to reduce the severity of loss [10]. 
 

 
In [11], the authors clearly discuss the risk management circle in transportation through the Figure 2, 
which explains the primary potentials of technology for operative risk management. We can 
understand that technology-based condition monitoring has become a common approach in the 
transportation and logistics sector. Hence integrating it with risk management concept clearly enables 
to detect potential weaknesses in supply chains prior to failure or mistreatment. 
 

2.4 Transportation, Logistics and Quality Control 
 
Transportation, Logistics and Quality control are the integral parts of the supply chain management, 
which are more important to the companies to increase their performance. The digital transformation 
has affected every industry over the past 10 years. However, this is due to the development in 

Figure 1. Steps in Risk assessment process 

Figure 2. Primary potentials of technologies in risk management circle 
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technology and exponential usage of computing power. Logistics industry had been the more impacted 
industry of all [12], [13].  
 
Transportation and logistics have always been interdependent and interconnected on all levels of 
supply chain eco-system. There is a lot of information exchange between them to ensure that their 
major task of controlling quality and safety during transport is accomplish. On the other hand, there 
are several aspects that need critical information for quality control in logistics and transportation. 
 
Logistics and transportation come under the critical operations of the supply chain where there is more 
attention given to the quality of the service and security of the product. Quality control in the activities 
like warehousing, logistics and transportation which include maintaining suitable environments 
according to the product, ensuring safe delivery of goods without any mishandling and exposure to 
excessive levels of unacceptable environment conditions are given of top priority. 

2.5  IoT Opportunities in Transport & Logistics 
 
Real time data is the disruptive factor in the changing logistics industry, which needs many 
interconnected systems. Data and information at core give scope to innovation in the industry and 
several digital technologies play a vital role [14]. Safety and security on both goods and data are of 
major concern for the use of technologies for space of authentication, biometrics and asset tracking. 
IOT is one of the main choices of application for real-time automated, sense and response feedback 
systems [6]. 
 
The sensor technology and positioning permit real time tracking visibility to all customer chain 
partners, which provides visibility of the package all times along with automatic measurement of large 
number of environmental conditions such as temperature, humidity, acceleration. Asset tracking and 
management is very crucial and demands in information from this area are very important to the 
producers and customers [15]. Gaining a high degree of transparency is a challenge to the industry but 
once it is achieved, the benefits are significant. Use of sensor and location-based services provide: 

 Material flow tracking, 
 Schedule synchronization, 
 Balance of supply and demand, 
 Financial benefits. 

2.6  Agile Concept in Supply Chain 
 
From [16], we understand that due to advances and innovation in technologies and need for real-time 
information in logistics lead to incorporating agility principles in to their business processes. In return, 
the businesses can be benefited by reduction in labor cost and simplification of the business. The 
principles of agility assume a virtual corporation approach to reach the market expectations, which are 
volatile. The essential features of agile supply chain management are stated in the paper as follows. 
They include: 
 

 Use of market knowledge, 
 Virtual Corporation approach, 
 Lead time compression, 
 Rapid reconfiguration, 
 Robustness. 
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2.7  Considerations for secure transportation of electronics 
 
Safety and security are the most important while shipping the electronic goods and equipment [17], 
[18]. In [19], a shipping company presented some secure considerations and approach while shipping 
the electronic goods. They include; 

1. Avoid Cross-Docking 
2. Consider a Heated transport  
3. Have adequate insurance 
4. Properly Secure Cargo 
5. Team Drivers 
6. Satellite tracking 

 
Moving shipments multiple times in different locations is referred to as cross-docking. This should be 
avoided because it increases the likelihood of damage to the goods. Cold temperatures can cause 
damage to the delicate intricate wiring of the electronics. So, the temperatures should be optimal while 
shipping the electronics.  
 
It is necessary to have right insurance coverage especially when the goods are of high value. It is 
essential that the appropriate tools like ratchet straps, load bars/decking, dunnage materials are used to 
ensure security. Having a team truck to transport your electronic cargo means that the truck basically 
never stops except for fuel or meal. This allows fewer opportunities for error. Tracking is more 
common for shipments of high value and it provides access to value information with real-time 
updates. 

2.8 Review of IoT Technology 
 

2.8.1  Basic Requirements for an IoT device 
 
The basic requirements for an IoT device consist of strong coverage, great power efficiency and low 
cost. Every IoT device needs to be supplied with a power source to operate and power management is 
important for the sensors. Power can be saved by transmitting data at certain intervals while the rest of 
the time it is in sleep mode or low power mode. The processor is the heart where you process data and 
run your software. The system on chip will integrate many functionalities such as power management, 
memory, wireless transceiver and processor. 
 

2.8.2 Interconnection communication models in IoT [20] 
 
There are two mainly interconnection communication models in IoT. First, there is Open Systems 
Interconnection (OSI) reference model, which was created by the International Organization for 
Standardization (ISO) characterizing and standardizing the communication functions of a 
telecommunication system or computing system. 
 
Secondly, Transmission Control Protocol/Internet Protocol (TCP/IP) model is the updated version of 
OSI model, which uses only 4 layers instead of seven layers. It is also conceptual model used on 
Internet. It is more widely in use in recent years. Each layer of TCP/IP model has specific functions to 
perform and different from other layers next to it. Figure.3 shows how intercommunication in IoT can 
be described in these two different models.  
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2.8.3 Connectivity models in IoT 
 
There are mainly four IoT connectivity models, which are discussed below [21], [22]: 
 

 Device-to-device communication model: In this model, two or more devices that directly 
connect and communicate between one another, rather than through an intermediary 
application server. These devices communicate over many types of networks, including IP 
networks or the Internet. Protocols like Bluetooth, Z-wave, ZigBee are used in this model. 

 Device-to-cloud communication model: In this model, IoT device is directly connected to a 
cloud service like an application service provider to exchange data and control message traffic. 
Ethernet or WiFi connections are used to establish connections between device and IP network 
in this model. 

 Device-to-gateway model: It is typically defined as device-to application-layer gateway 
(ALG) model, in which the IoT device connects through an ALG service as a conduit to reach 
a cloud service. 

 Back-end data-sharing model: This model enables users to export and analyze smart object 
data from a cloud service in combination with data from other sources. 

2.9 Capabilities of an IoT device 
 
IoT devices mainly used for acquiring huge amount of useful data, which can be processed to get 
meaningful insights. There are plenty of data analytic algorithms and Big Data technologies which 
could be leveraged upon for this processing [23]. IoT technology combines processing and analyzing 
for flows of information and forwarding data to application and services and giving feedback to final 
control applications. 
 

Figure 3. OSI and TCP/IP intercommunication models in IoT devices
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Communication, sensors, identification, actuators, storage, processing, localization and tracking are 
key elements of IoT devices. Some key capabilities of an IoT device are 

 Data acquisition and control, 
 Data processing and storage, 
 Connectivity, 
 Power management. 

 

2.9.1  IoT networking protocols 
 
Many communication technologies such as Wi-Fi, Bluetooth, Zigbee, 2G/3G/4G, cellular and new 
emerging networking options such as Thread can be used in implementation for wider area IoT based 
use cases. IoT networking protocols used in different layers of TCP/IP model are illustrated in the 
table below. 
 

Table 1. IoT networking protocols used in different layers of TCP/IP model 
 

TCP/IP model IOT protocols 
Application layer HTTP, XMPP, CoAP, MQTT, AMQP 
Transport layer UDP, TCP 
Internet layer IPV6, 6LOWPAN, RPL 

Network access & Physical layer 
IEEE 802.15.4,  
WIFI (802.11.a/g/n), Ethernet (802.3), GSM, CDMA, LTE 

 

2.9.2 Cellular Network [24] 
 
Cellular network is a technology that is commonly adopted for physical layer in IoT technologies. 
LPWAN, NB IoT and LTE-M standards use cellular network to provide low power and low cost IoT 
communication options. It also includes 2G (GSM), which is mostly used and is currently phased out 
as well as CDMA, 3G and 4G. 
 

2.9.3 NB-IoT (LTE Cat-1- NB1, LTE Cat-M2) [25] 
 
NB-IoT is the newest of these standards, which use cellular network and is focused on long range 
communication between many primarily indoor devices. It is flexible and is deployed at 180 kHz in 
spectrum. It was added in 3GPP’s Rel.13. Unlike LTE-M, NB-IoT is not related to LTE.  
 
It is based on DSSS (Direct Sequence Spread Spectrum) and fabrication of chipsets in LTE-M and 
NB-IoT is nearly the same. It is primarily suited to static applications and can easily integrate into the 
cellular network. NB-IOT is superior in security (simply gets the same security as that of LTE). 
Mutual authentication is well-supported as well as IPV4 and IPV6 and facilitates lower bandwidth at 
low cost. This is a newly emerging technology, so we take an opportunity to discuss about this in our 
paper. The different features of LTE-M and NB-IOT technologies are listed in the Table 2. 
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Table 2. Different features of LTE-M and NB-IoT technologies 

 

 Peak data rate Latency Power Consumption Mobility Voice 
Initial 
regions 

LTE-M 384 kbps 50-100 ms Best at medium data rates Yes Yes 
North 
America 

NB-IOT <100 kbps 1.5-10 s Best at very low data rates No (stationary only) No Europe 



 

13 

3 METHOD 
 

3.1 Problem Statement and Project Objectives 
 
From the review of related works, one can conclude that transportation and logistics in the supply 
chain management plays a vital role to the successful business. As the change in industrial standards, 
incorporating and usage of information technology in the industry is transforming all the forms of 
services of the business. Every aspect in the industry is getting influenced by the innovation in the 
technology and making use of this innovation to provide better services to the customer and is giving 
the competitive edge to the business. 
 
The innovation in technology has also influenced the supply chain management transforming it to a 
digital platform. Transportation and logistics are interconnected, and they are very important aspects to 
the supply chain. While security and integrity of the product are of highest priority to transportation 
and logistics, one can understand that the information regarding the conditions at which the product is 
transported, risk awareness and handling of the package during the transport will provide a lot of 
insight in improving the logistics service and reverse logistics. 
 
There is no possibility to be aware of events like unfavorable conditions to the product, damage due to 
improper handling that threaten the security and integrity of the product during transport. As there are 
many approaches to gather the information for such events and reporting, which becomes key to 
enhance the services. Information systems like data loggers is one of the solutions that provide the logs 
but not in real-time. If we consider high value electronic goods, there are many solutions that can only 
provide proper tracking but the problem of monitoring details of any mishandling or damage to the 
product during transport has not been solved [26], [27]. In these solutions, there is no scope for 
detection and reporting of events based on improper handling or environment ensuring complete 
quality in service throughout the transport.  
 
The objective of this thesis is to design an IoT based embedded system for real time condition 
monitoring, which applies agile strategy to enhance the quality in service during transport for 
transportation and logistics services by providing relevant information of any damaging conditions and 
potential risks to the product inside the package based on the optimal conditions of the product. The 
agile strategy aims in improving transparency of security and integrity of the good during transport. 
 
To achieve project objective, we hypothesized that the system constitutes of different sensors to 
monitor different aspects related to environmental, mechanical and electrical conditions of electronics 
during transportation. The information from the sensors is analyzed and transmitted to the user using 
communication module. Based on the study of sources of possible damaging conditions for consumer 
electronics the structure of the asset condition monitoring system proposed is assumed to be mounted 
on top the package during transportation of electronics to monitor the conditions of the package.  
 
While the readings from the sensors of the proposed system are related to the conditions of the 
package, based on these readings different threshold values are set to anticipate the conditions inside 
the package and report events which can be used to evaluate damages to the product during 
transportation or any theft cases. Events are recorded based on the threshold levels of different 
conditions according to the asset selected. If any value from the sensors is higher or lower to these 
threshold levels for a period, then an event is detected by the monitoring system and sent to the user. 
The events are detected by analyzing abnormalities of data from the sensors and sent to the server. 
When the system is tested in different possible damaging environments, based on the number of events 
detected the performance and quality of service of the condition monitoring system is evaluated. 
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The proposed asset condition monitoring system should include the hardware and software part. The 
hardware part should consist of a microcontroller, different sensors, gateway and a memory card 
module. The software part should support the processing, sending the data, mobility and maintaining 
wireless access with the dedicated server. 
 

3.2 Division of Work and Main Contribution 
 
The literature review regarding the supply chain, survey of related works and risk management was 
done by Raja Ganapati Nandan. While Vikas Reddy worked on the Literature study of the conditions 
that damage the electronics during transportation and conditions to be monitored by the system. 
 
Nandan was responsible for designing the system model to build a prototype dedicated to monitor the 
conditions of the asset selected and dealt with describing theoretical background. Vikas was 
responsible for project implementation including making connections between the Arduino and the 
sensors. He wrote the software part of the prototype and nandan wrote the software part for 
establishment of a network for data transmission and reporting. After assembling the prototype Vikas 
was responsible for setup of prototype on the package, data analysis and system verification. Risk 
analysis and evaluation was performed by Nandan. 
 
 The main contribution of the research is to design and implement a system that monitors integrity, 
storage conditions and detect abnormal events that damage products like high value electronics. They 
include: 
 

 Literature study of the conditions that damage the electronics during transportation. 
 Formulating the requirements of the system and conditions to monitor and detect according to 

the product (asset i.e., Seagate hard drives). 
 Designing of the system model to build a proto-type dedicated to monitor the conditions of the 

asset selected. 
 Implementation of the model as a prototype. 
 Establishment of a network for data transmission and reporting. 
 Validation of the proposed system using a case study. 

 
This approach mainly contributes to real-time alerts, analytics and reporting to ensure awareness of 
issues before they become problems. 
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4 DESIGN METHODOLOGY & ANALYSIS 
 
The design of the proposed condition monitoring system is based on the analysis, survey of related 
works and research on similar products in the market [28], [29]. To summarize, the proposed system 
serves as a technological solution to achieve real-time visibility of the product during transportation 
and logistics of the supply chain. 

4.1 User Centered Design 
 
The User centered design process outlines the phases through the design and development life cycle all 
while focusing on gaining a deep understanding of who will be using the product. ACMS design is 
based on explicit understanding of users, tasks, and environments is driven by the user centered 
evaluation and addresses whole user experience. 
 
The functional requirements of the product manufacturer, logistics provider and the customer are 
shown in the table below. The requirement specifications keep project stakeholders and developers 
focused on the goal of the design. These can be used during quality testing so that the system features 
the functionality designed to support users based on their needs and preferences. The Manufacturer 
and customer main concern is on the safety of the package and its tracking details. 
 

Table 3 Functional requirements of the system from different user perspectives 
 
Product Manufacturer Logistics Provider End user (or) Customer 

Package Safety during transportation. 
 
Monitoring of storage conditions of 
the package. 
 
Monitor chain of custody. 
 
Detection of package improper 
handling. 
 
Accessible information and 
monitoring. 
 
Event alerts and Evaluation of the 
service. 
 
Product footprint-history of 
transportation based on event alerts. 

Package tracking. 
 
Monitoring of quality of 
transportation services. 
 
Security alerts and transit data. 
 
Confirm with customer for 
custodial control. 
 
Low cost device. 
 
Easy to install/mount in a package. 
 
Easy to maintain. 
 
Event detection and real-time 
user-friendly mobile tracking. 

Package tracking. 
 
Safe transport without damage. 
 
Communication with logistics 
provider. 
 
Evaluation of transportation 
services (including handling). 

 
 
In addition to the functional requirements, nonfunctional requirements such as reliability, security, 
durability, performance, maintainability and usability should also be met as they serve as constraints in 
the design of the system. These can be achieved with different tools from critical path and design 
reviews for performance, and managed code architecture for security. The nonfunctional requirements 
for ACMS are listed in the Table 4. 
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Table 4. Non-functional requirements of the system 

 

Working Environment Conditions Technical Constraints 
 

Others 
 

Non-invasive installation. 
 
Reliability. 
 
Robust for various environmental 
changes/impacts. 
 
Durability. 
 
Non-destructive fitting. 

Modular (customized). 
 
System throughput/ 
Efficiency. 
 
Robust security network. 
 
Battery changing. 
 
High ingress protection 
marking. 

Extensibility. 
 
Reusability. 
Low Response-time after event 
detection. 
 
Ease of implementation in 
mounting. 
 
Low unit cost. 

 
 
The functional and nonfunctional requirements are precisely captured keeping into perspective of 
user’s interaction with the system. 
 
From the review of related works, we understand that transportation and logistics in supply chain 
dictate the performance. Along with a lot of information sharing between these processes, they ensure 
the best quality in delivering the product to the customer. Due to technological advances, incorporation 
of computing power in every aspect of business and a need for real-time information is in demand to 
provide quality in supply chain and negotiate any harm to the product before delivery to the customer. 
 
We understood that the IoT is the one of the several vital technologies that can be used in the sector of 
Transportation and Logistics that serves the purpose of data acquisition and transmission at low power. 
As per the hypothesis, we assumed that the proposed system should be mounted on the package of the 
electronic product to monitor any harmful and risking condition. The following part of this Chapter 4 
is analysis regarding different conditions during transportation of electronic products. 

4.2  Packaging and Possible Risking Conditions to Monitor 
During Transportation 

 
It is important to analyze how the electronic product is packed to design a system and possible 
conditions that might damage the product inside package. Proper packaging is one of the important 
aspects to consider for transportation and logistics of electronics. Every electronic component is 
subjected to unfavorable conditions at some point in the supply chain. Many of these are anticipated 
and appropriate material is selected for packaging along with some arrangement made inside the 
package for protection of the product as it is shown in the Figure 4 and 5. 

 
Figure 4. Packaging setup of consumer electronics from outside 
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Even though there is a proper packing there can be unforeseen circumstances that may become 
potential causes and harmful to the product. For example, trucks transmit vibrations from engines and 
irregular road surfaces. Trains experience impacts when cars are coupled and the clickety clack of 
vibrations when railcars cross rail seams. Ships pitch and roll in high seas. Planes transmit vibrations 
from aerodynamic buffeting, which shakes the airframe, as well as the impact of runway touchdowns. 

 
Temperatures rise during the daytime and fall at night and vary sometimes significantly between the 
point of origin and the destination. Humidity changes too, causing condensation within container, 
which may damage products. Even tilting some items can create stresses that lead to damage. In every 
case, the potential conditions for damage varies with the item itself. 
 
In [30], the sources of possible damaging conditions for consumer electronics are discussed and is 
listed below: 

 Due to sudden temperature changes inside the package. 
 Due to any impact caused by an abrupt rough movement. 
 Due to vibrations that cause hidden damage. 
 Due to too high or too low humidity conditions. 

 

4.2.1 Risking conditions [30] 
 
Consumer electronics are becoming increasingly rugged, but they are not impervious to supply chain 
conditions. Monitoring conditions throughout the supply chain is one part of a robust product 
protection and loss prevention program. It should be deployed especially for high-value products with 
long or complicated transit routes, and for lanes or carriers experiencing problems. 
 
Routine use, even among top carriers or lanes, can provide insights into the actual condition’s products 
experience during shipping. Different conditions that cause risk and their limits which consumer 
electronics are to be stored in are studied along with the typical failures. If any of these conditions are 
violated, the event is recorded by the proposed system and the respective event description and event 
label are shown in the Table 3. 

Figure 5. Arrangement inside the box 
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Table 5. Table of risking conditions for consumer electronics 

 

Condition 
Limit for 
conditions to 
be stored in 

Event Description Typical Failure Event label 

Temperature Above 25 °C. 
High temperature inside the 
package may cause damage like 
deformation or even melted 
components 

Overstressing of wire 
bonds, Cause cracking 

High 
temperature 

Temperature Below -50 °C Low temperature may cause 
damage to the batteries Battery failure Low 

temperature 

Impact of fall 
or mishandling Above 113 Gs 

Impact caused by striking 
between the components or 
tossing of the package may 
damage screens and circuit 
boards 

Bending or twisting High impact 

Vibration 15-70 Hz 

Vibrations occurring through 
vehicles movement inside the 
package may tend to be hidden 
damages 

Loosened screw or a 
broken solder joint 
deep inside the product. 

High 
vibrations 

 

4.3 Technical Design Parameters 
 
In the category of consumer electronics, hard disks are selected as product to monitor by the proposed 
asset condition monitoring system during transport. The hard disk is comprised internally of precision 
mechanical parts and uses weak electrical signals to record data. Since the expected life span of the 
hard disk varies considerably depending on the handling method (impact and static electricity) and 
operating conditions (temperature, humidity, vibration and operation time), it is regarded as a 
consumable component. 
 
A rapid temperature change causes condensation in the hard disk. Because of the condensation, the 
head sticks to the disk, which may result in a disk rotation failure. For example, if the hard disk is 
moved into a warm room immediately after transportation, or if the hard disk operation is stopped in a 
cold site, the temperature in the hard disk rapidly changes, causing condensation. 
 
Hard drives are also vulnerable to impacts and vibrations during transportation. The data below gives 
the information of optimal conditions for transportation of Seagate hard drives in non-operating mode. 
It was assumed that optimal conditions for storage of hard drives in non-operating mode are to be 
maintained during transport to ensure that the product is not subjected to any damage before the 
delivery to the customer. Optimal conditions for storage of hard drives in non-operating mode: 
 
Temperature: –40° to 70°C (–40° to 158°F). 
Humidity: 5% to 95% non-condensing (30% per hour max). 
Vibration: 5Hz to 22Hz and 3.0 Gs (Limited displacement). 
Shock: 300 Gs based on a non-repetitive half-sine shock pulse of 2ms duration. 
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Table 6. Conditions to monitor for Sea-gate hard drives 
 

4.3.1 Approach 
 
Different sensors are to be configured according to the threshold values as tabulated in the Table 4 and 
predict the conditions that cause damage to the Sea-gate hard drives inside the package. Threshold 
values are selected according to the optimal conditions of the Sea-gate hard drives in non-operating 
mode and the any information exceeding the threshold limits with which sensors are configured the 
respective event is recorded in the form of a syntax and send it to the user. The approach and the 
syntax form in which the proposed system records the information of an event is explained below. 
 
Event Syntax: 
The example for event syntax is given below: 
 
‘Event name’; ‘Threshold level’; ‘Detected Value’; ‘Date’; ‘GPS information’; ‘Time’ 
 
Components of Syntax are clearly explained in the Table 7. 
 

Table 7 Components of Syntax 
 
Event name Detected damage due to conditions. 
Threshold level Extreme values of the safety conditions of the package (for temperature, humidity, vibrations, 

humidity inside the package). 
Detected Value Value recorded during event (beyond or below threshold value). 
Date When the event was identified. 
GPS 
information 

Latitude and longitude information of the package. 

Time When the event was identified. 
 

4.4 Risk Assessment 
 
As we go through the details of supply chain network, we can understand that there is a high level of 
exposure to risk at every level of the network that may cause damage or disruptions to the business. 
So, there is a need for the proper management of risk to avoid any negative impact on the business. 
Due to globalization, while suppliers are potentially located all over the world, naturally increases the 
chance of potential damage to the asset before delivering to customer.  
 
Also, there is lack of information for these causes of damage during transportation of asset. 
Meanwhile, the difficulty to manage and control information, costs and operational risks related to 
logistics and transportation is also increased. All these events can affect to the loss of customers. 
Collecting information of these events gives the leverage of simulating impact of loss. Since the 
logistics chain is sensitive to information unavailability and then there are end customers, on the other 
hand who are concerned to safety of the product during logistics, it becomes difficult to achieve proper 
risk management. 

Condition Limits of the conditions Event label 

Temperature 
Above 70 °C High temperature 
Below -40 °C Low temperature 

Humidity 
Less than 5% relative humidity Low humidity 
Greater than 95% relative humidity High humidity 
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From the survey of related works, we can understand that risk assessment is one the important aspects 
in the risk management process it is also important to know about the risks associated in the supply 
chain. The proposed system in this thesis is a telemetric device that provides information which can be 
used as technological support to make decisions in risk management process. The following parts of 
this Chapter gives a brief understanding of enabling technology for anticipation of risks, loss 
prevention and controlling. 

4.5  Risk Definition 
 
Definition of Risk: According to ISO, risk is defined as “the effect of uncertainties on objectives” and 
it notes that effect of risk is positive or negative on the business. 
Losses due to risks: Due to the uncertainties of risks in supply chain, losses can be classified into two 
types. 
Qualitative loss: due to maybe drop of sales due to stockout etc. 
Quantitative loss: due to maybe loss of brand equity or termination of a business relationship. 
Due to the nature of different circumstances in the supply chain there are several factors that can 
contribute to risks and based on those factors’ risks are classified in to 6 types. They are: 
1. Financial Risk 
2. Operational Risk 
3. Strategic Risk 
4. Human Resources Risk 
5. Fame Risk 
6. Laws Risk. 
 
Operational Risks: It is defined as the risk of direct or indirect loss due to failure of internal processes, 
people and systems or from external events [31]. In this thesis, operational risks are considered 
because these risks occur from unforeseen circumstances and are very hard to anticipate. There is also 
lack of information unavailability when these risks interrupt the supply chain processes however, 
information about the product when these risks occur is critical which also helps in great advantage to 
the supply chain mangers to reduce and mitigate risks. 

4.6 Purpose of Risk Assessment 
 
From the definition of operational risks, we can understand that these risks are caused due to failure of 
internal processes or people or external events. There are many processes of supply chain that are 
exposed to operational risks. Transportation and Logistics is one of the areas that has great importance 
in supply chain network and any interruptions to the operations involved may cause greater loss. Many 
operations in transportation and logistics section involve people while they are also vulnerable to 
external events that may damage the product due to weather conditions or unseen threat to safety and 
security of the product [32]. 
 
The key responsibility of the logistics provider is to deliver the right product in right time and in right 
condition. Transportation and Warehousing of the product are the main elements of the logistic 
activities before delivering the product to the customer. There are several activities and people 
involved while taking care of the product during transportation and warehousing of the product before 
delivering to the customer. 
 
Due to complexity of these processes providing proper storage conditions and supervision during 
transportation and warehouse, threats could be caused by unexpected sources and can always 
potentially destroy product. 
 
These are the areas that are of higher priority of all concerning safety of the product and has a greater 
chance of exposure to threats due to operational risks. The external events that damage the product are 
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due to the improper handling or storage of the product in inappropriate place or exposure to severe 
weather conditions [33]. These events occur mainly due to poor monitoring of logistic service or 
defective systems or carelessness of workers. 
 
It is important to gain end-to-end visibility of logistics chain. There are various ways in which this can 
be achieved. Using technology is one of the ways to provide this critical end-to-end vision [34]. The 
proposed asset condition monitoring system provides information useful for risk management. Also, 
strongly helps in decreasing and early intrusion of loss in two different directions: 
 
First, recurring risks can be identified based on collected data by sensors and localization systems. The 
data collected in a trip will give the information of events generated at a location, we can use this data 
when the same product is transported in similar conditions. In the long run the information can be used 
to stop recurring risks. 
 
Second, continuous condition as well as integrity monitoring of hard drives during transportation will 
allow responding to unforeseeable exceptions in real-time. If critical values exceed a pre-defined 
range, an event will be generated with exact timestamp and location. Henceforth, counteractive actions 
can be initiated even before a serious supply chain disruption occurs. 
 
Asset Condition monitoring system will help providing valued information for the above stated 
operational improvements by implementing the following module. 
 

 Real time positioning, and tracking is possible based on GPS location. The indicated 
coordinates are found to be within 2-3 meters of the correct coordinates. 

 Monitoring Temperature, Humidity and shock will help in detecting events if a predefined 
range in a dedicated time interval is exceeded. 

 Communication systems that allow sending event data along with position over a mobile 
phone network. 

 
Integration of this threefold concept into a distinct risk management concept enables to detect potential 
weaknesses in supply chain before failure. This must be considered a shared resource, which links the 
value of logistics and insurance management. 
 
Addressing risks in the supply chain requires the identification of triggering events and vulnerabilities. 
In our case, the possible environmental events like changes in temperature, humidity and improper 
handling. 
 
Operative risk management principles expand this traditional process chain regarding loss prevention 
consulting, promotion of risk controlling, and cooperation in the field of technology-supported early 
intervention avoiding or at least minimizing losses. 
 
Risk prevention should consequently be based on continuous monitoring of the transport and 
warehousing conditions aiming to confine claims amounts [11]. The proposed system ACMS helps to 
provide critical information of any damage to the product and helps for risk assessment. Chapter 5 
labels the structure and modelling of ACMS. 
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5 ARCHITECTURE & STRUCTURE MODELLING OF 
ACMS 

 
Monitoring systems are used in several industries for monitoring different products. Several 
monitoring product designs, functionalities and the technologies that are available in the market are 
surveyed for the modelling of Asset Condition Monitoring System. As explained in the previous 
chapter, the user centered design thoroughly explains the usability of the proposed system to the users. 
 
The proposed system is modelled as a condition monitoring system based on embedded and IOT 
technologies including hardware and software is designed using the UDD method. It is subjected to 
provide information about any risks or damage to the product and facilitate real-time monitoring of the 
package during transport. Possible events that cause damage to the asset inside the package are studied 
based on the type of asset selected to monitor and different conditions to monitor from the 
documentation provided by the manufacturer. The system is mounted on the package and it acquires 
real-time data from different sensors that are chosen to monitor. The following chapter discusses the 
architecture and structure of the asset condition monitoring system. 
 
The structure of the asset condition monitoring system mainly consists of transmitter section and a 
monitoring section. The monitoring section consists of Arduino Due, Temperature Sensor, 
Accelerometer, GPS Module, Timer, SD card Module and the Transmitter Section consists of GSM 
Module with GPRS Gateway.  
 
Different sensors and modules are used in the design of the prototype to measure various physical data 
of different parameters. These sensors have various functions and they are used to monitor parameters 
such as temperature, relative humidity, vibrations, shock. Any little changes in any of these parameters 
can damage the integrity of the package.  
 
In the section of thesis, the architecture of asset condition monitoring system is discussed, furthermore, 
it also describes different components that are used in the architecture along with the explanation of 
how they are connected to each other and what are the connections and functionalities in the developed 
prototype. Figure 6 explains the architecture of the proposed asset condition monitoring system which 
is based on study of similar products in the market and by taking all the constraints from different user 
perspectives that are discussed earlier in the previous section. 
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6 IMPLEMENTATION 

6.1 Assembly of Asset Condition Monitoring System 
 
The proposed asset condition monitoring system is assembled with an Arduino system development 
board which consists of ARM microcontroller. Based on the state of art and requirements of the 
customers who are meant to use this system the sensor components and communication modules are 
selected carefully. The software part of the system is implemented using C-programming in the open 
source Arduino software environment. The proposed system is based on IoT and Embedded 
technologies which means that the system to be good at working in low power and energy efficient 
while monitoring the conditions of the package is one the major requirements. 
 
To achieve this objectives, Arduino DUE system development board with an ARM microcontroller is 
selected for the implementation of the prototype because of its specifications. As discussed in the 
previous chapter, it consists of ARM Cortex-M3 micro controller with 32-bit ARM microprocessor. It 
is an advantage to choose a system development board based on the ARM architecture because it is 
characterized by strong performance and high energy efficiency [35].  
 
Microcontrollers don’t require operating system to function and are easy to interface with external 
sensors and motors. The coding required to program microcontrollers is minimal and there is a high 
inherent security. Here, by choosing Cortex-M3 with 32-bit microprocessor gives us leverage of 
program comfortably providing good interface with the sensors which serves the purpose of 
monitoring which is the main objective of the proposed system. Furthermore, Cortex-M processors are 
widely used for powering the most energy efficient embedded devices in automotive, smart devices 
and secured embedded applications which includes connectivity along with other associations like 
monitoring [36].  
 
From the survey of related works, we understood that the temperature and humidity are the two main 
conditions that are of utmost important and are to be monitored according to the product during 
transportation. However, there is mishandling or other mechanical conditions that might also cause 
damage to the package during warehousing and transportation. So, temperature and humidity sensor 
along with the accelerometer is selected to monitor the package. As discussed in the chapter 4, Seagate 
hard drives are chosen as an Asset to monitor and respective conditions are analyzed and tabulated. 
From chapter 5, we can understand that the time and location of the monitored information is also one 
of the important requirements from different user perspectives. So, a real time clock and GPS module 
are selected to implement in the prototype to get the time and location of the monitored information 
from the sensors.  
 
The proposed system monitors the conditions of the package during transportation, to make the 
monitored information available to the customer a dedicated FTP server is setup to log the monitored 
information in the form of an event syntax as discussed earlier in this thesis and a GSM module is 
implemented to send the information to the server. Also, there might be a problem of lack of 
connectivity between the GSM module and the FTP server. So, to counter the loss of monitored 
information, as a backup, SD card module is implemented. The following parts of the chapter 
describes the whole structure of the system with hardware and software elements that are used, 
working of the proposed asset condition monitoring system and its results. 
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6.2 Hardware Components 
6.2.1 Arduino Due 
 
The Arduino Due is the first Arduino board based on a 32-bit ARM core microcontroller. It is based 
on Atmel SAM3X8E ARM Cortex-M3 microcontroller which is a member of a family of lash 
microcontrollers based on the high performance 32-bit ARM Cortex-M3 RISC processor. It operates at 
a maximum speed of 84 MHz and up to 512 Kbytes of Flash memory and up to 100 Kbytes of SRAM. 
It is suitable for large scale projects and it differ from other Arduino kits as it runs at 3.3 V as the 
maximum voltage [37]. 
 

 
Arduino due module features are listed in the table below. 
 

Table 8. Arduino Due module features 
 

Microcontroller AT91SAM3X8E 

Operating Voltage 3.3 V 

Input Voltage (recommended) 7 V-12 V 

Input Voltage (limits) 6 V-20 V 

Digital I/O Pins  54 (of which 12 provide PWM output) 

Analog Input Pins  12 

Analog Outputs Pins 2 (DAC) 

Total DC Output Current on all I/O lines 130 mA 

DC Current for 3.3V Pin 800 mA 

Figure 7. Arduino Due Module 
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DC Current for 5V Pin 800 mA 

Flash Memory 512 KB all available for the user applications 

SRAM 96 KB (two banks: 64KB and 32KB) 

Clock Speed 84 MHz 

 

6.2.2 Temperature and Humidity Sensor DHT 21 
 
DHT 21 sensors function is to measure the temperature and humidity in their surrounding area. It 
utilizes exclusive digital-signal collecting- technique and humidity sensing technology, assuring its 
reliability and stability. Its sensing elements relates to 8-bit single-chip computer. 
 
Every sensor of this model is temperature compensated and calibrated in accurate calibration chamber 
and the calibration-coefficient is saved in type of program in OTP memory, when the sensor is 
detecting, it will cite coefficient from memory. Small size & low consumption & long transmission 
distance(20m) enable DHT21 to be suited in all kinds of harsh application occasions. 
 
 

 

 
This sensor works on the power supply of 3.3 V - 5.2 V DC which is provided by the Arduino 3.3V 
output. The temperature measurement range for this sensor ranges from -40 to +80°C with an accuracy 
of ±0.5°C and the humidity measurement ranges from 0 to 99.9 %RH with an accuracy of ± 3%RH 
[38]. 

6.2.3 Accelerometer ADXL 345 
 
The ADXL345 is a small, thin, low power, 3-axis accelerometer with high resolution (13-bit) 
measurement at up to ±16 g. Digital output data is formatted as 16-bit twos complement and is 
accessible through either a SPI (3- or 4-wire) or I2 C digital interface. It measures the static 
acceleration of gravity in tilt-sensing applications, as well as dynamic acceleration resulting 
from motion or shock. 
 
Its high resolution (4 mg/LSB) enables measurement of inclination changes less than 1.0°. Several 
special sensing functions are provided. Activity and inactivity sensing detect the presence or lack of 
motion and if the acceleration on any axis exceeds a user-set level. Tap sensing detects single and 
double taps. 
 
Free-fall sensing detects if the device is falling. These functions can be mapped to one of two interrupt 
output pins. An integrated, patent pending 32-level first in, first out (FIFO) buffer can be used to store 

Figure 8. Temperature and Humidity Sensor DHT 21 
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data to minimize host processor intervention. Low power modes enable intelligent motion-based 
power management with threshold sensing and active acceleration measurement at extremely low 
power dissipation. 
 
The supply voltage range for this sensor is between 2.0 V to 3.6 V so we use the Arduino 3.3 V output. 
It has wide range of working temperature range from -40 °C to +85 °C  [39]. 
 

 
We connect this sensor to Arduino via C Interface. With CS tied high to VDD I/O, the ADXL345 is 
in I2C mode, requiring a simple 2-wire Figure connection as shown in the Figure 9. The following 
diagram shows the pin connection diagram of the accelerometer module. 
 

 

6.2.4 SD Card Module 
 
This module works with standard operating voltage of 3.3 V which is provided by the Arduino. This 
SD card module has six pins two for powering the module the VCC and GND pins and four more pins 
for the SPI communication which involves SPI buses, MISO (Master in Slave out.), MOSI (Master out 
Slave in), SCK (Serial Clock), CS (Chip Select). Note that each Arduino board has different SPI pins 
which should be connected accordingly. 

Figure 9. Accelerometer Module

Figure 10. Pin Connection Diagram of Accelerometer Module 
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We use Arduino Due, so we connect them as MOSI (51), MISO (50), SCK (52), CS (53). 

6.2.5 GSM Module 
 
Quectel M95 is one of the smallest Quad-band GSM/GPRS modules with ultra-low power 
consumption and extended temperature range. Additional features such as integrated TCP/IP protocol 
stack, serial multiplexer and enhanced AT commands guarantee fast and reliable transmission of data, 
voice, SMS via GSM/ GPRS network.  
 
This module is compatible with Arduino serial communication. Also, we attach an Li-Po battery to 
power this module and an external antenna can also be used to amplify the signals [40]. The following 
figure 13 shows the GSM module that is used in the prototype. 
 

 

6.2.6 GPS Module 
 
The NEO-7 series provides maximum sensitivity while maintaining low system power. It is optimized 
for cost sensitive applications, while it provides best performance and easy RF integration. The 
receivers are designed to receive and track the L1C/A signals provided at 1575.42 MHz by the Global 
Positioning System (GPS). 

Figure 11. SD card Module 

Figure 12. Quectel M95 GSM Module
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NEO-7 modules include one UART interface, which can be used for communication to a host. It 
supports configurable baud rates and is east to connect to the Arduino board requiring only four pins 
VCC, GND, TX, RX since data is sent over Serial Interface. 

6.2.7 Real Time Clock 
 
The DS 3231 is a low cost, extremely accurate C real-time clock (RTC) with an integrated 
temperature-compensated crystal Oscillator (TCXO) and crystal. The RTC maintains Seconds, 
Minutes, hours, day, date, month and year. 

 
 
This module can work on either 3.3 V or 5 V and it uses I2C Communication Protocol which makes 
the connections to the Arduino Board very easy. So, all we need is four wires, the VCC and GND for 
powering the Module and the two I2C communication pins SDA, SCL [41]. 

6.3 Software Components 
6.3.1  Arduino IDE Software 
 
The open source Arduino Software (IDE) makes it easy to write code and upload it to the board. The 
environment is written in Java and based on processing and another open source software. It runs on 
Windows, Mac OS X, and Linux. This software can be used with any Arduino Board. 
 
The Arduino code is actually just plain old v without any header part. When you press the compile 
button the IDE saves the current file as Arduino.c in the ‘lib/build’ directory then it calls a ‘makefile’ 
contained in the ‘lib’ directory. 

Figure 13. GPS Module 

Figure 14. Real time clock Module 
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This ‘makefile’ copies Arduino.c as ‘prog.c’ into ‘lib/tmp’ adding ‘wiringlite.inc’ as the beginning of 
it. This operation makes the Arduino code into proper C file (called prog.c). After this the files in the 
‘core’ directory is used for implementation of various Arduino commands and the code is ready to be 
compiled. If this operation is successful, then you will have prog.hex ready to be downloaded into the 
processor. 
 

6.3.2 Free fall data and usage of free fall interrupt of Accelerometer 
 

Figure 15. Arduino IDE software setup
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The principles of fall detection will focus on the changes in acceleration that occur when the package 
with product inside (ASSET) is falling. The above figure demonstrates the acceleration changes during 
an accidental fall. 

 
The phenomenon of weightlessness always occurs at the start of the fall. It will become significant 
during freefall and the vector sum of acceleration will tend towards 0, the duration of that condition 
will depend on the height of the freefall. This is the first basis for determining the fall status that could 
be determined by the sensors FREE_FALL interrupt. After experiencing weightlessness there will be 
impact on the ground, the acceleration curve shows a huge shock or impact right after freefall. 
 

6.3.3 Accessing GSM Module through AT Commands: 
 
The GSM module that is used for transmitting the information to the FTP server is Quectel Module as 
discussed in the previous chapter. It provides an internal TCP/IP stack that is driven by AT commands 
and enables the host application to easily access the Internet service. It includes TCP service, UDP 
service, HTTP service and FTP service, etc. Table 8 lists all the AT that are used to access this module 
for connecting it to an FTP Server. 
 

Table 9. AT Commands for accessing Quectel M95 GSM Module 
 
AT Commands Functioning of the command 

AT+QIFGCNT=0 
Choose the context 0 to activate the GPRS for the 
FTP Service 

AT+QICSGP=1,” APN”  Choose GPRS mode and set the APN  
AT+QFTPUSER=” username” Set the user name 
AT+QFTPPASS=” password” Set the pass word 
AT+QFTPOPEN=” Hostname”, port number Set the FTP server with port number 
AT+QFTPPATH=” /” Set the path to upload the files as “/”  

AT+QFTPPUT=” filename.txt”, file_size, time 
Set the file name, size and maximum time to input 
file data 

 
Once these commands are given as shown below, we get a response back. 

Figure 16. Accelerometer Data recorded during free-fall and plotted in MATLAB
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From the above image we can observe that we received a response  

 
+QFTPOPEN:0 

 
It means there is a successful opening of FTP Service. 
 
After the FTP service is opened, we can set the path of the input file to be uploaded into the FTP 
server.  

Figure 17. AT commands given through UART terminal
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6.4 Working of Asset Condition Monitoring System 
 
The following Figure 18 shows the schematic connections of the asset condition monitoring system. 
First, all the module connections are checked with the Arduino using the Fritzing software. 
 

 
Figure 18. Schematic Diagram of Asset condition monitoring system 

 
Figure 19 describes the proposed asset condition monitoring system. The temperature and humidity 
sensor in the system are set to a threshold limits according to the asset selected, in this thesis i.e., 
Seagate hard drives. After initialization of the on-board system and its peripherals, if the temperature 
and humidity sensors sense any violation to the threshold limits, the information from the sensors is 
recorded. The interrupts in the accelerometer module are used to sense any sudden change in the 
mechanical conditions of the package. In the proposed system, we used already built in functions of 
the accelerometer module to detect the freefall, double tap which work on the interrupts of the module. 
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Initialize Arduino Due 
and its peripherals

Exceed 
Temperature and 

Humidity 
Threshold

Accelerometer 
Interrupt

Collect data

Collect Data

No

Yes

Yes

No

Acquire GPS 
information with time 

Check connection of 
Gateway with the server

Save information to 
the SD-card

Send the files to 
the server via 

Gateway GPRS

Fetch files from the 
SD card  Yes

No

End  
 

Figure 19. Flow chart explaining working of asset condition monitoring system 
 
After checking with the two sensor modules, GPS information is requested from the modules and 
information is saved to the SD card. Then the Arduino checks for the connection of GSM module with 
the server. If the connection is established, the information saved in the SD-card is fetched and send 
into the via GPRS. 
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7 SYSTEM VALIDATION AND RESULTS 
 
The main application of this prototype is to supervise environmental and mechanical changes along 
with location. Like, the temperature measurements the shock monitoring also has high precision. The 
accelerometer sensor allows configurable sensitivities, depending on the type of application in which it 
is used. Based on the optimal conditions different thresholds are selected to the sensor readings and 
data trends are monitored to anticipate different events based on environmental changes and a free fall 
of the package as events. The information in event syntax will be sent in to the dedicated server 
through a gateway and stored in the memory card as a back-up storage. 
 
First set of tests are performed at room temperature to check the communication reliability and quality. 
Besides testing in a controlled environment, a real-life testing was also done. The prototype was 
installed on a cardboard package and was prepared for a delivery in Karlskrona. The total journey 
made by the package was 7 kilometers during which the device collected data of all possible events 
that might damage the integrity of the package. 
 
The data obtained from the Server and SD card showed the information that might compromise safety 
and security the package due to different conditions. 
 
Packaging of consumer electronics is studied along with type of materials that are used to package the 
electronics. Cardboard box is one of the materials used for packaging and a cardboard box as shown in 
the Figure 18 below is used to install the prototype on it. The succeeding parts of the Chapter describes 
how the prototype is installed on the package and working of prototype with results. 
 
 

Figure 20. Cardboard Box from Outside which Seagate Hard drives are packed 
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The prototype model based on” Arduino Due” is placed on the cardboard box as shown below with all 
the sensors to monitor temperature, humidity, acceleration along with GPS and GSM modules. Testing 
was also done on the accelerometer sensor, during which it was configured for different sensitivity 
levels. 
 

 
 

 
GSM data transfer through GPRS can be shown in the Figure 21 below. As discussed in the previous 
section, we can access the GSM module through AT Commands. Once a successful connection had 
been established between the Server and the device, event data can be transferred. This data can be 
shared between Customer and the Supply chain and it is protected by a User ID and Password, so 
unauthorized access can be prevented. This data will be available in real time so necessary precautions 
can be taken by the logistics in case of a failure. Also, it serves as a database to analyze the routes and 
stop recurring failures. 

Figure 21. Prototype mounted on Cardboard Box 
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Figure 22. Data Stored in the FTP Server
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From the information obtained we can see that there is high humidity in the journey and an improper 
handling can also be noticed. A possible six events have been noticed throughout the journey which 
may compromise the integrity of the package. For a better understanding all the events that occurred in 
the transfer are plotted in a map. The black circles identify all the events that occurred in the journey. 

Figure 23. Information stored in SD card 
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In the real live testing, the GPS Coordinates from Figure 19 were plotted on google maps. The above 
Figure 24 demonstrates the locations of all the events generated during transportation of package in 
Karlskrona. The following parts of the Chapter elucidates how ACMS is served in risk assessment of 
product i.e., Seagate Hard drives in the supply chain network and is validated with an illustration of a 
case-study. 

7.1 Case Study 
 
Here, we considered that the order for Seagate hard drives is placed by the end consumer who lives in 
Karlskrona through an online website to the manufacturer located in Orebro. The Manufacturer from 
Orebro initiated the dispatch of the product from his manufacturing distribution center through a 
logistic and transportation provider. After the product is dispatched from the manufacturer’s 
distribution center, logistic provider takes care of the product. 
 
As discussed earlier, transportation and warehousing before delivering product to the customer are the 
key elements in this case as well. Different people are involved in different activities in the action of 
delivery during transportation and warehousing. This can be clearly explained in the Figure 25 below: 

Figure 24. Different locations of the events plotted in google maps 
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Figure 25. Overview of Transportation and Warehousing for Seagate hard drive 
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For our convenience, we had divided the path of the product from the manufacturer to customer 
provided by the logistic provider into 3 phases. 
 
Primary phase: Transportation from Manufacturer distribution center to Ware house at Linkoping 
through truck 1. Route map for this journey is shown in the Figure 27. 

Figure 26. Route map for transportation 

Figure 27. Route map of primary phase
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Secondary phase: Transportation from Linkoping Warehouse to Karlskrona local warehouse through 
truck 2. Route map for this journey is shown in the Figure 28. 
 
 

 
Tertiary phase: Transportation from Karlskrona local warehouse to local address through truck 3. 
Route map for this journey is shown in the Figure 29. 
 
 

 
At each phase, there is a lot of physical movement of the package containing the product for delivery 
and different people are involved in the operations at warehouses loading and unloading the package 
from trucks and storing the package in the warehouse. So, there is always a higher chance of damage 
to the product either by improper handling or storage during these operations. 

7.2  Risk Identification 
 
There are two types of operational risks identified that might damage the safety and integrity of the 
Seagate hard drives during transportation and logistics. Physical risks and Storage risks are two mainly 
identified risks that are associated to operations that are involved in transportation and warehousing 
before the delivery to the customer. 
 

Figure 28. Route map of Secondary phase 

Figure 29. Route map of Tertiary phase 
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Physical Risks: Risks that cause damage to the product due to physical movement of goods by man or 
machines. 
Storage Risks: Risks that cause damage to the product due to exposure to extreme weather conditions. 
 
Table 10 lists the scenarios during transport and operations at warehouse that are exposed to the 
identified risks for Seagate hard drives. 
 
Table 10. List of activities & scenarios associated to operational risks during transportation of Seagate hard 
drives 
 

 
During the above operations and scenarios, there is a lack of availability of information when any 
unwanted event that may damage has occurred. At these circumstances, ACMS mounted on the 
package provides us with critical information in real time. 
 
From the identified operations that are associated to the exposure of risk different scenarios can be 
developed and the information provided by the ACMS as an event can be used for assessment. 

7.3 Risk Analysis and Evaluation 
 
For our convenience, we took only the operations at warehouse for demonstration of risk analysis. 
Table 10 shows the example of an activity at the warehouse which become a hazard to the Seagate 
hard drives due to a potential cause at unforeseen circumstances along with the consequence and 
control measures. 
 

Table 11. Storage risk analysis at warehouse 
 
Activity or 
Operation 

Hazard Consequence Potential Cause Control Measures 

Storage of goods in 
appropriate physical 
and temperature 
conditions 

Damage to 
useful life of 
the product. 

Non-functioning of hard 
drive after delivery to the 
customer and may lead to 
reverse logistics. 

Poor storage 
conditions at 
warehouse. 

Changing the product 
to appropriate storage 
place with suitable 
temperature conditions. 

Storage of goods in 
appropriate physical 
and temperature 
conditions 

Damage to 
useful life of 
the product. 

Non-functioning of hard 
drive after delivery to the 
customer and may lead to 
reverse logistics. 

Placement of 
product in 
improper place at 
warehouse 

Changing the product 
to appropriate storage 
place with suitable 
temperature conditions. 

 
During the above operations and scenarios, there is a lack of availability of information when any 
unwanted event that may damage has occurred. At these circumstances, ACMS mounted on the 
package provides us with critical information in real time. 
 

Identified 
risk 

Scenario During Transport Warehouse operations 

Physical 
Risks 

Theft from the vehicle. 
Falling of the package inside the truck. 
High vibrations due to uneven condition of 
roads. 

Receiving and unloading of goods from the 
truck. 
Transferring the goods for further storage. 
Picking the goods and preparing for further 
transport. 
Loading goods in to vehicles. 

Storage 
Risks 

Inappropriate changes in temperature due to 
defective systems. 

Storing of goods in appropriate physical and 
temperature conditions. 
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From the identified operations that are associated to the exposure of risk different scenarios can be 
developed and the information provided by the ACMS as an event can be used for assessment. 
 
Similarly, different scenarios during transport and different activities [42] regarding the physical 
movement of the product at the warehouse can be listed. After identification of several potential 
causes, using risk assessment matrix based on the consequence the risk rating is calculated for all the 
identified potential causes according to the likelihood of occurrence of unwanted events (potential 
causes). 
 
Risk Assessment Matrix [43] is based on two criteria. They are Likelihood and Consequence level. It 
is generally used a project management tool and known as probability matrix or risk matrix [44]. 
Figure 30 shows the risk assessment matrix. 
 

 
Likelihood: It defines the probability of risk. Based on the likelihood of the occurrence the risk is 
divided into five categories. 
 

 Almost certain: The risks that show up or occur more than 80% likely fall in to this category. 
 Likely: The risks which have 60-80% of chances to occur are said to be in this category. 
 Possible: The risks which have 50/50 chance of probability of occurrence. 
 Unlikely: The risk which cannot be ruled out completely but has a low probability of 

occurrence. 
 Rare: The risks which have less than 10% of chance of occurrence. 

 
Consequence level: It defines the severity of the risk or the impact of the risk. Based on seriousness of 
damage that a risk might cause to the process the consequence level is divided into four categories. 
 

 Negligible: Risks that cause near negligible damage are considered as low risks. 
 Minor: Risks that are not likely to make much difference but resulting in some damage not 

important are considered in this category. 
 Moderate: Risks which do not impose a great threat, but a sizable damage can be classified as 

moderate. 
 Severe: Risks that cause a great loss with significantly large consequences are considered as 

severe risks. 
 Catastrophic: These types of risks are of top priority in the risk management as they 

completely damage the outcome of the process. 
 
Here, Risk rating is calculated using the formula, 
 

Equation (1) 
 

Figure 30. Risk assessment matrix 
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We cannot calculate a single value for risk rating. 
 
Therefore, from the given table, Risk rating for rarely occurring potential cause with moderate 
consequences is given by, 

Equation (2) 
 
This can be explained by rating the potential causes related to storage of the Seagate hard drives at the 
warehouse using the Table 12. 
 

Table 12. Table explaining Risk Evaluation of potential cause 
 

Potential Cause Likelihood Consequence 
Consequence 
level 

Risk 
Rating 

Poor storage 
conditions at 
warehouse 

Possible(C) 
Non-functioning of hard drive after 
delivery to the customer and may lead to 
reverse logistics 

Severe (4) High 

Placement of product 
in improper place (say 
Y) 

Likely(B) 
Chance of exposure to theft or breakage 
of product. 

Catastrophic 
(5) 

Extreme 

 
In the Table 13, the above identified potential causes which might turn activities related to storage of 
the Seagate hard drives at the warehouse to storage risks are rated based on their consequence level 
and their likelihood of occurrence. 
 
Similarly, using risk assessment matrix, all the potential causes related to different scenarios that might 
damage the product during transport and different activities which might become risks due to 
unforeseen circumstances at warehouse are evaluated and risk rating is calculated. 

7.4 Risk Assessment using ACMS 
 
This part of the Chapter 7 explains how risk assessment can be done using ACMS. While the proposed 
system is mounted on the package in the distribution center of manufacturer at Orebro and ACMS has 
recorded an event at the warehouse and sent to the server. The event information is as shown in the 
Figure 31 below. 

 
Table 13 describes how the information provided by ACMS is used in risk assessment. 

Figure 31. Event information recorded by ACMS 
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Table 13. Assessment table using ACMS information 

 
Information provided by 
ACMS 

Purpose Assessed information 

Location Risk Identification 
Exact location where the asset is exposed to 
risk. 

Temperature reading 
Risk analysis and 
Evaluation 

Consequence level 

Humidity reading 
Risk analysis and 
Evaluation 

Consequence level 

Date and time Risk Identification Potential cause  

 
Table 14 shows how operational risks are assessed from the event information as shown in the Figure 
30. According to the information interpreted, counter measures to mitigate risks are taken. 
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8 CONCLUSION AND FUTURE WORK 
 
The objective of this thesis was to develop a real time monitoring system that should be able to detect 
the Events that might damage the condition of a package during transport. The prototype developed is 
equipped with different sensors that assess the environmental and mechanical aspects of the package 
throughout the transit before the delivery to the customer. This monitoring system not only helps the 
consumer to lessen human power but also helps in Risk Assessment through the supply chain. 
 
The GSM module on the prototype can successfully transfer the information to a remote server via 
FTP protocol. The device is tested in a real time environment and provided information on all the 
possible events that might compromise the integrity of the package. The core is created, and 
implementation of any other features can be done without major changes to the device. Basically, 
different solutions can be implemented to different scenarios. This system is the most common option 
that can be used for the general system design. 
 
Risk management concept helps to detect potential weaknesses a recurring risk based on previous 
collected data. This enables the customer to assess the quality of the package and the supply chain. 
Also, the proposed system is user friendly and highly robust. 
 
The proposed system ACMS is a prototype of an embedded system based on IoT technologies which 
can be configured according to the asset chosen and its conditions that are to be maintained during 
transportation. In this thesis we have presented the design of device based on different perspectives of 
users. We have chosen Sea-gate hard drives to monitor conditions in the category of consumer 
electronics. The results demonstrate the working of ACMS when mounted on the package during 
transportation and the we have presented a case study how operational risks can be assessed using the 
information provided by the ACMS. The prototype presented in the thesis enables intelligent 
monitoring of the product during transportation and logistics of the supply chain providing end-to-end 
vision. The case study presented in this thesis shows the validation of the system as the information 
provided by the proposed system enables the user to assess the risk and take actions to mitigate the 
risks. 
 
As a future work, the introduced IoT -based Embedded system for asset condition monitoring can be 
improved using different sensors to different products. It could also be developed to achieve smart 
packaging with proper security and transparency of real-time information. 
 
A more efficient GPS/GSM module can be used to achieve an increase in autonomy. For the use of the 
device in merchandise shipments by Airplane a special sleep mode accepted by EMC standards shall 
be developed. 
 
The information sent into the server can be used to evaluate service of the transportation or logistics 
provider. Individual reports and statistics on the transport route can be evaluated and both customers 
and service providers can leverage the data to plan and monitor the package. 
 
Furthermore, we could develop a model of smart package along with this system which could be 
helpful in reduction of packaging cost and same package could be reused for another shipment. Also, a 
mobile application can be developed that provides event information along with location plotted in a 
map. 
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