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Abstract: 

This thesis deals with an approach to monitor the integrity and composition of cargo wagons with 

the help of Wireless Sensor Network (WSN). The WSN is to be fully automated that does not 

need any human intervention for gathering information about the composition and integrity of 

cargo trains, which are the most necessary factors for Cargo Logistics. The nodes are deployed in 

every wagon along with the master node in the main locomotive. The master node in the 

locomotive gets the information from the slave nodes placed in the cargo wagons in successive 

sessions. If there are any unexpected changes in the composition of the wagon, the 

acknowledgments to the locomotive will be terminated. This approach mainly focuses on 

designing energy-efficient as well as cost-efficient WSN. The designed WSN can accommodate 

to changes, which are caused by external conditions. The designed approach is also scalable. The 

WSN is designed with the usage of Zigbee mesh protocol with Arduino Microcontroller as the 

brain of the system that is validated and verified in the indoor, imitating the railway environment. 
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1. INTRODUCTION 

In recent years, a huge number of researches have been carried in the WSN especially in the 

fields of railway networks, railway monitoring etc. In countries like India, railway monitoring 

is still being operated manually, to reduce the human interventions improved usage of WSN 

can play an important role. Usage of WSN can guarantee a regular and a trusted check-in 

railway industry. One of the important tasks in the cargo wagon monitoring is to make the 

wireless system durable, scalable and fault tolerant. WSN consists of many small and low-

cost sensor nodes with the capability of sensing environmental conditions. To maintain 

reliable, safe and secure operations, wireless networks are used to monitor the health, 

security, and safety of the train.  

Every WSN follows a routing technique. Routing protocols for WSN are responsible for 

maintaining the route in the network and must ensure reliable multi-hop communication. The 

paper concentrates on using a linear ad-hoc routing technique of WSN that sends information 

and receives acknowledgments in the form of linear and ad-hoc manner. The proposed model 

is implemented using the XBee RF module and follows Zigbee routing techniques. The 

algorithm is designed in accordance with our own specified conditions. 

The most important challenge in the railway monitoring system is to make the system durable 

by reducing the overall power consumption in the employed WSN. The sensor power is a 

very crucial issue while designing the sensor boards since each sensor board requires its own 

battery that has a limited lifetime. So, to get the short range WSN which requires very less 

amount of power and long lasting we use Zigbee devices. The prototype consists of an XBee 

module connected to Arduino that is placed in the locomotive and the wagons are configured 

as coordinator and router devices, respectively. The combined hardware and software are 

designed in such a way that the train integrity and composition are monitored. 



This report consists of 7 chapters. The first chapter introduces the problem and thesis topic. 

chapters 2 and 3 include the survey of related work and thesis objectives along with main 

contributions respectively. The following chapter provides a system modeling of the solution. 

Chapter 6 includes the risk assessment in Zigbee based embedded system for railway wagon 

monitoring. Chapters 5 is dedicated to the system hardware and software implementation. 

The last chapter 7 consists of conclusions and future works. 

 

1.1 WSN Technologies 

In the past few decades, the use of wireless technologies has grown rapidly due to its 

advantages when compared to wired technology. A few advantages may include safety, 

reliability, robustness, less human interference etc. they range may extend from a few 

kilometers to thousands of kilometers, the communication can happen with a limited span of 

time. The below section outlines the main standards used for WSNs. 

1.1.1 Bluetooth  

During the last 14 years, standardized radio technologies like wireless LAN, IEE 802.15.4 

and Bluetooth technology have become the dominating technologies for wireless data 

transmission. It is specified for transmission over short and medium distances. It operates in 

the 2.4 GHz frequency band and the devices within 10m of each other can share the data up to 

720Kbps of capacity. Bluetooth devices can operate in two modes: master or slave. A master 

can control up to seven slaves in the zone [1].  

 

1.1.2 Wi-Fi 

Wi-Fi stands for Wireless Fidelity, which refers to wireless technology that allows devices to 

communicate over a wireless signal. This network is based on the IEEE standard 802.11; 



including 802.11a, 802.11b, 802.11g, and 802.11n, by using the centralized router devices 

can share the Wi-Fi signal. Wi-Fi networking technology that uses waves to allow highspeed 

data transfer over short distances. In an indoor environment, this technology causing a 

problem called multipath interference due to the reflection of signals from the walls, furniture 

and other obstacles. Wi-Fi allows local area networks (LANs) to operate without cable and 

wiring. It is popular for the home and business networks. Generally, it can be used to provide 

wireless broadband internet access for many modern devices such as laptops, smartphones, 

tablet and computers with authentication. By increasing the number of devices in a single Wi-

Fi connection, the strength of the signal provides to each device becomes weak [2]. 

 

1.1.3 Bluetooth Low Energy 

Bluetooth low energy (BLE) is a low power, short-range radio frequency standard developed 

by the Bluetooth SIG. The motivation behind this standard was to facilitate applications 

which make use of ultra-low power devices and hence have limited network lifetime. BLE 

increases the lifetime of such systems by providing support for  

Simple device discovery 

Power efficient peak, average and idle modes 

Reliable transmission of data 

The BLE protocol stack comprises two components i.e. a host and a controller. The host 

consists of higher layer functionality (LLC, SMP, ATT, GAP, GATT) whereas the controller 

includes the lower level layers [2]. 

 



1.1.4 ZigBee 

ZigBee is another wireless technology which offers a platform for communication of low 

power, short range, and low data rate applications. It uses the Physical and MAC layer 

specifications of IEEE 802.15.4 and uses its own network, security and application layers. 

Zigbee has some prominent features which make it a possible candidate for on body/off body 

communications. These features include:  

Communication range of 10-100m 

Support for low transmission rates 

Provision of low power sleep mode 

The devices in this technology can switch to a low power sleep mode when they are not 

involved in data exchange [2]. 

 

1.1.5 LORA 

The Lora Alliance is the fastest growing technology alliance. A non-profit association of 

more than 500-member companies, committed to enabling large-scale deployment of Low 

Power Wide Area Networks (LPWAN) IoT through the development and promotion of the 

Lora WAN open standard. Members benefit from a vibrant ecosystem of active contributors 

offering solutions, products & services, which create new and sustainable business 

opportunities. Through standardization and the accredited certification scheme, the Lora 

Alliance delivers the interoperability needed for LPWA networks to scale, making Lora 

WAN the premier solution for global LPWAN deployments. With an extensive global 

footprint of public networks and real-world deployments[3]. 



2. SURVEY OF RELATED WORKS  

2.1 Wireless Sensor Networks 

WSN is widely considered as one of the most important technologies for the twenty-first 

century [4] [5] [6]. It has received tremendous attention from all over the world from both 

academia and industry.  A wireless sensor network typically consists of many nodes, each of 

which includes one or more sensors, a processing subsystem, and a transceiver of short range. 

The nodes can organize themselves to establish and maintain a network and carry out reliable 

sensing. The applications of WSN can be classified into industrial, biomedical, 

environmental, military, agricultural, domestic and commercial fields [7] [8] [9]. The 

characteristics of sensor networks and application requirement have a decisive impact on the 

network design in term of network capabilities and network performance [10]. As compared 

to the traditional wireless communication networks such as mobile ad hoc network and 

cellular systems, wireless sensor networks have the following unique characteristics: 

Dense sensor node deployment 

Battery powered sensor nodes 

Severe energy consumption and storage constraints 

Self-configurable 

Data redundancy 

Many to one pattern 

Due to several network constraints, designing routing protocols for WSNs is challenging. 

WSNs suffers from multiple network resources limitations. For instance, bandwidth of 

energy, central processing unit, and storage [11] [12]. The design challenges in sensor 

networks involve the following aspects: 

 

 

 

 

 



 

2.2 WSN in Railway 

There have been a lot of work done on railway using WSNs [13] [14] [15] [16]. Sensor 

technologies are very significant to the railway. With the increased demand the role of the 

railway in cargo service, cargo monitoring systems continue to advance at a remarkable pace 

to maintain reliable safe and secure operation. WSN monitoring provides continuous and near 

real-time data acquisition and autonomous data acquisition [17] [18]. WSN monitoring can be 

used to: 

Maintain process tolerances 

Verify and protect machine, systems and process stability 

Detect maintenance requirements 

Minimize downtime 

Prevent failures and save businesses money and time 

Request maintenance based on the prediction of failure rather than maintenance 

running to a standard schedule or being requested following an actual failure. 

In [19], the author proposed an analytical model to investigate the reception performance of 

end-to-end transmission in WSNs with randomly distributed ordinary sensors and powerful 

sensors under the railway scenarios. The results also prove that the WSN nodes that can 

transmit long range  A WSN 

architecture for monitoring the condition of the railways is presented in [20]. The sensor 

detects wear and tear on roads using accelerometers and ultrasonic sensors. A hierarchical 

topology of the network is used to make it possible to use multiple paths to reach the base 

station. The data collected by the network are merged as they are sent to the base station 

using fuzzy logic techniques. 

2.3 Routing Protocols or WSN 

In WSN, the main task of a sensor node is to sense data and send it to the base station in multi 

hop environment which requires a routing path. There are huge number of proposed routing 

protocols available to compute the routing path from the source node to the base station  [21] 

[22] [23] [24] [25] [26] [27]. Many routing algorithms were developed for wireless networks 



in general. All major routing protocols proposed for WSNs may be divided into seven 

categories as shown in Table. 

Table 1: Routing Protocols 
Category Protocols 

Location based protocols MECN, SMECN, GAF, GEAR, SPAN, TBF, BVGF, GERAF 

Data Centric Protocols SPIN, DD, RR, GBR, CADR, COUGAR, ACQUIRE 

Hierarchical Protocols APTEEN, HEED, LEACH, PEGASIS, LEACH 

Mobility based Protocols SEAD, TTDD, Joint Mobility and Routing, Data MULES, Dynamic Proxy 
Tree Base Data Dissemination 

Multipath based Protocols Senor Disjoint Multipath, Braided Multipath, N to 1 Multipath Discovery 

Heterogeneity based protocols IDSQ, CASAR, CHR 

Qos Based Protocols SAR, SPEED, Energy aware routing 

 

2.4 ZigBee Based WSN 

Zigbee is a standard intended for low cost devices in automation, home controls and computer 

peripherals. It enables the broad-based deployment of wireless networks with the low cost, 

low power solutions [28] [29] [30]. In medical field, the ZigBee technology can be adopted to 

accurately and efficiently detect the patient s blood pressure, body temperature and other 

information which will greatly reduce the burden of ward rounds [31] [32].  

In [33] [36], an ECG signal monitoring system based on ZigBee is presented. This system is 

proposed to be used in telemedicine service where there are no direct contact between the 

patient and the physician and becomes a fundamental for the development of efficient remote 

monitoring systems, providing continuous real time and accurate information about health 

conditions of the patient. 

Zigbee based WSN for water quality monitoring system offering low power consumption 

with high reliability is presented in [35]. This paper proposed how such monitoring system 

can be setup emphasizing on the aspects of low cost, easy ad hoc installation and easy 

handling and maintenance. The fundamental design and implementation of WSN featuring a 

high-power transmission ZigBee based technology together with the IEEE 802.15.4 

compatible transceiver is proposed. 



2.5  ZigBee Based Railway Condition Monitoring 

Condition monitoring reduces the requirement for human inspection and reduces the 

maintenance by detecting faults before they escalate and improves safety and reliability [36]. 

In [37] the author investigates the possibility of establishing a self-powered wireless sensor 

network by integrating the techniques of ZigBee stack protocol and energy harvesting. This 

technology contributes to resolving the power supply problems of rail side monitoring 

devices and benefits the development if Internet of Things in the area of intelligent 

transportation. 

When WSN in railway transports are deployed the signal propagation knowledge is required 

for the safety of the whole system. So, the propagation characteristics and signal attenuation 

in the railway environment must be known and the external interferences on to the signal also 

play a major role. In [38], the author used ZigBee to calculate the path loss models (FRIIS & 

log normal) on railway tracks and in an outdoor scenario. The RSSI values between a 

transmitter and a receiver are also calculated in both the scenarios. 

2.6. Factors Influencing WSN Design in Wagon Monitoring 

a) Fault Tolerance 

Fault tolerance is one of the main issues in WSN since it becomes critical in real 

deployment environments [39] [40] [41]. However, the ZigBee protocol is currently 

lacking efficient fault tolerance mechanism for supporting reliability for real time 

applications. In [42] the author analyzes common problems associated with ZigBee 

cluster tree networks and proposes fault tolerance mechanisms for these topologies by 

introducing two different fault tolerance approaches, a reactive and a proactive 

mechanism and presented some implementation guidelines for integrating these add-ons 

to ZigBee. A Bluetooth scatter net is a network topology that is formed by interconnecting 

piconets [43]. In [44] The author addresses the optimization of Bluetooth scatter network 

topology characteristics that affect network performance. Particular attention is given to 

the issue of fault tolerance and the objectives that compete with it. In the topology of 

Bluetooth scatter nets, the author proposed a new metric for measuring fault tolerance. 



The proposed metric is computationally efficient in order to enable it to be used to 

optimize scatter net topologies. 

b) Scalability 
In [5], author describes how a mesh network is crucial in establishing a scalable wireless 

sensor network. Sensor networks vary in scale from several nodes to potentially several 

hundred thousand. In addition, the deployment density is also variable. For collecting high 

resolution data, the node density might reach the level where a node has several thousand 

neighbors in their transmission range. The protocols deployed in sensor networks need to 

be scalable to these levels and be able to maintain adequate performance.  

c) Energy Efficiency 

Energy efficiency is one of the major concerns in WSNs [45] [46] [47] [48]. The three 

major sources of unnecessary energy consumption are packet collision, overhearing, and 

over transmission. A considerable amount of energy is saved by eliminating these 

problems [49]. Efficient power saving schemes must be designed and developed to 

optimize energy consumption and thereby improve the overall network lifetime of the 

network. The use of clustering techniques is one of the well-known mechanisms to 

improve energy conservation and thus increase the lifetime of WSN [50] [51] [52]. In 

[53], the author proposed an adaptive and cross-layer framework for reliable and energy-

efficient data collection in WSNs based on IEEE 802.15.4/ Zigbee standards. In addition 

to providing optimized solutions specific to a single layer of the protocol stack, various 

cross-layer approaches have been proposed in [54] [55] [56]. 

Most of these approaches focuses on the joint optimization of the physical and Mac layer, 

or the mac and network layer. In [57], authors proposed a new architecture call EDETA 

(Energy-Efficient Adaptive Hierarchical and Robust Architecture) optimized to save 

node s power. This architecture is scalable and suitable for heterogenous and homogenous 

wireless sensor networks. The proposed protocol can autoconfigure and it is based on two 

levels hierarchical architecture. The lower level is based on cluster organization, while the 

upper one is formed as dynamic tree of clusters heads to send the data to the sink. With 

the development of high efficiency energy harvesting mechanisms, sensor modes can 



harvest enough power to continue with their operation. For example, [58] [59] [60] 

presents a comprehensive review of energy harvesting systems. Therefore, the design 

approaches of WSN can relax the constraints on power consumption or assume that an 

energy harvesting is implemented. 

d) Latency: 

Latency is defined as the time duration from the time unit that the data is disseminated to 

the time unit that there are no nodes to relay the data. The latency is highly correlated to 

the latency of the probabilistic broadcast mechanism. In traditional WSN, the data 

dissemination latency by using probabilistic broadcast is zero [61]. In [62], the author 

presents an overview of some important smart grid latency-critical applications and 

evaluate two novel optimization models that find the optimum values of the end to end 

latency and power consumption in a clustered WSN. The methods to improve the 

reliability and latency enhancements in a Zigbee remote sensing system are proposed in 

[63]. Further, because many IoT application have certain requirements on reliability and 

latency, WSNs are requested to focus on not only minimizing the power consumption, but 

also minimizing the latency and maximizing the reliability levels. 

 

  



3. PROJECT METHODOLOGY 

3.1 Problem Statement & Problem Objective 

From the review of related works one can conclude that the WSN nodes plays a prominent 

role in the railway cargo monitoring. With the advancement of technology in wireless sector 

there is a great opportunity for monitoring of railway goods and services with less labor and 

cost. From the user driven perspective there is a chance for the user as well as the industries 

handling the cargo to monitor their goods during transportation. 

The major technological advancement has a great impact on various transportation sector for 

managing the security and safety of the goods. There is no little possibility of monitoring 

integrity of cargo wagons when there on move when on talks about railway transport. There 

are different technologies by which one can monitor such aspects.  

Considering the conditions that a railway monitoring provides us a much scalable, reliable 

network with good coverage area must be provided. The objective of this thesis is to design 

one such reliable network which enhance the cost-effective ways in monitoring of cargos in 

railways and verify and validate the results by simulating in one such environment.  

To achieve the project objective, we hypothesized that the system contains different nodes 

placed in the wagons in which the master node is placed in the locomotive. The master node 

sends a message to the slave nodes in a regular interval for which for every successive 

transmission the slave nodes replay with acknowledge with their respective MAC addresses. 

The nodes that are not in range of master node communicates through an intermediate node 

which is in range. 

While the system follows a mesh design topology that makes it a scalable and multi hop 

network that shows much tolerance for the randomly added and moved wagons that are 

widely used in rail freight transportation which is needed to increase the mobility and 

scalability of the cargo wagon transportation. The master node in the network is aware of the 

network topology, the packets need to be routed towards or away from the node in the 

locomotive the other nodes only need to know the correlation data in the initialization phase. 

Other communication will only be in response to the received packets, this makes it a 

collision-free network. On the overall using a Zigbee device and implementing a mesh 

network ensures scalability, low latency and energy efficiency requirements [45] [63]. 



3.2 Main Contribution and Division of Work 

The literature review regarding problems in railways, node architecture, type of antennas for 

the XBee module was prepared by Kishore Kumar Atragadda, while Vinayak Pulugurtha 

completed the survey of related works, concerning the routing protocols in wsn, XBee modes, 

XBee packet data formation, topologies, wireless technologies. 

Regarding Prototype XBee configuration through XCTU, XBee Arduino communication, 

XBee Arduino connections was done by Kishore Kumar Atragadda, while XBee Arduino API 

communication, frame data formation in Arduino, point to multipoint communication, linear 

data transmission, range test using Arduino and XBee was done by Vinayak Pulugurtha. 

The main contribution on the research is to design and implement a wireless system that 

consists of nodes which monitors integrity and provides high security for railway freight. 

They include  

Performing a survey of problems in railway freight wagons related to wireless sensor 

networks and comparative analysis of various protocols that are used in wireless 

sensor networks 

Finding a suitable solution for the problems listed and writing a project proposal  

Overview of network architecture 

Specification of detail design of the network 

Development of routing algorithm 

Building a railway cargo network prototype 

System implementation and validation through network simulators  

Verification of functionality of the network 

 

This approach contributes to the real time freight monitoring and reporting the problems as 

soon as they occur. 

 

 

 



4. DESIGN METHODOLOGY AND ANALYSIS 

The design of the railway freight monitoring system is based on analysis and survey of related 

works and research on similar conditions in the freight transportation. The proposed system 

serves as technical solution for the real time monitoring of the cargo wagons in railways. 

4.1 Principle of Wagon Monitoring 

Generally, in wagon monitoring the main master node specifies to the slave nodes distributed 

in specific areas of interest of what work needs to be done. The master node will be in the 

control of user directly through a pc or any other user device. The user orders the master node 

or the coordinator node of what information he needs by a direct interface, the master node 

then performances the task given to it by the user. Depending upon the topology the 

information or data is sent to the all other remaining nodes and aggregates the information 

back in the same manner. During the time of link breakage, the master node finds other paths 

to reach the destination node. All the routing is done prior when the hardware was designed, 

once the hardware is designed and routing is specified it cannot be changed unless if there is 

any change in hardware in the future versions, but software can be updated through firmware 

updates. 

 

The master node or the coordinator node is placed in the main locomotive and the information 

is sent and acknowledge is received in the end wagon through the intermediate nodes in 

between wagons as shown in the figure. The proposed system can be divided into several 

sublayers where each layer represents a different module that is used in a system. The 

following chapter describes the general structure of the whole system and the communication 

flow among each module, each part is described in detail.  



4.2 User-Driven Design of Wagon Monitoring system 

The wagon monitoring system has been developed using specific user-centered design 

approach, which means to customize a system and its calibration keeping in mind the 

functional and nonfunctional requirements under environmental constraints. So, the UDD 

includes security of goods, ease of maintenance and ease of operation efforts. The analysis of 

functional requirements by cargo owner, railway pilot and wagon owner are mentioned in 

table 1. Specifying the functional requirements enables the wagon & cargo owners as well as 

developers focus on the goal, which can also be used to support the users on that 

requirements. The main concern of the wagon owners is the safety of their wagons and cargo 

owners is the safety of their goods. 

Table 2: Functional Requirements of the system from cargo owner, railway pilot, and wagon owner perspective 
Cargo Owner Railway Pilot Wagon Owner 

Security of Goods Access to information regarding 
wagon Integrity and 

Composition 

Freight Monitoring, Tracking 
and Management 

Location Monitoring 
and Tracking of Goods 

Forewarning of information 
about wagon attachment and 

detachment issues 

Facilitation of Cost Reduction 
Compared to Wired Sensor 

Networks 

Automated information 
to Mobile phones in 

case of Necessity 

Plug and Play devices that ease 
the operation efforts 

Access to Wagon related 
information 

Access to Statistical 
information regarding 
deliveries at desired 

stations 

Sensing and Monitoring the 
Goods related data in regular 

time intervals 

Ease of Maintenance 

Monitor Sensitive 
Cargo Goods during 

Transport 

Flexible Wagon-Cargo Goods 
Monitoring 

Less Operational time and 
Effort 

  Statistical information about 
Locomotive, Wagons as well 

as Cargo delivery 

 

In addition, the design of the system also needs to meet the nonfunctional requirements 

like Compatibility, energy efficiency, low latency, high scalability, reliability, data 

integrity, etc. This can be done by concentrating on performance reduce and well 

managed system for security reasons. The below table 3 shows the non-functional 

requirements. 



Table 3: Non- Functional Requirements showing technical, working environment and other constraints 
Technical Constraints Working Environmental 

Constraints 
Others 

Compatibility with 
different WSN devices 

More protection from 
interference of unauthorized 
devices 

Labor Cost and effort 
reduction 

High Energy Efficient Operational under vivid ranges 
of temperature and adverse 
Weather Conditions 

Reduction of Power Usage 

Low Latency High Sustainability Cost efficient 

High Scalability Higher Robustness to wear and 
tear  

Reduction in the usage of 
more and heavy power cables 

Reliability Standardization  

Data Integrity   

High Fault-tolerant   

The non-functional requirements help to validate a system against many technical aspects and 

environmental aspects as well. Furthermore, looking at the nonfunctional requirements we get 

an idea of the robustness and reliability of the system. Now a days designing a system which 

is environmentally acceptable also plays a prominent role. On the other hand, the overall 

budget for designing a system can only be decided only when we know the non-functional 

requirements.  



5. SYSTEM MODELLING 

This chapter is about the concept of wagon condition monitoring in the railway network. The 

previous chapters describe the ideas of UDD and principles of wagon monitoring as well as 

provides example solutions that meet the system requirements. The requirements include the 

communication between the locomotive and wagons access to each wagon, route discovery 

and communication between each wagon.  

5.1 System Architecture 

In the proposed system architecture, a Zigbee wireless module S2C is mounted on an Arduino 

board (M0). The XBee is equipped with a 2.4 GHz half wave dipole omni antenna. Arduino 

IDE software is used to embed the necessary code into the Arduino. The Arduino is 

connected to PC with the help of a cable by which the code is embedded into Arduino. The 

whole network must have one coordinator that assigns necessary tasks to the remaining XBee 

in the network. One XBee in the locomotive is configured as a coordinator XBee and the 

remaining other XBees are configured as a router or an end device. Each node that acts as a 

router or an end device also has an XBee mounted on an Arduino. They are equipped with a 

9V battery for the power supply.  

 

 

Only the coordinator node needs to know the network topology. Packet data is built according 

to the requirement of the coordinator XBee. The require packets are built in the Arduino IDE 

and embedded into the Arduino M0 with the help of USB cable. Packets only to be routed 



towards or away from the coordinator. The type of packet built specifies the XBee of the 

work that it needs to be done. 

5.2 Node Architecture 

 

 

Sensing Subsystem: The sensing subsystem gathers data from the environment (using 

sensors) and converts the data from analog to digital signals (using analog to digital converter 

(ADC)) [64].  

A WSN Integrates many sensor nodes with each node containing one or more sensors 

depending on the application area. 

The analog to digital converter converts the analog output of a sensor into a digital signal. 

Processing Subsystem:  The processor subsystem is the central element of the node and the 

choice of a processor determines the tradeoff between flexibility and efficiency in terms of 

both energy and performance [64]. 

The most used controller in a wireless sensor node is the microcontroller because of its 

features like small size and ease of programming. Most of the mi controllers have an 

embedded analog to digital converter (ADC) in them.  

Random Access Memory (RAM) is a volatile internal memory used for data storage. 

Choosing the appropriate memory size is crucial in that it can affect the overall cost of the 

node as well as power consumption. 

Communication System: This is responsible for handling data transfer between the 

subsystem of the sensor node. 

RF communication is based on electromagnetic waves and to optimize communication, 

the antenna  



It plays a major role in power conservation. Because it has four operating modes: 

transmit, receive, idle and sleep. The main challenge in radio frequency is the size of the 

antenna [65]. 

Power Supply Subsystem: It is responsible for providing energy to the nodes (using a 

battery). 

5.3 ZigBee 

Zigbee is one of the most widely utilized wireless sensor network standards with low power, 

low data rate, low cost and short time delay characteristics, simple to develop and deploy and 

provides robust security and high data reliability [66]. Power needed for the Zigbee is very 

small. In most cases, it uses 1mW (or less power). But it still provides a range up to 150 

meters in outdoor which is achieved by the technique called direct sequence spread spectrum 

(DSSS). It works in the 868 MHZ (Europe), 915 MHZ (North America and Australia) and 2.4 

GHz (available worldwide) ISM band with up to 20kbps, 40kbps and 250kbps data rate 

respectively. Because these wave bands are different from the bands of current common 

wireless networks, Wireless Fidelity (Wi-Fi), Bluetooth, Wireless USB etc. Manual 

interferences between theme will not occur, therefore, this guarantees our system will not 

interfere with other wireless networks and will not be affected as well [67]. These are 

extendable with the use of routers and allow many devices to interconnect with each other for 

building a wider area network. 

 

5.3.1 Zigbee Device Types 

A Zigbee network consists of ZigBee nodes. A node consists of a microcontroller, a 

transceiver, and an antenna. A node can be used for a wide variety of applications for 

example, lighting control, smoke detector, and hoke-security monitoring. 

Coordinator: Coordinator is responsible for the overall network management.in a network, 

there is only one coordinator. The coordinator should perform the following functions: 

It selects the channel used by the network 

It assigns addresses to the nodes or routers 

Allow other devices to join or leave the network 

Holds a list of neighbors and routers 



It transfers application packets 

Router: A router is used to expand the network coverage. The function of a router is to find 

the best route to the destination over which to transfer a message. A router performs all 

functions like a coordinator except the establishment of the network. 

End device: An end device can be connected to a router or coordinator. It operates at low duty 

power, means it consumes power only while transmitting information. 

5.3.2 Zigbee Architecture 

ZigBee protocol architecture is based on the OSI reference model. It consists of various layers 

and it builds on IEEE 802.15.4 which defines the physical layer and MAC layer [68].  

1. Physical Layer: The physical layer is closer to the hardware which controls and 

communicates the radio transceivers directly. It defines how devices are connected to 

make the network, output power, and transmission rate. Most ZigBee applications operate 

on 2.4 GHz ISM band at 250kbps data rate. This layer s frequency, data rate and a 

number of channels are given below. 

 



 

Table 4: Physical Layer Parameters of ZigBee Protocol 

Parameters/Frequency 868 MHz 915 MHz 2.4 GHz 

Channels 0 1-10 11-26 

Data rate 20 kbps 40 kbps 250 kbps 

Coverage Europe America Worldwide 

Band - ISM ISM 

2. MAC Layer: This layer provides an interface between the physical layer and the network 

layer. It manages RF data transmission between neighboring devices (point to point). This 

layer includes services such as transmission retry and acknowledgment management and 

collision avoidance techniques. 

3. Network Layer: This layer interfaces between the application layer and the MAC layer. 

This layer takes care of all network related operations such as network setup, end device 

connection, and disconnection to network, device configuration etc. It adds routing 

capabilities that allow RF data packets to transverse multiple devices to route data from 

source to destination. This layer provides network-wide security and allows low power 

devices to maximize their battery life.  

4. Application Layer: This layer is the highest protocol layer and it hosts the various 

addressing objects including profiles, clusters, and endpoints. This layer enables the 

services necessary for ZigBee device object and application objects to interface with the 

network layers for data managing services. It is responsible for matching two devices 

according to their services and needs. 

5.3.3 Zigbee topology 

Zigbee uses IEEE 802.15.4 specification for its physical layer and MAC layer. IEEE 802.15.4 

offers star, tree, and mesh topologies. However, Zigbee supports only star, tree and mesh 

topologies [69]. 
1. Star Topology: It consists of a router and several end devices as shown in figure 13. In 

this topology, the coordinator communicates only with the end device. This is used in the 



industries where all the end devices are needed to communicate with the central 

controller. The advantage of this topology is that it is simple and easy to deploy. 

 

2. Tree Topology: In this topology, the network consists of a central node which is a 

coordinator, where several routers and end devices are connected. This topology allows 

any device to communicate with an adjacent node for providing redundancy to the data. 

Only the coordinator and router can have end devices. The end device can communicate 

with both the coordinator and the router, but an end device cannot have any routers. 

 

3. Mesh Topology: Mesh topology also referred to as peer to peer network consists of one 

coordinator, several routers and end devices. It is a multi-hop network where packets pass 

through multiple hopes to reach the destination. The range of this network can be 

increased by adding more devices to the network. A mesh topology is self-healing, means 

if a path fails during transmission the nodes will find an alternate path to the destination. 

It uses a more complexing routing protocol than a star topology [69]. 



 

 

5.4 XBee 

The XBee family of embedded RF modules (from Digi International) provides OEMs with a 

common footprint shared by multiple platforms, including multipoint and ZigBee/Mesh 

topologies, and both 2.4 GHz and 900 MHz solutions. For this project, considering the needs 

for low cost, low power, self-healing, and network discovery and interoperability it is 

necessary to work with the XBee S2C modules. 

 

Every XBee module consists of a unique 64-bit address which is used for identification of 

the node from which the information is coming from. 

 

 



Table 5: XBee S2C Specifications 
Specifications XBee Value 

Performance 

Indoor/Urban Range 60 m 

Outdoor RF Line of Sight Range 1200 m 

RF Data Rate 250000 bit/sec 

Maximum Data Throughput Up to 96,000 bit/sec 

UART Interface Data Rate 1200 b/s to 2,00,000 bit/sec 

Receiver Sensitivity -102 dBm 

Power 

Supply voltage 2.1  3.6 V 

Transmit current 33 - 45 mA 

Received current 28  31 mA 

General 

Operating Band ISM 2.4 GHz 

Supported Topologies Point to point, Point to multipoint, p2p 
and mesh 

Number of Channels 16 

 

5.5 XBee Pin Layout 

 

Figure 12 shows the pin layout of a general XBee module. Here pin 1 is the power supply 

which should be 3.3 V. pin2 is transmitter pin. pin 3 is the receiver pin, pin 6 is the 

PWM/RSSI pin and pin 10 is the GND pin. Other pins come in use according to the 

requirement. 



5.6 Modes in ZigBee  

i) Transparent Mode 

In this mode, the module acts as a serial line replacement all the serial data received 

thorough DIN pin is sent for transmission. When RF data is received the data is received 

through DOUT pin. The XBee is configured through AT command mode interface.  

 

 

ii) API Mode 

Application programming interface mode is a frame-based method for sending data to 

and from a Serial UART. In API mode all the data sent and received in the module is 

through frames that defines the operations or events in the module. By the use of API 

mode, the following operations can be done [70]. 

Changing of radio parameters without entering command mode 

Identify source address of each packet received  

View the RSSI values  

Receive success and failure status of each RF packet  

Perform advanced functions such as remote firmware update  

API operation is an alternative for transparent operation. In this data is communicated 

in the form of frames in a structured manner 



5.7 API Frame Structure 

 
Table 6: API Frame Structure 

Start 
Delimiter 

Length Frame Data Checksum 

1 2 3 4 5 6 7 8 9 ..  N N+1 
 

0x7E 
 

MSB 
 

LSB 
API Specific Structure  

Single byte API Identifier Identifier Specified Data 

Start Delimiter: It is used by XBee to identify a beginning of a new incoming frame. Its 

value is always 0x7E  

Length: The length indicates the frame length i.e. how long the frame is. 

API Specific Frame data 

API Identifier: It indicates which API messages will be contained in the identifier 

specified data. 

Checksum: It is the last byte in the frame that helps to test data integrity. 

5.8 XBee API Frames 

 
Table 7: API Frame Types 

API Frame API ID 
AT Command X8 
AT Command Queue Parameter Value X9 
Zigbee transmit request X10 
Explicit Addressing ZigBee Command 
Frame 

X11 

Create Source Route X21 
AT Command Response X88 
Modem Status X8A 
Zigbee Transmit Status X8B 
Zigbee Receive Packet X90 
Zigbee Explicit RX Indicator X95 
Node Identification Indicator  X97 
Remote Command Response  XA0 
Route Record Indicator  XA1 
Many to One Route Request Indicator  XA3 
Remote Command Request X17 



The API frame types depend on the type of XBee used. The data frames are transmitted 

via serial input and data is wirelessly transmitted to remote XBees. While the received 

data frames are received via the serial output, with data received wirelessly from remote 

XBees [20]. 

  



6. HARDWARE AND SOFTWARE 

6.1 Arduino 

For the tests, we preferred working with Arduino M0 because it is flexible to work with and 

needs little system requirements. Just by downloading the Arduino software from the Arduino 

official site [71] any type of Arduino can be accessed. To connect Arduino to XBee the 

libraries should be downloaded for the XBee Arduino setup which is already available in the 

site. The library of Arduino and the version of the Arduino that is being used should also be 

downloaded from the board manager. When once the necessary libraries are installed, we just 

need to choose the number of the port to which the Arduino is connected to embed the written 

code into it. The following image shows the Arduino prototype that we have used for the 

tests. The type of code changes with the different arduinos. All the information accessing of 

particular Arduino is available on the Arduino official website. 

 

 

Table 8: Arduino M0 main features 
Microcontroller ARM 

Digital I/O Pins 14 

Analog Input Pins 6 

Flash Memory 256 KB 

Clock Speed 48 MHz 

Power Consumption 29A 



6.2 Arduino IDE 

The Arduino development environment contains a text editor for writing code, a message 

area, a text console, a toolbar with buttons for common functions, and a series of menus. It 

connects to the Arduino hardware to upload programs and communicate with them. Arduino 

programs are written in C or C++. 

 

6.3 XBee 

For the communication purpose of each node, we chose to work with XBee S2C module. 

XBee S2C consists of Digi mesh firmware it supports the need for low cost, low power wsns. 

These devices require low power and very much reliable for data delivery between nodes. 

These devices operate in 2.4 GHz frequency band. With the help of these devices, a network 

of 32 nodes can be built and can be extended up to 1000 nodes or even more with the proper 

configurations. The device can format the rf packets into API frames and send them out into 

the serial port. It is also a programmable XBee module. 

 

 



By looking at the above figure 16, we can see there are 20 pins for each module that 

carries out a specific task with each pin. On the back of the module, we can find the 64-bit 

unique address on the module which plays a very important role in this experiment. There 

is an antenna slot available for the external antenna to be placed on it. There are also 

XBee modules with inbuilt antennas that extend the range but consumes more power for 

working. 

6.4 XBee Explorer Dongle 

The following figure 17, shows the spark fun XBee explore dongle unit for the XBee module. 

With this dongle, we can plug the XBee unit directly to the usb port of your pc and this acts 

as a gateway between computer and XBee. This works with all type of XBee modules from 

series 1 to series 2, standard and pro versions. This board is a USB to serial converter that 

translates the data between pc and the XBee. The reset button on the dongle has to reset the 

XBee module.  

 

6.5 Antenna and Jumpers 

A half wavelength dipole antenna of frequency range 2.4 GHz that is suitable for the XBee 

S2C module is taken. The gain of this antenna is 2 dBi. It is an Omni directional antenna. It 

has an open circuit transmission line so that the transmission line can radiate a signal into 

space. Jumpers are used to connect the pins of Arduino and XBee. 



6.6 Fully Connected Prototype 

Figure 19 shows a fully connected prototype which we consider as a node in the test. The Vcc 

pin of the XBee is connected to 3.3 v pin of the Arduino. The Dout pin of XBee is connected 

to the RX pin of the Arduino. Din pin of XBee is connected to the TX pin of the Arduino. 

The GND pin of XBee is connected to the GND pin of Arduino. There is native USB port 

available for the Arduino which can be used for both embedding the code and also for the 

power supply. The remaining of pins of XBee can also be connected to pins of Arduino and 

can be accessed according to the requirement. Remember that the XBee should always be 

connected to 3.3v of the Arduino. Connecting it to the 5v pin may damage the XBee. 

 

 

 

 

 

 

 



 

 

 

 

Figure 20 shows the rough schematics of the fully connected prototype of the node. All 

the nodes in the network will be connected in the same manner. 

  



 

After initializing Arduino and Zigbee, a message is sent to the slave nodes from the master node 
in the locomotive to establish a network. If the nodes are in range, slave node receives a message 
and sends the acknowledgement to the master node with its unique MAC address. When the slave 
nodes are not in range to the master node, they will communicate through intermediate nodes. 



6.7  Testing Setup 

 

    

Fig 22 show the connection setup of a coordinator with the pc.  

Fig 23 shows the connection setup of node 1 or intermediate node 

Fig 24 shows the connection setup of the node 2 or destination node 

Figures 22, 23, 24 are set at a distance to each other where the coordinator is in the range 

of node 1 or the intermediate node and the node 1 is in the range of node 2. But the 

coordinator is not in the range of node 2, just as shown in figure 23. 

 

 



6.8 Configuration of XBee Using XCTU 

There is software available named XCTU built by Digi international by which we can 

configure any XBee available with us. Any kind of XBee can be given a role of either a 

coordinator, a router or an end device by using this software. This can be done by using the 

XBee explorer dongle or by connecting XBee to the Arduino. The below screen capture 

shows the XCTU configuration phase of an XBee. The type of node i.e either a coordinator or 

a router can be seen on the left-hand side window of the setup menu of XCTU. 

 

While configuring an XBee the following parameters play an important role in the 

functioning of any kind of XBee. All other parameters can be varied according to the 

requirements. 

6.8.1 Baud Rate 

The baud rate specifies how fast data is sent over a serial line. It is usually expressed in units 

of bits-per-second(bps). If you invert the baud rate, you can find out just how long it takes to 

transmit a single bit. Baud rates can be just about any value within reasons. The only 

requirement is that both devices operate at the same rate. One of the most common baud rates 

is 9600 bps. Other standard baud rates are 1200, 2400, 4800, 19200, 38400, 57600 and 

115200. The higher a baud rate goes, the faster data is sent/received, but there are limits to 

how fast data can be transferred [72]. 



6.8.2 Pan ID 

For a router or an end device id determines the network to join. If the value is zero, then it 

allows joining the network to any extended pan id. If the XBees need to join a network, it 

must have the same pan id as the coordinator. this helps the nodes with zero interference from 

the other XBees transferring data with a different pan id. 

6.8.3 Channel Verification 

If the channel verification is enabled a router will verify a coordinator exists on the same 

channel after joining and ensures if it is operating on a valid channel or not. It will leave if a 

coordinator cannot be formed. If it is disabled, the router will always remain on the same 

channel throughout the power cycle. 

6.8.4 Coordinator Enable 

This is the most important parameter to specify the node if it needs to be a coordinator or a 

router in the network. If enabled the node acts as a coordinator in the network which specifies 

the operations that need to be carried out in the whole network. If disabled, the node acts as a 

router or an end device. 

6.8.5 Destination Addressee High 

This parameter shows the upper 32 bits of the 64-bit destination address. If it is in broadcast 

this need to be set to 0 for coordinator and for the router it should be FFFF. If any unicast 

message needs to be sent this address needs to be set to the upper 32 bit of the destination 

node which is usually 13A200 for an XBee. 

6.8.6 Destination Addresses Low 

This parameter shows the lower 32 bits of the 64-bit destination address. If it is in broadcast 

this need to be set to FFFF. If any unicast message needs to be sent this address needs to be 

set to the lower 32 bit of the destination node which is unique for every XBee. 

6.8.7 API Enable 

Every XBee can be configured in two ways. Either transparent mode or API mode. 

Transparent mode gives the data that is sent, but the API mode gives the actual frame data 

which is necessary for our tests. The device can format the RF packets into API frames and 

send them out into the serial port. This should be enabled to receive the actual frame data. 



6.9  Building Frame Data in XCTU  

The type of frame that needs to be sent from or to the coordinator can be built using the API 

frame generator available in the XCTU. All the specifications for the generation of frames are 

available in the software itself. 

 

6.10 Route Record Indicator Importance 

This parameter enables a destination node or any device in the network to know the path 

through which the data has flown to reach the destination from the coordinator. The 16-bit 

address of the particular node in the network inside the frame data shows the path of the data 

flow through which the data is received by the node. This is also a very important parameter 

for the tests to understand the data flow between the nodes. When this parameter is enabled in 

the destination node or any other node in the network it sends a route request indicator data 

packet from the requested node to the source node. The source node then replies with the data 

frame packet by the route that which it followed to reach the destination node. 

 



 

Figure 26 shows the data flow in a particular network. The node nearest to the coordinator is 

the first 16-bit address in the frame data and the node nearest to the destination node is the 

penultimate 16-bit address of the node followed by the 16-bit address of the destination node. 

Remember that the 16-bit address of the coordinator will always be 0000. 

6.11 Range Test in XCTU 

This allows you to test the real RF range and link quality between two radio modules in the 

same network. The RSSI values between two nodes can be tested by selecting both the 

devices or specifying the local device and destination address of a remote device and 

conducting the range test. 

 



In figure 27, the remote XBee gives an RSSI value of -68 dBm. When placed at about 20 

meters. We can also observe that the number of packets received is equal to a number of 

packets sent which means there is zero packet loss and the nodes are in range. 

 

6.12 XBee Configuration Using Arduino 

For the tests, we preferred not to use the XCTU software built by the Digi but instead, we 

tried to configure the XBees by entering the at command mode using the Arduino IDE. i.e. 

we can communicate with the XBee with the help of Arduino IDE. The following figure 28, 

shows the configuration of XBee using AT commands. 

 

 

For the XBee to enter the command mode first we must enter +++. Then we must enter 
the AT followed by:  

ATID For Pan ID 

ATCH For Channel Enable 

ATDH For Destination Address High 

ATDL For Destination Address Low 

ATAP For Enabling API 

ATJV For Enabling Channel Verification 

 



6.13 Building Frame Data in Arduino  

When once configured using Arduino IDE, we need to enter into API command mode to get 

the information regarding the frame data with the help of datasheet of XBee [73], we are able 

to build data packets for each kind of frame according to requirements. 

 

 

The above figure 29, shows a data packet that is built in the Arduino IDE which is sent to 

the router nodes in the network by the coordinator node. The first byte in the packet is the 

delimiter which helps the node to understand the start of a new incoming packet. The 

second byte is the length of the packet. The third byte is the frame type. Fourth is frame 

ID. The next 8 bytes is the 64-bit address of the destination node. The next two bytes are 

the 16 bits address of the node followed by the broadcast radius, the receiver options and 

their RF data or the payload data that we sent. The final byte is the checksum of the frame 

data which ensures that the received data is error free. In this way, different data packets 

can be built depending upon the type of the task a node needs to perform.  

 

 



 

In figure 31, from the data packet frame, we can observe that the first byte in the packet 

is the delimiter which helps the node to understand the start of a new incoming packet. 

The second byte is the length of the packet. The third byte is the frame type. Fourth is 

frame ID. The next 8 bytes is the 64-bit address of the source node. The next bytes are 

the 16-bit address of node 1 through which a data packet has been flown to reach the 

destination node. The final byte is the checksum of the frame data which ensures that the 

received data is error free.  

6.14 RSSI Test Using Arduino 

For performing the received signal strength indicator test pin 6 of the XBee need to be 

connected to any of the pins of the Arduino. The node with the better RSSI is nearest to the 

local node and the node with least RSSI is the farthest to the local node[74].  

 

 



Figure 32 shows the RSSI value of the two XBees placed at a distance. We can observe 

that the RSSI value is approximately 65- 70 dBm which is like the tests made by the 

XCTU software.  

Table 9: RSSI Values basing on distance between nodes 

RSSI Values Distance 

0 < 1 m 

1 > 1 m 

2 > 3 m to < 5 m 

3 > 5 m to < 7 m 

4 > 7 m to < 9 m 

5 > 9 m 

A greater value indicates a weaker signal. Remember that the RSSI values shown above 

are in negative. For the calculation of distance, the RSSI value can be approximated as 

shown above. 

  



7. RISK ASSESSMENT IN ZIGBEE BASED EMBEDDED 

SYSTEM FOR RAILWAY WAGON MONITORING 

Risk is the probability(likelihood) of harm or damage occurring from exposure to a hazard, 

and the likely consequences of that harm or damage. Many organizations use risk assessment 

to make informed decisions on safety and health, using risk assessment techniques properly 

can help organizations choose appropriate control measures to reduce risk. Proper 

understanding of the limitations of risk assessment is key to effective hazard mitigation and 

control [75].  

 



Risk assessment is the basic stage of risk management, including risk identification, analysis 

and evaluation. The risk identification of Zigbee based embedded system means to identify 

and classify the potential and existing risk factors which are related to the risk of the system. 

In order to control the risk, the risk must be identified firstly. If the process of identification 

did not identify the key risk, it is equivalent to plant the seed of danger, which may have a 

great negative impact on the safety management, once the risk occurs, the outcome will be 

unbearable to contemplate. Therefore, risk identification plays an important role in the 

process of risk management [76].  

7.1 Purpose of Risk Assessment in Railway Transport Operators 

Improved awareness of such events. 

Meet the requirements of health and safety. 

Provide confidence that a system can be operated safely. 

Provide a basis for continuous safety review and improvement. 

Enable resources to be directed effectively to achieve the maximum risk reduction. 

Assist in the identification of new control measures that could be used to reduce risk. 

An approach to improve the safety of a system is to identify possible situations where it 

causes harm and assess their importance in order to take appropriate actions e.g. eliminate 

the problems or mitigating their effects. Assessing risks involves investigating the 

consequences of system hazards and their likely rate of occurrence. The flowchart shown 

in figure 1 gives an overview of the key stages in the risk assessment process. In the 

following section, each stage in the risk assessment process is explained. 

I. Identify Hazards 

Hazard identification is the main part of the risk assessment process. It includes listing all 

possible hazards, threats, assets, and area of consequences. The successful 

accomplishment of this task is critical since if one omits some potential hazards, it could 

result in infrastructural damage and in misevaluation of risk [77]. Risks identified in our 

system are: 

Power Consumption 

Security (To restrict node connectivity) 

Fault Tolerance 



Interference with the other devices 

II. Determine Risk 

In this process, we are dealing with assessing and prioritizing the risks. Having identified 

all sources of risks, one should need to prioritize risk assessment actions. The risk with 

the highest priority is assessed first and the less significant risk is assessed last. Even after 

all precautions have been taken, some risks usually remain in the system [77]. 

Table 10: Risk Frequency and Severity 
Rating Frequency Severity 

1 Low Operable at reduced Performance 

2 Moderate Performance Degradation 

3 High Loss of Function 

4 Very High Catastrophic Failure 

Table 9 shows the risk frequency and severity based on the rating. Generally rating scale 

range from lower to the higher number in which the higher number representing the 

higher risk and the lower number indicates that the failure is very unlikely to occur. In this 

risk determination step, the risks are classified, and decisions are made regarding the 

tolerability of the existing risk. 

 

III. Is Risk Tolerable? 

In the previous stage, we created a list of risks to include in the analysis. During analysis, 

all available knowledge about these risks is compiled. This may include a description of 

hazards, chains of causes and chain of effects, and quantification of the vulnerabilities in 

the risk target and all possible effects. It provides the necessary knowledge to risk 

evaluation and decision on risk treatment [78]. 

 

 

 

 

 



Table 11: Description of potential risks, impact level, overall rating based on risk 
Identified 

Risks 
Description Risk 

Impact 
Risk 

Measurement 
Rating  

Fault 
Tolerance 

Fault tolerance is one of the 
major problems in wireless 
networks since it becomes critical 
in real deployment environments 
these failures can eventually lead 
to the collapse of the entire 
network. There are several 
reasons why a link or a node to 
fail [79]. 

High 2 nodes 4/5 

Interference The interconnection between 
neighboring nodes have a great 
impact on the radio interference 
level and may create a serious 
compatibility issue in some cases. 
Industrial environments can 
produce a significant amount of 
electromagnetic noise from 
machinery such as motors, and 
various actuator devices. The 
resulting EMI can interfere with 
the operation of the ZigBee 
network by reducing transmission 
signal quality [80]. 

High 0 % 4/5 

Security The security of a Zigbee network 
relies on the assumption that the 
keys are safely and securely 
stored and there is no chance of 
unencrypted transmission of the 
symmetric keys since they are 
pre-installed. However, when a 
new and unconfigured device is 
included in the network, chances 
are that for allowing encrypted 
communication unsecured key 
will most likely be sent, which in 
turn, makes the entire network 
vulnerable [80]. 

High 100% 5/5 

Power 
Consumption 

Battery powered nodes should 
have very long battery life. If 
possible, the battery should 
outperform the industrial control 
equipment itself because many of 
this battery powered end nodes 
will be in hard to reach the place 

Moderate 10-100 mW 4/5 



that will make replacing their 
batteries very difficult and 
expensive [81]. 

IV. Risk Control Measures 

If the risk is not tolerable, implement appropriate control measures which should 

adequately control the risks. The control measures for the identified risks are described 

below: 

Power Consumption: A ZigBee is made to transfer and receive data continuously 

from the coordinator node to end device. Although it is not required for a 

continuous transfer of data from an end device to the coordinator which results in 

the drain of battery life. So, making ZigBee sleep when not in use saves the energy 

of ZigBee node. The importance of sleep mode reduces the power consumption 

including the supply voltage of the radio and microcontroller, the clock frequency 

at which the controller operates. 

Security: The Zigbee network should always be protected with the help of a 

network key. The network key is initiated at all the coordinator nodes and routers 

including the end devices. In this way nodes without a valid network key won t be 

allowed to enter a network thus securing the network and validating it up to some 

extent. 

Fault Tolerance: In multi-hop communication, the data is transferred by hopping 

from one device to another device using the most reliable communication links 

until it reaches its destination. Therefore, if one device fails the network can 

reroute itself using the remaining devices. 

Interference: Since we use omnidirectional antenna there is an interference with 

the neighboring nodes, in order to minimize it, the sides of the antenna must be 

covered with a silver sheet or foil to transform the omnidirectional antenna into a 

directional one and by configuring the ZigBee devices to use a particular channel 

within the selected frequency band that is least affected by the EMI. 

 

 



 

V. Review of Plan 

Monitoring and review of the risk assessment process are to make sure that the actions 

taken are effective and the procedures adopted throughout the process are appropriate. 

Reviewing and monitoring enable keeping track of the changes that a system may 

undergo [77].  

The above-mentioned risk assessment steps can be implemented in all types of systems, 

but in some cases, it may be more effective and effective to perform more than one step at 

a time. The way during which the risk management process is implemented can depend 

on the type of business activity and tasks involved in the workplace. For example, a small 

business may deal with its hazards differently to a very large business [82]. 

 

7.2 Benefits of Risk Assessment 

Identify potential risks in embedded devices. 

Ensure proper safeguards are in place to reduce the risk of device failure. 

Reduce operational costs by discovering and addressing device weaknesses during the 

development phase. 

Improve customer trust by improving the robustness and reliability of the device. 

  



8. CONCLUSION & FUTURE SCOPE 

8.1 Conclusion 

The main objective of this thesis was to establish a secure and reliable connection 

between all the wagons of the cargo train and the main locomotive. The prototype 

developed is equipped with XBee modules that functions as key communication devices 

for the system. The system is useful for reducing the manpower, decreases the overall cost 

and increases the safety of the cargo wagons. 

The prototype developed was considered as a node in the wagon. One of the XBee node 

was made as a master that functions as a controller of the whole system which is 

accountable for the overall functioning algorithm of the system. The rest of them were 

made to be slaves of the system that should reply to the master node whenever they 

receive a message directed to them.  

The XBee modules proved to be successfully transmitting and receiving the messages 

through mesh protocol which also increases the scalability. The overall packet loss is very 

much less even when the nodes were kept at a distance from each other, which makes the 

XBee module reliable. The nodes in each wagon are added to the same pan ID that of the 

coordinator that never interferes with the other nodes in the adjacent wagons with the 

different pan ID. The 16-bit addresses in the API frame data received gives the 

information about the nodes through which the data is transferred to the coordinator. This 

makes the XBee nodes fault tolerant. 

 

From the results, it can be concluded that the usage of Zigbee in wagon condition 

monitoring proves to be a reliable and secure way of communication. The XBees were 

also tested by interchanging their positions and adding more XBees in between source and 

destination and found out that the results remain the same which makes it mobile and 

scalable. Usage of low power Zigbee and Arduino with a minimal setup will increase the 

node lifetime. 



8.2 Future Scope 

The future scope includes a few upgrades to the communication system. 

A model can be designed which can also accommodate not only the wagon monitoring 

but also the cargo condition monitoring inside the wagon by adding more sensors.  

The prototype can be further progressed by designing approximate circuitry on a PCB. 

The information can be updated regularly to a cloud from which the cargo owner can 

access the data by adding a GSM module. 

Directional antennas can be used to increase the range of the Zigbee s further. 
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