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Abstract

Home surveillance is a major concern in this day and age as with
the rapid increase in the technology around us. There is a need to
get updated with new possibilities to make our lives better and easy.
Some cases and situations exhibit the need for home monitoring. So,
we set out to discover a solution to this problem of home monitoring.

Generally, we have issues with pets and kids alike such as approach-
ing dangerous places like electric switches, stairs, and hot things. Not
only a problem with kids and pets but also a chance of burglary and
stranger’s unusual activities. To overcome this problem we are design-
ing and prototyping a system to keep an eye on kids, pets, and older
people. This system is used in other applications like theft monitoring.
The device can monitor the field all the time. In this way, this system
helps in-home monitoring.

The system consists of Arduino, which is the brain of the system,
the PIR sensor, ESP32-CAM, and buzzer. The PIR sensor detects
motion then gives input to the Arduino. Arduino gives output to
the ESP32-CAM and buzzer. The ESP32-CAM can be activated and
sends information to the user through web Interface and the applica-
tion. The user can see the video streaming on the PC screen or any
other display. The buzzer can emit a high volume signal indicating
that "there is an alert at the home".

Keywords: Arduino, Application, ESP32-CAM, PIR sensor, Web
Interface.
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Chapter 1
Introduction

Home surveillance is a major concern in this day and age as with the rapid increase
in the technology around us there is a need to get updated with it. There are
many cases in which home monitoring is needed and we set out to discover a
solution to the problem that we researched. For example, kids often play and not
aware of the dangers around them. There is a chance of approaching dangerous
places like electric switches, stairs, and hot things. It is not only a danger for kids
but also for pets, and also there will be chances for theft activities. There will be
a loss of valuable items and documents in case of any theft activities. Pets also
will eat unhealthy foods like plastic or rubber, which will make them sick. All
these problems can be solved by home monitorization.

There are many solutions to home surveillance systems in the market and what
they do is simply either record and store or else record and stream it to a remote
server. There is nothing much you can do about with this type of system rather
than just sitting and watching about what is happening in your home. There are
other instances, which require interactive surveillance such as kids between the
ages of 2 years and 5 years where the parents are preoccupied with some work
and require to monitor them using the surveillance system. There are cases when
older people are alone in the house and need surveillance just like kids. However,
there is a need for interactive surveillance for all these scenarios and there is none
product available in the market, which perfectly fits into this description.

Our approach to the problem is quite simple as it lets the user monitor their
homes 24/7 from a remote location and in case of unusual activities, the user is
alerted through the web interface. Then the user can monitor all events from the
web camera. If necessary, the users can interact with the help of ambulance or
police through his mobile. We have developed a system using Arduino as the main
micro-controller and a PIR sensor, which detects the movement in the house. An
ESP32 Camera module is installed, which can show the user what is going on in
the house as soon as any movement is detected. A buzzer is also installed, which
can be activated by the user to scare off any intruders or pets if there are any
unwanted activities taking place.
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Chapter 1. Introduction 3

In Chapter 2, we have written about the survey of related works. From this
chapter, we understood the pros and cons of all the components and we tried
to pick the good components for our project and the technologies that are used
and existing are mentioned. The problem statement, objectives, and the main
contributions of our project are stated and discussed in Chapter 3. Our team
members’ contributions are presented. In Chapter 4, we show system modeling
and we presented how our system can fulfill all the required functionalities and
the flowchart. The description of the components involved in the project is men-
tioned in Chapter 5. The web streaming is also described. In Chapter 6, we
have discussed the various tests that we made on the components to check their
compatibility and their accuracy. The results of the tests are briefly described
in the same chapter. Finally, in Chapter 7, we concluded the project work and
ended our thesis with the future scope, which is presently suitable. Finally, in
the appendix, we have put down the coding.



Chapter 2
Survey of Related Works

The related works are divided into sub-subjects of Home security, Existing solu-
tions and Used technologies.

2.1 Home security issues
The survey shows that there are many problems faced due to the lack of a home
security system. Some of the major problems are:

• Chances of burglaries : The main problem due to lack of security system is
burglary. "According to research, there are 4 burglaries per minute, 240 an
hour and 6000 a day" [1]. These cases are most seen in the places where
there is no home security system [2].

• Lack of monitoring : In homes, there will be elder people, small children,
and pets, they need to be monitored regularly. There are so many accidents
in our country that took place, Due to lack of monitoring. For example,
many little children are dying due to falling into manholes [3].

• Lack of medical assistance : Many house owners, especially when they are
elder may have difficulties with their health conditions and need to be mon-
itored. If there is any home security system in the home, then it will alert
the user’s relatives or can be able to call for a medical assistance [4].

2.2 Existing solutions
Some of the existing solutions available for home security system are presented
in this section.

One of the proposal developed for the monitoring of houses and to provide
security is "Arduino Home security system" [5]. Some of the components involved
in this project are: PIR sensor, LEDs, camera, relay for on and off of camera and
keypad to operate the system by entering the pin. The report consists of a built
cardboard house for an example of how it works, and the prototype is placed on

4



Chapter 2. Survey of Related Works 5

that cardboard house. This project provides security for the home by triggering
an alarm when any door is opened or if any movement is detected in the room.
Arduino Mega 2560 is the main part of the project. This solution helps to detect
theft activities or unusual activities taking place at the home. This project is
limited to small areas. The prototype of this project is given in Figure 2.1.

Figure 2.1: Model of the Arduino home security system [5]

Another project, which is used to monitor the home and provide security is the
"DIY Arduino Home Security System" [6]. This project is similar to the above
one but also, it will send email notifications to the user through Cayenne. They
have also used ROHM’s Temperature Sensor and Barometric Pressure Sensor to
detect heat in the room. Some of the components involved in this project are
Arduino Mega 2560, buzzer, Grove LEDs, and PIR sensor. The notification is
given to the user on the following basis: If Blue LED blinks, it indicates motion
detected. If Green LED blinks, it indicated a triggered alarm. If Red LED blinks
it indicates both the detected motion and a triggered alarm. The model of the
system is shown below in Figure 2.2.
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Figure 2.2: Picture of the prototype [6]

Another proposal, which is related to monitor the home and to provide security
is low cost multi level home security system [7]. The system consists of Arduino
UNO, fingerprint sensor, PIR sensor, buzzer, keypad, GSM module for commu-
nication with the user, LCD display and webcam, which is connected in home
24/7. The system is designed in such a way that if any of the user wants to go
inside, they have to give their password/fingerprint. If any intruder breaks in to
the house, then the user will get information through the GSM module connected
to Arduino. If the PIR sensor detects any unusual activity, then the lights will
be turned on and alarm triggers. The block diagram of the system is shown in
Figure 2.3.
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Figure 2.3: Block diagram of the design [7]

In the security system proposed in [8], cameras were installed in every room
of the house/apartment. Through these cameras, the users used to monitor the
whole house/apartment. The users can detect motion,video, and face recognition.
The USB camera is used to face recognition, network camera is used for motion
detection, and CCD camera is used for video capturing. Users can use a mobile
phone/PC to monitor the home security status in real-time from a far distance.



Chapter 2. Survey of Related Works 8

Figure 2.4: Simple design of the security system [8]

2.3 Available technologies
Technologies of this project interest can be divided into three categories: sensors,
communication methods and controllers.

2.3.1 Sensors

Sensors are sensing devices that perform input function in a system as they sense
the changes in a quantity. Sensors convert the physical event into the electrical
signal [9]. In this section some types of sensors are presented.

Gas sensors are used to detect the presence of gas in the surrounding atmo-
sphere. There are many operation mechanisms used in gas sensing techniques
and each technique has a different type of mechanism involved in the each type
like [10]:

• Electrochemical,

• Catalytic bead (pellistor),



Chapter 2. Survey of Related Works 9

• Photo-ionization,

• Infrared point,

• Infrared imaging,

• Metal oxide semiconductor,

• Ultrasonic,

• Holographic.

To understand how the gas sensors work let us consider the MQ-6 gas sensor
as an example. The ability of a gas sensor to detect gases depends on the gas
sensing layer to conduct current. Here, the gas sensing layer contains SnO2.
Normally, the atmosphere will contain more oxygen than combustible gases. The
oxygen particles attract the free electrons present in SnO2. But, when there is
toxic or combustive gas present, the reducing gas reacts with oxygen resulting in
free electrons resulting in the flow of current. The amount of concentration of gas
is proportional to the flow of current [11].

PIR (Passive Infra-Red) sensor measures infrared light radiating from objects.
PIR sensor gives information about the general movement but it does not give
any information about the activity that caused it [12].

The flame sensor is used to detect the presence of flame. It alarms, if the fire
present in less than 3-meter proximity to the sensor. This sensor/detector can be
built with an electronic circuit using a receiver like electromagnetic radiation. A
flame emits infrared radiations on their ignition. With the help of these radiations,
the sensor indicates the presence of a flame. This sensor uses the infrared flame
flash method, which allows the sensor to work through a coating of oil, dust,
water vapor, otherwise ice [13].

The light sensor is also called a photo resistor or Light Dependent Resistor
(LDR). This sensor helps to detect the brightness level in the surrounding. It
works in such a way that when the light is incident on the resistor the resistance
is decreased [14].

2.3.2 Communication technologies

In this section, we briefly present the most common communication standards.

Wi-Fi: Wi-Fi is a wireless networking technology that uses radio waves to pro-
vide wireless high-speed internet and network connections. The 802.11 standard
provides different radio frequency ranges for the use in the Wi-Fi communication:
900 MHz, 2.4 GHz, 5 GHz, 5.9 GHz, 60 GHz. Where the 2.4 GHz frequency band
is generally used.
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Type Power Max power
level Designed operating range Sample devices

Class 1 High 100 mW
(20 dBm) Upto 100 m (328 feet) USB adapters,

access points
Class 1.5
(low energy)

Medium
high

10 mW
(10 dBm)

Upto 30 m (100 feet),
but typically 5 m (16 feet)

Beacons, wearable
sensors

Class 2 Medium 2.5 mW
(4 dBm) Upto 10 m (33 feet)

Mobile devices,
Bluetooth adapters,
smart card readers

Class 3 Low 1 mW
(0 dBm) Upto 1 m (3 feet) Bluetooth adapters

Table 2.1: Bluetooth ranges table [17]

From Wi-Fi, higher standards MIMO was introduced. MIMO means Multiple
Input Multiple Output. This allows the devices to have multiple antennas on the
transmitter and receiver. This helps the Wi-Fi technology in giving much faster
speed and greater range. Nowadays Wi-Fi embedded chips are used in almost
every electronic equipment like drones, computers, laptops, phones, and in many
accessories [15].

Bluetooth: Bluetooth frequency range is between 2.402 GHz and 2.480 GHz.
Bluetooth uses a radio technology called frequency-hopping spread spectrum. Blue-
tooth divides the data and sends it through packets [16]. The range of Bluetooth
is divided by classes. This is shown in Table 2.1. Generally, class 2 is used in
mobile phones and its range is about 10 meters. In industries class 1 is used and
its range is about 100 meters. Class 3 has a range of 1 meter.



Chapter 3
Methodology

In this chapter we discuss three main areas. First we present the problems that
we are facing due to burglaries and the problems with the old technologies. Then,
we introduce the objectives that we defined to overcome the problems. Finally,
we summarise the main contributions and team members’ individual contribution
to the project.

3.1 Problem statement
Apart from the problems that we mentioned in Chapter 2 such as burglaries,
medical assistance, safety of kids and pets and stranger unusual activities, the
problem that we consider here is to provide an application-based IoT system for
the users. By installing the application, the users can have access to his/her
home. They should be able to watch video streaming. The used technologies
do not apply a proper user-interface while the technologies that provide a user
interface such as app and web interface are not economical. Therefore, there is
a need to find a economically reasonable solution for home monitoring with a
remote access.

3.2 Objectives of the proposal
The objective of our project is to develop the safety monitoring system to keep
an eye on kids, pets and stranger activities in the house. The system should
be able to detect the unusual movement. The users must be able to watch the
surveillance through user-interface (application, web-interface). We assume that
the system should consists of following elements such as Arduino, buzzer, ESP 32
web cameras and web interface, as illustrated in Figure 3.1.

11
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Figure 3.1: Block diagram of the design

PIR sensor and camera provide information to the Arduino. Through the
web interface, the Arduino communicates with the users, which can monitor their
homes 24/7.

We adopt the following principles to our system [18]:

• It monitors a field for a movement.

• If there is any unusual movement, it activates a camera and alarms the user.

• Web interface facilitates the communication between the users and the sys-
tem.

• The system monitors the house 24/7.

3.3 Contribution of the project
The main contributions of our project could be summarised as follow:

• To design a system in such a way that the householders can monitor there
house when they are away from home.

• To implement the system on Arduino based platform.

• To develop an application, through which the user gets the notifications
about activities at home.
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We divided project tasks between us depending upon authors’ skills in devel-
oping hardware and software along with writing documentation. The software
part (coding, interface) was assigned to Tabu Sravani Guduru. The design and
implementation of the hardware part was assigned to Suryanarayana Murthy
Tatavarthy. For documentation, both the authors played an equal role.



Chapter 4
System Design

This chapter is divided into two parts. The first part concerns User Driven Design
and the second part deals with modelling of the system.

4.1 User driven design (UDD)
The User-Driven Design guides a process of product development and facilitates
communication among future users, stakeholders, and designers. It is a constant
design process that encompasses validation from the user every step of the way.
It could be divided into two parts: problem formulation and product development.

Figure 4.1: User Driven Design schema

14



Chapter 4. System Design 15

Problem formulation. The users of our system would be householders and
guardians. By implementing the system, the users must be able to monitor the
kids, pets, and stranger’s unusual activities. They must get an alert notification
in case of any unusual activity. They must be able to watch the video streaming
in the web interface or application. The requirements of the system are user-
interface (e.g. application or web browser), detection of motion, and monitoring
the kids’ activity, pets, and stranger’s unusual activities, see Figure 4.1.

Product development. The tools required to achieve the requirements discussed
in problem formulation are Arduino, buzzer, ESP32 camera, PIR sensor. Now,
the block diagram, schematic diagram, and flow chart for building the prototype
should be developed. After building the prototype, the system must pass the
tests. After all the tests, we can say that the system is useful to provide safety
by monitoring the kids, pets, and stranger’s unusual activities. It can alert the
user in case of any dangerous conditions through the user-interface and through
the buzzer [19]. In this way, the user-driven design can be characterized as a
multi-stage problem-solving process.

The functionalities of our system are shown in Table 4.1. It shows all function-
alities both the general and itemized and particular constraints along with the
related technologies and algorithms.

• Detection of movement : The PIR sensor present in the system is responsible
for the movement detection. With the help of the infrared mechanism, the
pyro-electric sensor detects the movement. The proximity of the PIR sensor
is 3 meters. There are similar sensors such as ultrasonic sensors, gesture
detectors. They can also be used for the detection of motion.

• Monitoring of pets and kids, Surveillance and, Face detection and recog-
nition. The functionalities mentioned here come under the same section.
The ESP32 camera is used to monitor the home (kids, pets, and stranger’s
unusual activities). It is responsible for video streaming and face recogni-
tion and detection. If the PIR sensor detects any motion, then the ESP32
camera will be triggered from a sleep mode and will start video streaming.
The video can be watched in the user-interface.

• Communication. The system must be able to warn the user in a case of
any alert conditions. The system should be able to communicate the users,
irrespective of their location distance from the home (long or short). Hence,
for the short-distance, the buzzer is used. The buzzer will indicate that
"there is an alert". User-interface is used for long-distance communication.
The user will get an alert notification through the user-interface which is
an application.
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• Interface. The user interface is a medium between the user and the system.
It allows the users to access the data from anywhere and at anytime. The
application interface and web interface are developed. The users can either
log in to the application or web browser to get access to the data or to
watch video streaming.

Table 4.1: Functionalities table of the system

4.2 System block diagram
Figure 3.1 represents the block diagram of the system. The left part of the
diagram represents the sensors connected to the Arduino and right part represents
the user-interface. The Arduino is the the central component of the system to
which the three sensors: PIR sensor, buzzer, camera are connected. The Arduino
is responsible for the input and output flow in the system. PIR sensor is used
to detect the motion. The ESP32-CAM is used for video streaming and buzzer
is either used to alert the users or to scare the intruders in case of any unusual
activity.

If the PIR sensor senses any motion, then the ESP32-Camera will start video
streaming and buzzer will be triggered to alert the user that there is an unusual
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activity in the home. Now, the Arduino will process data to web interface/ap-
plication regarding the alert. The user can see the video streaming through web
interface/application to observe the unusual activity.

4.3 Flowchart
Flowchart describes the working of our system. The flowchart starts with the
terminator. When the power supply is given to the system, the Arduino and
PIR sensor are activated. The PIR sensor is ready to detect the motion and the
information will be processed to the Arduino. Figure 4.2 represents the flowchart
of the system. The process performs in two ways based on motion detection by
the PIR sensor:

• PIR sensor = 1, if the PIR sensor is active, it means that a motion is de-
tected. The ESP32 camera will be enabled from a sleep mode and start
working. Then the Arduino will alert the buzzer. It will be high for 2 min-
utes to alert the surroundings and an alert will be sent to the users through
the application. The alert also can be seen in the web interface. The users
have access to the video streaming record of the ESP32 camera.

• PIR sensor = 0, if PIR sensor is passive, it means there is no motion. In
such cases, the safe conditions can be seen in the web browser and also
in the application. Even if there are safe conditions, if the users wants to
watch the video streaming, they can do it through the user-interface.
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Figure 4.2: Flowchart of the system



Chapter 5
System Implementation

This chapter is divided into two parts such as hardware description and the soft-
ware description. Hardware description concerns implementation and validation
of the system. In the implementation, we discuss the types of components that
were used in this system, and whereas in validation, we verify system function-
alities. The software description consists of two parts: code description and
application description.

5.1 Implementation of the system
This section consists of a schematic diagram and descriptions of components that
are used and finally, the prototype of the system is presented.

5.1.1 Schematic diagram

The schematic diagram shown in Figure 5.1 explains the connections between the
Arduino and the other components such as camera module, PIR sensor, and the
buzzer, where referred symbols are as follow:

• SG1 refers to buzzer,

• GND refers to ground,

• Vin refers to input voltage,

• Tx refers to transmitter pin,

• Rx refers to receiver pin.

The connection of the components to the Arduino are:

Connection of Arduino with the computer The computer is connected to the Ar-
duino using the USB cable type A/B and the reset pin of the Arduino is connected
to the ground pin of the Arduino.

Connection pins of ESP32 Camera with the Arduino :
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• An 5V pin of Arduino connected to Vcc pin of ESP32 camera and ground
pin of Arduino to ground pin of ESP32 camera.

• An D01 pin of ESP 32 camera connected to the ground pin of Arduino.

• A receiver pin (Rx ) of ESP32 camera connected to a receiver pin of Arduino
and the transmitter pin (Tx ) of ESP32 camera connected to the transmitter
pin of Arduino.

Connection pins of buzzer with the Arduino.

• A positive pin of buzzer connected to the digital 8th pin of the Arduino.

• A ground pin of buzzer connected to the ground pin of the Arduino.

Connection pins of PIR sensor with the Arduino.

• An Vcc pin of PIR sensor connected to the 5V pin of the Arduino.

• A ground pin of PIR sensor connected to the ground pin of the Arduino.

• The Dout (digital out) pin of PIR sensor connected to the digital 2nd pin
of the Arduino.
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Figure 5.1: Schematic diagram of the system
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5.1.2 Arduino uno

Arduino uno is a micro-controller based on the ATmega328. It has 32 kB ISP
flash memory, 1 kB EEPROM, 2 kB SRAM, 23 general purpose I/O lines. It
operates between 1.8 V to 5.5 V. Arduino Uno has 14 digital input/output pins,
and 6 of them can be used as pulse width modulation (PWM) output pins and 6
as analog input.

Figure 5.2: Arduino UNO [13]

• Pins 0 (Rx) and 1 (Tx): Receiver (Rx) pin and Transmitter (Tx) pin are
used to receive and transmit Transistor-Transistor Logic (TTL) serial data.

• Pins 2 and 3: These are called as external interrupt pins. These pins are
configured to change in the value when they are triggered.

• Pins 3,5,6,9 and 11: These pins provide an 8-bit PWM (Pulse Width
Modulation) output.

• Pins 10(SS), 11 (MOSI), 12 (MISO) and 13 (SCK): These pins are
used for SPI communication.

• Pin 13: This pin has built-in LED. If pin 13 is receiving any power then
the LED will be switched ’ON’, otherwise it is ’OFF’.

• Reset pin: It is used to reset the micro-controller.
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Figure 5.3: Ports description of Arduino UNO [13]

It also has a USB slot, a power jack, an ICSP header and a reset button. It
is programmed using Integrated Development Environment (IDE) software [13].

5.1.3 ESP32-CAM

The ESP32-CAM is a small camera with module including a micro SD-card
slot. The images shot by the ESP32-CAM can be saved in a micro SD-card.

Figure 5.4: ESP32-CAM [20]
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It is a 2 megapixel camera of dimension of 40.5 mm x 27 mm x 4.5 mm. The
ESP32 web camera internal memory includes:

• 448 kB of ROM for booting and core functions.

• 520 kB of on-chip SRAM for data and instructions.

• Embedded flash.

There are a total of 39 digital pins on the ESP32 where 4 out of 39 are input-
only. It can support 18-channels for 12-bit ADC, 2-channel for 8-bit DAC. It has
16 channels for PWM signal generation. The ports of the ESP32 is shown in
Figure 5.5.

Figure 5.5: ESP32-CAM ports description [20]

ESP32 comes with the in-built Wi-Fi and Bluetooth module. This Wi-Fi
module is used to assign the IP address. The web streaming settings when this
camera module connected with the Arduino is represented in Figure 5.6 [20].
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Figure 5.6: Camera settings shown in web browser

5.1.4 PIR sensor

PIR means Passive Infra-Red sensor. The PIR sensor module is shown in Fig-
ure 5.7.

Figure 5.7: PIR Sensor [21]

This PIR sensor module consists of a pyro-electric sensor shown in Figure 5.8.
It generates energy when it is exposed to heat. When the human or animal body
comes in the range of this sensor it will detect a movement of infrared radiation.

The supply voltage of the PIR sensor is 5 V and the output voltage is 3.3 V
TTL. This PIR sensor has high sensitivity. It can distinguish between object
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Figure 5.8: Pyro-electric sensor when the cover is removed [21]

movement and human movement. It has a cover distance of about 7 m. The power
consumption of this sensor is low, just about 65 mA. Operating temperature of
this sensor is from -20◦C to +80◦C.

Figure 5.9: Fresnel Lens [21]

This module consists of a Fresnel lenses, which cover the pyro-electric sensor.
The Fresnel lenses help to focus the infrared signals to the pyro-electric sensor [21].

5.1.5 Buzzer

The buzzer is an electrical device with an integrated structure and produces
buzzing sound. They are of three types: mechanical, electro-mechanical and
piezo-electric. These types are classified based upon the type of tones they pro-
duce. Figure 5.10 shows a piezo-electric buzzer, which is used in our project. Its
operating voltage is 3 V - 16 V DC. The frequency range of piezo-electric buzzer
is 31 Hz - 65535 Hz and can differ from type to type [22].
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Figure 5.10: Buzzer [21]

5.2 Prototype
Figure 5.11 represents the prototype of our system. It shows the design of the
system, the connection between Arduino and other components (e.g: buzzer, PIR
sensor, ESP32-camera). It can be easily installed in houses, in any room (living,
dining) depending upon the user’s necessity.

The necessary conditions for installing the prototype are:

• The user must have access to the Internet.

• The prototype must be given power supply.
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Figure 5.11: Prototype
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The design and functioning of the system can be seen in the operational
mock-up represented in Figure 5.12. Through this picture, the user can easily
understand the advantages of having the safety monitoring system installed in
his/her home. The picture briefly explains the involved components in the home
and the interlink between the user and the system through the web interface.

Figure 5.12: System operational mock-up

5.3 Code description
Coding is the crucial part of this project. The first part is a code for ESP32-
CAM. This code requires to insert network credentials to make the connection
between the system and the network. Creating an IP address is necessarily for
the program to run, see Figure 5.13.

Figure 5.13: Coding for connection between system and web network



Chapter 5. System Implementation 30

The following part of code defines the Arduino’s pins like power, clock, y2 to
y9 etc. The pins must be predefined to get access for the usage of them, see in
Figure 5.14.

Figure 5.14: Coding for pins define

Generally, pins are configured to assign the pin mode output or input. An out-
put pin will have low impedance state. The properties of the pin vary depending
upon the mode they are configured to such as input, input pull up and output.
Through this configuration, the connection is made between Arduino and other
components. We can see the configuration in Figure 5.15.

After entering the network credentials, the network is connected with the
system and then the whole process starts, and we will get an IP address on the
screen. We need to run the code to see this whole process as shown in Figure 5.16.

After connecting, when the setup is finished we can see Ready to stream dialog
in the output console.

In serial monitor, if the PIR sensor does not detect any motion then the serial
monitor shows continuous dots. If the PIR sensor detects any motion then in the
serial monitor we can see Motion detected. After that IP address is generated and
will appear in the serial monitor (output of the Arduino IDE). The image of the
serial monitor is shown in Figure 5.17.
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Figure 5.15: Coding for pins configuration

]

Figure 5.16: Web camera results

Figure 5.17: Results

After entering the IP address (the IP address which is generated by control
panel of the router) in the web browser , we can see the video streaming in the
browser as shown in Figure 6.1.
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5.4 Web interface and application

An interface is a kind of medium between the connectors, e.g. medium between
the users and the system. Through the web interface, users get the information to
anywhere at any time. The web interface helps the user to make or command or
create or change the system. The users can make their desired result with their
hand tips at home or from a far distance. There are many types of interfaces
such as Human to Machine Interface (HMI), Man to Machine Interface (MMI),
Human to Computer Interface (HCI), which can be still further classified. The
main purpose of the web interface / user interface is to connect the user and the
system even from far distance. Routers such as gateways, access points consist a
control panels, which provide access to interface through entering the IP address
to the web browser.

In our system, we used the web interface to connect the user and the project.
Our interface falls into the type of Human to Computer Interface (HCI). Through
this, the users are able to monitor or control their home through the mobile phone.
There are many types of interfaces standards such as Bluetooth, IP address con-
nection, and also the Application Program Interface, API. Here, in our system,
we have developed both the IP address connection and the application program
interface. Through the interfaces, the data can be seen by the user through his
mobile phone or PC. In the web interface, the user will get access to the data by
entering the IP address in the web browser. The web interface is less secure.

The application that we implemented in our project is named HMS (Home
monitoring system). The users can install the application on their devices (mobile
phones or tablets). They need to login by entering the required credentials for eg
(IP address generated by Arduino IDE). It has an easy installation process and
users can get hands-on experience with the usage of the application easily. Users
get access to the data from the moment they logged in to application. Compared
to the web browser, the application interface is secure. The users can watch
video streaming if there are any alert situations. Even, if there are no dangerous
conditions, users can start the streaming manually by the start streaming option.

Through this application, the users will get access to the system and he can
be able to monitor his/her home all the time. The coding required to built the
application interface is shown in Figures 5.18, Figure 5.19.

The coding for the application is written in "Java script". The first step in the
coding is importing libraries such as (android app activity, os bundle, view key
event, web kit web settings, web kit web view) to get access for all the functions
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Figure 5.18: Importing libraries for application coding

associated with them. The next step is to built a class that contains the functions
such as onCreate, onKeydown to create the application.
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Figure 5.19: Application coding

Figure 5.20: Application logo

Application uses less amount of storage (11.10 Mb) space. The logo of ap-
plication is shown in Figure 5.20. The main page of application is shown in
Figure 5.21.
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Figure 5.21: Application main page



Chapter 6
System Validation

This section describes various tests that were performed to validate and verify the
system and the results that were observed from the various tests are analysed.

6.1 Test1: Validation of vision functionalities
Aim: To check the functioning of vision part of the system.

Components: Arduino Uno, Web camera and Web interface.

Objectives: The objectives that should be tested/achieved using this Web
camera are stated below:

• To test the video quality.

• To check the coverage of Web camera.

• To check the live video streaming accuracy in the user-interface.

• To check the possibility for black/white streaming.

Procedure: The procedure is explained in the following steps:

• Connect the ESP32 camera to the Arduino. The connections are: An 5V
pin of Arduino connected to Vcc pin of ESP32 camera and ground pin
of Arduino to ground pin of ESP32 camera. An D01 pin of ESP 32 is
connected to the ground pin of Arduino. A receiver pin (Rx) of ESP32
camera connected to a receiver pin of Arduino and the transmitter pin (Tx)
of ESP32 camera connected to the transmitter pin of Arduino.

• When the connections between ESP32 camera and Arduino is made, then
the network credentials (such as Wi-Fi ssid (network name you are logged
in) and password of the network) for the connection between system and
the network are entered.
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• Estimating the area of the coverage of the web camera (the range up to
which the camera can cover in the streaming).

• Checking the possibility of black and white video streaming in the user-
interface.

• Checking the live video streaming accuracy in the user-interface (applica-
tion, web-interface).

The object is kept in a distance of 1.5 meter from the camera while conducting
the test.
Technical specifications:

Arduino UNO:

• Operating voltage = 5 V.

• No of digital input/output pins = 14.

• No of analog input pins = 6.

• Flash memory = 32 kB.

• SRAM = 2 kB.

• EEPROM = 1 kB.

• CLK Speed = 16 MHz.

Web Camera:

• Clk speed = 160 MHz.

• Input Voltage = 5 V.

Observations: The image from the web camera is shown in Figure 6.1. From
the picture, we can assess the quality of the video that is been streaming in the
browser (the quality of the video is 240 HD). The connection of the camera with
the Arduino and web interface is proven. Black and white, negative and grey
scale video streaming can be adjusted through the setting options available in
the user-interface. Black and white streaming is possible in web interface and not
possible in application.
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Figure 6.1: Web camera results

Results: The quality of the video streaming is average in the terms of HD
it is 240 HD. The black and white video streaming is possible by adjusting in the
setting options in web interface. The live video streaming is very accurate in the
user-interface.The coverage of the web camera is 3 meters. Hence, we conclude
that the vision functionalities are validated.

6.2 Test2: Validation of object detection function-
ality

Aim: To check whether the PIR sensor is detecting the object correctly.

Components: PIR sensor, Arduino Uno.

Objectives: The PIR motion sensor should be able to detect the motion in
3-meter proximity to the sensor. It should be high (PIR = 1), when there is
any motion detection and it should be low (PIR = 0), when there is no object
detection. To check the delay time of the sensor. The delay time of the sensor
means how long the PIR sensor is high after detecting the motion.

Procedure: The procedure is explained in detail in the following points:

• Connect the PIR sensor to the Arduino. PIR sensor positive and negative
to the Arduino Vcc and ground, the sensor pin is connected to the 2nd pin
of the Arduino.
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• Give power supply to the Arduino and the PIR sensor will start working.
Dump the code inside the Arduino.

• Now the detection of movement is explained in two ways.

– Case 1: When the object is placed is placed within 3 meters proximity
to the sensor.

– Case 2: When the object is placed above the distance of 3 meters
proximity to the sensor.

• The status of the PIR sensor (high, low) can be seen in the output of the
Arduino IDE.

• Calculate the delay time means how long the PIR sensor is high after de-
tecting the motion (2 s, 5 s).

Technical specifications:

PIR sensor:

• Cover angle = 120°.

• Cover distance = 7 m.

• Power consumption = 65 mA.

Observations: The image corresponding to the motion detection is shown
in Figure 6.2. The pyro-electric sensor is able to detect the motion in the range of
3 meter proximity to the sensor and the validity of detection of movement above
the range of 3 meters is less than 60% . In our experiments, we observed the
delay time of the sensor is 20 seconds.
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Figure 6.2: PIR results

Results: By conducting this test, we understood the sensor proximity (3 me-
ters), delay time of the sensor is 20 seconds. The PIR sensor is working properly.
The PIR sensor’s cover angle is 120°.

6.3 Test3: Validation of buzzer notification func-
tionalities

Aim: To check the working of buzzer corresponding to the PIR sensor and
the frequency of the buzzer when it is high.

Components: Arduino Uno, buzzer, PIR sensor.

Objectives: The buzzer should be activated when there is a motion detected
by the PIR sensor.

Procedure : This test is conducted to test the buzzer. The procedure is
explained in detail in the following steps.
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• Connect the PIR sensor positive and negative to the Arduino 5V and ground
and the sensor pin is connected to the 2nd pin and buzzer negative is con-
nected to ground, positive pin to 8th pin.

• Make the connections as above mentioned and give power supply to the
Arduino. Now, the PIR sensor will start working.

• Case 1: If PIR sensor detects any motion, then note down the state of the
buzzer (low or high) and it’s frequency.

• Case 2: If there is no motion detection, then note down the state of the
buzzer and it’s frequency.

Technical specifications:

Buzzer:

• Rated voltage = 6 V DC.

• Operating Voltage = 4-8 V DC.

• Sound Type = Continuous Beep.

• Resonant Frequency = 2300 Hz.

Observations: Figure 6.3 represents the working of buzzer. We could not
show the sounds but, through the picture we can clearly understand the buzzer
activation with the motion detection. Whenever the PIR sensor senses the motion,
the buzzer is high alerting the user that there is an unusual activity.
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Figure 6.3: State of the buzzer depending upon the PIR sensor

Results: Hence, by conducting this test, we can observe the working of the
buzzer in relative to the PIR sensor. It’s on and off conditions. We can state that
the buzzer is on when there is a motion detection and off when there is no motion
detected. The buzzer will help by scaring the intruders in case of any unusual
activities. Hence, the working of buzzer is tested through this experiment. The
buzzer can alert the user who is inside the home in case of any alert conditions.

6.4 Test4: Validation of web interface
Aim: To check the interface of the system and also to prove all the system

functionalities when all the components are connected.

Components: Buzzer, PIR sensor, Arduino UNO, Web camera.

Objectives: The objectives of the test are:

• User-interface (application, web-interface) must be able to give access to
the data for the users.

• The users must get the alert notifications in case of any alert situations.
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Procedure: The procedure is explained detail in following steps.

• An 5V pin of Arduino connected to Vcc pin of ESP32 camera and ground
pin of Arduino to ground pin of ESP32 camera. An D01 pin of ESP 32
is connected to the ground pin of Arduino. A receiver pin (Rx) of ESP32
camera connected to a receiver pin of Arduino and the transmitter pin (Tx)
of ESP32 camera connected to the transmitter pin of Arduino.

• A positive pin of buzzer connected to the digital 8th pin of the Arduino. A
ground pin of buzzer connected to the ground pin of the Arduino.

• An Vcc pin of PIR sensor connected to the 5V pin of the Arduino. A ground
pin of PIR sensor connected to the ground pin of the Arduino. Dout pin of
PIR sensor connected to the digital 2nd pin of the Arduino.

• Compiling the Arduino code to give the required network credentials for
the connection between Arduino and the network.

• When once the system is connected to the network, the system functioning
is checked in two ways:

– Method 1: If the the pyro-electric sensor does not detect any object,
then the (PIR = 0) and the output of the Arduino IDE will be "no
object detected". The user-interface (application, web browser) will
notify the user that the conditions are safe in home.

– Method 2: If PIR sensor is high, then the buzzer and the ESP32 camera
will be activated through the Arduino. The application and the web
browser will notify the user regarding the alert. The user can watch
the video streaming through the web interface or the application. The
live video streaming will be processed to the user-interface.

• If the user wants to see the live streaming without any alert from the PIR
sensor. He can watch it through the start streaming option by logging to
the user-interface (application, web interface).

Technical specifications:

ESP32-CAM:

• Bluetooth 4.2 with BLE

• 802.11b/g/n Wi-Fi.

• Supports Wi-Fi Image Upload

• SRAM = 520 kB.
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• PSRAM = 4 MB.

• CLK Speed = 160 MHz.

Observations The images corresponding to the alert and safe notification in
the user-interface are shown below in Figure 6.4, Figure 6.5. The user will get
an alert notification if there is any alert condition. The users can either start or
stop streaming through the ’start streaming option’ and ’stop streaming option’
available in the user-interface the application and web-interface.

Figure 6.4: Safe condition in the application
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Figure 6.5: Alert condition in the application

Results: The system is working flawless when all the components are con-
nected together. The user-interface both the application and web interface are
able to provide access to the user. Application program interface is more secure
than the web interface. If there is an object detection, then the users will re-
ceive the alert notification in the user-interface. If there is no detection, then the
system updates the user with safe conditions.
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6.5 Test results summary
Tests are made upon different components and the results are obtained for each

test. For each test, different results are carried and observed. Some discussions
can be made using the results.

In the first test result, we can know the functioning of the web camera and the
specialties of the web camera. We can know the video quality and the different
methods that we can implement using the web camera such as (black and white
video streaming).

In the second test result, which was carried on the PIR sensor, we can know
its ability and the proximity until which it can detect the motion. It shows the
accuracy of the device. The delay time of the sensor is validated.

In the third test. It was carried on the buzzer to check its tone and response
with the P.I.R sensor. Through this test, we can know the frequency of the buzzer.

In the fourth test, which is made upon the web browser. We can understand
what is happening in the home. We can know whether the application is respond-
ing to the system or not and the accuracy of the live streaming.

Table 6.1: Table of the test results

These are the discussions that we can make using the results that came from the
tests. The components used in different tests and the results of the tests(OK/not
OK) are tabulated in the Table 6.1.
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Conclusions and Future Work

Hereby, we conclude that our system can achieve all the objectives that we men-
tioned earlier in Section 3.2 and it can overcome all the difficulties. The home
is a much more safe place because of the system. By adjusting the system man-
ually (start streaming option and stop streaming option), we can be able to see
and stop the streaming whenever we wish to see even if there are no dangerous
conditions at home. The objectives and the points that we achieved due to the
developed system are shown below:

• Monitoring the field all the time. This device can monitor the house 24/7
through the sensors used in this project. The user also can be able to
monitor through the web interface or application.

• Web camera is enabled, if there is any motion. If the users want to watch
the streaming, then the web camera will be enabled.

• User-interface is developed. The application program interface and web-
interface both are developed. The users can get access to the data through
the user-interface.

• Application is developed through which the user can have access all the
time for his/her home. Through this application, users can keep an eye on
kids, pets, and stranger activities.

• Human Intervention in the field is reduced due to the continuous presence
of active sensors in the field.

• Pets are monitored all the time from this device. The user can be able to
observe the pets whenever it is required through the user-interface. The
users can monitor the pets even when the user is away from the house all
the time.

• Children are monitored 24/7 from this device. The user can be able to
observe the children whenever it is required through the user-interface. So,
the user can take the necessary action required even if the user is away from
the house.

47



Chapter 7. Conclusions and Future Work 48

• Medical Assistance: The user can see the movements in the house through
streaming. If there is any unusual movement in the house the user can take
the immediate response require situation. That is he can come home or he
can call the helpline number in case of emergencies is any for old people can
be provided.

The future scope of our project is discussed below briefly as shown below
briefly in the bullet description.

• To make this extended for larger areas as now it is limited to smaller areas
and to make the application much more effective.

• We can also make face recognition and detection to know the strangers who
entered the house so that we can change the alert conditions by recognition
of the faces.

• We can advance the project to the door (lock and unlock activity) so that
the chance of burglaries or the stranger activities will be reduced.

• Now, our project has to be set manually for start and stop of the streaming
process, in further we can try to skip this manual process.
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Chapter 8
Appendix

Appendix consists of the prototype coding written in C language for the components(ESP32-
CAM, buzzer, PIR sensor and Arduino). It also consists of application coding
written in Java language (user-interface). Through this code, we can fulfill the
objectives of the system that are mentioned in Chapter 3.

#include "esp_camera . h" // l i b r a r y f o r esp 32 camera
#include <WiFi . h> // l i b r a r y f o r Wi−Fi
#include " soc / soc . h"// l i b r a r i e s f o r f l a w l e s s code running
#include " soc / rtc_cntl_reg . h"

int s enso r = 2 ; // the pin t ha t the sensor i s
a t t ached to
int va l = 0 ; // v a r i a b l e to s t o r e the sensor
s t a t u s ( va lue )
int buzzer = 8 ; // pin t ha t buz zer connected to

//Make sure t ha t you have e i t h e r s e l e c t e d ESP32 Wrover Module ,

// S e l e c t camera model
#define CAMERA_MODEL_AI_THINKER

const char∗ s s i d = "tabu" ; // f o r the connect ion
const char∗ password = "tabu@123" ; // network c r e d e n t i a l s

#i f de f ined (CAMERA_MODEL_AI_THINKER)
#define PWDN_GPIO_NUM 32 // d e f i n i n g the p ins o f ESP32
camera module
#define RESET_GPIO_NUM −1
#define XCLK_GPIO_NUM 0
#define SIOD_GPIO_NUM 26
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#define SIOC_GPIO_NUM 27

#define Y9_GPIO_NUM 35
#define Y8_GPIO_NUM 34
#define Y7_GPIO_NUM 39
#define Y6_GPIO_NUM 36
#define Y5_GPIO_NUM 21
#define Y4_GPIO_NUM 19
#define Y3_GPIO_NUM 18
#define Y2_GPIO_NUM 5
#define VSYNC_GPIO_NUM 25
#define HREF_GPIO_NUM 23
#define PCLK_GPIO_NUM 22

#else
#error "Camera␣model␣not␣ s e l e c t e d "// i f o ther model i s s e l e c t e d
#endif
// web s e r v e r i s about to run
void startCameraServer ( ) ;

void setup ( ) {
WRITE_PERI_REG(RTC_CNTL_BROWN_OUT_REG, 0 ) ; // d i s a b l e s gp io 0
pinMode ( buzzer , OUTPUT) ; // i n i t i a l i z e buz zer as an output
pinMode ( sensor , INPUT) ; // i n i t i a l i z e sensor as an input
S e r i a l . begin (115200 ) ; //no o f b y t e s us 115200
WiFi . begin ( s s id , password ) ; // connect ion i s made
while (WiFi . s t a tu s ( ) != WL_CONNECTED) {

de lay ( 5 0 0 ) ;
S e r i a l . p r i n t ( " . " ) ;
}

S e r i a l . p r i n t l n ( "" ) ;
S e r i a l . p r i n t l n ( "Wi−Fi␣ connected " ) ;
S e r i a l . setDebugOutput ( t rue ) ;
S e r i a l . p r i n t l n ( ) ;

camera_config_t con f i g ; // con f i g u r i n g the p ins
c on f i g . ledc_channel = LEDC_CHANNEL_0;
c on f i g . ledc_timer = LEDC_TIMER_0;
c on f i g . pin_d0 = Y2_GPIO_NUM;
con f i g . pin_d1 = Y3_GPIO_NUM;
con f i g . pin_d2 = Y4_GPIO_NUM;
con f i g . pin_d3 = Y5_GPIO_NUM;
con f i g . pin_d4 = Y6_GPIO_NUM;
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con f i g . pin_d5 = Y7_GPIO_NUM;
con f i g . pin_d6 = Y8_GPIO_NUM;
con f i g . pin_d7 = Y9_GPIO_NUM;
con f i g . pin_xclk = XCLK_GPIO_NUM;
con f i g . pin_pclk = PCLK_GPIO_NUM;
con f i g . pin_vsync = VSYNC_GPIO_NUM;
con f i g . pin_href = HREF_GPIO_NUM;
con f i g . pin_sscb_sda = SIOD_GPIO_NUM;
con f i g . pin_sscb_scl = SIOC_GPIO_NUM;
con f i g . pin_pwdn = PWDN_GPIO_NUM;
con f i g . p in_reset = RESET_GPIO_NUM;
con f i g . xclk_freq_hz = 20000000;
c on f i g . p ixe l_format = PIXFORMAT_JPEG;
// i n i t wi th h igh specs to pre−a l l o c a t e l a r g e r b u f f e r s
i f ( psramFound ( ) ) {

c on f i g . f rame_size = FRAMESIZE_UXGA;
con f i g . jpeg_qual i ty = 10 ;
c on f i g . fb_count = 2 ;

} else {
con f i g . f rame_size = FRAMESIZE_SVGA;
con f i g . jpeg_qual i ty = 12 ;
c on f i g . fb_count = 1 ;

}

// camera i n i t
esp_err_t e r r = esp_camera_init(& con f i g ) ;
i f ( e r r != ESP_OK) {

S e r i a l . p r i n t f ( "Camera␣ i n i t ␣ f a i l e d ␣with␣ e r r o r ␣0x%x" , e r r ) ;
return ;

}

//drop down frame s i z e f o r h i ghe r i n i t i a l frame ra t e
sensor_t ∗ s = esp_camera_sensor_get ( ) ;
s−>set_frames i ze ( s , FRAMESIZE_QVGA) ;

}

void loop ( ){
va l = d ig i t a lRead ( s enso r ) ; // read sensor va lue
i f ( va l == HIGH) { // check i f the sensor i s HIGH

d i g i t a lWr i t e ( buzzer ,HIGH) ;
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startCameraServer ( ) ;

S e r i a l . p r i n t ( "Camera␣Ready ! ␣Use␣ ’ http :// " ) ;
S e r i a l . p r i n t (WiFi . l o c a l IP ( ) ) ;
S e r i a l . p r i n t l n ( " ’ ␣ to ␣ connect " ) ;

S e r i a l . p r i n t l n ( "Motion␣ detec ted ! " ) ;
} else {

d i g i t a lWr i t e ( buzzer , LOW) ; // turn buzzer OFF
S e r i a l . p r i n t l n ( "Motion␣ended ! " ) ;

}

de lay ( 5000 ) ; // de lay 100 m i l l i s e c ond s

S e r i a l . p r i n t l n ( va l ) ;
}

Appl i ca t ion code :

The app l i c a t i o n code i s wr i t t en in java s c r i p t .

package com . journa ldev . webview ;

import android . app . Ac t i v i ty ;
import android . os . Bundle ;
import android . view . KeyEvent ;
import android . webkit . WebSettings ;
import android . webkit .WebView ;

pub l i c c l a s s MainActivity extends Act i v i t y {

p r i va t e WebView webView = nu l l ;

@Override
pro tec ted void onCreate ( Bundle savedIns tanceState ) {

super . onCreate ( savedIns tanceState ) ;
setContentView (R. layout . act iv ity_main ) ;

t h i s . webView = (WebView) findViewById (R. id . webview ) ;
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WebSettings webSett ings = webView . g e t S e t t i n g s ( ) ;
webSett ings . se tJavaScr iptEnabled ( t rue ) ;

WebViewClientImpl webViewClient = new WebViewClientImpl ( t h i s ) ;
webView . setWebViewClient ( webViewClient ) ;

webView . loadUr l ( " http : / / 192 . 1 6 8 . 4 3 . 9 5 " ) ;
}

@Override
pub l i c boolean onKeyDown( int keyCode , KeyEvent event ) {

i f ( ( keyCode == KeyEvent .KEYCODE_BACK) && th i s . webView . canGoBack ( ) ) {
t h i s . webView . goBack ( ) ;
return t rue ;

}

return super . onKeyDown( keyCode , event ) ;
}

}
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