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Abstract

Renewable energy sources were introduced as an alternative to fossil fuel sources to make electricity generation cleaner.
However, today’s renewable energy markets face a number of limitations, such as inflexible pricing models and inaccurate
consumption information. These limitations can be addressed with a decentralized marketplace architecture. Such archi-
tecture requires a mechanism to guarantee that all marketplace operations are executed according to predefined rules and
regulations. One of the ways to establish such a mechanism is blockchain technology. This work defines a decentralized
blockchain-based peer-to-peer (P2P) energy marketplace which addresses actors’ privacy and the performance of consensus
mechanisms. The defined marketplace utilizes private permissioned Ethereum-based blockchain client Hyperledger Besu
(HB) and its smart contracts to automate the P2P trade settlement process. Also, to make the marketplace compliant with
energy trade regulations, it includes the regulator actor, which manages the issue and consumption of guarantees of origin
and certifies the renewable energy sources used to generate traded electricity. Finally, the proposed marketplace incorporates
privacy-preserving features, allowing it to generate private transactions and store them within a designated group of actors.
Performance evaluation results of HB-based marketplace with three main consensus mechanisms for private networks, i.e.,
Clique, IBFT 2.0, and QBFT, demonstrate a lower throughput than another popular private permissioned blockchain platform
Hyperledger Fabric (HF). However, the lower throughput is a side effect of the Byzantine Fault Tolerant characteristics of
HB’s consensus mechanisms, i.e., IBFT 2.0 and QBFT, which provide increased security compared to HF’s Crash Fault
Tolerant consensus RAFT.
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P2P Peer-to-peer

PG Privacy group

PoA Proof of authority

PoS Proof of stake

PoW Proof of work

QBFT Quorum BFT

QoS Quality of service

RES Renewable energy source
RPS Reads per second

SC Smart contract

TPS Transactions per second
TTP Trusted third party

1 Introduction

Energy distribution systems play a vital role in the mod-
ern world. The dependency on electricity supply transcends
every aspect of a society’s operation, making it a necessity.
However, the electricity production conducted by power
plants that work on fossil fuels results in atmosphere car-
bonization. In order to make electricity generation cleaner,
renewable energy sources (RESs), e.g., solar panels, were
introduced as an alternative to fossil fuel ones. Conse-
quently, the introduction of RES opened opportunities for
electricity prosumers, i.e., producers/consumers, to become
a part of the grid as a distributed energy resource (DER)
[1]. This allows prosumers to not only consume energy as
a conventional node but also to produce and output it to
the energy grid [2]. Further, prosumers can also trade the
produced electricity through the energy marketplace, which
incentivizes the installation of RES and the production of
green electricity. However, today’s energy markets face a
number of challenges when it comes to management and
operation.

The first is the inflexible pricing model of today’s market-
places. In such a model, the prosumer is limited to selling
the generated electricity to a single buyer without any other
options, e.g., it is sold to an energy provider who owns the
grid to which the prosumer’s RES is connected. In addi-
tion, the generated electricity is sold at a price set by the
buyer through a governmental body, e.g., a country’s energy
agency regulates the margins for the RES-produced elec-
tricity trade and does not provide any room for negotiation.
This creates a number of limitations for prosumers within an
energy marketplace. It limits the volume of consumers that
the prosumer can reach to sell their RES-produced electric-
ity. Further, the seller cannot reach consumers belonging to
a different electricity provider. Finally, this challenge results
in a value distribution imbalance, where the prosumer side
is losing a part of electricity sale profits due to price inflex-
ibility [3].
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The second challenge is inaccurate green consumption
information, i.e., buyers receive unreliable information about
the sources of the electricity they consume. Ultimately, the
consumers are ready to pay higher electricity prices for
RES-produced electricity to support the decarbonization of
the atmosphere. Due to the inflexibility of the energy grid
and inaccurate national regulatory frameworks, consumers
frequently end up using electricity generated by fossil fuel
sources while paying for RES-generated energy. This results
in the devaluation of RES-produced electricity as prosum-
ers do not see the benefit in buying it while being supplied
with fossil fuel produced energy. Nowadays, the information
about RES-produced electricity is recorded in the guarantee
of origin (GO). GO is proof to the buyer that the electricity
at a given quantity was produced by the RES [4]. Typically,
the GO is issued by the governmental regulator, who certi-
fies the prosumer-owned RES and an associated electricity
generation metering device. However, due to the inflexibility
of energy distribution systems, e.g., unavailability of RES
in close proximity to consumers, they still end up using the
electricity which was produced by fossil fuel energy sources
while having the GO [5].

These limitations can be alleviated by introducing the
peer-to-peer (P2P) electricity trading, which is an automated
sale process for renewable energy between market partici-
pants using a contract with pre-determined conditions [4].
A P2P energy trade settlement allows prosumers to trade
electricity directly with each other, enabling them to control
when, where, and for what price the electricity is bought or
sold. The ultimate goal of P2P energy trading is to create an
incentive for the widespread adoption of RESs, resulting in
the decarbonization of the energy distribution systems [6].

Today’s marketplaces are built as centralized systems.
Thus, a trusted third-party (TTP) (typically a prosumer’s
energy provider) has to be present to guarantee that the pre-
determined conditions of a P2P energy trading contract are
followed. However, trust issues are raised, when it comes to
scaling the marketplace to more than one energy provider.
Energy providers want to keep their operations private to
maintain a competitive advantage in the electricity market.
This requires the introduction of an external TTP that can
be trusted by all energy providers within the marketplace
[71, i.e., allowing individuals belonging to different energy
providers to trade with each other. To remediate these limita-
tions, a decentralized marketplace architecture can be used
to distribute control over the marketplace operations to mul-
tiple energy providers. However, all organizations require
an efficient and robust consensus-reaching mechanism that
provides guarantees that P2P trade settlement conditions
are followed while maintaining actors’ data privacy. Such
capabilities can be provided by blockchain technology [8].
Blockchain provides marketplace participants with distrib-
uted storage, i.e., the ledger, and brings such benefits as
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provenance, accountability, and privacy to all data processed
in a system. It also acts as a consensus-reaching platform,
allowing initially non-trusting energy providers and prosum-
ers to establish a trusted relationship and conduct P2P trade
settlements without needing a single TTP acting as a mid-
dleman [9].

Based on the challenges discussed above, the main con-
tributions of this study can be summarized as follows. This
study defines a decentralized blockchain-based P2P energy
marketplace that utilizes Hyperledger Besu (HB) [10] as
the blockchain platform. The proposed marketplace utilizes
HB’s smart contracts (SCs) to automate P2P energy trade
settlement and issue and consume GOs. To make the mar-
ketplace compliant with energy trade regulations, it incor-
porates the regulator actor, which manages the issue and
consumption of GO and certifies the RES used to generate
traded electricity. Further, the marketplace utilizes Tessera
private transaction manager to ensure actor data privacy.
The following methodology was used to define the pro-
posed marketplace. First, with advice from an energy pro-
vider, we define a set of regulatory and operational require-
ments. Further, we define the marketplace’s architecture and
detail its implementation. Next, we present the performance
evaluation with the SC tailored for P2P energy trading. We
investigate in-depth the performance of the main Proof of
Authority (PoA) consensus mechanisms supported by HB,
i.e., QBFT, IBFT 2.0, and Clique. Finally, we summarize
observations on the mechanisms that lead to secure con-
sensus while preserving actors’ data privacy. This paper is
an extension of [11], and provides extended discussions on
system architecture, implementation, performance evalua-
tion results, and a summary.

The remainder of the paper is structured as follows. Sec-
tion 2 describes the actors for the proposed marketplace and
details its blockchain platform. Section 3 details the mar-
ketplace implementation, data structure, and smart contract
definition. Section 4 details the performance evaluation pro-
cess and results. Section 5 describes the observations from
marketplace implementation. Section 6 describes related
work on energy marketplaces and their performance evalu-
ation. Finally, Sect. 7 summarizes the investigation of the
proposed marketplace and provides an outlook.

2 Blockchain-based energy marketplace

The energy marketplace is subject to several regulatory con-
straints, which must be met to satisfy current P2P energy
trade regulations, i.e., GOs and an automated trade con-
tract. Thus, the proposed marketplace requirements are
aligned with regulations described in Directive 2018/2001
(D2018/2001) of the European Parliament [4] regarding the
issuing, trading, and consumption of GOs. To align with

D2018/2001, we introduce a regulator role in the proposed
marketplace. The regulator is an actor that manages the issue
and consumption of GOs, which are required to execute a
trade settlement contract. Further, the regulator certifies the
RES used to generate traded electricity. To the best of our
knowledge, none of the other energy marketplace studies
considers such governmental regulatory requirements in
conjunction with actors’ data privacy. Finally, the market-
place actors and requirements were defined in collaboration
with the authors’ local energy provider, which has DERs as
a part of their grid infrastructure.

2.1 Marketplace actors and requirements

The actors and requirements were defined in collaboration
with the authors’ local energy provider which has DERs
as part of its grid infrastructure. Further, the requirements
were defined in compliance with the regulations described
in D2018/2001. Energy marketplace actors and their respec-
tive places in the grid infrastructure are depicted in Fig. 1.

The prosumer represents a DER in an energy grid with
an installed RES. The prosumer’s main interest in becom-
ing a part of the marketplace is to control the conditions of
energy trade settlement, e.g., to sell electricity at a better
price. Further, prosumers want to get GO for the electricity
they produce within the marketplace’s automated system.

The energy provider is an actor that manages the energy
grid to which the prosumer is connected. As a local central
point in the energy distribution scheme, the energy provider
collects data on electricity consumption fluctuations to opti-
mize distribution and conduct an accounting of the electric-
ity and money flows in its network. Further, energy providers
want to expand their DER infrastructure to meet customer
demand for RES-generated energy delivery.

The regulator is the representative of governmental
authority who manages the issue and consumption of GOs.
The GO acts as proof that the electricity was generated with
RES and must be presented during the trade transaction by
the prosumer-seller. Further, the regulator is the entity that
certifies prosumers’ RES and ensures the correct mapping
between the generated and marketplace-traded electricity.

2.1.1 Functional requirements

To enable renewable energy trade settlement, a set of oper-
ations must be defined. The functional requirements [12]
define the operations which can be executed by the prosum-
ers, energy providers, and regulators within the marketplace.

Electricity operations The prosumers must have the ability
to manage the generated electricity, which is represented
by virtual kilowatt-hours (kWh) on the level of the market-
place trade operations. Within the marketplace, generated
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Fig. 1 Energy marketplace actors (the “Trusted Collaboration” component signifies the need to enforce rules that all actors of the marketplace

follow)

electricity acts as a fungible token (FT) [13]. First, the pro-
sumer registers generated electricity by adding a number
of virtual kWh to their marketplace account. This happens
automatically via a metering device connected to the pro-
sumer’s RES. Further, the prosumer should be able to trade
the generated electricity, i.e., sell/buy electricity at a given
price. The associated GO is consumed when the electricity
is sold, making it impossible to further sell it to another
prosumer.

Ordering system operations Prosumers propose the energy
trade through a marketplace ordering system. First, the mar-
ketplace should enable the creation of offer to sell electricity
of a given quantity at a given price. Further, the marketplace
should enable the creation of an offer to buy electricity of a
given quantity at a given price.

GO operations The regulator issues the GO on the electric-
ity generated by a specific RES. The GO acts as a non-fun-
gible token (NFT) [14]. When the electricity is generated by
a RES, the regulator should be able to issue the GO on the
name of the prosumer, which is presented when the energy
is sold. Further, when the electricity is sold, the GO should
be consumed, to disable the double selling of energy.

2.1.2 Non-functional requirements

The non-functional requirements [15] define the global con-
straints which affect the marketplace system’s reliability and
data assurance.

Data correctness The marketplace must ensure that the
virtual kWh must only be issued following the actual gen-
eration of electricity. When an order is executed, the mar-
ketplace has to make sure that appropriate resources, i.e.,
virtual kWh and currency, are available for both seller and
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buyer. In addition, the energy trade must be executed to a
set of conditions that were previously approved by market-
place actors. Further, the GO must only be issued following
the generation of electricity from renewable sources, e.g.,
hydro, wind, or solar [16]. Finally, it must be impossible to
sell consumed GO.

Data privacy To ensure data privacy [17], all transactions
from a prosumer, including generation, selling, and pur-
chase, should not be disclosed to other prosumers. Further,
the details of P2P energy trade should be disclosed only to
the prosumers, their respective energy providers, and the
regulator. Finally, prosumer energy generation information
has to be visible for the regulator to ensure correct mapping
between virtual kWh and actual generated electricity.

2.2 Blockchain platform

Blockchain technology [8] can be used to provide the tech-
nical building block allowing for meeting the requirements
defined in Sect. 1. Blockchain provides marketplace partici-
pants with distributed storage, i.e., the ledger, and brings
accountability and provenance to all data processed in a net-
work. With a consensus mechanism, blockchain allows ini-
tially non-trusting energy providers, regulators, and prosum-
ers to establish a trusted relationship [18]. Thus, blockchain
technology removes the need for a single TTP accepted by
all marketplace actors.

To enable marketplace actors to conduct P2P trade set-
tlement, a blockchain platform has to be chosen such that
it meets the identified requirements. Considering the pri-
vacy requirements, the proposed marketplace utilizes a
private permissioned blockchain platform. Permissioned
blockchain network has an identity and access management
(IAM) [19] mechanism that defines a set of entities, i.e.,
collaborating organizations and users, which are allowed
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to access the network. Further, permissioned blockchain
requires that after entering the network, the entity has to
be authorized to execute new transactions and add them to
the global ledger. Finally, private blockchains enable data
privacy and better address the demands of the business use
cases [20]. Here, the data privacy mechanism is defined as
the ability to keep blockchain transactions private for a cer-
tain group of participants. Hyperledger Besu (HB) [10] is
representative of private permissioned blockchain platform.
It is an open-source Ethereum [21] client that PegaSys' first
developed and later handed over to the Hyperledger Foun-
dation.? From the beginning, the Ethereum blockchain was
designed as a public permissionless platform, i.e., opened
for everyone to join and generate transactions. HB can be
considered an adaptation of the original public Ethereum
blockchain to the private context. Here, HB implements
the Enterprise Ethereum Alliance Protocol to enable such
functionality as private transactions, IAM, and permission-
ing. In the HB network, the validator nodes order, execute,
and verify transactions in the blockchain network. How-
ever, validator nodes cannot be used to initiate transac-
tions. All transactions in the HB network are initiated by
user accounts, representing a public and private key pair
that can be generated off-chain. The smart contract (SC)
defines functions that a user account can call to operate on
the data in the ledger. First, the SC has to be installed in the
blockchain network. Once installed, it serves as a predefined
trade settlement contract where fixed, agreed-upon rules are
enforced during every execution.

2.3 Identity and access management

The IAM in HB can be implemented using local and on-
chain permissioning. The local permissioning is defined
in a permissions configuration file and can be specified on
each individual blockchain node. This permissioning type
does not require consensus from the rest of the network.
Local permissioning allows the specification of the list of
valid nodes to which the validator can connect. In addi-
tion, it allows specifying the user accounts that can use the
validator to execute transactions. In contrast, the on-chain
permissioning is defined by the permissioning management
SC and requires consensus of all nodes in the network. The
SC acts as a program within a marketplace that collaborat-
ing organizations, i.e., admins, install in the HB network to
govern the IAM. Through the SC, admins can specify a list
of nodes authorized to be a part of the network and perform
consensus mechanism, i.e., order, execute, and verify trans-
actions. Further, through the SC, admins can specify the
user accounts that can initiate transactions in the network.

L' A team of engineers within ConsenSys company.

2 https://www.hyperledger.org/
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Fig.2 Implemented energy marketplace

The advantage of on-chain permissioning is the ability to
collectively govern access to the HB network and track the
changes to access lists of full nodes and user accounts.

2.4 Data privacy

In HB, private data is stored in transactions that are dis-
closed only to a subset of network participants (further
referred to as privacy group (PG)), while the rest of the
network does not have access to the contents. Further,
the rest of the network does not know the list of nodes
that belong to PG. The private transactions in HB are
handled by the Tessera private transaction manager.
Each organization in HB must have a Tessera node to
participate in private transactions. When a new private
transaction is generated, it is passed from the Ethereum
node to the Tessera node associated with it. Further, the
Tessera node encrypts the transaction and distributes it
to the PG. Recipient Tessera Nodes from the PG decrypt
the transaction and pass it to their Ethereum Nodes. The
rest of the nodes outside of the PG receive the record
confirming that the private transaction was executed.
Such a record consists of a hash of the encrypted trans-
action data and a privacy marker, i.e., indicator that the
transaction is private. Further, this record is written into
the global ledger.

The HB private transaction flow is shown in Fig. 2.
Energy Provider A and Energy Provider B are in the same
PG. When Ethereum Node A generates the private trans-
action, it is passed to the Tessera Node A for encryption.
Further, Tessera Node A transmits the encrypted transaction
to Tessera Node B, where it is decrypted and written to the
private storage of Ethereum Node B. Finally, the Regulator’s
Ethereum Node C receives the record with the encrypted
transaction data and a privacy marker which is written to
the global ledger.
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In the public Ethereum network, gas is the unit of
measurement for the number of computations needed
to execute a transaction. The user is required to pay a
certain amount of gas, i.e., depending on complexity, in
order to execute a transition. In contrast, privacy-enabled
HB Ethereum networks allow disabling gas spending to
execute both ordinary and private transactions. This
requires a certain level of trust among the blockchain
network transacting nodes, i.e., that none of the partici-
pants will act maliciously and perform a denial of service
(DoS) attack by flooding the network with transactions.
Thus, privacy-enabled networks must have off-chain
trust-enabling mechanisms, including SC deployment
recommendations and legal consequences for malicious
activity.

2.5 Smart contract

The smart contract (SC) in HB represents a concrete
entity with functions that a user account can call. An SC
cannot be triggered by any other internal HB network
event or entity. Further, SCs are isolated in terms of stor-
age, i.e., each SC has its namespace and operates on the
records saved there. However, one SC can invoke the
functions of other SCs.

Initially, an SC is written in a high-level programming
language, e.g., Solidity® or Vyper.* These are domain-spe-
cific languages (DSLs), i.e., defined to work specifically with
Ethereum SCs. One prominent Ethereum DSL is Solidity,
which is influenced by JavaScript in terms of syntax and
structure. There are various open-source Solidity libraries
that can be reused and adapted to a specific use case. Solidity
enables the development of complex SCs, i.e., the syntax and
code constructions facilitate the implementation of complex
function routines. One disadvantage is this may lead to an
introduction of security vulnerabilities since complex rou-
tines may not behave as expected after the SC compilation
[22], i.e., due to the inexperience of the developer. Vyper is
a DSL designed specifically for Ethereum to improve the
auditability and security of SCs. In addition, Vyper DSL
has a simpler syntax in comparison to Solidity. An SC code
written in Vyper has built-in controls which prevent the
introduction of security vulnerabilities. Further, Vyper SC
can be more comprehensively reviewed by all collaborating
parties relying on built-in security controls. After the SC is
finalized in DSL, it is compiled into the runtime bytecode,
i.e., a state in which the SC is saved on the ledger. Further,
SCs are executed in the Ethereum virtual machine (EVM),
i.e., an executable environment that is deployed locally for
each validator.

3 https://soliditylang.org/
4 https://docs.vyperlang.org/
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Table 1 Besu consensus mechanisms comparison

Property Ethash PoS Clique IBFT 2.0 QBFT
Type PoW PoS PoA PoA PoA
Finality No No No Yes Yes
Quorum 172 172 NA 2/3 2/3
BFT Yes Yes No Yes Yes
Liveness 172 172 172 1/3 1/3
Network Public Public Private Private Private

2.6 Consensus mechanisms

The consensus mechanism defines an algorithm by which
all nodes in the network can agree on the validity of trans-
action order in the block. While proof of work (PoW) [8]
worked in a public blockchain, it was unsuitable for private
deployment, i.e., low transaction throughput and high energy
consumption to mine new blocks. Hence, a new approach
was followed in private Ethereum called proof of authority
(PoA). The blocks in PoA consensus mechanisms are not
mined but signed by the designated pool of validators, i.e.,
avoid wasting energy by delegating block creation to the
trusted nodes.

Within the available consensus mechanisms, some are
identified as Byzantine fault tolerant (BFT) and/or crash
fault tolerant (CFT) [23]. CFT consensus mechanisms are
protected only from node failure, i.e., if less than 50% of
the nodes fail, the network can operate successfully. BFT
consensus provides the same level of protection as CFT and
in addition can operate in the presence of adversaries, e.g.,
nodes that manipulate transactions and try to disrupt the
blockchain network operation. However, there are limita-
tions to the BFT consensus mechanisms in terms of the num-
ber of adversaries, i.e., consensus is jeopardized if more than
one-third of the nodes collude. In practice, when the block-
chain user account initiates the transaction, it must wait until
the moment the 2 m+ I responses are received, where m is
the maximum number of allowed failed or malicious nodes.
When 2 m+ I responses are successfully received, the con-
sensus is achieved and the state of the network is updated.
The improved security of BFT consensus mechanisms may
come at the cost of decreased performance compared to CFT
ones.

The consensus mechanisms supported by the HB are PoW
(Ethash), Proof of Stake (PoS), and PoA (Clique, IBFT 2.0,
and QBFT). A brief summary of all HB consensus mecha-
nisms characteristics is listed in Table 1. This study concen-
trates on PoA consensus mechanisms used in private HB
networks. When comparing consensus mechanisms, such
characteristics as immediate finality, quorum, liveness, and
throughput have to be considered. Immediate finality refers
to the ability to avoid forks, i.e., alternative blockchains or
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chain reorganizations. Quorum refers to the minimum num-
ber of validator nodes in the blockchain network. Liveness
refers to how many failed validators it can sustain and con-
tinue normal operation. Throughput refers to the maximum
number of write or read transactions, c.f., Sect. 4. The char-
acteristics of each investigated consensus mechanism are
discussed next.

Clique is a PoA consensus algorithm that was first pro-
posed in the Ethereum Improvement Proposal (EIP) [24]. In
Clique, a designated node pool of trusted signers, i.e., vali-
dators, creates and adds a new block to the ledger. Further,
the existing pool of signers in Clique can vote to include a
new or exclude an existing signer. The list of trusted sign-
ers is saved on the ledger to ensure that the correct pool is
always accessible to every signer in the network. The block
creation process is called sealing, where signers create new
blocks at a fixed time interval defined in block period sec-
onds. When block period seconds time is up, the block is cut
and embedded into the ledger. To prevent malicious activ-
ity, every signer is allowed to seal a block once per n/2 + I
blocks, where n is the total number of signers. Thus, there
are only n-(n/2+ 1) signers at a time that can seal a block.
Clique consensus does not have immediate finality due to
the possibility of creating a fork by proposing two different
blocks at a time. Forks occur due to the process called out-
of-order sealing. It implies that if the current block was not
sealed in time, a new block could be proposed by another
signer that waited for block period seconds. Out-of-order
sealing occurs if block period seconds are configured to be
too short for the network configuration, i.e., high latency
between nodes and poor network performance. Further, the
higher the number of signers, the higher the chance of pro-
ducing a fork in the blockchain network. Next, since Clique
is not BFT, the minimum number of signers for Clique to
operate is 1. Finally, in terms of liveness, Clique can tolerate
up to one-half of failed signers in a network.

IBFT 2.0 [25] is the Istanbul Byzantine fault tolerant
(IBFT) PoA consensus mechanism. It is a variation of Prac-
tical BFT [26], which is applicable in blockchain networks.
Originally, IBFT 1.0 [27] attempted to bring immediate
finality and BFT into the block generation process, which
was missing in the Clique consensus. However, Saltini in
[28] proved that IBFT 1.0 is not BFT and does not guarantee
immediate finality while operating in synchronous networks.
This was fixed in IBFT 2.0. Similar to Clique, IBFT 2.0
also has a designated list of signers, called validators. IBFT
2.0 achieves immediate finality and prevents the occurrence
of forks in the blockchain. However, the minimum number
of validators, i.e., quorum, for IBFT 2.0 increased to 4. It
achieves quorum and is BFT only if up to (n-1)/3 validators
are malicious, where 7 is the total number of validator nodes.
IBFT 2.0 achieves consensus in three distinct phases: pre-
prepare, prepare, and commit. A new block is disseminated

to all validators with a pre-prepare message. Then, valida-
tors broadcast prepare message. When receiving prepared
replies from 2/3 + I of validators and achieving a quorum,
the validator broadcasts commit message. When commit
message is received by 2/3 4 I of validators, the new block
is written to the ledger. IBFT 2.0 communication complexity
is O(n?). Finally, in terms of liveness, the IBFT 2.0 network
can sustain up to one-third of the validators to fail.

OBFT or Quorum BFT [29] is the latest POA consensus
mechanism for HB private networks. It was proposed as a
solution to the liveness and safety concerns of IBFT 2.0, i.e.,
blockchain network DoS when two legitimate validators lock
on different blocks. QBFT is similar to IBFT 2.0 in terms of
immediate finality, quorum, and liveness. Similar to IBFT
2.0, it has communication complexity of O(1?) and follows
a three-phase commit strategy. However, the difference is
that in QBFT, if validators do not achieve consensus before
a certain, predefined time expires, the validation round will
reset, triggering a new consensus attempt. QBFT achieves
immediate finality and prevents the occurrence of forks in
the blockchain. Further, it achieves quorum and is BFT
only up to (n-1)/3 of malicious validator nodes. Finally, in
terms of liveness, the QBFT can sustain up to one-third of
the validator nodes to fail. QBFT is recommended by HB
developers as the enterprise-grade consensus protocol for
HB private networks.

3 Marketplace implementation

The energy marketplace is depicted in Fig. 3. It consists of
two layers: physical and digital. The physical layer repre-
sents the electricity generation and distribution infrastruc-
ture. The digital layer represents the network infrastructure
between the energy providers, regulators, and prosumers
which enables the electricity trade. This work investigates
the digital layer exclusively. Regarding the physical layer, we
assume the regulator can correctly map generated electricity
to the virtual kWh by combining information from metering
devices in the electrical grid with the information stored in
the blockchain ledger. Further, the regulator ensures that
only certified RES and metering devices are installed in the
physical layer of the marketplace.

Each energy provider and regulator are represented within
the marketplace as a blockchain organization (BO). Each
BO must operate at least one validator node. The validator
nodes are the main guarantors of valid transaction execution
and require the most computational power. Further, each BO
has a dedicated Tessera node to enable private transaction
execution in the network. Finally, each BO has a market-
place interface (MI) that prosumers use to conduct P2P trade
settlements.
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are executed)

In the marketplace implementation, prosumers are rep-
resented as user accounts. Since they do not operate any
validators, they need to trust their energy provider’s BO to
execute transactions on their behalf. Before registration, the
prosumer-owned RES must be certified by the regulator.
Further, the RES is saved as a data record within PG, which
includes the energy provider and regulator. During prosumer
registration in the marketplace, the previously created RES
record is attached to the prosumer record. In addition, the
prosumer receives a personal wallet record where both fiat
currency and bought electricity are stored. The energy pro-
vider registers the prosumer-generated electricity in the mar-
ketplace if the prosumer’s RES is marked as certified. While
trading, the prosumer utilizes an ordering system where buy
or sell orders can be fulfilled according to a predefined mar-
ketplace SC.

3.1 Marketplace execution guarantees

Following this setup, HB provides the participants in the
blockchain network, i.e., the electricity providers and regula-
tor, with two types of guarantees: (1) the guarantee that the
data stored in the ledger cannot be tampered with and (2)
the guarantee that it can only be modified following the rules
implemented in the SC. These guarantees can be leveraged
to fulfill the marketplace requirements. Firstly, by storing
the GO in the ledger and encoding the rules governing their
life cycle in an SC, i.e., issue and consumption, it is possible
to automate their management in a transparent fashion and
guarantee that the legislation is followed. Secondly, the same
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principles can be applied to the management of electricity
production, consumption, and trade settlement. By encoding
the state of all the marketplace entities in the ledger, i.e., pro-
sumer, RES, and order, the marketplace ensures that there
is always a consensus among all participants regarding the
status of the marketplace as a whole. Further, by describing
all the processes in the marketplace as a set of operations
transforming this data and implementing these operations in
the SC, it is possible to ensure that all the operations in the
marketplace respect the agreed-upon rules.

One limitation of blockchain technology is that it can only
provide guarantees after storing the data in the ledger. In
other words, it cannot verify the validity of the data inserted
in the ledger. In that regard, HB can only provide traceability
for the data, recording which actor provided the information.
The other marketplace actors must either trust that actor to
provide correct information or rely on external processes to
verify its validity. Within the marketplace, the regulator is
trusted with the insertion of the GO, and the certification
of the prosumer-owner RES, and the energy providers are
trusted with the report of the energy production. The SC
guarantees that the implemented rules are followed for all
the other operations. In this case, the challenge is to ensure
that the SC implementation matches the legislation. Another
limitation appears when designing a system respectful of the
privacy of the actors. In this case, the complete state of the
system can no longer be publicly stored and shared with all
the actors. Instead, it needs to be split, and different parts are
then stored in different PGs depending on which actor needs
to access the data. Beyond weakening the tamper resistance
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Table 2 Prosumer blockchain data record

Table 4 GO blockchain data record

Field name Type Description Field name Type Description

1D String Prosumer’s record unique identifier 1D String GO unique identifier

Electricity Double Amount of generated electricity (kWh) OwnerID String GO owner ID

WalletID String Prosumer’s wallet identifier RegulatorID String Issuer of GO

RESID String Prosumer’s RES identifier ElectricityAmount Double Amount of electricity (kWh)
IsConsumed Boolean Set True when electricity is sold

Table 3 Wallet blockchain data record

Field name Type Description

ID String  Wallet’s unique identifier
Currency Double Amount of fiat currency, e.g., USD, EUR
Electricity  Double Amount of prosumer bought electricity (kWh)

guarantees, this also introduces additional complexity in the
design and implementation of the SC, making it more chal-
lenging to ensure that the implementation correctly matches
the legislation.

3.2 Marketplace data structure

Each record in HB is saved as < key, value > pairs. Key is a
unique data identifier and must not repeat within a ledger.
Value contains data associated with a specific key and all
fields that the data record consists of. An underlying data
structure is required to manipulate data in trade settlement
transactions.

The prosumer record is described in Table 2. It is private
for the PG which includes the energy provider and regulator.
This record contains prosumer unique ID. The ID represents
the key in esskey, value > pair and contains a user block-
chain identity Address. The Electricity field is updated by
the energy provider and regulator based on the data from the
prosumer’s metering device. Further, it contains an associ-
ated wallet and RES IDs. The prosumer record intention-
ally does not contain any personally identifiable information
(PII) to comply with General Data Protection Regulation
(GDPR) [30]. All PII needed for legal purposes can be saved
in the conventional DB outside of the blockchain.

The wallet record is described in Table 3. The Currency
is the amount of fiat currency the prosumer has. It is used for
trade settlement execution. The Electricity shows the amount
of bought electricity. The wallet record Electricity and the
prosumer record Electricity are separated to ensure that the
bought electricity is not resold twice. The wallet record is
visible to all energy providers to conduct cross-provider
trade settlements.

The GO record is described in Table 4. It is a significant
asset that must be presented by the prosumer-seller during
the trade settlement execution. The GO records are public for

Table 5 Order blockchain data record

Field name Type Description

ID String Order unique identifier

Type String Order Type (Sell or Buy)

Price Double Price for the entire amount sold
Electricity Amount Double Amount of electricity (kWh)
GOID String GO unique identifier
SellerWalletID String Seller wallet identifier
BuyerWalletID String Buyer wallet identifier

the entire blockchain network. Further, the GO record con-
tains the respective ids of the prosumer who owns it and the
regulator who issued it. Further, ElectricityAmount contains
the amount of electricity certified by the regulator for further
trading. Finally, when the energy is sold, the isConsumed
field is set True.

The order record is described in Table 5. Type shows
what kind of order it is, i.e., sell or buy. Further, the Price
and ElectricityAmount contain the respective amounts of
resources required from both parties. The GOID links a
particular GO to the order. In buy order, the GOID is left
empty to be filled by the seller. The SellerWalletID and Buy-
erWalletID fields contain identifiers of prosumer wallets.
Depending on the type of the order, when it is created, one
of the wallet identifiers is left empty, i.e., SellerWalletID is
empty for a buy order, and BuyerWalletID is empty for a sell
order. When the order is fulfilled, it is private for prosumers
and energy providers participating in trade settlement.

3.3 Trade settlement smart contract

The implemented SC contains the necessary operations
actors require to operate the marketplace and trade electric-
ity. These operations include electricity registration, GO
issue and consumption, order creation, and trade settlement.
For the purposes of the performance evaluation, this study
describes in detail trade settlement SC functions that ful-
fill the buy and sell customer electricity orders, c.f., Algo-
rithms 1 and 2. Before the order can be fulfilled, a number
of prerequisites have to be met. First, electricity has to be
generated and registered within the prosumer’s marketplace
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: function SELLELECTRICITY (Order (Type = Buy), GO, Seller Wallet, Buyer Wallet, SellerI D)
if GO.Ownerl D == Sellerld & GO.IsConsumed == False then

if BuyerWallet.Currency > Order.Price then

1
2
3: if GO.FElectricityAmount == Order.ElectricityAmount then
1
5

Order.SellerWallet]I D + SellerWallet.ID

6: Order.GOID « GO.ID

7 SellerW allet.Currency < SellerW allet.Currency + Order.Price

8: BuyerWallet.Currency < BuyerWallet.Currency — Order.Price

9: BuyerWallet.Electricity « BuyerWallet.Electricity + Order.Electricity Amount
10: Commit

11: else

12: return Insuf ficient Buyer Currency.

13: else

14: return Insuf ficient Electricity Amouni.

15: else

16: | return Invalid GO Attached to the Order.

Execute FinalizeOrder(Order, GO) 3.
Algorithm 1 Fulfill buy electricity order

1: function BuyELECTRICITY (Order (Type = Sell), GO, BuyerWallet, SellerW allet)

2 if BuyerWallet.Currency > Order.Price then

3: if GO.IsConsumed == False then

4 Order.BuyerWalletl D <+ BuyerW allet.ID

5: SellerWallet.Currency < SellerW allet.Currency + Order. Price

6: BuyerW allet.Currency <+ BuyerW allet.Currency — Order.Price

7: BuyerW allet.Flectricity <+ BuyerW allet.Electricity + Order.ElectricityAmount

8: Commit

9: else
10: return Invalid GO Attached to the Order.
11: else
12: return Insuf ficient Buyer Currency.

Execute FinalizeOrder(Order, GO) | 3.

Algorithm 2 Fulfill sell electricity order

1: function FINALIZEORDER(Order, GO)
2: GO.IsConsumed < True

3 Delete(Order)

1

Commit

Algorithm 3 Finalize order

account. Further, a GO has to be issued for the amount of
electricity that is being sold. Finally, the order itself has to
be created. For both order types, the trade settlement opera-
tion execution has two stages. This is required due to HB
SC’s inability to modify private, i.e., wallets and order, and
public, i.e., GO, data in a single transaction.

In the first stage of Algorithm 1, the SellElectricity
function takes a buy order posted by a prosumer-buyer.
Further, the algorithm performs a number of security
checks. Since the prosumer-seller provides the GO at the
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moment of trade settlement execution, it is verified to have
the correct ownership. Further, the GO’s IsConsumed field
is checked to be False. Finally, the GO is checked to be
issued for the amount of electricity listed in the buy order.
Next, the buyer’s wallet is verified to have an appropriate
currency to buy the electricity. Finally, the resources are
exchanged between the buyer and seller, i.e., electricity
and currency. This transaction is private for PG, which
includes trading prosumers’ energy providers and the
regulator.
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In the first stage of Algorithm 2, the BuyElectricity func-
tion takes a sell order posted by a prosumer-seller. Further,
the algorithm verifies if the GO is consumed and if the buyer
has enough currency in the wallet. Finally, the resources are
exchanged between the buyer and seller. The correct owner-
ship of the GO and conformity of GO’s and order’s electric-
ity amounts is not checked in BuyElectricity function. These
checks are performed during sell order creation, i.e., GO has
to be provided during the sell order creation.

In the second stage of both Algorithms 1 and 2, the
FinalizeOrder function is executed by the buyer’s energy
provider, i.e., the actor interested in preventing electricity
double-spending. First, this function takes the GO, sets its
IsConsumed value to True, and saves it in the public ledger.
Further, it marks the fulfilled order as deleted. Thus, the
order is not visible in the order chart but can be found in the
ledger history.

4 Performance evaluation

The throughput of public transactions, i.e., visible to the
entire private network, has already been investigated by the
authors of [31]. The main aim of this study is to measure
the performance of private transaction execution with the
SC tailored to the energy marketplace needs. The perfor-
mance evaluation was conducted on the test infrastructure
described in Fig. 4. The infrastructure consists of 4 virtual
machines (VMs), where each VM size is 16 vCPUs, 64 GB
RAM, and 256 GB high throughput (150 MB/s) disk space.
Energy providers A, B, and C run VM1, VM2, and VM3,
respectively, while the regulator runs VM4. All VMs are
connected with a 10Gbit/s network interface. In our experi-
mental implementation, we use HB version 22.7.7 and Tes-
sera 22.1.7 without modifying the core code. All nodes

<« —— Orchestration Connection

<« —- Data Gathering Connection

within the infrastructure are deployed as docker contain-
ers. To collect reliable and correct performance evaluation
data, Prometheus,” Grafana,® and Hyperledger Caliper’
(HC) tools are utilized. The Prometheus is used as the main
blockchain operation data collector. The Grafana is used as
a data visualization tool. The HC performance evaluation
tool is used as a transaction load generator. In Fig. 4, the HC
is part of the Orchestrator Node and is located on a separate
VM. The HC executes transactions bypassing the MI. Thus,
the MI is not a part of the performance evaluation.

Several performance metrics are considered in this study.
First, the throughput is the number of successful transactions
(TPS) or reads (RPS) executed per second in the blockchain
network. The latency is the time it takes to finalize transac-
tion execution and write it to the ledger or return a reply
with the query result. The scalability is the behavior of the
network with an increasing number of nodes. Scalability is
also dependent on the size of PG.

This study manipulated several configuration parameters
within HB to investigate the maximum throughput. These
parameters were selected based on the performance tests
conducted by the HB developers and research studies [31].
The block period seconds (BPS) parameter defines the
time validators accept transactions to add to the new block.
When the BPS time is up, the block is cut and embedded
into the ledger. Further, horizontal scalability is investi-
gated by changing the number of validator nodes and PG
size. To investigate write transaction throughput, 5-min
tests were executed with a constant send rate. To investi-
gate read throughput, the 4-kb asset was read from the local

5 https://prometheus.io/docs/introduction/overview/
5 https://grafana.com/
7 https://hyperledger.github.io/caliper/
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Table 6 Performance evaluation parameters

Parameter Value

Transaction send rate (write) 10, 20— 300 with step
of 20 *(fixed rate in
duration of 5 min)

Block period seconds (BPS)

Transaction send rate (read)

1— 6 with step of 1

100, 300 — 3000 with
step of 300 *(fixed rate
in duration of 5 min)

4 — 24 with step of 4
2,3,4
Clique, IBFT 2.0, QBFT

Validator nodes
Privacy group size

Consensus mechanism

HB database, i.e., state database, with varying query send
rates. Table 6 summarizes the entire performance evaluation
parameters configuration.

4.1 Write-trade settlement execution

In this study, an Algorithm 1 was executed as an SC func-
tion to test maximum write TPS. An Algorithm 1 was
chosen as a load generator due to having the highest com-
putational complexity out of all defined SC functions. To
write a transaction to the ledger, a respective consensus
mechanism, i.e., Clique, IBFT 2.0, or QBFT, must be exe-
cuted. First, we test the baseline HB configuration, which
included the minimum necessary setup to operate, i.e.,
four validators, BPS=1 s. The PG size is 3, i.e., energy
providers A and B, and the regulator. The throughput
measurement results are shown in Fig. 5. All consensus
mechanisms show a similar performance of approximately
200 TPS. However, QBFT demonstrated the best latency.
Clique and IBFT 2.0 demonstrate higher latency both for
peak throughput and further increase of send rate exceed-
ing the maximum TPS. The baseline test demonstrates the
maximum sustainable network load with private transac-
tions of around 200 TPS. Thus, further tests are conducted
with a fixed send rate of 200 TPS.

Next, the maximum TPS with a varying BPS was inves-
tigated, c.f., Fig. 6. The results demonstrate that the BPS
affects the maximum throughput of the HB network, i.e.,
the BPS increase results in a steady throughput decrease.
Further, the latency rises significantly, e.g., up to approxi-
mately 6-s latency for BPS =6 s. Here all investigated con-
sensus mechanisms show similar performance under varying
BPS, where QBFT is the best performer. The results dem-
onstrate that BPS and eventual latency increase significantly
affecting the quality of service (QoS) [32] provided by the
marketplace. QoS is aimed to maximize the user experience
in terms of response time and transaction success rate by
addressing throughput and scalability issues. In this case,
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the BPS has to be considered an important metric for QoS
provisioning [33].

The horizontal scalability was investigated with varying
validators number and a PG size. The results of the validator
scalability investigation are shown in Fig. 7. Here, the num-
ber of validator nodes was changed from 4 to 24 with a step
of 4. Results demonstrate that the number of validator nodes
significantly affects the maximum network throughput. It
represents a significant performance bottleneck resulting in
approximately 42% throughput reduction with 24 validators.
Further, the latency increases significantly, reaching approx-
imately 4.5 s for IBFT 2.0. Here, all investigated consensus
mechanisms demonstrate similar performance, with QBFT
having the highest TPS and the lowest latency. In addition,
QBFT demonstrates the best scalability by maintaining
190-200 TPS up to 12 validators.

The results of PG size scalability are shown in Fig. 8.
The investigated PG sizes are under four nodes because each
BO can operate only one Tessera node, i.e., this is an infra-
structure limitation. The PG size increase does not result
in a significant throughput decrease. However, the latency
increases approximately by a half second for all investigated
consensus mechanisms with a PG size equal to 4. Here, the
performance of consensus mechanisms is similar, with
QBFT showing the best results.

The performance evaluation results demonstrate that the
maximum possible throughput depends significantly on BPS
and network size, i.e., the best throughput is achieved with
BPS =1 s and 4 validators configuration. Further, the QBFT
has the best throughput, latency, and scalability characteris-
tics out of all investigated consensus mechanisms. Finally,
the performance evaluation shows that the HB-based mar-
ketplace demonstrates an approximately two times lower
throughput and higher latency than the HF-based market-
place investigated in [34]. However, HF uses the RAFT con-
sensus mechanism, which is only CFT, i.e., does not protect
from malicious nodes. In contrast, HB’s IBFT 2.0 and QBFT
consensus mechanisms are BFT, i.e., protect the blockchain
network for up to one-third of malicious nodes at the cost of
increased computational complexity.

4.2 Ledger dataread

In order to write any data to the blockchain ledger, a con-
sensus mechanism has to be executed. The query, i.e., read,
request does not execute a consensus mechanism to get the
requested data. Thus, the block or network configuration,
i.e., validator number, does not affect the read throughput.
Here, it is the amount of data, i.e., asset size, that is read
from the individual blockchain node that affects reads per
second (RDS). The read throughput is shown in Fig. 9. To
investigate read throughput, the query was constructed to
read 4-kb of data from the RockDB world state database.
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The results demonstrate the maximum throughput of approx-
imately 1440 RPS for all investigated consensus mecha-
nisms. The latency remains under 500 ms until the moment
we reach peak read throughput. From there on, the latency
starts to increase rapidly if the read queries send rate is over
peak throughput.

The read throughput evaluation results show that the
HB-based energy marketplace demonstrates a similar
throughput to the HF-based marketplace investigated in
[34]. This is an indicator that world state databases used
in HB and HF; i.e., RockDB and LevelDB, respectively,
demonstrate similar performance when it comes to reading
assets of similar size.
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5 Results and observations

During the design, implementation, and performance evalu-
ation of the proposed marketplace, a number of observations
and conclusions were made, which bring an enhanced under-
standing of the advantages and limitations of HB. Such obser-
vations and conclusions are discussed next.

5.1 Limitations of private transaction execution
System transaction throughput is an important performance

characteristic that must be considered in the system design
phase. If throughput requirements are not met, the production
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system QoS and scalability requirements will be impossible to
meet. Different blockchain architectures, i.e., public and pri-
vate, demonstrate a considerable performance difference in
terms of throughput and latency. Higher system decentraliza-
tion and security come at a cost of additional computational
complexity. Performance evaluation of the HB-based energy
marketplace demonstrates a throughput of approximately 200
TPS which is a considerable improvement in comparison with
public blockchains such as Bitcoin or Ethereum [21]. How-
ever, the HB still requires an improvement in throughput and
scalability to get to the level of performance demonstrated by
HF.

The measured HB throughput of 200 TPS can be used
to estimate the maximum number of prosumers the energy
marketplace can support [34]. However, this estimation is a
first-order approximation and may not account for other fac-
tors that can affect the maximum number of prosumers in the
real-world system. Several metrics were identified to make this
estimation, including the maximum throughput of the system
T,,..» the number of daily electricity generation registrations
m, the number of orders created by a prosumer per day o,
the number of trade transactions executed per day ¢, and the
number of GOs issued for a prosumer per day g. Metric t was
identified as a full number of blockchain transactions needed
to finalize energy trade. As trade settlement has two stages, its
every execution requires two blockchain transactions. Dividing
the maximum daily amount of transactions by the sum of m, o,
t, and g yields an approximate number of prosumers that can
operate within the marketplace, c.f., Eq. (1).

T, * 24 % 60 * 60
Prosumers,,,, = (1

m+o+t+g
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The throughput of 200 TPS implies that the energy mar-
ketplace can execute 17,280,000 transactions in 24 h. The
configuration of the m, o, ¢, and g determines the maximum
number of prosumers the marketplace can support. The m
needs to be set first because it affects the rest of the parame-
ters. If the m parameter is set to 24, which means hourly reg-
istrations, the prosumer can trade their generated electricity
23 times daily (minus 1 h for initial generation). This worst-
case scenario assumes the prosumer trades every time the
metering device updates. To execute a trade, the prosumer
must place an order and have a GO issued. In this scenario,
the total number of daily prosumer transactions equals 116
(24 4+ 234+ 23%2 4+ 23). Therefore, the maximum number of
prosumers supported by the marketplace is 17,280,000/ 116
~ 150,000, corresponding to a small-to-medium-size energy
community.

5.2 Limited auditability of private transactions

The auditability and integrity of all data in the decentralized
network are characteristics that affect the guarantees that the
system can provide for its users. However, private transac-
tions imply that only a portion of blockchain network partici-
pants see the contents and participate in consensus execution
for a particular transaction. As the Ethereum blockchain was
not designed to work with private transactions, the Tessera
private transaction manager was adopted in HB. It is built as
a separate entity and complements the implementation of the
Ethereum Enterprise Client. However, it comes at the cost of
private transactions’ auditability. The Tessera nodes distrib-
ute private transactions to the members of PG. However, the
rest of the nodes outside of PG receive the record confirming
that the private transaction was executed. Such an approach
results in a limitation where the blockchain network partici-
pants outside of PG cannot verify the validity of the private
transaction data. This is a result of the inability of non-PG
members of the HB network to verify the correctness of
private SC deployment and transaction execution.

5.3 Public and private data modification

The integrity of data within a marketplace relies heavily on
the correctly defined SC. In the case of private transaction
execution, the data within the blockchain is split into pub-
lic, i.e., seen by all network participants, and private, i.e.,
available only to the members of PG. However, in a func-
tion such as an energy trade settlement, we need to modify
both public and private data within one operation. The HF
allows such modifications within one transaction without the
exposure of private data to non-PG members. In contrast,
the HB does not have such a capability, and modification
of public and private data has to be split into two different
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transactions. Such a limitation opens up additional security
concerns where the delay between private and public data
modification transactions may be used to disrupt trade pro-
cess execution or attempt double spending of GOs.

5.4 Private blockchain lesser energy consumption

The excessive amount of computations needed for the trans-
action execution within a blockchain network raised con-
cern amount environmentalists regarding subsequent carbon
emissions [35]. Blockchain implementations such as Bit-
coin with PoW consensus algorithm require the execution
of computationally heavy tasks, which in the long-term per-
spective may lead to the carbonization of Earth’s atmosphere
and cause harmful effects on humankind. Bitcoin is repre-
sentative of public blockchain architecture, which typically
involves a vast number of computing machines involved
in blockchain operation and transaction generation. Such
public blockchains enable decentralized environments that
provide digital sovereignty to their users [36]. The HB, as
well as HF, is a representative of private blockchain archi-
tecture, which is typically deployed for a targeted business
use case that involves selected actors. Consequently, private
blockchains assume a certain degree of centralization within
a blockchain system, which requires collaborating entities
to have certain legal agreements outside of blockchain guar-
antees, i.e., in the case of the energy marketplace, it is the
reliance on TTP such as the regulator. However, private
blockchain deployments with PoA consensus mechanisms
consume a small fraction of computations when compared to
Bitcoin’s PoW. Thus, private blockchains are more sustain-
able in a long-term approach [37].

6 Related work

Hyperledger Foundation has created several projects which
employ different blockchain architectures, i.e., public and
private, to address industrial and business use cases [38].
Thus, private blockchains like HF and HB became the main
energy marketplace implementation and investigation tools.
Recently, there were a number of proposals on blockchain-
based energy marketplaces in terms of system architecture,
electricity trading framework, and performance evaluation.
Such proposals are discussed next.

In [39], the authors propose an HB-based P2P market-
place for energy trading and payment settlement. The mar-
ketplace utilizes HB as a blockchain platform and IBFT 2.0
as a consensus mechanism. Further, the authors compare
IBFT 2.0 with Clique, PoW, and HF’s RAFT. According to
the authors, their marketplace demonstrates better through-
put and latency than PoW and Ethereum Clique. Further,
the authors claim that the proposed unified energy trading

model provides lower latency compared to similar systems
based on PoW, Clique, and HF’s RAFT. The authors of [40]
propose an HF-based P2P energy marketplace for tokenized
energy assets. Such assets are traded within the marketplace,
where each actor can benefit monetarily depending on its
role. Further, the authors define actors and requirements for
the P2P energy marketplace. However, their marketplace
does not include a regulator role, GO usage, and data pri-
vacy requirements intrinsic to energy market systems. The
authors claim their implementation achieved a throughput
of 448.3 TPS with transactions that modify public data.
However, the authors do not consider private transaction
execution and PG throughput impact. In [41], the authors
propose an automated blockchain-based P2P energy mar-
ketplace based on a multi-agent system paradigm. Permis-
sioned blockchain allows for reduced transaction costs,
enables marketplace micro-transactions, and eliminates a
single point of failure. According to the authors, blockchain
technology enables prosumer self-sovereignty while allow-
ing the marketplace to comply with current data regulations.
The authors of [42] propose an HB-based framework for
P2P energy trading. The proposed marketplace uses a flex-
ible permission ascription scheme that utilizes HB permis-
sioning and IBFT 2.0 consensus mechanism. According to
the authors, the proposed framework provides an efficient
scheme for P2P energy trading compared to other solutions.
The authors claim that IBFT 2.0 has five times lower latency
than Ethereum PoW and two times lower than HF RAFT and
KAFKA. Further, performance evaluation demonstrated that
IBFT 2.0 has 1.5 times higher throughput than HF’s RAFT
and Kafka and three times higher than Ethereum PoW. In
[43], the authors propose an HF-based platform for the trans-
active energy marketplace. A proposed platform has a lay-
ered architecture consisting of physical, communications,
and blockchain layers. Further, the authors use the energy
generation data from a real-world energy provider and build
its digital twin as a physical layer for their platform. The
authors claim that the developed prototype allows trading
electricity via SCs developed within the HF network. The
authors of [44] propose a blockchain-based marketplace
platform that enables energy trading between institutions
and electric vehicle (EV) owners. Within the case study,
institutions own RES and sell generated electricity to EV
owners via a P2P trade contract. The authors claim that such
a marketplace platform enables synergy between institutions
and EV owners, providing clean and affordable energy. For
further reading on the developments in blockchain-based
energy marketplaces, the reader is referred to [45].

In [31], the authors conduct an in-depth performance
evaluation of the HB platform and its three main consensus
mechanisms for private blockchain, i.e., Clique, IBFT 2.0,
and QBFT. According to the authors, the performance of HB
has a number of bottlenecks, such as transaction execution
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and blockchain state updates, which are influenced by node
computation power and transaction complexity. Authors
claim that QBFT consensus has the best performance and
scalability results, achieving a write throughput of approxi-
mately 450 TPS and scalability of up to 14 validator nodes.
The authors of [46] compare the main proof-based consen-
sus mechanisms, focusing on security and performance. The
authors highlight the centralization tendency and the vulner-
abilities of main proof-based consensus mechanisms, i.e.,
PoW, PoS, PoA, and Delegated PoS (DPoS). According to
the authors, DPoS consensus has the best balance between
throughput, latency, and scalability. However, such a balance
comes at the cost of increased centralization and reduced
protection against malicious activity.

The related work demonstrate that the application of
blockchain technology in the context of an energy mar-
ketplace has been defined at a level of abstract entities
and operations. However, all works mentioned above lack
requirements definition and alignment with the existing reg-
ulation on P2P energy trading. Further, the related works
lack implementation details and discussion on the technical
limitations of blockchain technology incorporation. This
work discusses the energy marketplace from regulatory and
technical perspectives to provide insights into challenges
encountered during the implementation of private transac-
tions execution and system operation.

7 Summary and outlook

This work proposes a decentralized blockchain-based P2P
energy marketplace that addresses actors’ privacy and the
performance of consensus mechanisms. The main aim of the
marketplace is to automate the P2P trade settlement process
while preserving actors’ privacy. The novelty of the pro-
posed marketplace is its alignment with the current energy
trade regulations defined in D2018/2001 of the European
Parliament. More specifically, our marketplace incorporates
the regulator actor. The regulator represents a governmen-
tal authority that controls renewable energy trading via GO
issue and price regulation. In addition, the regulator certi-
fies the RES used to generate traded electricity. Hence, with
current regulations, the marketplace is partially centralized
around the regulator actor but still improves the automation
of energy trading.

Performance evaluation results of an HB-based market-
place private transaction execution with three main consen-
sus mechanisms, i.e., Clique, IBFT 2.0, and QBFT, demon-
strate a throughput of approximately 200 TPS with baseline
configuration. The QBFT consensus mechanism shows the
best throughput and latency. Further, QBFT demonstrates
the best scalability by maintaining 190-200 TPS throughput

@ Springer

for up to 12 validators. However, HB’s QBFT consensus
mechanism demonstrates lower throughput than another
popular private permissioned blockchain platform HF. This
is a side effect of BFT and, thus, increased computations of
QBFT. In contrast, HF executes the RAFT consensus mecha-
nism, which is CFT, i.e., more centralized and vulnerable to
collusion between malicious nodes. However, the inherent
centralization around the regulator mitigates this issue, mak-
ing HF better suited for such a use case.

Future work will focus on investigating possible improve-
ments for consensus mechanisms for blockchain-based mar-
ketplaces to improve the efficiency of their operation. In
addition, investigating a trade-off between the performance
and security of private blockchains is of interest.
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