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ABSTRACT
The size and diversity of the training datasets directly influences
the decision-making process of AI models. Therefore, there is an
immense need for massive and diverse datasets to enhance the de-
ployment process of AI applications. Crowdsourcing marketplaces
provide a fast and reliable alternative to the laborious data collec-
tion process. However, the existing crowdsourcingmarketplaces are
either centralized or do not fully provide data sovereignty. By con-
trast, this work proposes a decentralized crowdsourcing platform
through prototypical implementation along with active involve-
ment of business entities, that grants the users sovereignty over
their collected data, named as Vision-Sovereignty Data Market-
place (ViSDM). This work contributes to the data marketplaces
landscape by introducing (i) A liquid democracy-based voting sys-
tem to negotiate prices between a buyer and multiple data owners,
(ii) An automated AI-Based per-sample value calculation function
to evaluate the data and distribute profit among the data owners.

CCS CONCEPTS
• Security and privacy→Distributed systems security; •Com-
puting methodologies→ Image and video acquisition.
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1 INTRODUCTION
The recent success of Artificial intelligence (AI) methods in pat-
tern recognition tasks is inspiring the next generation technologies
to integrate them. However, the performance of an AI model will
deviate if the deployment domain data distribution varies from
the training data distribution[47]. Consequently, while deploying
AI models in real-world and safety-critical environments, the size
and diversity of the dataset are crucial to train robust models. Un-
fortunately, such diverse and large data are not available or are
scattered among several entities. To overcome this issue, several
data marketplaces[11, 17, 23, 25, 35] appeared over the past decade,
providing platforms to facilitate the data exchange between differ-
ent entities. The objective of this paper is to introduce the design
of a data marketplace that focuses on computer vision applications.
Hence, this article addresses the following questions:
(1) Who is collecting the data and how?
Currently, data collection is done by individuals and organizations
incentivized to use or sell the data for commercial purposes. In
other words, data collection is done by those who seek the benefit
from it. Organizations with enough resources collect their own
datasets, while other entities, such as SMEs, need to rely on public
datasets or third parties services. Overall, data collection is expen-
sive and laborious, preventing small entities from fully leveraging
AI methods into their products.

Nonetheless, crowdsourcing marketplaces [3, 5, 24, 42, 48] alle-
viate this situation and provide a fast and reliable alternative to
collect massive and diverse datasets by involving large groups of
people in the data collection process. The data collected through
crowdsourcing marketplaces are of two types:

(i) Generated data: where end-users generate the data instances
by interacting with the real world [48]. Here, the data providers are
compensated with some type of service in return.

(ii) Collected data: where a group of users collects data to fulfill
certain pre-defined requirements a[3, 5]. Here, the data providers
are generally compensated with a fixed reward in return.

In any case, the central entities will mostly control and get bene-
fited from using the data for various commercial purposes.
(2) How can a data marketplace provide full data sovereignty?
The recent developments in blockchain technologies made it possi-
ble to establish trust among unknown parties by building secure and
transparent systems [9, 31]. Several works integrated blockchain

108

https://orcid.org/0000-0001-6895-4503
https://orcid.org/0000-0002-5235-5335
https://orcid.org/0000-0003-4814-4428
https://orcid.org/0000-0003-4350-1617
https://doi.org/10.1145/3590777.3590794
https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
https://doi.org/10.1145/3590777.3590794
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3590777.3590794&domain=pdf&date_stamp=2023-06-14


EICC 2023, June 14–15, 2023, Stavanger, Norway V.S.S.A Daliparthi et al.

technologies and crowdsourcing data marketplaces to empower
users in controlling and monetizing their data [10, 16, 33, 51].

However, using blockchain-based solutions alone did not fully
address the governance protocols that can eventually contribute to
the success of marketplaces which includes:

(i) How to provide stakeholders with full sovereignty over their
data? (ii) How to negotiate the data price between data consumers
and data providers in a crowdsourcing marketplace? (iii) How to
distribute the profits among different data providers? (iv) How to
maintain the quality of the data in a crowdsourcing marketplace?

This work addresses the aforementioned challenges, focusing
mainly on the crowdsourcing data collection process and decentral-
ized data marketplaces. We take inspiration from well-established
methods inmultiple disciplines such as governance (a liquid democracy-
based voting system) and deep learning (per-sample data value
calculation) to build a crowdsourcing data marketplace named as
Vision-Sovereignty Data Marketplace (ViSDM).

The scope of this work is to achieve technical readiness level
(TRL) 1-3, through multiple steps, i.e., requirements engineering,
system design, and security threat analysis. Moreover, we offer a
comparative study, discussing how the proposed marketplace varies
from the existing alternatives.
(3) What are the envisioned benefits of the ViSDM?

(i) The liquid democracy-based voting systems on blockchain
[21, 32], and peer-to-peer price negotiation [6, 41] in the data mar-
ketplace are investigated separately in the current literature. How-
ever, this work introduces a new use case to combine both methods
by introducing liquid democracy in a data marketplace.

(ii) The existing marketplaces employ a two-way rating scheme
[6, 23] that allows stakeholders to express their opinion on their
counterparts. In this work, we propose to use the per-sample value
calculation methods [39, 49] from deep learning to automate the
rating system. Thereby, scores are decided by a fair algorithm on a
quantitative basis rather than human intuition.
The rest of the paper is arranged as follows, Section 2 introduces
the prerequisites, related work, and context of the work, Section 3
describes the aim, methods, and system design process, Section 4
discusses the open challenges, comparison with existing alterna-
tives and conclusions.

2 PREREQUISITES AND RELATEDWORK
Here, we present the prior works that were found closely related
to our work. We tried to bundle them into four sub-categories that
correlate to the various aspects of this article. We also briefly discuss
the research gap and the context of this work.

2.1 Data marketplaces (DMs)
The main actors involved in the DMs are (i) Sellers: that are looking
to monetize their collected data (ii) Buyers: that are looking to
acquire data for extracting useful information (iii) Mediators: that
act as an intermediary between buyers and sellers.

A wide range of DMs [7, 12] have emerged over the past decade
that provided a platform to facilitate data exchange. The application
domains of these DMs include IoT [11, 35], AI & ML [25, 26], and
Private data [17], to name a few.

Decentralized DMs: The blockchain and distributed ledger tech-
nologies (DLTs) use cryptographic techniques to build decentralized
systems that can run without the need for a trusted central entity.
Due to their immutable and transparent nature, these methods have
the potential to achieve trust between unknown parties. One suc-
cessful use-case of blockchain is cryptocurrencies [31]. Ethereum
[9] introduced a compute layer (Ethereum virtual machine) that
allows running code on top of the blockchain commonly referred
to as smart contracts.

In DMs the smart contracts are used to automate mediator tasks
such as data broker [17, 44], transaction enforcement [6, 11, 50]
and to preserve privacy [23, 45]. This work follows the same line
of research by designing a smart contract-based marketplace and
differs by governance protocols.
Data pricing mechanisms: The question “How to set the data
price?” is generally addressed through economics by viewing data
as a product [14, 37]. The popular pricing methods are subscription
[2], auction-based [50] and peer-to-peer negotiation [6, 41].

This work implements a one-to-many peer-to-peer negotiation-
based conditional pricing scheme where multiple data owners will
vote to reach a consensus on the price.
Data access method: If the buyers are allowed to access the raw
data then there is a risk of re-selling. Several works address this
problem through trusted third parties [19, 43], compute-to-data[38],
and homomorphic encryption [41]. Similar to [43], this work uses
a cloud-based trusted environment to protect privacy.
Crowd sourcing DMs: In crowd-sourcing marketplaces, a con-
sumer uploads the raw data and defines the requirements. Then
a group of annotators will work towards fulfilling the consumer
requirements. The Amazon Mechanical Turk [5], Appen [46], Click-
worker [3], Scale [4], Toloka [29], and similar.

Contrary to centralized crowdsourcing marketplaces, the pro-
posed marketplace empowers people to collect datasets by provid-
ing incentives and data sovereignty.

2.2 Liquid democracy
Liquid democracy is a type of delegate democracy where govern-
ment policies are decided by every individual through a collective
decision process [36]. The voters can choose to directly participate
or they can delegate their voting power to a trusted third party and
are allowed to change their trusted third party at a given time.

Due to the secure, transparent, efficient, and tamper-proof prop-
erties of blockchain-based voting compared to traditional voting, a
wide range of works investigated the feasibility of implementing
liquid democracy-based voting on the blockchain [21, 32].

This work introduces liquid democracy-based voting for collec-
tive price negotiation in a data marketplace context.

2.3 Digital sovereignty
The term sovereignty is mainly associated with a state’s autonomy
and individual freedom to self-rule their country. Similarly, digital
sovereignty ensures the individual entities with full control over
their stored and processed data on digital platforms [8, 28]. Thus,
allowing data owners to have absolute authority over their data.

This works aims to provide digital sovereignty to the data col-
lectors in a crowdsourcing data marketplace.
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2.4 Per-sample data value calculation
In deep learning, the per-sample value calculation methods are
introduced to identify the noisy and corrupt data samples [39, 49].
These methods aim to improve the accuracy of the model by calcu-
lating the contribution of a given data sample in the model training
process and removing the noisy data samples

This work adopts the former methods to distribute the profit
among the data providers and to generate automated feedback.

2.5 Federated learning (FL)
FL is a popular collaborative AI model training technique in which
a group of organizations will participate in training a shared global
model [22]. First, a common model is shared with every node; then
each node performs training with local data; then the local model
weights are shared with other nodes to perform global aggregation.
The FL preserves data privacy by strictly enforcing the rule that
"local data never leaves the node".

We adopted FL-based training schemes where the data is located
in different geographical locations and cannot be combined due to
legal restrictions [13].

2.6 What is the context of this work?
The proposed data marketplace is a branch of a fully functional
non-profitable AI marketplace,1 intending to support individuals
and SMEs to deploy computer vision applications on edge devices.
The AI marketplace offers AI-as-a-Service for the deep edge by
automating the AI application deployment workflow in a drag-
and-drop manner. The marketplace does this by providing modular
services, including a deep learning toolbox, custom neural network
compression libraries, a crowdsourcing platform to solve industry
challenges, matching AI Talents with SMEs2, and developer refer-
ence platforms. However, the current AI marketplace lacks a data
marketplace to facilitate data exchange. This work is a first step
towards building a crowdsourcing data marketplace that allows
individuals and SMEs to access quality data.

3 METHOD
This Section describes the envisioned aim, marketplace system
design including requirements engineering and requirements map-
ping, and discusses potential security threats and countermeasures.

3.1 The Aim
The envisioned aim of this work is to empower individuals to par-
ticipate in the data collection process by encouraging with proper
incentives and data sovereignty.

Why should individuals participate in the data collection process?
Traditionally, the data collection and labeling are performed by
a limited group of entities incentivized by either using or selling
the data [5, 20, 29, 40]. Even though some commercial datasets
might be more extensive and diverse, in a holistic view, the data
1Since the marketplace’s name cannot be revealed due to the double-blind policy, the
original marketplace is referred to as the AI marketplace.
2Through open call 1 (OC1), 10 developer groups (or AI talents) were selected from
different sectors to build edge-AI solutions using marketplace tools. The successful
completion of OC1 is followed by OC2, where 10 SMEs were selected that are trying
to build innovative AI products despite lacking internal innovation capabilities. The
platform matches AI Talents with SMEs based on their domain and skills.

is often constrained to a specific period, season, or location or
covers a limited population. On the other hand, the real world is
complex, uncertain, and continuously changing, which makes it
hard to include every single scenario in a static dataset.

Now, let us consider a situation where a large group of people
are involved in the dataset collection process. It is feasible for indi-
viduals to take pictures of their surroundings and label them during
their free time. If a certain number of individuals from all over the
world can repeat the same task, theoretically, it is possible to collect
a more diverse dataset. If the number of data collectors increases
over time, the size and diversity of the datasets will grow. This will
contribute to the AI model learning process by including multiple
scenarios in the training dataset.

3.2 Requirements Engineering
The requirements engineering (RE) is performed by considering
the needs and viewpoints of the multiple stakeholders, including
30 individual entities (such as data annotators, data scientists, and
developers) and 10 SMEs from different sectors, including Robotics,
Automotive, Healthcare, and Manufacturing.

(Req. 1) Data access method: The data providers raised concerns
over buyers accessing the raw data due to the risk of data replication
and re-selling. On the other hand, buyers shared concerns over
sharing their confidential model architecture with data providers
to train the local models.

(Req. 2) Data pricing:While some data providers wanted to decide
the price for their data by themselves based on the budget they spent
to prepare the dataset, others expressed concerns over undervaluing
their data due to the lack of relevant knowledge. On the other hand,
the buyers expressed uncertainty over paying the price without
knowing the usefulness of the data.

(Req. 3) Data Quality: If data is collected through crowd-sourcing
methods then maintaining the data quality is necessary and without
a proper quality check mechanism the marketplace will be flooded
with low-quality data.

(Req. 4) Governance: If the marketplace is intended to attract large
groups of the crowd then establishing trust is necessary. Therefore,
the core rules that govern the marketplace should give a high level
of transparency by minimizing the need for a central entity.

(Req. 5) Regulatory compliance: Several data protection laws such
as General Data Protection Regulation (GDPR) [13], EU AI act [1],
US AI-Bill-of-rights [34], and others were introduced to protect
the privacy of the end users. It is necessary to comply with the
aforementioned regulations while designing a system that includes
a large group of people from all over the world.

3.3 System Design
The results from the requirements engineering process are used to
design the system architecture that includes high-level workflows,
algorithms, and functionalities.
Marketplace actors and their roles:

(1) Data providers: are the individuals who are looking to earn
monetary rewards by participating in the data collection process.
They collect raw data, then annotate it, and prepare the datasets.
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(2) Data consumers: are the entities that require diverse datasets
to train AI models. They customize their training dataset by ana-
lyzing the metadata of the marketplace.

(3) Data storage: the data providers and consumers rely on de-
centralized cloud storage (DCS) to store the assets (data and model),
and their respective hash values are stored on the blockchain.

(4) Isolated environments: are provided by the cloud services
which are used to perform off-chain computations such as model
training, metadata generation, and others. Since running these
compute-heavy tasks within a smart contract is not feasible due to
the complexity of verifying the computations and securing the pri-
vacy of the assets, the marketplace relies on isolated environments
to generate a zero-knowledge proof (ZKP) which is used to verify
the transactions without revealing the privacy.
Decentralized marketplace:
The marketplace operations are implemented as multiple smart
contracts that run on the blockchain. The stakeholders interact
with the smart contract through a decentralized application (Dapp)
which provides a user interface. The smart contracts perform off-
chain computations by triggering isolated environments.

Notations: Blockchain ledger (L), Data provider (DP), Data con-
sumer (DC), Decentralized cloud storage (D𝑆𝑡𝑜𝑟𝑎𝑔𝑒 ), Isolated en-
vironment (I), Entire data on the marketplace (D𝑀 ), Customized
dataset (D𝐶 ) ∴ D𝐶 ∈ D𝑀 , Dataset is a combination of subsets (D←
{𝑑1, 𝑑2, . . . , 𝑑𝑛} ), Dataset cost (D𝑐𝑜𝑠𝑡 ), Training cost (T𝑐𝑜𝑠𝑡 ), Train-
ing model (M), Training proposal (T𝑃𝑟𝑜𝑝 ), Asset (A→ D,M), Asset
owners (AO → DP,DC), Asset metadata (A𝑀𝐷 ), Metadata gen-
erator (ME𝐺𝑒𝑛), XML file (𝑀𝑥𝑚𝑙 ), Public-secret key pair (𝑝𝑘, 𝑠𝑘),
Encryption-decryption (𝐸𝑛𝑐, 𝐷𝑒𝑐), Hash value (ℎ), Liquid democ-
racy voting (𝐿𝑞𝐷𝑒𝑉 ), and per-sample value function (D𝑉𝑎𝑙𝑢𝑒 )

Definitions: The willing-to-pay function (𝑊𝑇𝑃 ) is defined by a
data consumer that specifies a threshold value. In our use case, this
threshold value is the required model accuracy after training.
[𝑆𝑠𝑘 (𝑚) → 𝜙 ] signature algorithm 𝑆 generates the signature 𝜙
of message𝑚 with secret key 𝑠𝑘 . [𝑉𝑝𝑘 (𝜙,𝑚) → 0, 1] verification
algorithm 𝑉 that verifies the signature 𝜙 with public key 𝑝𝑘 .
The model training workflow of the proposed marketplace, also
shown in Figure 1, mainly consists of the following steps: (i) Stake-
holder registration (ii) Asset registration (iii) Training proposal (iv)
Training transaction

Algorithm 1 Stakeholder Registration

1: DP← (DP𝑝𝑘 ,DP𝑠𝑘 ), DC← (DC𝑝𝑘 ,DC𝑠𝑘 ), I← (I𝑝𝑘 , I𝑠𝑘 )
2: L← {DP𝑝𝑘 ,DC𝑝𝑘 , I𝑝𝑘 }

(1) Stakeholder registration: To register themselves, the stake-
holders generate a public-secret key pair (𝑝𝑘, 𝑠𝑘) and broadcasts
their public key (𝑝𝑘) to the blockchain as shown in Algorithm 1.
(2) Asset registration: The stakeholders use the asset registration
function to register their digital assets (datasets and model) on the
marketplace as shown in Algorithm 2. The encrypted assets are
stored on a decentralized cloud and their respective hash values
are stored on the blockchain.

The asset owners: (i) encrypt the assets with their private key,
and then with the isolated environment’s public key, (ii) upload
the encrypted asset to decentralized cloud storage which returns a

hash value, (iii) create an XML file that includes asset hash values,
location preferences, and license specifications, (iv) signs the XML
file and submits to the blockchain. After verifying the signature,
the XML file is redirected to an isolated environment for off-chain
metadata computation.

The isolated environment: (i) fetches the encrypted asset from
decentralized storage, (ii) decrypts the asset using its secret key,
and then with the asset owner’s public key, (iii) generates the meta-
data3, (iv) uploads the metadata 4 to decentralized cloud storage
and receives hash value, (v) the metadata hash is redirected back
to the blockchain where the asset will be registered. The success-
ful metadata generation assures that the isolated environment can
access and process the asset.

Algorithm 2 Asset Registration
1: AO :
2: A𝐸𝑛𝑐 ← 𝐸𝑛𝑐 (𝐸𝑛𝑐 (A,AO𝑠𝑘 ), I𝑝𝑘 )
3: ℎA𝐸𝑛𝑐 ← D𝑆𝑡𝑜𝑟𝑎𝑔𝑒 (A𝐸𝑛𝑐 )
4: 𝑀𝑥𝑚𝑙 ← (ℎA𝐸𝑛𝑐 , 𝑝𝑟𝑒 𝑓 𝑒𝑟𝑒𝑛𝑐𝑒𝑠)
5: L← 𝜙 ← 𝑆AO𝑠𝑘 (𝑀𝑥𝑚𝑙 )
6: L : I
7: if 𝑉AO𝑝𝑘 (𝜙,𝑀𝑥𝑚𝑙 ) → 𝑇𝑟𝑢𝑒 then
8: ℎA𝐸𝑛𝑐 ← I(𝑚𝑋𝑀𝐿);A𝐸𝑛𝑐 ← D𝑆𝑡𝑜𝑟𝑎𝑔𝑒 (ℎA𝐸𝑛𝑐 )
9: A𝐷𝑒𝑐 ← 𝐷𝑒𝑐 (𝐷𝑒𝑐 (A𝐸𝑛𝑐 , I𝑠𝑘 ),AO𝑝𝑘 )
10: A𝑀𝐷 ← ME𝐺𝑒𝑛 (A𝐷𝑒𝑐 );ℎA𝑀𝐷

← D𝑆𝑡𝑜𝑟𝑎𝑔𝑒 (A𝑀𝐷 )
11: L← ℎA𝑀𝐷

12: else
13: 𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 − 𝑅𝑒 𝑗𝑒𝑐𝑡𝑒𝑑
14: end if

(3) Training proposal: The data consumers use the training pro-
posal function to negotiate the dataset price with data providers,
presented in Algorithm 3. An approved training proposal is a pre-
requisite to initiating a training transaction which also serves as
an agreement between data consumers and data providers.

The data consumers: (i) analyzes the publicly available metadata
of the marketplace and curate a customized dataset, (ii) create an
XML file that includes hash values of selected data samples, defines
the WTP function, and an initial offering price, (iii) signs the XML
file and sends it to the blockchain.

The blockchain verifies the signature, then conducts a one-to-
many liquid democracy-based price negotiation voting round be-
tween data consumers and data providers 5. If the stakeholders
reach a consensus on the dataset price then the training proposal
is said to be approved and recorded on the blockchain.
(4) Training transaction: The data consumers use the pre-approved
training proposal to invoke the training transaction function as
shown in Algorithm 4, which is responsible for enforcing the trans-
actions that include collecting training cost from the data consumer
3Data asset metadata consists of image resolution, size, file type, histograms, perceptual
hash, and other features. Model asset metadata consists of model size, computational
complexity, and chosen training hyper-parameters.
4Since the metadata is public, there is no need for encryption.
5Each training proposal is considered as a policy, and respective data owners will have
the voting power to make a collective decision. The votes are weighted according to
the number of data samples owned by a data provider in the selected dataset. The data
owners can either participate directly in the voting process or can delegate their vote
to a third party.
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Figure 1: The model training workflow of the Vision-Sovereignty Data Marketplace (ViSDM)

Algorithm 3 Training Proposal
1: DC :
2: D𝑀 ← {𝑑𝑚𝑑1, 𝑑𝑚𝑑2, . . . , 𝑑𝑚𝑑𝑛}
3: D𝐶 ← 𝐴𝑛𝑎𝑙𝑦𝑧𝑒 (D𝑀 ); D𝐶 ∈ D𝑀
4: 𝑀𝑥𝑚𝑙 ← (D𝐶 ,𝑊𝑇𝑃, 𝑃𝑟𝑖𝑐𝑒)
5: L← 𝜙 ← 𝑆DC𝑠𝑘 (𝑀𝑥𝑚𝑙 )
6: L :
7: if 𝑉DC𝑝𝑘 (𝜙,𝑀𝑥𝑚𝑙 ) → 𝑇𝑟𝑢𝑒 then
8: if D𝑐𝑜𝑠𝑡 ← 𝐿𝑞𝐷𝑒𝑉 (DC,DP) then
9: L← D𝑐𝑜𝑠𝑡
10: else
11: T𝑃𝑟𝑜𝑝 − 𝑅𝑒 𝑗𝑒𝑐𝑡𝑒𝑑
12: end if
13: else
14: 𝑇𝑟𝑎𝑛𝑠𝑐𝑎𝑡𝑖𝑜𝑛 − 𝑅𝑒 𝑗𝑒𝑐𝑡𝑒𝑑
15: end if

on behalf of the cloud provider, validating the WTP function and
distributing the rewards between the data providers.

The data consumer: (i) signs and initiates the training transaction,
(ii) blockchain verifies the training transaction signature and uses
an isolated environment to calculate the training cost (iii) then
the data consumer pays the data and training cost, (iv) blockchain
verifies the payment and initiates the isolated environment for
model training.

Isolated environment: (i) completes the model training process,
(ii) validates the WTP function with the trained model, (iii) if the
WTP function is not satisfied, then the data cost is refunded 6 to
the data consumer and the transaction is said to be completed.
On the other hand, if the WTP function is satisfied, then the data
consumer will receive the trained model and the data set price is
distributed among the data providers based on the per-sample data
value calculation function. Since the token distribution is recorded

6Irrespective of the WTP function, the data consumer always needs to pay the model
training cost to the cloud providers.

Algorithm 4 Training transaction
1: DC : L, I
2: L← 𝜙 ← 𝑆DC𝑠𝑘 (T𝑃𝑟𝑜𝑝 )
3: if 𝑉DC𝑝𝑘 (𝜙,T𝑃𝑟𝑜𝑝 ) → 𝑇𝑟𝑢𝑒 then
4: T𝑐𝑜𝑠𝑡 ← I(T𝑃𝑟𝑜𝑝 ) ; L← 𝜙 ← 𝑆DC𝑠𝑘 (D𝑐𝑜𝑠𝑡 + T𝑐𝑜𝑠𝑡 )
5: if 𝑉DC𝑝𝑘 (𝜙, (D𝑐𝑜𝑠𝑡 + T𝑐𝑜𝑠𝑡 )) → 𝑇𝑟𝑢𝑒 then
6: I← 𝑇𝑃𝑟𝑜𝑝
7: else
8: 𝑃𝑎𝑦𝑚𝑒𝑛𝑡 − 𝐹𝑎𝑖𝑙𝑒𝑑
9: end if
10: else
11: 𝑇𝑟𝑎𝑛𝑠𝑐𝑎𝑡𝑖𝑜𝑛 − 𝑅𝑒 𝑗𝑒𝑐𝑡𝑒𝑑
12: end if
13: I : L,DC,DP
14: M← D𝐶
15: if𝑊𝑇𝑃 → 𝑇𝑟𝑢𝑒 then
16: M𝐸𝑛𝑐 ← 𝐸𝑛𝑐 (𝐸𝑛𝑐 (M, I𝑠𝑘 ),DC𝑝𝑘 )
17: ℎM𝐸𝑛𝑐

← D𝑆𝑡𝑜𝑟𝑎𝑔𝑒 (M𝐸𝑛𝑐 ) ; L← ℎM𝐸𝑛𝑐

18: {𝑑𝑣𝑎𝑙𝑢𝑒1 , 𝑑𝑣𝑎𝑙𝑢𝑒2 , . . . , 𝑑𝑣𝑎𝑙𝑢𝑒𝑛 } ← D𝑉𝑎𝑙𝑢𝑒 (M,D𝐶 )
19: {𝑑𝑣𝑎𝑙𝑢𝑒1 ∪ 𝑑𝑣𝑎𝑙𝑢𝑒2 ∪ . . . ∪ 𝑑𝑣𝑎𝑙𝑢𝑒𝑛 } = 1
20: DP← D𝑐𝑜𝑠𝑡 ∗ {𝑑𝑣𝑎𝑙𝑢𝑒1 , 𝑑𝑣𝑎𝑙𝑢𝑒2 , . . . , 𝑑𝑣𝑎𝑙𝑢𝑒𝑛 }
21: else
22: DC← D𝑐𝑜𝑠𝑡
23: end if

on the blockchain, every training round generates scores for the
data samples thus contributing to the metadata.

From a data provider’s perspective, every training transaction
can be viewed as the lottery round because the contribution of their
data samples to the trained model is not known before the training
process. Moreover, the data providers will have the flexibility to
choose where their data stays, who can train models on their data
and can leave the marketplace with their data at any time.
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3.4 Requirements mapping
The system design satisfies the requirements defined in Section 3.2
in the following ways:

(Req. 1) Data access method: the data consumers can only train
models on the data and are not allowed to access raw data, the com-
putations are performed in an isolated environment thus protecting
the sovereignty of both data and training model.

(Req. 2) Data pricing: is decided collectively by data providers
through liquid democracy-based voting. Also, by adopting a WTP
function, the data consumer will only pay the data price based on
the usefulness of the trained model.

(Req. 3) Data Quality: is maintained by the per-sample value
calculation functions which penalize the noisy data and reward the
quality data through detecting noisy labels [39, 49].

(Req. 4) Governance: of the marketplace is transparent in nature
by adopting smart contracts and decentralized storage. Further, the
stakeholders will be provided with the option of choosing their
preferred cloud provider for the isolated environments.

(Req.5) Regulatory compliance: If data cannot be combined at
one node due to legal regulations, then federated learning methods
are adopted for model training. Thus it would comply with the
corresponding regulations.

3.5 Security threat analysis
In a crowdsourcing marketplace such as ViSDM, it is not feasible to
supervise and verify every single actor and transaction. Therefore,
including necessary security checks in the system is critical to
establish trust and securing the marketplace.

This section focuses on analyzing the system to identify the
potential threats and their countermeasures. There are two types of
possible attacks: (1) System attacks and (2) Domain-specific attacks.
(1) The system attacks: are common security attacks for opera-
tional systems irrespective of the domain. These attacks include:

(i) Man-in-the-middle (MIM) attack: is prevented by using public-
key encryption and digital signatures.

(ii) Distributed denial of service (DDoS) attack: since stakehold-
ers need to stake gas fees to create transactions, the chances of
DDoS attacks are very less, unless someone is spending a signifi-
cant amount of money to create multiple transactions. The use of
decentralized cloud services for data storage will help in mitigating
the load out of the system. However, the dependency on the cloud
provides might also be a caveat for such attacks.

(iii) Blockchain attacks: while the system inherits the security
features such as data provenience, transparency, and immutable
properties of blockchain technologies, at the same time there are
additional risks due to it. The proposed system deals with Sybil
attacks by restricting the user’s capabilities to interact with the
system. Only the legit data owners who contribute data and data
consumers who stake money are allowed to make primary interac-
tions within a system. By deploying the smart contracts on a public
blockchain the chances of a 51% attack decreases.
(2) Domain-specific attacks: are specific to the operating domain,
i.e., computer vision and crowdsourcing data marketplaces.

Malicious data providers will try to monetize by flooding the
marketplace with low-quality data.

(i) Noisy and low-quality data: will negatively affect the training
model’s learning capacity and accuracy. The per-sample value cal-
culation functions will help in identifying these noisy samples after
training. Moreover, data consumers can also recognize noisy data
before training by analyzing the metadata features.

(ii) Duplicate data: can increase the data volume by creating
multiple variants of a sample using data augmentation techniques
such as rotation, crop, contrast, saturation, and so on which will
not contribute much to model training. An image similarity check
is implemented using perceptual hashing (pHash) and hamming
distance techniques. Unlike cryptographic hashing techniques, the
pHash values exhibit minute changes for similar images. The data
consumers can select the required level of variance between indi-
vidual data samples based on their requirements.

(iii) Trust and reliability: is often vital for data consumers for
training models on quality data samples which leaves them un-
certain about experimenting with new data samples. Quality data
samples can be identified by reviewing the scores obtained during
previous training rounds. If the marketplace hosts enough quality
data samples, it will be hard for newly uploaded data samples to be
selected for the training rounds. The marketplace aims to conduct
frequent training rounds on new data samples to update their scores
which in turn highlights the quality of newly uploaded samples.

Malicious buyers will try to copy the training data by submitting
malware scripts and performing reconstruction attacks.

(iv) Malware scripts: can be used by the data consumer to copy
the data if they are allowed to define their training pipeline. The
marketplace employs a pre-defined training pipeline to secure the
training data by restricting access to the training-node memory.
The data consumers should follow a particular syntax while sub-
mitting their training model. Moreover, an additional model design
check is implemented to check the parameters and computational
complexity of the training model.

(v) Reconstruction attacks: can be applied by the data consumers
to retrieve the training data from the trained model. A differential
privacymodule is adopted in the model training pipeline that allows
adding a pre-defined level of random noise (𝜖) to protect the privacy
of the training data.

4 DISCUSSION AND EVALUATION
Here we discuss a couple of challenges for ViSDM to succeed. We
also present a brief comparative analysis that includes three types
of alternative marketplaces.

4.1 Open challenges
Though our proposed architecture addresses the defined require-
ments, some open challenges need improvements, that includes:

(1) Isolated environments: The proposed architecture executes off-
chain computations by relying on an isolated environment provided
by centralized cloud services. In an ideal scenario, running these
off-chain computations in a decentralized way improves trust and
transparency. However, the current research on training neural
networks in trusted execution environments (TTEs) [15, 30] and
on homomorphically encrypted data [18, 27] is still limited to small
datasets and models.
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Table 1: Feature comparison with alternative marketplaces

Marketplace Decentralized Fixed reward Data access Credibility Data validation Sovereignty

ViSDM Yes No Compute only Third party Algorithmic Yes
Datum[16], IOTA[10] Yes No Direct download Consumer Two-way rating No
Ocean Protocol[38] Yes No Compute only Provider Two-way rating Partial

Clickworker[3] and Similar[4, 29] No Yes Direct download Provider Peer review No

(2) Decentralized Organizations (DAOs): If the voting power is
distributed among multiple people, the one-to-many price negotia-
tion might take a long time to reach a consensus. In addition, people
might lack the necessary economic skills to evaluate the data by
themselves. Here, there is a scope for introducing DAOs within the
marketplace that allows people to form groups and increase their
standard voting power. If we view the data as capital, these DAOs
act as hedge funds.

4.2 Comparison with existing alternatives
Table 1 compares proposed marketplaces with existing alternatives
on feature dimensions such as decentralized, fixed reward, data ac-
cess method, credibility on the stakeholder, data validation method,
and data sovereignty.

The Datum [16], and IOTA [10] marketplaces are introduced
with the main goal of empowering end-users to control their per-
sonal and IoT device data, respectively. The users can choose who
can access their data and how it is being used. However, by allow-
ing direct access to the raw data, these marketplaces rely on the
credibility of the consumer to not resell the data.

The Ocean Protocol [38] data marketplace introduced a compute-
to-data method that allows consumers to run computations over
the data while limiting access to raw data, thus protecting data
sovereignty. Since the training model is also considered an asset in
the AI marketplace use case, this marketplace relies on the credibil-
ity of the data provider to keep the model private.

The Clickworker[3], Scale[4], and Toloka[29] are centralized
marketplaces that use crowdsourcing techniques to annotate the
raw data provided by consumers. However, by distributing raw
data to many people, there is a risk of leaking the data samples.
Unlike decentralized marketplaces, these marketplaces compensate
users with a fixed reward for their completed tasks.

The ViSDM alleviates the need to rely on data providers and
consumers by employing isolated environments to perform compu-
tational tasks, thus protecting the data and the model’s sovereignty.
Moreover, Datum [16], IOTA [10], and Ocean Protocol [38] follow
a two-way rating system that allows both the data provider and
consumer to provide feedback to each other. These scores serve as
a metric to interpret the stakeholder’s trustworthiness. Besides, the
ViSDM proposes using pre-established deep learning methods to
calculate the scores without a human intermediary.

4.3 Conclusions and Future work
This paper aims to present a sovereign architecture of a crowd-
sourcing AI marketplace while highlighting its potential through
implementing a proof-of-concept that involves the participation of
real-world business entities.

Figure 2: Technology readiness level (TRL) chart

Figure 2 presents the technology readiness levels (TRLs) chart
of the ViSDM. Section 3.2 presents the requirements to design the
marketplace and Section 3.3 offers the marketplace’s architecture
and model workflow. Section 3.5 provides a security threat analysis
along with the implemented countermeasures. From Section 3.2,
3.3, 3.5, the current marketplace falls under TRL 1-3.

The future road map towards deployment is followed by TRL 4-6:
Testing the smart contract on a functional blockchain (Ethereum)
and TRL 7-9: Extending the proof-of-concept to include multiple
tasks, Integrating the ViSDM into the parent AI marketplace, and
testing with buyers and sellers.

The success of the proposed marketplace will impact the AI
deployment process by providing everyone with access to high-
quality data. It empowers people to collect quality data by offering
incentives. Organizations can use the data to train robust models
or to validate the model performance before deploying them in
safety-critical domains. It has the potential to impact AI research
by providing open-source datasets and benchmarking tools.
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