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Abstract 
 

There has been considerable amount of work done in the past decade by different 

biometric vendors as well as researchers in order to improve the accuracy of both 

biometric data collection systems as well as the underlying algorithms to perform 

different mapping and matching. Biometric Facial recognition systems are 

continuously improving with advancements in technology as well as decreasing 

hardware costs.  However, in order to develop efficient biometric facial recognition 

systems, organizations must take into account different technical issues which 

include reliability, usability, interoperability as well as data collection, dissemination 

and evaluation of such systems.  Adherence to standards is a key for interoperable 

systems and user acceptance along with trust can lead to easy deployment of such 

facial biometric systems in a society.  These technical as well as social issues were 

identified by regular discussions with the Chairman and members of Swedish 

National Biometric Association’s  and conducting interview sessions with different 

biometric companies who are specially dealing with face recognition biometric 

systems and are supplemented with a thorough literature review of the state of art 

research practices within face recognition domain. 

 

Keywords: Biometrics, facial recognition systems, technical issues, 

social issues 
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What is Facial Recognition Biometric Systems 
 

Biometrics is the automated means of recognizing a living person through the 

measurement of distinguishing physiological or behavioral traits [30]. 

Face recognition is something people can usually do without any complexity, but still 

is a challenge in the area of computer science and computer vision. 

 

Last 20 years research is just beginning to yield useful technological solutions. As a 

member of biometric family face recognition biometric system has a number of 

significant properties which attracts the research into practical.  

 

Over the past decade or so, there has been considerable amount of work done by 

different biometric vendors and organizations.  Their focus has been to increase the 

accuracy of both biometric technologies for collecting biometric data (e.g. finger 

prints, face recognition) as well as algorithms for biometric mapping and matching 

[7]. 

 

One of the earliest works in face recognition was reported by Bledsoe [9]. In his 

work, a number of different points were located on the face. Then, given a set of 

feature point distances of an unknown person, a person was identified by employing 

nearest neighbour or other classification methods. Similar approaches were applied in 

a number of studies afterwards.  Those studies used different methods to characterize 

the face in terms of distances and angles between points e.g. eye corners, mouth 

extremities, etc. 

 

                                             

 
 

Still images, different video sequences, stereo range images etc are few possible 

ways of making face recognition [8].  Two dimensional (2D) and three dimensional 

(3D) are two different kinds of facial recognition systems with 3D systems being one 

of the newest trends [7]. However 2D biometric systems are the most important in 

scientific research field as well as in the commercial products supplied by different 

vendors. 2D systems are also being developed further with an interesting 

development in the fusion of technologies, which includes skin recognition [7]. This 
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approach is proving to be highly successful in challenging the alleged accuracy limits 

of 2D facial recognition technology. 

 

The emergence of 3D facial recognition biometric systems are an attempt to 

correct some of the problems associated with 2D systems. Some of the problems of 

2D systems include image degradation that comes with poor lighting conditions, 

movement, and poor alignment of the head [7] as well as face tilt, pose, texture and 

face shape [10,11].  

 

3D technology use measurements taken from the skull curvature and facial 

features in addition to any surface features, e.g. 2D system might measure the 

distance between persons’ eyes, whereas 3D system might measure the curvature of 

eyes relative to the nose bridge. Also in order to capture facial features that do not 

change over time, 3D systems are also better equipped. Such features include the 

bridge of one’s nose (not the cartilage itself) and eye sockets [7].   

 

One should however be aware these modern systems are not able to correct all the 

problems associated with a 2D system which includes recognising a person who 

might be wearing a wig, or a fake nose, and/or glasses. Another disadvantage among 

3D biometric systems is that the cameras required for 3D capture are very expensive 

relative to those used for 2D capture, and the higher level of accuracy obtained has 

not been proven relative to this increased cost [7].  One can safely argue that perhaps 

the greatest benefit to facial recognition systems is the fact that they are not nearly as 

invasive (See Chapter 4) as other biometric technologies [12]. However, the 

disadvantages can be great, particularly with respect to certain applications.  First and 

foremost, a person’s face can change, or be changed using plastic surgery, or over 

time because of aging. Eyebrows can be waxed, and noses and cheekbones can be 

reconstructed.  Also different kinds of disguises can be worn to bring changes into 

the face and its features [7].  These changes make facial recognition less appealing 

for one to many situations which includes surveillance scenarios, where criminals 

will often be sought out in crowds. 
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1.1 Background 
 

Biometrics is defined as “The application of computational methods to biological 

features, especially with regard to the study of unique biological characteristics of 

humans” [1].  Therefore Biometrics has become synonymous with the verification of 

human identities based on their individual characteristics.  With the advancement in 

computer technology, the process of biometric identification and authentication has 

been partially automated. 

 

                                   
 

                                    

Verification in the context of biometrics means that if the person is actually the 

same who he/she claims to be.  This is done by comparing an already stored 

biometric data against an actual physical biometric as read by a physical device; a 

scanner [1].  Therefore, it is strictly a one-to-one comparison between scanned and 

stored data.  In contrast to that, identification relates to who the person is.  The 

process of identification is performed by comparing a scanned biometric data with a 

previously stored biometric data [1].  If the person is not registered, he/she can be 

registered in the system and if the person is already registered then he/she can be 

identified.  Physical characteristics of biometric data might include e.g. fingerprints, 

retina and iris scans, face recognition and patterns, voice recognition and hand 

measurements etc. 
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As humans have an innate tendency to recognize other human faces, it would seem 

easier to design a system through which computers would recognize human faces as 

well. Thus, the main advantage of the automatic human face recognition is the user 

friendliness because it seems more simple and easy to understand for us.  Usage of 

biometric face recognition includes healthcare [2], defense and law enforcement 

agencies [3], high tech industry [4] and energy sector, education and finance.  

Possible uses and application of the facial biometric applications include highly 

secured premises (e.g. defense areas, nuclear plants), mission critical applications 

(e.g. nuclear warheads), bank offices and ATM’s, Personal computer and network 

access, entertainment industry and physical access to name a few.  Therefore, the 

demand for user-friendly, reliable, proactive, high performance and highly 

interoperable biometric devices is growing exponentially.  However, pervasive and 

widespread use and deployment is a very challenging task and is often plagued by 

many social [5] and technological factors [1] 
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Chapter 2 

Problem definition/Goals 
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2.1          Problem definition/Goals 
 

The main emphasis of the thesis work is to identify the potential social as well as 

technological issues in the development of biometric systems in a society by focusing 

on the face recognition biometric systems. 

Also the thesis work would like to explore ways in which such biometric systems can 

be deployed in a society and how resistance can be minimized and averted.  

These questions hold a great significance because such systems are becoming more 

and more important and are penetrating our lives.  Therefore, it is a high time that we 

study their potential affects and possible ways of adapting them to our real life needs 

and improve their efficiency. 

 

2.2 Research Questions 
 

• What are the social and technological issues in developing face recognition 

biometric systems? 

• What is the current research state in facial recognition? 

• What are the technical difficulties with facial recognition surveillance? 

• Where could facial recognition systems be useful? 

• Does the usage of facial recognition violate protected privacy rights? 

• How can we overcome the difficulties of implementing facial recognition 

biometric systems? 

 

2.3 Expected outcomes 
 

This thesis work will help getting in a deeper understanding of different social and 

technological issues in the development, deployment and usage of biometric 

technologies. 

By getting extended information about the aforementioned issues, author hope to 

provide guidelines to the scientific community which can lead to safer, more reliable 

and efficient systems which can be developed more effectively. By identifying social 

issues, we will not only be able to develop but also to incorporate and implement 

biometric systems in our societies with less resistance. By focusing identified issues 

author will try to overcome the current difficulties in facial recognition.  
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Chapter 3 

Methodology 
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3.1          Research Methodology 
 

Swedish National Biometric Association (SNBA) has experience in biometric 

industry.  The author already conducted different conversation sessions and 

conducted an interview with the chairman and some members of SNBA in order to 

identify potential technological and social issues in developing biometric systems.  A 

formal interview was conducted with Chairman SNBA and relevant people from 

other member companies of SNBA by the author in order to get first hand 

information about their experience in developing such a system.  In addition to that, 

another telephone interviews with the professionals of six companies from Sweden, 

Denmark, Pakistan and Tajikistan. Around thirty interviewees were interviewed 

during the thesis period including formal and informal interviews. Professionals from 

different companies who are directly and indirectly involved in the biometrics and 

specially face recognition biometrics are interviewed to identify potential 

technological issues experienced by the team in developing such a system. Biometric 

users were interviewed to know the significance of such issues in the deployment. 

Based on the interviews, data was gathered and analyzed.  Author already conducted 

thorough literature review to identify different social issues; thereby adding to the 

originality of the research and minimizing bias and improving validity of the 

research. Overall author followed qualitative research methodology to achieve the 

goals of thesis work. 

 

The data is analyzed after getting thorough interviews and thorough literature review. 

Data compiled by creating different sheets at the end of all interviews and graphs 

were generated based on the data collected to understand the results and to present 

the results for reader. Details about data analysis will be discussed in chapter 7.   
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Chapter 4 

Theoretical work 
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4.1         Technological Issues 
 

This section highlights some of the technical issues which the organizations must 

take into account while developing and/or deploying different type of facial 

recognition biometric systems.  These can also be used as a checklist by 

organizations before developing such systems.  Also organizations can use it as 

checklist before buying biometric systems and using or implementing them in their 

organization.  These issues were also highlighted during the two interviews with the 

Chief Technology Officer (CTO) as well as the Chief Executive Officer (CEO) of 

OBL conducted by the authors.  In addition to that, these factors are supplemented by 

a thorough literature survey. 

 

4.1.1 Reliability 

 

Nowadays face recognition is gaining great attention from different research 

corners with respect to other biometrics, because it represents a good compromise 

between reliability and user acceptance. While this growth is largely driven by 

emerging application demands, which includes identification for law enforcement 

and authentication, for banking and security system access; the recognition task is 

difficult because of image variation in terms of position, size, expression, and 

pose [14].  Therefore it is really important to develop highly reliable systems in 

order to get higher user acceptance so that they can be easily deployed at the 

specified locations. In addition to that, accuracy of a given biometric 

implementation is sensitive to the target population. Therefore in order to apply a 

biometric technology to a personal identification application successfully, it is 

important to understand and evaluate the technology in the context of the target 

application and the target population [8]. 

 

 

4.1.2 Usability 

 

International Standards Organisation (ISO) defines usability as “The extent to 

which a product can be used by specified users to achieve specified goals with 

effectiveness, efficiency and satisfaction in a specified context of use.” [16]. The 

ISO forms a useful standard against which biometric schemes can be assessed, as 

these biometric systems being implemented are products. The current academic 

and commercial focus on biometrics comes from the search for authentication 

techniques. These techniques may offer better security in a world alluring more 

people with non-technical backgrounds in more IT-related or IT-enabled physical 

and virtual environments [17] or other static or mobile environments.   Therefore 

it is of paramount importance that different facial recognition biometric systems 

should be user friendly and have greater percentage of usability to be employed 

and deployed at different organizations.  Also for different facial recognition 

biometric systems to become practical, the difficulty of its usage and learning 

how to use (training) must be explicitly addressed during its development in the 

context of target application and potential users [8]. 
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4.1.3 Ease of Implementation 

 

 

Ease of implementation is an important determinant of consumer acceptance.  

Ease of implementation can include both implementing i.e. developing a system 

along with the implementation i.e. deployment of such a system in a particular 

place or society.  For the systems to be easily implemented, the biometric vendors 

as well as customers should keep into account factors like specific requirements, 

environmental susceptibility, system verification and validation based on the 

system requirements.  It should also include system phasing and also future 

planning for upcoming technology [18].  Therefore it is extremely important to 

support the evaluation of different facial recognition biometric systems in 

realistic environments and contexts.  This will help in facilitating the integration 

of such systems into end-to-end solutions and will encourage innovation along 

with development of inexpensive and user-friendly systems [8]. 

 

 

4.1.4 Cost 

 

With biometric technology getting its place in security markets, companies 

and end users who are willing to apply it should look for the realization of certain 

current trends and goals.  The organizations can tie single enrollment processes 

regardless of as to where it happens.  This can help people to apply single 

identities across their enterprise.  The factor of cost can therefore be minimized.  

The cost can include both development cost as well as deployment cost.  The 

development cost can include buying proprietary facial recognition engines.  In 

addition to that, the cost of developing solutions based on the facial recognition 

engine.  In case of deployment cost, the organizations should look for their needs 

first.  The deployment costs can include costs of buying equipment capable of 

capturing facial images e.g. cameras, equipment for processing of those images 

along with their storage. It also includes cost for installation and training costs.  

In addition to that, software system and maintenance along with operation costs 

should be added [8]. 

 

4.1.5 Standards 

 

Standards are extremely important to the growth and acceptance of industries 

[19]. In order to promote different standards in biometric technology, the BioAPI 

Consortium was formed in 1998. The Consortium has initially developed a 

widely accepted Application Programming Interface (API) that defines a generic 

way of interfacing with various biometric technologies and applications. BioAPI 

Consortium specification version 1.0 was approved and published in March 2000. 

Version 1.1 [20] of the specification was released in March 2001. BioAPI 2.0 is 

published by ISO in the July 2007.  A common BioAPI specification will hasten 

adoption of biometric technologies for a wide range of commercial applications. 

The main contribution of BioAPI specification is providing simple biometric 

application interfaces, standard modular access to biometric functions, algorithms 

and devices, standard methods of differentiating biometric data and device types, 

and support for biometric identification in distributed computing environments 

[20]. The specification has defined API for application developers and Service 



  18 

Provider Interface (SPI) for biometric technology developers [21]. Therefore, to 

develop user friendly systems, adherence to standards is extremely important.  By 

following standards, issues of interoperability (Section 4.1.6) can also be 

minimized and it would be easy to implement and implant those systems in an 

organization. 

 

4.1.6 Interoperability 

 

Biometrics has been around for two decades or more in laboratories around 

the world.  It has also been luminous in the eyes of IT security marketing people 

for almost as long, but only recently were any great headway made in the field. 

However the recent growth, mostly in government applications, has created 

significant problems. One of the most notable problems is interoperability and 

integration into IT security management that threatens to inhibit take up within 

the commercial sphere. The US scheme has highlighted many of the problems 

associated with biometric schemes, notably the lack of standards along with the 

proliferation of different incompatible technologies and products [22].   

According to the US Scheme the 27 countries are required to embed passports 

with biometric chips, incorporating a physical trait.  In this case there was also 

the issue of developing slim biometric chips for the new high technology 

passports that the 27 countries would have to issue to those of their citizens who 

did not want US visas.  One of the main problems that came up was that unless 

the US insists all visa waiver countries standardise on a single biometric 

technology, it would need to install more than one reader at each point of entry.  

This will increase both the cost of the scheme and ongoing complexity of 

passport checking [22].  Thus it is really important to keep into account this 

factor while developing and deploying different facial and/or other biometric 

identification systems which adhere to standards as well to minimize the issue of 

interoperability. 

 

4.1.7 Data Collection 
 

In order to collect data, the biometric feature (i.e. face) is presented to the 

sensor (e.g. a camera).  This is responsible for capturing the biometric feature to 

be stored initially and then analyzed based on application context.  Therefore it is 

really important for the biometric characteristic to be discriminate and stable over 

time. The degree of cooperation required from the user, and the environment at 

which data collection will take place, must be taken into account when designing 

a facial recognition biometric system in order to introduce as least variation as 

possible in the data collection step [8]. In order to collect data for facial 

recognition biometric systems, image degradation that comes with poor lighting 

conditions, face movement, and poor alignment of the head [7] as well as face 

tilt, pose, texture and face shape [10,11] present a considerable challenge and 

should be accounted for during  the development of such a system. 

 

4.1.8 Data Transmission and Storage 
 

Biometric data collection and processing, in many cases are carried out at 

different locations. Therefore, it requires some kind of transmission of data.  

Also, data compression may be required to minimize transmission bandwidth. 
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Data is collected at a certain location, and transmitted to another where 

processing will be held (feature extraction, storage, decision, etc.). Compression 

standards exist for fingerprints, facial imaging, speech, etc. [23]. Therefore it is 

important to design a system which has different modules for data collection, data 

transmission, pattern matching and its storage.  The signal processing module in a 

facial recognition biometric system might convert the original data (or maybe the 

degraded data after compression and expansion) into a feature vector, trying to 

preserve all the discriminant information which could be used to distinguish two 

different individuals, and removing all redundant information [8].  The main 

purpose of feature extraction is to create a compact representation of the 

biometric information suitable for the pattern matching module, which compares 

the extracted feature vector to some number of stored feature vectors, one by one, 

resulting in a numerical measure that quantifies the degree of similarity between 

the compared patterns. Feature extraction and pattern matching is the core of all 

biometric technologies, and these processes are designed to achieve as much 

separability as possible.  Similarly data storage contains the templates 

corresponding to every user enrolled in the system. This database may be 

centralized or somehow distributed [8]. 

 

4.1.9 Evaluation and Testing 
 

Evaluating performance through credibility, objectivity and standardization is 

extremely important for the adoption of facial recognition biometric systems. The 

performance of individual biometric modules as well as the whole system should 

be evaluated. [24,25]. In general, for an evaluation to be accepted by the 

biometric community, the details of the evaluation procedure must be known, as 

well as the evaluation protocol, performance results, and representative examples 

of the data set [24].  The testing information will help anyone to repeat the 

evaluation thereby adding to its credibility and developing more trust into the 

application. It is also important that the evaluation itself is not too easy or too 

hard, so that the results are useful for comparison and evaluation of a system 

abilities or weaknesses [8].  

For most important biometric technologies, there are public open 

competitions which are probably the best biometric technology evaluations. In 

these competitions, several biometric identification systems are tested and 

compared using a common data set and a well-defined testing procedure [8]. A 

very fine example of these competitions within face recognition is the face 

recognition technology (FERET) evaluation. These tests, which first took place in 

August 1994, make use of the FERET database (whose collection began in 1993 

and has been growing ever since) a fixed testing procedure, and have become a 

de facto standard for comparison between different technologies for face 

recognition from still images [26]. 
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4.2 Social Issues 
 

Following are some of the social issues which the organizations should take into 

account while developing as well as deploying different facial recognition biometric 

systems in a society. 

 

4.2.1 User Acceptance 

 

If we thoroughly study the biometric technology then we see that biometric 

recognition is probably the most convenient system as compare to other alternate 

systems, because user has a need for increased security and believe that facial 

recognition biometric system increase security if accuracy is good [31]. However, 

computers do not perform as well as humans. Although great progress has been 

made and continues to, the time has come when computers easily recognize us 

from our faces [8]. If we will introduce authentic face recognition system in our 

society then there is high probability that people will accept the system and feel 

comfortable to use such system.  

 

4.2.2 Trust 

 

Organisations and companies dealing with biometrics must do a proper plan to 

introduce the system in the society. The technology and the advantages of this 

technology should be communicated to consumers, the very audience and get their 

full confidence and address their concerns regarding the use of face recognition 

system. The main reason behind the lacking of trust is fear or suspicion about how 

these technologies work and the disadvantages of this system. This is just because of 

a lack of knowledge regarding these technologies, that can be overcome when these 

systems are easy to understand and identify verification is convenient and user 

friendly [13]. It is very important to motivate the consumer and get their confidence 

and trust about the need of biometric technologies. By educating people we can 

increase the trust on the system.  

 

4.2.3 Privacy 

 

Now a day consumers are looking for top security controls and efficient technologies 

to protect personal information and verify identity reliably and conveniently. 

Biometrics have emerged as top technologies that consumers feel will have the 

greatest success in strengthening data security and protecting against identify theft. In 

fact, 92% of UK consumers and 69% of US consumers would prefer that banks, 

credit card companies, healthcare providers and government organisations adopt 

biometric technologies, as compared to other protection measures such as smart card 

readers, security tokens or passwords/ PINs, to safely and quickly verify their 

identities [13]. 

In the broader sense, it is significant to have a privacy policy and a body which will 

take care of such issues and take notice of usage and controls, which will limit on 

sharing information and educational information for participating individuals. Only 

through adoption of a privacy enhancing approach to biometrics and proper 

education, can organizations expect to build the necessary level of trust and privacy 

so that the people will trust the system and cooperate for the successful 

implementation. Consumers have made it clear that there is a demand for higher-
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level security and also the significance of biometric equipments to overcome the 

security threats and has placed their confidence and trust in biometric technologies. 

Organizations and companies that adopt biometrics will be one step ahead of the 

game, as they will not only succeed in gaining consumer trust, but will be well on 

their way to keeping it [13]. 

 

 

4.2.4 Obtrusiveness 

 

The social part of deploying any system has a similar significance as the 

technical part of the system. The acceptability is to provide reassurance that all is 

working according to plan and all the consumers are fully satisfied about the new 

system. If a government or organization imposes the system without getting 

proper confidence of the people then the probability of failure of the system is 

very high.  It is very important to consider human acceptability: safety, privacy, 

and other guards to get full confidence of the communities [7]. Organization 

should focus mainly on issues of social acceptability, in particular with making 

sure that interactions between agents and people are as natural and effective as 

possible so that the people will happily accept the new system. 

 

4.2.5 Intrusiveness 

 

It is very important that the system should be easy to use for the consumers 

and user should fully convince to use the system. So face recognition system 

seems the need of time and requirement because user has a need for increased 

security [31]. This is the main advantage of automatic face recognition that user 

believe that biometrics increase security.  It is a user-friendly method for 

automatic recognition, so there is less chance that the user feels irritating or 

annoying when they use face recognition system. The system should be simple to 

understand and easy to use so that every type of person will feel comfortable 

when using such system. 
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Chapter 5  

Empirical study 

 

 

 

 

 

 

 
 

 

 

 



  23 

5.1 EMPIRICAL STUDY/CASE STUDY 

INCLUDING INTERVIEWS 
 

This section gives the description of how the empirical study and interviews are 

designed by the author. It describes the preparation of the questionnaire, subject 

selection and data validation. 
 

5.1.1 Objective of Study 
 

Different social and technological issues have been highlighted by the case study 

performed at group of individuals with multi-dimensional backgrounds: user 

acceptance, trust, privacy, obtrusiveness and intrusiveness. The aim of the 

questionnaire is to validate the importance of each issue and their impact on the 

development of facial recognition systems. Group of individual includes biometric 

experts and also people who are just using biometrics including biometric operators. 

Objective also includes the importance of highlighting issues before development 

and deployment of such a system.  
 

5.1.2 Perspective 
 

The author would like to know the importance of the social and technological issues 

highlighted by the case study and especially by the interviews conducted at different 

level of representatives of biometric companies and the consumer feelings. The 

results are very helpful for large scale biometric firms to allocate time and funds to 

identify the issues and proper home work before implementing such a system. 

 

Author had a practical experience of nationwide deployment of biometric system 

where author experienced different issues which cause the delays and performance of 

biometric system. 
 

5.1.3 Type of Questionnaire 
 

The questionnaire uses multiple choice open and mostly closed questions. Closed 

questions are less time consuming than open questions when defining them, and it is 

easier to collect and analyze the answers as well. It is also relevant to use closed 

questions for the questionnaire because it is used to validate the results of the case 

study and not to find new questions or hypothesis. The number of possible answers 

for each question is five (Strongly agreed, Agreed, No Idea, Not Agreed, Strongly 

not Agreed) and gives enough possibilities to state an opinion. Thus the distinction 

between the answers is clear and all the range of answers is covered. The five 

possible answers include two positive answers (one more positive, one less positive), 

two negative answers (one more negative, one less negative) and one no opinion 

answer.  

According to David O’Brien [28], the use of a neutral response may be over utilized 

by the questionnaire takers and is a problem for the accuracy of the results. It is 

possible that the subjects may have no opinion for some questions so a clear stated no 

opinion response may increase the accuracy of the other data. 
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A title is used for the questionnaire: “Social and technological issues in the use of 

facial recognition systems”. 

 

Author also used the leading online survey zoomerang which gives the best 

possibility to create a simple and easy questionnaire [29]. 
   

 

5.1.4 Size and Scope 
 

The size of the questionnaire is limited to 30 questions, which covered all the 

different issues (reliability, usability, cost, user acceptance, trust, privacy, 

obtrusiveness and intrusiveness). A longer questionnaire may be a problem if the 

subjects get bored before answering all the questions. A shorter questionnaire would 

not cover all the aforementioned issues. The questions go from general to particular 

aspects.  
 

5.1.5 Selection of Subjects 
 

The subjects are chosen based on their previous use or need of facial recognition 

systems. For more convenience the subjects are selected from facial recognition 

biometric customers. It ensures that all the subjects have an understanding of what is 

a facial recognition system and which technological and social issues can be 

expected. The questionnaire is performed with the participation of 30 people 

respectively, Optimum Biometric Labs, Pakistan Automated Fingerprint Biometric 

System, CDRator Denmark, Getmore A/S Denmark, and DTU Denmark for a total of 

30 subjects. All the subjects are volunteers; the aim of the questionnaire, the use of 

the collected data and the aim of the survey is explained to each person, via email or 

telephone. To represent the possible customers of future face recognition biometric 

system, group IT Manager of Globalink international logistics and his staff and team 

members of Pakistan Automated Fingerprint Biometric Systems project are selected. 

The field of biometrics and facial recognition is not new for the selected people. Also 

different professionals from different backgrounds are also selected to know their 

perception of issues.  

 

The figure below represents the backgrounds of interviewees. 21 % belongs directly 

to biometrics and specially face recognition biometrics, 17 % interviewees are the 

current users of biometric systems who have excellent experience of different type of 

problems. 62 % interviewees belong from different companies including future 

customers for biometrics.  
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 Interviewees Background

21%

62%

17%

Biometric Companies

Other Professionals

Biometric Users

 
 

5.1.6 Preparation 
 

A website including online survey, containing the questionnaire and displaying the 

collected data is developed by the researcher in order to facilitate the access to the 

questionnaire for the subjects and for faster access to the results. Due to their 

professional obligation it appears to be simpler to ask the subjects to answer an 

online questionnaire. An account is created for each subject and only one answer is 

possible for each question, to avoid any misuse of the questionnaire. Otherwise there 

is no time limit to answer the questionnaire but the estimated time needed to 

complete it is one hour. Before answering the questionnaire, a special web page is 

shown to the subject to explain the briefly what is a facial recognition system, the 

aim of the questionnaire, the use of the collected data and the aim of the research. 

The title of the questionnaire is included in all the pages. Many telephone calls were 

made by the author to the professionals who were not available for online survey. 
 

5.1.7 Data Validation 
 

The use of an online web interface allows the researcher to implement validation 

check methods for each question. It ensures that all the data is valid and can be taken 

for further analysis.  

 

5.1.8 External Validity 
 

The subjects come from different environments and have used or studied facial 

recognition systems in different ways. The possible future users of biometrics 

systems are also represented. There is no special threat that prevents the 

generalization of the results to all the possible users of facial recognition systems.  
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Chapter 6 

Results 
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Outcome of the Thesis 

 
During the whole research it is a common feedback that a video surveillance and face 

recognition system has become the subject of increased interest and controversy after 

the September 11 terrorist attacks on the United States and whole security scenario of 

world after September 11 has changed. On the negative side, there are fears of trust 

and privacy. Given the ongoing nature of the controversy, and the fact that face 

recognition biometric systems represents leading edge and rapidly changing 

technology, face recognition biometric technology is currently a major issue in the 

area of social impact of technology.  

 

In every coming day people are considering security more important than 

convenience. 

 

Figure below shows the overall feedback of different interviews where interviewees 

agreed and gave strong recommendations to consider the issues before the 

development and deployment of any face recognition biometric system. Most of the 

interviewees agreed the technological and social issues identified in previous 

chapters. 

 

Summary of Feedback

76%

10%

14%

Positive

Negative

No Idea

 
 

 

This resulting data demonstrates how different professionals give the importance of 

technological and social issues in the successful deployment of face recognition 

biometric system.  

 

During different discussion it was noted that public are welcoming the biometric 

technology, especially after 9/11. Still the face recognition biometric technology has 

not been proven as accurate and effective to identify terrorists or wanted suspects.  
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People were skeptical before but after the increasing terrorist attacks in different part 

of the world skepticism has given way to rising fears about terrorism, many people 

are still conscious and worry about its widespread public use. People are concerned 

about the risks of identity theft and privacy.  

 

The positive aspect of face-recognition biometric technology is its methodology to 

conduct an investigation. Any type of verification or identification can be done from 

as few as 2 or 3 feet away or from a significant distance with appropriate lenses. In 

situations where cameras are covertly placed, the subject’s freedom of mobility is 

unhindered.  

 

With well-placed cameras and face-recognition technology as primary tools for 

investigating local crime, law enforcement's ability to prevent crime could increase 

because individuals with a criminal history could be identified. At the local level, 

face-recognition technology could be effective in investigating identity theft—one of 

the fastest-growing crimes everywhere.  

 

Face-recognition applications are an obvious antidote to identity theft by making it 

more difficult for criminals to impersonate someone else's identity. Although no 

verified success stories exist for the effectiveness of this biometric technology. There 

are many different ways which have been tested but to identify a successful way is 

yet to be identified.  Many facial-identification experts claim that the cameras have 

not caught any suspects because terrorists and other criminals have been successfully 

deterred from entering protected areas. 

 

Optimum Biometric Labs (OBL) is developing face recognition systems not only for 

security purpose but also for the following: 

 

• ID cards 

• Bank 

• Travel and transportation 

• Healthcare 

• Mobile phones 

 

The implementation of face recognition biometric system seems a challenge on one 

side and welcomed on the other side. Major technical, legal, and policy issues and 

problems are yet unsolved. Those concerned with the execution of face recognition 

biometric projects should consider the technological and social issues identified and 

agreed in this thesis work for the successful deployment of their project. It is most 

important and crucial to ensure the secure identification and create maximum 

protection for the sensitive biometric data of such system. There is no other opinion 

about it that the need to authenticate ourselves to machines is increasing in today’s 

networked society and is very important to reduce and overcome the gaps between 

human and machine to secure and make our transactions and networks effective. 

 

Various issues prompted both sides during the interviews to select the option in a 

way they did. Privacy issues were the most noted concerns. Most interviewees felt 

that sensitive privacy issues were the main barriers. One of the interviewee noted that 

excessive information is available in one place or central database, making the 
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technology an easy target for identity theft. Biometric users believed privacy is the 

most significant issue at the time, based on the nature. Some of the professionals 

believed security is more important regardless of privacy issues, the benefits of the 

technology and the need of identifying criminals outweighed the potential problems.  

 

Mixed responses were given when the author asked about the hazardous nature of 

biometric scanners.  

 

Some of the questions author asked the interviewees to answer throughout the 

research were as follows: 

 

• You are familiar with biometrics in general 

• Security is more important than convenience 

• I am familiar with fingerprint biometric reader or scanner 

• Privacy is a major concern when using our face recognition for identification 

purposes 

• Face recognition biometrics scanning an invasion of your personal privacy 

• After using a fingerprint scanner in a public setup or government sector, I 

think it is easy to be stolen or copied my face recognition information  

• It is easy to steal or copy my biometric information 

• I am concerned that my face recognition information would be distributed, 

shared, or accessed by a 3rd party or any un authentic authority 

• My organization legally requires me to pass through face recognition device 

to authenticate me 

• Face recognition biometric image be reconstructed from raw biometric data 

• I have religious and moral objections about using my face identification 

• Face recognition scanner or machine is hazardous to our health 

• Results of face recognition scanners are accurate  

• I am comfortable with using my face recognition to enter my office where I 

am working 

• Face recognition biometric system is more convenient than other security 

measures 

• It is important to consider technical issues before development of such system 

• Deployment will be successful if the social issues are addressed before 

deployment 

• Evaluation and testing is the significant concern for better results 
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Discussion/analysis. 
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7.1 Discussion 

 
This is a significant fact that face-recognition systems have the potential to benefit 

law enforcement's and different investigation agencies and also have the potential in 

different sectors including entertainment sector. More improvements and 

achievements in face recognition biometric system could also threaten individual 

privacy rights. It is a major challenge to balance individual privacy against security 

and entertainment.  With the passage of time it is likely to become trickier with this 

investigative and entertaining tool.  

 

Public cameras for face-recognition biometrics have been increased in different 

countries to reduce the chances of terrorism and other world events. What will be the 

demand of this technology in the world in the coming years is however uncertain.  

 

Author planned the research in such a way that results confirmed from the case study, 

interviews and data collected from the customers by comparing it with the state of 

the art literature review. Thus the author uses triangulation of the sources to compare 

results with the current research and available literature. From the author’s point of 

view, it ensures the validity of the research. 

 

There are validity threats to this research paper. Analysis is based on a variety of 

assumptions about the nature of the data, the procedures used to conduct the 

interviews and analysis. Authors did a case study of only one company which is a 

threat to validity of getting the picture of whole face recognition biometric industry. 

Author conducted interviews of different people working in this field and the threat 

to validity is the data collected from specific number of people to assume it for the 

whole industry.  

 

7.2 Contribution 
 

The contributions of this thesis to the general knowledge on information security 

system are specifically in the following areas: 

The major contribution of this thesis is that firstly, it identifies the implications of 

social and technical issues in the development and deployment of face recognition 

biometric system. In particular, it provides insights to these issues should be 

addressed in an effective manner using a socio-technical approach.  

 

In general the assumptions about the environment and different people in different 

countries including human behavior such as users trust, privacy, obtrusiveness, 

intrusiveness and user’s knowledge on such biometric system and its effect on the 

society. These assumptions may be wrong if proper home work is not done before 

deploying such system and if the people are not well educated about the product and 

address their issues well in time.  

 

This is the nature of human behavior that its traditionally defined, predicted and 

controlled to achieve objectives such as increase productivity, successful 

deployment, improve ethical conduct and improve satisfaction and trust. 
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In this research, author examined human behavior to determine how it affects the 

success of this system. 

 

7.3 Data Analysis 
 

The data is analyzed after interviews and thorough literature review. Separate sheets 

were created for each interview and were compiled at the end of all interviews. Total 

data was divided into three groups’ positive which means the answers which are in 

favor of considering the importance of technological and social issues in the 

development and deployment of face recognition biometric system, negative which 

means there is no need of considering such issues, and no idea which means the 

interviewees are not sure about the answer. Total answers for each question gets the 

percentage. Graphs were generated based on the data collected to facilitate the 

readability of the results.  
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Summary 

 
The demand for user-friendly, reliable, proactive, high performance and highly 

interoperable biometric devices has grown exponentially. After conducting the case 

study, collecting data through the questionnaire and reviewing the literature the 

researchers come to the point that organizations willing to develop or deploy such 

systems needs to take into account many technical as well as social issues to make 

the best out of these systems.  

 

The extension of face recognition biometric technologies raises new and challenging 

questions in a society that enshrines privacy and liberty. This system can either 

enhance or undermine our liberties depending upon its use. A framework is needed 

by which we may resolve issues pertaining to proper and legitimate deployment and 

get expected outcome. The framework or centralized structure is needed which will 

compile and common issues and provide guidelines to face recognition biometric 

industry. 

 

Further Work 

 
This research can be extended further by identifying gaps in face recognition and 

finding new ways to protect such databases and increase the awareness programs. 

 

It is also very important for international biometric association, regional biometric 

associations and national biometric associations to work together and increase their 

cooperation to build international quality standards in biometric industry.  

 

In future work it is also important to study and come up with solutions so that face 

recognition biometric systems will support the rapid change in technology and have 

capacity to adopt new changes and challenges in the technology. 
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