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ABSTRACT
The ever-increasing demand for high quality services require a good quantification of
performance parameters such as delay and jitter. Let’s consider one of the parameters, jitter,
which is the difference between the inter arrival time of two subsequent packets and the
average inter-arrival time. The arrival or departure time of a packet is termed as time-stamp.
The accuracy of the timestamp will influence any performance metrics based on the
arrival/departure time of a packet. Hence, the knowledge or awareness of time-stamping
accuracy is important for performance evaluation. This study investigates how the timestamping process is affected by virtualization.
Keywords: Time-stamping Accuracy, Virtualization, Xen,
VirtualBox, Network Time Protocol.
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INTRODUCTION

As the number of large-scale systems increase, performance monitoring and in particular
QoS/QoE management has become difficult. Currently, virtualization is used to minimize the
number of physical devices, reduce energy and cost [1]. But, this concentration of resources
increases the load on the associated network entities, which include hardware resources. If one of
the servers runs out of hardware resources such as CPU power and Memory, then virtual machines
running on it start to underperform. As an increased number of packets traverse a network, it is
important to continuously monitor the network to check whether the network is providing a
satisfactory service.
The aim of this study is to investigate the impact of virtualization on time stamp accuracy.
This investigation is important, especially if you have a system that utilizes application level
measurements [2]. Virtual Machines (VM’s) without accurate timestamps can have a serious
influence on some networked applications as it might run faster or slower than the actual time. The
fundamental parameter we observed is an event occurrence, which can be arrival of a packet, a
service request, etc. These effects are associated with the event itself and a timestamp indicating
when the event occurred. Hence, the quality of such a timestamp is significant to analyze.
Virtualization can create many virtual systems within a single physical system. VM are
usually independent operating systems that use virtual resources. The hypervisor is a piece of
computer software that creates, run and manage VM’s [3]. There are two types of hypervisors such
as type-1 and type-2. Xen [3] comes under type-1 hypervisor, it is a software layer that runs directly
on the hardware and it is responsible for handling CPU, Memory and interrupts [3]. Virtual Box
[4][5] is a hypervisor, which runs within a conventional operating system environment. The main
difference between type 1 and type 2 hypervisor is type 1 runs directly on the host hardware
whereas, type 2 runs on conventional operating system. Xen comes under type 1 and VMware
Workstation comes under type-2.
In Full Virtualization (FV) it uses virtualization extensions from the host CPU to virtualize
guests. In FV, emulation of network adapter, VGA graphic adapter, PC hardware, USB controller ,
including BIOS [6]. It does not require any kernel support. Para-Virtualization (PV) does not
require any virtualization extensions from the host CPU. It requires pv enabled kernel, pv-drivers.
So, the DomU are aware of hypervisors [6] and it runs efficiently without emulation. It is faster
compared to full virtualization. PV delivers high performance because hypervisor and operating
system will work together more efficiently, without the overhead imposed by the emulation of
system resources[7]. Even though, PV has high performance than FV, it has following
disadvantages PV requires modified operating system which has high complexity and limited
proprietary operating systems it has compatibility issues compared to FV.
The hypervisor layer is a distinct second software level and the guest operating system is
above the hardware, running at the tertiary level. It supports software-based virtualization,
hardware-assisted virtualization and device virtualization [4].

1.1 Aims and objectives
The primary goal of this thesis is to calculate the timestamp accuracy in virtual and nonvirtual environment. We exemplify this by using Xen and Virtual Box.
1. Evaluate the impact that resource allocation has on the accuracy.
2. Evaluate if there are any fundamental differences with respect to the selected
hypervisors.
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1.2

Scope of thesis

This thesis report describes about the influence of virtualization on timestamp accuracy
while considering two different hypervisors, is there any difference in timestamp accuracy when
considering more internal system resources for the virtual machine and also is there any difference
in a virtual environment and non-virtual environment with respective to timestamp accuracy.
This experiment is conducted on a laboratory test-bed to evaluate the timestamp accuracy
in a virtualized environment by using two different hypervisors such as Xen and VirtualBox
because it was interesting to perform research on the system performance with respective to
timestamp accuracy in different scenarios compared to a virtual environment.
And to identify how the timestamp accuracy is affected in virtual and non-virtual
environment. Furthermore, the experiment is conducted by considering various packet sizes and
different internal system resources. And further, results have been analyzed in this thesis work.

1.3 Problem Statement
For our experiment, time synchronization is very important. To produce valid analysis
results, all Capturing Points (CP) need to be synchronized from a common source because if we
don’t have the same time synchronization reference point each CP would provide different
timestamp value that would affect the observed values. So, for this reason we have to choose a
reliable common reference point and accurate procedure that can synchronize data to all CP’s.
Depending on how clocks are synchronized timestamp accuracy is affected [8]. It is important to
observe the accurate time difference between the packets over network elements.
What would be the problem if we were having different reference points? Results could be
invalid because timestamp given for the last one would be the earlier compared to timestamp given
by the first node that will affect all the observed values result will be invalid. To rectify, this
problem, Network time protocol (NTP) is widely used to synchronize computers on the Internet
[9][10]. Alternatively we can also use GPS synchronization and also we can know how the system
clock behaves with respect to the NTP server. It is important to know the conditions of the
computer’s clock [9].

1.4 Research Questions
RQ1. If influenced, how will be the timestamp accuracy be influenced by the resources
(CPU and Memory) allocated to the VM?
RQ2. Is there any difference between the two hypervisors, w.r.t. time-stamping accuracy?
RQ3. How does the time-stamping accuracy compare to a non-virtualized scenario?

1.5 Research Methodology
They are different methods to calculate the timestamp accuracy using method-1 without
time synchronization and using method-2 with time synchronization [8]. We will evaluate one of
the method-1 and method-2. Later we need to implement it and possibly adapt it to work in the
virtualized environment.
Our research methodology consists of the following two steps:
Step 1: Firstly, we will perform a thorough literature study on the research area,
Virtualization, by referring to various databases and reading journals, magazines and
papers to obtain relevant and quality information.
2

Step 2: Secondly, we will setup a laboratory test bed to evaluate the timestamp accuracy
in virtualized environment. We have chosen this approach as the act of the system under
study cannot be evaluated using simulation or a mathematical model as it becomes too
complex. There are no real alternatives to conduct our research using simulation, a
mathematical analysis is required. Thus, we have conducted an experimental setup to
assess our research gap to calculate the timestamp accuracy with respect to two different
hypervisors.
For the experimental setup we will use a traffic generator placed in a sender/client and
receiver/server (to generate and receive packets), a measurement point in will be placed in between
them. The receiver (VM) will collect application log files, and the MP link level packets, from
these we will to extract the information which is needed to calculate the inter-packet separation gap
in application layer and link layer, which in turn we use to calculate the time stamp accuracy.
For the experimentation we will consider UDP packets, various packet sizes (64 to 1460)
bytes, inter packet gap as zero (back too back), different resource allocation (CPU and Memory).
We have considered the various packet sizes in the range of 64 to 1460 to analyze the timestamp
accuracy variations when the virtual machine is subjected to receiving UDP packets of various
sizes. We have considered 64 bytes, 512 bytes, 1024 bytes and 1460 bytes of packet sizes to
evaluate the timestamp accuracy while varying the CPU and Memory of the virtual machine. The
CPU and Memory variation of the virtual machine can affect the system performance and helps to
analyze the results. The inter packet gap is the separation time between the between two successive
packets. We have considered back to back (0) as the waiting time between two successive packets
for our analysis. The accuracy might affect the other virtual machines on the hypervisor.

1.6 Related Work
The author in [2] states that, there is a small deviation in time-stamping values in a
virtualized environment. This performance gets more severe at high packet rate and full loaded
CPU. Alternatively, when the packet rate is low, large packet size shows very small changes in
time-stamping performance and so increasing packet size does not show any significant impact.
Therefore, the time-stamping performance in virtualized environments still gives a satisfactory
result but only under certain conditions, i.e. low packet rate, large packet size and low CPU load.
The author in [11] states that, in the virtual machine/DomU whenever we change the
configuration settings such as CPU, Memory in DomU under given load conditions there will be
some effect on the performance on DomU [11]. In cloud computing, resource monitoring is one of
the main challenges. Identifying the type of load on DomU is also important for efficient
monitoring to the appropriate parameter [11].
In [2] author states that, we did not put any additional load on the CPU, in order to achieve
a similar environment as in[8]. In [12] the time-stamping failures were quantified and transferred
to data inaccuracy. Similarly, in [13] unstable network characteristics like abnormal delay
variations and drastically unstable TCP/UDP throughput are identified as being caused by
virtualization. The study was based on Amazon EC2 instances from the user’s perspective.
Summarizing in short, the time-stamping accuracy has an impact on the performance parameters
and hence, it is important to be aware of it.

1.7 Motivation
The main motivation of this research work is to know the impact of virtualization in
timestamp accuracy using two different hypervisors such as Xen and VirtualBox .The reason for
choosing these two hypervisors is that Xen hypervisor comes under type-1Open Source Hypervisor
which has more features [20] and type-2 hypervisor which has a conventional operating system
between the hardware and hypervisor, there is overhead that was imposed by the conventional
3

operating system and it is interesting to know how it will perform. Considering time factor also we
consider Xen Hypervisor instead of using Kernel-based Virtual Machine (KVM).
Even though, para virtualization (PV) is better than Hardware-assisted virtualization
(HVM) because whereas, in PV the guest operating system and hypervisor work more efficiently
without the overhead imposed by the system hardware resources, but in VirtualBox hypervisor
does not have PV, due to this reason we have chosen HVM for Xen and VirtualBox.
While considering different packet sizes, zero separation gap and different internal system
resources. It is interesting to know how the timestamp accuracy will affect when considering
different scenarios and also to know the difference between the timestamp accuracy, while
considering two different hypervisors in non-virtual environment.
Our thesis is the outcome of the researches to know the performance of the two different
hypervisors with respective to timestamp accuracy. Our study also focuses on the performance of
the system with respective to timestamp accuracy.

1.8 System Behavior study
To know the system behavior, we have conducted various experiments under different
platforms such as virtual and non-virtual environment. When considering UDP packets, various
packet sizes such as 64 to 1460 bytes, and zero inter packet gaps (back too back), different resource
allocation (CPU and Memory) to analyze the receiver system in virtual and non-virtual
environment by calculating timestamp accuracy. It is interesting to observe how the system will
behave in different virtualized and non-virtualized scenario.

1.9 Memory and CPU Utilization
Memory and CPU utilization is done in full virtualization for Xen hypervisor while
considering different scenarios on virtualized platforms such as different Memory and CPU’s are
considered such as low, medium and high utilization. From the timestamp accuracy values in
virtualized environment we will identify how much it will be influenced on different CPU
utilization [14][15] and Memory utilization in virtual machines/DomU.
Experiment is conducted by using different virtualization techniques such as Para
virtualization, Full virtualization, and Hardware Assist virtualization [6]. Using these techniques
evaluation of Transfer Time, CPU and Memory Utilization is done in KVM and XEN hypervisors
using FTP and HTTP Approaches [16].

1.10 Main Contribution
This thesis describes about the various scenarios, and the implementation in a virtualized
environment. Furthermore, Xen and VirtualBox hypervisors are mentioned below, and how they
effected and give clear viewpoint of System behavior and which can affect the timestamp accuracy.

1.11 Thesis Outline
This section gives a brief outline of the thesis report. Chapter 2 describes about the detailed
information about the virtualization and their components and different techniques. In Chapter 3,
it describes about the various experiment setup for each platform in virtual and non-virtual
platforms and different tools used for validity, such as Software Traffic Generators, Measurement
Point (MP) and Network Time Protocol (NTP). In chapter 4, it deals about the analysis and results
for various scenarios on each individual platform and comparison of timestamp accuracy results
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with respective to different platforms. And finally, chapter 5 describes about the clear description
on the conclusion and future work.
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2

BACKGROUND

2.1 Overview of Virtualization Technology
Virtualization Technology was brought in 1960’s and in 1970’s was partitioned logically
to endure simultaneous implementation of several applications on the similar mainframe hardware
[17]. Currently, by using this mechanism we can run several operating systems instantaneously on
the same hardware. So, this technology has become a well-known for the business and the
academy.
The classification of virtualization is a technique of sharing the resources of a personal
computer into several completion environments by introducing various mechanisms such as timesharing, software and hardware partitioning, entire system emulation, simulation [17] etc. A layer
is created in between an operating system and hardware using computer virtualization. By this
mechanism, there will be sharing of computer’s physical resources by multiple operating systems
on same physical host. Some of the physical resources used are I/O devices, CPU and Memory
etc.
Here, there are some advantages and dis-advantages of using virtualization. Some of the
advantages of virtualization are Cost Benefit, Environmental Friendly, Flexibility and Control,
Easier backups, better testing, partitioning, isolation, encapsulation [11] lower energy power
consumption [18] and disaster recovery, easier migration to cloud [19] etc.
Dis-advantages of using virtualization are if there is a hard disk failure then all the
physical and virtual servers will be restored. Troubleshooting is required when something goes
wrong with virtualized environment. It requires more Memory and processing power for
virtualization [17].

2.2 Virtualization Components
Virtualization consists of two major components such as hypervisor (Type-1 or Type-2)
and virtual machine (Guest Machine/DomU).
Hypervisor: It is also known as Virtual Machine Monitor (VMM), is a software layer that
manages and host DomU’s/Guest Machines. It has special privilege access and also interacts with
other virtual machines. It has the capability to access hardware and system I/O functions [20].
Type-1 Hypervisor: It can run directly on hardware and is responsible for managing
system resources [11]. Example: Xen-hypervisor. Hypervisor of this type typically consists of
small footprint [20].

Figure 1: Xen Architecture
6

Type-2 Hypervisor/Hosted Hypervisor: It will run on the upper layer of a hosting
operating system and also responsible for interfacing with the hardware. Performance of hosted
Hypervisor is low when compared with Type-1 because of the operating system overhead. For
Example: VMware Workstation.

Figure 2: Virtual Box Architecture
DomU: The guest machine/DomU is a virtualized environment, having its own operating
system and applications. It runs above the hypervisor. It may run in modified operating system or
unmodified operating system based on the ability of hardware and Dom0.

2.3 Virtualization Techniques
Xen supports three different virtualization modes such as
a. Full virtualization
b. Para-virtualization
c. Hardware-virtualization
Based on how they handle privileged and other sensitive instructions, there are three
different techniques of virtualization [6][21].
a.

b.

c.

Full virtualization: It uses virtualization extensions from the host CPU to virtualize
guests. In full virtualization, emulation of network adapter, VGA graphic adapter,
including BIOS, PC hardware, USB controller [6]. It does not require any kernel
support. Because of the required emulation full virtualized DomU are slower than
Paravirtualized /DomU’s [3].
Para-virtualization: It is a lightweight and efficient virtualization technique. It does
not require any virtualization extensions from the host CPU. Para virtualization
requires pv-drivers, pv enabled kernel. So, the DomU are aware of hypervisors [6].
Para virtualization run efficiently without emulation. They are faster compared to
hardware virtualization. It requires kernel support [3].
Hardware assisted virtualization: It is also a one kind of virtualization technique
where it allows the DomU’s to run unmodified OS by making use of hardware [3]. It
requires intel-VT or AMD-v hardware extensions. HVM is used to boost performance
of the emulation.
7

2.4 Xen tool stacks
Xen Hypervisor provides a variety of tool stacks that help to manage Xen virtual
machines. Depending upon the user requirement tool stacks are differentiated as follows
[3].
Choosing one of the tool stack:
1.

XM/XEND: This is the old version tool stack in Xen Hypervisor. However
XEND is now deprecated and abolished since Xen 4.3 [3].

2.

XL: This is the new version tool stack replaced by XM tool stack. It is a
lightweight command line tool stack. It is default tool stack from Xen
4.1onwards [3].

3.

XAPI: This is the default tool stack in Xen Server and XCP. Featurecomplete and most versatile tool stack in Xen hypervisor is XAPI [3].
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3

EXPERIMENT SETUP

This section clearly describes about the experiment setup in virtual and non-virtual
environments. It deals about different types of hypervisors that are implemented under different
platforms and we can also observe the difference between the virtual and non-virtual environment.

3.1 Experimental Environment
To calculate the timestamp accuracy, we are not putting any load on the system for three
different platforms such as Non-Virtual Environment, Xen and VirtualBox. Where we are
considering generator/Client machine to generate packets (PDU’s) by using software traffic
generators and measurement point [8] is used as a wiretap between the client and server machines
where it will capture the packet traces by using DAG 3.6 E cards and finally the server system
(SUT) system under test depends upon the platform it will vary. Is clearly mentioned in section
3.2, 3.3 and 3.4.

3.1.1 Hardware used in Server Machine
Model Name

Intel ® Xeon ® CPU E3-1220 V2 @ 3.10 GHZ

Cache size

8192 KB

CPU cores

4

Vendor_id

Genuine Intel

CPU family

6

Model

58

Hard Disk

1 TB

RAM

8 GB
Table 1: Hardware used in Experiment Setup

3.2 System performance Experimental Setup by Non-Virtual
Environment
This Experiment is conducted on non-virtual-environment by using 100Mbps. The Client
machine/Generator will generate the packets by using software traffic generators. The packets will
flow via measurement point where it will capture the packets and store it in a trace file (where we
can extract the real values of each packet what we needed) by using measurement point. Finally,
packets will reach the destination system/receiver system via measurement point. Where the packet
information is stored in the log files in the receiver system.
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Figure 3: Non-Virtual Environment

For this Experimentation setup, we consider two interfaces such as eth0 and eth1 where
eth0 comes under Management network or Control network and eth1 comes under test network.
The experiment is performed by using test network (eth1). From the above Figure 1 we can observe
different IP address for each interface, such as eth0 and eth1 for Client and Server machine.

3.3 System performance Experimental Setup by XenHypervisor
This Experiment is conducted on virtual environment by using 100Mbps. The virtualmachine/DomU will be at the receiver/Server machine where it consists of the bridges and virtual
interfaces that are clearly mentioned in Figure 2.
The Client machine/Generator will generate the packets and these packets will flow via
measurement point where it will capture the packets and store it in trace files (where we can extract
the real values of each packet what we needed). Finally, the packets will reach the virtual machine
from the measurement point via Dom0 to the destination system/receiver system, where the
information of each packet is stored in the log file. We will extract the information of observed
values from the log file.
For this experiment, the client machine will generate the packets and these packets will
flow via measurement point to server machine/DomU. By considering different scenarios such as
Memory and CPU, we try to evaluate the timestamp accuracy for the DomU / Virtual Machine. It
will be quite interesting to know how the DomU’s perform under different internal system
resources such as Memory and VCPUs.
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Figure 4: Experimental Setup Using Xen Hypervisor

The receiver system consists of the virtual machine/Guest machine where the packets will
flow from the Dom0 via bridge to guest machine/Server machine. The management network is
used to SSH (secure socket shell) to Client and Server Machines. It has not influenced the results
obtained at the measurement point because there is no connection between the management and
test network.
It is interesting to know the timestamp accuracy in virtual environment compared to nonvirtual environment. For this Experimentation setup, we consider two interfaces such as eth0 and
eth1 where eth0 comes under Management network or Control network and eth1 comes under test
network. This experiment is performed by using test network (eth1). From the above Figure 2 we
can observe different IP address for each interface, such as eth0 and eth1 for Client and Server
machine.

3.4 System performance Experimental Setup in VirtualBox
This Experiment is also conducted by using virtual environment that is 100Mbps Ethernet
speed. The virtual-machine/DomU is the receiver/Server in VirtualBox, where it consists of the
bridges and virtual interfaces.
The client machine will generate different packet sizes like 64, 512, 1024 and 1460 bytes.
The packets flow via measurement point to the server machine/DomU and the packets are captured
from the Client Machine using various scenarios such as 512, 1024 and 2048 Mbyte RAM sizes
and 1, 2 and 3 VCPUs. The experimental setup looks same as the Xen-hypervisor, but instead of
using a Xen virtual machine as a server virtual box virtual machine as a server is used for receiving
the packets. From, the results, it is interesting to identify the timestamp accuracy in Xen and
VirtualBox hypervisors.
For this Experimentation setup, we consider two interfaces such as eth0 and eth1 where
eth0 comes under Management network or Control network and eth1 comes under test network.
The experimental setup is performed by using a test network (eth1). From the above Figure we
can observe different IP address for each interface, such as eth0 and eth1 for Client and Server
machine in a VirtualBox.

3.5 Tools Used for Validity
This section clearly describes about the various tools that are considered for each
individual platform such as Non-Virtual Environment, Xen-Hypervisor and VirtualBox
hypervisor.
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3.5.1 Software Traffic Generators
Software traffic generators are the most crucial part in our experimentation for each
individual platform. It is very important to identify which traffic generator will perform better
with more characteristics. We conducted a literature review on various software-based traffic
generators [22][23]from that we identified some traffic generators such as (D-ITG) means
Distributed-Internet Traffic Generators and so on [24].
From that we have chosen one of the software traffic generators [25], the main purpose
of using one of the software traffic generator is to transmit UDP datagrams and to control
datagram size and packet sending rate. The importance of using this software traffic generators
is it uses an application layer header with three fields such as Experimental id (Exp id), run id
(run id), key id (key id) and also for identification it consists of the sequence number attached
to each packet [25].
By using software traffic generator [25], we considered different scenarios like interpacket separation gap such as zero means back to back packets, and also we have considered
the various packet sizes such as 64 bytes, 512 bytes, 1024 bytes and 2048 bytes by using this
software traffic generators it perform 45 times for each scenario. By using software traffic
generator, we will retrieve the application log files where we can extract the packets information
(measured values/observed values) that needed for analyzing [25].

3.5.2 Measurement Point
Measurement point is also very crucial in our experiment because by using
measurement point (MP), we can extract the real information (real values) that is needed. MP
is just a wiretap where the packet information will flow from that MP stream. The main purpose
of measurement point in my thesis is to monitor the traffic stream [26] and to evaluate the interarrival times to get the real values from the link layer.
Measurement point [27] is present in all the platforms to get the trace files from which
the real values are observed [28].Here, Endace DAG 3.6E cards are instrumented in
Measurement Points (MPs) for the link-level measurement. The importance of using DAG 3.6E
is a network monitoring interface card, it uses FPGA (Field Programmable Gate Array) to
capture and timestamp PDU’s on the monitored network for 10/100 Mbps Ethernet [8]. This
card consists of three RJ45 connectors. Two of them used for interfacing with the monitored
network using built-in wiretap. The third connector is used for synchronizing the card for
instance GPS or CDMA receiver [8].

3.5.3 Network Time Protocol
Network Time Protocol (NTP) is used in our experiment. The main functionality of using
NTP is used to synchronize the computers on the Internet [9][10]. NTP is used in generator/Client
machine as well as in the receiver/Server machine.
Without using time synchronization, the results could be invalid that would affect the
timestamp values because the timestamp value for the last packet will arrive earlier than first packet
this causes invalid results. So that time synchronization is very important to know. For this reason,
NTP is used in all the scenarios for virtual and non-virtual environment.
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4

RESULTS AND ANALYSIS

This section clearly describes about the real and observed values that are used to evaluate
the time stamp accuracy under various scenarios.

Step-By-Step Procedure to calculate Timestamp Accuracy:
To identify the system behavior, the estimation of the accuracy is important to know. The
principal is to generate a traffic stream with stable behavior. To generate identical size PDU’s a
software traffic generator is used in the generator/Client machine. Then the purpose of
measurement point is to monitor the traffic stream and to evaluate the inter-arrival times to get the
real values from the link layer. The purpose of the receiver/server is to evaluate the
measured/observed inter-arrival times from the application layer [8].
Theoretical inter-arrival time (T1) = Length of the packet at the link layer (L) / Capacity link (C)
(1)
In this thesis, the lengths of the packets such as 64, 512, 1024 and 1460 bytes. Here, C
represents link capacity i.e., 100Mbps. The number of packets we considered is 100,000 packets
in each experiment of all the platforms.
Step1: Firstly, we evaluate the inter-arrival times of two subsequent packets in link layer
as well as the application layer according to the sequence number of each packet present. For the
experiment, different packet sizes such as 64 bytes, 512 bytes. 1024 bytes and 1460 bytes are
considered as well as 100Mbps link speed and the packet rate is 100,000.
Let’s consider an example at both the layers, where t (i-1) represents the arrival timestamp
of previous packet and t (i) represents the arrival timestamp of present packet.
To calculate the inter-arrival times for two subsequent packets represented in the T (A, i)
at the application layer, T (L, i) represents the inter-arrival times for two subsequent packets at the
link layer and n represents the total number of packets (in this case n=100000).
For application layer,
ܶሺܣǡ ݅ሻ ൌ ݐሺ݅ሻȂ ݐሺ݅ െ ͳሻԹͳ  ݅  ݊

(2)

For link layer,
ܶሺܮǡ ݅ሻ ൌ ݐሺ݅ሻȂ ݐሺ݅ െ ͳሻԹͳ  ݅  ݊

(3)

From, this information, whereas a timestamp error is defined as the difference between
the observed value and real value. We can evaluate the error that is denoted by ‘ε’
ߝ ൌ ܶሺܮǡ ݊ሻȂ ܶሺܣǡ ݊ሻ

(4)

In simple terms,
ε = real value – observed value/Measured Value
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For 64 bytes PDU in virtual and Non-virtual environment:

Figure 5: Error histogram for Non-Virtual Environment using 64 bytes PDU, bin width 10μs

Figure 6: Error histogram for Xen using 64 bytes PDU, bin width 10μs
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Figure 7: Error histogram for VirtualBox using 64 bytes PDU, bin width 10μs

Reason: From the Figure 3, 4 and 5, we can observe the variation in histograms for virtual
and non-virtual environment for 64 bytes PDU (more load on the CPU) this means there is more
negative values in non-virtual environment compared to a virtual environment. In a virtual
environment, queue takes place in the DOM0 as well as in the DOMU/Guest Machine and
depending upon the load on the CPU also it will also vary. Due to this reason, we can observe
variation in histograms from Figure 3, 4 and 5.
For 1460 bytes PDU in virtual and Non-virtual Environment:
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Figure 8: Error histogram for Non-Virtual Environment using 1460 bytes PDU, bin width 10μs

Figure 9: Error histogram for Xen using 1460 bytes PDU, bin width 10μs

Figure 10: Error histogram for VirtualBox using 1460 bytes PDU, bin width 10μs
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Reason: From the Figure 6, 7 and Figure 8, we can also observe the variation in histograms
for virtual and non-virtual environment for 1460 bytes PDU (less load on CPU compared to 64
bytes) this means processing time and also CPU utilization for each packet for 1460 byte packet
takes more compared to 64 bytes. There is more negative values in non-virtual environment
compared to a virtual environment. In a virtual environment, queue takes place in the DOM0 as
well as in the DOMU/Guest Machine and depending upon the load on the CPU also it will vary.
Due to this reason, we can observe variation in histograms from Figure 6, 7 and 8.
From the error value (ε) in Non-Virtual Environment, where we can observe the histograms
for one of the scenarios. Here we consider one of the scenarios for 64 byte packet length with 100
Mbps and bin width of 10μs. From Figure 3 we can compare our results with the virtual
environment that shown in the Figure 4 and 5. As, we can observe huge variation among three
different platforms from Figure 3, 4 and 5 and also in 1460 bytes Figure 6,7 and 8. For the nonvirtual environment such as Figure 4 and 5, we can observe more negative values in non-virtual
environment compared to a virtual environment. This is because, for the non-virtual environment,
in the application layer, queue takes place twice in DOM0 as well as in the DOMU. For this reason,
we can observe more negative values in Figure 4 and 5, compare to Figure 3.
From the Figure 3, 4 and 5, we can identify the system is performing differently in different
cases coming to virtual and non-virtual environment and also observe huge difference on the error
value (μs) compared to both the hypervisors. These error values (μs) of the Non-Virtual
Environment hypervisor compare with the previous work, which is done on non-virtual
environment. We got the better results compared with the previous work [8].
Error values are calculated for each experiment scenario (which is done 45 times) from
that , we will calculate the timestamp accuracy (TΔ) that can be obtained from the maximum and
minimum value this was done in all platforms such as virtual and non-virtual environments. The
error histogram is plotted to identify the system behavior. Depending upon histogram, case1 is
considered for all the scenarios in virtual and non-virtual environment when we observe two peak
values.

TΔ = | max (E)| + | min (E)| (case 1)
TΔ =

ȁ୫ୟ୶ሺሻȁାȁ୫୧୬ሺሻȁ
ଶ

(case 2)

(5)
(6)

Each experiment is conducted 45 times. For each unique experiment, we have evaluated
the timestamp accuracy in (μs) for different platforms with respective to mean, standard deviation
and confidence value. And finally, comparing our results with different scenarios under different
platforms such as Non-Virtual Environment, Xen-hypervisor and VirtualBox is clearly mentioned
in the section below.
In the previous chapter, we have clearly described about the experimental setup for various
platforms and error value (ε) histograms for each platform and have identified the most appropriate
method to evaluate timestamp accuracy. These error values are obtained when there is no load on
the CPU.
This chapter deals with the timestamp accuracy results obtained from various scenarios
with regards to different packet size, zero waiting time, Memory and CPU utilization under
different platforms. The Experiments were repeated up to 45 times for each experiment for the
stable behavior of the receiver/Server system.
For all different environments such as Non-Virtual Environment, Xen-hypervisor and
VirtualBox, mean and standard deviation and 95% confidence interval is calculated from the
timestamp values.
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Section 4.1: This section describes about the results of timestamp value, standard deviation
and 95% confident Interval for non-virtual environment for different packet sizes with zero packet
separation gap.
Section 4.2: This section describes about the results of timestamp values in Xen virtualenvironment while comparing for different Scenarios.
Section 4.3: This section describes about the results of timestamp values in VirtualBox
while comparing for different Scenarios.
Section 4.4: This section describes about the results of Mean, Standard deviation and 95%
of Confident Interval and the comparison of hypervisors with different Scenarios in section 4.2 and
4.3.

4.1 Comparison of different PDU’s using Non-Virtual
Environment
The results in Table 2 are obtained while using Figure 1 that is system performance,
experimental setup using Non-Virtual Environment. Was done in non-virtual environment with
different packet sizes and zero separation gaps between the packets with a speed of 100Mbps. The
average mean, standard deviation and confidence interval timestamp accuracy are evaluated for
every experiment.
Non-Virtual

NO OF
ITERATIONS

Mean

STDEV

1460

299

15

4

1024

295

15

4

512

425

65

19

64

385

25

8

351

64

63

P0
System

TIMESTAMP ACCURACY (μs)

PDU LENGTH
(Bytes)

C. I for
95%

45

AVERAGE

Table 2: TΔ for Non-Virtual Environment

In the Table 2, we have mentioned the timestamp accuracy (TΔ) results for 45 iterations
on each scenario of the Non-Virtual Environment when zero packet separation gap and calculated
mean, standard deviation and confidence interval for timestamp values.
In our experiment, we calculated timestamp accuracy by using error value (observed valuereal value). And these results are compared with the previous values, which is performed on nonvirtual environment. And these timestamp values are better than the previous work that is done in
non-virtual environment [8].

4.1.1 Experimental Scenario for Non-Virtual Environment
From the Table 2, we can observe that there is large variation in timestamp values for small
size and large size packet such as 1460 bytes and 64 bytes. They are different reasons that
timestamp values are varying due to number of packets per second is more in small size packet
compared to large size packet. So, we can see much variation in timestamp values that are
mentioned clearly in chapter 3. And also depending upon the load on the CPU it varies.
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Due to this reason we can observe the variation of timestamp values in different scenarios.
While comparing these values with the previous work that is done in non-virtual environment the
above mentioned values are better than the previous values.

4.2 Comparison of different Memory and VCPUs using Xen
Hypervisor
In this section 4.2, it describes about the results of timestamp accuracy (TΔ) in a virtual
environment that is Xen hypervisor, which is tested on 100Mbps Ethernet speed with different
Scenarios of internal system resources such as CPU, Memory are clearly mentioned in Table 3 and
different packet sizes with zero separation gap. 45 iterations are conducted for each experiment
from which timestamp accuracy is calculated. From this timestamp accuracy values mean, standard
deviation and 95% confident intervals are calculated for each scenario.
From these timestamp accuracy values we will identify the mean, standard deviation and
95%confidence intervals for different scenarios. It is interesting to know how the timestamp
accuracy has effected when considering different CPU and Memory resources for virtualmachine/DomU in Xen hypervisor.
In the Table 3, there is a clear description of each scenario of Xen virtual machines. And
each scenario is compared to different scenarios using Xen hypervisor and these values are
compared with the non-virtual environment. It is interesting to identify what will affect the
timestamp accuracy in virtual and non-virtual environment. And is there any difference in
timestamp accuracy for different hypervisors. From these values we can clearly identify the impact
of virtualization on timestamp accuracy. And the reasons are clearly mentioned in the section
below.
From the Table 3, clear description on virtual environment of various virtual
machines/Server/DomU consists of different internal system resources, which is allocated to
different DomU’s in Xen hypervisor as well as in VirtualBox hypervisor. It is easy to compare the
timestamp accuracy results under different scenarios using different hypervisors such as Xen and
VirtualBox.

Xen and VirtualBox DOMU’s System

MEMORY [Mbyte]

VCPUS

P1

512MB

1

P2

1024MB

1

P3

2048MB

1

P4

512MB

2

P5

1024MB

2

P6

2048MB

2

P7

512MB

3

P8

1024MB

3

P9

2048MB

3

Table 3: Different internal system for Xen and Virtual Hypervisors
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4.2.1 Various Experimental Scenario’s for Xen Hypervisor
From the Table 4, we can observe the results that are obtained while using virtual platforms
such as Xen-hypervisor, when considering P1 system that refers to 512 MB of RAM Memory and
one VCPUs with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes.
The timestamp accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each
experiment. From these the mean values are calculated for each different scenario. These values
are obtained by using the equations.
XEN

ITERATIONS

PDU LENGTH
(Bytes)

P1
System

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

5695

3841

1135

1024

4651

3453

1009

512

4367

3278

958

64

14599

13168

3891

7328

4881

4783

45

AVERAGE

Table 4: Xen TΔ for 512 MB RAM, 1 VCPUs

From Table 4 results, we can notice that there is large variation in the timestamp value for
1460 bytes and 64 bytes this is due to more load on the VCPUs for 64 bytes compared to 1460
bytes. The main reason behind this is due to the number of packets per second is more in 64 bytes
compared to 1460 bytes due to this it takes more processing time and hence there is more intercepts
to the VCPUs for 64 bytes compared to the 1460 bytes of packet length.
XEN

ITERATIONS

PDU LENGTH
(Bytes)

P2
System

TIMESTAMP ACCURACY (μs)
C. I for
Mean
STDEV
95%

1460

4822

3852

1138

1024

4176

3011

890

512

4819

4087

1194

64

14387

15896

4644

7051

4900

4802

45

AVERAGE

Table 5: Xen TΔ for 1024 MB RAM, 1 VCPUs

From Table 5, results are obtained while using Virtual platforms such as Xen-hypervisor,
when considering P2 system that refers to 1024 MB of RAM Memory and one VCPUs with
different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The timestamp
accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each experiment.
From this, the mean value is calculated for each different scenario.
From the results of Table 5, we can notice that there is large variation in the timestamp
value for 1460 bytes and 64 bytes this is due to more load on the VCPUs for 64 bytes compared to
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1460 bytes. The main reason behind this is due to the number of packets per second is more in 64
bytes compared to 1460 bytes due to this it takes more processing time and hence there are more
intercepts to the VCPUs for 64 bytes compared to the 1460 bytes of packet length. So we can
observe the timestamp accuracy is decreased from 1460 bytes to 1024 bytes and gradually increases
from 1024 bytes to 1460 bytes.
XEN

ITERATIONS

PDU LENGTH
(Bytes)

P3
System

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

4076

1814

542

1024

3954

2677

782

512

5107

5778

1688

64

10881

12249

3579

6005

3292

3226

45

AVERAGE

Table 6: Xen TΔ for 2048 MB RAM, 1 VCPUs

From the Table 6, results are obtained while using virtual platforms such as Xenhypervisor, when considering P3 system that refers to 2048 MB of RAM Memory and one VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each
experiment. From this mean value is calculated for each different scenario.
In this scenario, there is much variation in timestamp values for 1460 bytes compared to
other different scenarios this is because the more processing time for 1460 bytes compared with 64
byte packet length. If the VCPUs are too busy with the workload, we can see that variation in
timestamp accuracy values in minor cases and also we can observe that from 1024 bytes to 64 bytes
it again increases depending upon the number of the packets.
XEN

ITERATIONS

PDU LENGTH
(Bytes)

P4
System

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

4962

3962

1261

1024

4126

2497

730

512

5416

5401

1614

64

16098

13967

4081

7650

5657

5544

45

AVERAGE

Table 7: Xen TΔ for 512 MB RAM, 2 VCPUs

From the Table 7, results are obtained while using virtual platforms such as Xenhypervisor, when considering P4 system that refers to 512 MB of RAM Memory and two VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each
experiment. From this mean value are calculated for each different scenario.
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In this scenario, there is no much variation in timestamp accuracy when compared to other
scenarios depending upon the processing time of VCPUs and number of packets per second the
timestamp values will vary. So, we can see a large variation of the timestamp value for 64 bytes
compared with 1460 bytes.
XEN

ITERATIONS

PDU LENGTH
(Bytes)

P5
System

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

4233

2656

794

1024

5374

5754

1681

512

5222

5124

1492

64

15737

17549

5128

7642

5421

5312

45

AVERAGE

Table 8: Xen TΔ for 1024 MB RAM, 2 VCPUs

From the Table 8, results are obtained while using virtual platforms such as Xenhypervisor, when considering P5 system that refers to 1024 MB of RAM Memory and two VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each
experiment. From this mean value are calculated for each different scenario.
Compared with other scenarios, we can observe the large variation of timestamp accuracy
for 1460 bytes packet length and 64 bytes this is due to number of packets per second is more in
64 bytes compared with 1460 bytes. Depending upon the processing time also it depends where
will get more intercepts to VCPUs.
From the Table 9, results are obtained while using virtual platforms such as Xen-hypervisor,
when considering P6 system that refers to 2048 MB of RAM Memory and two VCPUs with
different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The timestamp
accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each experiment.
From this mean value are calculated for each different scenario.

XEN

ITERATIONS

PDU LENGTH
(Bytes)

P6
System

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

5931

4073

1217

1024

4092

2584

764

512

5779

6662

2015

64

22633

20408

5835

9609

8723

8548

45

AVERAGE

Table 9: Xen TΔ for 2048 MB RAM, 2 VCPUs
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In this scenario, there is no much variation in timestamp accuracy when compared to other
scenarios depending upon the processing time of VCPUs and number of packets per second the
timestamp values will vary. So, we can see a large variation of the timestamp value for 64 bytes
compared with 1460 bytes. When comparing 1024 byte packet length and 1460 bytes the
processing time for VCPUs 1460 bytes it takes more time. So we can observe the variation of
timestamp accuracy in two cases.

XEN

ITERATIONS

PDU LENGTH
(Bytes)

P7
System

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

4649

4670

1364

1024

4762

4314

1305

512

4440

4370

1291

64

20393

21045

6218

8561

7889

7731

45

AVERAGE

Table 10: Xen TΔ for 512 MB RAM, 3 VCPUs

From the Table 10, results are obtained while using virtual platforms such as Xenhypervisor, when considering P7 system that refers to 512 MB of RAM Memory and three VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each
experiment. From this mean value are calculated for each different scenario.
In this scenario, there is no much variation in timestamp accuracy when compared to other
scenarios depending upon the processing time of VCPUs and number of packets per second the
timestamp values will vary. So, we can see a large variation of the timestamp value for 64 bytes
compared with 1460 bytes. When comparing 1024 bytes packet length and 1460 bytes the
processing time for VCPUs 1460 bytes it takes more time.so we can observe the variation of
timestamp accuracy in two cases.

XEN

ITERATIONS

MEAN

STDEV

1460

5283

3980

1176

1024

4215

4689

1370

512

4627

4896

1463

64

33543

14827

43321

11917

14424

14135

P8
System

TIMESTAMP ACCURACY (μs)

PDU LENGTH
(Bytes)

C. I for
95%

45

AVERAGE

Table 11: Xen TΔ for 1024 MB RAM, 3 VCPUs

From the Table 11, results are obtained while using virtual platforms such as Xenhypervisor, when considering P8 system that refers to 1024 MB of RAM Memory and three VCPUs
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with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The timestamp
accuracy is represented in micro-seconds (μs). 45 iterations are conducted for each experiment.
From this mean value are calculated for each different scenario.
In this scenario also we can see much variation of timestamp accuracy for 1460 bytes and
64 bytes this is due to the number of packets per second is more in 64 bytes compared to the 1460
bytes. But for the 1024 bytes and 512 bytes packet size processing time for the CPU is more. We
can observe much variation in timestamp accuracy. Coming to 1460 bytes and 64 byte packet length
the timestamp accuracy values are varying tremendously in all the scenarios.
XEN

ITERATIONS

PDU LENGTH
(Bytes)

P9
System

45

AVERAGE

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

4152

2530

748

1024

4120

3121

912

512

4757

4790

1419

64

19104

21355

6310

8033

7386

7238

Table 12: Xen TΔ for 2048 MB RAM, 3 VCPUs

From the Table 12, results are obtained while using virtual platforms such as Xenhypervisor, when considering P9 system that refers to 2048 MB of RAM Memory and three VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The timestamp
accuracy is represented in micro seconds (μs). 45 iterations are conducted for each experiment from
this mean value is calculated for each different scenario.
In this scenario also we can see much variation of timestamp accuracy for 1460 bytes and
64 bytes this is due to the number of packets per second is more in 64 bytes compared to the 1460
bytes. But for the 1024 bytes and 512 bytes packet size CPU processing time is more so, we can
observe variation in timestamp accuracy. Coming to 1460 bytes and 64 byte packet length the
timestamp accuracy values are varying tremendously in all the scenarios.

4.2.2 Summary
Differentiating various scenarios using Xen hypervisor:
From these timestamp values for different scenarios such as low, medium and high
(Memory and CPUs). Coming to high system resources such as 3 VCPUs and 2048 MB of RAM,
1460 bytes has better timestamp accuracy value compared to other scenario, but other packet sizes
such as 1024 bytes, 512 bytes and 64 bytes other scenarios has better timestamp accuracy compared
to this.
From this timestamp accurate results, we can conclude that they will no impact on
timestamp accuracy while considering different scenarios in Xen hypervisor, it only depends upon
processing time and the number of packets of seconds.
In the 4.3 section, there is a clear description about the various scenarios using VirtualBox
hypervisor.
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4.3 Comparison of different Memory and VCPUs using
VirtualBox
In this section, it describes about the various scenarios and their timestamp values for each
scenario. These values are calculated from the error values, which is done 45 iterations for each
experiment from that timestamp accuracy is calculated by using these iterations. From this
timestamp accuracy mean values are calculated and represented in (μs).

4.3.1 Experimental Scenario for VirtualBox
From the Table 13, results are obtained while using virtual platforms such as VirtualBox
hypervisor, when considering P1 system that refers to 512 MB of RAM Memory and one VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in micro seconds (μs). 45 iterations are conducted for each
experiment from this mean value is calculated for each different scenario.
VIRTUALBOX

ITERATIONS

PDU LENGTH
(Bytes)

P1

TIMESTAMP ACCURACY (μs)
C. I for
Mean
STDEV
95%

1460

2129

2386

713

1024

1765

1402

410

512

1368

895

262

64

40522

10600

3097

11446

19386

18999

45

System

AVERAGE

Table 13: VirtualBox TΔ for 512 MB RAM, 1 VCPUs

While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 512
bytes the timestamp value is gradually decreasing and suddenly increase for 64 size packet this is
due to more number of packets per second for 64 bytes compared to 1460 bytes. Depending upon
the size of the packet the processing time takes more. So, this reason we can observe the different
timestamp values for each set of experiment.
VIRTUALBOX

P2

ITERATIONS

PDU LENGTH
(Bytes)

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

1523

1567

463

1024

1356

990

289

512

1838

4540

1357

64

35448

5852

1729

10041

16939

16600

45

System

AVERAGE

Table 14: VirtualBox TΔ for 1024 MB RAM, 1 VCPUs
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From the Table 14, results are obtained while using virtual platforms such as VirtualBox
hypervisor, when considering P2 system that refers to 1024 MB of RAM Memory and one VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The timestamp
accuracy is represented in micro seconds (μs). 45 iterations are conducted for each experiment from
this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 1024
bytes the timestamp value is gradually decreased and suddenly increase from 512 bytes to 64 bytes
this is due to as the number of packets per second increase timestamp accuracy increases depending
upon the size of the packet the processing time takes more for1460bytes compared to 1024 bytes.
So, this reason we can observe the different timestamp values for each set of experiment.
VIRTUALBOX

P3

ITERATIONS

PDU LENGTH
(Bytes)

TIMESTAMP ACCURACY (μs)
C. I for
Mean
STDEV
95%

1460

1952

4500

1330

1024

1486

2926

855

512

1661

2713

793

64

37672

11325

3425

10693

17987

17627

45

System

AVERAGE

Table 15: VirtualBox TΔ for 2048 MB RAM, 1 VCPUs

From the Table 15, results are obtained while using virtual platforms such as VirtualBox
hypervisor, when considering P3 system that refers to 2048 MB of RAM Memory and one VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in micro seconds (μs). 45 iterations are conducted for each
experiment from this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 1024
bytes the timestamp value is gradually decreased and suddenly increase from 1024 bytes to 64
bytes this is due to as the number of packets per second increase for small size packet depending
upon the processing time it will vary. So, this reason we can observe the different timestamp values
for each set of experiment.

VIRTUALBOX

ITERATIONS

PDU LENGTH
(Bytes)

P4
System

TIMESTAMP ACCURACY (μs)
C. I for
95%

MEAN

STDEV

1460

1476

1608

481

1024

2091

4847

1013

512

2769

6481

1915

64

37959

4702

1374

11074

17931

17573

45

AVERAGE

Table 16: VirtualBox TΔ for 512 MB RAM, 2 VCPUs
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From the Table 16, results are obtained while using virtual platforms such as VirtualBox
hypervisor, when considering P4 system that refers to 512 MB of RAM Memory and two VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in microseconds (μs). 45 iterations are conducted for each
experiment from this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 512
bytes timestamp accuracy increases this is due to as the number of packets per second increase in
small size packet depending upon the processing time also it will vary. So, this reason we can
observe the different timestamp values for each set of experiment.
VIRTUALBOX

P5

ITERATIONS

PDU LENGTH
(Bytes)

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

2183

2969

877

1024

2396

5601

1637

512

3219

5561

1662

64

37345

2108

623

11286

17378

17031

45

System

AVERAGE

Table 17: VirtualBox TΔ for 1024MB RAM, 2 VCPUs

From the above Table 17, results are obtained while using virtual platforms such as
VirtualBox hypervisor, when considering P5 system that refers to 1024 MB of RAM Memory and
two VCPUs with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes.
The timestamp accuracy is represented in microseconds (μs). 45 iterations are conducted for each
unique experiment from this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 512
bytes timestamp accuracy increases this is due to as the number of packets per second increase in
small size packet depending upon the processing time also it will vary. So, this reason we can
observe the different timestamp values for each set of experiment.
VIRTUALBOX

P6

ITERATIONS

PDU LENGTH
(Bytes)

45

System

AVERAGE

TIMESTAMP ACCURACY (μs)
C. I for
MEAN
STDEV
95%

1460

1320

819

242

1024

1264

2683

821

512

3075

7023

2099

64

38182

4983

1456

10960

18167

17804

Table 18: VirtualBox TΔ for 2048 MB RAM, 2 VCPUs

From the above Table 18, results are obtained while using virtual platforms such as
VirtualBox hypervisor, when considering P6 system that refers to 2048 MB of RAM Memory and
two VCPUs with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes.
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The timestamp accuracy is represented in microseconds (μs). 45 iterations are conducted for each
experiment from this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 1024
bytes the timestamp value is gradually decreased and suddenly increase from 1024 bytes to 64
bytes this is due to as the number of packets per second increase for small size packet depending
upon the processing time it will vary. So, this reason we can observe the different timestamp values
for each set of experiment.
VIRTUALBOX

ITERATIONS

PDU LENGTH
(Bytes)

TIMESTAMP ACCURACY (μs)
C. I for
95%

Mean

STDEV

1460

2716

5259

1537

1024

984

541

160

512

2481

4641

1371

64

37660

4344

1298

10960

17816

17460

P7
System

45

AVERAGE

Table 19: VirtualBox TΔ for 512 MB RAM, 3 VCPUs

From the Table 19, results are obtained while using virtual platforms such as VirtualBox
hypervisor, when considering P7 system that refers to 512 MB of RAM Memory and three VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The timestamp
accuracy is represented in microseconds (μs). 45 iterations are conducted for each experiment from
this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 1024
bytes timestamp accuracy decreases because there is much load on the VCPU compared to other
cases from 1024 bytes to 64 bytes it increases this is due to as the number of packets per second
increase for small size packet depending upon the processing time also it will vary. So, this reason
we can observe the different timestamp values for each set of experiment.
From the Table 20, results are obtained while using virtual platforms such as VirtualBox
hypervisor, when considering P8 system that refers to 1024 MB of RAM Memory and three VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes.

VIRTUALBOX

ITERATIONS

PDU LENGTH
(Bytes)

P8
System

45

AVERAGE

TIMESTAMP ACCURACY (μs)
C. I for
Mean
STDEV
95%

1460

3309

5952

1759

1024

2338

2136

624

512

2512

5446

1609

64

37213

2412

729

11343

17252

16907

Table 20: VirtualBox TΔ for 1024 MB RAM, 3 VCPUs
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The timestamp accuracy is represented in microseconds (μs). 45 iterations are conducted
for each experiment from this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 1024
bytes the timestamp value is gradually decreased and suddenly increase from 1024 bytes to 64
bytes this is due to as the number of packets per second increases for small size packet and also
depending upon the processing time it will vary. So, this reason we can observe the different
timestamp values for each set of experiment.
VIRTUALBOX

ITERATIONS

PDU LENGTH
(Bytes)

P9
System

TIMESTAMP ACCURACY (μs)
C. I for
Mean
STDEV
95%

1460

2049

2313

684

1024

1434

3060

925

512

2071

4014

1186

64

36227

2476

740

10445

17190

16846

45

AVERAGE

Table 21: VirtualBox TΔ for 2048 MB RAM, 3 VCPUs

From the Table 21, results are obtained while using virtual platforms such as VirtualBox
hypervisor, when considering P9 system that refers to 2048 MB of RAM Memory and three VCPUs
with different packet lengths such as 1460 bytes, 1024 bytes, 512 bytes and 64 bytes. The
timestamp accuracy is represented in microseconds (μs). 45 iterations are conducted for each
unique experiment from this mean value is calculated for each different scenario.
While coming to the timestamp accuracy for different packet sizes from 1460 bytes to 1024
bytes the timestamp value is gradually decreased and suddenly increase from 1024 bytes to 64
bytes this is due to as the number of packets per second increases for small size packet and also
depending upon the processing time it will vary. So, this reason we can observe the different
timestamp values for each set of experiment.

4.3.2 Summary
Differentiating various scenarios using VirtualBox hypervisor:
From these timestamp values for different scenarios such as low, medium and high
(Memory and CPUs). For various scenario values of VirtualBox, we can conclude that there is no
impact on timestamp accuracy for low, medium and high system resources.
It mainly depends upon the processing time and the number of packets per seconds. We
can observe the interesting results for small size packet as well as large size packet such as 1460
bytes and 64 bytes packet size.

4.4 Comparison of Timestamp accuracy using Xen and
VirtualBox
In this section, it describes about various scenarios such as different internal system
resources such as Memory and VCPUs and different packet lengths in both the hypervisors. From
these error values, the timestamp accuracy is calculated for each unique experiment and each
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unique experiment is conducted 45 times for both the hypervisors. From these results, timestamp
accuracy is calculated in Mean, Standard deviation and 95% of Confident interval in terms of
microseconds (us).

4.4.1 Different Scenario
The different scenarios that we consider in the below Table is different internal system resources
such as Memory and VCPUs. Here the Different packet length such as 1460, 1024,512 and 64 bytes are
considered.
Each unique experiment is conducted 45 iterations, from that error values the timestamp
accuracy is calculated by using the above formulae. From the timestamp accuracy values, mean, standard
deviation and 95% confidence interval is calculated. From this value we will identify the system
performance of /DOMU/virtual-machine using different scenarios with different platforms.
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System

P0

PDU

TIMESTAMP ACCURACY (μs)
Mean
299
295
425
385

1460
1024
512
64
Xen

P1

P2

P3

P4

P5

P6

P7

P8

P9

1460
1024
512
64
1460
1024
512
64
1460
1024
512
64
1460
1024
512
64
1460
1024
512
64
1460
1024
512
64
1460
1024
512
64
1460
1024
512
64
1460
1024
512
64

5695
4651
4367
14599
4822
4176
4819
14387
4076
3954
5107
10881
4962
4126
5416
16098
4233
5374
5222
15737
5931
4092
5779
22633
4649
4762
4440
20393
5283
4215
4627
33543
4152
4120
4757
19104

STDEV
15
15
65
25

VirtualBox

2129
1765
1368
40522
1523
1356
1838
35448
1952
1486
1661
37672
1476
2091
2769
37959
2183
2396
3219
37345
1320
1264
3075
38182
2716
984
2481
37660
3309
2338
2512
37213
2049
1434
2071
36227

Xen

3841
3453
3278
13168
3852
3011
4087
15896
1814
2677
5778
12249
3962
2497
5401
13967
2656
5754
5124
17549
4073
2584
6662
20408
4670
4314
4370
21045
3980
4689
4896
14827
2530
3121
4790
21355

CI for 95%
4
4
19
8

VirtualBox

2386
1402
895
10600
1567
990
4540
5852
4500
2926
2713
11325
1608
4847
6481
4702
2969
5601
5561
2108
819
2683
7023
4983
5259
541
4641
4344
5952
2136
5446
2412
2313
3060
4014
2476

Xen

VirtualBox

1135
1009
958
3891
1138
890
1194
4644
542
782
1688
3579
1261
730
1614
4081
794
1681
1492
5128
1217
764
2015
5835
1364
1305
1291
6218
1176
1370
1463
43321
748
912
1449
6310

713
410
262
3097
463
289
1357
1729
1330
855
793
3425
481
1013
1915
1374
877
1637
1662
623
242
821
2099
1456
1537
160
1371
1298
1759
624
1609
729
684
925
1186
740

Table 22: Comparison of TΔ in Xen and VirtualBox Hypervisors
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4.4.2 Summary
From the above Table, timestamp accuracy is calculated in terms of mean, standard
deviation and 95% confident interval for both the hypervisors such as Xen and VirtualBox in
different scenarios.
It is interesting to see the timestamp values for large packet size such as 1460 bytes and
a small packet size that is 64 bytes. And also there is much variation in timestamp values in both
cases. When considering Xen hypervisor and VirtualBox hypervisor. From these results, we can
notice that both the virtual machines/DomU will not perform the same. It depends upon how much
load is present on the VCPUs.
From the above results, we can conclude that when coming large size packets, such as
1460 bytes, 1024 bytes and 512 bytes. Let’s consider one of the case that is 95% confidence
interval. From the above Table 22 we can notice better timestamp accuracy value compared to the
Xen-hypervisor. This is due to the VCPUs in VirtualBox is performing better than the VirtualBox
means it can handle more intercepts and processing time is very less in VirtualBox compared to
Xen-Hypervisor.
Coming to the mean value for Xen hypervisor and VirtualBox. We can observe the
timestamp value for the VirtualBox is more than the Xen Hypervisor in the case of 64 byte packet
length only. For the 64 size packet the number of packets per second is more than the other size
packets.
In that case, Xen hypervisor is performing better than the VirtualBox this is because when
there is more intercepts on the VCPUs for Xen hypervisor, it’s performing well, but in other cases
(when there are less number of packets per second) for packet length such as 1460 bytes, 1024
bytes and 512 bytes. VirtualBox is performing better than the Xen hypervisor.
Reason for standard deviation greater than mean value:
In most of the cases in virtual environments such as virtual-box and Xen, we can observe that
standard deviation is more than the mean this is due to heterogeneous timestamp error values (ε),
if there are more negative values in ε, then the probability of occurrence will be more. so we can
observe the timestamp values of the mean is less than the standard deviation.
But in the case of virtual environment the negative values are occurring, this is due to that in the
application layer the queue takes place in the DOM0 as well as in the DOMU. So, we can observe
more negative values compared to Non-Virtual environment and also depend upon how much load
is present on the VCPUs it will vary.

4.5 Comparison of Timestamp accuracy in Virtual and NonVirtual Environment
Coming to the experimental setup for virtual and non-virtual environment such as Xenhypervisor and VirtualBox is clearly described in the chapter 3.
From the Table 23, 24 and 25 the results are obtained when conducting experiments on
different platforms such as virtual and non-virtual environment, we can observe huge variation in
the timestamp accuracy values in 64 bytes and 1460 bytes all the cases. From these values on
various scenarios we can identify the difference between the timestamp accuracy values in each
platform and what will be the influence on it.
Here, we consider different Memory and CPU in both the hypervisors using the Network
Time Protocol (NTP) and timestamp accuracy (TΔ) mean value for 45 iterations on each
experiment.
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For 64 size PDU in Virtual-Environment:
TIMESTAMP ACCURACY (μs)
Memory
VCPU

XEN

VirtualBox

512

1024

2048

Mean

STDEV

Mean

STDEV

Mean

STDEV

1

14599

13168

14387

15896

10881

12249

2

16098

13967

15737

17549

22633

20408

3

20393

21045

33543

14827

19104

21355

1

40522

10600

35448

5852

37672

11325

2

37959

4702

37345

2108

38182

4983

3

37660

4344

37213

2412

36227

2476

Table 23: Comparison of Xen and VirtualBox using 64 bytes size PDU

From the Table 23, we can observe very interesting timestamp accuracy (TΔ) values for
64 bytes. Whereas, Xen guest machine/DOMU the VCPUs takes less processing time compared to
the VirtualBox when there is more load on the VCPUs.
For 1460 size PDU in Virtual-Environment:
TIMESTAMP ACCURACY (μs)
Memory
VCPU

XEN

VirtualBox

512

1024

2048

Mean

STDEV

Mean

STDEV

Mean

STDEV

1

5695

3841

4822

3852

4962

3962

2

4962

3962

4233

2656

5931

4073

3

4649

4670

5283

3980

4152

2530

1

2129

2386

1523

1567

1952

4500

2

1476

1608

2183

2969

1320

819

3

2716

5259

3309

5952

2049

2313

Table 24: Comparison of Xen and VirtualBox using 1460 bytes size PDU

From the Table 24, we can observe the (TΔ) values for 1460 bytes when there is a less load
on the VCPUs compared to 64 bytes. Whereas, VirtualBox guest machine/DOMU the VCPUs
takes less processing time compared to Xen Hypervisor means when they are less intercepts to the
VCPUs, the VirtualBox DOMU has better TΔ value compared to Xen DOMU.
Reason for Variation in timestamp accuracy in virtual and non-virtual
environment:
When coming to the Non-virtual environment such as Xen and VirtualBox. There is a
bridge and a virtual interface takes place. Packets that are generated from the Client machine using
test network it will first transfer into the Dom0 and bridges to virtual interfaces finally to reach to
the guest machine/DomU. Hence there is a queue in DOM0 as well as in DomU due to this reason
we can observe huge variation in TΔ values for virtual and non-virtual environment and it is clearly
described in Table 23, 24 and 25.
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Non-Virtual

PDU LENGTH (bytes)

Mean TΔ (μs)

STDEV(μs)

P0 System

1460

299

15

64

385

25

Table 25: Comparison of 64 and 1460 bytes size PDU in Non-Virtual Environment

For the Experimental setup in non-virtual environment is clearly mentioned in Figure 1,
which is Non-Virtual Environment. When the packets reach the destination system, there is a queue
takes place and there is no bridges and virtual interfaces in the Non-Virtual Environment case.
From Table 25, we can observe the small timestamp accuracy (TΔ) value compared to a virtual
environment.
Here,
S1 system has the following configuration P3 processor-664 MHz, 256 MB DDR, Linux 2.4.29.
S2 system has the following configuration P4 processor-2.4 GHz, 512 MB DDR, Linux 2.4.29.
S3 system has the following configuration P3 processor-664 MHz, 256 MB DDR, Linux 2.6.10.
S4 system has the following configuration P4 processor-2.4 GHz, 512 MB DDR, Linux 2.6.10.

PDU LENGTH [byte]

S1

S2

S3

S4

1538

720

346

663

374

1048

582

356

755

447

536

511

356

664

444

280

662

367

573

402

152

585

320

598

295

88

589

253

549

539

Mean

608

333

634

417

Std.dev

73

42

76

82

Table 26: TΔ for PCAP on a system with Linux 2.4.29 and 2.6.10

When comparing these results with the previous work [8], which is done in non-virtual
environment], we got better values when compared to these values. From the Table 2 and Table 26
we can identify the difference between the timestamp accuracy values in both the cases.
When considering these system resources (better resources) in the server system, that was
clearly mentioned in Chapter3. We got these timestamp accuracy results that were mentioned in
Table 2.
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5

CONCLUSION

We conducted the several experiments by using different platforms to evaluate the system
performance under different scenarios. For these different scenarios, we consider various systems
P1 to P9, which consists of various internal resources such as, low, medium and high in the server
machine/virtual machine in both the hypervisors.
Because of more network load and congestion there is a much variation in error values in
application layer this is due to queue takes place in the network interfaces in non-virtual environment.
But in the case of the virtual environment, there is much more variation in error values compared to
non-virtual environment this is due to queue takes place in both hypervisor as well as the virtual
machine/DomU. So, there is a large variation of the timestamp value in virtual environment compared
to non-virtual environment.
There is no impact on timestamp accuracy when considering more internal system resources
it mainly depends upon on the load on the CPU and the numbers of packets per second. We can notice
that Xen hypervisor works pretty well that is when there are more intercepts on the VCPUs it’s
performing well than the VirtualBox hypervisor. But in remaining case such as large size of packet
the VirtualBox hypervisor is performing better than Xen hypervisor.
Finally, we can conclude in some case VirtualBox will perform better than Xen hypervisor,
but in other cases Xen hypervisor will perform better than VirtualBox.

5.1 Research Questions and Answers
RQ1. If influenced, how will be the timestamp accuracy be influenced by the resources (VCPU
and Memory) allocated to the VM?
ANS: Internal system resources such as VCPU and Memory cannot influence timestamp accuracy.
It mainly depends upon the packet size and how much load that is present on the VCPUs at that
particular time. When considering different scenario’s such as low, medium and high internal
resources there is no much variation in timestamp values for two different hypervisors such as Xen
and VirtualBox.
RQ2. Is there any difference between the two hypervisors, w.r.t. Time-stamping accuracy?
ANS: Yes, there is a difference between the two hypervisors when considering Xen hypervisor
and VirtualBox. When considering time stamp values for both the hypervisors we can observe
much variation in timestamp accuracy values (TΔ) for 64 bytes and 1460 bytes that was clearly
mentioned in Table 23 and Table 24.
For VirtualBox there is a better timestamp value compared to Xen hypervisor in different scenarios.
But, when the packet length of 64 bytes, there is better mean timestamp value in Xen hypervisor
compared to VirtualBox because, the VCPUs in the virtual machine/DomU of Xen hypervisor takes
less processing time in various scenarios compared to VirtualBox. For packet length 64 bytes,
VCPUs in Xen hypervisor is working pretty well when getting more intercepts to the VCPUs after
the queue takes place. These are a less processing time that takes place in a Xen virtual machine
compared to VirtualBox virtual machine for a 64 byte packet length.
Due to this reason there is a difference between the timestamp values in other packet length
scenarios such as 1460 bytes, 1024 bytes and 512 bytes. The VirtualBox virtual machine/DomU is
performing better than the Xen hypervisor means, when there is less intercepts to the VCPUs the
VirtualBox virtual machine is performing pretty well compared to Xen virtual machine. But, when
there are more intercepts on the VCPUs. Xen hypervisor is performing better than the VirtualBox.
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RQ3. How does the time-stamping accuracy compare to a non-virtualized scenario?
ANS: Timestamp accuracy in non-virtualized environment has better accuracy compared to virtual
environment because the queue takes twice on the virtual environment that is when packets flowing
to the server machine (virtual-machine) via Dom0 there is a queue. Once it's done the packets will
flow to the final destination via bridges to virtual interfaces and again, there is a queue in virtual
machine depends upon the load on virtual CPU. So, we can see large variations in timestamp
accuracy compared to non-virtualized scenarios.

5.2 FUTURE WORK
This thesis work gives more scope for the researchers working on various platforms such as
virtual and non-virtual environment. This thesis work was performed using hardware virtualization;
it is interesting to know how it will work in para-virtualization in Xen hypervisor.
With these results, we can identify how well the time synchronization takes place in a virtual
environment. And it is interesting to know the timestamp accuracy in KVM and other hypervisors.
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APPENDIX A
Basic Requirement for installing Xen
Step1: Check whether virtualization is supported by processor specifications.
Step2: To check whether Intel VT/AMD-x virtualization must be enable in BIOS settings.
Step3: Update your Bios.
INSTALLING PROCESS: These are the steps to be consider during installing process
Step1: Disk Drive should be formatted.
Step2: Basic knowledge how to delete, create and Modify file system (as and ability to hold
directories and files).
Disk partitioning in which file system is contained in DVD/CDROM or logical volume. System’s
directory is combined with file system’s root directory in mount point location. The most crucial
point is ‘/’ in UNIX, after installation it cannot be unchanged in root partition so it should be
done before. Except /boot/efi all mount points is establish in single file system.
FLAG TYPES:
It consists of two types such as Hidden and Boot.
Types of File System:
It consists of FAT, NTFS, Ext2, Ext3, Ext4.

Ubuntu 13.10 server installation
Step 1: At First check your system configuration according to that download the Ubuntu 13.10
Server/Desktop x32 or x64 iso from the link given ().
Step 2: By using Ubuntu 13.10 Server/Desktop iso file create CD or USB.
Step 3: Based on our System Configurations, create a swap space and root partition. And choose
‘/’ mount point with at least 15GB (minimum space) and boot as flag and minimum space for
swap partition is 4GB.
Step 4: According to the instructions given install operating system.
Step 5: During installation process, click automatic updates option.

Commands to update in Ubuntu:
apt-get update
apt-get install upgrade
apt-get install dis-upgrade
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Installation and configuring of Xen:
Step1: Install the Xen Hypervisor
sudo apt-get install Xen-hypervisor
Step2: Setup GRUB to boot the Xen Hypervisor
Sudo sed -i ‘s/GRUB _DEFAULT=.*\+/GRUB_DEFAULT=”Xen 4.2-amd64”/’
/etc/default/grub
Step3: Disable apparmorat boot
Sudo sed –‘s/GRUB_CMDLINE_LINUX=.*\+/GRUB_CMDLINE_LINUX=”apparmor=0”/’
/etc/default/grub
Restrict “dom0” to 1GB Memory and 1 VCPU
Sudo vim /etc/default/grub
After editing the file add the line GRUB_CMDLINE_XEN=”dom0_mem=1G,max:1G
dom0_max_VCPUs=1” under GRUB_CMDLINE_LINUX=”apparmor=0”
Step4: Update Grub
Step5:Sudo update-grub
To select one of the tool stack such as( XM,XL and XAPI).
Step6:Sudo sed –i ‘s/TOOLSTACK=.*\+/TOOLSTACK=”xl”/’ /etc/default/grub
Reboot the server
Step7:Sudo reboot
To check whether it was install
Step8:Sudo xl list

Network Configuration in Xen
This section describes about how to configure a network bridging in Xen. Assume, Eth0 as
primary interface
Step1: To install bridge utilities for configuring your network
Sudo apt-get install bridge-utils
Step2: Before configure your network to disable network manager
Sudo service networking stop
Step3: Edit /etc/network/interfaces you can use any editor
#
Auto lo
Iface lo inet loopback
Change it to
#the loopback network interface
Auto lo
Iface lo inet loopback
# creating bridging network
Auto Xenbr0
Iface Xenbr0 inet static
Bridge_ports eth0
# You can assign Dhcp address or static address .with the static address we have to assign
gateway,dns-nameserver,network submask.
#the primary network interface
Auto eth0
Iface eth0 inet dhcp
Step4: After that, we need to restart the network
Service networking restart
Step5: To check whether bridge is created
40

Brtcl show

Allocating disk space for Hardware virtual Machines
Step1: Check for the system partitions
Select the partition /dev/sda3 as a root
Unmount /dev/sda3
Step2: To create physical volume (PV)
Pvcreate /dev/sda3
Step3: To create volume group (VG)
Vgcreate –n <(vg0)name of the volume group> /dev/sdas
Step4: To create logical volume (LV)
Lvcreate –L <(size of VM)> -n <name of the LV (lv1)> /dev/vg0
Step5: command to check physical volumes, logical volume and volume groups
Pvdisplay
Lvdisplay
vgdisplay

Creating Virtual Machines/Guest Machine
Step1: To check whether Ubuntu ISO file in your system.
Step2: Install any viewer in your system to view the guest machine as a root by command.
Step3: Creating the guest machine by using the conFigure file in /etc/Xen/<name of the Guest
Machine>.cfg as a root using any editor.
builder = “hvm”
name = “ubuntu-hvm”
Memory = “2048”
VCPUs = “3”
vif = [‘bridge=Xenbr0,mac=00:6e:16:00:11:22’,’bridge=Xenbr1,mac=00:6e:16:00:11:33’]
disk = [‘phy:/dev/vg1/lv-1,had,w’,’file:/home/studentaccount/Downloads/ubuntu-13.10-serveramd64.iso,hdc:cdrom,r’]
vnc = 1
boot = “dc”
Step4: By using different tool stack, we can create, shutdown, migrate and reboot the Guest
Machine.
xl create /etc/Xen/ubuntu-hvm.cfg
xl shutdown ubuntu-hvm
Step5: Now we need to edit the conFigure file
builder = “hvm”
name = “ubuntu-hvm”
Memory = “2048”
VCPUs = “3”
vif = [‘bridge=Xenbr0,mac=00:6e:16:00:11:22’,’bridge=Xenbr1,mac=00:6e:16:00:11:33’]
disk = [‘phy:/dev/vg1/lv-1,had,w’]
vnc = 1
boot = “c”
Step5: To check whether the virtual machine is ON/OFF
xl list
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Detail note on configure file
step 1: builder =”hvm” or “generic”
hvm means full virtualized computer with disk, emulated BIOS etc. And generic name means
loading PV domains.
Step 2: name =”name of guest machine”
Step 3: VCPUs =” number of virtual CPU’s (N)”
Based on this VCPUs it will allocate to that guest machine.
Step 4: Memory =” RAM in MB”
Based on this Memory it will allocate to that guest machine.
Step 5: disk spec is represented in the form.
For example:
Step 6: boot = [c|d|n]
Where n represents network (n), d represents CD-ROM, c represents hard disk. It choose the
emulated device to boot .to boot from cd-rom multiple options are given.
Step 7: vncviewer = ‘<boolean>’
This disables or enables to view in vncviewer.
Step 8: vif = [‘<devicespec>’,’<devicespec>’,..]
For example, vif = [‘mac=00:
,bridge=Xenbr0’]
VIF represents virtual interface, mac address is assign to virtual interface represented as 6 groups
of two hexadecimal digits and it is a 48-bit number.
It represents Xen’s organizationally unique identifier as first three groups of hexadecimal digits.

Installing and Configuring VirtualBox
1. Installing Virtual box
Why do we need DKMS package?
Dynamic Kernel Module Support (DKMS) package provide support for installing supplementary
versions of kernel modules. It is necessary for the VirtualBox host kernel modules
(VirtualBoxdrv, VirtualBoxnetfit and VirtualBoxnetadp) are properly updated if the Linux kernel
version changes during next apt-get upgrade.
Installing DKMS
sudo apt get-install dkms
Now, install Virtual box by command.
sudo apt-get install virtual box

2. Configuring virtual box to install virtual operating system
Creating a Virtual Machine
Open virtual box created in your menu or search in your application for virtual box
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Now, press new option seen on your menu bar in virtual box window. After you seen displayed
Create Virtual Machine window, select hide description button present on left bottom. Enter the
following as shown in following Figure. Note that the Memory size and hard drive space depends
on your system.

After selecting the options as shown press create button.
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Now, select the hard drive name, hard drive size and type of hard drive. In above Figure on
Storage on physical hard drive options, select “fixed size”

What happens if I select dynamically allocated?
If you select “dynamically allocated” option the hard drive size may vary according your storage
space on virtual machine. Now this will create your hard drive in $HOME/VirtualBox VMs/
(VirtualMachine_name_folder)
You will back to the main VirtualBox window. Now you need to change some settings of virtual
Machine. Select Settings in menu.

Changing settings for Virtual Machine
1. Network Settings
You have to change Network to Bridged Adapter linked to eht0 as shown in Figure below by
default it will be in NAT connection.
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What is NAT and how does it differ from Bridged Network?
The Network Address Translation (NAT) service works in a similar way to a home router, grouping
the systems using it into a network and preventing systems outside of this network from directly
accessing systems inside it, but letting systems inside communicate with each other and with
systems outside using TCP and UDP over IPv4 and IPv6.A NAT service is attached to an internal
network. Virtual machines which are to make use of it should be attached to that internal network.
Bridge Networking is for more advanced networking needs such as network simulations and
running servers in a guest. When enabled, VirtualBox connects to one of your installed network
cards and exchanges network packets directly, circumventing your host operating System’s
network stack.
2. Storage settings
What happens if we don’t add iso file?
So we should add bootable iso file. Select cd icon shown in Storage Tree box. In popup box
Select Choose disk option. Now go to location of your iso file and press Open.

Starting Virtual Machine (first time)
Now select the appropriate VM and press start

The operating system will boot follow the instruction seen on your screen and install the
operating system. After the installation is done, press reboot.
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Now, you will run the Virtual Machine in Virtual box.
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