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Abstract 
 
The Internet is a relatively new technology that has developed explosively 
during the last 10 years. The Internet-technology has been accepted rapidly by 
users, but the legal and ethical aspects have not been updated at the same 
rapid rate. Trust in electronic services or products is founded on knowledge 
and an understanding of what happens during a session and of the effects that 
might occur. Within electronically based services there are obvious risks for 
invisible and undesired results such as intrusions on privacy. In the traditional 
relationship of a service provider and a user, the question of privacy is clear, 
whereas in the new, Internet-related relationship between a service provider 
and a user, it is not. 
 
We have performed an informed survey concerning privacy, carried out 
through interviews. From the answers in the interviews it is clear that the 
threat against privacy is perceived as a problem, but that it is overshadowed 
by other issues such as safe conducts of payment, functioning distribution 
systems and reclamation etc. This could be due to the difficulty of addressing 
an intangible problem such as privacy when there are other issues that are as 
important and easier to address since they concern an actual purchase.  
 
To increase the trust of the users in the Internet and e-commerce branch, we 
believe that the Internet peephole needs to be plugged from within the branch. 
A user should neither have to worry about where his or her personal 
information goes or who has access to it nor for which purpose it will be used. 
The users must be made aware of what threats their information faces and 
which certificates that can protect it. If the providers of products and services 
on the Internet do not gain the trust of the users, in the end, cyberspace will be 
a desolate place. 
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Privacy 
 

1. Introduction 
 

1.1. Background 
The Internet is a relatively new technology that has developed explosively 
during the last 10 years. As a comparison, telephony, have had a bit more than 
a 100 years, to develop into the services and products we know today. During 
this time of development, users and society have learned about the telephone 
technology and have come to trust it as telephones have become a mature 
product and a part of daily life. When it comes to the Internet-technology, it 
has been accepted rapidly by users, but the legal and ethical aspects have not 
been updated at the same rapid rate.  
 
The fast development within the IT-area puts high claim on security, both 
inside different organisations and for individual users. Today, one of the most 
important and valuable assets of an organisation is information, such as 
economical and customer related information [DATAFÖRENINGEN]. This leads 
to an increased vulnerability that organisations have to pay attention to. 
Infrastructures in organisations are often connected to international telephone- 
and data networks (systems) and it is more and more common that 
organisations have wireless networks and use mobile Internet for almost all 
internal and external communication. This increases the risk of intrusion and 
frauds even more. If important information is lost or destroyed, via 
carelessness, intrusions or lack of knowledge, it can lead to devastating 
consequences.  
 
When it comes to security on the Internet, this is a subject that not only affects 
businesses and organisations but also involves private users. One aspect of 
security, which is seldom mentioned in literature on Internet services, is 
privacy of personal information. Many users are not aware of the risks they 
expose themselves to when they use the Internet [PRICEWATERHOUSE], or that 
every time they use the Internet, a trail of personal information is left behind.  
Lately, reports have been issued on the subject of privacy on the Internet by, 
for example, the organisation Consumer International [SCRIBBINS]. 
 

1.2. Purpose 
The purpose of this thesis is to illustrate the parts of electronic security, which 
are not directly about firewalls or virus-protection but issues such as privacy 
and ethical policies concerning the collection of personal information on the 
Internet. We will examine the commercial world’s view of privacy and the 
attitude towards a self-regulation versus legislation concerning the collection, 
use and misuse of personal information.  
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1.3. Target group 
This thesis is directed at those who have general interest in or knowledge of 
electronic security. We assume the reader is familiar with expressions within 
computer science and have a genuine interest in learning more about security 
work also in the less technical parts of electronic security. 
 

1.4. Limitations and assumptions  
We do not claim to address all aspects of security in this thesis but will, aside 
our main focus on privacy, try to give a general description of electronic 
security. In the area of privacy we do not consider the personal integrity in 
governmental, health care or other similar records, but focuses on the 
individual's rights and possibilities when shopping or searching for 
information on the Internet. We do not address intrusions in computers, only 
intrusions on privacy when individual users use the Internet. The technical 
part of protecting privacy will not be explored in this thesis nor will any 
technical solutions of solving the problem of privacy be presented. 
 

1.5. Problem description 
As the Internet and the field of electronic commerce grow, the threats to 
privacy of consumers have increased alarmingly. Today many Internet sites 
(67%) are using hidden mechanisms, such as web-bugs and cookies, to collect 
data and personal information about the user [SCRIBBINS p.6]. Often the user is 
not aware of, or is not informed that the information is being collected. This 
information can also be collected in exchange for free services such as news-
search and free e-mail. The collected information can be used by companies to 
build profiles of customers or to set the price of a product.  
 
In the traditional relationship of a service provider and a user (see Fig.1), the 
question of privacy is clear. The relationship is asserted through the Consumer 
Purchases Act and other legislation, which is dependent on the geographical 
location of the store. The service provider and the user interact over the 
merchandise of the supplier but the supplier doesn’t know, and doesn’t need 
to know, the identity of the user.  

 
- 2 - 



Privacy 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1. Scenario of traditional service provider – user relationship 
 
In the new relationship between a service provider and a user (see Fig. 2), the 
issue of privacy is a bit more fuzzy. There is no geographical location to 
connect the information or e-commerce web-site to, and as a result, legislation 
is powerless. The supplier of systems and services can supply the service 
provider with possibilities to user-contacts through making profiles on what 
users want and how they act and react to different offers and situations. This is 
perceived as a positive aspect as it gives an added value to the original 
system/service that the service provider wanted. But, this might be a problem 
when the supplier turns hostile without the service provider’s knowledge, i.e. 
the supplier monitors the user and the user’s actions without the user’s or the 
service provider’s knowledge. This information is then sold to other parties 
without any permission given from the user. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2.Electronic scenario of service provider – user relationship 
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One of the great challenges for the Internet and e-commerce branch will be to 
convince the users to put their trust in the existing solutions for the protection 
of the privacy of the users. 

1.6. Statement 
Trust in electronic services or products are founded on knowledge and an 
understanding of what happens during a session and of the effects that might 
occur. Within electronically based services there are obvious risks for 
invisible and undesired results such as: 
 
• theft of identity 
• fraudulent manipulation of data 
• intrusions on privacy 

1.7. Hypothesis 
To keep and increase the trust of the users in electronic services and products, 
there is a need for self-regulating efforts in the Internet and e-commerce 
branch. In this branch, we believe that self-regulation is more efficient than 
legislation, since legislation easily becomes ineffective when no physical 
location of a crime can be determined. To elucidate and inform of possible 
risks, such as these mentioned in the statement above, will, together with the 
creation of ethical policies concerning the collection of information on the 
Internet, contribute to increase the trust of the users in the Internet and e-
commerce branch.  
 

1.8. Method 
The method used in this thesis is empirical. Our approach has been to perform 
an informed survey consisting of in-depth interviews. The subjects of the 
interviews are chosen partly from a list of the ten most visited web-sites in 
Sweden [SVD], and from a group of organisations that use certain software for 
collecting personal information about their users on the Internet. These 
organisations all have web-sites where users can either shop or search 
information. The company that supplies this particular software is also part of 
the survey, as is a governmental committee whose task it is to analyse the 
effects of information technology on the development of society. The 
questions in the interviews derive from apprehensions in reports from 
consumer organisations and our own reflections from our literature studies. 
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We have tried to form our thesis according to Christian W. Dawson’s guiding 
principles for performing academic computing projects [DAWSON]. To collect 
background information we have performed literature studies in which we 
have used relevant literature on the subject as well as different research 
reports and official reports from government agencies in Sweden, Europe and 
the United States. 
 
The results of the survey are analysed and from this, in addition to our 
achieved knowledge during the literature studies, we have drawn our 
conclusions. 
 
Of eighteen asked subjects, six were interested in participating, six did not 
wish to participate and six did not respond at all (see Appendix B). Of the six 
interviews that were carried through, two were performed by telephone and 
four were performed face to face in the offices of the subjects. 
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2. What is electronic security? 
 
There is an abundance of terms concerning information security such as 
computer security, network security, document security, IT-security 
(Information Technology security) and information security. What the 
different expressions mean, largely depends on who is using them. 
Information security is used as the overall term, including all parts of security 
in an organisation. This term extends over areas such as what locks will be 
used in a building, how documents are stored, who has access to which 
information and under what terms communication is carried out. Information 
security is divided into different fields of responsibility (see Fig.3). 
Administrative security consists of administrative rules and routines. IT-
security is the different instruments there are to protect an organisation’s 
information, e.g. passwords, routers etc. It can be partitioned into ADP-
security and communication security where ADP-security stands for the 
protection of unauthorised access, change or disturbance to data and systems 
and communication security secures the transfer of information between 
sender and receive [ SIG1]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Figure 3. ITS’s definition of security terms [ITS] 
 
 
The ITS (Informationstekniska Standardiseringen) is the Swedish standards 
agency of information technology, which works at preparing the Swedish 
standpoints concerning standardisation, e.g. European and global 
standardisation and influencing the prioritisation and formulation of 
international standards. The ITS’s definition of security terms is the 
commonly accepted definition of information security in Sweden. What is not 
yet commonly recognised is what electronic security is. As we believe the 
traditional models are lacking important aspects, we have developed a model 
for electronic security, which more thoroughly explains the different parts of 
security and their relations.  
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Electronic security concerns, as is evident by the name, the electronic parts of 
the information security. In addition to this, it also concerns the organisation, 
the people working within the organisation and the relations between them. 
The picture below (see Fig.4) illustrates this best. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4. Definition of relations in electronic security 
 
The different parts of electronic security are organisation, technology and 
people. They form a unity in which all aspects of security in a computer 
system/network are represented. This model will be refined later in the thesis 
(see Fig.8). 
 
The different parts of electronic security will be further explained in the 
following parts of the thesis. 

2.1. Security in distributed systems and networks 
A distributed system is “a collection of computers linked via some network” 
[GUSTAVSSON], e.g. a client server system or the Internet. In the picture of the 
problem description (see Fig. 2), the “trusted relation” between the service 
provider and the user takes place via a distributed system – the Internet. To 
accomplish electronic security in a distributed system is difficult, but there are 
different technological solutions that can be used such as Kerberos, DCE 
SESAME [PFLEEGER] and Bell-LaPadula [GOLLMANN] (see Appendix C). It is 
necessary for an organisation to examine which information in a system that 
needs to be protected and to what extent, to be able to choose a suitable 
solution.  
 
Different parts of electronic security to protect a system in varying situations 
are: 
 

• Authentication – Used to verify the identity of a user and to 
control that a message actually comes from the alleged source, 
authentication often includes protection against modification, 
delay, replay and reordering [SIG2]. 

 

Technology 

Organisation 

People 
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• Access control – Used to limit and control the user’s access to the 
system, applications, files and so on. To achieve proper access 
control, each user trying to gain access to a system must be 
identified or authenticated to fit the access rights to the individual 
[STALLINGS, 1999]. 

 
• Encryption – Used for network and communications security to 

help protect passwords (e.g. password files) and information (e.g. 
messages), conventional (symmetric) encryption and public-key 
(asymmetric) encryption are in common use today [SIG2]. 

 
• Firewalls – Protects the organisation’s information technology 

from external threats and can also prevent internal risk categories 
from exporting vital internal information via the organisations 
network [SIG2]. 

 
• Intrusion detection – Detects intrusions and puts all events (both 

external and internal) in a log-file where all transactions can be 
monitored [SIG2]. 

 
• Virus protection – If an intruder succeeds in an attack and 

introduces a virus to the system, the virus protection (if installed 
and updated properly) make sure the virus can not do too much 
damage to networks or stored information [SIG2]. 

 
2.1.2. Defensive and offensive security  
If the main function of a computer system or network is seen as being that of 
providing information the attacks on the security are easily defined. The flow 
of information in a system goes in general from a source, e.g. a file or a region 
in the main memory, to a destination e.g. a new file or a user [STALLINGS,1999] 
or, in the case of the problem description (see Fig. 2), from a server to a client 
or vice versa. This is the normal flow, but it can be altered by an attack.  
 
 
 
 
 
 
 
 
 
 

Figure 5a. Normal flow of information [STALLINGS,1998] 

Information source Information destination
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There are four general types of attacks [STALLINGS,1999]: 
 

• Interruption – one of the system’s assets is destroyed, made 
unavailable or unusable. This can be caused by destroying 
hardware, cutting a communication channel or disabling the file 
management system. Interruption is an attack on availability.  

 
 
 
 
 
 
 
 
 
 

Figure 5b. Interrupted flow of information [STALLINGS,1998] 
 

• Interception – an unauthorised party, this could be a person, a 
program or a computer, gains access to one of the system’s assets. 
This can be done by wiretapping or through unauthorised copying 
of files. Interception is an attack on confidentiality. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Figure 5c. Intercepted flow of information [STALLINGS,1998] 
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• Modification – an unauthorised party gains access to and tampers 
with one of the system’s assets. Examples of this are changing 
values in a file, altering a program’s behaviour of performance or 
modifying the content of messages. Modification is an attack on 
integrity.  

   
Figure 5d. Modified flow of information [STALLINGS,1998] 

 
• Fabrication – counterfeit objects are inserted in the system by an 

unauthorised party. Spurious messages and the addition of records 
to a file are examples of this kind of attack. Fabrication is an 
attack on authenticity. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 5e. Normal flow of information [STALLINGS,1998] 
 
In this thesis we focus on Interception (see Fig. 5c) as a vulnerability to 
privacy (see Fig. 2).The generalised types of attacks above, can in turn be 
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monitoring of transmissions. The active attacks on the other hand, involve 
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modification or creation of false data streams. The active attacks can be 
divided into the subcategories of masquerade, replay, modification of 
messages and denial of service [STALLINGS,1999]. Both kinds of attacks can be 
used to intrude on the trusted relation between the service provider and the 
user (see Fig. 2). The risk of the occurrence of undesired effects, mentioned in 
the statement before, increases. The undesired effects such as stealing the 
identity of either the service provider or the user, to manipulate the data to 
harm the service provider or violate the privacy of the user, could lead to 
grave consequences for the service provider and/or the user. The losses of 
financial means, trust or both, while the intruder could gain enormously both 
financially and in prestige among the peers of the intruder.   
 
Every system will, in time, be exposed to some sort of attack. In the picture 
below (see Fig.6) we will show some of the incentives (e.g. piracy) for attacks 
on systems and what the attackers want to accomplish (e.g. increased 
availability to information for the “offens”). Simplified, the defence is the 
owner of the valuable information resource and the offence is the opponent 
who wishes to take part of or destroy/alter the defence’s resource. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 6. The roles of the offence and the defence in different situations [DENNING] 

Offens
 

Defense 

Decrease availability 

Decreasing integrity 

 Increase availability   
intel/espionage  
piracy 
penetration 
superimp. fraud 
identity theft 
physical theft 
perception 
 

tampering 
penetration 
fabrication 

physical theft 
sabotage 
censorship 

hiding 
authentication 
access controls 
monitoring 
plug holes 

authentication 
access controls 
monitoring 
plug holes 
backup 

authentication 
access controls 
monitoring 
plug holes 
backup 

Valuable 
information 
resource 

$ 

Ensure availability 

Ensure integrity 

Prevent availability  

 
- 11 - 



Privacy 
 

As seen in the picture above (see Fig.6) the “defense” counters the attacks 
made by the “offens” by for example authentication to prevent availability to 
the information for the “offens”. Every kind of attack has a countermeasure 
and just as there are passive and active attacks, there is passive and active 
security. 
 
All security can be called defensive since its purpose is to protect something 
but in this thesis there will be a distinction between defensive and offensive 
security. The defensive area of security is where many protective 
hardware/software such as routers, firewalls, intrusion detection systems, 
virus protection and back-up systems etc. are located. In this area it is 
important that all security- instruments are continuously upgraded and that 
they are installed correctly, otherwise they can cause more damage than do 
good. Defensive security can also be described as passive security. This 
means a company buys, for example, an intrusion detection system, starts it 
up, monitors it every now and then and believes this is enough. It is not. Next 
part of the report describes offensive security and how this should be used to 
complement the defensive security [DENNING]. 
 
If defensive security can be called passive security then offensive security 
must be equal to active security. This is an ongoing process where both 
employers and employees continually must take part. The security 
consciousness can easily get blunt by the belief that since there exist a firewall 
no problems can occur. It is important to stay sharp and this can be achieved 
by a number of means, for example by security-drills with incident-scenarios. 
The best way for an organisation to maintain security intact is to make the 
foundation from defensive security and then add offensive security as an extra 
layer of protection. Offensive security has many aspects but here follows a 
few examples [DENNING]: 
 

• Education and communication – the best defence against security 
problems. Many incidents occur when employees or others, with 
inside access to the organisation, make mistakes or lack 
knowledge. 

 
• Tracking – all events in a system should be logged, i.e. who has 

done what and when. By tracking all events in a system in this 
way, when something unexpected occurs, there is a clear picture of 
what has happened 

 
• Active reading/monitoring of log-file to facilitate quick respond to 

incidents. 

 
- 12 - 



Privacy 
 

• Updated security policy and security plans that are firmly 
established in all levels of the organisation, and incident handling 
should also be included. 

 
These parts of security, authentication, access controls and tracking etc., aims 
mainly to prevent an intruder from gaining access to a system, the information 
in the system and to lessen the impact of any breach in the security. Some 
parts may be used to prevent the relation between the service provider and the 
user to be exploited by fraudulent interests who claim to be others than they 
are.  
 
2.1.3. Public Key Infrastructure 
To use the Internet as means to collect and spread critical information 
increases in both organisations and public institutions. This signifies higher 
demands on security in computer systems/networks, which means that 
encryption and authentication is not enough to ensure sufficient security. 
 
When two for each other unknown entities want to exchange information, e.g. 
in e-commerce, there will always be some sort of uncertainty whether the 
entities are exactly who they claim to be. To increase their credence to each 
other, there has to be a trusted third party that can verify their identities. A 
trusted third party could be a Certificate Authority (CA). 
 
One way to satisfy an organisation’s need for IT-security is by using a 
security infrastructure, a Public Key Infrastructure (PKI), as a solution to 
different security needs within the organisation. This means that the solution 
can handle needs such as encrypted e-mail, access, secure sessions, encrypted 
file-transfer between applications and file- and hard disk-encryption etc. 
 
Public-key cryptography was invented primarily to solve a key management 
problem, the distribution of secret message keys. When this was solved 
another key management problem was coming up – the distribution and use of 
false or compromised public keys. Hence PKI was developed. A PKI is the 
management environment for the public key information of a cryptographic 
system. The public key cryptographic system is a system where two 
mathematically related keys are used to encipher and decipher information. 
The PKI is not only software and hardware, but a combination of products, 
services, facilities, policies, procedures, agreements, and not to forget people 
that provide and sustain. A PKI is essentially a network of services that 
includes certificate authorities, certificates repositories and directory services 
for storing and finding public-key certificates and certificate revocation lists 
for managing keys that expire or are revoked [DENNING]. 
 
PKI may not be the miraculous solution of electronic security in an 
organisation [ELLISON]. Security is a chain and it is only as strong as the 
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weakest link. Even a CA-based system is based on many links and they are 
not all cryptographic.  
 
Some negative aspects of PKI could be: 

• Who do we trust and for what? 
- Who gave the CA the authority to grant such authorisation?  
- Who made it trusted? 

 
• Who is using the key? 

- Is the computer where you store your private key secured?  
 
These aspects need to be considered, before PKI can be used as the universal 
solution it is said to be. The next part of the thesis will address the problems in 
communication between different entities.  
 
2.1.4. Security in communication 
When a message is to be transferred from one party to another via some sort 
of information channel, e.g. an internet, it is often desirable to keep the 
message secure from any other parties than the concerned ones. The two 
parties, the principals in the transaction, must co-operate in order for the 
transaction to take place. By using communication protocols, e.g. TCP/IP and 
defining a route from source to destination through the Internet, a logical 
information channel is established. This channel is then to be protected against 
any threat to confidentiality, authentication and so on. To ensure this, some 
sort of security technology must be used [STALLINGS,1998].  
 
In the picture below (see Fig.7) is an example of a model for network security. 
In this model the two principals wish to transfer some secret information. To 
accomplish this, they request assistance from a trusted third party. The trusted 
third party takes responsibility for distributing the information to the two 
principals and for keeping any opponent from intercepting the secret message. 
Or if the message is intercepted, it will be encrypted so that the opponent will 
not be able to read it. A trusted third party can also be engaged to arbitrate 
disputes concerning the authenticity of message transmissions between the 
principals [STALLINGS,1998].  
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Figure 7.  Model for Network Security [STALLINGS,1998] 
 
 
According to this general model for network security there are four basic tasks 
needed for designing a security service [STALLINGS,1998]: 
 

• Design an algorithm for performing the security-related 
transformation. The algorithm should be such that an opponent 
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• Generate the secret information to be used with the algorithm. 

 
• Develop methods for the distribution and sharing of the secret 

information. 
 

• Specify a protocol to be used by the two principals that makes use 
of the security algorithm and the secret information to achieve a 
particular security service. 

 
This model for network security addresses mainly the problems that different 
organisations may have when communicating via a network or when they are 
doing business via the Internet, but also individual users have need of secure 
communication. When users shop on the Internet there is often a need to send 
personal information via the Internet such as addresses or credit card 
information. An individual user who wants to buy something on the Internet 
and needs to send credit card information via the Internet is likely to decline 
the purchase if the transmission is perceived as insecure. The “Internet bank” 
is an example of users sending critical and secret information via the Internet 
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secret information) 

Principal Principal  

Security-related 
transformation 

Security-related 
transformation 
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information 

Message 

Secret 
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and the banks have created different solutions of encryption to secure the 
secrecy of the transactions.1 
 
2.1.5. Security policy  
As a preventive measure a company has to design an electronic security policy 
and also continuously supervise how well it is followed. A security policy 
should adjust to the company’s size, the computer dependence, reflect the 
company’s organisation and divisions of responsibilities and it should also be 
flexible. It is important that the policy clearly shows the management’s view 
of the necessity of an electronic security policy.  
The following description can be applied to explain a security policy: 
 

• “A security policy is a formally stipulated collection of goals that 
describe comprehensive security requirements of information- and 
resource handling in an organisation or enterprise” [SIG2 p.22]. 

 
This definition of a security policy is organisation-oriented and its goal is to 
guide the security work. Technology will be used to support the policy and the 
overall security policy should be complemented with sub-policies such as e.g. 
policies for e-mail and Internet use [ SIG1]. 
In reality security is about common sense. If a security policy is not founded 
on common sense, the employees will find it senseless and hard to follow. It is 
also important to separate which information needs protection and which does 
not [DATAFÖRENINGEN].  
Following parts should be defined in a security policy [SIG2]: 
 

• The organisation’s aim for security, in point of what and how the 
information will be protected, integrity, secrecy and different 
kinds of threats.  

 
• Where in the organisation the responsibility for security lies, it is 

important to clearly define who is responsible for each part/level. 
 

• Which engagement is made to reach the aim includes staff, money 
and other resources like how the security work will continue.  

 
To make the policy practically usable it is essential to define in a security plan 
how the policy will be driven through the organisation. The security plan 
should regularly be revised considering organisation variation, changed 
security claim etc. [SIG2]. 
 

1 The focus of this thesis does not concern banking, the “Internet bank” is only mentioned as 
an example. 
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The security plan should contain the following parts [SIG2]: 
 

• Security policy 
• Description of the present situation, concerning security aspects. 
• Recommendations on how the security work will continue  
• Accountability, who is responsible  for what 
• Time plan  
• Plan for maintenance and development of the security work and 

alteration 
 
2.1.6. Expanded model for electronic security 
With this expanded model for electronic security it is our intention to point 
out the necessity to bear all parts of electronic security in mind, when 
discussing and developing electronic security. Most security problems are 
solved by one technical solution or another, while the organisational part of 
the security work as well as the part of the individuals often is forgotten. Up 
until now, most of the thesis have revolved around the “trusted relation”-part 
of the problem description (see Fig.2), but now is the time to tie that part 
together with the expanded model for electronic security.  As our thesis is 
focused on privacy, it is mainly organisation and people who are concerned. It 
is difficult to find technical solutions that prevent breaches of privacy and that 
are not too difficult and expensive to implement, but as mentioned before, 
electronic security consists of more than technology.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Figure 8. Refined Model for Electronic Security 

 
Before the security technology is chosen and implemented, it is important to 
decide in a policy what should be protected, information, users or the privacy 
of users, from whom it should be protected, by whom and how.  

Organisation 
• Awareness 
• Security policy 
• Security plan 
• Purposeful follow-up 
 

Technology 
• Authentication 
• Access control 
• IDS 
• Virus protection 
• Firewall 
• Etc.  

People 
• Knowledge 
• Education 
• Awareness  
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To increase the awareness and knowledge of people, both individual users and 
employees in organisations, of what to consider when using services on the 
Internet the three parts must be linked together and be seen as a unit. 
 
In the following paragraphs of the thesis, the picture of the pitfalls that may be 
encountered on the Internet will be high lighted, but also the picture of what 
rights a user has according to the policies that do exist concerning e.g. 
privacy. 

2.2. E-commerce 
In the beginning of year 2001, 65 % of the Swedish population in the ages 16-
64 years old had access to the Internet at home. Another 3 % stated that they 
had access to the Internet at libraries, IT-cafés or some where else [SCB3]. Of 
those who use the Internet at home, 71 % states that the compulsory 
requirement to leave credit card information is an obstacle at e-commerce, 
about 50 % states that the insecurity of how personal information is used is an 
obstacle [SCB1]. 
 
The turnover of e-commerce in the first quarter of the year 2000 was in 
Sweden 1,3 billion Swedish crowns. This equals a yearly turnover of about 
5,2 billion Swedish crowns which represent 1,6 % of the total sales in Sweden 
[BACKLUND]. 
 
Today, in the information era, it is easy to think that ”getting close to the 
customer” is easy since the access to information is greater than ever. Internet 
is sometimes called the “new age of marketing” seeing that businesses use the 
Internet to gather detailed information about customers and their preferences. 
But this is not entirely true. According to PricewaterhouseCoopers 
[PRICEWATERHOUSE] there is a great unwillingness among customers to hand 
out information about them selves, because of worries about their privacy 
being abused. The information users are most unwilling to give up over the 
web are details about their credit cards (only 5 % are willing to give out this 
kind of information). This is a basic problem for the e-commerce branch and 
they have to work out how the relationship to customers can be improved. 
Businesses may have to ask themselves some far-reaching questions, such as:  
 

• Do our customers trust us?  
• If not, how can we address their privacy concerns?  

 
The need to ask these questions doesn't mean that the Internet’s usefulness is 
limited, instead it illuminates the necessity for the Internet and e-commerce 
branch to infuse confidence into the users that the branch is worthy of the 
users’ trust. The users need to find confidence in the Internet and the services 
available there. Data protection on the Internet is an absolute condition for e-
commerce to flourish [HUSTINX,2]. 
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2.3. European IT-policy 
The European Commission’s initiative "eEurope - An Information society for 
all" was initialised in December 1999 and resulted in an action plan that was 
adopted in June 2000. The action programme focuses on concrete actions, 
forming goals and pointing out relevant actors [BACKLUND]. 
 
The proposed actions are divided into three main objectives [BACKLUND p. 25]: 

1. A cheaper, faster, secure Internet 
a) Cheaper and faster access to the Internet 
b) Faster Internet for researchers and students 
c) Secure networks and smart cards 

 
2. Invest in people and knowledge 

a) European youth into the digital age 
b) To work in the knowledge-based economy 
c) Participation for everybody in the knowledge-based economy 

 
3. Stimulate the use of Internet 

a) Enhance e-commerce 
b) Digital administration: electronic access to public services 
c) Health-care on the net 
d) European digital contents for global networks 
e) Intelligent transport-systems 

 
The European Commission has also appointed a working party to work with 
the issues of data-protection called The Working Party on the protection of 
Individuals with regard to the processing of Personal Data [HUSTINX,1]. The 
work of the Working Party aims at creating a common standard for protecting 
the individuals in the Union. One of the possible solutions are the Platform for 
Privacy Preferences Project (P3P) and the Open Profiling Standard (OPS) 
which are intended to form a basis for a standard for privacy on the Internet in 
the European Union. There is still a lot of work to do before all problems are 
solved, but the work has begun [HUSTINX,1]. 
 
The legislation in most of the member states have been modified to fit the new 
directives and also countries who have a close co-operation with the Union 
but are not yet members have to a certain extent modified their legislation 
[HUSTINX,3]. 
 
As a foundation for the European Commission’s work for online data 
protection lies the general data protection directive (Directive 95/46/EC) 
[HUSTINX,3] and the privacy and telecommunication directive (Directive 
97/66/EC) [HUSTINX,3]. Considerations have also been made to the Working 
Party’s opinions and documents concerning privacy [RODOTA]. To deal with 
the issue of data protection in connection to the Internet and Internet Task 
Force (ITF) was formed in 1999. The purpose of ITF is to bring together 
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resources and expertise from the different countries in the European Union to 
contribute to the interpretation and application of the legal framework 
concerning privacy [RODOTA]. 
 

2.4. Swedish IT-policy 
Sweden has one IT-political goal above all: "Sweden shall as the first country 
become an information-society for everybody" [BACKLUND p. 23]. To 
accomplish this the government has suggested that the efforts of the state shall 
prioritise the areas of rule-systems, education and infrastructure. In this way, 
the trust for IT shall increase as well as the competence to use IT and the 
availability to the services of the information-society [BACKLUND].  
 
The national project Teknisk Framsyn, is a project, which aims at creating 
insight and visions about the development of technology. The project panel 
that studied information- and communication-systems identified seven areas, 
which will have considerate impact on the development of IT in the future 
[BACKLUND p. 24]: 
 

• Constantly online 
• The digital assistant 
• More and more becomes software 
• The services of the future are electronic 
• Constant and immediate learning 
• The technological and the biological worlds meet 
• Security and integrity (privacy) 

 
Sweden has modified the legislation in accordance with the European Union’s 
directives concerning personal integrity and the processing of personal 
information on the Internet [HUSTINX,3]. 
 
2.4.1. The Personal Data Act 
With new technology comes a new demand on society and also on its laws. As 
the use of different computer-based systems increased, the need for a new law 
concerning the gathering, registration and use of personal information was 
evident. The Personal Data Act (PuL, 1998:204) was adopted by the Swedish 
Parliament 1998 [HUSTINX,3]. 
 
The purpose of the Personal Data Act, is to protect people from having their 
personal integrity violated when personal information is being gathered and 
handled. This law applies for all gathering of personal information, also on the 
Internet. The main essence of the law is that if information is gathered from a 
registered person, the responsible for the information shall give notice of this 
in connection to the gathering. If information is gathered from another source, 
such as the linking and matching of computer records, information given 
verbally or information obtained via the Internet, the responsible for the 
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acquired information also need to give notice to the person whose information 
has been gathered and should do so when the information is registered. If on 
the other hand the information, still gathered from another source, is meant to 
be given to a third party, the notice of information gathering need not be given 
until the information is given to the third party for the first time. There is no 
time limit to how soon the notice must be given in the last case, but it can be 
seen as good custom to give notice if the information will not be given to the 
third party for a long time. However, if the responsible intends to process or 
use the information for any other purpose than giving it to a third party, notice 
must be given in connection to the registration of the information. Once notice 
has been given about gathered information, the responsible for the information 
need not give notice again even if the purpose or use of the gathered 
information will change in the future unless the purpose or use is 
irreconcilable with the first intent. If it is, the registered person must be given 
notice. 
 
The content of the notice that the responsible for the information is required to 
give is the identity of the responsible for the information, the purpose of the 
use of the information and all other information that is needed for the 
registered person to be able to protect his/her rights connected to the use of the 
information. "All other information" includes information of the receivers of 
the information (e.g. the information-gatherer or a third party), the obligation 
to supply information (i.e. to inform if it is obligatory, or on a voluntary basis, 
to give information/answer questions and what the consequences might be for 
not responding) and the right to apply for information and get it corrected.  
 

2.5. Privacy  
In the universal Declaration of Human Rights, adopted by the United Nations 
in 1948, privacy is recognised as one of the fundamental human rights 
[SCRIBBINS]. Privacy in electronic interaction is about information privacy, 
also called data protection and privacy of communications. These concepts 
can be applied to all forms of personal privacy, but in this thesis they will only 
be applied to the area of electronic interaction. Data protection concerns the 
rules for collecting and handling personal data, while privacy of 
communications concerns the privacy of e-mails and other communication 
[BANISAR]. Data protection has been an issue since the 1960’s and with the 
increased use of computers and the Internet in society today, it becomes more 
and more important to ensure that the rules for privacy are followed. Vast 
amounts of information can be collected with the new technology and the 
possibilities to store, analyse and use information about consumers increase 
every day [SCRIBBINS].  
 
One step toward the protection of consumers’ privacy is the fair information 
practice principles, which are Notice, Choice, Access and Security 

 
- 21 - 



Privacy 
 

[FEDERAL,2000]. These principles are a result of the work of government 
agencies in the United States, Canada and Europe [FEDERAL,1998]. 
The contents of the fair information practice principles [FEDERAL, 2000 p. iii]: 
 

• Notice - Web sites would be required to provide consumers clear 
and conspicuous notice of their information practices, including 
what information they collect, how they collect it (e.g. directly or 
through non-obvious means such as cookies) and how they use it. 
They would also be required to state how they provide Choice, 
Access and Security to consumers, whether they disclose the 
information collected to other entities, and whether other entities 
are collecting information through the site. 

 
• Choice - Web sites would be required to offer consumers choices 

as to how their personal identifying information is used beyond the 
use of for which the information was provided (e.g. to consummate 
a transaction). Such choice would encompass both internal 
secondary uses (such as marketing back to consumer) and external 
secondary uses (such as disclosing data to other entities).  

 
• Access - Web sites would be required to offer consumers 

reasonable access to the information a Web site has collected about 
them, including a reasonable opportunity to review information 
and to correct inaccuracies or delete information 

 
• Security - Web sites would be required to take reasonable steps to 

protect the security of the information they collect from 
consumers. 

 
Privacy can be seen as the heart of the relationship between business and 
consumers, and is about trust between these parties. The relationship involves 
crucial issues about power and value – use and abuse – of commercial 
information [PRICEWATERHOUSE]. The need to protect privacy often creates a 
dilemma, considering the fact that business- and consumer- interests often 
collide. On one hand, business enterprises need to honour the privacy of their 
customers and they should ensure that personal information about the 
customer is not abused. On the other hand, consumers benefit when 
enterprises use information, which by its nature may be personal, about their 
needs and preferences. This is a balancing act for both parties. According to 
PricewatherhouseCoopers’ research, customers’ concerns about their privacy 
are focused on two areas [PRICEWATERHOUSE]:  
 

• intrusion, or the fear of being monitored or spied on  
• the risk of misuse of information or fraud when buying goods on 

the Internet. 
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3. Assessment of survey  
 
During our preparations of the interviews we discovered a reluctance from the 
intended interview subjects to see the topic of privacy as a major problem 
within the e-commerce and the Internet services. We experienced problems in 
finding willing subjects to the interviews and the subjects we did interview did 
not have the thorough knowledge we had expected.  From the answers we 
have received it seems like although perceived as a problem, the issue of 
privacy is not one to be prioritised. Instead the issues of the content and 
execution of the different countries’ Consumer Purchases Acts in areas such 
as reclamation, repurchase, safe methods of payment and the establishment of 
safe distributive networks are top priority.  
 
The main questions in the interviews led to follow-up questions that serve as 
means for contributing clarity to the answers. The main questions in the 
interviews where the following ones: 
 
1. Is it better to encourage self-regulation than to legislate about privacy? 
 
2. Is it possible to find a balance between legislation and self-regulation? 
 
3. Could an explicit system for self-regulation concerning privacy increase 

the users’ trust in the Internet and the e-commerce branch? 
 
4. How should the system for self-regulation gain impact in the e-commerce 

branch? 
 
5. What policy of sanctions should exist to prevent the system for self-

regulation from being ineffective? 
 

3.1. The interviews 
The answers we received in the interviews are very varied. In one area though, 
the subjects agree, the privacy of users is an important issue and the integrity 
of the personal information of the users needs to be protected. As to how and 
by whom the privacy should be protected, none of the subjects seem to have 
an answer to, other than that it is the problem of someone else. It is also 
agreed that it is a very complex problem that may take time to solve, but 
suggestions to solutions are vague and varied. The problem is seen to be a 
minor one compared to the problems of well functioning distribution systems, 
safe conducts of payment and all the other problems concerning the e-
commerce of today. E-commerce is seen as a very immature branch of 
business in comparison to other, traditional branches of business, as the 
Internet is a relatively new occurrence compared to other technological 
innovations during the last century.  
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Although the reluctance of the subjects to see the solution of the problem of 
privacy as their concern, the answers indicate that the most voiced opinion 
concerning a solution to the problem of privacy is that it is better to have a 
system of self-regulation instead of legislation. This in part because self-
regulation is more flexible and the Internet is by its nature a global 
phenomenon with all the different problems this might bring, such as different 
legislation across national borders. 
 
The good thing about self-regulation is that it is more flexible than legislation. 
To legislate is a complex and somewhat tardy process and legislation tends to 
be very categorical. This is of no benefit to a branch that is still under fast 
development with changes made continuously to meet new demands from 
users and new technology. If self-regulation should not work though, 
legislation is the next step. 
 
One of the strongest objections to legislation and the main argument to self-
regulation is that legislation which runs ahead of the branch’s development 
and turns out to be quite contrary to the development of the branch, is very 
difficult to change later on. Most of the subjects agree that some kind of 
legislation should be used as a foundation for the self-regulation, but not a 
detailed regulation. The rules of the self-regulation for example, should be 
built on a foundation of legislation. One suggested way to accomplish this is 
to divide the e-commerce branch into different sub-branches such as one for 
electronic devices, one for food and one for retail, as it is in traditional 
business. 
 
There have also been voices raised in concern that self-regulation does not 
protect users as thoroughly as legislation and that users would be left at the 
mercy of the Internet and e-commerce branches. The main criticism of self-
regulation is that it is difficult to control, also there is the issue of what 
happens when someone breaks the rules. The measures to be taken toward an 
organisation breaking the rules of the self-regulation should be deterrent 
enough to prevent any deviations from the rules. Hopefully, an easily 
comprehensible self-regulating system with clear and concise rules could 
increase the trust of the users in the Internet and e-commerce branch and also 
their protection. 
 
One way to accomplish self-regulation is through certificates. To ensure the 
trust of the users a certification organisation forms ethical policies, which 
function as rules for the organisation that issues the certificates and make sure 
the members follow the rules. How to go about the forming of a certification 
organisation differs among the subjects from launching it on an international 
basis from the beginning to starting it small on a national scale and only see 
an internationalisation as a vision for the future. In the long run though, the 
certification organisation would need to be internationally acknowledged and 
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recognised among both users and organisations to ensure a uniform labelling 
of web-sites on the entire Internet or at least throughout Europe.  
 
The typical solution for this kind of organisations when members break the 
rules is that they are either to be excluded from the organisation or to be 
charged to pay reparations or a penalty to the organisation. Also as a 
consequence it could be assumed that those who are not members of the 
organisation will be less profitable since people would be reluctant to do 
business with them. 
 
There exist today several different certificates that are used to ensure that the 
web-sites labelled with them follow certain policies. There exist no active 
certification organisation in Sweden although several of the subjects 
expressed interest in participating in such an organisation should it come into 
existence.   
 
Both society and e-commerce would benefit from an increased discussion of 
privacy. There is also a need to discuss privacy in a different manner than is 
done today. In Sweden it is discussed as the opposition of freedom of speech 
and press, which is not a quite accurate position of discussion, and since in 
Sweden there is a long tradition of freedom of speech and press, all other 
issues weigh lightly when this state of opposition occurs. It is important to 
inform the users of what happens when using the Internet for information 
gathering or shopping. The collection of personal information cannot take 
place unbeknownst to the users. One of the main questions is who owns the 
gathered information, the user the information concerns or the 
individual/organisation that gathers the information.  
 
The interest for these questions is rather low in Sweden and perhaps also in 
Europe compared to in the United States, where there is a lot more discussions 
about it. The United States have a long tradition of telemarketing and because 
of this have had to take position on attitudes towards questions of this kind. 
They have also used the Internet as a means of both information gathering and 
e-commerce longer than here in Europe and this leads to them being more 
observant of what might happen in different situations when using the 
Internet. In Sweden, the Internet started to be more commonly used in 1997, 
with the first wave of  “home computers” sponsored by among others the 
government, the unions and employers. It is presumptuous to believe that we 
in Sweden/ Europe can reach the same maturity in this field in five years as 
they have worked towards for over a decade in the United States. 
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3.2. Labels 
 
3.2.1. Labelling of privacy on web-sites 
Today there exist several idealistic and non-profit organisations that works to 
strengthen Internet users’ trust and security towards companies acting on the 
Internet. They work with labelling web-sites concerning privacy for the user. 
Some of the most well known labels are BBBOnLine [BBB], TRUSTe 
[TRUSTe], WebTrust [WEB] (see Appendix D). These organisations originate 
from the United States and operate at an international level, also in Europe. At 
the same time, similar initiatives have been taken in Europe such as the 
English TrustUk [TRUST], (see Appendix D), and the French CNIL [CNIL], 
Commission Nationale de l’Informatique et des Libertés (French Data 
Protection Authority). 
 
A privacy label is granted to companies that fulfil a number of requirements 
specified by a labelling organisation. This organisation can exercise some 
kind of control over compliance with the privacy policies published by 
companies holding their label by carrying out periodical checks on the 
activities of the companies. In some cases, the labelling organisation also 
deals with complaints concerning companies with labels on their web-sites, 
which have neglected their responsibilities. 
In order to simplify the exchange of personal data between organisations in 
the European Union and the United States they have elaborate an agreement 
called the safe harbor-principles (See below). 
 
3.2.2. Safe harbor 
In October 1998 a sweeping privacy law went into effect in Europe. The law 
covers all industry sectors and virtually every type of personal information. In 
order to avoid potentially harmful trade disruptions, the United States 
Department of Commerce and the European Commission created the safe 
harbor privacy framework. This framework was approved in July 2000 and 
became operational on November 1, 2000.  
 
In the United States there is no comprehensive legislation concerning data 
protection. Instead there is a mixture of legislation, administrative directions 
and self-regulated measures. The so-called safe harbor-principles can be 
regarded as self-regulated measures. These principles are intended for 
American organisations receiving personal data from European citizens. It is 
voluntarily to accede to the framework but if an organisation joins, it is 
binding hereafter. 
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The are seven safe harbor-principles [DATAINSPEKTIONEN,1999]: 
 

• Notice, 
An organisation must inform the individuals about the purpose for 
which it collects and uses information about them, how to contact the 
organisation with inquiries or complaints, the type of third parties to 
which it discloses the information and the choices and means the 
organisation offer the individuals for limiting its use and disclosure.  
 

• Choice (opt-out), 
An organisation must offer individuals the opportunity to choose (opt 
out) whether their personal information is (a) to be disclosed to a third 
party or (b) to be used for a purpose that is incompatible with the 
purpose for which it was collected or subsequently authorised by the 
individual. 
 

• Onward transfer, 
To disclose information to a third party organisations must apply the 
Notice and Choice principles.  
 

• Security, 
Organisations creating, maintaining, using or disseminating personal 
information must take reasonable precautions to protect it from loss, 
misuse and unauthorised access, disclosure, alteration and destruction. 
 

• Data integrity, 
An organisation may not process personal information in a way that is 
incompatible to the purpose for which it has been collected or 
subsequently authorised by the individual. An organisation should take 
reasonable steps to guarantee that the data is reliable for its intended 
use, accurate, complete and current. 
 

• Access, 
Individuals must have access to the personal information about them 
that an organisation holds and be able to correct, amend or delete 
information where it is inaccurate. 
 

• Enforcement, 
Effective privacy protection must include mechanisms that guarantee 
that the safe harbor-principles obey possibilities for individuals to 
make complain if the principles not are followed and consequences for 
the organisations when the principles are not followed.  

 
In addition to the safe harbor-principles there are fifteen so-called frequently 
asked questions (FAQ:s) which are intended to complement the principles 
[FAQ].  
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4. Discussion 
 

4.1. Trends and risks 
The development of the Internet is exponential. A growing amount of services 
are available to the Internet user, from shopping online to participating in fora 
with people all around the world. Due to this complexity, it becomes more 
difficult to have an adequate overview of all possibilities offered to the user. 
Companies look for a way to attract the user and distinguish themselves from 
others by offering personalised and/or free services. The created profiles are 
not only valuable for the company who want to target a customer, but have en 
economic value in themselves as they are often sold or hired to others. 
 
The development of new technologies makes it easier to follow an Internet 
user. New generations of software and hardware offer new features which 
increases the capability to monitor the user’s activities in real time, often 
without his or her knowledge. In this context it becomes difficult for the 
average user to remain anonymous while being on the Internet. 
 
The combination of these development capabilities brings new risks for the 
privacy of the Internet user, especially when the data is concentrated in the 
hands of one or a limited number of collectors of information. If the collectors 
make use of datamining technologies, they have the technical possibility not 
only of processing and reorganising the data but also to uncover new links and 
characteristics related to the user, who is usually not aware of this possibility 
and does not expect such processing. Such availability of personal data 
enables unexpected secondary use of this data, which is often incompatible 
with the purpose for which the data was originally collected. 
 

4.2. Possible advantages and disadvantages with labelling  
In the European Commission, discussions are being held about introducing a 
standard for privacy in line with the European data protection legislation. The 
standard is meant to specify the demands the labelling should fulfil. It should 
be possible for several different labels to exist, provided that they all follow 
the standard. The standard will contain demands for obligatory controls of the 
labelled web sites and also how these controls should be performed. 
 
The expected outcome is that the users’ awareness of privacy will increase 
through this kind of labelling and that in time, it will also increase the trust of 
the users of the different products and services which are provided on the 
Internet.  
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However, there are possible disadvantages with labelling: 
Who has the control, how and with what sort of mandate could the label 
manager control companies? In the worst case, it appears that the controller 
will primarily be the user him/herself, with all the problems this entails in 
identifying failures relating to privacy practices, proving them and report them 
to the label manager. 
Who will pay? Given that labelling is a private initiative, which does not often 
benefit from government financial support, perhaps some labelling bodies will 
be under pressure from those they are supposed to control. 
What, if any, sanctions will be applied? Will it be possible for the label 
manager to condemn sanctions when transgression has been made? 
 
These are a few of the questions surrounding labels, whether the European 
Commission sanctions them or not. Considerable effort and thought should be 
put in to form the rules and control-functions of such labels. 

 

4.3. Raising the awareness of the Internet user 
It is important for the Internet-user to have knowledge of the possible risks 
and consequences of an Internet session. If users are aware of what may 
happen during a session, then they can make active choices of what activities 
they wish to participate in. They also have the possibility to choose what 
information they are willing to part with and at what cost.  
 
The Swedish government has, because of the pronounced IT-policy that 
Sweden shall become an information society for everybody, a responsibility to 
inform people of issues such as privacy, but also schools and other similar 
institutions should partake in this work. The providers of services and 
products on the Internet, perhaps in the form of branch organisations, have an 
evident role in this as well. It is after all their products and services that are 
provided on the Internet, thus they should be interested in gaining the trust of 
the users to keep their users/customers. If users find out to what extent they 
are being monitored, this is likely to make users feel cheated, which in turn 
will lead to hostility towards the provider which is seen as being dishonest. A 
likely consequence of such feelings would be that users shun the providers 
that are perceived as dishonest. Possible ways to raise the awareness of users 
could be through reports, press releases, brochures, conferences and seminars. 
The average Internet-user's knowledge needs to be increased and the 
responsibility to make this happen lies with all parties mentioned above.  
 

4.4. Our work 
There are several reports concerning privacy but very little has been done in 
the real world. To form questions for our interviews, we searched the 
standards BS 7799 and SS 62 77 99-1 (see Appendix A) for proper questions 
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but found none. We experienced the interest for this kind of issues as half-
hearted which shows in the low number of participants in the interviews.  
 
We had problems forming our questions since the interview subjects came 
from different backgrounds and had different points of attack concerning the 
entire area of Internet and e-commerce. We used our problem description and 
the five questions concerning it as a starting-point and developed the rest of 
the interviews from there. Many interesting issues came up during the 
interviews but we did not have the time to explore all of them. We did 
however experience a certain reluctance to answer our questions directly but 
this could be due to our inexperienced interview-technique or simply on the 
interview subjects’ disinclination to see the issue of privacy as the main 
concern during the interviews.  
 

4.5. Where do we go from here? 
The great challenges for the Internet and e-commerce branch will not only be 
to convince the users to put their trust in the existing solutions for the 
protection of the privacy of the users but to find new and safe ways to deal 
with this kind of problems. What the Internet and e-commerce branch must 
realise is that it lies in their interest to inform the users of possible problems 
and consequences and what is done to protect the privacy of the users. 
 
The first step towards a self-regulation should be to form branch organisations 
which issues certificates based on existing legislation and directives 
concerning privacy. The holder of a certificate undertakes not to collect 
personal information about users without clearly defined purposes (e.g. a job 
application) and only with the knowledge and consent of the user. We believe 
it would be best to start such organisations on a European basis at first, since 
there already exist directives concerning privacy from the European 
Commission. In time, the certificates need to receive international 
acknowledgement also outside Europe among both organisations and users for 
the certificates to have an impact since the Internet is indeed a global 
phenomenon. To make the certificates and their ethical policies more than just 
fancy words, the branch organisations and the penalties for breaking the rules 
of the certificates can not be taken lightly.  
 
The percentage of e-commerce in Sweden versus the traditional commerce is 
1,6 %. This is not a very impressing figure and for the e-commerce branch to 
attain the forecasted explosion of e-commerce something needs to be done to 
catch and keep the users. Obtaining the trust of the users would be a good 
start. If the users do not place their trust in the providers of services and 
products on the Internet, the “dot.com-death” will be even more widespread 
next time. 
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An interesting continuation of this thesis could be to explore the possibilities 
of forming the ethical policies to be used as the foundation of the certificates 
and perhaps to form the certificates as well. We have not taken any technical 
solutions into consideration in this thesis but this might also be of interest if it 
could be done in an easy and cost-efficient way. 
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5. Conclusion 
 
The problem addressed in this thesis is how to solve the issue of the privacy of 
individuals when using services and products on the Internet. The problem 
description describes the traditional relationship of a service provider and a 
user versus the new relationship between a service provider and a user. In the 
first relation the question of privacy is clear while in the latter, the issue of 
privacy is a bit more fuzzy. 
 
In the hypothesis we stated that there is a need for self-regulating efforts in the 
Internet and e-commerce branch concerning privacy to keep and increase the 
trust of the users in electronic services and products. We also stated that self-
regulation is more efficient than legislation and that the creation of ethical 
policies concerning privacy and information to the users of possible risks 
would help increase the trust of the users in the Internet and e-commerce 
services. 
 
From the answers in the interviews it is clear that the threat against privacy is 
perceived as a problem but that it is overshadowed by other issues such as safe 
conducts of payment, functioning distribution systems and reclamation etc. 
Representatives from the branch see the idea of self-regulation as a solution 
but the overall interest from the providers of services and products on the 
Internet is, at best, lukewarm. It is agreed though that to legislate about 
privacy should be the last expedient to resort to. As to informing the users of 
pitfalls and dangers of using the Internet this is perceived as a good idea but 
nobody wants to take responsibility for doing it. The users are expected to find 
this out for themselves. 
 
The lack of interest in solving these issues could be due to the difficulty of 
addressing an intangible problem such as privacy when there are other issues 
which are as important and easier to address since they concern an actual 
purchase. The problem of protecting the personal information of users, 
however, will not simply vanish.  
 
To increase the trust of the users in the Internet and e-commerce services, we 
believe that the Internet peephole needs to be plugged from within the branch. 
A step towards this would be through self-regulation by forming branch 
organisations that issue certificates based on existing legislation and directives 
concerning privacy. A user should neither have to worry about where his or 
her personal information goes or who has access to it, nor for which purpose it 
will be used. The users must be made aware of what threats their information 
faces and which certificates that can protect it. We do not believe that 
certificates would solve all the problems concerning privacy, but if the 
providers of products and services on the Internet fail to gain and keep the 
trust of the users, in the end, cyberspace will be a desolate place. 
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Glossary 
 
BS 7799 BS 7799 is the internationally acclaimed British Standard, 

which addresses the subject of Information Security 
Management from a broad based, business needed approach. 
BS 7799 were designed for international use and is a standard 
for information security. 

  
Cookie A cookie is a small file that is placed on the hard drive of the 

user. As it contains a unique identifying number, it can be used 
to track the user’s actions when using the Internet [PRIVACY p. 
14]. 

 
SS 627799-1  SS 62 77 99-1 is the Swedish translation of the BS 7799 

  standard. 
 
User In this thesis user will mean both private persons and/or 

employees in organisations who in their daily life and/or work 
have access to, or use the Internet for information gathering or 
shopping or suchlike. 

 
Web-bugs An invisible image that place a cookies on users hard drive or 

report back what web site a user has visited or read a specially 
formatted email. The bugs can also be used to merge cookies 
with email addresses [E-PRIV]. 
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List of inquired interview subjects 
Contact Mail contact 

date 
Answer 
date 

Take part Interview 
date  

AltaVista  
 

21/3 
28/3 

No answer   

Expressen  
 

21/3 
28/3 

29/3 Yes 10/4 

TV4  
 

21/3 
28/3 

29/3 No  

Amelia  
 

21/3 26/3 No  

IT-kommissionen  
 

21/3 21/3 Yes 10/4 

SAS  
 

21/3 22/3  No  

Åhlens 
 

21/3 
28/3 

No answer    

Electrolux,  21/3 22/3 Yes, 
telephone 
interview  

30/3 
 

IKEA   
 

21/3 
28/3 

4/4 No  

QXL  
 

21/3 
28/3 

No answer   

Bol.com 
 

21/3 
28/3 

No answer   

Avanza 
 

21/3 21/3 No  

DoubleClick, Sweden 21/3 
28/3 

29/3 No  

Framkom 
 

30/3 No answer   

Gemenskapen för 
elektroniska affärer, GEA 

30/3 1/4 Yes, 
telephone 
interview 

5/4 

Konsumentrådet 
 

30/3 2/4 Yes 10/4 

DoubleClick, USA 
 

2/4 No answer   

Föreningssparbanken  
 

6/4 Yes  11/4 
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Security models 
An important concept in the design and analysis of systems are security 
models [GOLLMANN]. A formal model is needed to provide a framework and 
formalism for a specification of security policies. The model also helps 
forming the construction and verification of the corresponding security 
system. The model should be general enough that all aspects are covered such 
as operational environments, all kinds of users, resources, operations and 
requirements [MUFTIC]. But generality is not enough in a security model, a 
description of the detailed behaviour of the entire system must be provided to 
understand the security requirements and to ensure that the security system 
meets the requirements made of the system [MUFTIC]. 
 
There are models for different aspects of security such as access control 
models e.g. Bell-LaPadula, integrity models e.g. Clark-Wilson and 
authentication models e.g. Kerberos.  
 
Bell-LaPadula 
Bell and LaPadula designed the Bell-LaPadula model as one of the first 
security models. Bell-LaPadula is a generic model and is used for all kinds of 
multi-user operating systems. It is a state machine model that captures the 
confidentiality aspects of access control. The access permissions are granted 
through both matrices and security levels.  The security policies in Bell-
LaPadula, which are referred to as multi-level security, prevents information 
from flowing downwards from a higher security level. The Bell-LaPadula 
model takes only the information flow that occurs when a subject observes or 
alters an object into consideration [GOLLMANN].   
 
Clark-Wilson 
The Clark-Wilson model focuses on data integrity and addresses the security 
requirements of commercial applications. The integrity requirements are 
divided into two parts, the internal and the external consistency. The internal 
consistency refers to the properties of the internal state of a system. This can 
be enforced by the computing system. The external consistency refers to the 
relation between the system’s internal state and the real world. This can not be 
enforced from within the system but must be done by means from outside the 
system, e.g. auditing. General mechanisms for enforcing integrity are well-
formed transactions where data items can be manipulated only by a limited set 
of subjects, and separation of duties, which means that users must collaborate 
to manipulate data and to collude to penetrate the security system 
[GUSTAVSSON].  
 
Kerberos 
Kerberos is a system that supports authentication in distributed systems. 
Originally it was designed to work with secret key encryption and the latest 
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version supports key exchange by using public key technology. Kerberos was 
designed at Massachusetts Institute of Technology and is used for 
authentication between intelligent processes. These processes could be client 
to server tasks or the workstation of a user to other hosts. The central server, 
providing authentication tokens (called tickets) to requesting applications, is 
the basis of Kerberos. The ticket is an authenticated object that is 
unforgettable and nonreplayable. It is an encrypted data structure that names a 
user and the service that user is allowed to obtain. The ticket also contains 
control information and a time value [PFLEEGER]. 
 
Distributed Computing Environment (DCE) 
DCE is a project of OSF (Open Software Foundation) and all the members of 
OSF contribute but the principal contributors to this technology are IBM, 
Hewlett-Packard and Digital Equipment Corporation. DCE is not specific for 
any application which means that all members in OSF can benefit from this 
set of software tools and services that is used to make it easier to develop and 
operate distributed, heterogeneous computer applications. DCE supports not 
only distributed authentication, but also manages controlled, shared access to 
remote and distributed resources. The security aspects of DCE are built on 
Kerberos technology [PFLEEGER]. 
 
SESAME 
SESAME is a research and development project supported by the European 
Commission. Both the services and the technology used to provide these 
services are similar to those in DCE. It also uses Kerberos but made use of 
public key technology before either Kerberos or DCE started doing it. 
SESAME uses public key technology for secure authentication, distributing 
privilege attributes and tickets (capabilities) to users, hence there is no need 
for a distribution centre for distributing keys for secure communications 
between user and server [PFLEEGER].  
 
CORBA (Common Object Request Broker Architecture) 
The technology of CORBA handles the user’s request from a server to 
perform an action on an object. The ORB (object request broker), works as a 
traffic director and joins the user’s request to the proper server. An ORB can 
provide authentication., access control, audit and message protection 
functionality. The philosophy of CORBA is to protect objects that has no 
security “awareness” in such a way that the ORB can perform the enforcement 
of security policies automatically [PFLEEGER].  
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Labelling of Web-sites 
 
BBBOnLine 
 
BBBOnLine is a wholly owned subsidiary of the Council of Better Business 
Bureau. The Council of Better Business Bureau’s is the umbrella organisation 
for the Better Business Bureau (BBB) system, which was founded in 1912 and 
is today supported by 250,000 local business members’ nation-wide. It is 
dedicated to fostering fair and honest relationships between businesses and 
consumers, instilling consumer confidence and contributing to an ethical 
business environment.  
 
The BBBOnLine´s mission is to promote trust and confidence on the Internet 
by encouraging sound and ethical online business practices and by providing 
information to ensure better educated online consumers. To make consumer 
more comfortable while engaging in e-commerce, BBBOnLine believe that 
consumers should understand how their personal data is being used and how 
protective the privacy policies are as posted on a web site.  
BBBOnLine offer three different seals to those companies that meet their high 
standards. They also provide online consumer education resources, and a 
responsive system to address complaints.  
 
BBBOnLine´s three seals; 
 

Reliability Seal: It can sometimes be difficult to tell the reputable 
websites and online services from those that are not. The Reliability 
Seal provides you an easy way to distinguish reliable websites and 
online services while promoting consumer trust and confidence 
online.  

 
 

Privacy Seal: The privacy self-regulation program offers consumers 
a trusted, user-friendly tool to help protect their privacy. A Privacy 
seal on company websites, will easily help consumer to recognize a 
company that is committed to stand behind its online privacy policy.  
 

 
Kid’s Privacy seal: Information collected from young children 
raises special privacy concerns. The Kid's Privacy Seal is found on 
websites and online services that comply with an extensive 
collection of additional requirements that address the unique online 
privacy issues associated with young children. 
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TRUSTe 
 

TRUSTe is an independent, non-profit privacy 
organisation whose mission is to build users' trust and 
confidence on the Internet and contribute to an 

accelerating growth of the Internet industry. Through extensive consumer, 
web site research, support and guidance from many established companies 
and industry experts, TRUSTe is one of the leading organisations in 
promoting privacy policy disclosure, informed user consent, and consumer 
education. The Electronic Frontier Foundation (EFF) and the CommerceNet 
Consortium, who act as independent, unbiased trust entities, founded them. 
Their mission is to bridge the gap between consumers concern over privacy 
and websits desire for a self-regulated information standard. 
 
TRUSTe offer the seal to websites that adhere to established privacy 
principles and agree with our oversight and consumer resolution process. A 
displayed “trustmark” signifies to online users that the website will openly 
share, what personal information is being gathered, how it will be used, with 
whom it will be shared, and whether the user has an option to control its 
dissemination. Based on such disclosure, users can make informed decisions 
about whether or not to release their personally identifiable information (e.g. 
credit card numbers) to the Web site.  
 

TRUSTe EU seal: This program abides by the Safe 
Harbor framework as set forth by the U.S. Department 
of Commerce regarding the collection, use, and 
retention of data from the European Union. The 

program is created for companies that do business with Europe and wish to 
comply with the Safe Harbor Privacy. 
 

TRUSTe Children's Privacy Seal: This program offers 
companies a solution to addressing children's privacy issues. 
Websites with this seal has engaged with TRUSTe's 
Children's Program an that there is a ongoing review to ensure 
the site is not violating its privacy statement, and that a formal 
complaint and process go on.  
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TrustUK 
 

TrustUK is a non-profit organisation run by industry, 
with the full endorsement of the English Government. 
TrustUK was started in 1999 when the Government asked 

the Alliance for Electronic Business and the Consumers’ Association to work 
together and set up a self-regulatory scheme to address the needs of 
consumers transacting on-line.  
A separate, independent Approvals Committee decides whether a code of 
practice meets the minimum standards set in TrustUK's Accreditation Criteria. 
The Approvals Committee will also consider any appeals from consumers 
who feel a code owner has not handled their complaint in the proper, approved 
procedure. 
The purpose of TrustUK is to set a standard for the conduct of e-commerce 
between business and consumers. It brings together the various schemes and 
hallmarks and makes sure they reach an agreed minimum standard. 
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