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Abstract  
 
Title: 
 Peer-to-peer – time to lock the door 
 
Author: 
 Linus Petersson 
 
Supervisor: 
 Lawrence E. Henesey 
 
Problem:  
There is high security and privacy risks involved when using p2p applications like KaZaA, 
Bearshare, Audiogalaxy and ICQ. With the high speed networks of today it is very important to 
really know what is going on in your network and which applications is doing what and with 
whom. If not, there are high possibilities that your system will be used for more or less malicious 
purposes. Therefore it is interesting to find out if p2p applications have found their way behind 
company walls. 
 
Hypothesis: 
“Is a regulating policy concerning peer-to-peer applications required so that companies and 
institutions can better manage the security issues of internal peer-to-peer applications?” 
 
Methods: 
Methods used in this thesis are divided into four steps. Each step has a different scientific 
approach, which will result in a scientifically well founded thesis. The four steps are as follows: 
 

1. A literature research giving background facts to the problem. 
2. A quantitative survey, which will result in mapping a pattern of policy usage in Swedish 

companies. 
3. A qualitative case study where a company or organisation network is tested concerning 

p2p applications. 
4. An empirical laboratory test aimed to illuminate security risks involved with p2p 

applications. 
 
Conclusion: 
A policy can prevent the issues discussed either by banning employees from using p2p 
applications or by regulate the use of these applications in a very detailed manner. The 
implementation of a policy makes the usage controlled and easily supervised by the company 
security staff. Implementing a policy that regulates the use of p2p applications can prevent 
possible attacks on the company/organisation network.  
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1. Introduction 

1.1. Background 
Peer-to-peer networking technology is as old as the Internet itself but peer-to-peer thinking is 
even older. One of the first peer-to-peer communications over a significant distance was the 
“jungle telegraphs”, that is drums that were used as communication devices early in human 
history. The telephone is another peer-to-peer communication technique that has been used for a 
while. The early ancestor to the Internet of today, the ARPANET1, was designed as a peer-to-peer 
network and the thought behind it was to connect the original hosts, UCLA2, SRI3, UCSB4 and 
the University of Utah, as equals. The Usenet network, created in 1979, is a good example of the 
early peer-to-peer Internet configuration still working, with message servers acting as equal peers 
[Miller]. From the introduction of ARPANET in the late 1960s and for almost twenty years, 
security on the web was an unknown and even unnecessary issue. The only people using the 
Internet at that time for various reasons were scientists and they had no use of interfering with 
each other’s projects [Oram].  
 
When the use of Internet for more commercial reasons exploded in the mid 1990s the need for 
protection and to be suspicious increased. Suddenly there where people out there with bad 
intentions and the users of Internet had to be protected or even hidden behind firewalls. Over the 
years the network has developed from the original peer-to-peer configuration to a client/server 
based environment we are used to today. Currently peer-to-peer technology is coming back 
strongly, most people today with a connection to Internet has sometimes heard of or used peer-to-
peer applications like ICQ, KaZaa or Napster for instant messaging or file sharing. Alongside 
with these applications come many reports and experiences about security holes like backdoors 
and spyware. “There are serious security and architecture issues, and the P2P community will 
have to address them quickly and honestly” [10]. 

1.2. Definitions 
• All references to the network spanning our planet are in this thesis called Internet or the 

Internet. 
• Peer-to-peer will furthermore be referred to as p2p.  
• Two branches of p2p applications exist. One branch is intended for professional use and 

designed for company environment. These kinds of applications will not be discussed in 
this thesis. The other branch is mentioned in the following point.  

• I am focusing on p2p applications as KaZaa, Bearshare, Audiogalaxy and ICQ, aimed to 
share files or send messages between private users over the Internet. From this point all 
references to p2p applications refer to the above-mentioned types.  

• Security issues are issues concerning network security that can be directly associated with 
the p2p applications discussed in this thesis. 

1 Advanced Research Projects Agency Network 
2 University of California, Los Angeles 
3 Stanford Research Institute 
4 University of California, Santa Barbara 
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1.3. Contribution, purpose and goal 
My contribution to the area of p2p applications and security will open the eyes of those who are 
using p2p applications at work, and also to improve security thinking among security responsible 
persons at companies and organisations. 
 
The purpose of this thesis is to illuminate the need of security thinking in the shape of a security 
policy when p2p applications are used behind company (fire)walls.   
The goal of this thesis is to provide a base of knowledge concerning p2p security issues for the 
target groups specified below. 

1.4. Target groups 
This document is targeted towards companies and organisations that allow employees to use p2p 
applications at work. A secondary target group is ordinary people who are using p2p applications 
for personal or professional purposes at work. The thesis can also be of interest to anyone with an 
interest in the subject.  
 
A demand is that the reader has a basic knowledge in computer science, network security and 
network technology terms. 

1.5. Limitations 
• In this thesis I will not discuss other security issues than those involved with p2p 

applications.  
• These security issues will not be analysed in detail, I will only highlight the security 

problems defined important by scientists and people I refer to in my thesis and involved 
with the use of p2p applications.  

• The p2p concept will be explained, not in technical terms, but with the main different 
types described with examples.  

• I will only consider p2p applications designed for non-professional use (see ch.1.2)  
• I will not consider or discuss moral or ethical issues concerning policy implementation or 

the use of p2p applications. 
• I will not try to define how a policy should look like or how a policy should be 

implemented, only what a policy will prevent.  

1.6. Problem description  
There is high security and privacy risks involved when using p2p applications like KaZaa, 
Bearshare, Audiogalaxy and ICQ.  

“Security is hard enough in traditional networks that depend on central servers. It’s harder 
still in p2p networks, particularly when you want to authenticate your communication 
partners and exchange data only with people you trust” [Oram p.354].  

People or companies who not always fits in the trustworthy and reliable part of our sphere often 
produce these applications and there are frequently hidden programs like spyware5 or adware6 in 
the p2p application. The security risks also increases with the rising interest of using p2p 

5 A hidden program sending information to a host somewhere 
6 A program that shows advertisements on your screen 

2  
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applications, mostly for downloading music according to www.IDG.se and Horne, Pinkas & 
Sander [i,15].  
 
With the high speed networks of today it is very important to really know what is going on in your 
network and which applications is doing what and with whom. If not, there are high possibilities 
that your system will be used for more or less malicious purposes. 
  

“P2P applications such as KaZaa, Morpheus, or Gnutella enable people around the world 
to share music, video, and software applications, often exposing data on their computer to 
thousands of people on the Internet. These applications are not designed for use in 
enterprise networks, and, as a result, introduce serious security vulnerabilities to enterprise 
networks if installed on networked PCs” [ii]. 
  
“As more and more enterprises make their critical information available on the Internet, 
whether only to employees or to end-customers, they are exposed to significant risks such 
as theft, fraud and denial of service attacks” [12]. 
 

Therefore it is interesting to find out if p2p applications have found their way behind company 
walls and if companies are doing something to prevent the security problems these applications 
causes. Doing something about it means the development of a security policy that regulates the 
use of p2p applications. 
  

“We propose a solution based on trust management that involves developing a security 
policy, assigning credentials to entities, verifying that the credentials fulfill the policy, 
delegating trust to third parties, and reasoning about users’ access rights” [11].  

1.7. Literature study and data collection 
Books and journals used as references in this thesis are collected in two periods of time. The first 
period was between February 1st and April 30th 2002, the second period between September 1st 
and November 30th the same year when mostly complementary searches where made plus the case 
study and the laboratory test. When searching for articles and journals concerning p2p security I 
limited the search to not reach further back in time than the year 2000 in order to get material that 
is not too old. The database most frequently used is ACM7, other databases have been used but 
not so frequently.   

1.8. Hypothesis 
The hypothesis this work is based on is formulated as follows: 
 

“Is a regulating policy concerning peer-to-peer applications required so that companies 
and institutions can better manage the security issues of internal peer-to-peer 
applications?” 
 

The hypothesis will be proved by four different scientific approaches, see the following chapter. 

7 Association for Computing Machinery 
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1.9. Methods 
First of all this is an inductive research report, meaning that from start it was not known how the 
outcome of the thesis would be shaped. With this in mind the reader will surely realise that the 
hypothesis can be either falsified or verified. Methods used in this thesis are divided into four 
steps. Each step has a different scientific approach, which will result in a scientifically well-
founded thesis. All steps are developed according to books by [Patel] and [Backman]. 
Questionnaires are also developed due to accepted methods [Ejlertsson]. The four steps are as 
follows: 
 

1. Literature research giving background facts to the problem and a synthesis of scientific 
theories of the p2p and security subjects I am studying. 

2. A quantitative survey, which will result in mapping a pattern of policy usage in Swedish 
companies. I have to find out if a regulating policy is common in companies today. The 
companies involved in the investigation are from different business areas e.g. IT, banking, 
healthcare and municipality and the aim is also to get a wide range in the number of 
employees. 

3. A qualitative case study where a company’s or organisation’s network is tested concerning 
p2p applications. The test will result in a report revealing the security problems related to 
the p2p applications.  

4. An empirical laboratory test aimed to illuminate security risks involved with p2p 
applications. The laboratory test will test a p2p application for known security problems. 

 
 

4  
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2. Basic peer-to-peer – literature research 

2.1. Definition 
The p2p concept is based on direct, real-time communication between nodes in a network without 
the interference of a third party such as a server or a central storage solution (figure 2.1). The 
nodes also act on the same level and they are equal, thereof the “peer” definition. The thought that 
each peer can act both as a client and a server is one of the most fundamental demands in a p2p 
system. 

 

 
 
Figure 2.1 Peer-to-peer configuration [ix] 
 

 
The definition of p2p does not vary much between the different recognised p2p people, mostly the 
definition is divided in one simple and one more complex part. According to Miller these 
definitions are [Miller]: 
 
Simple definition: 
 

• P2P is a network architecture in which each computer has equivalent capabilities and 
responsibilities.  

 
Complex definition: 
 

• The network facilitates real-time transmission of data or messages between the peers. 
• Peers can function as both client and server. 
• The primary content of the network is provided by the peers. 

5  
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• The network gives control and autonomy to the peers. 
• The network accommodates peers that are not always connected and that might not have 

permanent Internet Protocol (IP) addresses. 
 
To determine if an application is pure p2p all the criteria of the complex definition must be 
fulfilled. Only using the simple definition would make for example electronic mail a p2p feature 
and Napster would not be p2p because of its centralised index server [Miller]. Another way of 
defining what is p2p and what is not, is to ask the following two questions; 
 

• Does it allow for variable connectivity and temporary network addresses? 
• Does it give the nodes at the edges of the network significant autonomy? 

 
If the answer to both questions is yes, the application is p2p [Oram p.22]. These two ways of 
defining what is or is not p2p deals with the most important issues of decentralised applications, 
namely equivalency, autonomy, the ability to handle temporary Internet addresses and 
decentralised content storage. The two definitions above are more or less summarized by Aberer 
and Hauswirth [7], showing that there is an accepted definition of the p2p concept. Autonomy and 
control are closely related and a very important part of the p2p concept where all nodes are aimed 
to be equal. “The peer-to-peer framework posits that a large number of autonomous hosts are able 
to interconnect, and therefore cooperate as a group with little or no centralized control” [13]. 
 
Client/server definition  
In a client/server network the client is fully depending on the function of the server (figure 2.2). 
The server is the superior node that has all rights to access data in the network. Clients have to 
send queries to the server and request for information and the server “feeds” the clients with the 
requested information. 
 

 
Figure 2.2 Client/server configuration [viii]. 

2.2. The main areas of peer-to-peer  
The concept p2p can be divided into three main areas [Miller]. 
 

• Instant messaging 
• File sharing 
• Distributed computing 

6  
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Instant messaging is here represented by ICQ, first launched in November 1996. Half a year later 
ICQ had over 850.000 registered users and the system handled more than 100.000 users at the 
same time [Miller]. ICQ bypasses the DNS8 system, creating its own directory of addresses that 
updates IP-addresses in real time. This is one of the causes from which ICQ is determined a p2p 
application. Another cause is that the nodes of the system handle the connection after the current 
address of the node is resolved [Oram]. 
File sharing is the second and probably the largest area for p2p applications. It all began with 
Napster [iv] in 1999, an application developed by an 18-year-old college student. Napster was 
forced to change to a subscription service due to a court order, but there were several successors 
to inherit the throne of file sharing such as KaZaa, Gnutella and Audiogalaxy. P2p file sharing 
means that two computers establish a connection to each other and then transfer a file between 
them (figure 2.3). Either computer can serve as client or server following the p2p concept. 
 

 

 
Figure 2.3 Typical Gnutella node interaction [7]. 

 
The third main p2p area is distributed computing where SETI@home is a good example of a wide 
spread application. Distributed computing began in 1973 and was first used in laboratories where 
tasks were spread out amongst idle computers in order to use their processing power, which is the 
main purpose. In the late 1990s distributed computing abandoned the laboratory and enrolled with 
Internet. SETI@home started in May 1999 and is used to calculate signals received from outer 
space. The purpose is to find alien life and SETI@home uses over 3 million personal computers 
around the world to interpret these signals [Miller]. 

2.3. Background to security issues 
Network security became an issue when the Internet started to grow for more commercial 
purposes and when people in common could access the Internet easily by their home computers. 
Up till then the Internet had been used for scientific reasons and since the parties involved worked 
as peers there had been nothing to gain by attacking somebody else. Of course incidents occurred, 
but not very often. Today it is a different story, most companies and organisations have a 
connection to Internet. The possibility of getting seriously hurt through that connection if anyone 

8 Domain Name System 
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without authorisation manages to access the company network is very immense. “As more and 
more enterprises make their critical information available on the Internet…they are exposed to 
significant risks such as theft, fraud and denial of service attacks” [12]. Therefore most companies 
have taken precautions in order to secure their networks, their data and secret information. Safety 
measures taken are mostly represented by a firewall at the edge of the company network and in 
some cases a policy that regulates the actions of employees. Securing the networks by a firewall is 
an accepted method and has been for quite some time, making a working policy though, is still in 
its infant stage. Many companies and organisations do have a policy but it is often a quickly made 
document that is not based on a good security analysis. The last year there has been revenue in 
policymaking and policy research. Höne & Eloff says,  
 

“There are various controls and measures that can be…implemented within an 
organisation to ensure the effective working of information security. Undoubtedly, the 
singularly most important of these controls is the information security policy” [14]. 

 
 The biggest problem in information security management is the fact that both firewalls and 
security policies often are neglected once installed or implemented. The result of this is that the 
protection level becomes poor while new information security threats arise all the time. This is 
what has happened in the p2p application area. New applications with new functionalities have 
been developed rapidly and security management happened to be left behind.  

2.4. Problems concerning peer-to-peer 
Security problems related to p2p applications in a company environment are caused by a few 
important factors. First of all, these programs are designed for controlled use behind a firewall. 
This sounds like an ideal situation but it works the other way around. Dan Gillmor says, “Some of 
the niftiest P2P applications I’ve seen appear to turn firewalls into sieves…” [10]. Most p2p 
applications are designed to change communication ports on regular basis, use ports that 
according to standards are used by other important services (DNS port 53, SMTP9 port 25, POP10 
port 110 etc.) or to search for open ports when they need one. The fact that p2p applications use 
ports dedicated to other services are even more serious when the application uses port 80. “IM11 
traffic can open up port 80 thousands to tens of thousands of times a day, which can significantly 
increase a company’s exposure to security breaches” [vi]. Port 80 are the standard port for 
Internet traffic meaning that most firewalls has to accept communication over that port otherwise 
it will be impossible to access the Internet from inside the firewall. The standard protocol used for 
Internet traffic is HTTP12 and, here comes the catch, most p2p applications use HTTP as transport 
protocol for files and messages. What then happens is a combination of these factors, the p2p 
application uses port 80 and the HTTP protocol making the traffic similar to ordinary web-traffic. 
  
A second factor, mostly related to file sharing, is the fact that files not always are what they claim 
to be. For example can a virus program file be masked as a music file, for example in mp3 format 
according to [Miller p.64]. If this file is sent by email and the recipient has an antivirus program 
installed, the file is scanned and the true identity of the virus is revealed with the result that the 

9 Simple Mail Transfer Protocol 
10 Post Office Protocol 
11 Instant Messaging 
12 Hyper Text Transfer Protocol 
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file is discarded. File sharing with p2p applications works differently. Here the under-cover virus 
file is downloaded as an ordinary FTP13- or HTTP downloads without being scanned by the 
antivirus program. The file can easily infect the receiving system. But it does not end there, file 
sharing involves sharing a limited space in your computer with other file-sharers and the result of 
a virus file download can cause a wave of virus-file sharing in the p2p network. Finally, if the 
virus is designed to infect p2p networks it is spread to millions of users in no time at all. If p2p 
applications are allowed inside company walls, then Salvatore Salamone conclude with this 
citation: 
 

“Messages exchanged using Yahoo, MSN, or AOL IM services are not usually scanned by 
enterprises for viruses or malicious programs. This means hackers can exploit this security 
lapse by sending attachments holding viruses, worms, and other malicious software. Any 
of these could then enter a corporate network undetected” [vi]. 
  

The third issue is DoS14 attacks. Basically a DoS attack is a huge amount of data or network 
traffic sent to a specific host or group of hosts (i.e. a network). The purpose is to put the target out 
of service caused by the unmanageable data/traffic load. DoS attacks are often used with instant 
messaging applications as aid, and can have a very heavy impact on the target system [vii]. Sygate 
Technologies Inc, a well-known network security company say, 

 
“The IM or P2P application is installed on a "trusted device" that is allowed to 
communicate through the enterprise firewall with an outside IM server, or other P2P users. 
Once there is a connection made from a "trusted device" to the public Internet, malicious 
users can gain remote access to that trusted device for the purpose of stealing enterprise 
data, launching a Denial of Service attack, or simply gaining control of network resources” 
[ii]. 

2.5. Security policy 
Due to the facts given in previous chapters, the implementation of a security policy concerning 
among other things p2p applications is one of the most important things for security responsible 
persons at companies to implement. It is a relatively new thing though, and since it is a difficult 
and not so much researched subject, people chosen to write such a document often turns to 
available sources to get an already written copy. Often this results in a policy not so well thought 
through and that not mirrors the company’s actual needs in terms of network security [14]. Three 
examples of documents dealing with policy-making are [11,12 and 14].   

2.6. Summary – literature research 
The literature research points out the following main points. 
 

• P2p applications easily slip through a company firewall by either a change of 
communication ports or abuse ports dedicated to other communication services, mostly 
port 80 dedicated for internet browser traffic. 

13 File Transfer Protocol 
14 Denial of Service 
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• Viruses can easily and rapidly spread in a p2p network often as masked files since there 
is a lack of protection like antivirus programs for email communication, in a p2p 
network. 

• DoS attacks often use p2p technology as an aid. 
 

3. Survey 
The purpose of the survey is to map a pattern of p2p policy usage in Swedish companies. The 
questionnaire (appendix 1) contains ten questions whereof six are directly connected to the 
mapping of policies. The four remaining questions are partly information about the company and 
partly designed to give hints at further research in the p2p area. In the next section, data from the 
six questions connected with the main purpose of the survey will be analysed.   

3.1. Data analysis 
The total number of questionnaires sent out was 69 and the total number of answers received was 
30 causing an answer rate of 43,5% after a second reminder email. Out of the 30 answers 10 did 
not answer the questionnaire due to company security policies, which is an answer as good as any 
in this context. However, it is not useful to consider those answers when analysing the survey 
because they do not answer any questions concerning p2p applications, they only say that security 
reasons forbids answering the questionnaire.  
 
After the collection of answers and gathering of data a slight problem occurred. Apparently 
question 1 - 4 had been difficult to answer, or not answer, in the intended way probably due to a 
combination of stress and bad formulated questions. Questions 1 and 2 should both be answered 
and the note to move on to question 3 if the answer on question 1 is “no” is a mistake. This is not 
significant for the investigation, though, since: 
 

1. 80% of the received answers ignored this note  
2. Question 1 indicates a prohibition of p2p applications, which is equal to a regulating 

policy 
3. Question 3 gives a reason why there is a prohibition indicating a thought in terms of 

security 
 
The answers to the six questions connected to the main target of the survey will therefore be 
illustrated one by one and then the overall result is analysed. In the following tables the total 
answers received to each question is indicated as n = x. This is done due to the fact that there is a 
different answer rate to each question. 
 

10  
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Is the use of peer-to-peer applications allowed in your company?  
The result of this question shows that a slight majority of the answering companies allow p2p 
applications at work (table 3.1). 
 

 

n = 19

53%
47%

Yes
No

  
Table 3.1  

 
Does your company have a policy or set of rules that regulates the use of peer-to-peer 
applications?  
The yes and no side are equal (table 3.2). This is more interesting if we analyse the two first 
questions in combination. The result shows the fact that 50% of the “yes” answers in table 3.1 
have no policy concerning p2p applications. 
 

n = 14

50%50% Yes
No

 
Table 3.2  
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Why have you chosen to regulate/ban the use of peer-to-peer applications?  
This question has four different alternatives and it is possible to mark more than one in order to 
get a complete picture of the reasons behind the implementation of a policy (table 3.3). The four 
bars in the diagram represent each answer alternative (appendix 1, question 3). Exactly 50% of 
those who answered this question call p2p applications a security threat. 71.4% of these have a 
policy that prohibits the use of p2p applications and the remaining 28.6% has a policy that 
regulates the use.  
 

n = 14
7

5 5

3

0

2

4

6

8

A
m
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nt

 o
f a

ns
w

er
s

Security threat

Not suitable for
work
Bandwidth was
consumed
Unspecified
reason

 
 
Table 3.3  

 
Why have you chosen not to regulate the use of peer-to-peer applications?  
This question (table 3.4) is illustrated in the same manner as the previous question. It is interesting 
to notice that 40% rely on a security system such as a firewall when it comes to p2p security. 
Interesting is also that of the 50% who have no policy (table 3.2), only 14,3% consider p2p 
applications a security threat. 
  

Table 3.4  

 

n = 10

1

4

0
1

5

0
1
2
3
4
5
6
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ns
w
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s Considered as no

security threat
Security systems
such as firewall 
Never thought of as
security threat
Privacy/integrity
trespass 
Unspecified reason
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In which of the following business areas does your company fit best?  
The answers show the percentage in business areas of the companies involved in the survey (table 
3.5). Since there were no answered questionnaires from banks or municipality these alternatives 
are omitted in the table below. 
 

 

n = 20

50%

15%

30%

5%

Medical care
Education
IT
Telecom

  
Table 3.5  
 

 
How many employees does your company have?  
Only answers from companies of the sizes shown in table 3.6 were collected, therefore two 
answer alternatives are absent (appendix 1, question 7). The majority of the answers came from 
the largest group of companies.  
 

n = 19

17

1 1

81 or more
41 to 60
1 to 20

 
Table 3.6  
 

3.2. Summary - survey 
The map of p2p policy usage indicates three interesting points: 

• 50% of the companies that allow their employees to use p2p applications have no 
regulating policy. 

• Only 14,3% of these considers p2p a security threat. 
• 40% of them who allow p2p usage rely on a firewall. 
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4. Case study 
The case study is performed at an organisation in the education area, here called X, where all 
employees have a workstation with a computer attached to the organisation network. There is no 
policy concerning p2p applications implemented in the organisation. The purpose of the case 
study is to view the use of p2p applications among the employees at this organisation and also to 
test the organisation network in order to find information concerning these applications from an 
outside position. The goals are to achieve a report containing information about p2p application 
usage directly from the employees as well as from the network scan.  
 
The case study is divided in two parts: 
  

1. A survey with questionnaires 
2. A network scan with Nessus scanning software [x]. 

 
The survey maps the use of p2p applications and the network scan tests the computers attached to 
the network in order to find certain p2p applications. 

4.1. Data analysis - survey 
The questionnaire (appendix 2) was sent out to all employees at one department of the 
organisation via an e-mail list, and the time to answer was one week. The theoretical number of 
employees who could have received the questionnaire was determined to 89 according to the 
properties of the e-mail list. The amount of answers received was 22 resulting in an answer rate of 
24,7 %. The answer rate can be a result of the fact that many employees work at different 
locations, out of office so to speak, and may not have the possibility or the need to check their e-
mail every day. Other factors are of course stress, heavy workload making people prioritise and 
the fact that there was no time for a reminder email. 
 
All 9 questions in the questionnaire concern the employee’s usage of p2p applications and the 
following analysis treat the questions one by one. Questions 6 and 9 are designed to gather 
comments from the person answering the questionnaire, but there were too few answers to these 
questions so these questions are removed from the analysis of the questionnaires. Only those who 
answered “yes” to the first question are analysed, since the aim of the survey is the usage of p2p 
applications. The n = x notation in the following tables indicates the total number of answers to 
each specific question. 
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Are you using peer-to-peer applications at your workstation?  
A majority of the received answers indicate a use of p2p applications at work (table 4.1).  
 

n = 22

59%

41%

Yes
No

 
Table 4.1  

 
How often do you use peer-to-peer applications from your workstation?  
A majority are using these applications on a daily basis (table 4.2). 
 

 

n = 13

69%

8%
0%

23%

Daily
1-2 times a week
1-3 times a month
Very infrequently

 
Table 4.2  
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For what purpose do you use these applications?  
This question can have more than one alternative marked, therefore each alternative are treated as 
a single question (table 4.3). The result shows that a majority use p2p applications for sending 
messages, on second place comes file sharing. Other purposes are development and research in 
the area of p2p applications. 
 

n = 13

84,6

38,5

15,4

0
20
40
60
80

100

Send Messages File sharing Other purposeA
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ou
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ns
w

er
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(%
)

 
Table 4.3  

 
What software are you using?  
The result of this question shows that the pattern from the prior question remains. Instant 
messenger ICQ is most common mentioned and on second place comes file sharer KaZaA as most 
commonly used software. These two applications are in absolute majority, other single software is 
a good distance behind and is gathered in one group (table 4.4). 
 

n = 13

76,9

30,8
46,2

0
20
40
60
80

100

ICQ KaZaA Other
Software
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 %

  
Table 4.4  
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Do you consider peer-to-peer applications as a security threat towards your organisation?    
A minority of those using p2p consider these applications as security threats (table 4.5). 
 

n = 13

62%
23%

15%

No
Yes
I don't know

 
 Table 4.5  

 
Have you taken any security measures at your workstation concerning peer-to-peer 
applications?  
39% has taken security measures at their workstation (table 4.6). The interesting thing here is that 
only one third of those who consider p2p a threat according to the prior question, have taken 
security measures at their workstation. 
 

n = 13

61%

39%

No
Yes

 
Table 4.6 

 

4.2. Data analysis – network scan 
The network scan was performed using the Nessus software. Nessus is a combination of server 
software from which all tests are executed and a client program with which users can connect to 
the Nessus server. The Nessus server contains a portscanner and a number of plug-ins that tests 
the open ports the portscanner found during a scanning session.  
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Specific plug-ins aimed to find KaZaA clients and web servers were used during the scan. The 
reasons for choosing only plug-ins for KaZaA are: 
 

1. According to the survey at the organisation, there were a number of KaZaA clients in use. 
2. Nessus do not have harmless plug-ins for other p2p applications. 

 
The web server plug-ins will find all web servers running and the thought behind that was to find 
web servers connected to a non-running p2p application.  
 
Nessus create a report when the scan is finished. The real IP-numbers of the scanned network is 
removed from the report in order not to reveal the identity of the organisation. A part of the 
Nessus report from the organisation is shown in figure 4.1.  
 
The scanning of the organisations network did not reveal any KaZaA clients. This was with 
certainty caused by the fact that nobody were running a KaZaA client at the time for the scan (see 
chapter 5, Laboratory test) since the survey proves that people are using the KaZaA software in 
the organisation.  
 
 

Security Issues and Fixes: xxx.xx.xxx.xxx 

Type Port Issue and Fix 
Informational unknown 

(5000/tcp) 
A web server is running on this port 

Informational webcache 
(8080/tcp) A web server is running on this port 

Informational webcache 
(8080/tcp) 

The remote web server type is : 
 
The New Gatespace HTTP Server  
 
Solution : We recommend that you configure (if possible) your web 
server to return 
a bogus Server header in order to not leak information. 

Informational general/tcp Nmap found that this host is running Windows Me or Windows 2000 
RC1 through final release, Windows Millenium Edition v4.90.3000 

 
Figure 4.1 A Nessus report on the host xxx.xx.xxx.xxx. 

4.3. Summary - case study 
The important conclusions drawn after performing the two tasks of the case study are the 
following: 
 

• The use of p2p applications at work at this organisation is common, more than 50% of the 
employees say they use these applications. Furthermore 69% of those who use these 
applications are using them on a daily basis. 

• The applications most commonly used are of the types Instant Messaging and File sharing 
represented by ICQ (76,9%) and KaZaA (30,8%). 

• 62% does not consider p2p applications as a security threat towards the organisation 
• A majority, 66.7% of those who do consider p2p applications as a security threat, has not 

taken any security measures. 
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5. Laboratory test 
The laboratory test is aimed to prove the validity of the Nessus scan in the case study, that is, 
show that it is possible to view KaZaA from outside the network.  

5.1. Design and implementation 
The test environment is set with six computers connected to a local area network, with the 
possibility to access the Internet. The simulation is intended to be as like a normal KaZaA usage 
environment as possible. The configuration of the computers follows the specification below. 
 

• 5 computers running Microsoft Windows NT4 upgraded to service pack 6 and with the 
latest KaZaA Media Desktop v2.02 installed. 

 2 of these running Bullguard, KaZaA’s own firewall, set to allow KaZaA 
to access the network in order to simulate a real case. 

 3 with no protection at all. 
 All computers had the KaZaA properties set to default installation values. 

• 1 computer running Linux Red Hat 7.3 with Nessus server and client installed. 
 
The test was divided into two parts resulting in separate scan reports. The first part scanned the 
computers with KaZaA and Bullguard running, the second part scanned the computers with 
KaZaA stopped and only two Bullguards running.  

5.2. Data analysis 
The Nessus scan report from the first test showed that KaZaA starts a server with three connection 
ports at the computer on which it is running. Figure 5.1 shows one host from the first scan, the 
complete report can be found in appendix 3. Worth noticing is that one of the ports differ between 
the different computers despite the fact that all five computers were set up in exactly the same 
way, except for the Bullguard firewall. Bullguard did not protect the tested computers from 
Nessus, KaZaA were revealed by the scan.  
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Security Issues and Fixes: 192.168.10.42 

Type Port Issue and Fix 
Vulnerability http 

(80/tcp) 
 
The KaZaA / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test1  

Informational http 
(80/tcp) A web server is running on this port 

Vulnerability unknown 
(1104/tcp) 

 
The KaZaA / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test1  

Informational unknown 
(1104/tcp) A web server is running on this port 

Vulnerability unknown 
(1214/tcp) 

 
The KaZaA / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test1  

Informational unknown 
(1214/tcp) A web server is running on this port 

Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 
 

 
Figure 5.1 Extract from the Nessus report from the first scan. 
 
 
 
 
 
 

20  



Linus Petersson Peer-to-peer –time to lock the door-  11/05/2015   

The report from the second scan did not reveal any KaZaA clients. Nessus did not manage to get 
any information from the scanned computers relevant to the plug-ins used in this test. The same 
host as above are shown in figure 5.2, but after test number two. 
 
Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.42 unknown (135/tcp) No Information 

192.168.10.42 netbios-ssn (139/tcp) No Information 

192.168.10.42 unknown (1029/tcp) No Information 

192.168.10.42 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.42 

Type Port Issue and Fix 
Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 

 

   
Figure 5.2 Extract from the Nessus report from the second scan. 

5.3. Summary – laboratory test 
The laboratory test clearly shows the important fact that a Nessus scan reveals KaZaA clients 
running on a network and that shut down clients not are revealed. This is also an explanation to 
the case study scan result. Username and the port number the client runs on are also shown. This 
is an indication that there are more data to collect with a more specified and dangerous (from a 
computer security point of view) network scan. This also indicates that it is possible to gather data 
about hosts on a network for malicious purposes quite easy when there are p2p applications 
running on the specific network.  
 

6. Conclusion 
This section concludes the thesis with the aid of the proof from the four preceding scientific 
methods. The literature research brings forward synthesised theories with the following main 
points: 
 

• P2p applications easily slip through a company firewall by either a change of 
communication ports or abuse ports dedicated to other communication services. 

• Viruses can easily and rapidly spread in a p2p network often as masked files. 
• DoS attacks often use p2p technology as an aid. 

 
The survey amongst Swedish companies reveals: 
 

• 50% of the companies that allow their employees to use p2p applications have no 
regulating policy. 

• Only a very small amount of these companies consider p2p applications a security threat. 
• 40% of them who allow p2p usage rely on a company firewall. 
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The case study at the Swedish organisation X state: 
 

• P2p usage on a regular basis is common at the organisation. 
• There is not a very high level of security thinking among the users of these applications. 

 
The laboratory test concludes the proofing by declaring that: 
 

• It is possible find p2p applications by scanning a network. 
• People with malicious purposes can find out more than a computer program. 
• P2p applications use different ports in order to connect to the p2p network. 

 
A policy can prevent the issues discussed above either by banning employees from using p2p 
applications or by regulate the use of these applications in a very detailed manner. The 
implementation of a policy makes the usage controlled and easily supervised by the company 
security staff. Finally, by using the proof above it is stated that serious security problems and 
threats exist in the p2p area. Implementing a policy that regulates the use of p2p applications can 
prevent possible attacks on the company/organisation network due to the facts previously given in 
the thesis. 
 

7. Guideline for policy making 
Considering the points made in the previous chapter a guideline for making a policy must focus 
on the problems found in the research. My suggestion is that the following issues are the basis for 
a company policy concerning p2p. 
 

• There should be rules regulating which software that is allowed to use. Applications 
considered more dangerous to use should be forbidden.  

• The system administrator should learn the allowed applications in order to be able to 
configure the system.  

• All p2p software should be installed, configured and maintained by the system 
administrator. This prevents that the p2p application makes unexpected actions due to a 
bad installation or configuration. 

• All workstations should be equipped with a personal firewall supervised by the system 
administrator. A personal firewall can close ports on the specific workstation, which a 
company firewall can not do. 

• All personnel should be introduced to the risks involved with p2p usage to prevent people 
to use p2p applications wrongly. 

• An IDS15 is implemented and rules for p2p applications and p2p actions are made in the 
IDS. 

 
The most important thing is not just apply to an already existing policy document on an 
organisation/company. The policy must be revised to fit the specific needs of the 

15 Intrusion Detection System 
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organisation/company in question and the activity of the latter must thoroughly be analysed before 
the policy is implemented.  
 

8. Discussion 
The validity of this thesis would be good since four different scientific methods are used and all of 
them are pointing to the same direction. One thing that could be a drawback is the small number 
of participants in the performed surveys. The results of the different methods would not be able to 
interpreted in other ways than what have been done though, so at the end of the research there is 
no doubt that the results brought forward is enough to base the conclusion on. 
 
The significance of the work is also important. Naturally it cannot be claimed that this thesis 
covers all what the p2p area has to offer in terms of security issues and aspects. The thesis can 
neither claim to be a complete mirror of the current policy state in Swedish companies, but the 
gained result from the survey can claim to be a sufficient mapping due to the input variables 
(amount of questionnaires sent out) and expectations (amount of questionnaires predicted to be 
answered). 
    
What this work does not treat is time. How many hours are the average p2p user spending at his 
file sharing- or IM application at work each day? If he or she are spending a lot of office hours 
connected to a p2p network then there must exist a higher risk of threat that the employer would 
be interested to know about. Another question is work at home. Maybe you are connected to work 
via a VPN16 channel and at the same time your computer at home is connected to a p2p network. 
Is this something your employer would like to know or regulate? These questions and many more 
can be developed in a future thesis. Other future areas of interest might be: 
 
 

• The creation of a policy based on current p2p applications used at a company. 
• Dealing with ethical and moral issues concerning policy making. 
• Develop a safe p2p-solution for a company or organisation. 
• Test firewalls and p2p, both personal firewalls and company firewalls. 

 
 
The result from the different investigations is alarming according to security measures. The thesis 
proves that policy thinking has not come as long as for example the use of physical security 
measures like firewalls. The lack of security thinking on the level where p2p applications are 
placed is probably due to variables as privacy and human integrity. There has been a trend to let 
abstract things as privacy/integrity rule over the more concrete need of a secure company 
environment. Perhaps this work and other of the same subject can change the present trend.

16 Virtual Private Network 
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Appendix 1 – Survey questionnaire  
 
1. Är användning av peer-to-peer applikationer tillåten i Ert företag? 
 

  Ja 

  Nej 

 
Vid ”Nej” gå till fråga 3. 
 
2. Har Ert företag en policy eller regelverk som reglerar användandet av peer-to-peer applikationer? 
 

  Ja 

  Nej 

 
Vid ”Nej” gå till fråga 4. 
 
3. Varför har Ni valt att reglera/förbjuda användandet av peer-to-peer applikationer? 
 

  Vi såg användandet som ett säkerhetshot 

  Vi tycker inte att användandet av peer-to-peer applikationer hör hemma på en arbetsplats 

  Vi upptäckte att en stor del av vår bandbredd konsumerades av dessa applikationer 

  Annat: skriv anledning här 

 
 
4. Varför har Ni valt att inte reglera peer-to-peer användandet? 
 

  Vi anser inte att peer-to-peer applikationer är ett säkerhetshot  

  Vi har säkerhetssystem, typ brandvägg, som även kontrollerar peer-to-peer trafik 

  Vi har inte tänkt på peer-to-peer som ett säkerhetshot 

  Vi tycker att en reglering skulle innebära ett intrång i den anställdes integritet 

  Annat: skriv anledning här 

 
 
5. Hur tror Du att framtiden ser ut för peer-to-peer applikationer? Har Du något förslag om framtida 
användningsområde? Skriv gärna i rutan här under.  
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6. Vilken av följande branscher speglar Ert företags verksamhet bäst? 
 

  IT 

  Bank 

  Skola/utbildningsverksamhet 

  Sjukvård/omsorg 

  Kommunförvaltning/Länsstyrelse 

  Annat: skriv område här 

 
7. Hur många anställda har Ert företag/organisation? 
 

  1-20 

  21-40 

  41-60 

  61-80 

  81 eller fler 

  Vet ej 

 
 
8. Kan jag boka en tid för en djupare intervju i ämnet någon gång under vecka 18-20? 
 

  Ja 

  Nej 

  Ingen intervju men gärna en djupare enkät 

 
 
9. Har Du några andra kommentarer eller egna åsikter Du vill förmedla? Skriv gärna i rutan här under.  
 
      
 
 
10. Vem är Du som svarat på enkäten? Fyll i de gråmarkerade fälten. 
 
Namn:        

Titel/position i företaget:        

E-mail/telefonnummer:         

 
 
 
 
Tack för Er medverkan! 
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Appendix 2 – Case-study questionnaire 
 
1. Are you using peer-to-peer applications at your workstation? 

  Yes 

  No 

If your answer is no, then finish the form by make your own comments in question 9.  

 
2. How often do you use peer-to-peer applications from your workstation? 

  Daily 

  1-2 times a week 

  1-3 times a month 

  Very infrequently  

 
3. For what purpose do you use these applications? 

  Send messages 

  File sharing (up- and downloading of files, for example music) 

  Other purpose: Write here please 

 
4. What software are you using? Specify all kinds if you are using more than one. 

Write here please 

 
5. Do you consider peer-to-peer applications as a security threat towards your organisation?  

  Yes 

  No     

  I don’t know 

 

6. If yes, in which way do you consider these applications as security threats? 

Write here please 

 

7. Have you taken any security measures at your workstation concerning peer-to-peer applications? 

  Yes 

  No 

  
8. If yes, what form of security measures? 

Write here please 

 
9. Your own comments.  

Write here please 
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Appendix 3 – Nessus scan report – laboratory test 
 
Scan with KaZaA running  

Nessus Scan Report 
This report gives details on hosts that were tested and issues that were found. Please follow the recommended steps and 
procedures to eradicate these threats.  

 

 
Scan Details 

Hosts which where alive and responding during test 5 

Number of security holes found 15 

Number of security warnings found 0 
 

 

Host List 

Host(s) Possible Issue 
192.168.10.42 Security hole(s) found 

192.168.10.102 Security hole(s) found 

192.168.10.112 Security hole(s) found 

192.168.10.101 Security hole(s) found 

192.168.10.111 Security hole(s) found 
 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.42 http (80/tcp) Security hole found 

192.168.10.42 unknown (135/tcp) No Information 

192.168.10.42 netbios-ssn (139/tcp) No Information 

192.168.10.42 unknown (1029/tcp) No Information 

192.168.10.42 unknown (1104/tcp) Security hole found 

192.168.10.42 unknown (1214/tcp) Security hole found 

192.168.10.42 general/tcp Security notes found 
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Security Issues and Fixes: 192.168.10.42 

Type Port Issue and Fix 
Vulnerability http 

(80/tcp) 
 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test1  

Informational http 
(80/tcp) A web server is running on this port 

Vulnerability unknown 
(1104/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test1  

Informational unknown 
(1104/tcp) A web server is running on this port 

Vulnerability unknown 
(1214/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test1  

Informational unknown 
(1214/tcp) A web server is running on this port 

Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 
 

[ return to top ] 
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Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.102 http (80/tcp) Security hole found 

192.168.10.102 unknown (135/tcp) No Information 

192.168.10.102 netbios-ssn (139/tcp) No Information 

192.168.10.102 unknown (1028/tcp) No Information 

192.168.10.102 unknown (1214/tcp) Security hole found 

192.168.10.102 unknown (1417/tcp) Security hole found 

192.168.10.102 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.102 

Type Port Issue and Fix 
Vulnerability http 

(80/tcp) 
 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test3  

Informational http 
(80/tcp) A web server is running on this port 

Vulnerability unknown 
(1214/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test3  

Informational unknown 
(1214/tcp) A web server is running on this port 

Vulnerability unknown 
(1417/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
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http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test3  

Informational unknown 
(1417/tcp) A web server is running on this port 

Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 
 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.112 http (80/tcp) Security hole found 

192.168.10.112 unknown (135/tcp) No Information 

192.168.10.112 netbios-ssn (139/tcp) No Information 

192.168.10.112 unknown (1028/tcp) No Information 

192.168.10.112 unknown (1214/tcp) Security hole found 

192.168.10.112 unknown (2265/tcp) Security hole found 

192.168.10.112 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.112 

Type Port Issue and Fix 
Vulnerability http 

(80/tcp) 
 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test5  

Informational http 
(80/tcp) 

A web server is running on this port 

Vulnerability unknown 
(1214/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test5  

Informational unknown A web server is running on this port 
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(1214/tcp) 

Vulnerability unknown 
(2265/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test5  

Informational unknown 
(2265/tcp) A web server is running on this port 

Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 
 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.101 http (80/tcp) Security hole found 

192.168.10.101 unknown (135/tcp) No Information 

192.168.10.101 netbios-ssn (139/tcp) No Information 

192.168.10.101 unknown (1029/tcp) No Information 

192.168.10.101 unknown (1214/tcp) Security hole found 

192.168.10.101 unknown (2999/tcp) Security hole found 

192.168.10.101 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.101 

Type Port Issue and Fix 
Vulnerability http 

(80/tcp) 
 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test2  

Informational http 
(80/tcp) A web server is running on this port 

Vulnerability unknown 
(1214/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
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Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test2  

Informational unknown 
(1214/tcp) A web server is running on this port 

Vulnerability unknown 
(2999/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test2  

Informational unknown 
(2999/tcp) A web server is running on this port 

Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 
 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.111 http (80/tcp) Security hole found 

192.168.10.111 unknown (135/tcp) No Information 

192.168.10.111 netbios-ssn (139/tcp) No Information 

192.168.10.111 unknown (1028/tcp) No Information 

192.168.10.111 unknown (1214/tcp) Security hole found 

192.168.10.111 unknown (2657/tcp) Security hole found 

192.168.10.111 general/tcp Security notes found 
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Security Issues and Fixes: 192.168.10.111 

Type Port Issue and Fix 
Vulnerability http 

(80/tcp) 
 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test4  

Informational http 
(80/tcp) A web server is running on this port 

Vulnerability unknown 
(1214/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test4  

Informational unknown 
(1214/tcp) A web server is running on this port 

Vulnerability unknown 
(2657/tcp) 

 
The Kazaa / Morpheus HTTP Server is running. 
This server is used to provide other clients with a 
connection point. However, it also exposes sensitive system files. 
 
Solution: Currently there is no way to limit this exposure. 
Filter incoming traffic to this port. 
 
More Information: 
http://www.securiteam.com/securitynews/5UP0L2K55W.html 
 
Risk factor : Serious 
 
Remote host reported that the username used is: test4  

Informational unknown 
(2657/tcp) A web server is running on this port 

Informational general/tcp Nmap found that this host is running Microsoft NT 4.0 SP5-SP6 
 

 
This file was generated by Nessus, the open-sourced security scanner. 
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Scan without KaZaA running  

Nessus Scan Report 
This report gives details on hosts that were tested and issues that were found. Please follow the recommended steps and 
procedures to eradicate these threats.  

 

 
Scan Details 

Hosts which where alive and responding during test 5 

Number of security holes found 0 

Number of security warnings found 0 
 

 

Host List 

Host(s) Possible Issue 
192.168.10.42 Security note(s) found 

192.168.10.102 Security note(s) found 

192.168.10.112 Security note(s) found 

192.168.10.101 Security note(s) found 

192.168.10.111 Security note(s) found 
 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.42 unknown (135/tcp) No Information 

192.168.10.42 netbios-ssn (139/tcp) No Information 

192.168.10.42 unknown (1029/tcp) No Information 

192.168.10.42 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.42 

Type Port Issue and Fix 
Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 

 

[ return to top ] 
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Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.102 unknown (135/tcp) No Information 

192.168.10.102 netbios-ssn (139/tcp) No Information 

192.168.10.102 unknown (1028/tcp) No Information 

192.168.10.102 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.102 

Type Port Issue and Fix 
Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 

 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.112 unknown (135/tcp) No Information 

192.168.10.112 netbios-ssn (139/tcp) No Information 

192.168.10.112 unknown (1028/tcp) No Information 

192.168.10.112 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.112 

Type Port Issue and Fix 
Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 

 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.101 unknown (135/tcp) No Information 

192.168.10.101 netbios-ssn (139/tcp) No Information 

192.168.10.101 unknown (1029/tcp) No Information 

192.168.10.101 general/tcp Security notes found 
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Security Issues and Fixes: 192.168.10.101 

Type Port Issue and Fix 
Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 

 

[ return to top ] 
 

Analysis of Host 

Address of 
Host Port/Service Issue regarding 

Port 
192.168.10.111 unknown (135/tcp) No Information 

192.168.10.111 netbios-ssn (139/tcp) No Information 

192.168.10.111 unknown (1028/tcp) No Information 

192.168.10.111 general/tcp Security notes found 
 

 

Security Issues and Fixes: 192.168.10.111 

Type Port Issue and Fix 
Informational general/tcp Nmap found that this host is running Windows NT4 / Win95 / Win98 

 

 
This file was generated by Nessus, the open-sourced security scanner. 
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