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Abstract
Which security holes and security methods do IEEE 802.11b and Bluetooth
offer? Which standard provides best security methods for companies? These
are two interesting questions that this thesis will be about. The purpose is to
give companies more information of the security aspects that come with using
WLANs. An introduction to the subject of WLAN is presented in order to
give an overview before the description of the two WLAN standards; IEEE
802.11b and Bluetooth. The thesis will give an overview of how IEEE
802.11b and Bluetooth works, a in depth description about the security issues
of the two standards will be presented, security methods available for companies, the security flaws and what can be done in order to create a secure
WLAN are all important aspects to this thesis. In order to give a guidance of
which WLAN standard to choose, a comparison of the two standards with the
security issues in mind, from a company's point of view is described. We will
present our conclusion which entails a recommendation to companies to use
Bluetooth over IEEE 802.11b, since it offers better security methods.
Keywords: WLAN, IEEE 802.11b, Bluetooth, company, security,
recommendation
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1 Introduction

This chapter will present the preparatory work for this thesis. This includes a background for the thesis, which describes the issue behind our research choice. A
problem description, which will entail what problems we are investing and what
our main goal is, also a presentation of our hypotheses and research question will
be given. Purpose and thesis boundary is introduced and also a detailed description
of our methodology.

1.1 Background
Wireless local area network (WLAN) is getting more and more accepted and it is
now fairly widespread amongst companies. As the Internet is getting more popular
and the numbers of computers are increasing [22] the WLAN is been considered as
an alternative to the fixed LAN. The reason for the increasing popularity [16] is
due to the flexibility, convenience and portability that come with the loss of wires.
People can connect to the Internet within a reasonable distance and are no longer
stuck to a fixed point.
New technology can raise new problems which some are harder to anticipate than
others. To find and remove these are important when it comes to security with
wireless data communication.
People tend to care more about the hype than the underlying functionality, which
often make them unaware of the problems like security flaws. Companies can be
especially attractive for attackers that are interested in their critical information.
There are many different techniques available for WLAN today and we are interested in the two most popular ones. These are [25] IEEE 802.11b and Bluetooth.
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1.2 Problem Description
The idea of this thesis is to explore the security methods and flaws of two different
techniques, IEEE 802.11b and Bluetooth, and to make a conclusion which offers
best security method for companies. Companies that use wireless communication
can be in real need for security since their information could be vital for a company to make a profit. If a competitor could profit from another company's information then their business would be in jeopardy. It is important to understand the
risks that come with using a WLAN to know what kind of measurements that can
be used to protect yourself, your company and critical information.
We want to inform companies and to make them more attentive of what could happen with the information they are sending through the air and how it travels. Our
main goal is to give a recommendation to companies of what standard provides
best security methods?

1.3 Hypotheses
• IEEE 802.11b provides better security against unauthorized

access compared to Bluetooth.
• Companies are not aware of the security flaws with the wireless

network standard that they use.

1.4 Research Questions
• Which are the security methods for IEEE 802.11b and Bluetooth?
• Which security flaws are there in IEEE 802.11b and in Bluetooth?
• Which standard provides best methods for security?
• What do companies know about the security of wireless network?
• What are the minimum requirements that companies have for a

WLAN to be secure?
Unauthorized access is when a user gains access to information he/she is
not suppose to have access to.
A secure WLAN is a network that prevents unauthorized people getting
access to the network itself as well as to sensitive information.
A security flaw exists when unauthorized people can access a network and
the information that is transported inside it. These flaws compromise
authentication, integrity, confidentiality and availability.
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Purpose

1.5 Purpose
The purpose of this thesis is to inform companies of the security risks and what
kind of protection methods there are to prevent them in the standards IEEE
802.11b and in Bluetooth. To present this we have stated these research questions:
"Which are the security methods for IEEE 802.11b and Bluetooth?" and "Which
security flaws are there in IEEE 802.11b and in Bluetooth?" This will give a clear
picture of the two techniques from a security perspective. With these answers we
will be able to make a verify or falsify our hypothesis: “IEEE 802.11b provides
better security against unauthorized access compared to Bluetooth.”
One purpose is also to found out what companies know about wireless security.
This we will get from a survey which will answer the following questions: “What
do companies know about the security of wireless network?” and “What are the
minimum requirements that companies have for a WLAN to be secure?”
We will form a conclusion that answers the question: “Which standard provides
best methods for security?” based on the information gathered from the activities
mentioned above.

1.6 Thesis Boundary
We aim to give an overview of how the wireless network works in order to get
enough knowledge to understand the security methods and facts. We are not going
into detailed descriptions of encryption algorithms because we believe that this
would confuse rather than help the reader.
We choose to not mention any other standards than IEEE 802.11b and Bluetooth in
this thesis due to that we want to focus on these two and not state anything about
other standards that could draw the attention away from the main standards.

1.7 Methodology
The methodology of this thesis will consist of a survey and a literature study.
Based on the results from the survey and the literature studies we will be able to
answer: “Which standard provides best methods for security?” and then make a
conclusion about this hypothesis: “IEEE 802.11b provides better security against
unauthorized access compared to Bluetooth.”
We started with the literature study to get facts about wireless networks and the
two standards. In parallel with this we began to work with the survey. We based the
survey on of our hypotheses and two of the research questions. We will extract
findings on both the literature study and the survey. Based on these we will be able
to answer our hypotheses and research questions.
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1.7.1 Literature Study
Overview. Literature

study includes searching and reading relevant information
about a given subject. The reason why we conduct a literature study is due to that it
is effective and relative easy to gather information. This is the method that we have
most prior knowledge about.
We expect to find facts about WLAN in general to introduce the reader to the subject and specific facts concerning the two standards, IEEE 802.11b and Bluetooth,
for example security methods and flaws. This would help us form our conclusion
about which standard provides best methods for security.

Goal. We

will conduct literature studies in the area of WLAN and concentrate on
IEEE 802.11b and Bluetooth to be able to answer our research questions and
hypothesis mentioned below. The goal of the literature study is to answer the
hypothesis: "IEEE 802.11b provides better security against unauthorized access
compared to Bluetooth." The literature study will also give us the answers to these
research questions: “Which are the security methods for IEEE 802.11b and Bluetooth?” and “Which security flaws are there in IEEE 802.11b and in Bluetooth?”

Design. The

study consists of reading books, articles and relevant web pages that
are related to security methods and security flaws within the IEEE 802.11b and
Bluetooth standards. The literature study also consists of reading former comparative thesis in the subject.
Relevant books are found by first reading the table of contents and the summary to
get a good idea what the book it about. By reading the introduction of each relevant chapter we will get an even better idea. We know that there are security methods available to make WLAN more secure but these also involve security flaws
which decrease the security.

Validity. To

make sure that the literature material is accurate we will confirm all the
facts with different sources.

1.7.2 Survey
Overview. Surveys

are a common method [1] to collect data in different kind of
areas. The data that is being collected is normally taken from a large number of
individuals. If you are interested in a certain area, a sample is chosen from a population to represent that part.
Our survey consists of questions that are sent out to a sample consisting of companies in Sweden that uses WLAN. This is to retrieve information about their knowledge and opinion about the security in their wireless networks.
We chose to do a survey because it is an effective way to reach many persons and
therefore increase the credibility of the results.
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Goal. The goal of the survey is to answer this hypothesis: "Companies are not
aware of the security flaws with the wireless network standard that they use." and
the research questions: "What do companies know about the security of wireless
network?" and "What are the minimum requirements that companies have for a
WLAN to be secure?"

The main idea with the survey is to find out what companies know about security
on their own WLAN and also if they are aware of any security methods and security flaws. We think that the majority is aware of some security methods but not the
flaws and the technical functionality.
Design. The

survey will be a self-completion survey [21] consisting of questions
with multiple options. The sample, consisting of companies, will receive the survey through e-mail and answer it without any supervision from us. We have found
companies by searching the Internet. We found different records that listed IT
companies in Sweden. We will use e-mail as our method to reach these companies
because it is the most effective method. We should reach several companies in a
short period of time.
We chose to have multiple options to answer from so we will receive similar
answers and therefore make an assumption on what the majority thinks and receive
an accurate result.
According to [21] the questions should be short and clear so the people answering
the survey will understand and are more willing to answer it and not be discouraged. We have followed this recommendation when structuring the survey.
There are three open questions, no multiple options to chose from, where the companies’ employees can answer freely. This is to get their opinion on a specific
topic. We have not set a response time but after we have analyzed the answers we
will not include any more survey result that may come.
The sample will be a representative sampling [3] from a population consisting of
companies that use wireless networks. A representative sampling means this sample will represent the entire population. The sample method will be simple random
samples [3], which means that we will randomly pick companies that we find. This
makes every possible company an equal chance of being selected. We know that
the larger the sample is [21] the more accurate results we will get. If the sample is
large it will give a better and accurate overview of the entire population.
We will try to reach as many as possible but due to the time limit of this course we
will be satisfied with at least 30 answers.

Validity. One

risk is that we do not receive any answers or very few or that employers at the same company will give quite similar answers. This could affect the
result into being biased. To prevent this from happening we are sending the survey
to as many companies as possible.
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2 Wireless Local
Area Network

This chapter will present the introduction to WLAN, which will give the reader an
overview over some of the advantages and disadvantages wireless have over wired
network and how transmission of data is possible. Then we present the technology
and equipment that is needed for a wireless LAN to function, this entail hardware,
how communication is possible and the basic protocols which is necessary.

2.1 Introduction to WLAN
A network [22] that is confided to a number of users within a geographical area is
called a Local Area Network (LAN). A wireless LAN is the same thing but without any wires. Wireless LANs are achieving more and more recognition [12]
because it can satisfy the increasing need for information at any place and at any
time. The rapid development of computer hardware and wireless network techniques have also contributed to its success.
WLAN offer some advantages over fixed network. For instance more [16] flexibility, mobility and scalability are three of them. Stations are no longer confide within
a certain area. It can move around in a more inhibited manner. Radio waves [22]
do no not require clear visibility, which makes it possible to communicate through
walls. Configurations can easily be changed [2], for example from a ad-hoc network to a full infrastructure network consisting of thousands of users.
These three features that come with not using cables are not the only advantages.
Fixed networks [16] may be hard and complex to install in some environments.
The distances may be too long for cables and a common problem is that cables can
get torn and be broken. With a WLAN this problem does not exist. Another issue
[16, 22] with this, is the installation costs that come with wired network. This cost
is greatly decreased with WLAN.
These characteristics entail increased productivity and lower infrastructure costs
[16]. The price was an issue several years ago but as time as gone by prices has
7

Wireless Local Area Network

decreased and performance has increased. In 1998 [16] the top speed was 2 Mbit/s
and in 2002 the speed was up to 54 Mbit/s. This made wireless network very
attractive.
Transmission on a wireless network is achieved by sending and receiving radio
waves between a transmitter and receiver. The speed of the frequency can vary and
the faster the frequency [20] is the more you can transmit and receive. The
amounts of data that can be transmitted are also dependent on the method of data
modulation. The strength of the signal decreases when traveling through a transmission medium, in this case the air. This [20] is called attenuation. The attenuation level varies depending on the medium and the frequency of the signal. Along a
transmission medium an amplifier can be added [20] to strengthen the signal. The
signal can also be affected by environmental causes such as cosmic radiation or
man-made reasons such as microwave ovens or other radios operating in the same
frequency.
Disturbance is a common factor when it comes [22] to wireless communication. It
could come from microwave ovens or from communication from the same frequency range. To reduce the disturbance you can change frequency.
The frequency range lay between 2.400 and 2.4835 GHz and [13] is license free
and this involves advantages. An organization can easily and fast set up a wireless
network and do not have to worry about licenses and fees. But if there would
appear any problems the absence of licensing could be a problem. Because the
range is limited there should be room for all. If there is any disturbance there is no
way to check who is causing it. WLAN equipment is built so that it will be easy to
change the channel.
IEEE 802.11b and Bluetooth use a technique called Spread Spectrum (SS) [22]
and this means that the base band of a signal is spread out through an entire frequency area. The main advantage is that the signal is not so easily disturbed by
other communication in the same frequency area or by equipment that are using
radio waves, like microwave ovens. There are two techniques that are practicing
this: Frequency Hop Spread Spectrum (FHSS) and Direct Sequence Spread Spectrum (DSSS). These techniques will be presented in Chapter 4 IEEE 802.11b and
in Chapter 5 Bluetooth.

2.2 WLAN Technology
As mentioned above WLAN technology differs from fixed network. The big difference is the removal of cables. This section will present equipment needed for a
wireless network and its architecture, the underlying layers, TCP/IP, DHCP and
MAC will be presented. TCP/IP, DHCP and MAC has an important role in the data
transmission. These protocols make sure that the data finds the mobile station in a
wireless network. This is not as easy as it is with wired LAN, since the stations
often switch networks and then the traffic have to be redirected.
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WLAN Technology

2.2.1 WLAN Equipment
To make a WLAN work properly there are some requirements that needs to be fulfilled to be able to have a fully functional wireless network. Typical hardware [17]
is access point, wireless network cards and antennas.
An access point (AP) [13] is not portable and is connected to a fixed network and
has a radius of about 100 Meter. Stations, like laptops, must associate with the
access points to have access to that network. APs broadcast “beacon frames” to the
world to advertise a network. A station could be a cellular phone, a computer, a
palm pilot or similar.
A network can be built up by using several access points. A station can be connected to this network by associating with one of the APs. When a user is relocating in this network the station can [13] change AP if it has a connection of better
quality. This is called roaming. There is also an expression called seamless roaming. This is when the station is unaware of a change of access point.
One very important thing when sending and receiving radio waves [20] are antennas. There are several different kind of antennas but can roughly be categorized in
omni-directional and directional. Omni-directional antennas spread its signals in
all directions while the directional antennas only transmits in one direction. The
omni-directional antennas have the flexibility that offers stations to move around
in a more random fashion than stations using directional antennas does. Both IEEE
802.11b and Bluetooth use omni-directional antennas. Infrared is an example of a
technique that uses directional antennas.

2.2.2 Network Architecture
There are two basic wireless network architectures: infrastructure and ad-hoc.
Infrastructure consists [6] of an AP that acts as a central device for the WLAN.
The AP controls the communication between all the station that are connected and
could also be connected to a wired LAN. Infrastructure networks can also be called
access point based networks.

WLAN Security: IEEE 802.11b or Bluetooth - which standard provides best security methods for companies? 9
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Figure 1.

This shows an infrastructure network.

Ad hoc networks [22] consist of different stations that are connected to each other
without any use of routers, switches or APs. They establish a data communication
with their nodes and controls the data transmissions without any central device.

Figure 2.

This shows an ad-hoc network.

2.2.3 TCP/IP
Internet Protocol (IP) [13] gives the opportunity to address a computer global. The
IP address is used by the routers on the Internet to direct the traffic to the right
receiver. Transmission Control Protocol (TCP) controls the flow of the data.
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2.2.4 DHCP
The network administrator [13] decides which IP addresses that are handed out
from a Dynamic Host Configuration Protocol (DHCP) server. The IP addresses are
handed out on a time limit. When the limit is up and a node is still using the
address the limit is automatically extended. If not, the DHCP server can reuse the
IP-address.
To easily connect to the Internet DHCP servers are built into the APs. These APs
distribute private IP addresses to the accessible nodes. These are usually distributed with short time limits due to that portable computer are often moved. If the
node is moved it can simply obtain a new IP address from a new access point and
still be connected to the Internet. This does not work with seamless roaming. The
node cannot obtain a new IP address during a data transfer that is in progress.

2.2.5 MAC
For a station to get access and to share a channel with others the station has to
specify how to get access to the medium. This is [13] called Media Access Control
(MAC). MAC makes sure that no station is using the channel all the time, it checks
if a message is sent to one station or several etc.
If MAC was not available, a scenario like this could appear: If station A and station B are both transmitting to station C on the same frequency/time [22], the traffic will collide and will never reach station C. Because neither A or B have
analyzed the medium they both think that the frequency is available for transmission.

2.3 Summary
Three of the advantages that come with WLAN over wired LAN are flexibility,
mobility and scalability. There is no longer a need for wires. Since the requirements for a WLAN is different the equipment for a network that does not use
cables looks a bit diverse. Access points are an important necessity. The air is the
new transmission media and this has brought news possibilities and shortcomings.
As with wired LAN TCP/IP, DHCP and MAC are also important protocols in a
WLAN.

WLAN Security: IEEE 802.11b or Bluetooth - which standard provides best security methods for companies? 11
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3 Security Aspects
with WLAN

This chapter presents some of the security issues that wireless networks have to
deal with. An introduction to some security issues that come with using a WLAN
will be presented and also some known attacks that are a threat to WLAN. A summary will be given which also include some findings that are interesting.

3.1 Introduction to Security Issues
What is security? According to [22] says that it is a condition that do not entail
danger.
Security [22] in data communication involve:
• Confidentiality. Protection of the transmitted information from

unwanted eavesdropping or access.
• Authentication. Protection from forged information and the

authentication of transmitted information.
• Integrity. The information shall be secure from unwanted

changes.
Wireless communication has become a part of the world we are living in today.
The need [22] to connect to different networks without being attached by cables is
increasing. The demand for higher functionality is growing as the development is
moving forward. As the amount of wireless data communication is increasing [22]
the demand for security is growing more and more. The wireless communications
does not have the physical security of a wired network and therefore more vulnerable. The radio waves that makes wireless transmission possible [20] is also what
makes it so vulnerable. Due to how radio waves travel, an attacker can be situated
right outside your a listening to the traffic from a network. For this to be possible
in a wired network you have to have physical access to the wires.
13
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Wireless communication brings a lot of risks [13] like eavesdropping, unauthorized trespassing and other attacks. Due to that omni-directional antennas is used
there is a big risk that a lot of information is leaking out. This could be a problem.
How can you be sure that sensitive information is not leaking out to unauthorized
persons or that different WLANs are not interfering with each other?
When using radio frequency (RF) communication channels, such as WLAN, users
loose [20] that fundamental security that comes with wired network. The physical
security has been lost. The RF waves travel through the air and are very hard to
constrain. The waves can pass [13, 20] through walls, doors, across streets and
even into other buildings. Even if an access point is located inside a room the
transmitted data may leave the room and spread into uncontrolled areas.

Figure 3.

This presents the nature of radio waves.

3.2 Attacks
Attacks from outsiders can have many appearances, some known attacks, like
eavesdropping, manipulating and denial-of-service are presented below.

3.2.1 Eavesdropping
Eavesdropping [20] means that an attacker sniffs the traffic that is sent on a
WLAN. This risk is especially immense on WLANs because the signals transmit-
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ted are spread on a large area, not only inside for example an office building. An
attacker that analyzes the traffic sent on a WLAN can find out a lot of sensitive
information, for example calculate encryption keys and finding out passwords etc.
Eavesdropping can occur on wired LANs as well, but the attacker [20] has to “tap”
the wires or actually already have accessed the network, which requires substantially more work for the attacker. It currently exists relatively many protection
mechanisms against eavesdropping; all of them include some sort of encryption
mechanism to prevent attackers from accessing sensitive information easily.

3.2.2 Manipulating
This is a form of eavesdropping, but instead of just listening to the traffic on a
WLAN, the attacker [20] manipulates it. Attackers can thereby masquerade themselves as granted users, and force the traffic to go other ways than intended (for
example ARP Poisoning, see Chapter 4 IEEE 802.11b section 4.3.1.2 MAC Filtering, changing information or just stop transactions which makes the network unusable. The last attack is a form of Denial-of-service (DoS) mentioned below. The
attacker that has retrieved access to the WLAN can use it in an illicit way, for
example use the network to send out spam.

3.2.3 Denial of Service
Denial of Service (DoS), [20] means that an attacker makes the networks services
unusable. For example an attacker can send a lot of connection requests to a server,
and thereby choking the medium so that no one else is able to use it. DoS attacks
can have many appearances depending on what OSI layer they are attacking. For
example a DoS attack on the PHY layer might be that the attacker fills the network
with noise, so that regular traffic can not be separated from all the noise, and
thereby no one is able to send or receive information. A DoS attack on the network
layer can consist of flooding the network with different packets. To prevent these
kinds of attacks, firewalls with MAC filtering could be used.

3.3 Summary
Confidentiality, authentication and integrity are three of the most important aspects
to a network. By removing cables you loose that physical security of a wired network and are thereby more vulnerable. Due to how radio waves travel, an attacker
can be situated right outside house listening to the traffic from a network. For this
to be possible in a wired network you have to have physical access to the wires.
Wireless communication brings a lot of risks like eavesdropping, unauthorized
trespassing, manipulation, Denial of Service and other attacks. Due to that omnidirectional antennas is used there is a big risk that a lot of information is leaking
out.
WLAN Security: IEEE 802.11b or Bluetooth - which standard provides best security methods for companies?15
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3.3.1 Findings
These findings are general security issues that we have stated in this chapter.
• The wireless communications does not have the physical security

of a wired network and therefore more vulnerable
• Due to that omni-directional antennas is used there is a big risk

that a lot of information is leaking out.
• The RF waves travel through the air and are very hard to con-

strain. The waves can pass through walls, doors, across streets
and even into other buildings.
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4 IEEE 802.11b

This chapter will present a short introduction to IEEE 802.11b, the OSI Model,
which describes the standard as built up in layers, each with its own functions in a
network. The transmission technique, DSSS, is entailed to describe how the data is
transported. The station that wishes to transmit data must know if the medium is
free or occupied. This is what the MAC procedure CSMA/CA does. After this we
mention a solution to some interoperability issues, Wi-Fi. Next the security part of
IEEE 802.11b will be described. This is the main component of the chapter and
will consist of security methods and their belonging flaws. Two of them, WEP and
MAC Filtering, will be described more in detailed than the others cause these are
the most known and used methods. Complementary methods that we have illustrated are SSL, SSH, VPN, IPSec, WEP2, WPA, Kerberos and RADIUS servers.
We will then give some advice to increase the security in your wireless network
and finally a summary which also includes some important findings.

4.1 Introduction to 802.11b
In 1999 [22] the standard IEEE 802.11b arrived, which specifies radio communication at speeds up to 11 Mbit/s and are today [2] one of the most popular technologies existing on the market. The standard uses the 2.4-2.4835 GHz band for its
communication. IEEE 802.11b is backwards compatible with older versions of
IEEE 802.11 and also with the IEEE 802.3 (Ethernet) as it is a natural evolvement
of them. This is very convenient, as it is very inevitable to make the IEEE 802.11b
network a wireless extension of the fixed LAN. The signals sent from IEEE
802.11b can reach up to 100 Meters, but the distance can increase with amplified
antennas along the way to strengthen the signal.
As with other WLANs, IEEE 802.11bs architecture consists [13] of zero or more
APs and several wireless clients, for example handheld computers or laptops. The
AP is connected to a fixed LAN with a network cable. When a client [22] wishes to
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send some information it is first received by the AP which in turn forwards the
information on either to a wired LAN or further on the wireless LAN to the proper
recipient. Users on the wireless- and the wired LAN use the same protocols.
When a client is about to connect to an AP, the client has to resolve the identity of
the requested AP in order to connect to the correct network. With [22] regular
intervals the AP sends out its identity which is a string consisting of 32 digits, this
is called Extended Service Set ID (ESSID). The client looks at the identity, and
associates itself to the identity if it describes the correct network. ESSID's purpose
is to prevent a client from associate with the wrong network. This is a security
flaw, which will be described later.

4.1.1 OSI Model
OSI stands for [16] Open System Interconnection and was developed by [23]
International Organization for Standardization (ISO). It acts as a model for protocol architecture and for the development of protocol standards. The model is based
on seven layers. Layer one to seven is [16, 22] Physical, Data Link, Network,
Transport, Session, Presentation and Application.
The OSI-model looks the same for every IEEE 802.11 standard. The differences
are situated in the link layer.
The 802 series splits the data link layer into two parts: Media Access Control
(MAC) and Logical Link Control (LLC). LLC is [13] a standardized interface
between the hardware specific MAC part and the above network level. Due to this,
IP and other protocols can work in the same way over underlying standards like
Ethernet, Token Ring and WLAN. LLC has the comprehensive responsibility for
the link between different stations on a network and to be able to offer connection
services. All IEEE approved techniques can use LLC.
The 802.11 protocols address the MAC and PHY independently. PHY is the physical layer in IEEE standards. The MAC layer [13] makes sure the transmission of
data between the link layer and the physical medium is working. MAC level indicates how a station is sending and receiving data over a shared medium. It also
detects transmission errors. The 802.11 MAC [13] posses several other functions:
access to the wireless medium, joining and exit a network and security services.
The access to the medium is controlled by a contention-based protocol called Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA), more about
CSMA/CA later.
IEEE 802.11b uses a transference technique [13] called Direct Sequence Spread
Spectrum (DSSS), which is working in the 2.4 GHz range. With this technique
802.11b obtains a rate of 5.5 and 11 Mbit/s. 802.11b can transmit [20] data up to 11
Mbit/s but can drop down to 1 Mbit/s if the conditions are bad. Due to the
increased data rate and the increased interoperability that IEEE 802.11b offers, it
has grown rapidly in popularity.
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Figure 1.

This presents the OSI Model.

4.1.2 DSSS
DSSS is [16] just as the name suggests a SS technique. The special thing about SS
is that it spreads the information over the entire frequency, instead of sending
everything on the same frequency. The spreading makes the information hard to
eavesdrop because it looks like noise to an outsider.
DSSS encodes [16] the information by putting random bits mixed with the data
and spreads it around the entire frequency. The random bits are in fact redundant
data. The encoding scheme is only known to the sender and receiver of the data. To
receive the information, the recipient synchronizes itself to the message. This
makes it possible for several clients to send data at the same time; it will not be
mixed up because all the senders and receivers only look at the data with a certain
encoding. Another advantage of DSSS is that noise is removed because the recipient only synchronizes itself to the encoded message and noise is thereby ignored.
When the information is sent through the air [16] as it is with IEEE 802.11b, the
information leaks in a more random fashion and is more available to attackers.
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Therefore some sort of protection is needed. To authenticate clients, encrypt and to
check the integrity of their packets IEEE802.11b uses a security protocol called
Wired Equivalent Privacy (WEP) protocol. WEP is presented later in the section
4.3.1.1 Wired Equivalent Privacy.
When a client [17] is about to send some information it uses the CMSA/CA technique as its access method.

4.1.3 CSMA/CA
As mentioned earlier CSMA/CA stands for Carrier Sense Multiple Access with
Collision Avoidance. Carrier sense means [17] that when clients want to send
information it listens to the medium to see if it is free or occupied. Multiple access
means that more than one client is able to listen to the medium at one time. Collision Avoidance means that a client is only able to send when the medium is free, in
order to avoid collisions.
The Carrier Sense Multiple Access with Collision Avoidance technique [16] consists of three steps.
1.

A client that wishes to send information listens to the medium to
see if there is any traffic. If there is not any traffic currently, it
waits a while. If it is still free after the client has been waiting it
sends a Request To Send (RTS) message to the Access Point. The
AP answers with a Clear To Send (CTS) if it allows the client so
send. The client sends its information, and attaches at the same
time a Network Allocation Vector (NAV), which is some kind of
a timer that is decreased.

2.

If the medium was not free, the client waits and checks the
medium at regular intervals. When there is no traffic on the
medium or when the NAV is timed out, the client proceeds to (3).

3.

After the client has detected that it does not exists any traffic it
waits a while, and if the medium is still free the client waits a little bit more. If the medium is still free, it is clear to send. The reason for all this waiting is to make sure that the medium really is
free so it can avoid collisions.

4.2 Wi-Fi
When WLAN became popular there immerged an interoperability issue between
different brands and manufacturers. There were difficulties using different brands
to setup a functional WLAN, you had to use the same. Due to [17] the interoperability problems of the first 802.11 specifications, companies in the WLAN industry
came together and formed Wireless Ethernet Compatibility Alliance (WECA).
WECA certifies interoperability of WLAN products based on IEEE 802.11 specifi-
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cation. The certification mark is Wi-FI, which stands for Wireless Fidelity. Products that are marked with the Wi-Fi mark is certified to interoperate with other WiFi marked products.
Due to the new techniques, IEEE 802.11b and Wi-Fi, WLAN [13] have become
increasingly popular. WI-Fi contributes so that different manufactures can be used
when building a WLAN, for instance different brands on network cards etc. This
also means that you can use the same WLAN card at home and at work. Due to the
demand after wireless networks the prices have gone down which means that more
people can afford this kind of techniques.

4.3 Security in IEEE 802.11b
Due to [20] that radio waves travel trough the air uncontrolled it can be very easy
for an attacker to try to intercept the communications of sensitive information.
That kind of information could be credit card numbers or passwords. There is definitely a need for protection of this kind of information.
This section provides a description of the security features available in IEEE
802.11b. IEEE 802.11b provides several services to a secure environment. The
security services are provided largely by the WEP protocol but there are other
mechanisms that are available and we will introduce a couple of them. But these
security methods do not come without flaws. This section will also present the
flaws that decrease the security of the presented methods.

4.3.1 Security Methods and Flaws in IEEE 802.11b
To protect your WLAN against the attacks mentioned in Chapter 3 Security
Aspects of WLAN, there exist some more or less effective security methods, mentioned below. We will present WEP and MAC filtering, which are standards in
IEEE 802.11b. Also Secure Socket Layer, Secure Shell, Virtual Private networks,
Internet Protocol Security, WEP2, WPA, Kerberos and RADIUS will be presented,
which are complementary security methods.
To provide authentication the IEEE 802.11b specification defines [11] two ways to
verify authentication. One includes cryptography and the other without. The cryptography techniques include WEP and will be presented below. For a wireless station to gain access to a network that do not provide cryptography there exist two
ways: Open System authentication and Closed System authentication. Both these
ways does not conclude true authentication, with the Open System a station does
not have to know the Service Set ID (SSID) of a AP, it just have to respond with an
empty string and then it have gained access to the network. The only difference
from the Open System to the Closed System, is that in the Closed System the station has to know the SSID of a wireless network to get access.
Security flaws with ESSID
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ESSID is as mentioned in the introduction the address that the AP sends out, so
that users can connect to the correct network. The ESSID is sent out in clear text.
This means [6] that attackers could sniff up the address and use measures to connect to the AP. It is easy to turn off this function so the address is not spread
around.

4.3.1.1 Wired Equivalent Privacy
As the name implies [22] this protocol is meant to give a WLAN the equivalent
amount of security as the regular LANs. The goal [13] was to make wireless communication as secure as wired networks. To provide this, some kind of authentication is necessary. Only authorized persons should be allowed to gain access to a
certain network. Also confidentiality is necessary to provide this. Another way to
achieve this goal is to provide integrity between the wireless clients and the APs.
The purpose of WEP is to prevent eavesdropping.
To provide privacy and integrity, WEP uses [13, 16, 22] the RC4 algorithm to
encrypt packets of information. It offers a symmetrical encryption, which means
that both the sender and the receiver use the same encryption key to encrypt and
decrypt information. When a packet is to be sent, an integrity value, called Integrity Check Value (ICV) is first calculated from the packet. The reason for the creation of the ICV value is that when the packet is received the recipient should be
able to calculate a value of the packet and compare it to the stored ICV value, if the
two values match; the packet has not been changed on the way to the recipient. The
ICV value is added to the packet that is about to be sent. After that, a random Initiation Vector is generated (IV). The IV is used together with an encryption key to
encrypt the packet.
The encryption key [13, 22] is either 64 or 128-bits long. But 24 of those bits consist of the IV, so the user is only able to configure 40 or 104 of the total 64 or 128
bits.
When the packet arrives, the recipient [22] uses its encryption key (has to be the
same as the one used by the transmitter) together with the IV to decrypt the ICV
and to be able to read the packet.
The AP uses the same encryption algorithm to authenticate the clients. The method
[13] is called Shared Key. Only the stations with the right WEP key will be authenticated and be able to associate with an AP. When a client wants to be associated
with the AP, the AP sends out a plaintext message to the client, a so called challenge. The client responds [16, 22] with an encrypted version of the string and
sends it to the AP; the AP decrypts the string, if the result is the same as the first
plaintext string, the client is associated. The AP thereby knows that the client
knows the system’s encryption key and is a member of the network, not necessarily a real member though. With this process [13] it is just the station that is being
authenticated, not a user. If a not trusted user gets a hold of an authorized user he is
a part of the network.

22WLAN Security: IEEE 802.11b or Bluetooth - which standard provides best security methods for companies?

Security in IEEE 802.11b

The WEP protocol [13] is situated at the two bottom layer of the OSI model, the
physical and the link layer. This means that the information [22] is not encrypted
between the APs and in the intermediate links and routers, the traffic is sent in
plain text. To be able to communicate secure between nodes and networks, an
encryption of data on level three (IP) would be much better. This technique is often
used when connecting to different LANs to secure the communication connection.
This only provides encryption between the two LANs, not the internal communication. To increase the communication between two applications, encryption at
level four (Transport) would be necessary. This also increases the complexity in
the applications due to that each application must implement its own encryption.
One common encryption method in the transport layer is Secure Socket Layer
(SSL). More about SSL later.
All the members of the network uses the same encryption key, which brings along
some security flaws discussed later.
Flaws with WEP
In spite of all the positive things that WEP offers there are many problems with
WEP that significantly reduce the security. Unfortunately the 802.11b WEP specification [20] does not provide wired equivalent privacy.
Key Management
A big problem with WEP is that every single user on the network [11, 20] uses the
same key(s) in a static way to encrypt and decrypt information. WEP completely
disregards the issue with key management, though it is a well known security vulnerability. As the number of users grow the problem grows. WEP uses pre-shared
secret key(s), which means that every user who has the key material is trusted as a
real user. This level of trust is not realistic and especially not trustful when it
comes to security. If every one is using the same set of key(s) anyone can decrypt a
message that is not intended for that station. And anyone who picks up a key governs access to the entire network.
But trust is not the only flaw; a trustworthy person can be uneducated and not
aware of all the risks. He/she might give his/her key material to a friend or a business associate that need to borrow his network. This new person may not be loyal
and may compromise the network security. A computer can also be stolen then the
key would be compromised along with all the other computers that share that key.
To overcome the problems [20] with insufficient trust, keys must be rotated periodically to keep and rearrange the network to a trusted stage.
WEP provides a set of [20] pre-shared keys that are enumerated and rotated
amongst users and administrators. This does not increase the security. The only
difference is that instead of one key being issued to users that every one is aware
of; several keys are issued at the same time.
A per-user shared key [20] has begun to be implemented so that each device has its
own unique key which is shared with the access point. Every user is protected from
others and by giving away their key they can only hurt themselves.
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As mentioned a big issue with WEP is that it only deals with static keys, other
security methods like Kerberos and RADIUS uses dynamic keys based on time.
Encryption Issues
A 40-bit encryption key was chosen [20] because it was exportable under most
national laws. If they have chosen a 104-bit encryption most vendors would not
have been able to export their products to other countries. The problem with a 40bit encryption is that it can be found through brute force. This is when the attacker
tests all the possible combinations and will finally break the key. A modern computer can break the encryption and find the secret key in within a couple of hours.
By lengthen the key, the time it takes to break the encryption increases.
There is a weakness in the implementation of the RC4 in the WEP protocol. As the
key length grows [20] the time is takes to compromise the key grows linearly. In
normal cases the time increases exponentially. This means that when in WEP a key
is increased from a 40-bit key to a 80-bit key the time it takes to crack the encryption only doubles but in normal cases the time doubles when you increased the key
from 40-bit to 41-bit. This means that a 104-bit key does not offer a significant difference.
Another weakness with WEP is that some vendors have implemented [20] the IV
so that is decreases the security even further. Some implementations of WEP never
rotate the IV. The same IV is reused and produces identical encryptions of data.
The 802.11b standard does not specify [11] how the IVs are set or changed and the
wireless network card that comes from the same vendor may generate the same IV
or use a constant IV. This results in that hackers can record the traffic and then
have access to the IV and use it to decrypt a ciphertext.
WEP does not provide an end-to-end solution, only between two clients and/or
between AP and client.
Improvements
A time controlled switch of keys [13] can be enforced. The administrator can set
the time how often stations will switch keys. WEP can use several keys, so this
switch can be performed without interruptions. Unfortunately this does not help
against brute force attacks.
Another technique [13] called Key mapping, which is used by the 802.11b standard. This increases security since several keys are being used. Key mapping
means that one WEP key is only used between each station pair. This could be very
useful in an infrastructure where the stations only communicate with the AP. This
means a lot of practical work but if one key is discovered that will only compromise the traffic to one station.

4.3.1.2 MAC Filtering
Another security method [20] that IEEE 802.11b offers is MAC filtering, which
can be related to firewalls. Firewalls can be configured with rules which either
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deny or accept certain packets. Firewalls give the user control over which traffic
that is allowed. MAC Filtering offers some kind of control based on that every
computer with a network card has an address, called MAC address.
MAC filtering [13] can control which stations is able to associate to an AP. Every
qualified station is listed into the AP. With this information the AP can deny
authentication depending on the MAC address of the station. There are drawbacks
to this method. Stations within a WLAN can change MAC address. Therefore can
a legitimate MAC address be monitored and then be used. Another problem is the
maintenance in a large organization.
Every user [20] is able to configure which MAC address that is allowed to send
information to the user, and which addresses that it can send information to.
It might sound hard to specific configure every MAC address that is allowed/not
allowed to send/receive information. But the most effective way to set up the MAC
filter [20] is to configure the program, so that it asks you when a specified user is
trying to send information if you allow this or not. The program keeps the settings
for future usage. In this fashion you do not have to configure a lot of addresses at
the first setup, instead in a safe manner you can build up a trusted list and a not
trusted list along as you use the network. In order to filter someone's MAC address
it first has to find the address. There are a few methods to find a MAC address,
either static-, lazy- or regular Address Resolution Policy (ARP).
Static-, lazy- and regular ARP will be described below.
ARP
Every time one station is about to communicate with another, it [20] first has to
find out the other stations IP address and then its MAC address. This is done by a
mechanism called Address Resolution Policy (ARP), which translates an IP
address to a MAC address. In order to translate a given IP address the station sends
an ARP request asking the entire network for example: which station has the IP
address 192.168.10.24? The station that corresponds to this number answers with
its MAC address, and the communication can begin. This way of translating can
lead to a network filled with ARP request, in order to cut down on them; the lazy
version of ARP was invented.
Lazy ARP
When a user receives a packet from another user in lazy ARP, it [20] trusts the user
and saves the IP address and its corresponding MAC address directly in the cache.
The coupling are saved and used every time a communication happens. This
reduces an ARP request. When the user is about to communicate with an unknown
user, it sends an ARP request. But can we always trust that the IP address really
corresponds to the given MAC address? As it turns out; no. This is called ARP poisoning and is mentioned below. Another more safe ARP method is called static
ARP, see below.
Static ARP
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Instead of translate addresses during communication, known IP addresses and
MAC addresses [20] could be coupled at the setup of a WLAN. These representations can not be changed during any communication phase later on, as could be the
case with ordinary ARP. The network administrators are by these actions determining which IP addresses that corresponds to which MAC addresses, and can safely
filter them. One problem with static ARP is that you have to decide at the setup of
a WLAN which users are able to communicate on the network, which could be a
rather tedious task. One big advantage is that you get rid of ARP poisoning.
Flaws with MAC Filtering
MAC Filtering [17] does not authorize a user, only the MAC address. An attacker
that wants access to a network can figure out which addresses that are granted, and
then change its own address to one that is granted. There exists software for doing
this. Does this make MAC Filtering useless? No, some protection is always better
than none. A lot of attackers give up when they see that a network uses some protection, because it is always easier to attack a non protected one.
ARP Poisoning
When a user sends an ARP request on the network asking which user has a specified IP address, someone answers with a MAC address. This is a [20] perfect
opportunity for an attacker; all that it has to do is to answer the user with the IP
address in the ARP request and enter its own MAC address instead of the correct
MAC address. The user saves this coupling in its local ARP table. Every time the
user sends packets to the MAC address it believes it belongs to a granted user, the
attacker receives them. The attacker could therefore receive sensitive information.
This kind of attack can not happen if the addresses are set up static instead of during the communication phase.

4.3.1.3 Complementary Security Methods for IEEE 802.11b
The security methods mentioned above are standards in IEEE 802.11b, in addition
to those there exist some more as a complement to strengthen the security. These
mentioned here are available for IEEE 802.11b.
Secure Socket Layer
Secure Socket Layer (SSL) [20] is a public-key confidentiality cryptography
mechanism. This means that there are one public key that everyone can know
about and a private key that is only known by the owner of it. The public key is
used for encryption but to decrypt a message you have to have the private key. SSL
has been used on the Internet for quite a while, where it encrypts different unencrypted protocols for example IMAP in order to strengthen the security of transactions etc. As the WEP protocol, SSL also uses the RC4 algorithm for encryption.
In WLAN (as well as the Internet), SSL is used to set up secure channels for transactions.
In order to [6] secure a channel, SSL consists of two steps. First a handshake procedure is conducted (comparative with TCP, but with involvement of a trusted
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third party; a digital certificate) in order to set up a secure channel where generated
session bound encryption keys can be exchanged. The security offered is greater
than WEP due to the dynamic fashion of the RC4 keys. After the exchange of keys
SSL conducts an encryption of the information that is about to be sent over the
secure channel. The SSL mechanism has been around for years and is proven to be
strong, and therefore a good complement to standard security methods in WLAN.
Secure Shell
Secure Shell (SSH) is a program that [20] also uses a public-key encryption
method, but without a trusted third party involved. SSH creates secure special
occasion tunnels. Examples could be remote logins or file transfers. The life length
of these tunnels can be configured by the user.
Wired Equivalent Privacy 2
Wired Equivalent Privacy 2 (WEP2) [10] is an evolvement from the standard
WEP. WEP2 is built on the RC4 algorithm with 128-bit encryption keys, but
instead of static keys it offers the keys to be switched dynamically. WEP2 still suffers from the IV problem that existed in WEP and therefore the encryption is still
easy to break for attackers.
One benefit about WEP2 [10] is that the IEEE 802.11b users do not have to change
their Network Interface Cards (NIC) to use it, a software update is all it takes.
Wi-Fi Protected Access
Wi Fi Protected Access (WPA) provides [26] 128-bit dynamic encryption keys,
access control and authentication. It exists in two different versions: WPA Personal
and WPA Enterprise. WPA Personal protects unauthorized network access by utilizing a set-up password. WPA Enterprise verifies network users through a server.
WPA offers [26] a secure session between users and the AP. The WPA is thought
to replace the weak WEP protocol, and it is possible to update the AP's firmware to
get WPA. Many APs come with WPA as a standard.

4.3.1.4 Complementary Security Methods for IEEE 802.11b and
Bluetooth
These additional security methods are available for both IEEE 802.11b and Bluetooth.
Virtual Private Networks
Virtual Private Networks (VPN) uses [17] a public connection (e.g. Internet) in
order to connect to the internal WLAN. This might come in handy for e.g. traveling salesmen that wishes to connect to the internal corporation LAN.
A VPN protects IP information as it passes from one location to another by
employing cryptographic techniques. Data is encrypted and isolated from other
network traffic by being inside the VPN tunnel
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The remote user is authenticated [17] through a secure tunnel with a VPN (software or hardware component), which is situated inside a internal network. This
authentication method is a complement to the regular more insecure firewall
authentication. VPN uses existing public connections, which lowers the total
expense of the WLAN. The tunneling function offers a security measure by masking the IP addresses on the internal network while traveling on the public net; this
is done by wrapping packets into other packets.

Figure 2.

This presents a VPN.

The security method used in VPN, in order to create secure tunnels (channels) is
called IPSec.
Internet Protocol Security
Internet Protocol Security (IPSec) is an encapsulation protocol that [17] encrypts,
checks the integrity and authenticates the traffic sent through the tunnels. IPSec
also integrates a key exchange protocol. The encryption used is based on either
Data Encryption Standard (DES), or Triple DES (3DES), with a length of either
56-bits or 168-bits.
IPSec has two [7] different encryption modes; tunnel- and transport mode. In the
tunnel mode the header and the contents of a packet is encrypted. The transport
mode offers encryption to the contents of a packet only.
Kerberos and RADIUS
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RADIUS stands for [13] Remote Authentication Dial-In User Service. The APs
sends the MAC address request to a server which either answer positive or negative after checking in a database. The server sends the answer back to the AP
which notifies the station.
Kerberos is more complex then the RADIUS server. When a user logs in locally
with his user id and password [13] these are sent in plain text to Kerberos Distribution Center (KDC). The identity is checked by KDC and forms a “ticket” with a
session key and time information. The ticket is encrypted with secret key that
belongs to the user. Then a session ticket is created, encrypted with a key belonging to the server. Both are sent back to the user which creates an authenticator containing time and the user's name. The information is encrypted with the session
key. A user identifies itself by showing its ticket and authenticator.
It provides several [13] benefits. The ticket is time stamped, so it not a major issue
if one of them is broken, sensitive information, like passwords and user identity is
centrally stored and passwords are never transmitted.

4.3.2 Measures to increase security
• SSID could be looked at as open information. A measure for this

is to shut of the SSID broadcast. The SSID can be found anyway,
so choose a good SSID so no one can claim they got there by mistake.
• WEP is better than nothing. Use 104-bit instead of 40-bit WEP.
• If you decide to use WEP, so check for updates.
• Use a good password so no one can get access and change the

configurations.
• Make sure the AP can only be configured through the wired net-

work, not through radio access.
• Use authentication through Shared Key.
• Use several WEP keys. Change them often.
• Check the AP that there can be no data transmitted without WEP

key.
• If available, use time controlled key exchange.
• Use MAC filtering.
• Use Wi-Fi marked products.
• Use directional antennas to limit the information leakage.
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• Use firewalls. Here you can control which IP addresses get

access.
• Logging servers. A firewall can be accompanied by a logging

server. This logs the users as the log into the server, by using a
user name and a password.
• Implement a VPN.
• Implement Kerberos.
• Implement a RADIUS server.

4.4 Summary
IEEE 802.11b arrived in 1999 and was able to reach communications at speeds up
to 11 Mbit/s and can reach up to 100 metres. IEEE 802.11b are today one of the
most popular technologies existing on the market.
The IEEE 802.11b standard is built up with the OSI Model. The differences from a
wired network are in the MAC, LLC and PHY layers. 802.11b uses a technique
called DSSS for transmission and CSMA/CA as the MAC technique. One of the
security methods, WEP, uses encryption to prevent eavesdropping but has flaws
like static and short encryption keys. MAC Filtering is not either without defects.
By faking an authorized MAC address an unauthorized station can gain access to
information not intended for that person. As a complement there are other methods, like VPN that uses IPSec for encryption, SSH for secure transmission and
SSL to encrypt unprotected protocols. RADIUS and Kerberos is used to strengthen
the authentication of the network. WEP2 and WPA are natural evolvements of
WEP.

4.4.1 Findings
In this section we will present our findings from the literature study concerning
IEEE 802.11b. The criteria for these findings are that with the help of these we will
be able to answer the hypothesis: "IEEE 802.11b provides better security against
unauthorized access compared to Bluetooth." and the research questions: “Which
are the security methods for IEEE 802.11b and Bluetooth?” and “Which security
flaws are there in IEEE 802.11b and in Bluetooth?”
Security Methods
• WEP offers a symmetrical encryption with an integrity check.

The key that is used are either 40 or 104 bits long. The authentication process consists of a challenge procedure.
• MAC Filtering controls which stations is able to associate to the

AP. Every qualified station is listed into the AP. With this infor-
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mation it can deny authentication depending on the MAC address
of the station.
• Secure Socket Layer (SSL) is a public-key confidentiality cryp-

tography mechanism. It encrypts different unencrypted protocols
for example IMAP in order to strengthen the security of transactions etc.
• Secure Shell (SSH) a public-key encryption method, which cre-

ates secure special occasion tunnels, like remote logins or file
transfers.
• Virtual Private Networks (VPN) uses a public connection (e.g.

Internet) in order to connect to the internal WLAN. A VPN protects IP information as it passes from one location to another by
employing cryptographic techniques. Data is encrypted and isolated from other network traffic by being inside the VPN tunnel.
• Internet Protocol Security (IPSec) is an encapsulation protocol

that encrypts, checks the integrity and authenticates the traffic
sent through the VPN tunnels.
• Wired Equivalent Privacy 2 (WEP2) is an evolvement from the

standard WEP. Instead of static keys it offers the keys to be
switched dynamically. The IV problem still exists.
• Wi Fi Protected Access (WPA) provides 128-bit dynamic encryp-

tion keys, access control and authentication.
• RADIUS stands for Remote Authentication Dial-In User Service.

The APs sends the MAC address request to a server which either
answer positive or negative after checking in a database. The
server sends the answer back to the AP which notifies the station.
• Kerberos is a remote authentication server that sends out time

stamped tickets to granted users
Security Flaws with WEP
• The authentication procedure only authenticates the station not a

user. An unauthorized user can get access to an authorized station.
• The information is only encrypted between a station and an AP

not between different networks. The transmission is not secure if
a station wants to communicate with a station outside its WLAN.
• 40-bit encryption key is too short. An unauthorized user can easy

compromise the key.
• The use of static WEP keys. If an unauthorized user gains access

to the key it can reuse it several times to access information.
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• 24-bit IV value is too short. Many IV values are reused, which

makes the encryption pattern predictable and easy to compromise.
• Some manufacturers are setting IV to 0. Then it is common that

the IV is increasing with one for each frame. There is a poor
implementation and makes it easier to attack the encryption.
• A password that is used by every one is not good. This brings to

that it will be used too much.
A malicious user that analyzes the network traffic can get enough information
about the encryption pattern in order to resolve a WEP key. This could be used to
govern access to the network and to achieve different kind of attacks for example
the ones mentioned in Chapter 3 Security Aspects with WLAN.
Flaws with MAC Filtering
• Stations within a WLAN can change MAC address. Therefore

can a legitimate MAC address be monitored and then be used by
an illicit user.
• MAC Filtering does not authorize a user but only an address. The

MAC address can be changed and be perceived as a permitted
address.
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5 Bluetooth

This chapter will first present an introduction to the standard and then Bluetooth's
version of the IEEE 802.11b's OSI Model, the protocol stack. This stack contains
among other things protocols to ensure a connection between two Bluetooth
devices and to maintain and control the connections etc. Bluetooth's transmission
technique, FHSS is described. Then the security part will be presented as the main
component of the chapter. This will entail security methods and their belonging
flaws. The Bluetooth security is basically divided into three parts: authentication,
authorization and encryption. A short summary will also be given, which includes
important findings.

5.1 Introduction to Bluetooth
Bluetooth was first [16, 22] developed to be a technique to replace cables at communication at short distances. An example is to connect two mobile units and be
able to exchange information. There are today three different approximately
defined ranges: 10 Centimeter, 10 Meter and 100 Meter. Bluetooth [16, 22] uses
FHSS and TDM. Time Division Multiplexing (TDM) uses the same frequency but
at different time. This is to avoid that the signals is not interrupting each other. It
uses [22] the free license frequency range 2.400-2.4865 GHz for its communication. The main advantage [18] of this range is that it makes Bluetooth accepted
worldwide. This range is also one of the most interrupted ranges and as the number
of users grow, [16] the chance of units interrupts each other increases. Bluetooth
has to compete with IEEE 802.11b standard for this range. Microwave and cordless phones also contributes to the interrupted range. To reduce [18] the interruptions and decrease the risks of data packet collisions, Bluetooth uses Frequency
Hop Spread Spectrum (FHSS) scheme. More about FHSS later in the FHSS section.
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The Bluetooth standard offers a possibility to form a network consisting of several
Bluetooth units. These are [16, 22] called piconet. The unit that initializes the network becomes the master of the network. This means that the master controls all
kind of communication in the network. Every other unit is called slaves. These
slaves cannot address each other on their own. That is controlled by the master.
The role of the master can easily be changed. Several piconets that are linked
together are called a scatternet.

Figure 1.

This presents a piconet.

The Bluetooth specification [22] states that a Bluetooth certified unit should be
able to communicate with other certified products regardless of brands or manufacturers. The synchronization profile is one of the benefits with Bluetooth. It
defines a way for two Bluetooth units to exchange information automatically,
before any kind of interaction exists between the units. One example is when a
Personal Digital Assistant (PDA) wants to synchronize itself with a computer, no
setup is needed.

5.1.1 Bluetooth Protocol Stack
The Bluetooth standard [14, 22] includes many protocols. These are the core protocols in Bluetooth: Baseband, which enables the physical RF connection between
at least two Bluetooth devices, Link Manager Protocol (LMP), which responsibility is to maintain and control the connection between two Bluetooth units, Logical
Link Control and Adaption Protocol (L2CAP), which main responsibility is to
transfer upper-level data to and from the baseband layer, Radio Frequency COMMunication (RFCOMM) is the serial port emulator, which purpose is to trick an

34WLAN Security: IEEE 802.11b or Bluetooth - which standard provides best security methods for companies?

Introduction to Bluetooth

applications into thinking that a wired port is used instead of a RF link, Service
Discovery Protocol (SDP), which makes it possible to find out what kind of services another Bluetooth device is offering and to be able to make us of it. The
Bluetooth standard also have so called Adopted Protocols, like PPP, TCP/UDP/IP
and WAP.
In order [5] to transport ordinary Ethernet frames in and out from a Bluetooth network, a protocol called Point To Point Protocol (PPP) is used. PPP encapsulates
upper-layer frames (e.g. IP, TCP etc. packets) that is used in Ethernet into
RFCOMM frames, and then sends them as ordinary Bluetooth packets. The reason
to this encapsulation is that the protocols normally used in Ethernet are not implemented in the Bluetooth protocol stack, which therefore creates a need for some
kind of functionality that adds protocol frames to the Bluetooth packets required to
communicate with Ethernet devices. To set up this encapsulation mechanism, a
RFCOMM connection has to be set up first.
Another way [5] to implement this needed functionality is to use BNEP - Bluetooth Network Encapsulation Protocol, which allows Ethernet frames to be carried
across ordinary Bluetooth L2CAP connections.

Figure 2.

This shows the Bluetooth’s protocol stack.
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5.1.2 FHSS
As we mentioned in the Introduction, Bluetooth uses a technique [14, 16] called
Frequency Hop Spread Spectrum (FHSS) to reduce interference. This RF technique enables a single signal to jump from one frequency to another during the
course of a single transmission. This means that a signal in Bluetooth is changing
frequencies among a broad spectrum of frequencies, hopping to a new after transmitting or receiving each packet of data. The signal can make up to 1600 hops per
second and changes among 79 frequencies. Every [8] physical channel has a bandwidth of 1 MHz, which results in a transfer speed on 1 Mbit/s. The goal is to reach
a transfer speed of 2 Mbit/s. Because of error correcting codes, control bytes the
maximum transfer speed in reality is 723, 2 Kbit/s.
How do two connected Bluetooth devices know how to hop together? The transmitter and the receiver [16] changes the frequency at the same time according to a
schedule. This is [14] accomplished by assigning a frequency hop channel. The
channel is determined by the sequence/order in which each frequency is used. A
system clock in the master’s unit in a piconet determines the sequence. Then the
slave unit synchronize its internal clock with the master’s, which puts them in the
same frequency sequence.

5.2 Security in Bluetooth
As Bluetooth's role expands from small ad-hoc networks consisting of couple of
wireless devices to an integral part in online commerce, questions arise over its
security. Is a Bluetooth wireless network secure enough to transmit credit card
numbers and other critical information?
Bluetooth security covers [15] three major areas: authentication, authorization and
encryption. An authentication process proves the identity from for instance one
piconet member to another. Depending on the results from the authentication process a member can try to either gain or not gain access to certain services. This
depends on the authorization process. To protect information exchanged between
two devices from eavesdropping it should be encoded so that the contents can not
be read by unauthorized people. This is the encryption process.
The three basic security services [11] provided in the Bluetooth Specifications are:
• Confidentiality. The first security goal is to prevent unauthorized

persons to view data.
• Authentication. The second security goal is to verify communica-

tion stations.
• Authorization. The third goal is to control if a station is autho-

rized to us a service.
There are [11, 22] three security modes defined in the Bluetooth Specification.
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• Security level 1: No authentication process is needed to set up a

connection.
• Security level 2: The service-level enforced security mode. Every

service decides if an authentication process is needed. A security
manager controls access to services and devices. It is possible to
grant access to some services and not to others.
• Security level 3: The link-level enforced security mode. An

authentication process is always needed to establish a connection.
This level supports both authentication and encryption. It is based
on a secret link key that is shared by two devices that wants to
communicate. A pairing procedure is used to generate this key.

5.2.1 Security Methods and Flaws in Bluetooth
For two devices to be able to communicate they have to associate each other. For
this to happen [24] an initialization process must be performed, if the two devices
have not have any contact before. This association process is also needful for
authentication and encryption. A user must [11, 22] first enter an identical PIN
code into both of the devices. The PIN is used to create an initialization key and
this key is later used to create a link key. The link key is a part of the authorization
process. Then if encryption is needed the link key is used to generate an encryption
key. These keys are mentioned a bit more in detailed in section Key Management.
In every Bluetooth device, there are [11, 24] four entities used for maintaining the
security at the link level. Each device has a unique Bluetooth Device address
(BD_ADDR), which is a 48-bit address that is unique for each Bluetooth device,
link key, which is a 128-bit number used for authentication purposes, encryption
key, 8 to 128-bits in length that is used for encryption and a random number
(RAND), which is a frequently changing 128-bit random or pseudo-random number that is made by the Bluetooth device itself.

5.2.1.1 Key Management
Bluetooth’s key management consists of using [14] three types of keys:
PIN. The

Personal Identification Number (PIN) is either selected by the user and
entered before each secure session or is a fixed number preprogrammed. It is a 48bit (4 digit) number.

Private Link Key. There

are four different types of link keys (can also be called
authentication keys) that a Bluetooth device can use. These four are either a unit
key, which is obtained by a single device, a combination key which is obtained by a
pair of bluetooth devices, a master key, which is used when a master device wants
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to transmit to several devices at the same time and an initialization key, which is
used in the initialization process mentioned earlier.
Private encryption key. This key is obtained from the current link key and can vary in

between 8 and 128 bit long. The encryption key are changed every time an encryption is needed.
All these keys are temporary or semipermanent, are 128 bit random numbers and
new ones are generated for each transmission. All the keys are generated by the
SAFER+ algorithm, which stands for Secure And Fast Encryption Routine.

5.2.1.2 Authentication
When a device wants to [24] communicate with another, for example a user needs
information from an AP; the AP needs to authenticate the user. The procedure is
called [11] a challenge response scheme. The two devices are referred to as the
claimant, the one attempting to prove its identity, and verifier, the one validating
the identity of the claimant. The challenge response scheme is based on the knowledge of a secret link-key. The procedure is shown in figure 2.

Figure 3.

This shows the authentication process.

1.

The claimant transmits its BD_ADDR to the verifier.

2.

The verifier transmits a random challenge, RAND (A), to the
claimant.

3.

The verifier uses the E1 algorithm to compute an authentication
response using the BD_ADDR, link key, and random challenge as
inputs. The claimant performs the same computation.
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4.

The claimant returns the computed response, SRES, to the verifier.

5.

The verifier compares the SRES from the claimant with the SRES
that it computes.

6.

If the two 32-bit SRES values are equal, the verifier will continue
connection establishment.

If authentication fails a new attempt can be made after a certain time interval.

5.2.1.3 Authorization
Once the claimant has successfully authenticated itself to the verifier it is granted
access based on its authorization level:
• Access is granted to all services.
• Access is granted to a subset of services.
• Access is granted to some services but further access requires

additional information from the claimant.

5.2.1.4 Encryption
Encryption is very useful if you do not want your sensitive information to leak out
to unauthorized persons. When it comes to Bluetooth its encryption system
encrypts [11, 24] the payloads of the packets transmitted between two devices.
Encryption changes plain text to cipher text. This is done using the encryption key
together with the plain text as input to the encryption algorithm. The output is the
ciphertext
As shown in Figure 3, The Bluetooth encryption procedure [11, 24] is based on a
stream cipher, Eo.
• E0 computes a keystream with the payload bits that is sent to the

recipient device. The keystream is exclusive-ORed. A cryptographic algorithm produces this keystream, which is based on linear feedback shift register (LFSR).
• The input to this encryption function is the master identity

(BD_ADDR), a random number (EN_RAND), a slot number and
an encryption key. Before transmission of each packet the encryption key initializes the LFSRs, if encryption is enabled.
• The [11] key generator (KG), which produces the encryption key,

produces stream cipher keys based on the link key, random number (EN_RAND) and the ACO value. This value is output from
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the authentication process. The random number is generated from
the Random Number Generation.

Figure 4.

Shows the encryption process.

As Bluetooth have the possibility [4] to implement a number of protocols from the
OSI-model, the security methods inherited can be implemented. For example at
the IP-level IPSec (mentioned in Chapter 4 IEEE 802.11b) can be used.

5.2.1.5 Security Flaws in Bluetooth
Here we will present the security flaws in Bluetooth. These include issues with the
PIN code, link key, random number and in the authentication process.
PIN Code
When two nodes should communicate [24] an authentication and key exchanging
process is first started, with the PIN as the only real secret. A short PIN is a security risk. For example if an intruder listens to the initialization process he/she can
easily calculate for all possible PIN a corresponding initialization key, and from
those keys he/she can calculate all possible link keys. After the link keys have been
calculated, the intruder can compare the keys with a sniffed version of the real
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encrypted link key, and thereby find the correct link key. This leads to granted
communication access for the intruder.
The above example is only possibly due to a [11, 24] short chosen PIN, if it was
longer the effort needed to find the link key should have been increased. An advice
is therefore to choose long PINs. Good keys can be generated by key exchanging
algorithms, [4] for example Diffie-Hellman. Frequent changing of the PINs could
be another solution.
Another issues with the PIN [14] is that a large majority of PINs are set and
remained to the default “0000” and that the PIN is stored because you do not have
to remember it. This does not only increase convenience but also reduces the security.
Link Key
An issue with the key handling is that [24] the only secret in authentication and
encryption are a shared link key. This could be a security flaw when for example;
A and B wishes to communicate and decides to use a key that A possesses as the
link key for authentication and future encryption. If then A wants to communicate
with another user C, and again chooses to use A's key as the link key, then C is able
to take advantage of this for malicious purposes. C could for example masquerade
itself as A when talking to B or as B when talking to A.
Random Number
The random number may [11] produce static or periodic numbers which may
reduce the effectiveness of the encryption scheme.
There is no [11] user authentication and no limit on how many request a station can
make.
Authentication
The challenge response authentication [11] is one-way-only, which means that a
man-in-the-middle attack is possible. To prevent this a mutual authentications
should be provided.
Every Bluetooth device [24] has a unique Bluetooth address (BD_ADDR), which
is coupled to a device and ultimately to a person. This could be good in one way
because it prevents spoofing attacks, but it could also be used to track down a person and monitor his/her behavior.

5.2.2 Measures to Increase Security
• Choose your own PIN often and randomly.
• Increase PIN length.
• Develop policies concerning the master-slave relationships. This

helps to prevent a man-in-the-middle attack.
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• Implement a firewall.
• Implement a VPN.
• Implement Kerberos.
• Implement a RADIUS server.

5.3 Summary
Bluetooth is built up with the protocol stack which defines layers of functions for
example link management and modulation. The Bluetooth standard uses the same
frequency as for instance IEEE 802.11b and microwave ovens which result in disturbance. This is one of the reasons that FHSS is used as the transport techniques.
By spreading the signals over several frequencies it can avoid interference from
other machines. The three basic security services provided in Bluetooth is authentication, authorization and encryption. This is maintained by keys, which makes
the key management an important issue. The keys are initiated by a PIN code,
which is a security flaw. The PIN is too short and many times set to default.
Another flaw with keys is that they can be used several times at different connections. By increasing the PIN length, choosing your own PIN often and randomly
and set up policies can increase the security of Bluetooth.

5.3.1 Findings
In this section we will present our findings from the literature study. The criteria
for these findings are that with the help of these we will be able to answer the
hypothesis: "IEEE 802.11b provides better security against unauthorized access
compared to Bluetooth." and the research questions: “Which are the security methods for IEEE 802.11b and Bluetooth?” and “Which security flaws are there in
IEEE 802.11b and in Bluetooth?”
Security Methods
• Authentication trough a challenge response scheme. The verifier

uses the E1 algorithm to compute an authentication response
using the BD_ADDR, link key, and random challenge as inputs.
The claimant performs the same computation. The result is compared
• Authorization is given at different levels.
• Encryption of the payload is performed by the E0 algorithm. This

algorithm takes as input: the BD_ADDR, a random number, a slot
number and the encryption key.
Security Flaws
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• The PIN code is too short. This leads to that the link key can be

discovered, which leads to that the encryption key can be
exposed.
• A large amount of the PIN code is set to default, “0000”. This

leads to that the encryption key can be exposed.
• The only secret in authentication and encryption are a shared link

key. If the link key is uncovered an unauthorized user can gain
access to the network.
• The random number may produce static or periodic numbers

which may reduce the effectiveness of the encryption scheme.
• There is no user authentication and no limit on how many

requests a station can make. A not permitted user can make several attempts to gain access.
• The challenge response authentication is one-way-only. This only

authenticates one of the stations, which entails that a connection
can be uphold with an illicit user.
• The BD_ADDR, which is coupled to a device and ultimately to a

person, could be good in one way because it prevents spoofing
attacks, but it could also be used to track down a person and monitor his/her behavior.
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6 Survey Study

The goal of the survey is to answer this hypothesis: "Companies are not aware of
the security flaws with wireless network." and the research questions: "What do
companies know about the security of wireless network?" and "What are the minimum requirements that companies have for a WLAN to be secure?"
The main idea with the survey is to find out what company employees know about
security on their own WLAN and also if they are aware of any security methods
and security flaws. We think that the majority is aware of some security methods
but not the flaws and the technical functionality.
Since the survey is for companies that use WLAN we started searching the Internet
to find these types of companies. We found different records that listed IT companies in Sweden, which main focus was in the WLAN area. The main reason for
choosing WLAN companies for our sample was that we did not have enough time
to send the survey to a lot of different companies. We thought that if we concentrated on WLAN companies we would get more answers than we would have if we
have spreaded the survey to a bigger sample.
We first started to phone them and ask if we could send them our survey. We soon
found out that this took too much time, so we decided to just email them the survey. By doing this we could reach out to many companies in a short period of time.
We sent out the survey to all the employees at a company to get a wide range of
opinions and due to the time limit this was an effective way to reach many people
once we had found a company that used WLAN. We were able to reach 152 companies. The survey was sent out during a three-week period to 288 company
employees and during this time we received 35 answers from 27 different companies. We received at the most 3 responses each from 2 companies, 2 responses each
from 4 companies and the rest of the 21 companies that answered we received 1
answers from each of them. We think that this gives us a broad perspective of the
companies’ opinion of wireless security of the sample that answered.
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The poor response may depend on a combination of that people are reluctant to
answer emails from unknown sources that include attachments, they do not want to
reveal their security information or they do not want to take the time to answer it.
Another reason could be that some thought that the survey would not be anonymous so after about one week of sending out the survey we added that the survey
would be entirely anonymous. We do not know if this helped but a few companies
responded that they wanted to be anonymous.
We have received a few more answers after we have analyzed the survey but due to
lack of time we are not able to include them into the results.
The survey consists of 13 questions concerning WLAN security and is a self-completion survey [21] consisting of questions with multiple options. The respondents
will answer the survey by choosing one or several of the alternatives that we have
provided. The three first questions contain general information about the respondent. This is to get an overview of the target group. The next seven questions have
multiple options, which concerns the respondent's knowledge about his company's
security. These include questions about security methods, security flaws and how
they positioning themselves to some security issues. The three final questions are
so called open questions where the respondent can answer freely. This is to get
their opinion on a specific topic.
As the respondents have the possibility to choose more than one option on the multiple choice questions, the sum will go over 100%. The percentage from the multiple choice questions are based on the yes answers.

6.1 Results
As we stated earlier, the respondents have answered this survey by choosing one or
several options that are already in the survey. All the resuslts are based on the 33
answers that we have received from the employees. We have calculated how many
have answered and then calculated the percentage to get a well understood overview. The diagrams first shows how many chose that option and then how many
per cent that is. This result will then be the basis to answer our goals mentioned
above.
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1.

Sex?

40

35; 100%

35
30
25
20
15
10
5

0; 0%

0

Male

Female

A majority of the sample were men, so the result is not that surprising.

2.

Age group?

0; 0%
3; 9%

3; 9%

16-24
25-34
35-49
50-64

11; 31%

65+

18; 51%

As we can see the majority that answered the survey was between 25 and 34 years
old.
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3.

Occupation area?

25

21; 60%
20

15

14; 40%

10

5

0

Security

Other

Security means people that work with protection concerning the company's private
information. 'Other' is everybody else. We sent out the survey to all the employees
at a company.
We can se that there are generally less people working with security than not working with security that answered this survey. The majority that answered ‘Other’ did
not state which occupation they had but some did. Some of them were CIO:s, network engineers, system developers, and a few work in data/telecommunication.
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4.

Do you know what WLAN standard your company uses?

2; 6%
Yes
No

33; 94%

The persons that knew which standard(s) they were using were able to answer
between a couple of standards. This are presented here.

35
30

29; 88%

25
20

15;45%
15
10

4;12%

5

2;6%

0

IEEE 802.11b

Bluetooth

Other IEEE 802.11
Standard

Other

IEEE 802.11b is the most popular WLAN. 15 people chose ‘Other IEEE 802.11
Standard’ and all of these used the standard 802.11g. 2 persons answered ‘Other’
but did not state which other standard they were using.
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5.

Are you familiar with the security methods that are available
to support your WLAN?

2; 6%
Yes
No

33; 94%

If they were aware of any security methods they could chose between these methods:

30

28; 85%

25

23; 70%

20

17; 52%

15

9; 27%

10

7; 21%

5

3; 9%

0

WEP

MAC
Filtering

SAFER+

Kerberos

RADIUS
server

Other

The answers are logical related to the former question about WLAN standards. As
many people are using IEEE 802.11b they are aware of its most known security
methods: WEP, MAC Filtering, RADIUS and Kerberos. Four people are using
Bluetooth and therefore have heard about SAFER+. The 7 people that also chose
‘Other’ gave these examples of other security methods: VPN, WPA, WEP+,
IPSec, 802.1x, EAP-TLS, EAP-TTLS, LEAP, Karlnet Turbocell, and WORP.
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6.

Have you done anything to make your network usage more
secure?

2; 6%
Yes
No

33; 94%

The ones that have done anything to make their network usage more secure could
choose between these examples:

35

30; 91%
30
25

22; 67%

20
15

8; 24%

10

10; 30%
6; 18%

5
0

Firewall

Encryption
algorithm

Deactivated
ESSID

RADIUS server

Other

The most frequent security methods implemented are a firewall and encryption
algorithms. As all standards offers encryption algorithms that is easy implemented,
many have encryption activated. 6 people answered ‘Other’ and gave these examples: ACS, VPN and Hotspot.
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7.

Are you aware of any security flaws of WLAN?

10; 29%
Yes
No

25; 71%

25 persons were aware of some kind of security flaw. They had these examples to
choose from:

20

18; 72%

18

15; 60%

16
14

12; 48%

12
10
8

5; 20%

6
4
2
0

Omnidirectional
radiation

Transmission
medium (air)

Encryption
algorithm

Other

One third of the respondents are not aware of any security flaws. Many have heard
of the most basic and widely spread flaws with WLAN. A lot of the respondents
know that their companies are using some kind of encryption algorithm, but not all
of them are aware of the security flaws about them. Many have heard about the
encryption algorithm WEP. 5 persons gave these examples of ‘Other’ known security flaws: the human factor (e.g. people writing passwords on post-it notes) and
wrong configured networks.
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8.

Do you care about the security of your company’s WLAN?

4; 11%

Yes
No

31; 89%

Of the 31 persons that cared about the security had these options to chose from
what was important:

35

30; 97%
30
25

24; 77%

23; 74%

20
15
10

4; 13%

5
0

Confidentiality

Authentication

Integrity

Other

Almost everybody thought that confidentiality, authentication and integrity are
important. 4 people chose ‘Other’ and one of these stated that availability was
important.
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9.

In your opinion, how do you grade the security of your
WLAN?

0; 0% 2; 6%
7; 20%
Very Bad
Bad
13; 37%

Neutral
Good
Very Good

13; 37%

0 persons thought that the security was very bad and most of them thought is was
neutral or good. If the respondents wanted they could write down what they
thought was good or bad with the security.
If good/bad, what in the WLAN is good/bad?
Some thought that their security is good enough for the purpose it serves. Overall
we did not get that many answers on this question.
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10.

Do you ever think of your own security when using the company’s wireless network?

2; 6%

5; 14%

6; 17%

Never
Seldom
Sometimes
Often

12; 34%
10; 29%

Always

Most of the respondents often thought of their own security when using a wireless
network. They could choose between these alternatives:

20

18; 55%

18

17; 52%

18; 55%

16
14
12

10; 30%

10

8; 24%

8

5; 15%

6
4

1; 3%

2

Other

Exposed
password

Sending
private
information

Computer
intrusion

Worms

Virus

Eavesdropping

0

In this diagram we have included all answers except the 2 one that never thought
of their own security.
The majority is concerned about his/her security, and the largest threats are:
viruses, worms and computer intrusion.
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11.

How do you define a secure network?

Many think that it is important in a secure network that only granted users gain
access to a system, and that these users should follow given policies. Someone
mentioned that well implemented firewalls are important. Others that a secure network is hard to define and depends on what environment the network is in.
12.

What do you think is the behavior of a network that is “secure
enough”?

A good virus program implemented, encryption, firewall, user policies and backup
routines. Quite many answered the same on both question eleven and twelve.
13.

Is there something that you would like to add to this survey?

One person thinks that the default settings in the hardware for WLAN should be
set on a more secure level.

6.2 Findings
These findings are information that we have found during the survey study and are
relevant and important for us to answering the hypothesis and the research questions.
• 88% of the respondents are using IEEE 802.11b and 12% are

using Bluetooth as a WLAN standard.
• 94% of the respondents are aware of what kind of security meth-

ods that they are using, which gives an indication that the majority has a basic knowledge of WLAN security. WEP and MAC
Filtering are the two most known at 85% and 70%.
• 94% of the respondents has done something to make their net-

work usage more secure. Firewall is the most widespread method
at 91% and also the use of an encryption algorithm is common at
67%.
• 71% of the respondents are aware of some kind of security flaw

of a WLAN. 72% are aware of flaws with encryption algorithms,
60% are aware of the security issues with the transmission media
and 48% are aware of the security problems with omnidirectional
antennas.
Here are some ideas that companies think is secure enough:
• Only granted user can gain access.
• The use of policies.
• Well implemented firewalls.
• A good virus program.
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• The use of encryption.
• Have backup routines
• More secure default settings.

The majority of the respondents are aware of what security is available for their
WLAN and what they are using. But not as many know that the security methods
implemented in fact contains security flaws. Many are emphasizing that the users
of the WLAN are responsible to follow policies and take precautions to increase
the companies' overall security.
We believe that the information gathered is enough to answer both the hypothesis
and the research questions coupled to the survey.
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7 Comparison

In order to decide which of the two standards that provides best security methods
for companies, we will compare the differences, the similarities and then conclude
them to get a clear distinction of the two standards. This distinction will help both
us and the reader to draw conclusions about the two standards, and present them in
a way so that they are easy to interpret.
Note that the information found in this chapter is taken from previous chapters and
is only a way to present important differences/similarities in a clear way.

7.1 Transmission Findings
Two evident differences are that IEEE 802.11b is able to transmit data at higher
speeds compared to Bluetooth (11Mbps vs. 1Mbps) and the natural range of Bluetooth is shorter than IEEE 802.11 b (10m vs. 100m).
There is a possibility though to amplify Bluetooth's signal with help of antennas,
this possibility is of course also available for IEEE 802.11b which can extend the
signals reach up to 1km.
One way to analyze these length issues is to say that IEEE 802.11b is better suited
as a LAN where the stations are placed within a radius that is greater than 10
Meters. Most companies use LANs that has this as a requirement, while others
have their LAN very coupled and close.
Many calls Bluetooth for Personal Area Network (PAN) instead of LAN, due to
the low length the signals can travel. If Bluetooth is a PAN, IEEE 802.11b is more
of a natural extension to a regular LAN.
The transmission speeds also differs as stated above. Large companies often need
high speeds due to the large number of persons that uses the network, while
smaller ones do not have the same requirement.
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Similarities to the both standards are the frequency they are using.
Both standards are using some kind of transmission technique that spreads the
information onto different frequencies in order to avoid noise, and to mislead
eavesdroppers. Bluetooth's method spreads the data to a larger variety of frequencies and keeps the data there on a lower amount of time. This makes Bluetooth less
conscious about noisier environments than IEEE 802.11b.

7.2 Security Findings
Here we will present findings that will help us to conclude which standard provides better security. To be able to do this we have set up some criteria that will be
answered and graded. It will entail variables that influence the quality of the two
standards. The criteria consist of authentication, key management, encryption and
compatibility with additional security methods. To evaluate the two standards we
will grade them by using these categories:
• Non-existing: 0
• Serious Flaws: 1
• Significant Flaws: 2
• Minor Flaws: 3
• Good: 4
• Very Good: 5

The standard that obtains the highest sum of points provides better security against
unauthorized access.
We will first compare the two standards in each area of the criteria, then grade
them based on the categories and then describe why we have given them that specific grade.
Authentication
Both have standard authentication procedures, which authenticate through a challenge procedure and only authenticate the station. The authentication method in
Bluetooth is more secure than the one in IEEE 802.11b because the data transmitted in IEEE 802.11b forms a plaintext/cipher text pair. The encryption method
used is XOR, which is a very simple method. The combination of these two things
lets an intruder that listens to the authentication process, to easily determine the
correct key. In Bluetooth the same process does not give secrets that directly can
be used to compromise an authentication key. Another issue that make Bluetooth's
authentication more secure is that Bluetooth are not using the same key for authentication and encryption which IEEE 802.11b does. This means that if an illicit user
gets hold of the key in IEEE 802.11b he/she is able to both authenticate him/herself and well as encrypt and decrypt information inside the WLAN. If an illicit user
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is able to authenticate him/her in Bluetooth, this does not mean that he/she can
communicate inside the WLAN.
Both standards can use VPN, RADIUS and Kerberos for authentication so therefore there is no difference in the security in the use of these methods.
Key management
Bluetooth does not use the same key for authentication and encryption, which
IEEE 802.11b does. This has the same consequences mentioned in the authentication section above. Bluetooth uses a new encryption key for every session, which
is a difference to IEEE 802.11b (or RC4 that WEP uses) that derives its keys in a
very static and predictive fashion. If an unauthorized user gains access to the key it
can reuse it several times to access information. Another issue in IEEE 802.11b is
the use of pre-shared keys. This means that every user who has the key is trusted as
a real user. This level of trust is not realistic.
In Bluetooth the same link key can be used for several connections, which means
that a user can be able to fake its identity.
Encryption
The WEP key is only 40-bit long and can be broken through brute force. The RC4
algorithm is weak due to that when the key grows the time it takes to compromise
the key grows linearly instead of exponentially. The IV value is reused and produces identical encryptions of data.
The PIN code in Bluetooth is short and often set to default, which lead to that the
encryption key can be exposed. The random number may produce static or periodic numbers which can reduce the security of the encryption.
The encryption mechanism E0 used in Bluetooth is harder to compromise than
RC4 (the way it is implemented) implemented in WEP for IEEE 802.11b.
Compatibility
Both of the standards have the ability to implement further complementary protection, for example VPN, a firewall with MAC filtering, RADIUS and Kerberos for
authentication.
Further encryption methods to secure transmission available for IEEE 802.11b is
SSL, SSH and WPA.
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The grades for the two standards are presented here:
Criteria
Authentication
Key management
Encryption
Compatibility
Sum
TABLE 1. This

IEEE 802.11b Bluetooth
2
3
2
3
1
2
5
4
10

12

presents the comparison between IEEE 802.11b and Bluetooth

Authentication. IEEE

802.11b received 2 points because the flaws in the authentication procedure are significant for the security status of the authentication and an
illicit user can easily take advantage of them. Bluetooth received 3 point due to
that is provides better authentication than IEEE 802.11b but are not without flaws.
Key Management. IEEE

802.11b obtained 2 points due to its static and pre-shared
key management. Bluetooth obtained 3 points since it clearly has some flaws in the
key management but are not serious ones.

Encryption. IEEE

802.11b acquired 1 point due to the implementation of the RC4
algorithm and due to the key length. Both are serious flaws that affect the security
very much. Bluetooth acquired 2 points since it contains significant flaws like the
use of short PIN codes and random numbers which is used for authentication and
encryption.
Compatibility. IEEE

802.11b obtained 5 points because we think it is compatible
with all of the complementary security methods that we have mentioned in this
thesis while Bluetooth only is compatible with three and therefore received 4
points.
The sum for the standards are 10 points for IEEE 802.11b and 12 points for Bluetooth. Bluetooth has therefore received the highest score.

7.3 Other Findings
Two things that are to Bluetooth's advantage is the low prices and the low energy
demand its products have. This factor can be important when a company is about
to choose a WLAN standard.
Both use an architecture consisting of layers to describe the different functions of
the standards (OSI vs. Protocol stack).
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8 Discussion

In this chapter we will discuss why we selected this subject, our findings, validity
issues with the survey, the answers for the research questions and also some of our
experiences with the thesis. The main focus will be on the findings for the research
questions and why these will help us answer the hypotheses in the Conclusion
chapter.
When we started this thesis we knew that security was a big issue in WLAN. Many
people are using it and are not aware of the security flaws. We thought that this
issue was especially important for companies, which have information that they do
not want to share with unauthorized people. We wanted to give companies that are
using or thinking of using WLAN, a recommendation which standard provided
best security methods. We decided to compare IEEE 802.11b and Bluetooth. We
knew that IEEE 802.11b was popular and very much used. We also thought Bluetooth was fairly widespread amongst companies, more than it really was. This
became more clearly after we got the results from the survey. Only 12% of the
respondents used Bluetooth as their WLAN standard and 88% used IEEE 802.11b.
We think that this result is accurate since many of our references support this.
Bluetooth is not yet as established on the market as a WLAN technique and is for
the moment most used for communication between mobile phones. According to
our opinion Bluetooth will be more popular in the future on the WLAN market, as
new hardware supporting wireless communication between computers arrives.
The hypotheses that we have stated are separate concerning from which method
the facts originated from. The findings from the literature study helped us to form a
conclusion regarding the first hypothesis: “IEEE 802.11b provides better security
against unauthorized access compared to Bluetooth.” and the findings from the
survey is the basis for us to answer our second hypothesis: “Companies are not
aware of the security flaws with the wireless network standard that they use.” We
did not include questions in the survey that would help us answer the first hypothesis because we wanted to be able to give an objective recommendation to the
companies and make an objective conclusion.
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To be able to answer our hypotheses we have stated these research questions:
• Which are the security methods for IEEE 802.11b and Bluetooth?
• Which security flaws are there in IEEE 802.11b and in Bluetooth?
• What do companies know about the security of wireless network?
• What are the minimum requirements that companies have for a

WLAN to be secure?
• Which standard provides best methods for security?

We have found many security methods available for IEEE 802.11b and Bluetooth,
especially for IEEE 802.11b. Security methods available for IEEE 802.11b are
WEP, MAC Filtering, SSL, SSH, VPN, IPSec, WEP2, WPA, Kerberos and
RADIUS server. VPN, a firewall with MAC filtering, RADIUS and Kerberos are
also offered in Bluetooth for authentication. Bluetooth also provides encryption
which is called E0 and uses E1 for authentication.
There are more complementary security methods available for IEEE 802.11b than
for Bluetooth. We believe that this depends on that IEEE 802.11b are more established and have been around for a longer period of time. This have proceeded that
more flaws have been found and more methods to prevent them have been developed. Perhaps Bluetooth will have the same evolvement in the future.
The security flaws that come with the security methods in IEEE 802.11b are many
and some are more serious than others. WEP uses short and static keys, the IV
value is also too short and many times set to “0”, authentication is only done for a
station and only encrypts information transmitted between an AP and a station.
MAC Filtering has issues regarding that stations within a WLAN can change
MAC address and therefore an unauthorized person can gain access. MAC Filtering does not authorize a user but only an address.
The PIN code in Bluetooth is too short and often set to default, which leads to that
the link key can be discovered. The encryption scheme uses random numbers that
may be static which reduces the effectiveness. The authentication does not authenticate a user and is one-way-only. The BD_ADDR, which is coupled to a device
and ultimately to a person, could be good in one way because it prevents spoofing
attacks, but it could also be used to track down a person and monitor his/her behavior.
The findings for both the security methods and flaws are very important for us to
form a conclusion regarding the hypothesis: “IEEE 802.11b provides better security methods against unauthorized access compared to Bluetooth”. We believe that
these findings are accurate since we have made an extensive literature research.
Maybe more flaws concerning Bluetooth will appear in the future when it has been
more used and well tested as a WLAN standard.
According to our comparison the current security flaws in Bluetooth are less significant than the ones in IEEE 802.11b.
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To find out what companies know about wireless security we sent out a survey.
The fact that we only sent the survey to IT companies could affect the result in a
way that it gives the impression that the general knowledge of WLAN is higher
than it really is. Because IT companies, or people working in these companies are
more aware and interested of the technical terms and the underlying functionality
than other people tends to be. We have indeed only sent out our survey to IT companies, but all different kinds of employees have been able to answer it, so the
answers are not only based on what people really involved in IT thinks. Depending
on the respondents’ knowledge the result will differ. In this case a risk is that the
people that do not work in IT, answers quite different from the ones that do work in
IT. But through the survey we have found out that these different groups are not
that different is size so we do not think that this effect the result of the survey.
Another way is to send the survey to companies and only gather one answer from
every company. The answer should tell what the company in general thinks, not
based on single employees. The results from the survey are then based on all the
companies’ answers, in order to get a wider sample of the population. In this way
you get a better picture of what companies thinks in general and not only what
some random employee believes.
It would take a lot more time to gain necessary information by doing the survey
this way. This is why we chose to include all the employees’ opinions.
This means that the answers could be similar from people working at the same
office. This could affect the result in a bad way, by just getting specified and not
general information. We have though come around this problem because as we
stated earlier all the 35 answers have been collected from 27 different companies
which means that the majority of answers come from different companies.
Some questions are independent of the problem mentioned above, because they are
only based on what individual employees thinks. It therefore does not matter if all
the answers come from a single office (at least for these questions) because the
information gathered comes from personal opinions.
Almost everybody that answered the survey was aware of what security methods
they were using for protection and had done something to make their network
usage more secure. The majority are aware of some kind of security flaw and
threat that can compromise the security of their WLAN. Even though the knowledge seems rather high about the security, many are still using networks that contain known flaws.
Minimum security requirements for companies is that only granted user should
gain access, use policies, have backup routines, well implemented firewalls and
good virus program, use encryption and have more secure default settings. Both
standards have methods for these requirements and therefore neither is to be preferred above the other in this condition.
A conclusion that you can make from the survey is that even if the companies are
aware of the security threats with WLAN they are still using methods with known
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flaws for protection. We think that this is surprising considering all the threats and
flaws that threaten the confidentiality and integrity of a company.
Both of the standards fulfill the criteria of having the minimum security requirements for companies, if the existing security methods are correct implemented that
is. With the use of the standard security methods (WEP, SAFER+) an unauthorized
user gains access easier to IEEE 802.11b than Bluetooth. But there exist more
complementary security methods for IEEE 802.11b than for Bluetooth, probably
due to that it is more established and better known on the market.
According to our result from the comparison Bluetooth provides best methods for
security. We believe that this is true and correct because it is based on our facts
from both the literature and survey study. But we are a bit worried because we are
not sure that we have found all the security flaws in Bluetooth due to it is not that
well tested and it is hard to find relevant facts about Bluetooth as it is a rather new
WLAN technique. Maybe more research is needed to be absolutely sure of which
of the two standards are the most secure one.
Experiences
The literature study and the survey gave us experience and the ability to find significant information that was necessary to answer our hypothesis and research
questions.
One thing that was difficult when writing the thesis was to know when to stop
writing or updating a certain chapter or area. Since there is a time limit of the
course you have to know when to be content with a certain part so that the entire
thesis will be done in time and all the requirements are fulfilled.
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9 Conclusions

This chapter will present the answers of our hypotheses based on the answers and
the discussion around the research questions.

9.1 Hypotheses
• IEEE 802.11b provides better security against unauthorized

access compared to Bluetooth.
Bluetooth's security methods provide better protection against unauthorized access
than IEEE 802.11b's security methods. This conclusion falsifies the hypothesis.
• Companies are not aware of the security flaws with the wireless

network standard that they use.
As we can see from the survey are that the persons are more aware of security
methods than with the security flaws connected to them. But the majority is aware
of that there exist security flaws, which make our hypothesis false.

9.2 Future Work
At the start of the course we planned to perform an experiment to see how easy it is
to compromise a wireless network. This would include analyzing the network traffic with and without security methods activated. The experiment would have been
conducted on the two standards; IEEE 802.11b and Bluetooth. The result would be
based on how fast and easy we could gain access.
Another thing would be to investigate new WLAN standards for example IEEE
802.11g and compare it to 802.11b to see how old flaws have been dealt with.
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We have mentioned that Bluetooth is rather new in the WLAN market and not that
well-tried yet. It would therefore be interesting to investigate it later on as it gets
more used, in order to find more flaws and the countermeasures for them.
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ASurvey

We are two students from BTH in Ronneby, and we are doing a thesis in computer
science. Our topic is security in Wireless Local Area Networks (WLAN). We
would like to ask you a couple of questions regarding our topic.
Please answer this survey by typing an X after the option you have chosen. If you
choose Other, please enter additional information that you think is appropriate.
In the three last questions feel free to answer these with any kind of essential information.
Some facts about you
1. Sex:
• Male:
• Female:
2.

Age group:

• 16-24:
• 25-34:
• 35-49:
• 50-64:
• 65+:
3.

Occupation area:

• Security:
• Other:
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Questions about your knowledge of WLAN
4.

Do you know what WLAN standard your company uses?

• Yes:
• No:

If so, which one?
a) IEEE 802.11b:
b) Bluetooth:
c) Other IEEE 802.11 standards:
d) Other:
Security methods
5.

Are you familiar with the security methods that are available to
support your WLAN?

• Yes:
• No:

If so, which are they?
a) WEP:
b) MAC Filtering:
c) SAFER+ (generates authentication and encryption keys)
d) Kerberos:
e) RADIUS-servers
f) Other:
6.

Have you done anything to make your network usage more
secure?

• Yes:
• No:

If so, what have you done?
a) Implemented a firewall:
b) Activated an encryption algorithm:
c) Inactivated the ESSID address:
d) Used a RADIUS server:
e) Other:
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Security flaws
7.

Are you aware of any security flaws of WLAN?

• Yes:
• No:

If so, what kind of security flaws?
a) Omni-directional radiation
b) The transmission medium (air):
c) Encryption algorithms:
d) Other:
Security according to you
8.

Do you care about the security of your company’s WLAN?

• Yes:
• No:

If so, what is important?
a) Confidentiality (someone reading your personal information):
b) Authentication (someone without permission accessing the network):
c) Integrity (someone changing/removing your personal information):
d) Other:
9.

In your opinion, how do you grade the security of your WLAN?

a) Very bad:
b) Bad:c) Neutral:
d) Good:
e) Very good:

f) If bad/good, what in the WLAN is bad/good?
10.

Do you ever think about your own security when using the company’s wireless network?

• Never:
• Seldom:
• Sometimes:
• Often:
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• Always:

If so, what are you worried about?
a) Eavesdropping:
b) Virus:
c) Worms:
d) Computer intrusion:
e) Sending sensitive information, like credit card numbers:
f) Password will be detected:
g) Other:
11.

How do you define a secure network?

12.

What do you think is the behavior of a wireless network that is
“secure enough”?

13.

Is there are something that you would like to add to this survey?

Thank you for taking the time to do this survey!
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AGlossary

3DES

Triple Data Encryption Standard

AH

Authentication Header

AP

Access Point

ARP

Address Resolution Policy

BD_ADDR

Bluetooth Device Address

BNEP

Bluetooth Network Encapsulation Protocol

CSMA/CA

Carrier Sense Multiple Access with Collision Avoidance

DES

Data Encryption Standard

DHCP

Dynamic Host Configuration Protocol

DoS

Denial of Service

DSSS

Direct Sequence Spread Spectrum

ESP

Encapsulating Security Payload

ESSID

Extended Service Set IDentifier

FHSS

Frequency Hop Spread Spectrum

ICV

Integrity Check Value
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IEEE

Institute of Electrical and Electronics Engineers

IKE

Internet Key Exchange

IMAP

Internet Messaging Application Program

IP

Internet Protocol

IPSec

Internet Protocol Security

IV

Initiation Vector

KDC

Kerberos Distribution Center

L2CAP

Logical Link Control and Adaption Protocol

LAN

Local Area Network

LFSR

Linear Feedback Shift Register

LLC

Logical Link Control

LMP

Logical Manager Protocol

MAC

Media Access Control address

NIC

Network Interface Card

OSI

Open System Interconnection

PDA

Personal Digital Assistant

PIN

Personal Identification Number

PPP

Point to Point Protocol

RADIUS

Remote Authentication Dial-In User Service

RAND

Random Number

RC4

Ron’s Code #4

RF

Radio Frequency

RFCOMM

Radio Frequency Communication
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SAFER+

Secure And Fast Encryption Routine

SDP

Service Discovery Protocol

SS

Spread Spectrum

SSH

Secure Shell

SSID

Service Set IDentifier

SSL

Secure Socket Layer

TDM

Time Division Multiplexing

TCP/IP

Transmission Control Protocol/Internet Protocol

VPN

Virtual Private Network

WAP

Wireless Application Protocol

WECA

Wireless Ethernet Compatibility Alliance

WEP

Wireless Equivalent Privacy

Wi-Fi

Wireless Fidelity

WLAN

Wireless Local Area Network

WPA

Wi-Fi Protected Access
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