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ABSTRACT 
 
The market for IP telephony has increased over the years, more organizations integrate 
this technology with their existing networks. The advantages with IP telephony are the 
possibility to integrate different networks and transfer voice, data and video. However, 
the technology does not differ from other new technologies when it comes to handling 
security problems. The risks may increase when voice and data are transferred in the 
same network. Therefore it is important to elucidate the security aspects for IP 
networks. 
 
This thesis evaluates the technology by performing a comparison between traditional 
telephony and IP telephony in order to analyze the maintenance and security aspects of 
these two technologies. The comparison is based on the security services, 
authentication, integrity, confidentiality, non-repudiation and availability since these 
are the fundamental security aspects of IP telephony according to the authors. 
 
The result of the comparison indicates that IP telephony fulfils the most important 
security services, i.e. authentication, integrity and confidentiality. The PSTN (Public 
Switched Telephone Network) is seen as a secure network, because it is closed, e.g. 
only the operator has access.  
  

 
Keywords: IP telephony, Public Switched Telephone Network (PSTN), security 
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1 INTRODUCTION 
 
The first IP telephony service was developed in 1995 by Vocaltech [4] to make it possible 
for a person to make a long-distance call through his/her computer, for a lower cost 
compared to traditional telephony. The market for IP telephony has increased because of the 
rapid development of high-speed Internet access. According to a survey performed by 
Webtorials [20] in the US, about 50 percent of the companies in the survey had deployed IP 
telephony and most of them were satisfied. In Sweden only 1000 companies have deployed 
IP telephony [15]. The reason for this depends on the security aspects, since the use of the 
technology is increasing the security needs to be questioned. In January 2004 the National 
Infrastructure Security Co-ordination Centre (NISCC) released a report that discovered 
security gaps in one of the standard protocols for IP telephony [11]. Most of the suppliers 
that use the H.323 protocol for their products were aware of the problems and have hopefully 
tried to solve them. 
 
Despite that the IP telephony technology has its drawbacks, there are advantages such as 
lower costs per call and lower infrastructure costs. Once IP infrastructure is installed, no or 
little additional telephony infrastructure is needed. The advantages brightens the future of the 
market, because IP telephony can offer different communication methods, which will lead to 
new created services when networks, such as mobile, wireless and wired networks are 
integrated.  
 
In this thesis there are a few terms that will be used and to clarify these terms the authors 
have selected following definitions to make it more understandable for the readers. When the 
term IP telephony is used in the thesis, it refers to IP telephony in general, i.e. all the 
communication services (video, data and voice) the technology offer. The term VoIP refers 
to the transfer of voice over IP based networks. Traditional telephony will be referred to as 
PSTN (Public Switched Telephony Network) in the thesis. 
 
 

1.1 Problem domain 
 
 “A perfect state of security is never achievable” [G]. There is no hardware or software that 
can protect a network to 100 percent, but a certain level of protection could always be 
achieved. The process of improving the security in a network is a never-ending work. This 
thesis intends to attract attention to why it is important to prioritize the security for IP 
telephony networks. Traditional telephony has been evaluated for a long time and the 
security problems are of no significance compared to the new technology, IP telephony. 
Since it is based on IP networks, the security problems increase because new risks occur and 
existing problems will not disappear. 
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1.1.1 Hypothesis 
 
“The security for voice transfers in IP telephony maintains the same standard as PSTN.” 
 
The word standard in the hypothesis includes maintenance and security aspects, which is the 
base for this thesis according to the authors.    
 
 

1.1.2 Research questions 
 

• What problems may arise with protocols managing voice transfers? 
• What are the advantages with IP telephony compared to PSTN? 

 
 

1.2 Target group 
 
The target group for this thesis is Network and Security Managers working at organizations 
that are using or are about to implement IP telephony. Organizations need to be informed 
about the security aspects concerning IP telephony. 
 
 

1.3 Purpose 
 
The purpose for the thesis is to see whether IP telephony is a competitor to the PSTN. The 
security aspects with information exchange will be elucidated to explain the advantages and 
disadvantages of IP telephony.  
 
 

1.4 Delimitations 
 
Only a general overview of IP telephony and the two standard protocols (SIP and H.323) 
will be discussed, but the main purpose of this thesis is to evaluate the security aspects for IP 
telephony. This thesis will examine the information transfers over IP networks, the storage of 
the information is of no significance for this report. The examined information consists of 
voice packets that are transferred over networks, all other media transfers and power cut 
failures, will briefly be mentioned. 
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2 BACKGROUND 
 
This chapter will describe the terms VoIP (voice over IP) and security in order to give a short 
background to the subject of this thesis.     
 
 

2.1 VoIP 
 
VoIP (voice over IP) is a term used in IP telephony for transferring voice using the Internet 
Protocol (IP) [23]. Analog voice signals are converted into digital data packets that support 
real-time, two-way transmissions. VoIP can be used in three different ways [8]: 
 

• Computer-to-computer – this means that a call is made from one computer to 
another by using software. The voice packets are transferred via the IP network. 

 

 
 

Figure 1 Computer-to- computer [13] 

 
• Computer-to-telephone – this way allow the caller to contact any telephone, it does 

not matter if the receiver is a traditional telephone or an IP telephone and vice versa. 
Uses both the IP network and PSTN. 

 

 
Figure 2 Computer-to-telephone [13] 

 
 

• Telephone-to-telephone – a caller on the PSTN network places a call to another 
PSTN subscriber, but the call is routed trough the IP telephony network. 

 

 
 

Figure 3 Telephone-to-telephone [13] 
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2.2 Security 
 
Security in the area of computer science refers to techniques for ensuring that data stored in a 
computer cannot be read or compromised by unauthorized users. Security can be divided 
into different parts and these will be used as the base for the security aspects in the 
comparison. The different parts are [4, 8]: 
 

• Authentication- assuring that the communication is authentic. 
• Integrity- assets can only be modified by authorized parties or in authorized ways. 
• Confidentiality- the assets of a computing system should only be accessible by 

authorized parties.  
• Non- repudiation- prevents either sender or receiver from denying a transmitted 

message. Thus, when a message is sent, the receiver can prove that the message was 
in fact sent by the supposed sender. 

• Availability- means that assets are accessible to authorized parties. An authorized 
party should not be prevented from accessing objects to which he, she, or it has 
legitimate access to. 

 
 
Wadlow [G] says that security is a process and the process can be applied over and over 
again to the network and the organization that maintains it. The security of the IP network 
will be improved if this rule is applied, because every time the process is applied, security 
gaps can be found, which means that countermeasures can be accomplished. If quit applying 
the process of security, the security becomes reduced, due to all threats and techniques that 
emerges from day to day.  
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3 PROTOCOL OVERVIEW 
 
There are three different types of protocols that are needed when using the IP telephony 
technology. Those are signaling, media and supporting protocols [8]. The signaling protocols 
are used to establish communication, locate users, initialize, modify and terminate session. 
Examples of signaling protocols are SIP and H.323 (these will be described in this chapter) 
for IP telephony. The media area includes the transportation protocols, for example RTP 
(Real-Time Protocol), TCP (Transport Control Protocol) and UDP (User Datagram 
Protocol), that is used for transferring packetized audio/video. The last area is the supporting 
protocols for gateway location, Quality of Service (QoS) and address translation. Examples 
of protocols include DNS (Domain Name System), Resource Reservation Setup Protocols 
(RSVP) and Telephony Routing over IP (TRIP). [F, 23] 
 

 
Figure 4 An overview of the different protocols used for signaling, media transport and 

support applied in the OSI-Model [18] 
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3.1 H.323 
 
H.323 is a standard that specifies the components, protocols, and procedures that provide 
multimedia communication services over packet based networks. The first version of the 
standard was developed by the International Telecommunication Union (ITU) in 1996 and 
the latest version of H.323 was approved in November, 2000 [14]. H.323 addresses call 
control, multimedia management, and bandwidth management as well as interfaces between 
local area networks and other networks. H.323 is part of a large series of communications 
standards that enable videoconferencing across a range of networks. Known as H.32X, this 
series includes H.320 and H.324, which address ISDN and PSTN communications, 
respectively. [14] 
 
H.323 defines a number of elements that are required for multimedia transmissions. These 
elements are implemented in software and it is possible to have more than one installed on a 
single computer [A]:  
 
H.323 Terminal  
The terminal is an endpoint on a network which provides for real-time, two-way 
communications with another terminal, gateway or Multipoint Control Unit (MCU). A 
terminal may provide speech only, speech and data, speech and video, or speech, data and 
video.  
 
H.323 Gatekeeper  
This function is optional, the gatekeeper provides call-level and pre-call control service to 
the endpoints. One of its purposes is to provide basic Admission Control onto a network by 
authoriz ing (or refusing) communications between other H.323 entities within its zone of 
control.   
 
H.323 Gateway  
The gateway provides a protocol conversion service between H.323 terminals and other 
terminals that do not support H.323.  It translates between audio, video and data transmission 
formats as well as communication systems and protocols. For example, a gateway may route 
VoIP calls from an H.323 terminal onto the public switched telephone network (PSTN) thus 
allowing regular telephone calls to be placed from an H323 client.  
 
H.323 Multipoint Control Unit  
The MCU supports services to allow three or more endpoints to take part in a conference 
call. An MCU comprises a Multipoint Controller for handling call control and optional 
Multipoint Processors for handling the media exchange (voice, video etc.) in a conference.  
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Figure 5 An illustration of the elements for the H.323 protocol [14] 

 
 
H.323 protocol suite  
 
The H.323 protocol suite can be divided into three different main areas of control and these 
are [A]: 
 
Registration, Admissions and Status (RAS) Signaling   
This area provides pre-call control for H.323 networks where there are gatekeepers and a 
zone. The RAS channel is established between gatekeepers and endpoints. This channel is 
opened before other channels are established and is independent of the call control signaling 
and media transport channels.  
 
Call control Signaling 
The call control procedures for H.323 are based on the sub protocol H.225, which use and 
support signaling messages. Reliable control channels can be created across an IP network 
with TCP on port 1720. This port initiates call control messages between two end-points for 
connecting, maintaining and disconnecting calls. 
 
Media Control and Transport 
This control area is provided by the sub protocol H.245 that handles end-to-end control 
messages between entities. It establishes channels for transmissions of voice, video, data and 
control channel information. A H.245 channel is established for every call by the endpoint. 
When a reliable control channel is created, it uses dynamically assigned TCP ports for the 
final call signaling message. 
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3.1.1 H.323 Security 
 

The security can be divided into two categories, security services for signaling messages and 
services for media streams [D].The services that exist for signaling (RAS, H.225.0, and 
H.245) include different components, the first component is user-authentication mechanisms. 
These support three techniques that include the encryption of fields with secret keys, use of 
keyed hash technique [E] and the use of digital signatures. The next component handles the 
generating of secret keys, either by using the Diffie -Hellman algorithm (the exchange of 
public and private keys) [E] or from a priori shared password. The secret key can be used for 
authenticating user or for authenticating messages. To secure the communication 
(H.225.0/H.245) channels, IPSec or TLS can be used [23]. By using these techniques, 
security services can be obtained. The security capability exchange between communicating 
end-points uses H.245 capability exchange procedures to assist a resource constrained 
endpoint from being overloaded. For anonymity to be provided, the alias addresses should be 
known to other end-points, but the physical address should be unknown. The last component 
involves a receiver requesting a certain security mode from the transmitter. [D] 
 
The security services for media streams include the following components [D]: 
 

• The logical channels should be opened with media stream confidentiality. 
• Key generation, distribution, and refresh for media-stream encryption. 
• Techniques for media stream confidentiality such as RTP-level encryption, IPSec. 
 
 

3.2 SIP 
 
Session Initiation Protocol (SIP) is developed by the Internet Engineering Task Force (IETF) 
and is a protocol for “initiating an interactive user session that involves multimedia, i.e. 
video, voice, chat, gaming and virtual reality” [22]. SIP works in the application layer of the 
OSI model [F] and can establish, modify and terminate multimedia sessions. These sessions 
can for example include Internet telephony, multimedia conferences and distance learning. 
Futhermore, the protocol supports different services, including name mapping and 
redirection. These services make it possible for a user to initiate and receive communications 
from any location, and for networks to identify the users wherever they are. [16]  
 
The SIP protocol has many advanced call processing characteristics that originate from the 
SS7 protocol [5] , but the protocols themselves are extremely different. SIP is a peer-to-peer 
protocol, and it requires only a simple network with intelligence distributed at the network 
endpoints (either hardware or software). SS7 is on the other hand a centralized and complex 
protocol, with central network architecture and dumb endpoints (traditional telephones). [23]  
 
SIP end-points uses transactions to communicate with each other. SIP calls a transaction a 
request or a response. The initiator of a SIP request is the SIP client and the responding 
entity is a SIP server. To open a signaling connection between the caller and the called 
endpoint, SIP endpoints can use UDP or TCP signaling. [16]  
 
It is the simplicity, extensibility and scalability of the SIP protocol that will make it become 
one of the most important IP telephony signaling protocols in the future [23].  
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Session Description Protocol 
The SIP protocol works with several other protocols and is only involved in the signaling 
portion of a communication session and acts as a carrier for those. The Session Description 
Protocol (SDP) is used to describe the media content of the session, for example, what IP 
ports to use, which codec that is being used. A typical SIP session can be seen as simply 
packets streams of the RTP, which is the carrier for the actual voice or video content. [3] 
 
 

3.2.1 SIP entities 
 
Registrar 
Registrar is a server that accepts register request and is needed to keep track of the current 
location of a user. A registrar server might also implement other SIP functions, and can for 
example serve as a proxy. The IP address of a user can vary and to be able to reach users 
from her/his SIP address, an entity in the SIP network needs to maintain the mapping 
between SIP addresses and IP addresses. [C] 
 
Proxy 
A proxy server has two main tasks. Task number one is to acts as a server that receives 
requests and task number two is to act as a client that sends requests. A proxy can forward a 
request to its final destination without any changes or change a couple of parameters before 
passing on the request. Furthermore, the proxy can decide to send a locally generated reply. 
[C] 
 
A request from A to B can be routed through numerous proxies and it can be desirable to 
force responses to such a request to follow the same route back. When TCP is used, the 
response automatically gets back to the other end of the TCP pipe, since TCP maintains a 
context throughout the entire connection. However, if UDP is used, certain information has 
to exist in the request datagram to inform the receiver where to send the reply. Since SIP is 
protocol independent, all SIP requests and replies contain via headers. Replies must not be 
sent to the IP address of the client. If no port is specified in the SIP address, the connection is 
made to port 5060 for both TCP and UDP. [C] 
 
 

3.2.2 SIP Security  
 
The default algorithm used in SDP (Session Description Protocol) is DES [E]. If the 
encryption key has to be protected, the SDP requests and replies must be encrypted. Reasons 
for protecting SIP messages are for example hiding the origin or destination of calls and the 
related information fields. SIP messages can be authenticated, which is useful to prevent call 
spoofing and accounting [C]. Authentication for SIP can be achieved in three different way, 
basic, digest or PGP (Pretty Good Privacy) authentication. Username and password is used 
for the basic mode. The digest mode is checksum based and last mode requires the exchange 
of digital certificates through PGP. [21]  
 
IPSec can be used to encrypt SIP messages. SIP has an end-to-end encryption strategy based 
on symmetric or asymmetric key exchange [C]. If the sender and receiver have a common 
secret key, the receiver of the message decrypts the message with the same key as the sender 
encrypted the message with. If a public key scheme is used, the sender has encrypted the 
message with the public key of the receiver, but the receiver decrypts the message with 
his/her private key. This encryption can not only be performed by the sender of the request, 
but also by an intermediate security proxy. To authenticate SIP requests and replies a digital 
signature can be used. [C] 



Josephine Larsson, Ida Waller Master thesis – IP telephony 
   
 

  10 

 
Firewalls  
It is a complex task for a firewall to initiate communication from the public Internet to a 
device on a private LAN, and it gets even more complex when media streams (voice and 
video) are transported over separate ports in the session setup [2]. Another issue that needs to 
be handled is the location of users on a LAN. The SIP requires specific handling for 
transparent traversal through firewalls and NATs (Network Address Translation), SIP 
assigns port numbers dynamically, which is a problem for firewalls that generally opens 
certain ports for certain protocols in advance. From a security aspect, it is unacceptable for a 
firewall to open up a large number of ports in advance. A firewall that understands SIP can 
open up the ports for the right protocols just when the SIP traffic needs it. [2] 
 
A SIP message is intended for a specific user and includes IP addresses of the caller part and 
called part in the header fields. This can be a problem if the firewall using NAT when a SIP 
session should be initialized, because the IP address will not be the same at the inside and 
outside of the firewall. One solution to this problem is to integrate a SIP proxy server that 
rewrites the SIP messages using global addresses outside of the firewall and local addresses 
on the inside of the firewall, i.e. the LAN. The proxy server can also control the NAT-traffic 
through the firewall and open up for SIP initiated media streams. [2] 
 
 

3.3 Differences between H.323 and SIP 
 
The two standard protocols H.323 and SIP provide similar services but the protocols that are 
developed for IP telephony differs from each other in various aspects, since they are 
developed by different organizations, i.e. H.323 by ITU and SIP by IETF [21]. 
 
H.323 is a more complex protocol compared to SIP, since it is a framework that consists of 
several sub protocols. When initiating a call, H.323 requires the involvement of the sub 
protocols to setup a connection between two parts, while SIP only has to send a request with 
the IP number to setup a connection. [C] 
 
Scalability differs between the protocols especially with transportation protocols and large 
number of domains. H.323 is designed for smaller local area networks (LAN) and SIP can be 
used on both LAN and wide area networks (WAN).The transportation protocols that can be 
used are TCP and UDP, H.323 uses mostly TCP and SIP uses UDP. Since the use of the 
User Datagram Protocol is unreliable, RTCP (Real-Time Control Protocol) [23] assists SIP 
to assure that the packets are safely delivered. The use of TCP requires a maintained 
connection through the entire call, this may cause overload problems for gatekeepers that 
need to keep a call state for every connection. [17] 
 
The compatibility opportunities for the two protocols are that SIP is compatible with H.323, 
but H.323 can not perform address translations for SIP addresses [C]. 
 
SIP uses text encoding which has the advantages that it is simple, can be debugged easily 
using simple network sniffers and detect interoperability problems. Problems with text 
encoding are performance and size. H.323 uses binary encoding, it is rather complex to 
implement, but the performance optimizes for the protocol data unit (PDU). This is an 
advantage because the PDU’s tasks are to find addresses and control the information. 
Binary protocols are easier to code and decode because the size of the binary encoded 
messages are smaller than text encoded messages. [C] 
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The sub protocol H.235 [12] handles the security for H.323 and can use different encryption 
techniques to protect the voice packets. For example the Diffie -Hellman algorithm or IPSec 
can be used. IPSec can also be used as the encryption of the voice packets when the SIP 
protocol is implemented, but the default algorithm for SIP is DES. However, it is possible to 
use other encryption techniques as well. The SIP protocol have to use a firewall to provide 
for security, since SIP do not have any sub protocol that handles the security like H.323 has, 
i.e. H.235. [C] 
 
 

3.3.1 Security Problems 
 
IP telephony and its protocols H.323 and SIP do not differ from other new techniques when 
it comes to dealing with security problems. There are several articles that have been 
pubslihed the last couple of months that describes the security problems related to IP 
telephony [11]. H.323 is the protocol that is the head topic in the articles, the protocol that is 
distributed by organizations such as Microsoft, Cisco, have vulnerabilities. It allows an 
attacker to exploit the vulnerability to produce results ranging from a Denial of Service 
(DoS) [E] condition to remote compromise of the vulnerable system. It is not only the H.323 
protocol that are vulnerable for these kinds of attacks, the SIP protocol has its flaws too and 
can be possible targets for denial of service attacks [10]. 
 
IP telephony uses the IP protocol for carrying voice, data and other media, therefore the 
technology inherits the same security vulnerabilities that are connected to the IP protocol. 
For example the IP protocol can also be a possible target for denial of service attacks. The IP 
telephony networks are also based on sub protocols and technologies that are part of the IP 
network. These increases the potential risks for the IP telephony network even more. 
Examples are DNS, Quality of Service and Ethernet. If malicious parties are able to take 
advantage of a supporting technology or application that is used with an IP telephony 
network, it is possible that different aspects or part of the network can be controlled by the 
parties. There are a lot of sniffers and scanners accessible on the Internet, which may 
increase the risks for eavesdropping on conversations. [1, 7] 
 
Furthermore, IP telephony networks are open, which allows more people to explore and 
spread security vulnerabilitie s. Another problem concerning the technology of IP telephony 
is that the signaling and the packetized voice share the IP network and since there is no 
separation between these two the risk level for misuse increases. IP telephony signaling 
protocols are located at the end-points and these use or support the signaling protocols. The 
end-points will have the appropriate functionality to interact with other IP telephony 
components, services and other network components within the IP telephony network. This 
can be misused by malicious parties that are able to use or modify the end-points. If 
unauthorized persons gain access to an end-point the risk of misuse increases, since the end-
points are able to interact with other components. [1] 
 
The IP telephony networks transfers of signaling information and packetized voice may 
traverse several networks. These are often not controlled by the same entities and can cause 
problems, since the level of security may differ between different providers. This can be a 
potential risk factor because malicious parties can compromise a provider’s IP telephony 
network to attack the signaling information and packetized voice that are sent from other 
provider’s networks. [1]  
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The quality of service (QoS) is one of the main characteristics that are important for people 
using IP telephony. The function includes several factors such as delay, jitter (inteference) 
and packet loss. Since the voice is transferred in real-time it is important to control jitter and 
delays in order to guarantee QoS for IP telephony networks. Jitter is of importance since it 
needs to maintain a certain level of time for the packets to be delivered. Real-time packets 
should be prioritized before data packets to avoid delays. Packet loss can also be a problem 
concerning QoS, because whenever congestion on the packet’s path occurs there is a 
possibility that the router buffers will exceed their limits, causing buffer overflows. [C, 9] 
 
The physical access for IP telephony includes wires, network and network components and 
is often seen as the end-of-game scenario, a potential risk factor. For malicious parties 
gaining physical access to the network, it may results in several advantages, for example the 
party could make calls on other expense often referred to as theft of service. The risk of 
physical access should not be disregarded and precautions for physical access are needed.  
[1, 7] 
 
Availability is another problem that IP telephony has to deal with, since the trunk network 
for PSTN has an approximately downtime for about 5 minutes per year, which increases the 
pressure on IP telephony. The networks are dependent on electricity and if the power would 
go down, the users of the IP telephony network are not able to make calls. This is risk factor 
if the persons need to dial 112. [1, 15] 
 
 

3.4 PSTN 
 
The PSTN is the oldest and hitherto largest telecommunications network in existence. 
For years, the PSTN has been the only network available for telephony, but newer 
technologies allow people to communicate via mobile and IP telephony networks.  
 
The PSTN has a few characteristics [B]: 
• Analog access, 300-400 Hz. 
• Circuit-switched duplex connection. 
• Switched bandwidth, 64 Kbit/s or 300-3400 Hz for analog exchanges. 
• Immobility (very limited mobility). 
• Many functions in common with another bearer network, N-ISDN.  
 
Started in 1876, the PSTN has undergone a complete technical transformation. Even factors 
such as network structure and network utilization have changed completely. The most 
significant difference between the PSTN that exist today and the PSTN before 1960’s is that 
current network is digital, which has been an ongoing process for years in the majority of 
today’s countries. Before when conversions between analog and digital were performed, it 
could result in problems with set-up time and irregular transmission quality. The limited 
bandwidth of the PSTN is a bottleneck when it comes to video and multimedia services. [B] 
 
Switching 
PSTN nodes can be subdivided into three main categories: local exchanges, transit 
exchanges, international exchanges. Local exchanges are used for the connection of 
subscribers. Transit exchanges switch traffic within and between different geographical 
areas. International exchanges, and other gateway-type exchanges, switch traffic to 
telecommunications networks that belong to other operators.  
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The primary task for a local exchange is to switch call from one subscriber to another in the 
same exchange, to switch calls to subscribers outside the local exchange and to charge for 
calls and services that are performed within the local exchange. [B] 
 
In the traditional PSTN exchange hierarchy, traffic has been routed to direct links (high-
congestion routes) and if these links have been busy, the next higher level in the hierarchy 
(low-congestion routes) has been used. New routing functions are now available thanks to 
SS7 and the Telephone User Part (TUP) protocol. One example is the possibility of 
preventing rerouting further on in the network and instead trying an alternative route all the 
way from the originating exchange. Another example is placing subscribers in different 
categories, emergency services, could have access to a number of alternative routes or even 
routes designated for their exclusive use. [B]                                 
 
 

3.4.1 SS7 
 
Signaling refers to the exchange of information between call components required to provide 
and maintain service [5]. Dialing digits, providing dial tone, sending a call-waiting tone are 
examples of signaling between a caller and the telephony network. SS7 is a protocol that 
helps telephone networks exchange information and it uses out-of-band signaling, which 
refers to signaling that does not take place over the same path as the conversation. Out-of-
band signaling creates a separate digital channel for exchanging signaling information, 
which is called a signaling link. This link is used to transport all necessary signaling 
messages between nodes. When a call is made the dialed digits, trunk selected, and other 
significant information are sent between switches using their signaling links, rather than the 
trunks which will ultimately carry the conversation. [5] 
 
The SS7 is held together by a digital switch known as a Signaling Transfer Point (STP), and 
the main tasks of the STP are to examine the destination of the messages it receives, check 
with a routing table, and send the messages on their way by using the links that are 
determined in the routing tables. STP may have a number of different links to an end user of 
the network therefore it is necessary with routing, because the preferred way of routing is 
declared in the routing tables. [5]   
 
 

3.4.2 PSTN Security  
 
The PSTN network does not provide any cryptographic mechanisms to protect the speech 
channels from intruders. Physical access is needed to perform intrusion attempts. For 
intruders that possess specific resources can have the possibility to gain access to the 
physical lines, for example in cross-connects or concentrators. [6]  
 
Markus Isomäki defines the security for traditional telephony networks as following: 
“Security is mainly based on the fact that SS7 endpoints are always in the operator premises. 
The SS7 network usually uses the same physical links as do the actual speech calls, so the 
physical (in)security is also at the same level with them.”[6] 
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When the PSTN was developed there were no thoughts of end-to-end user data security. The 
authentication of the subscribers is based on physical wiring, resulting in that no 
authentication, integrity or confidentiality exists for voice, data or signaling. However, 
availability and non-repudiation are guaranteed. It would require physical resources to 
prevent authorized users from gaining access to the network and non-repudiation is provided 
through the statistical information held by the supplier. There are vulnerabilities with the 
network, but since the physical security is good and the operators are trustworthy 
organizations, the threats are disregarded. [6]  
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4 TRADITIONAL AND IP TELEPHONY COMPARISON 
 
The comparison consists of a qualitative theoretical analysis that compares IP telephony with 
traditional telephony (PSTN) to evaluate the stated hypothesis. The comparison will be 
divided into two different areas, general and security aspects. The first area will describe the 
differences from a general approach of the two technologies, IP telephony and PSTN. The 
second area, the security aspects is the essential part of the comparison. The security aspects 
are divided into two sub areas, security services and security vulnerabilities.  
 
 

4.1 Methods for comparison 
 
The authors of this thesis have analyzed collected information from literature and articles in 
order to distinguish the criteria relevant for this comparison. The reason for dividing the 
comparison into two different areas is the evaluation between the two technologies becomes 
more perspicuous. 
 
 

4.2 General aspects 
 
The general aspects will describe the basic differences between a PSTN and an IP network.  
 
 

4.2.1 Packet switched / Circuit switched 
 
The PSTN is a circuit-switched network that communicates via a two-way channel. The 
channel is open in both directions during the entire phone call. Packet-switching is used by 
networks based on the destination addresses that all packets contain. The advantage with 
packet-switching is that the packets can transfer both data and multimedia, such as voice. 
This type of communication between sender and receiver is known as connectionless, i.e. 
one-way channel, which is the type that is used in IP networks.  
 

 

4.2.2 Transport of information 
 
The PSTN is a closed network that uses the protocol SS7 to transfer voice. The IP network is 
open and uses protocols, like TCP and UDP that are built on the IP technology to transfer 
voice packets. Both the protocols H.323 and SIP can use TCP or UDP, but H.323 prefers 
TCP and UDP is preferred by SIP. The IP telephony technology is able to adapt to the 
bandwidth when either voice, data or video are transferred. The PSTN network does not 
have this ability, the bandwidth is fixed, i.e. 64kbit/s. 
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4.2.3 Quality of service 
 

In circuit switched networks QoS refers to the ability to initiate a call to another party. This 
is guaranteed with the PSTN. QoS in a packet-switched network refers to the probability of a 
packet passing between two nodes in the network. IP telephony has to deal with problems 
such as delay, packet loss and bandwidth, since IP networks are developed for data transfers 
and not voice transfers. Therefore, IP telephony does not ensure that the packets are 
delivered in a sequential order and this may cause problems like buffer overflows because 
the router is waiting for lost packets and the other packets have to wait. This causes the 
router to be over loaded. 
 
 
 
General aspects    
  PSTN H.323 SIP 
Packet/Circuit-
swtiched Circuit-switched Packet-switched Packet-switched 
Transport of 
information SS7 Mostly TCP Mostly UDP 
Quality of service Guaranteed Not guaranteed Not guaranteed 

 
 

4.3 Security aspects 
                                                         

The security area is split into two parts, security services and security vulnerabilities. The 
security services consist of five terms, which are defined in the section 2.2 in this thesis. 
These five terms are essential for the basis of security in IP telephony. The security 
vulnerabilities describe the threats that exist when transmitting voice over IP networks and 
the threats against traditional telephone networks.  
 
 

4.3.1 Security services 
 
Authentication 
The SS7 protocol which PSTN uses has no authentication, it is based on physical wiring, i.e. 
it only checks if the phone number called from and the number that the caller wants to 
contact are accepted. For VoIP the authentication procedure for H.323 and SIP are similar. 
H.323 uses either symmetric encryption or subscription based authentication, which uses 
either symmetric or asymmetric encryption. When using the first type for authentication no 
previous communications between two entities are needed, but the subscription based 
requires key exchange before the actual authentication can be performed.  
The SIP protocol can use three types for authentication, basic, digest or PGP (Pretty Good 
Privacy) authentication. Basic authentication involves username and password for 
authentication and the digest is checksum based. The last type for authentication, PGP 
requires the exchange of digital certificates.  
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Integrity 
The integrity check in PSTN and the SS7 protocol consists of a physical control or a digital 
signal to assure that the phone number (userID) and the phone jack concur. In VoIP, the 
protocols H.323 and SIP use a Message Authentication Check (MAC) to ensure that the 
messages have not been modified during the transfer. The integrity checksums are encrypted 
to protect the packet’s payload, the content of the message (voice). It is only the header of 
the packet, or parts of header, that needs to be encrypted and this reduces the transfer 
process. Voice is transmitted in real-time and since only the header is encrypted, the delay 
and jitter problems decreases. 
 
Confidentiality 
The PSTN do not have any encryption for the transferred voice messages, but since the 
network is closed, there is no need for encrypting the voice traffic and confidentiality is 
provided because of this. The two protocols for IP telephony use different encryption 
techniques to ensure that if the data are intercepted, it cannot be viewed by unauthorized 
users that do not have the appropriate key to decrypt the intercepted data. The protocols 
H.323 and SIP use different kinds of asymmetric or symmetric ciphers to encrypt the voice 
messages, for example H.323 can use the Diffie -Hellman algorithm and SIP has usually the 
DES algorithm as default, but both can use IPSec.  
 
Non-repudiation 
The non-repudiation service in the PSTN is provided through phone call specification from 
the vendor, e.g. Telia, and this is a proof of that the call to the recipient was performed from 
the sender. Since H.323 and SIP use public -private key encryption methods, these can be 
used to proof that the message was actually sent by the proposed sender. The caller has to 
encrypt and verify the call with his/her private key and the public key of the intended 
recipient. 
 
Availability 
Since the PSTN is less dependent on electricity, there should not be any problems for user to 
be guaranteed availability, the only thing that could prevent authorized users from accessing 
the network would be someone directly cutting the wires connected to the user’s phone or 
misuse of the signaling. The existence of IP telephony is dependent on electricity to be able 
to function, if a power failure occurs the users of the IP telephony network are not 
guaranteed availability. 
 
  
Security services   
  PSTN H.323 SIP 
Authentication Physical Symmetric encryption Basic 
    Subscription based  Digest 
      PGP 
Integrity Physical Msg Authentication Check  Msg Authentication Check  
Confidentiality Closed network Encryption Encryption 
Non-repudiation Call specification e.g. PKI e.g. PKI 
Availability Not electricity dependent Electricity dependent Electricity dependent 
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4.3.2 Security vulnerabilities 
 

Eavesdropping 
The PSTN is protected from these kinds of attacks and the integrity and confidentiality of the 
phone conversation by physical separation (isolation) between the data network and the 
voice network. There are possibilities for malicious parties to decode and eavesdrop on 
conversations, but it would require specific resources. Eavesdropping is a threat to VoIP, 
because the technology uses the IP protocol and the format of the packets are well-known. 
This can result in that the packets are targets for manipulation. H.323 and SIP uses the Real 
Time Protocol (RTP) for voice transmission and this protocol does not provide any form of 
confidentiality. Anyone that are able to intercept unencrypted RTP packets between two 
communicating end-point can eavesdrop on the conversations. 

 
Theft of service  
Masquerade and free calls are theft of services types that exists in the PSTN network. 
Masquerading refers to that the caller or the called party may not be who he/she claims to be. 
It is also possible with the right resources to hack the signaling system, to be able to perform 
phone calls by using another person’s identity. When using VoIP it is easy to impersonate an 
authorized user, i.e. masquerading. The reason for this is that user identities can be 
authenticated via MAC addresses and IP number and MAC addresses are known to be 
targets of spoofing. It is the transportation protocols TCP, UDP and RTP that control if the 
voice packets are transferred or not. Either H.323 or SIP can influence this control.  

 
Denial of service  
The PSTN is protected against Denial of Service (DoS) attacks, because to be able to 
perform this kind of attack you need to physically remove the telephony from the wall jack 
or damage the wire connecting the telephone from the server. The protocols H.323 and SIP 
are vulnerable for denial of service attacks because they use the IP network, which means 
that voice and data are transmitted via the same network and are therefore sensitive for the 
same type of attacks.  
 
 
Security vulnerabilities   
  PSTN H.323 SIP 
Eavesdropping Physical access Possible Possible 

Theft of service Hack signaling system 
Spoofing MAC 
addresses 

Spoofing MAC 
addresses 

Denial of Service Physical access Vulnerable Vulnerable 
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4.4 Results 
 
The results from the performed comparison between traditional (PSTN) and IP telephony are 
stated in this chapter, the aspects are divided into the same areas as in the comparison, 
general and security. This chapter will end with a table to give the reader an overview of the 
results. 
 
 

4.4.1 General aspects 
 

• Packet switched/circuit switched – Packet switched is preferred since the packets 
are compressed to decrease the use of bandwidth. The bandwidths for circuit 
switched networks are always fixed and do not have the possibility to adapt the 
bandwidth after what type of transfers, i.e. voice, data or video. The communication 
channel for circuit switched is open during the entire call, which results in that the 
bandwidth resources are occupied even when no voice transfers are made. 

 
• Transport protocols – SS7 more complex than TCP/UDP. The SS7 protocol is 

developed for PSTN to transfer voice and signals. The transportation protocols used 
for IP networks TCP and UDP were originally developed for data transfers, the 
signaling is handled by the protocols SIP and H.323. Since the SS7 protocol is used 
for both voice and signaling transfers the complexity increases, in comparison to 
TCP and UDP that only need to handle the voice transfers. 

 
• Quality of Service  – The quality of service for PSTN is guaranteed, but not for IP 

telephony since it is dependent on bandwidth, delay and packet loss. Since these 
factors may cause problems it will therefore impact the quality of service. 

 
 

4.4.2 Security aspects 
 
Security services 
 

• Authentication – Better authentication for IP networks, since the subscriber needs 
to authenticate him/her for access to the network and when placing calls. The 
subscribers of a PSTN only have to authenticate themselves via their phone numbers 
(UserIDs). 

   
• Integrity – Advantage IP telephony, because it encrypts the integrity checksums to 

protect the packets payload from modification. PSTN does not provide for any 
encryption, which may result in modified voice transfers. 

  
• Confidentiality – IP Telephony uses encryption techniques to prevent from 

intrusion attempts to the network. Since the PSTN do not use any encryption 
techniques, no confidentiality is provided.  
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• Non-repudiation – This security service is provided by the PSTN, because the 
suppliers keep statistics for all subscribers. For IP telephony the risks for theft of 
service attacks and denia l of service attacks can cause problems with modified or 
lost audits. 

 
• Availability – Advantage PSTN because physical access is needed and there is a 

low dependence on electricity. The downtime for the PSTN is of no significance and 
the availability for authenticated subscribers is almost guaranteed, as long as no 
natural disasters occur.  

 
Security vulnerabilities 
 

• Eavesdropping – It easier to eavesdrop on IP telephony networks, but it is more 
difficult to retrieve the actual payload. Gaining access to the PSTN network requires 
special resources, but one’s you are in everything can be eavesdropped in clear.  

 
• Theft of Service – This vulnerability causes more problems due to IP telephony 

networks because it is easier to gain access by sniffing/spoofing. 
 

• Denial of Service (DoS) – IP telephony networks are more vulnerable for denial of 
service attacks, because the two protocols SIP and H.323 have weaknesses. To be 
able to perform denial of service against PSTN networks it would require physical 
access. 

 
General comments on the security aspects  
 

• More threats against IP networks, because it’s use of the IP protocol. The IP protocol 
is “open” and the vulnerabilities related to the network are several [See 4.3.2 
Security vulnerabilities].   

 
• PSTN is more “secure” because it is a closed network. The belief that the network 

can be secure as long as no unauthorized are allowed to find out anything about its 
internal mechanisms, this is referred to as security by obscurity.  
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Results from the comparison  
  IP Telephony PSTN 
General aspects     
Packet switched or circuit 
switched Packet switched are preferred Circuit switched 
Transport protocols TCP, UDP SS7 more complex 
Quality of service Not guaranteed Guaranteed 
      
Security aspects     

Authentication Provi ded by H.323 and SIP 
Physical 
authentication 

Integrity Uses encryption No use of encryption 
Confidentiality Uses encryption No use of encryption 
Non-repudiation Provided through RTCP Provided 

Availability 
Electricity and functioning 
computer environment dependent Always guaranteed 

      
Security vulnerabilities     
Eavesdropping High risk factor  Risk factor 
Theft of Service Risk factor High risk factor 
Denial of Service High risk factor Low risk factor 
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5 DISCUSSION 
 
The results from the comparison could have turned out different if the comparison had been 
performed with another approach. The authors decided to perform a theoretical comparison 
between IP telephony and PSTN. The results from the comparison could have turned out to 
be different if a practical case study was performed instead. A practical case study could 
influence the results and the outcome may differ from the results obtained through the 
comparison the authors performed. Since the comparison was performed from a theoretical 
perspective there could be a risk that the results obtained would not be accurate. The 
information for the comparison have been collected from several sources and from these, the 
authors have deployed their own opinion.   
 
It is difficult to compare two completely different technologies, where the PSTN has been 
used for more than 120 years and even though IP networks have been around for at least 30 
years, IP telephony was developed less than 10 years ago. There were problems at first to 
perform the comparison, because of the differences between the technologies. IP telephony 
is a new technology that is interesting to examine and it exists a lot of research papers about 
the technology. PSTN is an old technology and is in the premises of the operators, therefore 
only some information is available. The basis for our comparison was the security aspects 
and there are not many researchers who have evaluated the security for traditional telephony.  
The results from the criteria could be obtained after analyzing the gained information. The 
two technologies are both developed to transfer voice, but in different ways.   
 
The general aspects were deployed to illustrate the basic differences between the two 
technologies. The results of the general aspects in the comparison were clear, since the issues 
are basics for IP telephony and PSTN networks. There is an advantage to deploy a packet 
switched network, since they can adapt bandwidth depending on how much traffic and if 
voice or video is transmitted. It is difficult to determine what transportation protocol to 
prefer. The protocols TCP and UDP that IP telephony uses are not as complex as SS7 that 
was developed for PSTN networks. There is no restriction for IP telephony to select TCP or 
UDP as transportation protocols, whether the protocol is H.323 or SIP. For the PSTN 
network there is only one protocol available.  
 
Quality of Service is guaranteed in the PSTN and this is one of the reasons that the PSTN is 
still in use by people all over the world. IP telephony can not guarantee QoS, due to that it 
depends on the IP technology that is developed for transmitting data and not voice in real-
time. The real-time issue is the problem in IP and it can lead to delays and packet loss, and 
because of this lower the quality of service.  
 
The focus of the comparison has been on the security services, because we believe that those 
aspects are the basis for security, in all networks, including these which use IP telephony. 
The PSTN has no applied security, because not many where thinking of security when it was 
developed. It was developed to facilitate communications between people and it was the only 
network in use for this activity. Nowadays, the only thing that makes the PSTN a “secure” 
network is that it is closed. Physical access is needed to be able to perform tasks as an 
unauthorized user.  
 
The IP network is open and even though the users need to authenticate themselves, it is 
possible to analyze the traffic, through a sniffing tool. The two standard protocols for IP 
telephony (H.323 and SIP), provide different methods for authentication. The users can use 
either symmetric or asymmetric methods for authenticating themselves when placing a call. 
The asymmetric method is preferred since it requires the exchange of private and public 
keys.  
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The IP telephony networks use encryption to provide integrity and confidentiality for the 
information transfers. The use of encryption makes it more difficult to gain information if the 
packet’s header or payload is encrypted. This is an advantage, because it prevents malicious 
parties from gaining the information in plain text. The drawback with encryption is that it 
can result in problems when it comes to IP telephony. It takes time to encrypt and decrypt 
and this can cause delays when sending real-time packets. This is an essential part for the IP 
telephony networks that the phone calls should be carried without delays to be able to 
compete with the traditional telephony network. The PSTN is developed for two-way 
communication channels that are open during the entire conversation. In IP telephony where 
communication can be carried in one way channels, it is important that the voice packets will 
be received in the right order to avoid delays and packet loss, which will lead to low quality 
of service.   
 
The security service non-repudiation is provided by the PSTN network, since the service 
supplier keeps statistics for all the subscribers, which will function as proof for calls that 
have been placed. This can be a problem for IP telephony networks, since they can be 
exposed for different threats, resulting in that unauthorized parties have the possibility to use 
the network for personal interests. If an unauthorized user has gained access to a subscriber 
account and placed calls, it can be difficult for the subscriber to proof that he/she has not 
placed all the calls. The possibility for unauthorized access can lead to availability problems, 
because subscribers can be denied access to services they are authorized for. Availability is 
almost guaranteed for subscribers of the PSTN network, because it would require physical 
access to interfere the availability maintenance. Another issue that could influence the 
availability for subscriber would be if the PSTN network would go down, but the down time 
is a few minutes per year. This issue is therefore of no significance. However, the 
availability for IP telephony network can vary, because it is dependent of both electricity 
supply and functioning computer environment. It is commonly known that power cut failures 
occur once a while and this can cause enormous maintenance problems for organizations that 
are depending on their IP networks. 
 
The security vulnerabilities that are evaluated in the comparison were selected because of the 
importance that organizations using IP networks should be aware of the problems and have 
taken precautions for them. The vulnerability concerning eavesdropping is a well-known 
issue related to IP networks. Malicious parties are often interested in intercepting 
information that is transferred via the IP network. The IP telephony technology is under 
deployment in many organizations and the interest for eavesdropping on conversations 
increases when the use of the technology increases. The same aspects can be applied to theft 
of services, since the interest of malicious parties could be the possibilities to use the 
network on others expenses. In PSTN the expenses could be referred to the charging of the 
calls, for IP telephony this could include charging but also taken advantage of bandwidth and 
network to perform other malicious actions. 
 
The most important vulnerability to take precautions for according to the authors is denial of 
service (DoS) attacks. Researchers have examined the two protocols H.323 and SIP and 
discovered that this vulnerability is a great concern to the use of IP telephony. The reasons 
for this is that the protocols are developed for carrying voice but when integrating with IP 
networks that are developed for transferring only data the problems arise. The PSTN 
network does not have the same problems since it is a closed network and it would be almost 
impossible to perform a denial of service attack against the network without having physical 
access. The IP networks are pleasant targets for DoS attacks and a successful attack can 
cause severe problems for organizations, i.e. resulting in overloaded servers that are not able 
to handle the network traffic. This is a serious problem because malicious parties can gain 
access to information that is sensitive for organizations by performing a denial of service 
attack. These attacks are one of the main threats against IP telephony at the moment, but 
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there are indications that the networks will be possible targets for virus attacks in the near 
future. Another issue that can be a problem is that voice software can be downloaded and 
installed for free, resulting in that there could be a market for spyware/adware vendors.  One 
reason for a growing market for spyware or adware vendors could be that many people are 
using the software and are probably “online” all the time which results in an excellent 
opportunity for vendors to spread these additional applications. Since the users are probably 
“online” most of the time, there is also more information about the users available for 
spyware and adware vendors. 
 
To summarize the discussion of the comparison some general comments can be drawn. 
The PSTN is an “old” and complex network that has been around for a long time, therefore 
the security issues have not been questioned. Everyone expects that the network works and 
trust the technology. The IP telephony is still in its infancy and because of the IT age we are 
living in, the ability to secure the information that are transferred trough networks, is of high 
priority. The general opinion is that the PSTN is secure, but it is not, if access is gained the 
network is an open field for unauthorized parties. 
 
Another issue related to IP telephony’s dependence on electricity is that user should be able 
to make emergency calls. If the network goes down because of a power cut failure and there 
are no back up generator, there is no ability to place a call to 112 in a case of an emergence. 
This possibility is an important factor to keep in mind and this problem needs to be solved. 
Otherwise the market for IP telephony will stagnate or even decrease. 
 
The PSTN network will have problems when it comes to competing with IP telephony 
service, such as video and conferencing. One of the reasons is bandwidth. This may be a 
factor that enables IP telephony to take over the market in the future, but it is not going to 
happen today. 
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6 CONCLUSION 
 
The stated hypothesis that was evaluated in the thesis has been found verified. The reason for 
this is that IP telephony maintains the same standard as PSTN. IP telephony fulfils the 
requirements for the security services through authentication, integrity and confidentiality. 
There are number of authentication methods that can be used to access to the network and 
for voice transfers. Integrity and confidentiality is provided for the IP telephony network by 
usage of encryption techniques to protect the voice packets from being modified or 
intercepted. There are problems when it comes to the security services non-repudiation and 
availability due to the integration of several IP telephony networks that are provided by 
different suppliers, the technology’s dependence on electricity and a functioning computer 
environment for authorized subscribers. The traditional telephony network PSTN does not 
deal with problems concerning non-repudiation and availability. The other security services 
that IP telephony provides for are not fulfilled by the PSTN, but since the network is closed 
the security services are of no concern. Numbers of requirements for security services that 
are fulfilled by the IP telephony technology outweigh the services that are not. This point out 
the advantages for IP telephony compared to the PSTN, since the protocols H.323 and SIP 
can provide encryption of voice and stronger authentication than PSTN. Although there are 
more risk factors related to IP telephony. The risks are also of concern for PSTN but it 
requires more resources for gaining access to perform various attacks. The IP telephony 
network may be a pleasant target for malicious parties, but the use of encryption makes it 
more difficult to eavesdrop on conversations. Eavesdropping and denial of service are 
problems that are connected to transfers in the IP network. By applying a certain level of 
security throughout the entire IP network and take precautions against possible threats, the 
security for IP telephony services will be included. To conclude the thesis, IP telephony can 
be a valuable future investment especially for organizations with a large number of 
employees, because the administration costs will decrease when integrating the IP telephony 
technology with IP networks and the charging of phone calls will also decrease. 
 

6.1 Future work 
 
IP telephony is a new technology that has only been around for a few years, the demand for 
IP telephony is increasing. The reasons for this are that the costs are lower than for 
traditional telephony and the benefits that can be gained from integrating different networks. 
This thesis compared IP telephony and traditional telephony to evaluate the security aspects. 
There are of course other approaches to examine IP telephony and one interesting area to 
examine could be the free software that is available for downloads to place free of charge 
calls to your friends. At the moment the free software suppliers states that there are no 
additional applications added. However no one can predict the future for IP telephony 
software, will they still be free of charge and spared from spyware/adware. This could be a 
profitable business for these kinds of vendors. This could be a subject for a future thesis to 
analyze the software and inform people using IP telephony about the vulnerabilities that may 
exist. 
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