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     ABSTRACT 
 

 

Wireless networks are gaining popularity to its peak today, as the users want wireless 

connectivity irrespective of their geographic position. There is an increasing threat of attacks 

on the Mobile Ad-hoc Networks (MANET). Black hole attack is one of the security threat in 

which the traffic is redirected to such a node that actually does not exist in the network. It’s 

an analogy to the black hole in the universe in which things disappear. The node presents 

itself in such a way to the node that it can attack other nodes and networks knowing that it 

has the shortest path. MANETs must have a secure way for transmission and communication 

which is quite challenging and vital issue. In order to provide secure communication and 

transmission, researcher worked specifically on the security issues in MANETs, and many 

secure routing protocols and security measures within the networks were proposed.  

 

Previously the works done on security issues in MANET were based on reactive routing 

protocol like Ad-Hoc On Demand Distance Vector (AODV). Different kinds of attacks were 

studied, and their effects were elaborated by stating how these attacks disrupt the 

performance of MANET.  

 

The scope of this thesis is to study the effects of Black hole attack in MANET using both 

Proactive routing protocol i.e. Optimized Link State Routing (OLSR) and Reactive routing 

protocol Ad-Hoc On Demand Distance Vector (AODV). Comparative analysis of Black 

Hole attack for both protocols is taken into account. The impact of Black Hole attack on the 

performance of MANET is evaluated finding out which protocol is more vulnerable to the 

attack and how much is the impact of the attack on both protocols. The measurements were 

taken in the light of throughput, end-to-end delay and network load. Simulation is done in 

Optimized Network Engineering Tool (OPNET).    

 

 

Keywords: MANET, Black Hole, Routing Protocols. 
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1 INTRODUCTION 
 

Mobile Ad-Hoc Networks are autonomous and decentralized wireless systems. MANETs 

consist of mobile nodes that are free in moving in and out in the network. Nodes are the 

systems or devices i.e. mobile phone, laptop, personal digital assistance, MP3 player and 

personal computer that are participating in the network and are mobile. These nodes can act 

as host/router or both at the same time. They can form arbitrary topologies depending on 

their connectivity with each other in the network. These nodes have the ability to configure 

themselves and because of their self configuration ability, they can be deployed urgently 

without the need of any infrastructure. Internet Engineering Task Force (IETF) has MANET 

working group (WG) that is devoted for developing IP routing protocols. Routing protocols 

is one of the challenging and interesting research areas. Many routing protocols have been 

developed for MANETS, i.e. AODV, OLSR, DSR etc. 

 

Security in Mobile Ad-Hoc Network is the most important concern for the basic functionality 

of network. The availability of network services, confidentiality and integrity of the data can 

be achieved by assuring that security issues have been met. MANETs often suffer from 

security attacks because of its features like open medium, changing its topology dynamically, 

lack of central monitoring and management, cooperative algorithms and no clear defense 

mechanism. These factors have changed the battle field situation for the MANETs against 

the security threats.   

The MANETs work without a centralized administration where the nodes communicate with 

each other on the basis of mutual trust. This characteristic makes MANETs more vulnerable 

to be exploited by an attacker inside the network. Wireless links also makes the MANETs 

more susceptible to attacks, which make it easier for the attacker to go inside the network 

and get access to the ongoing communication [9, 21]. Mobile nodes present within the range 

of wireless link can overhear and even participate in the network. 

 

MANETs must have a secure way for transmission and communication and this is a quite 

challenging and vital issue as there is increasing threats of attack on the Mobile Networks. 

Security is the cry of the day. In order to provide secure communication and transmission, 

the engineers must understand different types of attacks and their effects on the MANETs. 

Wormhole attack, Black hole attack, Sybil attack, flooding attack, routing table overflow 

attack, Denial of Service (DoS),  selfish node misbehaving, impersonation attack are kind of 

attacks that a MANET can suffer from. A MANET is more open to these kinds of attacks 

because communication is based on mutual trust between the nodes, there is no central point 

for network management, no authorization facility, vigorously changing topology and 

limited resources. 

 

1.1 Problem Statement 

 
Previously the works done on security issues i.e. attack (Black Hole attack) involved in 

MANET were based on reactive routing protocol like Ad-Hoc On Demand Distance Vector 

(AODV).  Black Hole attack is studied under the AODV routing protocol and its effects are 

elaborated by stating how this attack disrupt the performance of MANET. Very little 

attention has been given to the fact to study the impact of Black Hole attack in MANET 
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using both Reactive and Proactive protocols and to compare the vulnerability of both these 

protocols against the attack. There is a need to address both these types of protocols as well 

as the impacts of the attacks on the MANETs.  

 

1.2 Motivation 
 

Security in Mobile Ad-Hoc Network (MANET) is the most important concern for the basic 

functionality of network. Availability of network services, confidentiality and integrity of the 

data can be achieved by assuring that security issues have been met. MANET often suffer 

from security attacks because of its features like open medium, changing its topology 

dynamically, lack of central monitoring and management, cooperative algorithms and no 

clear defense mechanism. These factors have changed the battle field situation for the 

MANET against the security threats.  

 

1.3 Aims and Objectives 
 

Aims and objectives of this thesis work are summarized as follow 

 

 The study focus on analysis of black hole attack in MANET and its consequences. 

 Analyzing the effects of black hole attack in the light of Network load, throughput 

and end-to-end delay in MANET. 

 Simulating the black hole attack using Proactive and Reactive routing protocols. 

 Comparing the results of both Proactive and Reactive protocols to analyze which of 

these two types of protocols are more vulnerable to Black Hole attack. 

 Previously proposed plans are suggested for counter measurement of Black Hole 

attack. 

1.4 Research Questions 
 

The ultimate goal of any network is to ensure successful transmission between the devices in 

the network in a secure way. In ordered to investigate in the case when there is an attack in 

the network, the impact of the attack and to derive mitigating plans to fight against such 

attacks in future, these questions are needed to be addressed,. In our thesis we will address 

and answer the following questions. 

 

Q1: What are the consequences of black hole attack on MANET? 

We will also measure the performance impact of MANET under normal operation as well as 

under the Black Hole attack. 

Q2: Which of these two types of routing protocols are more vulnerable to the attack on 

MANET? 

Investigation will be carried out by comparing the results for both types of protocols under 

the attack to analyze which of these two types of protocols are more vulnerable to black hole 

attack and has more impact on the MANET. 

Q3: which of the previously proposed plans can be used to help in the prevention of black 

hole attack? 

Theoretically the previously proposed plans will be analyzed and on the basis of our analysis 

we will suggest, which plans are likely to be used against black hole attack. 
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1.5 Related Work 
 

MANET is very much popular due to the fact that these networks are dynamic, infrastructure 

less and scalable. Despite the fact of popularity of MANET, these networks are very much 

exposed to attacks [9, 23]. Wireless links also makes the MANET more susceptible to 

attacks which make it easier for the attacker to go inside the network and get access to the 

ongoing communication [9, 21].  Different kinds of attacks have been analyzed in MANET 

and their affect on the network. Attack such as gray hole, where the attacker node behaves 

maliciously for the time until the packets are dropped and then switch to their normal 

behavior [14]. MANETs routing protocols are also being exploited by the attackers in the 

form of flooding attack, which is done by the attacker either by using RREQ or data flooding 

[16].   

 

In any network, the sender wants its data to be sent as soon as possible in a secure and fast 

way, many attackers advertise themselves to have the shortest and high bandwidth available 

for the transmission such as in wormhole attack, and the attacker gets themselves in strong 

strategic location in the network. They make the use of their location i.e. they have shortest 

path between the nodes [12, 17]. One of the most arising issues in MANET is the limited 

battery, attackers take an advantage of this flaw and tries to keep the nodes awake until all its 

energy is lost and the node go into permanent sleep [18]. Many other attacks MANET such 

as jellyfish attack, modification attack, misrouting attack and Routing Table Overflow have 

been studied and exposed [19, 13, 20]. 

 

In black hole attack, a malicious node uses its routing protocol in order to advertise itself for 

having the shortest path to the destination node or to the packet it wants to intercept.    

This hostile node advertises its availability of fresh routes irrespective of checking its routing 

table. In this way attacker node will always have the availability in replying to the route 

request and thus intercept the data packet and retain it [21, 22]. This thesis focuses on the 

study the impact of Black Hole attack in MANET using both Reactive and Proactive 

protocols and to compare the vulnerability of both these protocols against the attack. 
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2 WIRELESS NETWORKS 

 

 
Wireless networks are gaining popularity to its peak today, as the user wants wireless 

connectivity irrespective of their geographic position. Wireless Networks enable users to 

communicate and transfer data with each other without any wired medium between them. 

One of the reasons of the popularity of these networks is widely penetration of wireless 

devices. Wireless applications and devices mainly emphasize on Wireless Local Area 

Networks (WLANs). This has mainly two modes of operations, i.e. in the presence of 

Control Module (CM) also known as Base Stations and Ad-Hoc connectivity where there is 

no Control Module. Ad-Hoc networks do not depend on fixed infrastructure in order to carry 

out their operations. The operation mode of such network is stand alone, or may be attached 

with one or multiple points to provide internet and connectivity to cellular networks. 

These networks exhibits the same conventional problems of wireless communications i.e. 

bandwidth limitations, battery power, enhancement of transmission quality and coverage 

problems.  

2.1 Network 
 

Before going into the details of wireless network, it is important to understand what a 

network is and different kind of networks available today. 

Any collection of devices/ computers connected with each other by means of communication 

channels that help the users to share resources and communicate with other users. There are 

two main types of network i.e. wired network and wireless network. 

 

2.1.1 Wired Networks 

 
Wired network are those network in which computer devices attached with each with help of 

wire. The wire is used as medium of communication for transmitting data from one point of 

the network to other point of the network.  

 

2.1.2 Wireless Networks 

 
A network in which, computer devices communicates with each other without any wire. The 

communication medium between the computer devices is wireless. When a computer device 

wants to communicate with another device, the destination device must lays within the radio 

range of each other. Users in wireless networks transmit and receive data using 

electromagnetic waves. Recently wireless networks are getting more and more popular 

because of its mobility, simplicity and very affordable and cost saving installation. 

 

2.2 Why Wireless Networks? 

 
Wireless networks are getting popular due to their ease of use. Consumer/user is no more 

dependent on wires where he/she is, easy to move and enjoy being connected to the network. 
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One of the great features of wireless network that makes it fascinating and distinguishable 

amongst the traditional wired networks is mobility. This feature gives user the ability to 

move freely, while being connected to the network. Wireless networks comparatively easy to 

install then wired network. There is nothing to worry about pulling the cables/wires in wall 

and ceilings. Wireless networks can be configured according to the need of the users. These 

can range from small number of users to large full infrastructure networks where the number 

of users is in thousands. 

Wireless networks are very useful for areas where the wire cannot be installed like hilly 

areas. 

On the basis of coverage area the wireless network can be divided into. 

a) Personal Area network 

b) Local Area Network 

c) Wide Area Network 

a) Personal Area Network 
 
Personal area network is used for communication between computer devices close to one 

person [1].  Some of the personal area networks are zigbee, Bluetooth, sensor networks. 

Bluetooth is low cost wireless connection that can link up devices. These devices normally 

work within 10 meters, with access speed up to 721 Kbps. This technology is widely used in 

a range of devices like computer and their accessories i.e. mouse and keyboard, PDAs, 

printers and mobile phones etc. It is important to understand that Bluetooth as Wireless 

Personal Area Network (WPAN) is not 802.11 wireless as it do not perform the same job, 

rather used as wireless replacement for cable in order to connect devices. Bluetooth works at 

2.4 GHz band and this may cause interference with Wireless LAN equipments (802.11b, 

802.11g). 

 

b) Local Area Network 
 
Wireless local area network (WLAN) is standardized by Institute of Electrical and 

Electronics Engineer (IEEE). In local area network the users communicate with each other in 

local coverage area i.e. building or a campus. WLANs are the substitute of the conventional 

wired LANs. WLAN is wireless medium that is shared by the devices within the WLAN. 

WLANs have gained a great amount of popularity. Keeping in mind their mobility feature, 

they are implemented in mobile devices like laptop, PDAs, Mobile Cell phones etc. In 

WLAN, wireless Ethernet Protocol, IEEE 802.11 is used. WLAN is mainly used for the 

connection with internet. The data rate of WLAN is low that is between 11 and 54 Megabits 

per second (Mbps) as compared to the wired LAN which operates at 100 to 1000 Mbps. This 

means that any activity that required high bandwidth, are better done on wired network 

rather than on wireless.  

 

c) Wide Area Network 
 
Wireless wide area network (WWAN) cover geographically larger area than local area 

network. The wide area networks almost consist of one or two local area networks. 

Examples of WWAN are Satellite Systems, Paging Networks, 2G and 3G Mobile Cellular. 
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Fig. 2.1 Communications in Wireless Networks 

 

 

2.3 IEEE Standard for Wireless Networks  

 
Institute of Electrical and Electronics Engineers (IEEE) define the standards for related 

technologies. IEEE defined three main operational standard for wireless LAN i.e. IEEE 

802.11a, 802.11b and 802.11g. The entire three standards belong to IEEE 802.11 protocol 

family. In 1999 802.11a standard was ratified by IEEE. The 802.11 has a nominal data rate 

of 54Mbps, but the actual data rates varies between 17-28Mbps. 

The most established and frequently deployed wireless network standard is 802.11b. Most of 

the public wireless “hotspots” use this standard. It operates in 2.4 GHz spectrum and the 

nominal data transfer is 11 Mbps. Practically, approximately 4-7 Mbps is the actual data 

transmission rate achieved by this standard. 

 

2.4 Ad-Hoc Networks 

 
Ad-Hoc networks have no infrastructure where the nodes are free to join and left the 

network. The nodes are connected with each other through a wireless link. A node can serve 

as a router to forward the data to the neighbors’ nodes. Therefore this kind of network is also 

known as infrastructure less networks. These networks have no centralized administration. 

Ad-Hoc networks have the capabilities to handle any malfunctioning in the nodes or any 

changes that its experience due to topology changes. Whenever a node in the network is 

down or leaves the network that causes the link between other nodes is broken. The affected 

nodes in the network simply request for new routes and new links are established Ad-Hoc 

network can be categorized in to static Ad-Hoc network (SANET) and Mobile Ad-Hoc 

network (MANET). 

 

2.4.1 Static Ad-Hoc Networks: 
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In static Ad-Hoc networks the geographic location of the nodes or the stations are fixed. 

There is no mobility in the nodes of the networks, that’s why they are known as static Ad-

Hoc networks. 

 

2.4.2 Mobile Ad-Hoc Networks 

 
Mobile Ad-Hoc network is an autonomous system, where nodes/stations are connected with 

each other through wireless links. There is no restriction on the nodes to join or leave the 

network, therefore the nodes join or leave freely. Mobile Ad-Hoc network topology is 

dynamic that can change rapidly because the nodes move freely and can organize themselves 

randomly. This property of the nodes makes the mobile Ad-Hoc networks unpredictable 

from the point of view of scalability and topology. 

 
Fig. 2.2 Mobile Ad-Hoc Network  

 

 

2.4.3 Characteristics of MANETs 
 
When a node wants to communicate with another node, the destination node must lies within 

the radio range of the source node that wants to initiate the communication. The intermediate 

nodes within the network aids in routing the packets for the source node to the destination 

node. These networks are fully self organized, having the capability to work anywhere 

without any infrastructure. Nodes are autonomous and play the role of router and host at the 

same time. MANET is self governing, where there is no centralized control and the 

communication is carried out with blind mutual trust amongst the nodes on each other. The 

network can be set up anywhere without any geographical restrictions. One of the limitations 

of the MANET is the limited energy resources of the nodes. 

 

Types of Mobile Ad-Hoc Network: 

1. Vehicular Ad-Hoc Networks (VANET’s) 

2. Intelligent Vehicular Ad-Hoc Networks ( InVANET’s) 

3. Internet Based Mobile Ad-Hoc Networks (iMANET’s) 

1 Vehicular Ad-Hoc Networks (VANET’s) 
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VANET is a type of Mobile Ad-Hoc network where vehicles are equipped with wireless and 

form a network without help of any infrastructure. The equipment is placed inside vehicles 

as well as on the road for providing access to other vehicles in order to form a network and 

communicate. 

 

2 Intelligent Vehicular Ad-Hoc Networks (InVANET’s) 
  
Vehicles that form Mobile Ad-Hoc Network for communication using WiMax IEEE 802.16 

and WiFi 802.11. The main aim of designing InVANET’s is to avoid vehicle collision so as 

to keep passengers as safe as possible. This also help drivers to keep secure distance between 

the vehicles as well as assist them at how much speed other vehicles are approaching. 

InVANET’s applications are also employed for military purposes to communicate with each 

other. 

3 Internet Based Mobile Ad-Hoc Networks (iMANET’s) 
 
These are used for linking up the mobile nodes and fixed internet gateways. In these 

networks the normal routing algorithms does not apply [2]. 

 

2.5 Applications of MANETs 

 

The properties of MANET make it so much favorable that would bring so many benefits. 

There are so many research areas in MANET which is under studies now. The most 

important area is vehicle to vehicle communication. Where the vehicle would communicate 

with each other, keeping a safe distance between them as well as collision warnings to the 

drivers. MANET can be used for automated battlefield and war games. One of the most 

important areas where MANETs are applied is emergency services such as disaster recovery 

and relief activities, where traditional wired network is already destroyed. There are so many 

other application areas such as entertainment, education and commercial where MANETs 

are playing their role for connecting people. 

 

2.6 Short comings of Mobile Ad-Hoc Networks 

 
Some of the disadvantages of MANETs are as follows. 

Limited Resources. 

Scalability problems. 

No central check on the network. 

Dynamic topology, where it is hard to find out malicious nodes. 

  

2.7  MANETs Routing Protocols 

Mobile Ad-Hoc Network is the rapid growing technology from the past 20 years. The gain in 

their popularity is because of the ease of deployment, infrastructure less and their dynamic 

nature. MANETs created a new set of demands to be implemented and to provide efficient 

better end-to-end communication. MANETs works on TCP/IP structure to provide the means 

of communication between communicating work stations. Work stations are mobile and they 

have limited resources, therefore the traditional TCP/IP model needs to be refurbished or 
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modified, in order to compensate the MANETs mobility to provide efficient functionality. 

Therefore the key research area for the researchers is routing in any network. Routing 

protocols in MANETs are a challenging and attractive tasks, researchers are giving 

tremendous amount of attention to this key area.  

 

2.8 Classification of MANETs Routing Protocols: 

 
Routing protocols in MANETs are classified into three different categories according to their 

functionality 

1. Reactive protocols 

2. Proactive protocols 

3. Hybrid protocols 

The hierarchy of these protocols is shown bellow in the figure 2.1. 

 
Fig. 2.3 MANETs Routing Protocols 

 

1) Reactive Protocols: 

Reactive protocols also known as on demand driven reactive protocols. The fact they are 

known as reactive protocols is, they do not initiate route discovery by themselves, until they 

are requested, when a source node request to find a route. These protocols setup routes when 

demanded [3, 4]. When a node wants to communicate with another node in the network, and 

the source node does not have a route to the node it wants to communicate with, reactive 

routing protocols will establish a route for the source to destination node. Normally reactive 

protocols 

 Don’t find route until demanded 

 When tries to find the destination “on demand”, it uses flooding technique to 

propagate the queuery. 

 Do not consume bandwidth for sending information. 

 They consume bandwidth only, when the node start transmitting the data to the 

destination node. 
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2.9 Ad-Hoc On Demand Distance Vector Protocol (AODV): 

 
AODV is described in RFC 3561 [5]. It’s reactive protocol, when a node wishes to start 

transmission with another node in the network to which it has no route; AODV will provide 

topology information for the node. AODV use control messages to find a route to the 

destination node in the network. There are three types of control messages in AODV which 

are discussed bellow. 

 

Route Request Message (RREQ): 
 
Source node that needs to communicate with another node in the network transmits RREQ 

message. AODV floods RREQ message, using expanding ring technique. There is a time to 

live (TTL) value in every RREQ message, the value of TTL states the number of hops the 

RREQ should be transmitted. 

 

Route Reply Message (RREP): 
 
A node having a requested identity or any intermediate node that has a route to the requested 

node generates a route reply RREP message back to the originator node. 

 

Route Error Message (RERR): 
 
Every node in the network keeps monitoring the link status to its neighbor’s nodes during 

active routes. When the node detects a link crack in an active route, (RERR) message is 

generated by the node in order to notify other nodes that the link is down. 

 

2.9.1 Route Discovery Mechanism in AODV 

 

When a node “A” wants to initiate transmission with another node “G” as shown in the Fig. 

2.4 , it will generate a route request message (RREQ). This message is propagated through a 

limited flooding to other nodes. This control message is forwarded to the neighbors, and 

those node forward the control message to their neighbors’ nodes. This process of finding 

destination node goes on until it finds a node that has a fresh enough route to the destination 

or destination node is located itself. Once the destination node is located or an intermediate 

node with enough fresh routes is located, they generate control message route reply message 

(RREP) to the source node. When RREP reaches the source node, a route is established 

between the source node “A” and destination node “G”. Once the route is established 

between “A” and “G”, node “A” and “G” can communicate with each other. Fig. 2.4 depicts 

the exchange of control messages between source node and destination node. 
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Fig. 2.4 AODV Route Discovery 

 

When there is a link down or a link between destinations is broken that causes one or more 

than one links unreachable from the source node or neighbors nodes, the RERR message is 

sent to the source node. When RREQ message is broadcasted for locating the destination 

node i.e. from the node “A” to the neighbors nodes, at node “E” the link is broken between 

“E” and “G”, so a route error RERR message is generated at node “E” and transmitted to the 

source node informing the source node a route error, where “A” is source node and “G” is 

the destination node. The scheme is shown in the Fig.2.5 below. 

 

 
Fig. 2.5 Route Error Message in AODV 

 

 

2.10 Dynamic Source Routing Protocol: 
 

Dynamic source routing protocol abbreviated as DSR is also a reactive protocol. DSR use to 

update its route caches by finding new routes. It updates its cache with new route discovered 

or when there exist a direct route between source and destination node. When a node wants 

to transmit data, it defines a route for the transmission and then starts transmitting data 

through the defined route. There are two processes for route discovery and maintenance 

which are described below. 

2.10.1 Route Discovery Process: 
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When a source node wants to start data transmission with another node in the network, it 

checks its routing cache. When there is no route available to the destination in its cache or a 

route is expired, it broadcast RREQ. When the destination is located or any intermediate 

node that has fresh enough route to the destination node, RREP is generated [15]. When the 

source node receives the RREP it updates its caches and the traffic is routed through the 

route. 

 

Route Maintenance Process: 
 
When the transmission of data started, it is the responsibility of the node that is transmitting 

data to confirm the next hop received the data along with source route. The node generates a 

route error message, if it does not receive any confirmation to the originator node. The 

originator node again performs new route discovery process. 

 

2) Proactive Protocols: 

Proactive routing protocols work as the other way around as compared to reactive routing 

protocols. These protocols constantly maintain the updated topology of the network. Every 

node in the network knows about the other node in advance, in other words the whole 

network is known to all the nodes making that network. All the routing information is 

usually kept in tables [6]. Whenever there is a change in the network topology, these tables 

are updated according to the change. The nodes exchange topology information with each 

other; they can have route information any time when they needed [6]. 

 

2.11 Optimized Link State Routing Protocol (OLSR): 

 
The Optimized Link State Routing (OLSR) protocol is described in RFC3626 [7].  OLSR is 

proactive routing protocol that is also known as table driven protocol by the fact that it 

updates its routing tables. OLSR has also three types of control messages which are describe 

bellow. 

Hello 
 
This control message is transmitted for sensing the neighbor and for Multi Point Distribution 

Relays (MPR) calculation. 

 

Topology Control (TC) 

 

These are link state signaling that is performed by OLSR. MPRs are used to optimize theses 

messaging. 

 

Multiple Interface Declaration (MID) 
 
MID messages contains the list of all IP addresses used by any node in the network. All the 

nodes running OLSR transmit these messages on more than one interface. 

 

2.11.1 OLSR Working 
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Multi Point Relaying (MPR) 

 
OLSR diffuses the network topology information by flooding the packets throughout the 

network. The flooding is done in such way that each node that received the packets 

retransmits the received packets. These packets contain a sequence number so as to avoid 

loops. The receiver nodes register this sequence number making sure that the packet is 

retransmitted once. The basic concept of MPR is to reduce the duplication or loops of 

retransmissions of the packets. 

Only MPR nodes broadcast route packets. The nodes within the network keep a list of MPR 

nodes. MPR nodes are selected with in the vicinity of the source node. The selection of MPR 

is based on HELLO message sent between the neighbor nodes. The selection of MPR is such 

that, a path exist to each of its 2 hop neighbors through MPR node. Routes are established, 

once it is done the source node that wants to initiate transmission can start sending data.  

 

 

 
Fig. 2.6 Flooding Packets using MPR  

 

 

The whole process can be understood by looking into the Fig. 2.7 below. The nodes shown 

in the figure are neighbors. “A” sends a HELLO message to the neighbor node “B”. When 

node B receives this message, the link is asymmetric. The same is the case when B send 

HELLO message to A. When there is two way communications between both of the nodes 

we call the link as symmetric link. HELLO message has all the information about the 

neighbors. MPR node broadcast topology control (TC) message, along with link status 

information at a predetermined TC interval. 

 

 

 

 
Fig. 2.7 Hello Message Exchange 
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3) Hybrid Protocols: 

Hybrid protocols exploit the strengths of both reactive and proactive protocols, and 

combine them together to get better results. The network is divided into zones, and use 

different protocols in two different zones i.e. one protocol is used within zone, and the 

other protocol is used between them. Zone Routing Protocol (ZRP) is the example of 

Hybrid Routing Protocol. ZRP uses proactive mechanism for route establishment within 

the nodes neighborhood, and for communication amongst the neighborhood it takes the 

advantage of reactive protocols. These local neighborhoods are known as zones, and the 

protocol is named for the same reason as zone routing protocol. Each zone can have 

different size and each node may be within multiple overlapping zones. The size of zone 

is given by radius of length P, where P is number of hops to the perimeter of the zone 

[8]. 
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3 SECURITY ISSUES IN MANET 
 
 
Security in Mobile Ad-Hoc Network (MANET) is the most important concern for the basic 

functionality of network. Availability of network services, confidentiality and integrity of the 

data can be achieved by assuring that security issues have been met. MANET often suffer 

from security attacks because of its features like open medium, changing its topology 

dynamically, lack of central monitoring and management, cooperative algorithms and no 

clear defense mechanism. These factors have changed the battle field situation for the 

MANET against the security threats.  

In the last few years, security of computer networks has been of serious concern which has 

widely been discussed and formulized. Most of the discussions involved only static and 

networking based on wired systems. However, mobile Ad-Hoc networking is still in need of 

further discussions and development in terms of security [21]. With the emergence of 

ongoing and new approaches for networking, new problems and issues arises for the basics 

of routing. With the comparison of wired network Mobile Ad-Hoc network is different. The 

routing protocols designed majorly for internet is different from the mobile Ad-Hoc 

networks (MANET). Traditional routing table was basically made for the hosts which are 

connected wired to a non dynamic backbone [22]. Due to which it is not possible to support 

Ad-Hoc networks mainly due to the movement and dynamic topology of networks. 

Due to various factors including lack of infrastructure, absence of already established trust 

relationship in between the different nodes and dynamic topology, the routing protocols are 

vulnerable to various attacks [23].  

Major vulnerabilities which have been so far researched are mostly these types which 

include selfishness, dynamic nature, and severe resource restriction and also open network 

medium. Despite of the above said protocols in MANET, there are attacks which can be 

categorized in Passive, Active, Internal, External and network-layer attacks, Routing attacks 

and Packet forwarding attacks.  

MANET work without a centralized administration where node communicates with each 

other on the base of mutual trust. This characteristic makes MANET more vulnerable to be 

exploited by an attacker from inside the network. Wireless links also makes the MANET 

more susceptible to attacks which make it easier for the attacker to go inside the network and 

get access to the ongoing communication [9, 21]. Mobile nodes present within the range of 

wireless link can overhear and even participate in the network. 

 

3.1 Flaws in MANETS  
 

MANETs are very flexible for the nodes i.e. nodes can freely join and leave the network. 

There is no main body that keeps watching on the nodes entering and leaving the network. 

All these weaknesses of MANETs make it vulnerable to attacks and these are discussed 

bellow. 

 

3.1.1 Non Secure Boundaries: 

 
MANET is vulnerable to different kind of attacks due to no clear secure boundary. The 

nature of MANET, nodes have the freedom to join and leave inside the network. Node can 
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join a network automatically if the network is in the radio range of the node, thus it can 

communicate with other nodes in the network. Due to no secure boundaries, MANET is 

more susceptible to attacks. The attacks may be passive or active, leakage of information, 

false message reply, denial of service or changing the data integrity. The links are 

compromised and are open to various link attacks. Attacks on the link interfere between the 

nodes and then invading the link, destroying the link after performing malicious behavior. 

There is no protection against attacks like firewalls or access control, which result the 

vulnerability of MANET to attacks. Spoofing of node’s identity, data tempering, confidential 

information leakage and impersonating node are the results of such attacks when security is 

compromised [10]. 

 

3.1.2 Compromised Node: 

 
Some of the attacks are to get access inside the network in order to get control over the node 

in the network using unfair means to carry out their malicious activities. Mobile nodes in 

MANET are free to move, join or leave the network in other words the mobile nodes are 

autonomous [11]. Due to this autonomous factor for mobile nodes it is very difficult for the 

nodes to prevent malicious activity it is communicating with. Ad-hoc network mobility 

makes it easier for a compromised node to change its position so frequently making it more 

difficult and troublesome to track the malicious activity. It can be seen that these threats 

from compromised nodes inside the network is more dangerous than attacking threats from 

outside the network. 

 

3.1.3 No Central Management: 

 
MANET is a self-configurable network, which consists of Mobile nodes where the 

communication among these mobile nodes is done without a central control. Each and every 

node act as router and can forward and receive packets [12]. MANET works without any 

preexisting infrastructure. This lack of centralized management leads MANET more 

vulnerable to attacks. Detecting attacks and monitoring the traffic in highly dynamic and for 

large scale Ad-Hoc network is very difficult due to no central management. When there is a 

central entity taking care of the network by applying proper security, authentication which 

node can join and which can’t. The node connect which each other on the basis of  blind 

mutual trust on each other, a central entity can manage this by applying a filter on the nodes 

to find out the suspicious one, and let the other nodes know which node is suspicious.  

 

3.1.4 Problem of Scalability: 

 
In traditional networks, where the network is built and each machine is connected to the 

other machine with help of wire. The network topology and the scale of the network, while 

designing it is defined and it do not change much during its life. In other words we can say 

that the scalability of the network is defined in the beginning phase of the designing of the 

network. The case is quite opposite in MANETs because the nodes are mobile and due to 

their mobility in MANETs, the scale of the MANETs is changing. It is too hard to know and 

predict the numbers of nodes in the MANETs in the future. The nodes are free to move in 

and out of the Ad-Hoc network which makes the Ad-Hoc network very much scalable and 
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shrinkable. Keeping this property of the MANET, the protocols and all the services that a 

MANET provides must be adaptable to such changes. 

 

3.2 Classification of Attacks 
 
The attacks can be categorized on the basis of the source of the attacks i.e. Internal or 

External, and on the behavior of the attack i.e. Passive or Active attack. This classification is 

important because the attacker can exploit the network either as internal, external or/ as well 

as active or passive attack against the network. 

 

3.2.1 External and Internal Attack 
 
External attackers are mainly outside the networks who want to get access to the network 

and once they get access to the network they start sending bogus packets, denial of service in 

order to disrupt the performance of the whole network. This attack is same, like the attacks 

that are made against wired network. These attacks can be prevented by implementing 

security measures such as firewall, where the access of unauthorized person to the network 

can be mitigated. While in internal attack the attacker wants to have normal access to the 

network as well as participate in the normal activities of the network. The attacker gain 

access in the network as new node either by compromising a current node in the network or 

by malicious impersonation and start its malicious behavior. Internal attack is more severe 

attacks then external attacks. 

 

 

 
Fig. 3.1 External and Internal Attacks in MANETs 

 

 

3.2.2 Active and Passive Attack 
 
In active attack the attacker disrupts the performance of the network, steal important 

information and try to destroy the data during the exchange in the network [13]. Active 

attacks can be an internal or an external attack. The active attacks are meant to destroy the 

performance of network in such case the active attack act as internal node in the network. 

Being an active part of the network it is easy for the node to exploit and hijack any internal 

node to use it to introduce bogus packets injection or denial of service. This attack brings the 
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attacker in strong position where attacker can modify, fabricate and replays the massages. 

Attackers in passive attacks do not disrupt the normal operations of the network [13]. In 

Passive attack, the attacker listen to network in order to get information, what is going on in 

the network. It listens to the network in order to know and understand how the nodes are 

communicating with each other, how they are located in the network. Before the attacker 

launch an attack against the network, the attacker has enough information about the network 

that it can easily hijack and inject attack in the network. 

 

 
Fig. 3.2 Active and Passive Attack in MANETs 
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4 BLACK HOLE ATTACK IN MANET  
 
MANETs face different securities threats i.e. attack that are carried out against them to 

disrupt the normal performance of the networks. These attacks are categorized in previous 

chapter “security issues in MANET” on the basis of their nature. In these attacks, black hole 

attack is that kind of attack which occurs in Mobile Ad-Hoc networks (MANET). This 

chapter describes Black Hole attack and other attacks that are carried out against MANETs. 

 

4.1 Black Hole Attack 
 
In black hole attack, a malicious node uses its routing protocol in order to advertise itself for 

having the shortest path to the destination node or to the packet it wants to intercept.    

This hostile node advertises its availability of fresh routes irrespective of checking its routing 

table. In this way attacker node will always have the availability in replying to the route 

request and thus intercept the data packet and retain it [21]. In protocol based on flooding, 

the malicious node reply will be received by the requesting node before the reception of 

reply from actual node; hence a malicious and forged route is created. When this route is 

establish, now it’s up to the node whether to drop all the packets or forward it to the 

unknown address [22]. 

 The method how malicious node fits in the data routes varies. Fig. 4.1 shows how black hole 

problem arises, here node “A” want to send data packets to node “D” and initiate the route 

discovery process. So if node “C” is a malicious node then it will claim that it has active 

route to the specified destination as soon as it receives RREQ packets. It will then send the 

response to node “A” before any other node. In this way node “A” will think that this is the 

active route and thus active route discovery is complete. Node “A” will ignore all other 

replies and will start seeding data packets to node “C”. In this way all the data packet will be 

lost consumed or lost. 

 
Fig. 4.1 Black Hole Problem 

 

4.1.1 Black hole attack in AODV 
 
Two types of black hole attack can be described in AODV in order to distinguish the kind of 

black hole attack. 

 

Internal Black hole attack 

 
This type of black hole attack has an internal malicious node which fits in between the routes 

of given source and destination. As soon as it gets the chance this malicious node make itself 
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an active data route element. At this stage it is now capable of conducting attack with the 

start of data transmission. This is an internal attack because node itself belongs to the data 

route. Internal attack is more vulnerable to defend against because of difficulty in detecting 

the internal misbehaving node. 

 

External Black hole attack 

 
External attacks physically stay outside of the network and deny access to network traffic or 

creating congestion in network or by disrupting the entire network. External attack can 

become a kind of internal attack when it take control of internal malicious node and control 

it to attack other nodes in MANET. External black hole attack can be summarized in 

following points 

1. Malicious node detects the active route and notes the destination address. 

2. Malicious node sends a route reply packet (RREP) including the destination address 

field spoofed to an unknown destination address. Hop count value is set to lowest 

values and the sequence number is set to the highest value. 

3. Malicious node send RREP to the nearest available node which belongs to the active 

route. This can also be send directly to the data source node if route is available. 

4. The RREP received by the nearest available node to the malicious node will relayed 

via the established inverse route to the data of source node. 

5. The new information received in the route reply will allow the source node to update 

its routing table. 

6. New route selected by source node for selecting data. 

7. The malicious node will drop now all the data to which it belong in the route. 
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Fig. 4.2 Black hole attack specification 

 
In AODV black hole attack the malicious node “A” first detect the active route in between 

the sender “E” and destination node “D”. The malicious node “A” then send the RREP 

which contains the spoofed destination address including small hop count and large sequence 

number than normal to node “C”. This node “C” forwards this RREP to the sender node “E”. 

Now this route is used by the sender to send the data and in this way data will arrive at the 
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malicious node. These data will then be dropped. In this way sender and destination node 

will be in no position any more to communicate in state of black hole attack.  

 

4.1.2 Black hole attack in OLSR 

 
In OLSR black hole attack, a malicious node forcefully selects itself as MPR which is 

discussed in chapter 3.Malicious node keep its willingness field to Will always constantly in 

its HELLO message. So in this case, neighbors of malicious node will always select it as 

MPR. Hence the malicious node earns a privileged position in the network which it exploits 

to carry out the denial of service attack. 

The effect of this attack is much vulnerable when more than one malicious node is present 

near the sender and destination nodes. 
 

4.2 Other Attacks on MANET 

 

4.2.1 Gray Hole Attack 

 
In this kind of attack the attacker misleads the network by agreeing to forward the packets in 

the network. As soon as it receive the packets from the neighboring node, the attacker drop 

the packets. This is a type of active attack. In the beginning the attacker nodes behaves 

normally and reply true RREP messages to the nodes that started RREQ messages. When it 

receives the packets it starts dropping the packets and launch Denial of Service (DoS) attack. 

The malicious behavior of gray hole attack is different in different ways. It drops packets 

while forwarding them in the network. In some other gray hole attacks the attacker node 

behaves maliciously for the time until the packets are dropped and then switch to their 

normal behavior [14]. Due this behavior it’s very difficult for the network to figure out such 

kind of attack. Gray hole attack is also termed as node misbehaving attack [15]. 

 

4.2.2 Flooding Attack 

 
The flooding attack is easy to implement but cause the most damage. This kind of attack can 

be achieved either by using RREQ or Data flooding [16]. In RREQ flooding the attacker 

floods the RREQ in the whole network which takes a lot of the network resources. This can 

be achieved by the attacker node by selecting such I.P addresses that do not exist in the 

network. By doing so no node is able to answer RREP packets to these flooded RREQ. In 

data flooding the attacker get into the network and set up paths between all the nodes in the 

network. Once the paths are established the attacker injects an immense amount of useless 

data packets into the network which is directed to all the other nodes in the network. These 

immense unwanted data packets in the network congest the network. Any node that serves as 

destination node will be busy all the time by receiving useless and unwanted data all the 

time.  

 

4.2.3 Selfish Node 

 
In MANETs the nodes perform collaboratively in order to forward packets from one node to 

another node. When a node refuse to work in collaboration to forward packets in order to 

save its limited resources are termed as selfish node, this cause mainly network and traffic 
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disruption [16]. The selfish nodes can refuse by advertising non existing routes among its 

neighbor nodes or less optimal routes. The concern of the node is only to save and preserves 

it resources while the network and traffic disruption is the side effect of this behavior. The 

node can use the network when it needs to use it and after using the network it turn back to 

its silent mode. In the silent mode the selfish node is not visible to the network. 

The selfish node can sometime drop the packets. When the selfish node see that the packets 

need lot of resources, the selfish node is no longer interested in the packets it just simply 

drop the packets and do not forward it in the network. 

 

4.2.4 Wormhole Attack 

 
Wormhole attack is a severe attack in which two attackers placed themselves strategically in 

the network. The attackers then keep on hearing the network, record the wireless data. The 

fig.3.5 bellow shows the two attackers placed themselves in a strong strategic location in the 

network. 

 

 
Fig. 4.3 Wormhole attack 

 

In wormhole attack, the attacker gets themselves in strong strategic location in the network. 

They make the use of their location i.e. they have shortest path between the nodes as shown 

in the Fig. 4.5 above. They advertise their path letting the other nodes in the network to 

know they have the shortest path for the transmitting their data. The wormhole attacker 

creates a tunnel in order to records the ongoing communication and traffic at one network 

position and channels them to another position in the network [12].When the attacker nodes 

create a direct link between each other in the network. The wormhole attacker then receives 

packets at one end and transmits the packets to the other end of the network. When the 

attackers are in such position the attack is known as out of band wormhole [17]. 

The other type of wormhole attack is known as in band wormhole attack [17]. In this type of 

attack the attacker builds an overlay tunnel over the existing wireless medium. This attack is 

potentially very much harmful and is the most preferred choice for the attacker.  
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4.2.5 Sleep Deprivation Torture Attack 
 

One of the most interesting attack in MANETs, where the attacker tries to keep the nodes 

awake until all its energy is lost and the node go into permanent sleep. This attack is known 

as sleep Deprivation torture attack [18]. The nodes operating in MANETs have limited 

resources i.e. battery life, the node remain active for transmitting packets during the 

communication. When the communication cease these nodes go back to sleep mode in order 

to preserve their resources. The attacker exploit this point of the nodes by making it busy, 

keeping it awake so as to waste all its energies and make it sleep for the rest of its life. When 

nodes went to sleep for ever an attacker can easily walk into the network and exploit rest of 

the network. 

 

4.2.6 Jellyfish Attack 
 

In jellyfish attack, the attacker attacks in the network and introduce unwanted delays in the 

network [19]. In this type of attack, the attacker node first get access to the network, once it 

get into the network and became a part of the network. The attacker then introduce the delays 

in the network by delaying all the packets that it receives, once delays are propagated then 

packets are released in the network. This enables the attacker to produce high end-to-end 

delay, high delay jitter and considerably effect the performance of the network. 

 

4.2.7 Modification Attack 
 

The nature of Ad-Hoc network is that any node can join freely the network and can leave it. 

Nodes which want to attack join the network. The malicious node then later exploits the 

irregularities in the network amongst the nodes. It participates in the transmission process 

and later on some stage launches the message modification attack [13]. Misrouting and 

impersonation attacks are two types of modification attack. 

 

4.2.8 Misrouting Attack 
 

In misrouting attack a malicious node which is part of the network, tries to reroute the traffic 

from their originating nodes to an unknown and wrong destination node. As long as the 

packets remain in the network make use of resources of the network. When the packet does 

not find its destination the network drops the packet. 

 

4.2.9 Impersonation Attack 
 

In Ad-Hoc networks a node is free to move in and out of the network. There is no secure 

authentication process in order to make the network secure from malicious nodes. In 

MANETs IP and MAC address uniquely identifies the host. These measurements are not 

enough to authenticate sender. The attacker use MAC and IP spoofing in order to get identity 

of another node and hide into the network. This kind of attack is also known as spoofing 

attack [13]. 

 

4.2.10 Routing Table Overflow Attack 
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Routing Table Overflow attack is usually done against proactive protocols. In this attack, 

non-existent node data is sent in the network, more ever corrupting and degrading the rate, 

when routing tables are updated. Proactive routing protocols updates route periodically 

before even they are required. This is one of the flaws that make proactive protocols 

vulnerable to the routing table attack. The attacker tries to create so many routes to nodes 

that do not exist in the network. This is done by using RREQ messages. The attacker sends 

RREQ messages in the network to non-existent nodes. The nodes under attack results its 

routing table full and doesn’t have any more entry to create new. In other words the routing 

tables of the attacked nodes are overflow with so many route entries [20]. 
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5 RESEARCH METHODOLOGY 
 

 
Research methodology defines how the development work should be carried out in the form 

of research activity. Research methodology can be understand as a tool that is used to 

investigate some area, for which data is collected, analyzed and on the basis of the analysis 

conclusions are drawn. There are three types of research i.e. quantitative, qualitative and 

mixed approach as defined in [29]. 

 

5.1 Quantitative Approach 
 

This approach is carried out by investigating the problem by means of collecting data, 

experiments and simulation which gives some results, these results are analyzed and 

decisions are made on their basis. This approach is used when the researchers’ want verify 

the theories they proposed, or observe the information in greater detail. 

 

5.2 Qualitative Approach 
 

This approach is usually involves the knowledge claims. These claims are based on a 

participatory as well as / or constructive perspectives. This approach follows the strategies 

such as ethnographies, phenomenology and grounded theories. When the researcher wants to 

study the context or focusing on single phenomenon or concepts, they used qualitative 

approach to achieve their desired goals. 

 

5.3 Mixed Approach 
 

Mixed approach glue together both quantitative and qualitative approaches. This approach is 

followed when the researchers wants to base their knowledge claims on matter of fact 

grounds. Mixed approach has the ability to produce more complete knowledge necessary to 

put a theory and practice as it combined both quantitative and qualitative approaches. 

 

5.4 Author’s Approach 
 

Author’s approach towards the thesis is quantitative. This approach starts by studying the 

elated literature specific to security issues in MANETs. Literature review is followed by 

simulation modeling. The results are gathered and analyzed and conclusions are drawn on 

the basis of the results obtained from simulation. 

 

5.5 Research Design 
 

The author divided the whole research thesis into four stages. 

1) Problem Identification and Selection.  

2) Literature study. 

3) Building simulation. 

4) Result analysis. 
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Fig. 5.1 Research Methodology 

 

1) Problem Identification and Selection 
 

The most important phase, where it is important to select the proper problem area. Different 

areas are studied with in mind about the interest of authors. Most of the time is given to this 

phase to select the hot issue. The authors selected MANET as the area of interest and within 

MANET the focus was given to the security issues 

 

2) Literature Study 
 

Once the problem was identified the second phase is to review the state of the art. It is 

important to understand the basic and expertise regarding MANETs and the security issues 

involved in MANETs. Literature study is conducted to develop a solid background for the 

research. Different simulation tools and their functionality are studied. 

 

3) Building Simulation 
 

The knowledge background developed in the literature phase is put together to develop and 

build simulation. Different scenarios are developed according to the requirements of the 

problems and are simulated. 

 

4) Result Analysis 
 

The last stage and important and most of the time is given to this stage. Results obtained 

from simulation are analyzed carefully and on the basis of analysis, conclusions are drawn. 

 

5.6 Simulation Tool 

 
OPNET tool is selected to carry out the simulation. OPNET provide technologies, protocols, 

communication devices for academic research, assessment and improvement. It is efficient, 
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robust and highly reliable which grant the user the ease of graphical interface, developing 

and running the simulation and validation of the results. 
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6 PERFORMANCE ANALYSIS 

 
This chapter explains the various performance metrics required for evaluation of protocols. 

To reiterate the black hole attack, we begin with the overview of performance metrics that 

includes End-to-end delay, Throughput and Network load. These matrices are important 

because of it performance analysis of network. Furthermore, implementation of the 

simulation setup, tools and its design are explained. 

 

6.1 Performance Metrics 

 
The performance metrics chosen for the evaluation of black hole attack are packet end-to-

end delay, network throughput and network load.  

The packet end-to-end delay is the average time in order to traverse the packet inside the 

network. This includes the time from generating the packet from sender up till the reception 

of the packet by receiver or destination and expressed in seconds. This includes the overall 

delay of networks including buffer queues, transmission time and induced delay due to 

routing activities. Different application needs different packet delay level. Voice and video 

transmission require lesser delay and show little tolerance to the delay level. 

  

The second parameter is throughput; it is the ratio of total amount of data which reaches the 

receiver from the sender to the time it takes for the receiver to receive the last packet. It is 

represented in bits per second or packets per seconds. In MANETs throughput is affected by 

various changes in topology, limited bandwidth and limited power. Unreliable 

communication is also one of the factors which adversely affect the throughput parameter.  

 

The third parameter is network load, it is the total traffic received by the entire network from 

higher layer of MAC which is accepted and queued for transmission. It indicates the quantity 

of traffic in entire network. It represents the total data traffic in bits per seconds received by 

the entire network from higher layer accepted and queued for transmission. It does not 

include any higher layer data traffic rejected without queuing due to large data packet size. 

 

6.2 Simulation Tool 
 

The tool used for the simulation study is OPNET 14.5 modeler. OPNET is a network and 

application based software used for network management and analysis [24]. OPNET models 

communication devices, various protocols, architecture of different networks and 

technologies and provide simulation of their performances in virtual environment. OPNET 

provides various research and development solution which helps in research of analysis and 

improvement of wireless technologies like WIMAX, Wi Fi, UMTS, analysis and designing 

of MANET  protocols, improving core network technology, providing power management 

solutions in wireless sensor networks.  

 In our case we used OPNET for modeling of network nodes, selecting its statistics and then 

running its simulation to get the result for analysis.  
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6.3 Modeling of Network 

 
At first network is created with a blank scenario using startup wizard. Initial topology is 

selected by creating the empty scenario and network scale is chosen by selecting the network 

scale. In our case we have selected campus as our network scale. Size of the network scale is 

specified by selecting the X span and Y span in given units. We have selected 1000 * 1000 

meters as our network size. Further technologies are specified which are used in the 

simulation. We have selected MANET model in the technologies. After this manual 

configuration various topologies can be generated by dragging objects from the palette of the 

project editor workspace. After the design of network, nodes are properly configured 

manually. 

 

6.4 Collection of Results and Statistics 

 
Two types of statistics are involved in OPNET simulation. Global and object statistics, 

global statistics is for entire network’s collection of data. Whereas object statistics involves 

individual nodes statistics. After the selection of statistics and running the simulation, results 

are taken and analyzed. In our case we have used global discrete event statistics (DES).  

 

6. 5 Simulation Setup 

 
Figure 6.1 employs the simulation setup of a single scenerio comprising of 30 mobile nodes 

moving at a constant speed of 10 meter per seconds.  Total of 12 scenarios have been 

developed, all of them with mobility of 10 m/s. Number of nodes were varied and simulation 

time was taken 1000 seconds. Simulation area taken is 1000 x 1000 meters. Packet Inter-

Arrival Time (sec) is taken exponential (1) and packet size (bits) is exponential (1024).  

The data rates of mobile nodes are 11 Mbps with the default transmitting power of 0.005 

watts. Random way point mobility is selected with constant speed of 10 meter/seconds and 

with pause time of contant 100 seconds. This pause time is taken after data reaches the 

destination only. 

Our goal was to determine the protocol which shows less vulnerability in case of black hole 

attack. We choose AODV and OLSR routing protocol which are reactive and proactive 

protocols respectively. In both case AODV and OLSR, malicious node buffer size is lowered 

to a level which increase packet drop. Furthermore the simulation parameters are given in 

Table I.  
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Fig.6.1 Simulation Environment for 30 nodes 

  

 
                     SIMULATION PARAMETERS 

Examined protocols AODV and OLSR 

Simulation time 

Simulation area (m x m) 

1000 seconds 

1000 x 1000
 

Number of Nodes 16 and 30 

Traffic Type
 

TCP 

Performance Parameter Throughput, delay, Network 

Load 

Pause time 100 seconds 

Mobility (m/s) 

Packet Inter-Arrival Time (s) 

Packet size (bits) 

Transmit Power(W) 

Date Rate (Mbps) 

Mobility Model 

10 meter/second 

exponential(1) 

exponential(1024) 

0.005 

11 Mbps 

Random waypoint 
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7  RESULTS 

 
This chapter focuses on result and its analysis based on the simulation performed in OPNET 

modeler 14.5. Our simulated results are provided in Figures (7.1-7.12) gives the variation in 

network nodes while under Black Hole attack. To evaluate the behavior of simulated 

intrusion based black hole attack, we considered the performance metrics of packet end-to-

end delay, throughput and network load. These parameters are already defined in chapter 6 

“performance analysis”.  

 

7.1 Packet End-to-End Delay 

 
Packet end-to-end delay in case of Black Hole attack and without attack depends on the 

protocol routing procedure and number of nodes involved. In Fig. 7.1, delay in case of 16 

nodes for AODV and OLSR is high in case when there is no attack on the network nodes. 

This is because during the Black Hole attack, there is no need of RREQs and RREPs because 

the malicious node already sends its RREQs to the sender node before the destination node 

reply having less delay. Also comparatively AODV shows more delay than OLSR because 

of its route search and reactive nature as explained in chapter 3 “MANET Routing Protocol”.  

 

 

Fig. 7.1 End-to-end delay of OLSR and AODV with vs. without attack for 16 nodes 

         
In case of 30 nodes the delay is 5 percent more as compared to the case of 16 nodes. The 

overall impact of delay on AODV and OLSR is same as it was observed in 16 nodes.  The 

increase in numbers of nodes also increases the difference of delay in AODV in case of 

Black Hole attack with comparison to a simple AODV scenario.  
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Fig. 7.2 End-to-end delay for OLSR and AODV with vs. without attack for 30 nodes 

 
Fig. 7.3 and Fig. 7.4 show the average packet end-to-end delay in presence of a malicious 

node only. 

Fig. 7.3 shows that OLSR has slightly higher delay than to AODV. This is consistent if the 

numbers of nodes are less. However with the increase in number of node an increase in the 

delay of AODV has been observed. In Fig. 7.4, for 30 nodes, AODV show high delay in 

comparison with OLSR. In terms of delay the performance of OLSR improves with the 

increase in number of nodes because of its table driven nature. It maintains up to date routing 

information from each node to every other node in the network.  

 

            
Fig. 7.3 End-to-end delay 16 nodes AODV vs. OLSR with attack 
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Fig. 7.4 End-to-end delay 30 nodes AODV vs. OLSR with attack 

 

7.2 Throughput  

 
From Fig. 7.5, for 16 nodes, it is obvious that the throughput for OLSR is high compared to 

that of AODV. Also in OLSR throughput for the case with no attack is higher than the 

throughput of OLSR under attack. This is because of the fewer routing forwarding and 

routing traffic. Here the malicious node discards the data rather than forwarding it to the 

destination, thus effecting throughput. The same is observed in the case with AODV, without 

attack, its throughput is higher than in the case with under attack because of the packets 

discarded by the malicious node. Similarly in Fig. 7.6 for 30 nodes, the throughput is high 

because of the higher number of nodes but the trend of throughput with attack and without 

attack remains the same as in 16 numbers of nodes. 

 
Fig. 7.5 Throughput of OLSR and AODV with vs. without attack for 16 nodes 
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Fig. 7.6 Throughput of OLSR and AODV with vs. without attack for 30 nodes 

 
Fig. 7.7 and 7.8 show that the throughput of AODV and OLSR in the presence of a single 

malicious node .It is obvious from both figures that OLSR by far outperforms AODV in case 

of both 16 and 30 sources. OLSR being proactive routing protocols makes sure that the 

availability of routing path exists, before routing the traffic. We have observed that the 

higher number of sources gives less difference in throughput as compare to less number of 

sources. This is because the higher the number of sources is the more congestion there is. 

Over all, OLSR ensures consistent routing paths with in the network, helping in lowering the 

delay. As throughput is the ratio of the total data received from source to the time it takes till 

the receiver receives the last packet. A lower delay translates into higher throughput. The 

overall low throughput of AODV is due to route reply. As the malicious node immediately 

sends its route reply and the data is sent to the malicious node which discard all the data. The 

network throughput is much lower. 

 

    
Fig. 7.7 Throughput 16 nodes AODV vs. OLSR with attack 
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Fig. 7.8 Throughput 30 nodes AODV vs. OLSR with attack 

 

7.3 Network Load 

 
The network load graph of OLSR and AODV with and without presence of a malicious node 

has been shown in the Fig. 7.9 and 7.10. The network load of OLSR is much high as 

compare to AODV.  In case of attack OLSR has less network load as compare to without 

attack. In case of 16 nodes the network load of OLSR is 3 times higher in case of without 

attack which implies that it is actually routing its packet to the entire destination properly. 

But under attack it cannot send its packet i.e. packet discarding leads to a reduction of 

network load. 

In case of 30 nodes there is a slight variation in between OLSR with and without attack. This 

is due to the high number of nodes which leads to more increase in routing traffic. However 

AODV show no changes in both cases of 16 and 30 number of nodes. 

 

 
Fig. 7.9 Network Load of OLSR and AODV with vs. without attack for 16 nodes 
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Fig. 7.10 Network Load of OLSR and AODV with vs. without attack for 30 nodes 

 
In case of network load Fig. 7.11 and 7.12 shows that OLSR has a high network load in 

presence of a malicious node as compare to that of AODV. With 16 nodes and 30 nodes 

OLSR has high network load because the routing protocols are able to adjust its changes in it 

during node restart and node pausing. This is different at different speeds, at high speeds the 

routing protocols take much more time for adjusting and afterward sending of traffic to the 

new routes. In case of higher number of nodes AODV react more quickly as compare to 

OLSR which made the difference in network load much wider. As the node began to pause 

and restarts and its mobility after the starting period having more stability make network 

load more pronounced. 

 

              
Fig. 7.11 Network load 16 nodes AODV vs. OLSR with attack 
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Fig. 7.12 Network load 30 nodes AODV vs. OLSR with attack 
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8  COUNTERMEASURES 

 
 
Security is one of the most primary concerns in MANET for the protection of 

communication and security of information. For network operation it is necessary to perform 

routing and packet forwarding. Hence numbers of security mechanisms has been made to 

counter measure the malicious attacks. Mechanisms used for the protection of MANET are 

known as preventive and reactive mechanism. 

In preventive mechanism, authentications, access controls, and encryption techniques are 

involved. While in Reactive mechanism, different schemes like intrusion detection systems 

(IDS) and cooperation mechanisms are used. In case of MANET intrusion is used for 

detection of misuse.  

 

8.1 Mitigation Techniques against Black Hole Attack 

 

The network layer is far more vulnerable for attacks than any layer in MANET. Numerous 

security threats are imposed on this layer [28]. One way is to use secure routing protocol. 

Attack which modifies routing messages can be provoked by the use of source 

authentication. Digital signature, message authentication code (MAC), hashed MAC 

(HMAC) can be used. Up to certain level of security can be attained at network layer in 

internet by the use of IPSec. Authenticated Routing for Ad-Hoc Networks (ARAN) is 

another routing protocol which provides the protection from Black Hole attack where there is 

threat to the changes in sequence number, hop count modification, source routing changes 

and spoofing of destination addresses [27].  

 

8.1.1 Mitigation Solution by Deng  
 

The proposed solution by Deng [27] gives the approach of disabling the reply message by 

the intermediate. This method avoid intermediate node to reply which avoid in certain case 

the Black Hole and implements the secure protocol. This increase the routing delay in large 

networks and a malicious node can take advantage by replying message instead of 

destination node. So for this one or more routes are used by the intermediate nodes which 

replay the RREQ messages to confirm the routes from intermediate nodes and destination 

nodes for sending out the data packets. In case if it does not exist, the reply messages is 

discarded from intermediate node and alarm messages are sent to the network. This method 

avoids the Black Hole problem thus preventing the network from malicious node. The 

message reply from the intermediate is not disabled which increase the routing overhead.  

 

8.1.2 Mitigation by Confirmation Request Message 
 

In [22], the author proposed route confirmation request message (CREQ) and route 

confirmation reply (CREP) in order to avoid Black Hole attack. In this proposal when 

intermediate sends RREPs to the source node its send CREQ to its next hop node in direction 

of destination node. After receiving CREQ, the next hop look for route in its destination in 

cache. If its receive CREP during this time it will confirm the validity of path in RREP and 
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in CREP. Upon matching the source node will recognize the route being correct. Its 

drawback is that it cannot detect multiple Black Hole attacks. 

 

8.1.3 Mitigation by SAODV protocol 
 

The protocol implement in [23] propose Secure Ad-Hoc On-Demand Distance Vector 

Routing (SAODV) which verify the destination node by exchanging random numbers. 

SAODV can effectively prevent Black Hole attack in Mobile Ad-hoc network and maintain 

better routing efficiency. It is better than AODV in terms of security and routing efficiency.  

 

8.1.4 Mitigation by Destination Sequence number 

 
In [25], the author showed that malicious node should increase the sequence number of 

destination to assure the source node of its route. The author proposed a statistics based 

detection for Black Hole which is based on the difference between destination sequence 

numbers of received RREP’s. Its drawback is the false positives approach because of the 

nature of anomaly detection.  

 

8.1.5 Mitigation by checking multiple RREP  

 
The solution proposed in [26] focus on the requirement of a source node to wait unless the 

arrival of RREP packet from more than two nodes. When it receives multiple RREPs the 

source node check that there is any share hops or not. The source node will consider the 

routed safe if it finds the share hops. Its drawback is the introduction of time delay it has to 

wait for the arrival of multiple RREPs before it judges the authentication of node. 
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9 Conclusions and Future Work 

 
Mobile Ad-Hoc Networks has the ability to deploy a network where a traditional network 

infrastructure environment cannot possibly be deployed. With the importance of MANET 

comparative to its vast potential it has still many challenges left in order to overcome. 

Security of MANET is one of the important features for its deployment. In our thesis, we 

have analyzed the behavior and challenges of security threats in mobile Ad-Hoc networks 

with solution finding technique.  

 

Although many solutions have been proposed but still these solutions are not perfect in terms 

of effectiveness and efficiency. If any solution works well in the presence of single malicious 

node, it cannot be applicable in case of multiple malicious nodes. After studying all the 

approaches, our conclusion is that the approach offered by Deng [27] suit well in our 

scenario. The intermediate reply messages if disabled leads to the delivery of message to the 

destination node will not only improve the performance of network, but it will also secure 

the network from Black Hole attack. 

 

In our study we analyzed that Black Hole attack with four different scenarios with respect to 

the performance parameters of end-to-end delay, throughput and network load. In a network 

it is important for a protocol to be redundant and efficient in term of security. We have 

analyzed the vulnerability of two protocols OLSR and AODV have more severe effect when 

there is higher number of nodes and more route requests. The percentage of severances in 

delay under attack is 2 to 5 percent and in case of OLSR, where as it is 5 to 10 percent for 

AODV. The throughput of AODV is effected by twice as compare of OLSR. In case of 

network load however, there is effect on AODV by the malicious node is less as compare to 

OLSR. 

 

Based on our research and analysis of simulation result we draw the conclusion that AODV 

is more vulnerable to Black Hole attack than OLSR.  

Future Work 
 
Wireless Ad-Hoc networks are widely used networks due to their flexible nature i.e. easy to 

deploy regardless of geographic constraints. These networks are exposed to both external 

and internal attacks as there is not centralized security mechanism. A lot of research work is 

still need in this area. We tried to discover and analyze the impact of Black Hole attack in 

MANETs using AODV and OLSR protocols. There is a need to analyze Black Hole attack in 

other MANETs routing protocols such as DSR, TORA and GRP. Other types of attacks such 

as Wormhole, Jellyfish and Sybil attacks are needed to be studied in comparison with Black 

Hole attack. They can be categorized on the basis of how much they affect the performance 

of the network. Black Hole attack can also attack the other way around i.e. as Sleep 

Deprivation attack. The detection of this behavior of Black Hole attack as well as the 

elimination strategy for such behavior has to be carried out for further research. 
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