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Abstract 
_______________________________________________________________________ 

 

 

UDP tunneling can be used to provide seamless services in mobile environments. However 

this scheme only works when both frames are aware of mobility frameworks.  To enable 

communication between a mobility aware users and non-mobile-aware or fixed users, we 

need a translator that able to convert UDP tunneling into conventional communication 

schemes. In order to achieve this goal author is going to design and develop such a service 

that is referred to as a proxy server.  

 

A proxy server establishes a tunnel with a mobile node (already existent) and de-capsulated 

the incoming traffic; this can be either UDP or TCP traffic. Then the proxy server forwards 

the de-capsulated traffic to the fixed node. Similarly the traffic that is then sends form the 

fixed node to the mobile node is encapsulated by the proxy server and forwarded to the 

mobile user over the concerned UDP tunnel. 

 

After the implementation is finished performance evaluation will carried out that analyses 

the overhead introduced by the presence of the proxy server. 
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Chapter 1: Introduction 
 

This chapter will give you an introduction to the thesis and also provides outline of the thesis 

work. 

 

1.1 Introductory vision and research challenge:  

 Seamless communication is an in-detachable part of Telecommunication system. Day by 

day‟s different techniques is invented by researchers and also being implemented by the 

respected organizations or companies. Different techniques are based upon different base. In 

this thesis I am going to describe about one potential solution that can be used for the 

seamless communications system. 

 

Mobility support in the IP network is a very important research topic to the current 

researchers and at the same time it is important to the practical interest groups.  Now days, 

high data rate connections are offered by cellular networks. Wi-fi coverage is almost present 

to office environments.  And use of this technology is increasing more and more in the home 

and in other applicable spots. Another wireless technology like WiMax is used for large scale 

outdoor environments and Bluetooth is for low scale Personal Area Networks (PAN) to 

fulfill the circumstances. (Figure 1.1 shows some cases of using these technologies)  Now 

different multimode devices are able to connect different access technologies of 

wired/wireless at the same time. ‟The capability of moving from an access technology 

network to another network also switch of active connections during the movement is known 

as Vertical Handover.‟ To provide these characteristics to the network, several mobility 

solutions are proposed and implemented in several times considering the OSI layer standard 

from Data Link layer to the application layer. [1]  

 

 
 

Figure 1.1: Use of different wireless technologies [7] 

 

A number of mobility solutions provide solutions for the vertical handover [1] (showed in the 

Table 1.1) in number of protocol stacks. Mobile IPv4 (MIPv4) is proposed by Perkins [2], 

another one Mobile IPv6 (MIPv6) is proposed by Johnson [3] and several development for 

the MIPv4/v6 proposed in several research provides mobility support in the network Layer. 
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Transport Layer is a means to the impact of mobility where enormous work has been carried 

out within the precedent few years on TCP performance improvement with mobility 

enhancement, including enhancement efforts to the UDP for mobile environment in some 

research. In recent times, new transport layer protocols of DCCP and SCTP has been 

proposed for the mobility support. The fundamental idea to enable transport layer mobility is 

to eliminate the network layer dependencies by using migration, indirection, tunneling, multi-

homing techniques etc.  

 

For adding new functionalities and mobility support a new layer is introduced, for which The 

Host Identity Protocol (HIP) [9], is being designed by the International Engineering 

Taskforce (IETF) to provide secure and continuity of communication. Multiple Address 

Service for Transport (MAST), protocol was proposed by Crocker [10] for Internet mobility 

and multi-homing.  

 

To provide mobility in the application Layer, Session Initiation Protocol (SIP) [11] was 

primarily developed by IETF as a multimedia signaling protocol. Dynamic Domain Name 

System (DDNS) [22] and MOBIKE [12] also to proposed to provide different purpose in the 

application layer. 

 

Protocol Layer Mobility Solutions 

Application layer SIP, DDNS, MOBIKE 

A new layer HIP, MAST 

Transport Layer TCP, UDP, SCTP, DCCP 

Network Layer MIPv4, MIPv6, LINv6, 

Link Layer .. 

 

Table 1.1: Mobility Support in different layers. 

 

1.2 Problem Statement:   

An important side of any seamless mobility solution is that it can provide an easy to use 

service that is transparent towards users. Seamless functionality and ease of use can be 

achieved by adding sort of intelligence in the network or in the end user devices. The most 

important point for intelligence needed to be implemented in the end user devices within 

different levels of user of support. 

 

We know some different core network approaches that are used to provide mobile seamless 

communication. Which includes Call forwarding approach as applied in the VOIP system, 

UMA (Unlicensed Mobile Approach), 3GPP (Third Generation Partnership Project) and IMS 

(IP Multimedia Subsystem) technologies. Each of these approaches has different techniques 

to connect the mobile devices with the required network. 

 

At present telecommunications field contains many large networks built in different 

technology range. Network access is needed for a customer when he wants to use a service, 

only one end-to-end path and one network are used,  when yet many other suitable network 

connections are available to the individual user. However an access network has to be 
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distorted due to inadequate signal strength. In various cases the connection is broken first and 

then it re-established via a fresh network. This is nothing but wastage of time and is not 

convenient to the user. In order to get a better service and more proficient use of network, 

switching from one network to another network should be made seamlessly, whereas 

connection is maintained at the equivalent level of quality-of-service (QoS). 

 

Without special necessities services like, Virtual Private Network (VPN) or Live Video 

Streaming or any similar services disrupted during movement from one wireless network to 

another network. A manual involvement by the user is needed often to continue the service. 

A requirements evaluation led to the ending that solutions within single layers are not able to 

accommodate all users. Different network solution architecture has been applied [Seamless 

Service Continuity between Wireless Networks] to offer a solution that can be consistently 

deployed on any network. Mobility provisions can be implemented when both ends are aware 

about the mobility or status of the user, but it is difficult to implement when one end or both 

are not aware of the mobility. For the transport layer mobility management as mentioned 

above, UDP tunneling can be used to provide seamless service in mobile environments. 

However this scheme only works when both ends are aware of the mobility frameworks. 

Also UDP tunneling can be implemented as a user-centric framework in contrast to UMA, 

3GPP or IMS.  

 

1.3 Scope of the thesis: 

In order to enable communication between mobility aware user and non-mobility aware users 

or fixed users, we need to use a translator that enable the network to convert UDP tunneling 

into conventional TCP based communication scheme. In order to achieve the goal we are 

going to design and develop such a service that is referred to as a proxy server.  

 

1.4 Outline of the thesis: 

This thesis organizes as follows. In chapter 2, Initially I overview on the related literature 

background, that is necessary to understands the basics of the thesis and also present an idea 

about from where the problem originated. And in the subsequent second part I‟ll present 

some related work that was done in different places and how much they succeeded and 

solved on their research. Later on I shall make a comparison between our work and those 

works. In chapter 3, I present the requirements to fulfill the experiment and implementations 

of my proposed network system including an architecture and design of the system which is 

followed by the Implementation and Testing. I describe a graceful description of 

performance that I observed during my emulation with short analysis on results. Finally a 

summary of the thesis and potential future work is provided in the Chapter 5 as Conclusion 

and Future Work.  
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Chapter 2: Background and Literature Review 
 

 

2.1 Overview: 

 
In order to communicate through the internet several number of protocols are needed to run 

on the both ends of hosts and routers, that utilizes a five layer architecture (showed in a the 

figure), where TCP (Transmission Control Protocol), UDP (User Datagram Protocol) and IP 

(Internet Protocol) fulfills the fundamental required elements of the architecture, that is 

referred as a TCP/IP stack. (Figure 2.1represents a TCP/IP stack)  

 

Most functions of the TCP/IP protocol stack from Physical layer to Transport layer are 

implemented in different OS kernels on hardware devices. In the user application daemon 

programs are being implemented for application layer protocol and acts as the interfacing of 

the transport layer to enable using network services.  The transport layer ensures end to end 

transport of data or delivery service. TCP provides us end to end connection oriented service 

that enables for reliability, flow control, fragmentation and congestion control, while UDP 

provides basic network functions but unreliable datagram service. Network layer provides 

routing for data delivery from source node to destination node across different type‟s 

networks or within same network. Network topology, physical addressing, error notification 

flow control and sequencing of frames between neighboring nodes are handled by data link 

layer. The electrical/digital characteristics are deals with physical layer, which is the layer 1 

for OSI reference model. 

 

 

 
 

Figure 2.1: TCP/IP stack [1] 
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2.2 Mobility Management architecture based on Proxy: 

 
An approach that supports continued data connection for the mobile users uses proxy server. 

Where the proxy is directly connected to a mobility-aware router (MAR), which is a router 

with the functionalities related to mobile management. And MAR is connected to various 

wireless access networks. We can view the proxy and mobility aware router as a single and 

combined entity although both can be physically separate pieces of equipment. The main 

point here is that all types of traffic that coming and going out from the proxy, must have to 

pass through the MAR. For instance, the MAR act as a gateway for the subnet of the network 

where the proxy is located. The proxy handles the traditional proxy server‟s functionality 

such as caching, transcoding etc, and which can be completely unaware about the mobility of 

the client.  Rather MAR handle all routing related functions and mobility management and 

provides always a ‟static‟ location of clients to the proxy application layer.  

 

2.3 Integrated network Architectures based on proxy: 
 

Different mobile terminals are allowed to move between WLAN and macrocell within 

integrated network environment. Since both of these types of network using its own IP 

directions or IP addresses for routing, there is a need for a system that is able to maintain data 

flow or connection between the mobile terminal and servers, regardless of the actual 

networks that is serving. Traditional mobility management schemes as like as Mobile IP that 

reside of the protocol stack. Therefore it is requiring some significant changes on the mobile 

side which has prevented the widespread development of such mechanisms [5].  

 

2.4 Mobility:  
 
There are different types of mobility. Some common examples of mobility include mobility 

of users, data, software for agents and applications or hardware terminals. Here in this thesis 

I focus on the mobility of data flow. Flow mobility refers to the movement of individual 

flows to another interface or to another node. 

 

2.4.1 Mobility management:  

 

Mobility management is one of the fundamental functionality of a GSM or UMTS networks 

that enables cellular phones to work. The main purpose of mobility management is to track 

the subscriber‟s locations and subscribers and allowing them to make calls, send and receive 

SMS‟s and other mobile phone services to them. Mobility management protocols works with 

the movement of terminals and data flow.  There are different types of mobility management 

solutions available that provides mobility at different layers of the protocol stack. Some of 

them are MIP (Mobile IP), SIP (Session Initiation Protocol), SCTP (Stream Control and 

Transmission Protocol) and IMS (IP Multimedia subsystem) [14]. 

 

2.4.2 Terminal Mobility:   
 

Terminal mobility management is the management of mobile nodes (MN) those are 

connected to network. Here we can differentiate between a mobile and a portable device, 
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where portable devices are always disconnected from the network while it is moving, on the 

other hand mobile devices maintains connectivity during the movements between networks. 

A portable device connects to a foreign network to act as a client for access services on the 

internet, which only requires service support of local DHCP. But if it is requires full access to 

services then adding to a home network or virtual private network (VPN) [15] can provide a 

good solution. 

 

When devices are mobile, then it is requires to meet some other requirements. For example, 

if we require support for ongoing sessions or reach ability during movements, one solution to 

manage the nodes and to make those reachable to other nodes is Mobile IP (MIP) [16]. It also 

solved the problem with double requirements of IP address at the network layer. And 

solution for mobility is Session Initiations Protocol (SIP) [11], which is able to handle 

terminal mobility at the application layer. 

 

2.5 Proxy Server:  
 

A proxy server is an application program or a computer system that acts as a server in the 

computer networks, as an intermediary of client‟s requests seeking different resources from 

other servers. A client connects to a proxy server with the request of different services like 

such as web page, a file or any other services that available from different servers. A proxy 

server evaluates a clients request according to its filtering rules, such as it can filter the traffic 

according to any protocol or by IP address. If the filter validates any clients request then it 

provides the resources available to clients by connecting to the appropriate server and also 

requesting the services on behalf of the clients. Sometimes a proxy server can alter a clients 

request and provides the services to the clients without contacting to the specified servers. 

For this requirement, it caches previous responses from the remote server and responses to 

the clients for subsequent requests directly without contacting the remote server. 

 

2.5.1 Potential purposes of the proxy server: 

 

 To keep the computers anonymous behind the other systems. 

 It speeds up access to web sites. Web proxies are generally used to keep the web 

pages saved in the cache from the web servers those are recently visited. 

 To control the access policy to different web sites by blocking any undesired sites. 

 To keep log in/out and usage information of users of an organizations. 

 To scan unwanted items during transmission [17]. 

 

2.6 Types of Proxy servers: 

 
Different types of Proxy servers are available: 

1. Caching proxy server. 

2. Web proxy. 

3. Content filtering web proxy. 

4. Anonymizing proxy server 
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5. Hostile proxy server. 

6. Intercepting Proxy server. 

7. Forced proxy server. 

8. Open Proxy server. 

9. Reverse proxy server. 

 

Functions of different proxy servers: 

 

2.6.1 Caching proxy servers:  
 

A caching proxy server is used to accelerate the client‟s requests by retrieving previously 

requested contents made by other clients or even by that individual client. It keeps caching 

copies of all frequently requested resources and allows any organizations to reduce upstream 

traffic and bandwidths as well as costs, while significantly increases the overall performance. 

Most large organizations and ISPs uses caching proxies for these purposes. 

 

2.6.2 Web Proxy:  

 

A proxy that concentrated on Internet traffic is known as web proxy. The main purpose of 

web proxy is to serve as a web cache. The web proxies controls the blacklisted web sited thus 

it does the content filtering. It is used in any organizations, libraries, schools or anywhere 

else, where content filtering is desired. Some web proxies does the reformation of web pages 

to make those pages compatible to different devices like PDA, iPAD, mobile phones. 

 

2.6.3 Anonymizing proxy server:  

 

These type of proxy server does the web surfing anonymized to the outer internet world by 

using different anonymiser. During the clients communication to the web servers proxies acts 

as client to the web servers. 

 

2.6.4 Hostile proxies:  

 

Some proxies can be used to analyze all the surfed web pages and all the password and forms 

given to the sites, which are known as hostile proxies. For these reasons when anyone giving 

any password or secured data then secured shell should be used to protect the protect data. 

 

2.6.5 Tunneling proxy servers:  
 

A tunneling proxy server is a program method used for defeating blocking policies. By using 

tunneling proxy server some people can view those web sites, which are particularly blocked 

to that individual or individual group of users. By other words tunneling proxy servers 

implements bypass policies.  

 

A tunneling proxy server can be a web based page that takes a user to a site that is blocked 

and “tunnels” it, allowing that user to view blocked pages. A very good example is „elgooG‟, 
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which allowed Chinese users to use Google after it had been blocked there for some time. 

elgooG diverges from most tunneling proxy servers in that it avoids only one block. Students 

in some places are able to access blocked sites that includes games, chat rooms, offensive 

materials, messengers, social networking, and internet pornography through a tunneling 

proxy server. As sooner filtering software blocks the tunneling proxy servers. However, in 

some cases the traffic may still intercept to the tunneling proxy servers. The people, who 

have been blocked from a web-site, can also use a tunneling proxy server. 

 

Another use of a tunneling proxy server is to allow access to country specific services, so that 

internet users from other countries may also make use of them. An example in country 

restricted reproduction of media and web casting.  

 

Tunneling proxy server‟s use is usually safe with the exception that tunneling proxy server 

sites that run by third party can be run with some hidden intensions, such as accumulating 

personal information and as a result users are typically advised against running personal data 

and information such as credit card numbers or passwords throughout a tunneling proxy 

server. 

 

In some network configurations instances, clients attempting to access the proxy server are 

given dissimilar levels of access privilege on the ground s of their computer location or even 

the MAC address of the NIC card. Nevertheless if one has access to a system with superior 

access rights, one could make that system as a proxy server in order to other clients to utilize 

accessing the original proxy server, as a result alerting their access privileges. 

    

2.7 NAT (Network Address translator):  
 

Network address translator is a method of converting computer address information into IP 

datagram packet headers during transition across a routing device for traffic in order to remap 

an assigned address to another. 

 

Now days, NAT is used together with IP masquerading that usually hides private IP 

addresses that have an entire address space for each behind a public IP address that is known 

to all. These overall mechanisms are implemented in a routing device that usually does the 

stateful translation of the network addresses by using network address table and hides all 

private addresses by adding a public address to the packet header as how it seems that it 

originates from the routing device. In the reverse communication path, all the responses from 

outside are mapped back to IP address, from where it was originated by using the rules that 

stored in the translation tables.  

 

At present, most of the systems using NAT for the purpose of enabling multiple hosts within 

a private network to use Internet for one IP address. But NAT breaks originally conceived 

end-to-end IP connectivity model via Internet and enters the complications of communication 

between the hosts and also affects performance.  

 

NAT blurred the internal network structure, all the traffic coming from inside network seems 

to be coming from gateway router. Network Address Translator is involved with re-writing 
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and translation of the source or destination IP addresses, usually TCP & UDP port numbers 

also changes as they passes through NAT. Checksums of TCP, IP and UDP packets must be 

rewritten also to take into account the changes.   

 

2.7.1 NAT and TCP & UDP: 

 

“Pure NAT”, working on IP alone, may or may not properly parse protocols that are entirely 

concerned with IP information, such as ICMP, based upon whether the payload is interpreted 

by a host on the “outside” or “inside” of translation. As soon as the protocol stack is 

ascended, even with such primary protocols as TCP and UDP, the protocols will break unless 

NAT takes action afar from the network layer. 

 

Checksum is available in every packet header of IP, which provides error detection only for 

the header. IP datagram‟s may become fragmented and it is essential for a NAT to 

reassemble these fragments to allow correct recalculation of higher level checksums and 

correct tracking of which packets belongs to which connection.  

 

The key transport layer protocols such as TCP and UDP have a checksum which covers all 

the data they carry, as well as the TCP/UDP header, also a ‟pseudo-header‟ which contains 

the source and destination IP addresses of the packet that carrying the TCP/UDP header. To 

successfully pass TCP or UDP, an originating NAT must be recomputed the TCP/UDP 

header checksum that based on the IP addresses that is translated, not the original ones, and 

put that checksum into the TCP/UDP header of the initial packet of the fragmented set of 

packets. The IP checksum on every packet must be recomputed by the receiving NAT when 

it passes to the destination host and it also recognizes and recompute the TCP/UDP header by 

using the retranslated addresses and pseudo-header. This is not an entirely solved problem. 

One solution is for the receiving NAT to reconstruct the entire segment and then recompute a 

checksum that is calculated across all packets. 

 

2.7.2 An IP datagram structure:  

 

32 bits 

0 4 8 16                                                                                   19  31 

Version IHL Type of 

service 

Total Length 

Identification Flags Fragment Offset 

Time To Live Protocol Header Checksum 

Source IP Address 

Destination IP Address 

Options Padding 

 

Figure 2.2: IP datagram structure. [18] 
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2.7.3 How TCP works? 

 

TCP is short form of Transmission Control Protocol. Various parameters make sure that a 

TCP transmission is reliable and flow controlled, and that the connection is maintained. 

Think of TCP as a circuit, where the connection is made and maintained until purposely shut 

off. If something goes wrong, feedback loops of TCP, re sure the flow or terminates the 

connection safely. TCP flows in both directions.  

 

A TCP frame structure: 

 

 

32 bits 

 

    <  ------------16-------------  >  <  ----------16 ----------  > 

4 6 6 8 8 

Source Port Destination Port 

Sequence number 

Acknowledgement number 

Data 

Offs

et 

Reserved Control Bits Window 

0 1 2 3 4 5 

Checksum Urgent Pointer 

Options Padding 

Payload(data) 

 

Figure 2.3: A TCP frame structure [19]. 

 

A TCP packet may ensure the following: 

 

 Does the connection ok? 

 Is there any packet lost? 

 Seven part of a packet sent or not? 

 Any duplication of packets during sending and reception. 

 Does the packet arrive late? 

 Transmission is acknowledged or not? 

 Is there any error? 

 Resend the packet or resend is ok? 

 Disconnection between sender and receiver is ok? 

 

2.7.4 How UDP works? 

 

UDP is a user datagram protocol. Since a „sends and forget‟ protocol, UDP does not 

guarantee that a reliable and precise transmission has taken place. The sender sends a 

datagram packet after it turns to the next packet. There is no connection handshake to notify 
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that packet is on its way and does not try to tell the receiver how many packets are coming 

next. The receiver does not acknowledge receipt or inform the sender of errors. After one 

way transmission of data, the connection ends. Unlike TCP, UDP is not full duplex, 

significance data cannot flow liberally among sender and receiver. 

 

UDP is often referred to as of alternative to TCP (Transmission Control Protocol). It is 

sometimes termed as UDP/IP, when combined with IP (Internet Protocol). Similar to TCP, 

UDP also uses Internet Protocol to attain messages from a data unit, more generally known 

as data grams, in contrast to TCP, it does not put forward the service of diving message into 

packets and managing them. To be more precise, UDP guarantees the sequencing of 

incoming data packets. This is why, the program or device using UDP is responsible for 

making sure messages are received in completely and in the accurate order. UDP offers two 

services not provided by Internet Protocol.   

 

 Port number that help to differentiate requests from different users. 

 And a checksum features includes to ensure that data has arrived whole. 

A UDP frame structure 

 

32 bits 

15  31 

Source Port Destination Port 

Length Checksum 

Payload(data) 

 

Figure 2.4: A UDP frame [19]. 

 

2.7.5 ICMP packet structure? 

 

                                            8                       16                                                   32 

Type Code Checksum 

Identifier Sequence Number 

Data 

 

Figure 2.5: ICMP packet header [19]. 

 

2.8 GRE: 

 
GRE: Generic Routing Protocol (GRE) is a tunneling protocol developed by Cisco. That can 

encapsulate a wide variety of network layer protocol packet types inside IP tunnels creating a 

virtual point to point link to Cisco router at remote points over an IP internetwork.  

 

A GRE tunnel interface appeared to as it is configured and it holds up as a valid and up 

tunnel source address or interface. The tunnel destination IP addresses have to be routable 

also. It is true if the opposite side of the tunnel has not been configured. It means that a static 
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route or policy based routing (PBR) forwarding of packets through the GRE tunnel interface 

left over effect even despite the fact that the GRE tunnel packets do not arrive at the other 

end of tunnel. GRE IP tunnel packets preserve to be built within another GRE IP tunnel 

packet. 

 

GRE is the reason of data packets that go throughout the GRE to be black holed although an 

alternative route that uses PBR or floating static route through another interface potentially 

exists. Keepalives on the GRE tunnel interface are used for solving this issue by the same 

way as keepalives are eventually used on physical interfaces.  

 

2.9 What is VPN? 

VPN: Virtual private network (VPN) is a type of private data network which enables us to 

use the public telecommunication network infrastructure, such as internet and maintains 

privacy through using tunneling protocol and security procedures. A VPN can be adverse 

with a system that is retained or leased lines which can be used by only one company or 

organization. The main principle of a virtual private network is to provide the organization or 

company the same capabilities as private leased lines can provide but at much lower cost by 

using the available shared public infrastructure.  

Telephone companies have provided private common resources for voice messages for a long 

time. A virtual private network enables it to have the same, protected sharing of public 

resources for data. Companies and organizations are looking today‟s to use a VPN for both 

extranets and wide-area intranets.  

 Public or Shared Connection Like Internet

VPN Connection

Logical Equivalent of VPN 

connection

 

Figure 2.6: VPN connection between two computers. 
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There are several ways we can create Virtual Private Network.  Some of the techniques are: 

 

2.9.1 IPSec (Internet Protocol Security):   

IPSec (Internet Security Protocol) is a standard-based security protocol that was designed for 

the IPv6. Now days it is widely used with IPv4. Layer 2 Transport Protocol (L2TP) works 

frequently within IPSec protocol. 

 

2.9.2 SSL/TLS (Secured Socket Layer/  

2.9.3 Transport Layer Security):   

SSL/ TLS can tunnel en entire network‟s traffic within this protocol. And it is already 

implemented in the OpenVPN project. An SSL client can connect and works fine from those 

locations where IPSec runs into troubles with NAT and some firewall rules. 

 

2.9.4 SSH (Secured Shell):  

VPN -- OpenSSH protocol provides VPN tunneling in order to secure remote inter-network 

link or connections to a network. Port forwarding should not be confused with it. OpenSSH 

server gives limited number of simultaneous tunnels and the VPN feature of OpenSSH does 

not support personal authentication. 

 

2.9.4 Different company owned VPN protocols are: 

 

DTLS (Datagram Transport Layer security): DTLS protocol is used in the Cisco‟s next 

generation VPN products. 

 

SSTP (Secured Socket Tunneling Protocol): Microsoft Introduced this Protocol for 

Windows Server 2008 and Vista Service Pack 1. 

 

MPVPN (Multi Path Virtual Private Network): Regula Systems Company owned the 

registered trademark of this protocol. 

 

2.10 Tunneling:  

Tunneling is a technique or method used to exchange data between two networks securely. 

All the data that are to be transferred have to be fragmented into packets or frames of smaller 

sizes, and then it is transferred through the tunnel. This process is little-bit different than the 

normal data transfer between nodes. Every frame must be encrypted and encapsulated with 

additional layer of tunneling; also same procedure applies for the routing to the right 

direction. Then the data is decrypted in the destination and later sent to the desired 

destination node.  

 

A Tunnel is a secure but logical path between two source and destination within network 

endpoints. During the communication, data is encrypted in the source and decrypted in the 

destination. The encryption and decryption process will be continued as long as the tunnel 

exists between two endpoints. 

http://en.wikipedia.org/wiki/OpenSSH
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2.10.1 How tunneling works? 

 

There are two types of VPN tunneling available. Those are PPTP (Point to Point Tunneling 

Protocol) and L2TP (Layer 2 Tunneling Protocol). These protocols are nothing but local 

logical sessions between two endpoints. In order to communicate the VPN type must be 

determined and negotiated in the endpoints. Either PPTP or L2TP, the configurable 

parameters like encryption, address assignment and compression must be configured in order 

to get the best security during the transmission over the public network like internet. The 

connection is created, terminated and maintained by using any tunneling management 

protocol.  

 

Once the tunnel is created and data being sent or received, the client or server can send or 

receive data until tunnel is exists between them in the internetwork. Data transfer between 

the client and server depends upon the protocol used for the tunneling. As for example, 

whenever a client want to send a data or payload to a tunneling server, then server adds a 

payload to each packet, which contains routing information of the packet. That payload 

information is verified in the destination server and after the verification the packet is 

forwarded to the destination node or client or server.  

 

2.10.2 Point to Point Protocol (PPP): 

 

It is very important to examine Point to Point Protocol, because both PPTP and L2TP are 

dependent upon PPP. Therefore it is more important to examine PP more closely. Initially 

PPP was designed for the dialup and dedicated connection. If data transferred by using PPP 

connection, then data packets must be encapsulated within PPP frames that going over PPP, 

after that encapsulated packet is sent to the destination dial-up PPP server. 

 

2.10.3 Point to Point Tunneling Protocol (PPTP):  

 

PPTP encapsulates PPP frames into IP datagram to transmit them over the IP internetwork 

such as internet. Point to Point Tunneling Protocol also used to make router to router 

communication and remote access.  This protocol can works over TCP port for tunneling 

management and GRE (Generic Routing Encapsulation) protocol to encapsulate PPP frames, 

later which can be sent through the tunneling. Encryption and compression of data depends 

upon the configuration done for the tunneling. 

 

2.10.4 Layer 2 Tunneling Protocol (L2TP):  

 

L2TP protocol is used with the combination of Layer 2 Forwarding (L2F) and Point to Point 

Tunneling Protocol (PPTP). L2TP encapsulates the IP frames and sent over X.25, ATM 

(Asynchronous Transfer Mode), FR (Frame Relay) networks. It is said that tunneling through 

L2TP protocol is the safest way of data transmission now days that is able to encrypt and 

encapsulate the data as it is required to protect the data from being altered by intruders. 

 

2.11 IPSec communication modes:  



28 
 

IPSec is a protocol suite that secures network connections. It has two mode of 

communication. 

 

2.11.1 Transport mode:  
 

It is used to protect the end-to-end communication between two hosts. Authentication and 

encryption are used individually or together as a protection method for transfer mode rather it 

is not a tunneling protocol. Usually it does nothing with traditional virtual private network. 

This mode simply makes a secured IP connection. 

 

2.11.2 Tunnel Mode:  

 

More familiar VPN functionality is formed by tunnel mode. Whether entire IP packet is 

being encapsulated and delivered through the tunnel to the destination. As transferred mode it 

also seals the IP packet with Integrated Check value for authentication of the sender and 

prevents any modification during transmission. Rather it encapsulates the whole IP header as 

well along with the payload which allows the source addresses and destination addresses to 

be different from encompassing packets. And it allows forming a tunnel.    

 

2.11.3 Benefits of IPSec Tunneling: 

 

1. Tunneling implemented using IPSec on any networking system provides strong 

security to all traffic crossing across the perimeter. 

2. IPSec implemented on any firewall make it resistant to bypass as all traffic from the 

outside must use IP, and that firewall is the only means of entrance to the 

organizations network and to the internet from the organizations network. 

3. IPSec works on Layer 4, Transport Layer and it is transparent to all user application 

and user. There are no requirements to change in the user application and server 

systems for IPSec implementation. 

4. As it is transparent to the end users, training to users and security mechanism are 

necessary. 

5. IPSec is able to provide security on individual user levels. For sensitive application 

setup can provide secure virtual sub network within an organizations.  

 

2.12. IPSec Implementations: 
 

There are several IPSec implementation exists based on operating systems and platforms. 

Racoon and OpenSWAN got much popularity. 

 

2.12.1 Racoon:  

 

Racoon is also an IPSec implementation for linux. It is a IKE (ISAKMP/Oakley) key 

management daemon for automatically keying IPSec connections. 
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It speaks the IKE (ISAKMP/Oakley) key management protocol, to establish security 

associations with other hosts. The SPD (Security Policy Database) in the kernel usually 

triggers raccoon. Racoon usually sends all informational messages, warnings and error 

messages to syslogd(8) with the facility LOG_DAEMON and the priority LOG_INFO. 

Debugging messages are sent with the priority LOG_DEBUG. We need to configure 

syslog.conf appropriately to see these messages [26]. 

 

2.12.2 Openswan:  

 

Openswan is an implementation of IPSec for Linux Operating System and is licensed under 

the GPLv2 with some modules having a different (BSD) license.  Openswan supports 

different kernels like, kernel 2.0, 2.2, 2.4 and 2.6, and runs on many different platforms, 

including x86, x86_64, ia64, MIPS and ARM. Openswan is an Open Source software 

package, and as such anyone can become a developer. It is welcomed patches for bugs, new 

functionality and modifications that developers in the openswan community contribute [27].  

 

2.13 Related Works:   
 

Proxy server systems execute wireless adaptation is being used extensively. There are 

numerous research work has been done to solve different problem related to mobility 

management provisions given by proxy server. A proxy server system is proposed by [4], 

where “multiple proxy servers that are distributed geographically. As a MH moves from a 

cell that is served by one proxy server to another cell that is served by another proxy server, 

the MH and two proxy server must exchange some data to provide seamless services to the 

MH.”[4] 

 
Figure 2.7: Single and multiple proxy server system [4]. 

 

In another paper [5], a proxy based mobility management scheme is presented.  “That takes 

advantage of the existing proxy supports in the network applications to maintain network 

connection during handoff. More specifically, a mobility aware router that is coupled with 

the proxy is able to detect the network change of the mobile host and forward the packets 

based on the mobile‟s current IP address.” The major advantage of the scheme is that it 

necessitates little change in the client; therefore it is easier to implement. Since it depends on 
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the availability of the proxy support, applications without such supports will not be able to 

take advantage of this architecture. 

 
Figure 2.8: Integrated Network Architecture using coupled MAR and Proxy Server. [5] 

 

UPMT [6], is a solution proposed for an application level mobility management solution as 

named Universal Per-Application Mobility management using tunnels. Which targets all 

types of application that using both TCP and UDP. This solution introduces different 

transport method based on a set of tunnels between the MH (Mobile hosts) and AN (Anchor 

node). The Anchor node provides a virtual NAT services to the MH across the set of access 

networks and physical NAT boxes. However, it is possible to interact with all legacy hosts 

and application. [6]  

 

2.14 Comparison of my work:  
 

My idea to work on mobility management proxy server came from paper given above about 

proxy based mobility scheme and UPMT. From the first research paper [4] we can get an 

idea of the system. And the technique to connect mobile node with fixed node by using UDP 

tunneling we got from UPMT project. For this project authors didn‟t provide any 

performance analysis of their proposed system as how it can work on real-time purposes. In 

this paper we have designed and real implemented the proxy server and tested its 

performance how it could work on real application of the communication system also we 

want to test the suitability of the proxy server for real-time purposes.      
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Chapter 3: Design and Implementation 
 

3.1 Proposed system: 

 
UDP tunneling can be used to provide seamless services in mobile environments. However 

this scheme only works when both frames are aware of mobility frameworks. To enable 

communication between a mobility aware user and non-mobile-aware or fixed user we need 

a translator that able to convert UDP tunneling into conventional communication scheme. In 

this chapter we are going to describe about design and implementation of such a service that 

is referred to as a proxy server. 

 

3.2 System architecture: 
 

Creating a system in-house has a lot of pitfalls. Major thing is to the fact related to design, 

implementation and support of platforms and the hidden cost related to it must be brought out 

into account. Just because, a free software piece doesn‟t represent, its deployment in 

production purposes is free [20].  

 

Integration of the nodes, large scale production and maintenance of the nodes should get a lot 

of attention to get an effective system within projected budget constraints [20].  

 

The major consideration in the design of mobility management proxy server, have simplicity 

and security. I will elaborate these two issues and find out the contact on the design of the 

operating environment.    

 

3.2.1 Simplicity and Reliability: 

 

There are many reasons for maintaining a low platform complexity.  

 It is difficult to verify and control a complex design. It makes maintaining the 

security stance of the platform after its primary roll-out will be difficult. 

3.2.2 Operating System:  
 

From the earlier stage of our project, we wanted a platform that is able to accommodate tools 

for remote monitoring and management. It is required to function in residential environment, 

where always it is not necessary to have a monitor, keyboard and mouse. To fulfill the 

requirements UNIX or UNIX like systems are the best option as operating system. So we 

choose to work with the most popular UNIX based Linux distribution Ubuntu 9.04 for few 

other reasons also: 

 

 It is easier to make secure communication using IP security protocol (IPSec) and 

it is supported by making tunnels. And it is done in kernel level networking of the 

system. The mechanisms and encryption techniques are transparent to the 

applications.    
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 As like as other UNIX based systems, large number of programs like tcpdump, 

ssh, IPSec, racoon, ipsec-tools etc. are supported by Ubuntu. 

 Very good security system. It is very friendly to work with graphical interface. 

3.2.3 IPSec:  
 

IPSec is a protocol suite which provides authentication, encryption and integrity checking 

within the network layer. We have employed IPSec with tunnel mode and transport mode to 

connect with the proxy server. But here I am going to discuss only about tunnel mode as 

shown in the Figure 3.1. IPSec tunnel mode consists of encryption and encapsulation of an 

ordinary IP packet within IPSec packet. Since the main packet is encrypted, the internal 

structure of the virtual private network is very secured and concealed from almost intruders 

[7]. 

 

 
Figure 3.1: IPSec tunnel between two LANs over the public Internet [7]. 

 

3.2.4 Implementation requirements:  
 

Ideal test bed for mobility management proxy server can be implemented in real scenarios. 

Where two different private networks of 192.168.0.0/24 and 192.168.1.0/24 (for example) 

needed to be implemented in two different places and they are connected to the internet 

through a gateway or a router. 

 

3.2.5 Hardware and Software Requirements:  

 

1. Two routers or gateways. 

2. Both with Ubuntu 9.04 server edition. 

3. Another PC with Ubuntu 9.04 server/desktop edition.  

4. NAT-Traversal enabled implemented on one server side. (whereas NAT-T can be 

implemented on each side of the server ) 
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5. IPSec, racoon, ipsec-tools or OpenSWAN packages on two gateways. 

 

3.3 Implementation:   
 

We have implemented the proposed system in the VirtualBox and all the nodes are 

implemented as guest.   

 

As a root, following commands are given 

apt-get install openswan racoon ipsec-tools 

 

First OpenSWAN, racoon, ipsec-tools packages are installed on the both ubuntu servers, 

where first server has 192.168.0.200 IP address and second server has 192.168.0.201 IP 

address. And we have created ESP tunnel for VPN within IPSec between them [] (For 

configurations see Appendix). 

 

3.3.1 Sample configuration of SPD at the proxy server end: 

 

spdadd 192.168.0.200 192.168.0.201 any –P out ipsec 

esp/tunnel/192.168.0.200-192.168.0.201/unique; 

spdadd 192.168.0.201 192.168.0.200 any –P out ipsec 

esp/tunnel/192.168.0.201-192.168.0.200/unique; 

 

3.3.2 Sample configuration at the mobile end: 

 

spdadd 192.168.0.201 192.168.0.200 any –P out ipsec 

esp/tunnel/192.168.0.201-192.168.0.200/unique; 

spdadd 192.168.0.200 192.168.0.201 any –P out ipsec 

esp/tunnel/192.168.0.200-192.168.0.201/unique; 

 

3.3.3 IPSec parameters specification: 

 

Internet Key Exchange (IKE) [21] is the Internet Key Exchange protocol. It does mainly the 

following three tasks:  

 

1. It provides the end points of the network to authenticate each other. 

2. IKE establishes new IPSec connection by creating SA pairs. 

3. It manages existing connections. 

The IKE parameters that are used in our implementation are: 

 

Endpoint identification: IP addresses (192.168.0.200 and 192.168.0.201) are used to 

identify the end points. 

 

Tunnel/Transport mode: IPSec tunnel mode used to decrypt/authenticate and to extract 

those data from the tunnel and pass it to the desired destination.  
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Main/Aggressive mode: We have selected both aggressive and main mode for IKE 

negotiation operation.  

 

IKE encryption: AES encryption algorithm is used in the IKE negotiation. 

 

IKE DH group: The Diffie-Hellman group 2 is used for key exchanges in IKE that requires 

1024 bits of memory.  

 

IKE authentication: We used SHA1 IKE authentication algorithm for IKE negotiation 

 

IKE lifetime: IKE lifetime is 1 hour. 

 

Local and Remote networks/hosts: Local and Remote networks are 192.168.0.200 and 

192.168.0.201 or vice versa. 

 

Remote gateway: The remote security gateway that is responsible for doing decryption and 

authentication. Here both ends are works as the gateway.  

 

IPSec protocol (ESP/AH/both): For data processing in the tunnel ESP (Encapsulating 

Security Payload) is used because this protocol is able to provide encryption, authentication 

or both. 

 

IPSec DH group: Diffie-Hellman group hmac_sha1 is used as IPSec DH group. 

 

IPSec authentication method: pre_shared_key is used to authenticate between the ends of 

the tunnels. 

 

IPSec lifetime: Total VPN life time is set to 24 hours by IPSec lifetime. 

 

3.4 How Does a Virtual Private Network Work through the tunnel? 
 

During the transmission of a data packet from a sender it is sent through a gateway or a 

router. An Authentication Header (AH) is added to the packet for authentication and routing 

purposes. Then data is encrypted by enclosing an Encapsulation Security Payload (ESP), 

which leads to constitute the decryption and handling instructions at the other end. The 

receiving VPN router receives the header information and decrypts the data afterwards routes 

it to the anticipated destination or any other node of a network [22]. 
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An IP packet is encrypted and authenticated in the IPSec tunnel as following figure: 

 
Figure 3.2: ESP authentication and encryption to an IP packet [22]. 

Both encryption and authentication of the IP packets are done by the Encapsulating Security 

Payload (ESP) protocol. This protocol inserts ESP header later than the original IP header in 

tunnel mode. It is inserted after the outer header but before original IP header. After ESP 

header all the data in the IP header is encrypted and authenticated [22].  

 

Maintaining such a sharp security level, an attacker have to decrypt the packet as well, where 

as interception to the packet is not sufficient. To attack between a server and a client, 

intruders need to employ someone in the middle who has access to the least one of the 

private keys used to authenticate the sessions. VPN employs multiple layers of authentication 

and encryption mechanism in order to maintain the security. And these are the secure and 

effective way of connecting multiple remote nodes to play the role of combined intranet with 

the proxy server.  

 

3.5 How Mobility Management Proxy Server works? 
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Internet Internet

Mobility Aware User
Non Mobility Aware 

user or Fixed user.Mobility management Proxy 

Server

 

IKE sharing by Sender

Key and acknowledged and accepted by Proxy

Connection Established

Tunnel Established between two nodes

Communication Established Between Mobility Aware user and non mobility aware user

IP packets are authenticated and 

encapsulated here
IP packets are authenticated and 

de-capsulated here.

 

 

Conventional Communication System

 
Figure 3.3: Total Mobility Management Proxy Server System. 

 

3.5.1 Mechanism:  
 

In order to enable seamless communication between mobile node and a proxy server, the 

following steps are occurred: 

 

Step 1:  A mobile node that is already existent and known by the proxy server, exchange IKE 

between the mobile node and proxy server. The proxy server includes a network address 

translator (NAT). The proxy server node and NAT creates together with a mobility 

management proxy server.  

 

Step 2: The key is being acknowledged and accepted by the Proxy server. 

 

Step 3: Connection between two nodes established. 

 

Step 4: Followed by the connection UDP tunnel established between mobile node and proxy 

server.  

 

Step 5: A proxy server establishes a tunnel with a mobile node (already existent) and de-

capsulate the incoming traffic; this can be either UDP or TCP traffic. Then the proxy server 

forwards the de-capsulated traffic to the fixed node. Similarly the traffic that is sent form the 
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fixed node to the mobile node is encapsulated by the proxy server and forwarded to the 

mobile user over the concerned UDP tunnel. (As shown in the Figure 3.4) 

 

During communication through the system all IP packets are authenticated and encrypted at 

one end and subsequently it is decrypted and authenticated at the other end of the tunnel. 

Network Address Translator does capable the UDP tunneling to communicate through 

conventional communication scheme. 

 

Internet Internet

ApplicationApplication

Interface

UDP Tunnel

Interface

TCP TCP

Proxy Application

TCP

UDP

Interface

Transmitting 

End

Receiving 

End

Data flow

Data flow

Data flow

Data flow

Data flow

Data flow
Data flow

Data flow

Data flow

Proxy Server

 
Figure 3.4: Mobility Management Proxy Server 

 

3.5.2 Data processing in the mobility management Proxy server:  
 

For the data to be transmitted from transmitting end to receiving end following steps are done 

in the Mobility Management Proxy Server: 

 

3.5.3 In the transmitting end:   

 

Transmission processes are initiated by the any application in the transmitting end. It is 

processed through the conventional TCP (Transmission Control Protocol) communication 

system. Then it is transferred to the UDP tunnel after authentication and encryption process. 

Then data‟s are transferred through the interface to reach the destination.  

 

3.5.4 Proxy server end:  
 

Data is being received by the proxy server interface. From the UDP tunnel data‟s are 

received and decrypted and then it is transferred through TCP communication system to the 
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proxy application.  Again it is transferred by the proxy application for the destination 

(receiving end) by using conventional TCP communication system. 

 

3.5.5 Receiving end:   
 

The interface of receiving end receives the data and sends it to the application by using TCP. 

At last data reaches to its desired destination.  
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Chapter 4: Performance analysis 
 

4.1 Overview of Performance analysis:  
 

Identifying network performance issues in UNIX environment is hard to determine from a 

single machine rather the problem is widespread in across the network. By the use of ping 

and/or trace route it is possible to narrow down the machine by looking at the performance 

commencing different viewpoints within a network. Once we have some starting points, we 

can use the other network tools to obtain more detailed information about application or 

protocol that is causing the problem [23]. 

 

Many protocols and applications perform inadequately when exposed with delay and packet 

loss to real life networks. Most of the time, it is difficult and costly to reproduce Internet 

behavior in a limited and controlled environment. There are many tools available for testing 

purposes but they are either limited to research project or are required of expensive hardware 

solutions, proprietary software. So as a recent enhancement of Linux for traffic control 

facilities, we used NetEm (Network Emulator) to get different performances of the system on 

different scenarios. That allows adding delay, packet loss and other scenarios to the traffic in 

a controlled environment [24].  

 

The main reason of using network emulator is to research protocols and application that have 

to be run over WAN (Wide Area Network). Latency of a typical Ethernet network is 100 

microseconds and can transfer hundreds of megabits per second.  A varying speed like 12 

kbps to 24 Mbps are available for broadband connections but have a large network latency of 

up to 50 milliseconds. An application designed and produced for a local area network cannot 

serve for the large scale network or wide area network like Internet. An emulation using 

NetEm, provides a scenarios how our proposed mobility management proxy server can work 

or can be reproduced in a long distance environment.   

 

Netem consists of queuing discipline for kernel module and have a command line to 

configure the kernel module. The queuing discipline of Linux basic architecture is shown in 

the Figure 4.1. This architecture mainly follows the simple packet First in First out (FIFO) 

queue.  

 

For the emulation of our implemented system, we given focus on few parameters those have 

large impact during communication. 

 

4.2 Parameters used in NetEm:  

 

We have dealt with the following network parameters in our implemented proxy server 

system in order to provide performance analysis. 

 

1. Packet Delay 

2. Packet Loss 

3. Packet Duplication 
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4. Packet Reordering 

5. Rate Control 

All the data‟s for the above parameters are taken on the basis of 18-20 packets transmission 

within network. 

 

 
Figure 4.1: Basic Linux Queuing discipline [24]. 

 

4.2.1 Packet Delay:   

 

Constant delay is not exhibited most of the time in the Networks; the delay varies on other 

traffic flows contrasting for the same path.   The resulting distribution should have one or 

more peaks and a long tail [25]. The delay parameters are usually described by average value, 

standard deviation, and correlation. The random distribution of delays we got from a table 

generated from experimental data of mathematical model such as ping commands. Figure 4.2 

shows a graph pinging time of 20 packets from mobile node to the fixed node before 

changing any NetEm parameter. We had taken delay response upon our system changing 4 

different parameters.   
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Figure 4.2: Round trip time from a mobile node to fixed node. 

 

 

4.2.2 Packet loss:   
 

Packet loss in the network is implemented by randomly dropping packets before going to the 

queue using NetEm. Packet is specified in the command interface as percentage of the total 

packets to be dropped with a correlation value. 

 

4.2.3 Packet duplication:  
 

Network with reliable hardware usually doesn‟t duplicate packets in the network. But some 

duplication does occur with redundant routes and real hardware. In the NetEm duplication is 

done by randomly cloning the packets before they are being placed in the queue for waiting 

list. Duplication of the packets is also specified by the percentage and correlation value for 

the packets. In the transport level packet loss and packet duplication are almost equivalent 

[24]. 

 

4.2.4 Packet Reordering:  
 

During the packets traverse paths with differing delays, packet reordering occurs. Several 

high speed routing equipments at present uses multiple buses and processes internally that 

creates internal alternate paths. Packets are reordered in the NetEm emulator after randomly 
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creating a gap between packets. In order to provide functionally test the reassembly logic of 

protocols, it is very useful.  

 

4.2.5 Rate Control:  
 

A FIFO queuing discipline for the outbound queue is used as default by NetEm.  API and 

queue management utilities specify the relationship between queues by numerical handles 

[25]. 

 

Table 4.1 shows rtt (round trip time) statistics on different Network conditions created by 

changing different parameters in the NetEm: 

 

Network Conditions Approximate round-trip time. 

(in milliseconds). 

Packet delay Min avg Max Mdev 

Normal condition 2.648 37.304 217.986 51.989 

Adding 100ms delay to the network 108.083 238.943 601.699 124.753 

Adding a random delay with 100ms±10ms to 

the network. 98.077 130.399 254.115 43.812 

Adding an approximated random delay of 

100ms±10ms with an element 25% depending 

on the last one to the network. 112.044 181.242 372.442 85.773 

Normal distribution after adding 100ms and 

20ms delay change to the network. 82.196 158.127 249.508 48.084 

Packet Loss  

1/10
th
  of a percent packets to be randomly 

dropped( 0.1% packet loss) 4.766 89.025 390.116 113.195 

Packet to be lost by 0.3% and each successive 

probability depends by a quarter by the last 

one. 10.09 93.989 499.871 127.814 

Packet Duplication  

Changed for packet duplication by 1% 5.505 47.89 257.422 60.231 

Packet corruption  

Changed for packet corruption by  0.1% 3.727 79.062 771.952 176.218 

Packet re-ordering  

25 % of the packet (with correlation of 50%) 

will get sent immediately, others will be 

delayed by 10ms.(packet re-ordering) 23.964 73.875 226.09 62.577 

# tc qdisc change dev eth0 root netem delay 

100ms 75ms 4.866 192.015 581.1 116.914 

Packet Control  

Rate control  by using Token Bucket Filter 

(TBF) 107.89 146.464 248.694 38.422 

Re ordering packets based on jitter 7.1 99.369 407.39 111.214 

 

Table 4.1: RTT statistics 
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Min= Minimum transmitted time of any packet required during emulation. 

Avg= Average transmitted time of packets required during emulation.  

Max= Maximum transmitted time of any packet required during emulation. 

Mdev= Standard deviation for the transmission time. 

 

From the rtt statistics Table 4.1, we can observe that minimum packet round trip time after 

changing delay parameters is 82.196 ms and maximum round trip time is 601.699 ms. And 

approximate average round trip times are between 130.399 ms to 238.943 ms.  On the other 

hand we got lower average round trip time for changing other parameters like Packet Loss 

and Packet Duplication.  

 

As we have done our experiments on three Virtual Machines created on a single real 

machine, it took longer time for packet transfer in order to scheduling problem of the 

computer. If we can implement or test them on the real network with real computers it will 

take less round trip time than it is given by Virtual Machines. Within real time system it is 

easily implementable.  

 

Following figure shows round trip time in milliseconds on different network condition. 
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Figure 4.3: Round trip time from mobile node to fixed node in the Mobility Management 

Proxy server system. 
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Delay Specifications provided by The International Telecommunication Union (ITU) 

considers network delay for voice applications in Recommendation. This recommendation 

defines three bands of one-way delays as shown in the Table 4.2: 

 

 

Range in Milliseconds Description 

0-150 Acceptable for most user application. 

150-400 Acceptable provided that administrators are 

aware of the transmission time and the 

impact it has on the transmission quality of 

the user. 

Above 400 Unacceptable for general planning purposes. 

However it is recognized that in some 

exceptional cases this limit is exceeded. 

 

Table 4.2: Delay Specification [28] 

 

“For private networks 200 ms of delay is a reasonable goal and 240 ms a limit. All networks 

need to be engineered such that the maximum expected voice connection delay is known 

minimized.”[28] 

 

From the Figure 4.3 we can see that average round trip time for none of those cases crossed 

240 ms limit. Whereas highest round trip time for only three cases crossed ITU delay 

specification given in the Table 4.2. That is also minimizing able on real-time 

implementation. 
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Figure 4.4 shows total transmission time required for 18 ICMP packet transfer. 

 

 
 

 

Figure 4.4: Total packet transmission time.  

 

 

 

 

Here we can see when different parameters changes in NetEm, and it shows Maximum total 
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4.3 Summary of the Analysis:  
 

According to all the figures and tables here, we can say that our implemented proxy based 

system can comply with the requirements of the International Telecommunication Union 

(ITU) from the delay perspective. So this system can be used easily for real-time purposes. 
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Chapter 5: Conclusion and Future works 
 

5.1 Conclusion:  
 

In the mobile communication seamless approach is an important provision that enables users 

to roaming between applications and communication networks as unaware of the underlying 

mechanism or technology. As a result it provides transparent mobility to the users. In order to 

provide seamless mobility in this thesis, we have presented and implemented a proxy server 

based mobility system known as Mobility Management Proxy Server. We have also shown 

how the system may work on the real implementation through some performance analysis. In 

this system clients are connected to the server through IPSec tunneling. It utilizes the existing 

proxy supports used during handover in the network applications to main the network 

connection. More significantly a mobility aware router is needed to be coupled with the 

proxy server. And this router is responsible for detecting the network change of mobile host 

and forwarding the data packets considering mobile‟s present IP address.  We supposed that 

clients as mobility aware node in the mobile communication system. And another client 

connected to the proxy is assumed as a fixed node or non mobility aware node. Network 

Address Translator provides the main functionality of the proxy server. The main advantage 

of the system is, by a little change in the mobile node and in the proxy server is required. 

More specifically making these two sides capable to connect through IPSec tunneling, we 

can implement the mobility management system for mobile communication. This system can 

be implemented as a user-centric framework in contrast to the UMA, 3GPP or IMS. As those 

type of system based upon network based framework. By implementing our proposed system 

for the real time purposes, modern telecommunication system can reach to a new era. 

 

5.2 Future works:  
 

In the implementation we didn‟t implemented routing facilities to be coupled with the proxy. 

Also to connect multiple clients with the server, SSL/TLS protocol based system OpenVPN 

may work much better. So in these two fields still some future works to be done in order to 

get best possible output from the system. 
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Appendix 
 

 

A.1. Required packages needed to install by the following commands: 
 

apt-get install ipsec-tools  

apt-get install raccoon 

 

A.2 Configurations required for the implementation MMPS 

 
A.2.1 /etc/ipsec-tools.conf  -in the Proxy server 

 

#!/usr/sbin/setkey -f  

 

 

flush;  

spdflush;  

 

# Outbound traffic 

 

spdadd 192.168.0.200 192.168.0.201 any –P out ipsec 

esp/tunnel/192.168.0.200-192.168.0.201/unique; 

# Inbound Traffic 

spdadd 192.168.0.201 192.168.0.200 any –P out ipsec 

esp/tunnel/192.168.0.201-192.168.0.200/unique; 

 

A.2.2 /etc/ipsec-tools.conf -in the mobile node 

 

#!/usr/sbin/setkey -f  

 

 

flush;  

spdflush;  

 

# Outbound traffic 

 

spdadd 192.168.0.201 192.168.0.200 any –P out ipsec 

esp/tunnel/192.168.0.201-192.168.0.200/unique; 

# Inbound Traffic 

spdadd 192.168.0.200 192.168.0.201 any –P out ipsec 

esp/tunnel/192.168.0.200-192.168.0.201/unique; 

 

A.2.3 /etc/racoon/racoon.conf -in the proxy server node 

 

# raccoon.conf 

  Log notify; 



52 
 

path pre_shared_key “/etc/ipsec.keys”; 

path pidfile         “/var/run/raccoon.pid”; 

listen 

{ 

isakmp 192.168.0.200; 

strict address; 

} 

remote 192.168.0.200;  

{ 

encryption_algorithm     aggressive,main,base; 

my_identifier address    192.168.0.200; 

peers_identifier address 192.168.0.201; 

verify_identifier        off; 

proposal_check           claim; 

 

proposal  

{ 

encryption_algorithm  aes; 

hash_algorithm        sha1; 

authentication_method pre_shared_key; 

dh_group              2; 

lifetime              24 hours; 

} 

} 

 

sainfo address 192.168.0.200 any address 192.168.0.201 any 

{ 

lifetime time    1 hour; 

encryption_algorithm  aes; 

authentication_algorithm  hmac_sha1; 

compression_algorithm  deflate; 

} 

 

A.2.4 /etc/racoon/racoon.conf -in the mobile node 

 

# raccoon.conf 

  Log notify; 

path pre_shared_key “/etc/ipsec.keys”; 

path pidfile         “/var/run/raccoon.pid”; 

listen 

{ 

isakmp 192.168.0.201; 

strict address; 

} 

remote 192.168.0.201;  

{ 
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encryption_algorithm     aggressive,main,base; 

my_identifier address    192.168.0.201; 

peers_identifier address 192.168.0.200; 

verify_identifier        off; 

proposal_check           claim; 

 

proposal  

{ 

encryption_algorithm  aes; 

hash_algorithm        sha1; 

authentication_method pre_shared_key; 

dh_group              2; 

lifetime              24 hours; 

} 

} 

 

sainfo address 192.168.0.201 any address 192.168.0.200 any 

{ 

lifetime time    1 hour; 

encryption_algorithm  aes; 

authentication_algorithm  hmac_sha1; 

compression_algorithm  deflate; 

} 

 

 

A.3 IPtables rules applied to the Proxy server: 
 

# iptables –P FORWARD 

# iptables --table nat –A POSTROUTING –o eth0 –j MASQUERADE 

# iptables –A INPUT –p udp –s 192.168.0.201 –d 192.168.0.200 –-dport 500 –j ACCEPT 

# iptables –A INPUT –p esp –s 192.168.0.201 –d 192.168.0.200 –j ACCEPT 

 

A.4 IPtables rules applied to the Mobile node: 
 

# iptables –A INPUT –p udp –s 192.168.0.200 –d 192.168.0.201 –-dport 500 –j ACCEPT 

# iptables –A INPUT –p esp –s 192.168.0.200 –d 192.168.0.201 –j ACCEPT 
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List of abriviations 
 

  

IP Internet Protocol 

PAN Personal Area Network 

OSI Open System Interconnection 

MIPv4 Mobile Internet Protocol version 4 

MIPv6 Mobile Internet Protocol version 6 

TCP Transmission Control Protocol 

UDP User Datagram Protocol 

SCTP Stream Control Transmission Protocol 

HIP Host Indentity Protocol 

IETF Internet Engineering Task Force 

MAST Multiple Address Service for Transport 

SIP Session Initiation Protocol 

DDNS Dynamic Domain Name System 

VOIP Voice Over Internet Protocol 

UMA Unlicensed Mobile Approach 

3GPP 3rd Generation Partnership Project 

IMS IP Multimedia Subsystem 

QoS Quality of Service 

VPN Virtual Private Network  

MAR Mobility Aware Router 

WLAN Wireless Local Area Network 

GSM Global System for Mobile 

UMTS Universal Mobile Telecommunication System 

MN Mobile Node 

DHCP Dynamic Host Control Protocol 

PDA Personal Device Assistant 

NIC Network Interface Card 

NAT Network Address Translator 

ICMP Internet Control Message Protocol 

GRE Generic Routing Protocol 

IPSec Internet Protocol Security 

SSL/TLS Secured Socket Layer/ Transport Layer Security 

SSH Secured Shell 

DTLS Datagram Transport Layer security 

SSTP Secured Socket Tunneling Protocol 

MPVPN Multi Path Virtual Private Network 

PPTP Point to Point Tunneling Protocol 

L2TP Layer 2 Tunneling Protocol 

PPP Point to Poit Protocol 

ATM Asynchronous Transfer Mode 

FR  

UPMT Universal Per-Application based Mobility using 
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Tunnel 

AN Achor Node 

MH Mobile Host 

OpenSWAN Open Secured Wide Area Network 

AH Authentication Header 

ESP Encapsulating Key Payload 

IKE Internet Key Exchange 

DH Diffie-Hellman 

NetEm Network Emulator 

FIFO First In First Out 

 

 


