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ABSTRACT 
 

IP address has become a key feature in the current internet architecture. However, the 

basic design of Internet Protocol stack is based on architecture shaped years ago, when internet 

was a static network. Fixed IP addresses did not cause any problems until communication 

devices became mobile, because when a Mobile Node (MN) in an active association with 

another node, changes its Point of Attachment (PoA) its current IP address changes and hence its 

active session terminates. Different techniques are implemented to support mobility using 

Internet Protocol Stack. Mobile IP supports mobility at network layer, mSCTP supports mobility 

at transport layer, and SIP works at application layer. Although the question, that which layer is 

suitable for mobility is still an open issue.  

Stream Control Transmission Protocols (SCTP) exploits its multihoming feature along 

with Dynamic Address Reconfiguration (DAR), to provide a non-delayed handover solution 

with higher security and almost negligible packet losses. However, mSCTP requires location 

management to provide a complete and reliable handover solution. Location management in IP 

based handovers provides an IP address of the MN. This requirement can be fulfilled by using 

Chord, which along with DHT can provide the required name to IP mapping. Chord is DHT 

lookup algorithm, which can efficiently retrieve the key-value pair by mapping the key onto a 

node that contains the required value.  

We propose a decentralized mobility framework for IP based handovers that does not 

involve any evolutionary technology changes for its deployment. Suitability of our framework is 

tested by preliminary analysis of Chord lookup efficiency and SCTP handover procedure. Our 

mobility framework exploits the multihoming feature of SCTP to provide handoff management 

and efficient key-value mapping of DHT Chord to provide the necessary location management. 

Efficient lookup algorithm, high scalability, flexible naming, authorization support, and no 

central point of failure make DHT Chord an ideal candidate for location management. Backed 

by mSCTP multihoming feature and DAR extension, Chord can efficiently provide the required 

location information and support non-delayed handover procedures. Besides technical 

advantages, end users will gain added functionalities and more flexibility from this mobility 

framework. 
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Chapter 1 

Introduction 

1.1 Introduction: 

Internet Protocol Suite has become an essential technology in both telecommunication 

and computer networks, because of its layered architecture. However the basic design of Internet 

Protocol stack was based on the assumption that, “all nodes have fixed IP addresses” [20]. This 

concept of fixed IP addresses did not caused any difficulties until communication devices 

became mobile. Since then IP mobility is one of the major issues, which needs to be resolved for 

wireless IP services, so that the end users can obtain continuous services in anytime and 

anywhere.   

 To conceive the full potential of ubiquitous mobile technology, a MN must be able to 

roam seamlessly across different networks without any interruption in the services it is providing 

or receiving. Two main factors that incorporate seamless mobility across independent networks 

are Location Management and Handover Management. Location management is a Mobile 

Node’s (MN) location update process, which enables a Correspondent Node (CN) to trace the 

MN current location, in order to initiate and establish a communication process. Handover 

Management refers to the capability of maintaining any active sessions irrespective of the 

movement of a MN between independent networks.  

The performance of ever-present mobile computing mainly depends on efficiency of the 

handoff mechanisms it relies on. Although Mobile IP (MIP) i.e. (MIPv4) and (MIPv6), have 

been projected and standardized as network layer mobility solutions. Their handover 

mechanisms however bring an inevitable tunneling overhead, transmission throughput and 

transport layer blocking. Besides, to accommodate MIP, modifications are required in the 

existing heterogeneous network architecture [8]. Mobile Stream Control Transmission Protocol 

(mSCTP) is another solution, which provides seamless handovers at Transport layer utilizing its 

multihoming feature. Unlike MIP, it does not rely on additional network components resulting in 

reduced handover latency and a secure and efficient handoff process. However mSCTP does not 

provide any location management therefore, to exploit the full potential of its handover 

capabilities, it has to work along with some location management scheme, to provide the 

necessary location information. 

IP address can provide location information regarding any internet-connected device. It 

can answer question like who, where and how about any device in the network architecture [21]. 

Various location management schemes, based on name to IP mapping, are proposed to augment 

the efficiency of lookup times [10] [22] [23] [24]. However all schemes rely on fixed and 

inflexible set of location servers. Besides inflexibility another drawback linked with these 

systems is, a centralized database, which can introduce problems like single point of failure, 

dependence on additional network components and lack of reliability. In this thesis, we propose 
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a decentralized and distributed architecture for location management that relies on P2P 

algorithm: Chord.  

 Peer to peer systems provides a long list of features which include efficient data 

location, redundant storage, authentication, high performance lookups and distributed content 

placement and discovery via Distributes Hash Tables and its algorithms [13]. DHT algorithms 

like CHORD, CAN and TAPESTRY are widely used to provide content discovery at distributed 

and decentralized level. We have used Chord because of its simplicity, support for multiple 

applications and acceptance across the research community. Chord is an efficient distributed 

lookup service based on consistent hashing which provides support for only one operation: given 

a key and it efficiently maps the key onto a node [12]. This feature of Chord can be exploited to 

provide the necessary location management, by creating an identifier-locator set for each 

participating node, such that key represents the identifier and locator presents the value in the 

key-value pair. 

In this thesis, we propose a mobility framework for IP networking and roaming 

architecture that does not involve any evolutionary technology changes and can be deployed 

without any unnecessary complexity. Our mobility framework utilizes mSCTP and DHT Chord, 

where mSCTP being a transport layer solution provides the necessary handover management, 

and DHT Chord used by application layer provides the required location management to go 

along with mSCTP. We exploit the multihoming feature of mSCTP and key-value mapping of 

Chord to enable a MN, to roam seamlessly across independent networks. Performance analysis 

of Chord using Overlay Weaver shows, that Chord can not only locate a key value pair 

efficiently, but can also perform its lookup operation abruptly with a very little effect of the 

network size.  

Chord along with DHT can provide the current location by traditional name to IP 

mapping, such that Key represents the name Unique Identifier (UID) and value giving the IP 

address referred to as value Temporary Locator (TL). Chord via its efficient and abrupt lookup 

mechanism can locate the Base Node keeping information about MN’s IP address, and provide it 

to the querying CN node. Once the MN is located, CN initiates the session while handoff 

management is provided by mSCTP using its multihoming feature and DAR extension. Efficient 

and abrupt lookup operation and no need for additional network components make DHT Chord 

an efficient candidate for location management along with mSCTP.  

1.2 Problem Statement: 

Stream Control Transmission Protocol (SCTP) along with Dynamic Address 

Reconfiguration (DAR) extension is referred to as Mobile SCTP (mSCTP), which can provide 

the required handover management. SCTP however is designed for client server applications and 

lacks the ability to provide location management services. Therefore, when a fixed node using 

mSCTP wants to initiate a session towards a mobile node, it needs to locate the IP address of 
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MN in the network architecture. This is where mSCTP needs the help of some location 

management scheme, to locate MN’s IP address and initiate an SCTP association.  

mSCTP is a user controlled handover solution and no additional components are 

required to perform handovers. In order to maintain this feature of mSCTP, such location 

management scheme needs to be provided which is completely decentralized, highly efficient 

and scalable in nature. 

1.3 Research Questions: 

In this thesis our main task is to answer these research questions: 

 

 Are there any service interruptions during mSCTP handover procedure? 

 Can DHT Chord provide the necessary location management? 

 What are the basic requirements of DHT Chord as a location manager? 

 How can DHT Chord operate to provide the required location management?  

1.4 Aims and Objectives: 

The aim of this thesis is to propose a seamless mobility framework for IP based handover 

architecture that does not involve any evolutionary technology changes and can be deployed 

without any unnecessary complexity. The mobility framework includes mSCTP for handover 

management, and DHT Chord to provide the required location management. The process will 

include: 

 

 Preliminary analysis of mSCTP and DHT Chord for mobility purposes. 

 Basic requirements and operation of DHT Chord as a Location management scheme. 

1.5 Motivation and Contribution: 

 Vertical handover solutions can be classified in different ways. One approach is to 

characterize the handover solutions from the point of view they tackle the problem, i.e., from a 

user’s or the network’s point of view. User-centric, or mobile- controlled, handover solutions 

have the advantage of full control over the handover mechanism, whereas network-controlled 

handovers are usually faster in signaling. However, recent work has shown that LTE and 4G 

technologies will not be able to support network-controlled handovers [47] in the near future. 

Therefore, it is important to concentrate on user centric approach for a seamless handover 

solution to solve the forthcoming problems.  

 mSCTP can be used to provide a quick and efficient vertical handover solution, without 

relying on additional network components. The multihoming feature of SCTP along with DAR 

extension can be used to perform vertical handovers. However mSCTP does not provide any 
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location management. Therefore to exploit the full potential of its handover capabilities, it must 

be used along with some location management scheme. 

 Connection establishment inside the internet usually starts with a location query i.e. 

name to IP mapping [23]. DNS can provide the required location information, but with 

consequences like added routing overhead and single point of failure. An alternative to DNS 

lookup is DHT Chord, which can provide the traditional name to IP mapping. Name represents 

the key and, IP address represents the value [12] in the key-value pair of Chord. This feature of 

Chord is utilized to provide the necessary location management in our framework. This thesis 

provides the basic requirements and changes required for DHT Chord, to support location 

management, and its operation along with mSCTP.  

 Preliminary testing is conducted to analyze the performance of Chord and mSCTP for 

mobility purposes. Handover latency and packet loss during SCTP handover is analyzed to 

observe any service interruption during the handover process. Suitability of Chord as location 

manager is analyzed by observing various performance metrics like lookup latency and get 

results of query for a key-value pair. Overlay Weaver is used as a test tool, which is an overlay 

construction toolkit with the ability to work on real networks.  

 Detailed operation of the framework is described by explaining the following points: 

 

 Addressing scheme is proposed for operation of Chord as location manager. 

 Chord nodes, Bootstrap nodes and Base nodes are explained, which are the basic 

components of the proposed framework.  

 Various aspects like node entering the network, search operation for the required 

TL value and transfer of values is explained in our work. 

 Issues like updating and maintaining the TL value in the base node DHT is 

explained in detail.  

 Detailed operation of Chord with mSCTP is explained. 

 

 To the best of our knowledge, it is a unique contribution of our thesis, that we provide 

the use of Chord as a location manager along with mSCTP to improve its handover performance, 

in a robust, scalable and decentralized fashion. mSCTP using its multihoming feature and Chord 

utilizing its efficient lookup can result in a complete decentralized mobility framework.  

1.6 Related Work: 

 In future IP based mobile networks, the effectiveness of IP based handoff solutions will 

determine the efficiency and reliability of the system and services it is providing. As the 

importance of IP-based mobility has increased, many research efforts have been made in this 

aspect. It this section we will briefly explain the works that has been done to improve handoff 

management and location management. 
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 Many efforts have been made to determine a suitable layer for seamless mobility. Kim 

and koh [19] compared the performance of Mobile IP and mSCTP over IPv6 networks. They 

adapted analytical approach to determine handoff latencies for both MIP and mSCTP and then 

backed up their observation by experiments over Linux test bed. They proved in their work that 

handover latency for a single homed device is greater than a multihomed device. Zeadally and 

Siddiqui empirically compared the handover delay for for MIP, mSCTP and SIP. They showed 

via experiments on Linux test bed that mSCPT is performing better than both MIP and SIP in 

terms of handover latency and packet transmission time after handover [11]. Ferrus and 

Brunstrom in [7] states that transport layer handover solutions are a worth while option and 

deserves more attention than the current network and application layer solutions. It also covers 

the key challenges and scenarios in handling seamless roaming across different networks by 

concentration on SCTP and its multihoming feature. 

 Location Management along with mSCTP is still an open issue and requires alot of 

research in this field. Park and kim [25] found that SCTP along with SIP can achieve 

performance equal to UDP in terms of Quality of Service required for real-time media. They 

have used the multihoming feature of SCTP bind together with location and network 

transparency provided by SIP. Fu and Atiqquzama in [23] developed an analytical model to 

validate the use of DNS as location manager and study its performance in terms of internet 

traffic load, success rate and velocity of a mobile host. SCTP Draft has proposed the use of 

Mobile IP as a location manager along with mSCTP when CN is the one initiating the session.  

 P2P networks provide content distribution and discovery in a distributed fashion and can 

perform lookups in matter of ms, as shown in [12]. Yet a very little work has been done on peer 

to peer networks in this regard. Sethom and Afifi in [27] presents PALMA (peer to peer 

architecture for location management), which use tapestry to perform the necessary location 

management in mobile networks. However PALMA is not designed to solve mobility related 

problems it only locate MNs for new communication sessions. Cirani and Veltri in [28] have 

proposed architecture for Distributed Location Service which is composed of three major 

components p2p protocol, a DHT algorithm and a client protocol. Hanks and Kunzmann in [17] 

introduced a new concept for Next Generation Internet Based Architecture based on DHT 

algorithm.   

1.7 Thesis Outline: 

The thesis consists of 5 chapters each of which explains the following; Chapter 2: 

Theoretical Background provides an insight on the architecture and operation of the basic 

components of our mobility framework. Section 2.1 describes the architecture and some crown 

features of SCTP, followed by handover mechanism and operation of mSCTP in section 2.5. 

Last section 2.7, provides a detailed explanation providing various features and operation of 

Chord. 

 In, Chapter 3: Performance Analysis of mobile SCTP and Chord, section 3.1 we conduct 

a theoretical analysis of mSCTP handover latency followed by simulation study of SCTP 
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dualhoming feature and its performance under handover operation.  Section 3.2 will cover the 

suitability of Chord as location manager with regard to lookup latency and get results with 

different network sizes. Last section 3.3 concludes the observations made during our analysis. 

 Chapter 4: Decentralized mobility framework: provides a detailed operation of DHT 

Chord as location manager. Section 4.1 covers the basic requirements like addressing scheme, 

and basic components for the framework. Section 4.2 covers working of the framework 

including node placement, content discovery, and node departure etc. later section cover the 

complete handover procedure with both mSCTP and DHT Chord working together. Last section 

encompasses open issues and challenges we encountered. Chapter 5: Conclusion and Future 

work, concludes the entire work along with some suggestions regarding improvements in the 

future work section.   
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Chapter 2 

Theoretical Background  

This chapter encompasses the basic components of our mobility framework. First 

section 2.1, explains the basic architecture of SCTP and some of its prominent features. mSCTP 

and its basic operation is explained in section 2.5, which is followed by DHT Chord description 

in section 2.7. 

2.1 Stream Control Transmission Protocol (SCTP): 

Stream Control Transmission Protocol is an end-to-end, message oriented protocol that 

provides transportation services over the internet [1]. It is designed to eventually replace TCP 

and perhaps UDP in the near future [6]. SCTP offers flow control, reliability, full-duplex data 

transfer and ordered delivery and unordered delivery of data. However, SCTP provides other 

features that are currently not available in either of the workhorses of the internet that have 

supported it for more than 20 years. These features include multistreaming, multihoming, and 

four-way handshake for connection establishment, discussed in section 2.4. SCTP protocol was 

published by IETF as a proposed standard in 2000. 

2.2 Historical Background: 

In the last few years we have witnessed a great deal of convergence in IP based 

networks and Public Switched Telephone Networks (PSTN). It has become a common practice 

to use IP networks for voice communication in order to reduce the cost. However, most of the 

services provided by PSTN networks require SS7 signaling network support [1]. Signaling 

System Number 7 is a set of telephone signaling protocols, and its main purpose is to setup and 

tear down telephone calls.  

 SS7 is all about the exchange of control information associated with call establishments 

on telecommunication circuits. That is the why the transport of SS7 messages has a strong 

requirement of timely and reliable delivery [1]. An IETF working group (SIGTRAN) was 

formed in 1998, to design a mechanism for transporting call control signaling reliably over the 

IP networks. SIGTRAN's goal was to create an IP complement to the SS7 network. Use of TCP 

during SIGTRAN's work conferred the following problems [1] [6]. 

 

 Head of the line blocking  

 Multihoming  

 Stream-oriented instead of message oriented 

 DOS attacks  
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Considering these problems, SIGTRAN began work over a new transport protocol to carry 

its call control signals over the Internet. Simultaneously, the IETF transport Area Directors 

(Scott Bradner and Vern Paxson) recognized the value of solving these problems for a wider 

audience. They expanded the scope of the work from a small, dedicated protocol for a specific 

task (SIGTRAN) to a general-purpose transport protocol that other applications could use as 

well [6]. Within this larger scope, SCTP was born. 

2.3 SCTP Structure: 

SCTP transmit data in the form messages, which contains one or more SCTP packets. 

An SCTP packet is composed of 12 bytes common header, and chunks that can be either DATA 

chunks or CONTROL chunks. Single SCTP packet can carry multiple chunks up to the PATH-

MTU size [3]. Figure 2.1 shows the common header for an SCTP packet. 

 

 Source Port Number: 

 It identifies the sending port. 

 Destination Port Number: 

 It carries SCTP receiver address to which the packet is destined. 

 Verification Tag: 

 Each endpoint inserts a 32-bit verification tag, which identifies an association and guard 

against the insertion of false and out of date messages into an SCTP association. 

 Checksum: 

 SCTP uses a 32-bit checksum, which can be either Alder-32 checksum or 32-bit CRC 

checksum for error detection. 

 

Source Port Number Destination Port Number

Verification Tag

Checksum

 

Type = 0x00 Flag = UBE Length = Variable

TSN Value

Stream Identifier Stream Sequence Number

Payload Protocol Identification

Variable Length User Data

 

Figure 2.1: SCTP Common Header and Data Chunk 
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 Chunks: 

 A chunk can be either a Data chunk or a Control chunk. A data chunk contains the actual 

data payload along with different flags to control segmentation, reassembly, Transmission 

Sequence Number (TSN) parameters, Stream Sequence Numbers (SSN), and a Payload protocol 

ID. The control chunk on the other hand contains different flags and parameters that depend on 

the chunk type. Different control chunks include initiation (INIT) chunk, Initiation 

Acknowledgment (INIT-ACK) chunk, Selective Acknowledgement Chunk (SACK), Cookie 

Echo (COOKIE ECHO) chunk etc [3]. 

2.4 SCTP Features: 

SCTP and TCP look very similar at first glance; however, SCTP supports more features as 

compared to TCP and UDP. Table 2.1 shows a comparison of features and services of SCTP, 

TCP, and UDP. 

 

Services/Feature SCTP TCP UDP 

Connection Oriented Yes Yes No 

Ordered data delivery Yes Yes No 

Unordered data delivery Yes No Yes 

Flow Control Yes Yes No 

Congestion control Yes Yes No 

Selective ACKs Yes Optional  No 

Preservation of message 

boundaries 

Yes No Yes 

Multistreaming Yes No No 

Multihoming Yes No No 

Protection against DOS 

Attacks 

Yes No n/a 

Half closed connection No Yes n/a 

Reachability check Yes Yes No 

Table 2.1: Comparison of SCTP, TCP and UDP Features 

2.4.1 Multihoming: 

Multihoming is the ability to support multiple IP addresses/interfaces during an association 

for a single endpoint [5]. In a single-homed connection, like that of TCP, which binds a single 

point of attachment at either ends can isolate the endpoint from the entire network in case of a 

single failure. SCTP on the other hand can bind multiple points of attachments during an 

association, which makes SCTP highly fault tolerant [1].  
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A host with multihoming feature can communicate with other nodes using a single interface 

with SCTP address. This address is known is a Primary Address, and is used to communicate 

data chunks across the network as shown in Figure 2.2. Alternate address or addresses are 

available in case of retransmission known as Secondary address. If the primary address fails to 

respond after multiple tries, Secondary Address is used as a primary path for communication of 

data chunks as long as the primary path is recovered [4]. Heartbeat chunks are continuously sent 

to check availability of both primary and secondary paths.  

SCTP multihoming feature can provide path redundancy. This ability can interrupt data 

transfer services in order to change the path with in an association to achieve continuity of 

transmission [4] [48]. This feature of SCTP makes it an ideal candidate to perform handovers, 

for which an extension of SCTP known as mobile SCTP is used which utilizes the multihoming 

feature to perform handovers without any additional components.  

 

 

 

Ethernet Ethernet

802.11802.11

Primary Path

Secondary Path
 

Figure 2.2: SCTP Multihoming Association via Ethernet and Wireless Link 

2.4.2 Multistreaming: 

The name Stream Control Transmission protocol is derived from its multistreaming 

feature [1]. Multistreaming allows data partition into multiple streams, which are capable of 

independent delivery as shown in the Figure 2.3. This feature enables continuous flow of data 

such that, a message loss in one stream will not hinder the flow of data in other parallel streams 

[4]. This property of SCTP can prevent HOL (Head of Line blocking), caused by queuing of 

later incoming packets into the receiver buffer when an earlier incoming packet is lost.  

SCTP accomplishes its multistreaming by creating independence between data delivery 

and data transmission [3]. Each message is given a Stream ID, which is used to determine the 

sequence of delivery of the received messages. This can help the receiver to determine the 

sequence of the incoming packets and check if any packet is lost in the corresponding stream. In 

case of lost messages, receiver buffers the incoming messages only in the affected stream and 

continues to receive messages from the remaining unaffected streams.   
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Figure 2.3: SCTP Multistreaming Feature 

2.4.3 Association Setup: 

SCTP provides a secure way of connection establishment, which can prevent DOS 

(Denial of Service) attacks caused by flooding the target by continuous connection setup 

requests and making it unavailable to its intended users. SCTP utilizes a four-way handshake in 

which the server does not directly assign resources to the connecting body [3]. Following steps 

describe a four-way handshake mechanism as show in Figure 2.4. 

 

 Client initiates an association by sending an INIT chunk to the server. The server is in 

closed state at this point, and analyzes the data in the INIT chunk. The server generates a secure 

hash of these values and a secret key (with SHA-1 or MD5 algorithms). Verification tag and 

COOKIE, placed in INIT-ACK chunk, along with Message Authentication Code (MAC) are sent 

towards the client. 

 When the client receives an INIT-ACK chunk from the server, it assembles a COOKIE-

ECHO chunk. This contains the COOKIE from the server’s INIT-ACK chunk, and returns it to 

the server. If the client has a forged IP address, it will never send a COOKIE-ECHO chunk to 

the server and hence the connection will terminate.  

 The server receives a COOKIE-ECHO chunk from the client, and uses the MAC 

contained in the COOKIE-ECHO chunk to verify the authenticity of the client. If the MAC 

computes okay, the server assigns it as a valid COOKIE, and use the information within the 

COOKIE to initialize an SCTP association.  

 At this point, the server assigns resources to the client and responds with a COOKIE-

ACK chunk. It is then ready to accept or send data chunks. After reception of the COOKIE-ACK 

chunk, the client enters into an ESTABLISHED state. 
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Closed

Closed

Cookie Wait

Cookie Echo

Established

Established

Client Server

INIT

INIT ACK

Cookie Echo

Cookie ACK

 

Figure 2.4: SCTP Association Setup 

2.5 Mobile SCTP: 

SCTP multihoming feature allows a MN to bind multiple IP addresses to its interfaces. 

This feature of SCTP makes it able to perform vertical handover processes. However the current 

architecture of SCTP, explained in section 2.4, does not support vertical handover because of the 

following reasons [7]. 

 

 There is no way in standard SCTP to add new PoA during an active SCTP association.  

 Decision of change in a primary path during an association only relies on a failover 

mechanism. 

2.5.1 Dynamic Address Reconfiguration (DAR): 

SCTP can extend to a mobility-enabled transport protocol with the help of DAR [9]. 

However, DAR can only be used as a mobility enabling feature, not a mobility solution as a 

whole [7]. The DAR extension allows SCTP to dynamically add or delete IP address and request 

for a primary path change during an active SCTP association with the help of three parameters: 

add-IP, delete-IP and set-primary-IP. The DAR extension presents two new chunks that can 

reliably transfer the control information regarding changes in the address [9]. These are Address 

Configuration chunks (ASCONF) and Address Configuration Acknowledgment chunks 

(ASCONF-ACK). SCTP with DAR extensions is referred to as Mobile SCTP (mSCTP), which 

can be used to perform vertical handovers. 
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Add Delete and Set Primary IP parameters: 

 These parameters defined in DAR extension allow mSCTP to perform seamless 

handovers at transport layer. Add IP Address (add-IP) is an address configuration parameter that 

informs the other end to add a new IP address in its active association [9].  

Figure 2.5 shows the message format of add-IP ASCONF chunk. The type field value 

0xC001 identifies the add-IP parameter. Length field in this message is variable as the address 

parameter can carry multiple IP addresses. Delete IP address (delete-IP) informs the node on the 

other end to remove an IP address from the active association. It is represented by type 0xC002, 

length field in this message chunk is variable like that of add-IP message. Set Primary Address 

(set-primary-IP) informs node on the other end to change the IP address of the destination to the 

designated IP address. Set-primary-IP message is recognized by type 0xC004.  

 

         

Type = 0xC001 Length = Variable

ASCONF – Request Correlation ID

Address Parameter
 

Figure 2.5: ASCONF Parameter: ADD-IP Address 

Address configuration change chunk (ASCONF): 

 ASCONF communicates configuration change requests to the end-points. It carries add-

IP, delete-IP and set primary-IP parameters. The address information in ASCONF Chunk uses 

Type- Length-Value (TLV) for all variable parameters. ASCONF chunk can be bundled with 

data chunks in an active SCTP association. This chunk must be sent in an authenticated way. In 

case of unauthenticated chunk, SCTP-AUTH silently discards it.  

 

Type = 0xC1 Chunk Flags

Serial Number

Address Parameter

Chunk Length

ASCONF Parameter # 1

ASCONF Parameter # N
       

Type = 0x80 Chunk Flags

Serial Number

Chunk Length

ASCONF Parameter Response # N

ASCONF Parameter Response # 1

 

Figure 2.6: ASCONF and ASCONF-ACK Data Chunks 

   ASCONF chunk is recognized by type value, 0xC1 as shown in the Figure 2.6. The flag 

field is not used and is set to 0. Length field represents the length of the chunks. Serial number is 

used to distinguish an ASCONF chunks from other ASCONF chunks. Address parameter is set 

to sender address. 
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Address Configuration ACK Chunk (ASCONF-ACK): 

 The receiver of an ASCONF chunk, to acknowledge its reception and authenticity, uses 

it. Figure 2.6 shows the format of ASCONF-ACK chunk in which the type field is set to 0x80, 

which is used to represent ASCONF-ACK chunk. Serial number contains the serial number of 

the received ASCONF chunk.  

2.5.2 mSCTP Handover Procedure: 

Handover process explained in this section will undertakes the handover scenario when 

a MN triggers the handover process, and, as the MN knows about its movement and the signal 

strength from the old and new AR, so there is no need for location management [10]. Figure 2.7 

shows the handover process in which a Mobile Node MN initiates an association with the 

Correspondent Node CN, and then moves from one domain to another having different IP 

addresses. The handover process can be explained under the following headings. 

 

Network A

Network B
CN

MN

192.168.4.2

192.168.2.2

192.168.2.2

192.168.3.2

192.168.3.2

192.168.2.0

192.168.3.0

192.168.4.0
 

 

Figure 2.7: mSCTP Handover Scenario 

Session initiation: 

 Mobile Node (MN) initiates an SCTP association with Correspondent Node (MN). It is 

assumed that MN attains an IP address 192.168.2.2 with the help of DHCP server and initiates a 

session with CN having IP 192.168.4.2. CN in this case is a single homed device and the only 

address at it interface is 192.168.4.2. MN on the other hand is a multihoming device but is in 

single homing state at the moment with the IP address 192.168.2.2 set to its primary IP address.   

 

Obtaining an IP address in new Network: 

 Let us assume that MN moves from network A to network B. We also assume that MN 

can obtain a new IP address from location B by contacting its DHCP server. We assume that the 
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new IP obtained at network B is 192.168.3.2. MN signals the newly attained IP address to its 

mSCTP stack, which is added to the active session at MN. MN now needs to inform CN of the 

newly attained IP address, so that CN can add it to the on-going association and send packets 

using the new IP address.  

 

Adding new IP address to association: 

 MN sends an ADDIP chunk to CN, to inform CN of the newly attained IP address i.e. 

192.168.3.2 and add it in the current SCTP association. CN replies with an ASCONF ACK 

chunk and confirms the incorporation of the new IP address into the association. CN however 

will send a message using the old IP address, as the primary change is not yet requested. 

However MN is now in the dual homing state, and the data sent from MN towards CN can be 

sent on any of the two interfaces. 

 

Changing the Primary Address: 

 As MN continues to move towards network B, network A signal strength will decrease 

and MN will have to change its primary address for communication. MN however needs to have 

some appropriate rule to switch from one network interface to anther while roaming between 

different networks. These rules according to [10] [7] are: 

 

a. When a new IP address is detected. 

b. By utilizing indication from the underlying layer.  

c. Indication from the upper layer 

d. Use of IEEE 802.21 Media Independent Handover (MIH) to fetch the network 

information. 

 

Using one of the rules mentioned above, MN would switch its primary address and notify 

CN by sending and ASCONF chunk with set primary address parameter set to the primary 

address it require. CN on reception of this chunk will change the primary address to 192.168.3.2, 

and use 192.168.2.2 as secondary address.   

 

Deletion of old IP address: 

 MN needs to remove the old IP address i.e. 192.169.2.2 from SCTP association after it 

completely moves into network B. ASCONF chunks with delete IP parameters can discard the 

old IP address from the active association. CN on reception of this chunk will remove the old 

and inactive IP address i.e. 192.168.2.2 from the association. 

2.5.3 mSCTP Limitations: 

mSCTP being an efficient and abrupt transport layer handover solution, still exists at a draft 

level and requires solution for many issues like: 
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 NAT infrastructure cannot sustain mSCTP handover, as it assigns a different port 

number to an active association whenever a primary address changes.  mSCTP does not accept 

this change in the port number and hence terminates an active association [11]. 

 No proper rules are present to support the handover triggering for mSCTP [10]. Many 

suggestions are made but they still need to be refined and evaluated for a better performance.  

 mSCTP is basically designed for client-server operations; therefore it cannot provide 

any location management. mSCTP must be used along with some location manager to perform 

full operation as a handover agent. 

2.5.4 Media Independent Handover (MIH): 

 MIH, also known as IEEE 802.21 can be utilized to optimize the handover process for 

mSCTP [44]. MIH can improve mSCTP seamless handover between homogenous and 

heterogeneous networks by providing layer-2 trigger information. This information can help 

mSCTP to perform interface switching during the handoff process with a minimum delay and 

complexity [45]. However MIH only provides information to allow handover between different 

networks, it does not perform any handovers by itself.   

MIH provides three services to optimize the handover process [44]. Event Services 

provides information about the events taking place across the link layer. These events include 

parameters like Link up, Link down, link going down etc. Command services issues commands, 

which enable higher layers to control lower layer like physical layer, link layer. Information 

Services are utilized to discover and obtain network information of the MN, which can facilitate 

the handover process.  

 MIH main advantage is to detect the changes taking place in the network state. These 

changes include link up, link down and link going down [44]. This information can be provided 

by observing the signal strength of the network MN currently resides in. It can then be used by 

the handover decision components to optimize the switch over process and decide when the 

association path should be changed during the mSCTP handover process.  

Interface switchover can be optimized by using MIH. However, mSCTP still needs some 

additional components to perform location management. This brings us to the problem of 

Location Management in mSCTP, which is provided by DHT Chord in our framework. To 

understand the operation of the framework, it is necessary to study the performance of CHORD 

in details.  

2.6 Peer-to-Peer Systems: 

Peer-to-Peer systems and applications are distributed systems with no hierarchical 

organization and centralized control. Systems in a certain network are normally categorized as 

servers and clients according to some specific rules. However, in p2p systems this categorization 

is difficult because a typical server or client might have a server or client relation with other 

nodes. In a file sharing application like that of bit torrent, a node will act as a client by getting 
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some files from other peers, however it will also act as a server at that time by sharing part of a 

file with the neighboring peers [13]. So it is safe to say that in a pure peer to peer system all 

nodes provides the same services, in fact the main characteristics of these systems is the 

similarity of all participating nodes.   

2.6.1 First Generation P2P Systems: 

This system employs a centralized server or flooding based mechanisms to locate 

desired data [16]. This system can be divided in two parts. 

 

Centralized Systems: 

 As the name shows, these systems depend on a centralized system for content discovery. 

When a node wants to locate an item, it forwards its query to the centralized server. Such 

systems are fast and reliable however, they suffer from drawbacks like single point of failure and 

giant communication traffic on storage systems [16]. 

 Napster is an example of such systems; that uses a central server that directs traffic 

between registered users. When a user submits a query for a song, the central server creates a list 

of users who are currently connected to Napster with the queried song in their collection and 

forward it to the querying user. 

 

Decentralized Systems: 

 As the name suggests, such systems doesn’t use a central server; however, most of the 

systems had no deterministic information of data location [16]. Main technique used to locate a 

data item was broadcasting i.e. when a node receives a request for a key; it first attempts to 

retrieve the file associated with that key locally.  If this attempt fails it forwards the request to 

other neighboring nodes, and this process continues until the desired data item is found and 

reported. 

 Gnutella and Freenet are examples of such peer-to-peer systems. Disadvantages of these 

systems are no guarantee of reliable content location information, flooding mechanism for 

resource discovery and scalability.   

2.6.2 Second Generation P2P systems (DHT): 

Distributed Hash Table can be termed as second-generation peer-to-peer systems [16], 

as they have introduced scalability, fault-tolerance and load balance to p2p systems along with 

decentralized content discovery [17]. As size of the p2p networks increase, the amount of shared 

resources across the network also increases, therefore finding a certain resource across tens and 

thousands of nodes in a scalable manner is a real design challenge. Early p2p systems like 

Napster and Gnutella provided these functionalities but at the cost of higher network traffic, 

minimum guarantees and single point of failures [13].  
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DHT is a distributed data structure whose main function is to hold the key-value pair in 

a completely distributed manner and any participating peer in the overlay network can retrieve 

the value associated with the given key [13]. DHT uses consistent hashing to map the 

responsible node for a key-value pair. Along with efficient mapping of a key-value pair to nodes, 

DHT also has the ability to isolate the network changes to a small part of it thus limiting the 

overhead and bandwidth consumption during networks and resources updates [13].  

DHT is an abstract idea that helps us to achieve complete independence from a central 

lookup entity and tolerance to changes in the network [16]. Different algorithms have been 

designed to implement and refine DHT idea. CAN, PASTRY, TAPSTERY, CHORD are the most 

popular implementations of DHT. We will use CHORD as a basic look up mechanism for our 

mobility framework due to simplicity, availability, and acceptance in the research community. 

2.7 Chord: 

Chord is an efficient distributed lookup service based on consistent hashing which 

provides support for only one operation: given a key and it efficiently maps the key onto a node 

[12]. At its heart chord provides a fast and efficient computation of the hash function by 

mapping keys onto the nodes [13]. Chord forms a one dimensional identifier circle which ranges 

from 0 to     , where m is the number of bits in the identifier for SHA-1 (160 bits). Each 

nodes and keys are assigned an m-bit identifier. Node identifier is produced by hashing the 

node’s IP address and the port using it, whereas 160-bit key identifier is produced by hashing the 

key [12]. Identifiers are assigned in such a way that the probability of two nodes having same 

hashed identifiers is negligible. 

Chord protocol simplifies the design of peer-to-peer systems by addressing to the 

following problems [12]. 

 

Load Balance: 

 Chord has the ability to spread the keys evenly over the participating nodes, which 

provides a degree of natural load balance. 

Decentralization: 

 No node in a Chord overlay network is more important than any other participating 

node. This ability of chord makes the system more robust and failure tolerant. 

Scalability: 

 The number of messages required in a chord lookup increases as the log of the number 

of nodes as chord lookup is based on 0(Log N) messages. So scalability can be achieved without 

any complex parameter tuning. 

Availability:  

 Chord automatically adjusts its finger tables whenever a node joins or leaves the 

network. This makes it able to provide the key/value pair every time a query is made despite of 

failures in the underlying network.  
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Flexible naming: 

 Chord puts no constraints on the structure of keys it lookup i.e. the key space provided 

by chord is flat. 

 Chord can be implemented in an Iterative style or Recursive style. In recursive style, 

each transitional peer forwards the query request to next node on the overlay circle until it 

reaches it successor [12]. In iterative style, the node resolving a query starts all communications. 

It asks nodes on the Chord overlay circle for information about the query from their finger 

tables, which moves it nearer to the preferred successor. [49] Proposes a Hybrid style, which is 

combination of both iterative and recursive styles. In hybrid style, each peer forwards the lookup 

request to the next node, and sends an ACK to the query originator.   

2.7.1 Components: 

To explain the operation of chord, it is necessary to explain the following parameters. 

 

Finger table: 

 A node in the overlay network uses this list to send messages to other peers [18]. A 

finger table entry contains both the hashed chord identifier and IP address of the relevant node. 

First entry in the finger table is also referred to as successor of a node n on the identifier circle.  

Figure 2.8 shows finger table for node N0 from Fig 2.9. Start presents the hashed 

identifiers on the chord circle, whereas successor represents the hashed node ID of respective 

nodes in the overlay network. 

 

Start.        Int.          Succ.

1             (1,2)           7

2             (2,4)           7

4             (4,8)           7

8             (8,16)         8

16           (16,0)        19

 

Figure 2.8: Chord Finger Table for node N0 

Successor node: 

 It is a peer immediately after a peer or key on the identifier circle.  As shown in the 

Figure 2.8, successor of identifier 1, 2 and 4 is node N7. It is the node that immediately follows a 

node n or a key K, whose identifier value is equal to or follows k in the identifier space [12].  

 

Predecessor node: 

 Predecessor node refers to a peer directly before a participating peer on the identifier 

circle.  
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2.7.2 Key-Node Mapping: 

When a node in chord overlay network wants something, it simply hashes its identifier 

i.e. key and search for a node with that key. A total of 0(Log N) messages are required to locate 

an object, where N is the number of nodes in the overlay network [12]. Figure 2.9 shows, key to 

node mapping method in which node N7 receives a request for key K27 from a remote node X. 

Node N7 on receiving the query checks if it has the key or not.  With zero response, it will use 

the mapping function to check which of its neighbors are close to the key-value storing location 

[13].  It will use its finger table to discover the interval containing key K27.  

 Finger table of node N7 shows that key K27 is located in the space [23, 7], which is 

related to the successor node N26. Therefore, it will forward the request to node N26. Node N26 

will use the map function to check how close it is to the key place, and will search its finger 

table for the interval containing key 27. Node 26 will find that key 27 is located in space [27, 

30], with successor 30. Now node 26 will forward the request to node 30 along with an IP 

address of the request originator. Node 30 finally finds the requested key-value pair for key 27, 

and initiates associations with node X. 

 

Start.        Int.          Succ.

8             (8,9)           8

9             (9,11)         12

11           (11,15)       12

15           (15,23)       19

23           (23,7)         26

Start.        Int.          Succ.

13           (13,14)       19

14           (14,16)       19

16           (16,20)       19

20           (20,28)       26

28           (28,12)       30

Start.        Int.          Succ.

20           (20,21)       26

21           (21,23)       26

23           (23,27)       26

27           (27,3)         30

3             (3,19)         7

Start.        Int.          Succ.

27           (27,28)       30

28           (28,30)       30

30           (30,2)         30

2             (2,10)         7

10           (10,26)       12

N0

N7

N8

N12

N19

N26

N30

K21

K27

Start.        Int.          Succ.

1             (1,2)           7

2             (2,4)           7

4             (4,8)           7

8             (8,16)         8

16           (16,0)        19

Start.        Int.          Succ.

9             (9,10)         12

10           (10,12)       12

12           (12,16)       12

16           (16,24)       19

24           (24,8)         26

X

Start.        Int.          Succ.

31           (31,0)         0

0             (0,2)           0

2             (2,6)           7

6             (6,14)         7

14           (14,30)       19

 

Figure 2.9: Value Retrieval Process of Node X Querying N7 for Key K27 

2.7.3 Key-Value Insertion: 

Chord uses DHT to store a key-value pair at nodes to which the key maps [15]. Inserting 

a key-value pair in required DHT is analogous to finding the key value pair in the identifier 
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space. When a node receives a request with the hashed key identifier, it will use the map 

function to check how close it is to the key place on the identifier circle as shown in fig where 

N0 wants to put a value in K27. It will follow the same steps as in previous section to reach N30.  

When the query reaches N30, it will check how close it is to the hashed key place in 

identifier space, and will understand that it is the best place to store the key [2]. N30 will send its 

IP address to node N0, which will use this IP address to insert the value in node N30. However, 

additional RPCs will be required to route the values from node N0 towards node N30 DHT [14]. 

2.7.4 Node Entry:  

In dynamic networks, nodes can leave and join the network any time. Therefore, chord must 

be able to locate the key efficiently even in highly unstable conditions. To achieve this goal, it 

has to maintain the following two invariants [12] 

 

1. Successors list in each node is accurately maintained.  

2. For every key k, node successor (k) is responsible for k. 

 

 Node entering the overlay network, simply hashes its IP address and port number to 

create a Node-ID, The hashed Node-ID using SHA-1 function looks like 

3752ac6235a888e2b938f9c2f77ef7236d261f39= h (192.168.2.2:3997). It then sends a 

REGISTER message to any bootstrap node in the Chord overlay network. Bootstrap node will 

query, in order to locate an adjacent node to the hashed Node-ID of the joining node. Node 

entering the network will repeat this process until it finds the node, which is currently 

responsible for or is located near the space, it will occupy. After joining the overlay network, it 

exchanges additional REGISTER messages with the admitting/successor node. This allows the 

joining node to learn about other neighboring nodes in the network and obtain information from 

the neighboring nodes about resources the joining node will be responsible for [18].  

 Existing nodes in the network must also update their finger tables to reflect the 

insertion of a new node. Each node in chord ring maintains a predecessor pointer to simplify the 

join/ leave process [12]. Figure 2.10 shows an example of node insertion in Chord ring, where 

N16 wants to joins the network. 

When N16 wants to join the network, it will have to locate a node inside the Chord 

overlay ring. After locating N0, using any bootstrap method, node N16 sends an entry request to 

N0. Node N0 will use the find_successor algorithm in order to acquire successors for node N16 

[12]. After Node N16 enters the network, Chord will notify all nodes, whose finger tables 

include N16. As a result, the concerned nodes will update their relevant finger tables. In this 

case, node N0, N7, N8, N12and N30 finger tables are updated as shown in the figure. 

 The last operation that has to be performed when a node enter or leave the overlay 

network, is to move responsibility of the keys to the newly entered nodes. This can be achieved 

by notifying the higher-level software, so that it can transfer keys and values to a node n that is 

now responsible for them [12].  
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Start.        Int.          Succ.

8             (8,9)           8

9             (9,11)         12

11           (11,15)       12

15           (15,23)       16

23           (23,7)         26

Start.        Int.          Succ.

13           (13,14)       16

14           (14,16)       16

16           (16,20)       16

20           (20,28)       26

28           (28,12)       30

Start.        Int.          Succ.

20           (20,21)       26

21           (21,23)       26

23           (23,27)       30

27           (27,3)         30

3             (3,19)         7

Start.        Int.          Succ.

27           (27,28)       30

28           (28,30)       30

30           (30,2)         30

2             (2,10)         7

10           (10,26)       12

N0

N7

N8

N12

N19

N26

N30

K21

K27

N16

Start.        Int.          Succ.

17           (17,18)       19

18           (18,20)       19

20           (20,24)       19

24           (24,0)         26

0             (0,16)         0

Start.        Int.          Succ.

1             (1,2)           7

2             (2,4)           7

4             (4,8)           7

8             (8,16)         8

16           (16,0)        16

Start.        Int.          Succ.

9             (9,10)         12

10           (10,12)       12

12           (12,16)       12

16           (16,24)       16

24           (24,8)         26

Start.        Int.          Succ.

31           (31,0)         0

0             (0,2)           0

2             (2,6)           7

6             (6,14)         7

14           (14,30)       16

 

Figure 2.10: Node N16 Entering the Overlay Network and N0, N7, N8, N12, N30 Finger 

Table Update Process 

2.8 Basic Location Management Application:  

Chord is a basic lookup system that can be used as a building block in larger protocols 

that implements, for example a data authentication, file distribution system, redundant storage, 

and efficient data location [15]. However, such services are not implemented directly by chord; 

it simply provides a high performance, flexible lookup primitive upon which such services can 

be efficiently layered. Chord can also be used to provide IP address to host name mapping like 

that of DNS but chord is not a storage system, it only associate keys with nodes responsible for 

them rather than giving the values linked with those keys [13].  

 With the help of additional layers like that of DHT, which can translate high level names 

into chord identifiers, chord can be used as a powerful lookup service for name to IP mapping 

[12], as chord utilizes DHT to store key-value pair at nodes to which the key maps [15]. By 

layering additional features on top of chord, it can gain robustness and scalability, therefore a 

useful extension to the chord lookup system is DHT as shown in the figure, which can provide 

the required values for any desired key and hence increase its efficiency and performance of 

chord as location manager. Figure 2.11 shows a simple Location Management Application that 
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can provide values, i.e. IP address, for any user associated with a Chord key queried by CN 

using the following commands.  

 

Put (key, value): This is used to store a key value pair into DHT using chord to find the 

successor node of the hashed key on the identifier circle.  

Get (value): This can be used to get the value from DHT, which is associated with the given 

key. Chord is used to locate the node on the identifier circle with the requested key-value pair.  

Remove (Key): Remove (Key) as the name suggest is used to remove the key and its value from 

its responsible node. 

LM application interacts with Chord in two main ways. First, it provides a lookup (Key) 

algorithm via Get and Put commands, that yields IP address of nodes responsible for the key and 

hence the value related with that key. Second, it notifies application of any changes in the set of 

keys that the node is responsible for [13]. This allows corresponding application to move the 

values to their new homes i.e. update the responsible DHT’s whenever a node enters or leaves 

the network. Additional RPC interface is required to move the values and data to and from the 

responsible nodes.  

 

 

LM 

Application 

DHT DHT 

Chord Chord 

Get (Key)

Put (Key, Value)

Remove (key)

Lookup (Key)

 

Key/Value Key/Value

 

Figure 2.11: Basic Location Manager Layered Application 
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Chapter 3 

Performance Analysis of mSCTP and Chord 

We discussed Stream Control Transmission Protocol and its transport layer handoff 

solution, Mobile SCTP (mSCTP) along with Chord architecture and operation in Chapter 2. In 

this chapter, we conduct performance analysis of mSCTP and Chord individually to check their 

suitability for mobility purposes.  We will conduct a theoretical analysis of mSCTP handover 

latency in section 3.1 followed by simulation study of SCTP dualhoming feature and its 

performance under handover operation.  Section 3.2 will cover the suitability of Chord as 

location manager concerning lookup latency and get results for a key-value pair at different 

network sizes. In last section 3.3, we will conclude the results obtained during the analysis. 

3.1 mSCTP Handover Latency: 

“Handover latency is the time at which an existing IP address becomes unavailable for 

end to end data transmission by movement of a node into a new network, to the time at which the 

end node receives a sequence of end to end transmission using the newly obtained IP address” 

[8]. mSCTP handover delay at this moment is generated by MN’s movement detection, 

configuration of the newly attained IP address and Dynamic Address Reconfiguration (DAR) 

between a MN and a CN [19]. Following parameters are used to determine handover latency for 

mSCTP:  

 

       =    mSCTP Handover Delay 

    =    Movement Detection 

    =    Address Configuration 

     =    Dynamic Address Configuration Time 

        =    Add-IP Address Chunk Exchange Time 

       =    Primary-IP Address Change Chunk Exchange Time 

        =    Delete-IP address Chunk Exchange Time 

    =    Primary Interface Change Time 

 

To analyze mSCTP handoff delay (      ), we use movement detection (   ), address 

configuration (   ) and DAR period (    ) [19]. So mSCTP handoff delay can be given as 
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                               (1) 

 

In this equation       is the time taken to perform the complete handover process. 

   is Movement Detection Delay, which is the time taken by a MN to detect its movement in 

the newly entered network.      is the processing time of the newly attained IP address which 

includes; router solicitations, router advertisements and processing of the newly attained IP 

address.      represents delay introduced by exchanging ASCONF and ASCONF-ACK chunks 

between MN and CN along with     which presents the processing time required to switch data 

transmission from one interface to another during DAR procedure.  

As dynamic assignment of newly attained IP address includes the exchange of ADD-IP 

message to inform CN of the newly attained IP address, Primary Change messages to inform the 

CN to change the primary path for communication, DEL-IP message to remove the previous IP 

address from the association and changing the primary path for communication, so      in eq. 1 

becomes, 

 

     =        +       +        +        (2) 

 

        +        +        +    = (      +      ) + (      +      ) + 

(      +      ) +       (3) 

 

        +        +        +     = 3(      +      ) +                (4) 

 

 MN undergoing the handover procedure is a multihomed device. SCTP can exploit its 

multihoming feature to transmit all data chunks using one interface i.e. the primary interface. 

Secondary interface on the other hand, can transmit control chunks required to configure the 

newly obtained IP address. Thus the time taken during movement detection and address 

configuration (          can be neglected, because MN and CN can communicate during 

these processes. So the total handover latency in equation (1) becomes 

 

                  3(      +      ) +                   (5) 

  

                  

 

         3(      +      ) +                       (6) 

 

As explained in [8] [9]; that ASCONF chunks can be transmitted by bundling them with 

data chunks. Therefore, delay introduced by exchanging DAR control chunks between CN and 

MN, 3(      +       , can be neglected as no extra time is spent in transmitting these 

chunks from MN towards CN. Only delay significant enough is the processing time of a MN 

( 0 due to multihoming) 
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during DAR procedure which mainly includes switching of data transmission from one interface 

to another. So the total theoretical handover latency for mSCTP in equation (6) becomes  

 

 

         3(      +      ) +                 (7) 

 

                      

 

                                                            (8) 

3.1.1 NS-2 Simulation: 

In this section, we will analyze the performance of SCTP handover utilizing its 

multihoming feature. Ns-2 simulator and its SCTP module are used in this analysis. Currently 

SCTP module in ns-2 does not support any DAR parameters, therefore to compensate this 

limitation; handover (switching of interfaces in a multihomed device) is introduced by switching 

active session from one interface to another using force-source command in SCTP module.  

 

CN

R

MNIF_2

R1R2

IF_1

10 Mb, 20 ms

5 Mb, 40 ms5 Mb, 40 ms

2 Mb, 50 ms 2 Mb, 50 ms

 

Figure 3.1: Network Architecture for ns-2 Simulation 

Network Architecture: 

  Network architecture used in simulation is shown in the Figure 3.1. CN is connected to a 

router R via 10 Mbps link having a transmission delay of 20ms. Mobile Node having two 

interfaces if_1 and if_2 is connected to Routers R1 and R2. If_1 is connected to R1 using 2 

Mbps links with a transmission delay of 50ms and if_2 is connected to R2 via 2 Mbps link 

having a transmission delay of 50ms. Router R1 and R2 are connected to R via 5 Mbps links 

with a transmission delay of 40ms.  FTP application is used to transmit data packets from MN 

( 0 bundling of ACONF chunks with Data chunks) 
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towards CN. Simulation scenario is run for 60 seconds and handover is introduced by switching 

active session from if_1 and R1, to if_2 and R2 at 30 seconds. 

MN interfaces are arranged in such a way that MN sends FTP packets towards CN using 

R1 and if_1 at the start of an SCTP association. Meanwhile if_2 does not participate in this 

communication session, and MN is in association with CN via R1 only. After 30 seconds an 

interface switching is done, and if_2 is activated, at this point MN uses both if_1 and if_2 to 

communicate with CN until if_1 has transmitted all its packets. Switching data transmission 

from one interface to another is done using force-source command in SCTP module. This 

command is used to initialize the inactive interface i.e. if_2, and transfer all active sessions from 

form if_1 to if_2. Data transmitted from MN towards CN during 60 seconds is shown in the 

Figure 3.2.  

 

Settings of an SCTP node: 

 

set sctp0 [new Agent/SCTP] 

    $ns multihome-attach-agent $sender_core $sctp0 

    $sctp0 set mtu_ 1500 

    $sctp0 set dataChunkSize_ 1468  

    $sctp0 set numOutStreams_ 1 

    $sctp0 set debugMask_ -1  

    $sctp0 set trace_all_ 1    

 

Handover procedure:  

 

$ns at 30.0 "$sctp0 force-source $sender_if2" 

 

 

Figure 3.2: Data Transmitted During an SCTP Association Including Handover Process 
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3.1.2 Performance Parameters: 

 Performance of SCTP is analyzed using the following performance metrics: 

 

Handoff Delay: 

  

Handoff delay is obtained by measuring the time for MN to execute a primary change 

operation along with the time taken by first FTP packet from if_2 to reach CN. Primary change 

procedure includes the exchange of DAR configuration chunks along with the time taken for 

new interface to start transmission after handover. We observe ns-2 Network Animator (nam), in 

Appendix B, to measure the difference between the time when handoff is triggered and the time 

CN receives a packet from if_2.  

 After handoff period, MN starts transmitting FTP packets at 30.002s using newly 

switched interface i.e. if_2, while CN receives the first FTP packet from if_2 at 30.122s. mSCTP 

handoff procedure does not incur any significant delay during the primary change operation, as 

ASCONF and ASCONF-ACK chunks are bundled with data chunks in the on-going SCTP 

association as explained in section 3.1. Total delay of 2ms occurs during the primary change 

operation for MN to switch data transmission from if_1 to if_2. This delay primarily includes 

processing time during interface switching as explained in section 3.1.  

Time taken by FTP packets to reach CN from MN’s if_2 is 120ms. Thus, the total 

handoff latency including primary change operation and transmission time is 122ms. SCTP uses 

its multihoming feature to configure the newly attained IP address and bundle DAR 

configuration chunks with data chunks to reduce handoff delay by a greater extent. Only delay 

significant enough is introduced by the time taken for data chunks to reach CN. This can also be 

seen in fig 3.2, where mSCTP handoff procedure doesn’t produce any significant decrease in 

throughput after 30s resulting in a negligible service interruption during the handover.   

 

Packet Loss: 

  

Packet loss during handoff interval is determined by counting the number of dropped 

packets during the exchange of active session from if_1 to if_2.  Simulation observation using 

nam, Appendix B, and Fig 3.3 shows that; two packets are dropped during the entire SCTP 

association; first packet is dropped at 20.2 seconds when if_1 is transmitting, which is 

immediately followed by recovery mechanism of SCTP using if_1. This also indicates that if_2 

is inactive at this moment. Second packet drop occurs at 49.79 seconds when if_2 is 

transmitting. Figure 3.2 also shows a slight decrease in transmission throughput at these instants. 

Switching of active association from if_1 to if_2 is introduced at 30 seconds. Figure 3.3 

shows that no packet drop occurs during this period. This is because; mSCTP performs a smooth 

handover procedure with negligible delay utilizing it multihoming feature and DAR bundling. 

Various observations are made by varying the time to initiate handover process, in order to 
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analyze the packet drop. However, our simulation analysis showed that no packet drop occurs 

when data transmission in an active session is switched from if_1 to if_2.  

 

 

Figure 3.3: Packet Losses during an SCTP Association 

3.2 Chord Analysis: 

Success and suitability of DHT Chord to operate as location manager depends on how 

efficiently it can locate MN’s IP address, and how quickly can it answer to the queries requested 

by CN. Beside these features it also needs to self organize itself in worst network conditions, e.g. 

high packet loss, high churn rate, BER etc. Various tests are performed in this section to analyze 

DHT chord and its suitability as location manager, by observing its lookup latency and get 

results/successful retrieval of key-value pairs. 

3.2.1 Overlay Weaver: 

Overlay Weaver is used to analyze the performance of Chord, which is an overlay 

construction tool kit having the following properties: 

 

 Supports Application layer Multicast and DHT using Multicast Shell and DHT Shell. 

 Supports multiple lookup algorithms like Chord, CAN, Pastry, and Kademlia …. 

 We can conduct experiments without any need of writing long complicated codes. 

 We can easily measure the number of messages and number of hops and time. 

 Provides a graphical user interface (GUI). 

 

DHT shell is a layered command language interpreter, which is used to control DHT and 

its algorithms. It can invoke single or multiple nodes on the structured overlay network, using 

multiple instances of DHT Shell. Each instance of DHT shell acts as a node on the overlay 
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network [26]. Appendix A shows a detailed overview of DHT Shell, and it various commands. 

Table 3.1 shows the list of commands used in DHT Shell. 

 

Owdhtshell –s                      Start a DHT shell with any desired IP address. 

Init <IP><Port>                 Connect to any node IP address in the overlay network. 

Halt|Stop                             Stop a certain node in the overlay network when required. 

Put <Key> <Value> Put a key-value pair in respective node. 

Get <Key>                           Get the required value for the given key.  

Status   It can check the finger table, successor and predecessor nodes, 

routing path followed including time during a query process and 

number of messages exchanged during a query process. 

Table 3.1: Overlay Weaver DHT Shell Commands 

3.2.2 Test Scenario: 

To simulate a large-scale overlay network in a relatively small environment, we invoked 

multiple instances of DHT shell, over fewer machines that are connected to one another in a 

local area network. The local area network consists of 8 nodes, connected to one another via 

router and switch using Ethernet links. Each node is running Windows XP and is equipped with 

Overlay weaver and Apache Ant build tool.  

Every node/instance in the overlay network is assigned a different port number, to 

differentiate it from other nodes running on the same machine. 50 nodes of DHT shell are 

invoked on each computer, to get a large-scale overlay network up to 400 nodes. Figure 3.4 

shows the overlay network for 400 DHT nodes. Black lines represent the exchange of messages 

in between the nodes on the overlay circle. UDP is used as a transport protocol. SHA-1 is used 

as a hashing algorithm to create 160-bits Node IDs and Resource IDs. As the tests are performed 

manually so no stabilization time or specific rate or time of nodes entering or leaving is 

considered. Chord algorithm provided in the DHT Shell has the ability to support multiple 

values for a single key; this feature is also exploited in our tests for performance analysis.  

 

Number of Node 50-400 

Lookup Algorithm Chord 

Transport Protocol UDP 

Key-value pair IP: 1 Value 

IP2: 2 Values 

IP3: 3 Values 

IP4: 4 Values 

Hashing Algorithm SHA-1 

Table 3.2: Test Scenario for Chord Analysis 
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3.2.3 Experiments: 

Three experiments are conducted to analyze the performance of Chord as location 

manager by undertaking performance metrics like lookup latency, success of value retrieval or 

get results. Lookup latency and get result for increasing number of nodes is determined side by 

side. Tests are conducted by implementing 50 DHT instances and observing the lookup latency 

by manually entering a key-value pair in a randomly selected node using Put <key> <value> 

command. Then nodes are randomly selected to retrieve the required value using Get <value> 

command, and time is observed via Status command shown in Appendix A. Five observations 

are made at each instant, and their mean is determined to obtain the average lookup latency. The 

number of nodes is then increased and the lookup latency is determined in randomly selected 

nodes.  

Meanwhile get results for key-value pairs is also determined by making 25 queries in 

randomly selected nodes. Four tests are conducted by varying the number of values associated 

with a key. Nodes are randomly selected to insert the key-value pair at the start of the test, using 

Put <key> <value>, and to retrieve the required value in randomly selected nodes using Get 

<value> at each instant. The number of queries successfully answered determines success of 

value retrieval. In case of decreasing network size, percentage of value retrieval is determined by 

manually decreasing the number of nodes from 400 to 100 at random times and queries are made 

at random instances. The results obtained are explained below.   

 

 

Figure 3.4: 400 Nodes Overlay Network 

3.2.4 Performance Metrics: 

Lookup Latency and get results of the queries are used to analyze the performance of 

Chord and check its suitability as a location manager. The results obtained are explained as 

under. 
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Lookup latency: 

 Session initiation between CN and a MN heavily depends on the time taken by CN to 

locate MN’s IP address. Scalability of Chord is analyzed by observing its lookup latency while 

increasing the number of nodes in the laid network. Results in figure 3.5 and fig 3.6 shows that; 

as we increase the number of nodes, time taken to perform the query also increases. Besides 

increase in the number of nodes, number of messages during a query process can also be 

accounted for this slight increase in lookup delay [12].  

 

 

Figure 3.5: Chord Lookup Latency for 1 Value  

 

Figure 3.6: Chord Lookup Latency for 2 Values  

However, the number of messages required to perform a query varied from node to node 

regardless of the number of values associated with a key, during the query process. This 

variation in path length also affected the total time taken during queries at each instant. 
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However, overall increase in the number of nodes does not have any significant affect on 

Chord’s lookup latency, as Chord is still able to, efficiently and abruptly; locate a key-value pair 

with nodes continuously entering the network.   

 

Get Results:  

 

Suitability and success of chord as location manager depends on how successfully it can 

retrieve MN’s IP address. We define get results as the percentage of queries successfully 

answered for a key-value pair. For this purpose, we gradually increased the number of nodes in 

the overlay network, and randomly performed multiple queries at different network sizes while 

observing the total number of queries successfully answered. 

Figure 3.6 shows that as we increase the number of nodes, amount of queries effectively 

answered is decreased. However, the percentage of queries successfully answered in most cases 

remains high, more than 95%, irrespective of the number of values, as shown in the figure. 

Besides dropped UDP queries, wrong finger table entries; because of changes occurring in the 

network, and values that are not yet transferred to the newly joined responsible node can be 

accountable for this decrease in successful gets. However, overall increase in the number of 

nodes does not have any significant effect on the performance of Chord, as successful gets 

remains more than 95% in most cases. This shows that Chord is able successfully retrieve a key-

value even, when the network keeps on growing. 

 

 

Figure 3.7: Successful Queries with Increasing Network Size  

 

 For decreasing network size, we performed our tests by manually removing 50 nodes at 

each instant from the network. Key-value pairs are entered at each instant in randomly selected 

nodes, and queries are made to observe successful gets for a key-value pair, by using Get 

command in randomly selected nodes. 
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Figure 2.7 shows that, the performance of Chord is affected by small amount, regardless 

of the number of values, as the percentage of successful retrievals remains as high as 90% in 

most cases. Even when we decreased the number of nodes from 400 to 100 nodes, Chord is still 

able to retrieve the required key value pair. However, the time taken in each query increased as 

we decreased the number of nodes in the overlay network, which may occur due to route 

failures. To account for this effect, we discarded any query that took more than 5 seconds.  

 

 

Figure 3.8: Successful Queries with Decreasing Network Size 

 

Planet lab Nodes: 

  

Tests performed previously are carried out in a controlled environment with limited 

number of physical nodes and without any network traffic to follow the queries. In this section, 

we have performed some tests for lookup latency and success rate on plant lab nodes. Planet lab 

is a tool, which can be used to perform internet related studies. It spans nodes across the world 

and runs on a common route that makes it special and more realistic than a simulation process.  

Overlay weaver has the ability to connect the network formed by planet lab nodes using 

its DHT shell shown in Appendix A. Appendix A also shows some screenshots of the web 

interface of DHT nodes working on PlanetLab. We accessed those nodes on PlanetLab via 

http://pl.shudo.net:3998/ [26]. We connected one of our nodes to a well-known entry point for 

DHT chord i.e. 140.127.208.239:3998 and entered a key-value pair. Then we performed our 

queries on randomly selected nodes from the successor list of currently selected node and 

observed the time and successful gets of the queries. Queries were performed using DHT Shell 

web interface shown in Appendix A. Results obtained are presented in table 3.2. 
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No. of 

queries 

Key/value pair Min Time 

(ms) 

Max Time 

(ms) 

Avg. 

query 

time 

(ms) 

95% 

Confidence 

Interval 

Get 

Result 

(%) 

50 IP/192.168.2.1 311 5990 1500 336 100  

50 IP/192.168.1.0 434 3213 1297 211 100 

50 IP/192.168.5.5 267 9279 1650 422 98 

50 Key/value 487 6200 2045 479 96 

50 Key/value 

Key/192.168.2.1 

445 14250 2346 699 96 

Table 3.3: Analysis of Chord Lookup latency and Successful Gets over Planet Lab Nodes 

Using DHT Shell Web Interface 

3.3 Conclusion: 

In this chapter, we analyzed the performance of Chord and SCTP for mobility purposes. 

Section 3.1 presents the handover latency for an SCTP handoff process. SCTP exploits its 

multihoming feature to configure the newly attained IP address and bundle DAR configuration 

chunks along with data chunks to reduce the handover delay. These features of SCTP also help 

in reducing packet drops during the handover process. Thus, there is no significant effect on the 

transmission throughput during the on-going session. This makes SCTP an ideal candidate for 

vertical handovers providing almost negligible service interruption.   

Analysis of Chord in section 3.2 shows that lookup latency is increased as we increase 

the number of nodes. Path length during a query process also grows, at 0(Log N), with increase 

in the number of nodes, thus giving a slight increase in lookup delay. This feature provides high 

scalability to Chord and no significant changes are required to deal with growing network sizes. 

Providing a suitable solution for reducing the number of messages during a query process can 

further reduce lookup latency. Analysis of Chord value retrieval shows that, Chord can 

efficiently retrieve the required value. However, techniques like data redundancy can further 

improve the value retrieval process. Efficient and abrupt lookup operation and no need for 

additional network components make Chord an efficient candidate for location management 

along with mSCTP.  
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Chapter 4 

Decentralized Mobility Framework 

We discussed Stream Control Transmission Protocol and its transport layer handoff 

solution, Mobile SCTP along with Chord architecture and operation in Chapter 2. Performance 

analysis of mSCTP and Chord shows that; both can be used together to produce a decentralized 

mobility framework, based on mSCTP multihoming feature and DHT Chord efficient key-value 

mapping. In this chapter, we describe the proposed framework for mSCTP location 

management. Section 4.1covers the basic requirements and operation of DHT Chord as location 

manager. Operation of Chord along with mSCTP is explained in section 4.2. Last section 4.3, 

covers the challenges, and open issues related to our proposed framework.  

4.1 Deployment of DHT Chord as Location Manager: 

Most connections generated inside the internet starts with location query i.e. IP address 

[23]. IP address is the key feature in the current internet architecture. It can be used to uniquely 

indentify an internet-connected device, specify the location of a device, and provide the routing 

path to that device in the network. Main function of DHT chord as a location manager is to 

locate the MN and provide its IP address to CN. Chord along with DHT can provide the 

necessary name to IP mapping where name presents a Key and IP represents a Value in the key-

value pair [12]. CN after receiving the required IP address will handle the communication 

process using mSCTP. 

4.1.1 Addressing Scheme: 

For DHT chord to perform the necessary location management we need to create an 

identifier-locator set for each participating node, such that identifier refers to the key and locator 

presents a value in the key-value pair. Identifier has to be a unique value for every participating 

node, and every node that wants to communicate with a certain node must know its identifier. 

We refer to this identifier as UID (Unique Identifier). 

 UID must be assigned in such a way, which is globally unique and location transparent, 

because using the location information in UID will make it difficult to handle mobility [27]. We 

used three basic components for our UID, which are easy to remember and their combination 

can result in a globally unique identifier. These are name.device.ID. The name attribute refers to 

the name of the device owner; it can be a surname or name initials. Device attribute refers to the 

device he or she is using. It can be a laptop, PDA or a mobile device. ID refers to the value of a 

unique identity that can be his or her mobile number, email address or social security number 

e.g. waq.laptop.850508xxxx can be a UID for a laptop. We can use any naming scheme as chord 

provides flexible naming mechanism.  



 

40 

 

 Locator represents the current IP address of the node in a certain network. It is arranged 

in such a way that when a node changes its point of attachment and attains a new IP address, the 

locator also updates, resulting an update in the value section of the key-value pair. We refer to 

this as TL (Temporary Locator) which is synonymous to the current IP address at the interface of 

the node or node ID. Combination of UID and TL value in DHT Chord can efficiently provide 

the required location management functionalities.  

4.1.2 Value Parameters: 

The value fields in the key value pair can carry more information than just TL values, 

which can not only optimize handover management but can also improve the location 

management process. Information like TL value priorities, explained in later section, can be 

carried along with the TL values to make the communication process less complex. Time to Live 

(TTL) for a certain TL value can also be associated with the value parameter, which can help to 

remove the value from a certain DHT when its corresponding node departs.  

Value field can also utilize to MIH Event Services Ids [44] to optimize the handover 

process and interface switching process of mSCTP. These event Ids contains information about 

states like; link up, link down and link going down. This information can determine the link 

states associated with its TL value, and facilitate the interface switching process during 

handovers as explained in subsection 2.5.4. 

 

Key Values 

UID1: wai.mobile.xxxxxxx H (TL), Priority=1, TTL=50s, MIHe=1 

UID2: john.laptop.john@yahoo.com H (TL1), Priority=2, TTL=50s, MIHe=2 

H (TL2), Priority=1, TTL=50s, MIHe=1 

UID3: JKF.pda.8505xxxx H (TL), Priority=1, TTL=40s, MIHe=3 

Table 4.1: Table Showing UID Values and Value field Carrying Different Parameters 

4.1.3 Network Components: 

Overall network consists of the following components. 

 

Chord Nodes: 

  

Chord nodes are those nodes, which are connected to one another in the overlay network 

constructed at the application layer. This overlay network forms a virtual backbone for location 

management that is distributed, decentralized and self-organizing. Any node and device in the 

network capable of storing a small amount of information and forwarding the chord query 

packets can become a Chord node. Each Chord node is assigned a new identifier, which is 

generated by hashing it current IP address and port number using SHA-1. Node ID is then used 

to place the node on the chord overlay circle. 

mailto:john.laptop.john@yahoo.com
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 Once a node enters into the overlay network, it can publish and update its location 

management information along with querying for any desired TL value. As there is no central 

coordination so, the users communicate to each other via application that functions both as client 

and server, where the server offers the location management services and client receives them. 
N0

N7

N8

N12

N19

N26

N30

N16

Network 1 Network 2

Chord Nodes in 

Overlay Network

 

Figure 4.1: Chord Nodes Overlay Network 

Bootstrap Nodes: 

  

Bootstrap nodes are same as that of chord nodes; however, those nodes that are less 

mobile and have resided in the network for a long period can become bootstrap nodes. MN can 

use these nodes to enter into the network, and a local DHCP server, which is regularly updated 

with their info, can provide the required information.  

4.1.4 Node Positioning: 

Position of a Chord node on the identifier circle primarily depends on its Node ID 

obtained by hashing its IP address i.e. TL value and port number. However, such values can lead 

to a random placement of the node in the overlay network. Therefore a better approach will be, 

to place the entire node in a single network, as close as possible. Adding a network prefix to the 

node id such that each node in same network will have the same prefix can provide the required 

node placement.  

Figure 4.2 shows an example of node positioning, in which all the nodes having same 

color represent the nodes in a same network, having same network prefix. Same network prefix 

places them together in the overlay identifier circle as shown in the figure. This arrangement can 

help MN to select a nearer Chord node to submit it queries and location information. Successor 

nodes in the finger tables are arranged in such a way that it has many entries containing nearby 

nodes, and less entries containing more remote nodes [18]. Thus it make its less complicated to 

send pointer, explained in later section, towards closer successor nodes rather than sending them 
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all over the overlay network. This arrangement can also be extended to a two or three tier 

architecture, which can resolve NAT traversals and routing overheads, however it requires the 

concept of super nodes and many issues has to be resolved in order to put it together [17] [31].  

Network Prefix F (Node ID), F : SHA-1

           Prefix || Hash Node ID

                  

Figure 4.2: Network Prefix example and Nodes in Chord Overlay Circle have Silimar 

Network Prefixes 

4.1.5 Node Entry: 

When a MN enters into the network, it needs to publish its location information in order 

to establish itself as a communication endpoint. For this purpose, it needs to locate an entry point 

in the overlay network. Information about the bootstrap node can be provided by querying 

DHCP server along with other information necessary for a node when it enters into the network. 

MN updates its UID-TL pair on the reception of a new IP address, and the pair looks like 

 

waq.laptop.850508xxxx                                  

44d03ae2b26872da3b50213fd5db94666d5fff93         

 

When a node wants to join the overlay network, it hashes its IP address and port number 

to create a Node-ID added with network prefix and sends a REGISTER message to a bootstrap 

node in the overlay network. After joining the overlay network MN will submit a query, to find 

mapping between its UID value and a base node, to publish its TL value. Chord node carrying 

the required TL value is referred to as BASE NODE in rest of the document.  The mapping 

process is explained in subsection 2.7.2. MN on reception of the base node information will send 

its UID TL pair to the base node. MN can use time based update mechanism and, periodically 

send update messages on the received IP address of the base node, and wait for its 

acknowledgment from the base node. These acknowledgment messages will indicate the 

presence of the base node. In case of a base node, failure ACK messages will cease to arrive, and 
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MN will again hash its UID value to locate another base node on the identifier circle and publish 

its TL value. 

Base node on reception of UID-TL value from MN will publish pointers towards every 

Chord node on its finger table. Pointer can help in reducing the number of messages required 

during a query process. Figure 4.3 shows the process , where a base node N8 publish pointers 

towards its successors advertising; that it has the TL value for node N0 having unique identifier 

UID0. Base node will periodically publish pointer for all the values in its DHT, which can help 

in coping with any updated information regarding TL values.  

4.1.6 Node Departure: 

When a base node suddenly fails or leaves the network, MN will notice the failure or 

departure of its base node as, the acknowledgment messages it is receiving in response to the TL 

update messages will cease to arrive. 
N0

N7

N8

N12

N19

N26

N30

UID0: N8

UID0: N8

N16

UID0: N8

Start.        Int.          Succ.

9             (9,10)         12

10           (10,12)       12

12           (12,16)       12

16           (16,24)       16

24           (24,8)         26

UID          TL    

UID0  192.64.2.1

 

Figure 4.3: Node N7 Leaving the Network and N8 Sending Pointer to its Successor Nodes 

for UID0 

 In this case, MN will again submit a query to find the mapping between its UID value and a 

new base node. On reception of the query reply, it will transfer the values on the new IP address 

of the newly mapped base node.  

Base node on reception of the new TL value will publish pointers for the newly arrived 

TL value towards its successor nodes. Figure 4.3 shows this process in which base node N7 

leaves the network and the value stored in N7 is transferred to its successor node N8. N8 on 

reception of the new TL value will publish its pointers towards its successor nodes. Meanwhile 

the pointers assigned by base node N7 will time out and vanish, if they are not updated 

periodically. These pointers can help in reducing the number of messages during a query process 

shown in Fig 4.4, which in turns reduces the total time taken to perform a query. 
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4.1.7 Location Search: 

When CN wants to initiate a session with a MN it will submit a query carrying MN UID 

value and its own IP address, to its successor Chord node regarding TL value of the MN. 

Successor node will map the given UID value to the responsible base node as explained in 

subsection 2.7.2, and provide the base node with an IP address of the querying CN. The IP 

address can help to transfer the requested TL values directly from base node to the CN.  
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N30
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UID0: N7

UID          TL    

UID0  192.64.2.1

N16

UID0: N7

N21
U
ID

0:
  1

92
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4.
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1

 

Figure 4.4: Query Process Made Easy with Successor Pointers 

 

Let us say, during the query process it encounters a chord node with a pointer towards 

the base node. The query is instantaneously redirected towards the base node, which will provide 

the necessary TL value as shown in the Figure 4.4, in which Chord node N19 querying for the 

TL value linked with UID0 submits a query to its successor node N21. N21 after searching for 

the closest interval forwards the query to node N26. N26, having a pointer for UID0, will 

redirect the query to node N7. Node N7 will take the IP address from the query packet, and will 

directly transfer the required TL value to node N19. Successor pointer can reduce the 0(Log N) 

messages required to locate an object over the chord identifier circle, as shown in the Figure 4.4.  

Worst case during the query process can be that; the querying node does not find any 

pointer towards the successor chord node and it will take the necessary 0(Log N) steps to 

complete the search process. Base node on reception of the query request will transfer the 

required TL value to the querying CN. In order to have the current TL value, CN needs to 

perform the query process at regular intervals, which can provide the current location 

information along with any updates regarding any change of the base node containing TL value.  

4.1.8 Location Update: 

When a MN enters the overlapping region, it attains a new IP address from new 

network, say network 2 DHCP server along with the local bootstrap node information in that 
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domain. MN will signal the new IP address to its mSCTP stack and add it in the current SCTP 

association along with updating its TL values and responsible base node. Its respective base 

node will also notify CN of the change in TL value. CN at this instant will again submit queries 

to check for any changes in the base node carrying the required UID-TL pair. 

 

MN BN1 BN2

Handover Initialization

Handover Completion

Location Update

Location Update

Location Update

Location Update

Pointer Exchange

Pointer Timeout

Location Update

Network Switching

Network Interface 1

Network Interface 2

Interface 1 > Interface 2

Interface 2 > Interface 1
 

Figure 4.5: Location Update Process for MN 

However, MN still resides in network 1. CN at this instant can use TL value priorities to 

determine primary IP address for communication with MN. In the overlapping region, the 

priorities of TL values will be such that the TL value attained in network 2 will have a low 

priority and CN will use the TL value from network 1 as a primary path as shown in Figure 4.5. 

When MN leaves network 1 and joins the network 2, but is still in the overlapping region, it will 

change the priorities such that TL value in network 2 will have a higher priority.  

When MN leaves network 1, but is still in the overlapping region, it will send a register 

message to the bootstrap node in network 2, and update its location and base node in the overlay 

network as its node ID will change due to a change in its TL value. At this point MN will have 

two base nodes carrying its TL value. BN1 will be located in network 1, and BN2 located in its 

new network 2 as shown in Figure 4.5. MN on joining the new overlay network will inform BN2 

of its previous base node BN1. BN2 on receiving the necessary information will send a redirect 

query message towards BN1. BN1on reception of this message, will redirect all the queries 

regarding UID value of the MN towards BN2, until its value times out in BN1 as shown in the 

figure.  

When MN leaves the overlapping region and completely transfers into network 2, it will 

update its UID-TL value by sending an update message to the responsible BN2. CN on query 
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will get the new TL value and use this value as a primary path for communication. CN will 

remove TL value from network 1 from the active association. When a UID-TL value becomes 

inaccessible in the previous network base node, due to node leaving or failure to provide a 

location update, location information pointers placed on successor nodes will time out and 

vanish.   

4.2 Handover Procedure: 

The use of mSCTP along with DHT Chord focuses on sessions initiated from CN 

towards a MN. DHT Chord will only provide the current TL value of a MN to the querying CN. 

CN will use this information to initialize an SCTP association with the MN. Once an association 

is established, mobile SCTP vertical handover procedures will support the on-going session 

when required [10].  

4.2.1 Association Establishment: 

CN needs to locate the MN in order to start an SCTP association. For this purpose, it 

will hash the UID value of the MN and submit a query for its TL value. After querying and 

obtaining the required TL value, it will send the value to its mSCTP stack and, will start the 

basic SCTP association initialization process by sending an INIT chunk towards the MN on the 

obtained TL (IP address) value. It will be replied with an INIT-ACK chunk from MN, and 

finally the connection will be established by exchanging COOKIE-ECHO and COOKIE-ACK 

messages.  
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Figure 4.6: Association Establishment process using Chord as Location Manager 

Figure 4.6 shows an example in which a MN N19 enters network 1, we assume that the 

MN has obtained an IP address from local DHCP server along with information regarding 

bootstrap node, and has joined the overlay network and published its UID-TL pair and its base 

node is N26. N26 on reception of the TL value from N19 will publish pointers towards its 
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successor nodes. Now CN N0 wants to initiate an SCTP association with N19, it will query for 

the required TL value of N19 by using its UID. After performing the necessary search operation 

it will get the required TL from N26. N0 will use it to send an INIT chunk to the MN N19, and 

hence establish an SCTP association by exchanging INIT-ACK, COOKIE-ECHO and COOKIE-

ACK chunks.               

4.2.2 Data Transport and Handover: 

After an association is established, CN will send packets directly to MN over the 

acquired TL value. Base node will have the current information on location of the mobile node, 

and MN periodically updates it location by sending update messages towards its base node. CN 

will periodically query the mapped base node in order to keep itself updated all the time. Base 

node on the other hand will send pointers towards its successor chord nodes advertising all TL 

values it has, along with replying to MN with acknowledgment messages and CN with the 

required TL value and update messages in case of any change in the queried UID value.  

Let us say MN moves from network 1 to network 2, and we assume that it attains a new 

TL value and bootstrap node information from network 2 DHCP server. It will update its 

respective base node i.e. BN1, with the new TL having lower priority. CN will also get an 

update message from its respective base node regarding update in the queried UID TL value. CN 

on reception of this message will again submit a query in order to find any changes in the base 

node. MN on the other hand will perform a soft handover by adding the newly attained IP 

address to its ongoing SCTP association using mSCTP DAR extension.  

4.2.3 Handling Priorities:  

MN will have two TL values in the overlapping region. Now the priority of the TL value 

will decide a TL value to communicate the MN. Figure 4.7 shows the priorities in which MN 

handles its TL values priorities and updates its responsible base node. Let us say that initially 

MN has only one TL value, which is used during the active session. At the time t1, MN enters 

into the overlapping region, attains a new IP address, and updates its TL value.  

MN after updating its TL value will send an update message to the responsible base 

node in network 1 i.e. BN1 and updates its UID-TL pair with both values in such a way that TL 

value obtained at network 1 has higher priority, and is used as a primary path for the 

communication process. At time t2 MN handoff to a different network, and it sends another 

update message to the responsible base node in network 2 i.e. BN2, with the newly obtained TL 

value having higher priority. TL value attained from network 2 will be used as a primary path for 

communication. After handoff is complete and MN leaves the overlapping region at time t3, it 

will send an update message to remove the old TL value from previous network and set the new 

value as a primary value. 
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Figure 4.7: Handling Priorities while MN is in the Overlapping Region 

4.3 Challenges and Open Issues: 

One of the major issues concerning our framework is unstable Chord nodes. As 

mentioned in section 4.1.2, almost every node can be a Chord node. Such solution however 

decentralized, brings instability to our system along with deterioration in performance. Nodes 

with minimum computation capabilities can slow down the lookup mechanism. Besides low 

computation power nodes, high rate of nodes entering and leaving the network can also affect 

the performance of the location management framework. As high rate of nodes, departure will 

result in more configuration and update messages and hence the system can result in a high 

transmission throughput. One approach to overcome this issue is to remove nodes with less 

computation power and high mobility from the location management backbone. Such nodes will 

act as clients to the Chord nodes, which will act as Distributed Location Servers (DLS), with 

high computation power and much stability as compared to other mobile nodes. The client nodes 

on entering the network can decide, either to join the overlay network and take responsibilities as 

a DLS, or simply act a client connected and updates by DLS. Such an approach can bring 

stability to our proposed framework, with its decentralization feature still intact. However, such 

an approach demands for more set of rules and regulation regarding DLSs, and their operation in 

the network.  

 The proposed framework has only considered issues like efficient retrieval of key-value 

pair. Churn related issues has not been considered, therefore it requires a proper attention in this 

aspect as wireless networks are unstable and can introduce high churn rates due to nodes 

continuously entering and leaving the system. DHCP server providing the required bootstrap 

node IP address, needs to be updated frequently as, base nodes are mobile and unstable and can 

easily leave the overlay network. Therefore, a suitable body has to be assigned, in order to 

update DHCP serves.  

mSCTP handover rules also needs to be decided, as no proper set of rules are yet 

determined to decide when to switch the interfaces during the handover process [10]. Many 

suggestions are provided regarding this issue, but they are still at the testing stage, and are not 

yet implemented completely. Another major issue regarding mSCTP is that, mSCTP still exists 
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at the draft level, and is not yet deployed as MIP and SIP. Therefore, a proper infrastructure of 

rules and regulations is required for its deployment and operation.  

  Use of Chord with mSCTP can introduce problems like delay in the update of a base 

node’s DHT. This can expire an active session before a handover takes place, as CN will get an 

old TL value on querying the base node. However, by properly using the multihoming feature of 

mSCTP can solve this problem. Multihoming allows SCTP to hold TL values at both the 

interfaces, and thus CN can use the previous TL value in case of failure of the newly attained TL 

value. 
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Chapter 5 

Conclusion and Future Work 

We discussed two major aspects of mobility management; Location Management and 

Handoff Management and proposed a decentralized location management scheme for mSCTP. 

mSCTP provides a seamless handover solution based on its multihoming feature and DAR 

extension. However, mSCTP does not provide any location management. DHT Chord is 

proposed to work along with mSCTP as a location manager.  

5.1 Conclusion: 

Ubiquitous mobile computing requires seamless IP based handover solutions to exploit 

its full potential. Many solutions have been proposed to support seamless roaming of mobile 

users in the heterogeneous networks. Mobile IP, a network controlled solution, is one of the 

most widely deployed handover solutions till date. However due to its network layer mechanism 

and dependence over additional components, it cannot reduce significant delay during it 

handover procedures [8]. mSCTP being a transport layer solution provides several advantages 

over MIP. 

 mSCTP can provide a non delayed IP based handover procedure with almost no packet 

loss as shown in section 3.1. Its multihoming feature can also be exploited to support data 

transmission on one interface and configuration packets transmission on another interface, which 

not only improves the handover mechanism, but also eliminates any service interruptions in the 

active communication session during the handover procedure.  

 SCTP however, is basically designed for client-server operations; therefore it cannot 

provide any location management in situations where server/CN initiates the communication 

session. Location management in IP based handovers; provides IP address of the MN. By 

choosing DHT Chord to perform the required name (UID) to IP (TL) mapping, we can build a 

completely decentralized location management system as explained in section 4.1.  

Performance analysis of Chord in section 3.3 shows that, it can efficiently and abruptly 

retrieve a key-value pair, regardless of network size or the number of values associated with a 

key. Additionally the time that it requires to perform a query depends on a total of 0(Log N) 

messages; therefore no special changes are required to cope with the scalability issue.  

Locator-Identifier set, including Unique Identifier (UID) and Temporary Locator (TL) as 

given in subsection 4.1.1, is created for DHT Chord to operate as location manager. TL value is 

analogous to the IP address of the MN and is updated as the IP address changes. Besides 

addressing scheme, nodes in the network must be capable of storing a small amount of 

information and forwarding the Chord query packets. This approach not only brings 

decentralization to our introduced framework, but also eliminates the need of any additional 
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components in the network architecture. Successor Pointers, as given in subsection 4.1.4, are 

also introduced in the framework to efficiently reduce the lookup messages during a query 

process and speed up the key-value mapping as explained in section 3.2.4.  

Chord nodes bring decentralization to our framework however with certain 

disadvantages like; each node participating as a location server will require a continuous set of 

services, which can result in greater overhead and transmission throughput. Chord Nodes are 

mobile and the time that they spend in the network varies. Therefore sharing location 

management responsibilities with a node that enters the network for a very short span can make 

the system unstable. However, this approach can be replaced by the concept of super nodes that 

will introduce much stable and high computation power DLS systems to the architecture as 

explained in section 4.3, but more work is required in this regard.  

Efficient lookup algorithm, high scalability, flexible naming, authorization support, and 

no central point of failure make DHT Chord an ideal candidate for location management. 

Backed by mSCTP multihoming feature and DAR extension, Chord can efficiently provide the 

required location information and support non-delayed handover procedures. Besides technical 

advantages, end users will gain more flexibility and added functionalities because of this 

mobility architecture. However this framework still faces some challenges and issues like; Churn 

unstable Chord nodes and high transmission throughput during the update process, which have 

to be resolved before it can be deployed as a proper seamless roaming solution. 

5.2 Future Work: 

During the course of our thesis, we narrowed down our work by using some 

assumptions. Our work can be extended by working on these assumptions and issues, to provide 

suitable solutions for them. Throughout our framework we neglected NAT related issues as 

existing NAT infrastructure is not designed to support mSCTP handover, as it assigns a different 

port number to an active association whenever a primary address changes.  mSCTP does not 

accept this change in the port number and hence terminated the association [11]. More work is 

required in this aspect. As mentioned in subsection 4.1.3, DHT hierarchy can resolve this issue. 

However, introducing hierarchy to the network can result in higher lookup times and more 

challenges to work with. 

mSCTP handover triggering rules, to work along with Chord, have been narrowed to a 

single a rule; the handover occurs only when the signal strength decreases in the overlapping 

region. Though an essential enhancement lies not only in determining the set of rules, which can 

help to decide when to switch the primary path, but also in evaluation the possible gain by 

working along with Chord as location manager [7]. MIH parameters can be utilized to improve 

the handover mechanism and its information can be transmitted in Chord value section as shown 

in subsection 4.1.2.  

Issues related to DHCP server, which is used to maintain bootstrap nodes information 

has been neglected. This work can be extended to introduce a suitable update source for the 
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DHCP server which include Internet Service Providers, Private persons etc.  Updating and 

Churn in Chord are also been neglected.    

Throughout our thesis, we focused on the fact that every node can be a Chord node. 

Although it is a completely distributed approach, it can cause problems as some of the nodes 

have week computation capabilities, limited storage space and signal strength. Nodes can also be 

mobile, which can introduce a great deal of routing overhead for the exchange of update 

messages throughout the network along with instability. Therefore, a better approach will be to 

use the concept of super nodes as DLS, which can act as a distributed location server. Super 

nodes can introduce stability to the proposed framework and many churn related issues can be 

resolved with this technique. However, it required complete set of rules and regulation to appoint 

a super node and its functionalities.  

We have used only Chord to propose our mobility framework. DHT provides many 

algorithms like CAN, TAPESTRY, PASTRY, which can also be considered to propose the 

required the framework. We have analyzed the required performance of mSCTP and Chord 

individually. The results showed that Chord along with mSCTP could provide seamless 

handover procedures. However, a prototype of the proposed framework needs to be developed in 

order to analyze the performance and behavior of complete framework.  
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Appendix A: 

OVERLAY WEAVER DHT SHELL: 

 

 
Two DHT Shell with Init, Get, Put and Status Commands 

 

 
 DHT Shell Status Command: Giving the required Route and Time. 

Time  

No. of Messages  

Route 
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DHT Shell Status Command for query over Planet Lab Nodes. 

 

 
DHT Shell web interface of node operating over Planet Lab 
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DHT Shell web interface: Predecessor, Successor and Finger table 

 

 
A query process giving key-value pair along with route and time 
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Appendix B: 
 

mSCTP Handover using ns-2 nam: 
 

 
  Ns-2 Network Animator (nam) showing the first packet generated after handover 

 

 
Nam showing the packet drop from if_1 at 20.28 s. 


