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ABSTRACT 
 

Internet of Things is rapidly evolving. This thesis 

includes a study of single-board computers suitable for 

machine-to-machine communication together with the 

developing process of a sensor network integrated with 

a bidirectional communication platform. Raspberry Pi 

was selected as the single-board computer used in the 

proposed system. 

The Message Queuing Telemetry Transport 

protocol was selected as main communication protocol 

to handle all exchange of information between the 

network and the bidirectional communication platform. 

It was selected because of its reliability, low bandwidth 

and publish/subscribe architecture. 

Decision-making procedures were implemented to 

work with both local sensor data and data from different  

Message Queuing Telemetry Transport streams, such as 

GPS data, used to calculate the distance between the 

user’s smart phone and the office to prepare the 

workstation, temperature sensors and ambient light 

sensors controlling Philips HUE light bulbs. The 

finished sensor network was design to work within 

office environments to prepare workstations and 

monitor the work climate. 

The number of sensors connected to the single-

board computer has a major impact in the CPU usage. 

Measurements and calculations show that 17 connected 

physical sensors will cause a CPU usage of 96%. 

 

Keywords: IoT, M2M communication, MQTT, Sensor 

network and single-board computers. 
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1 INTRODUCTION 
Machine-to-machine (M2M) communication has a positive impact for operators 

and users around the world. Internet of things (IoT) will be a major milestone in an 

emerging networked society; more and more intelligent devices are being connected 

each day and major IoT companies have futuristic visions of connecting billions of 

devices and new services. Within the smart society devices in all domains will be 

connected and integrated into the IoT. Sensor networks will have a more significant 

role as providers of different types of data. The data could be stored in centralized 

cloud-based applications to be used in various applications. Connectivity is part of the 

evolution; while the technology rapidly evolves more users are connected. 

Since the first Arduino single-board computer was released, directed to the public 

and home users, sensor networks and embedded system have been developing fast. 

Today the use of single-board computers is widely spread in all types of areas. They 

have made it more realistic to reach the vision of 50 billion connected devices in 2020. 

Machines have a bigger role in decisions, communication and the collection of useful 

data. This data can be used in various applications such as preventing traffic accidents, 

health monitoring, home automation, monitor work environments and much more. 

Deploying single-board computers to sensor networks will make it easier to collect 

data and make use of that data in good ways. M2M communication smart logic can be 

added to the system and all devices connected could make use of the information and 

share it with other types of systems. Connectivity is the future and embedded systems 

using single-board computers will not only make the life easier for humans, it will help 

the whole modern society to be more eco-friendly, to prevent accidents and optimize 

the use of recourses as much as possible. 

Open source, cost efficient single-board computers can be used in sensor network, 

making cross-platform communication possible. This thesis takes the IoT from a 

conceptual level to a real-word implementation, which can be used as inspiration for 

future development of M2M cross-domain communication using single-board 

computers. 

 

1.1 Aims and Objectives 
Nowadays, M2M communication is more important than ever. Automated 

systems, control systems and Home Automation Systems are some examples where 

M2M communication and IoT are important concepts. In order to adapt IoT in large 
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scale and realize IoT's vision, IoT needs to be explored in different areas and should be 

easy-to-use by non-technical users and easy to setup for the operators. 

This thesis is about taking a step towards that vision by developing a sensor 

network using single-board computers, which is integrated with a bidirectional M2M 

communication platform. The evaluation of suitable communication protocols and 

intelligent internal logic will also be important parts of the thesis. If open source, cost 

efficient single-board computers can be used in sensor network, it would have a major 

impact on making cross-platform communication and the evolution of IoT. It will take 

the IoT from a conceptual level to a real-word implementation. 

 

Assignments covered in the thesis work are: 

• Study popular single-board computers and evaluate which one should be 

used as development platform for the sensor network. 

• Study integration issues of embedded systems into M2M platforms. 

• Study the correlation between numbers of sensors and desired processing 

power. 

• Study suitable communication protocol and evaluate which one should be 

used for data exchange between the sensor network and the bidirectional 

backend. 

• Development of a working proof-of-concept sensor network based on 

single-board computers integrated with a bidirectional communication 

platform. 

 

These assignments are carried out in order to answer the research questions stated 

below: 

• What development platform should be used in order to develop a low cost, 

open source single-board M2M sensor network? 

• What challenges have been encountered while deploying single-board 

computers to sensor networks? 

• What open source communication protocol is most suitable for the 

proposed M2M system in terms of bit rate, bandwidth and loss of 

information? 

• How many sensors can one single-board computer handle in terms of 

processing power before exceeding 95 %? 
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1.2 Content of the Thesis 
This thesis is laid out as follows: Chapter two consists of the background of the 

thesis. Chapter three is the related work. This topic includes other researchers work in 

the field of deploying single-board computers to sensor networks and the possibility to 

integrate the data streams with bidirectional communication platforms. Chapter four 

describes the research methodology used during this thesis. The next chapter, chapter 

five, consists of all the theoretical fundamentals related to the thesis. Different relevant 

technologies and system components needed to build the desired system are described 

and discussed. Chapter six gives the reader a detailed overview of the developed 

systems architecture, both in hardware and software. In chapter seven the results of the 

thesis work are presented. Chapter eight describes the major challenges encountered 

while deploying single-board computers to sensor networks. Chapter nine consists of 

the conclusions. Chapter ten includes suggestions for future work followed by the 

references and appendices. 
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2 BACKGROUND 
The evolution of hardware components and programming languages takes the 

concept of M2M to a new level, which takes place in small devices getting the power 

needed to handle a big amount of sensors. This makes it easier than before to build 

small and scalable M2M sensor networks. 

In later years several “easy to use” development platforms have been released 

aiming at non-technical users. The platforms and integrated development 

environments (IDE) have been designed to be simple to use and no advanced 

programming skills are needed to develop simple embedded systems. 

One of today’s problems is the lacks of information how to, in sufficient ways, 

integrate different open source single-board computers to existing communication 

platforms. Integration of multiple sensor network computers with bidirectional 

communication platforms is a challenge, because it will require cross-domain 

communication. New systems have to be implemented and tested to establish a 

foundation to build IoT upon. There are no clear directions of how to build and deploy 

end-devices in to it. The more research that is done, the stronger IoT will become. 

The society is divided into different domains where each domain has there own 

communication standard and are not able to communicate with each other. The 

integration of sensor networks to an existing cross-domain communication platform 

could start the real evolution of IoT. 

2.1 Internet of Things 
There is not one single definition of IoT; different aspects of the expression can 

have different definitions. One is “Things having identities and virtual personalities 

operating in smart spaces using intelligent interfaces to connect and communicate 

within social, environmental, and user contexts” [1]. This definition is considered 

when functionality and identity are the most important factors. If the definition focus 

on seamless integration it says “Interconnected objects having an active role in what 

might be called the Future Internet” [1]. 

Today there is a gap between the real world and the “Internet of Things”. To fill 

this gap, between the physical world and all the different abstract and informational 

worlds, sensor networks have to be used at a larger scale. The sensors collect various 

data types from the physical world and deliver it to the information worlds where the 

data processes and deliver a proper action. Embedded intelligence in a thing allows it 
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to work by itself but in order to interact with other things it has to be connected and be 

able to communicate via a message platform. 

In network environments connected devices needs a unique identifier in order to 

be accessed by other network components. This addressing makes it possible to access 

and share information between connected devices. All things connected are unique 

things that build the modern society. 

2.2 Single-board computers 
A single-board computer is a circuit board that only contains the most necessary 

circuitry needed to operate as a machine. These boards often ships without cases and 

other accessories in order to keep the price low. The single-board computer is also 

referred to as development boards as they could be programmed and connected to 

various electronics. The heart of a single-board computer is the microprocessor. The 

microprocessor is a processor that has several general purpose input output (GPIO) 

ports that could be used for different applications and can be programmed to operate in 

a certain way. There are many vendors of microprocessors available on the market and 

each vendor and chip has its own main purpose. 

Today’s single-board computers have built a large community all around the 

world, where hobbyists and professionals share projects and help each other with 

problems. The large community is also one important factor when it comes to 

educational purpose. Information is easy to find and most probably someone has 

already done similar work, which could be an inspirational source. Very often source 

codes are released as open source, which makes it easy for anyone interested to get 

started with a project. 

Dependent on the application, different board specifications are required. Some 

boards are designed as multimedia players, and therefore they need a microprocessor 

that could handle video acceleration and audio. A good example of this kind of 

application is the Raspberry Pi [2]. The Raspberry Pi has all the features necessary to 

playback high-resolution movies onto a monitor along with audio. It was released in 

2012 and immediately gained a large audience all over the world [3]. The Raspberry Pi 

can be used with various operating systems and has lot of expansion capabilities, 

which enables it to be used in several different application areas. For instance, it can 

function as a low powered personal computer suitable for education purposes since it 

could be run under Linux with mouse and keyboard support [4]. 

The BeagleBone black board is very similar to the Raspberry Pi. It has multimedia 

capabilities, such as HDMI output and can run several different operating systems. The 

main difference between the BeagleBone black and the Raspberry Pi is the cost of the 
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boards. The BeagleBone black cost almost twice as much compared to the Raspberry 

Pi, but it has better performance specifications, several more input/output ports and 

focus more on development than multimedia [5]. 

Another popular single-board computer is the Arduino. It started as a school 

project with the main aim to develop an inexpensive solution that could be to learn 

programming and electronics [6]. This board rapidly reached out to hobbyists that 

found great usage areas, which contributed to a community developed around the 

platform. The Arduino was designed to be programmed within their own IDE and uses 

C++ as language, which is a common language that is easy to learn. It also has the 

capabilities to be expanded with compatible shields. A shield is a complete circuitry 

that could be placed right on top of the Arduino board and can be programmed to be 

used with various applications. Example of shields are the controller area network bus 

(CAN BUS) shield that adds the CAN BUS protocol to an Arduino application and the 

Servo Motor Shield that makes the Arduino capable of controlling servo motors. 

Arduino is one of the most established platforms on the market and the board is open 

source, which means that anyone could buy the parts separately, download the 

schematic and build it at home. As the board is open source there has come many 

different variants of the main board. Arduino Nano is the smallest board [7], which has 

very low power consumption and could be used for applications that do not require a 

lot of expansion capabilities. The Arduino UNO is one popular development board in 

the Arduino family [8]. It has several different types of protocols integrated but no 

video output as default. It is often used as prototype for projects and products before 

the board is shrunken down and adapted to the application. 

Arduino initiated collaboration with Intel and developed a new board called 

Arduino Galileo [9]. Arduino Galileo is launched as a development board for the 

Internet of Things and has a more powerful processor than its precursor and also has 

the capabilities to run Linux operating system. It has the same form factor as Arduino 

Uno, which means that it can be used with most existing shields and code with minor 

changes, accordingly to [9]. 

The Arduino was a milestone for the concept of single-board computers, as we 

know it today. It has been proven to be useful in many applications and has great 

support from the Internet communities. Thanks to open source many different versions 

have been developed and expanded onto different application areas. There are several 

developments boards available on the market with various specifications and vendors. 

This has also contributed to the manufacturers of microprocessors to add more features 

to the processor itself. 
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2.2.1 Operating systems 
An operating system (OS) is a collection of software needed to run a machine as a 

computer. It controls all the hardware and provides all services needed for a user. It 

also handles all input-output operations and memory management. Development 

boards have different types of operating systems based on application and usage. 

Arduino UNO is based upon Atmel ATMEGA328 microprocessor, which is designed 

to be programmed with Atmel Studio with C/C++ code [8]. Arduino has adopted the 

needed features from Atmel Studio to their own IDE. Once code is uploaded to the 

microprocessor’s internal memory, the microprocessor runs the code over and over. 

On the other hand, Raspberry Pi, which is based ARM11 architecture, requires an OS 

to be installed onto a memory card in order to function. Once the memory card is 

installed and configured with an OS the Raspberry Pi can boot up and work as a 

computer [10]. 

 

2.2.1.1 Real-time Operating System 

A real-time operating system (RTOS) differs from an operating system installed on 

a regular PC in several aspects. An important difference from a PC OS is the time 

dependency to execute a function. A RTOS has to execute a CPU instructions in a 

certain amount of time. Take a print function as an example, where the OS knows it 

takes a certain amount of time to execute that function, and if the execution takes 

longer than expected it throws an error [11]. In a generic OS on a PC, the execution 

passes if it manages to print the function and does not have as strict time dependency 

as a RTOS. RTOS is thereby the perfect choice of OS when the application demands 

high accuracy in execution and reliability. 

The Raspberry Pi could run several different types of OS. The most commonly 

used OS’s are Linux based but it could run RTOS as well. Risc OS is one example of a 

RTOS. It is widely used and supports all of the Raspberry Pi components. 

 

2.2.1.2 Linux Operating System 

Linux is a popular OS that is commonly used in super computers, PCs and 

webservers [12]. There are several different OS and each OS has a distribution, which 

goes under the subcategory Linux. Most of the OS are free of charge and have large 

support by users. Linux can run on low powered machines and does not require a 

graphical user interface (GUI) to be controlled, which gives it great advantage when 

running on a low-powered machine. Linux could be downloaded and installed as a 
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prebuilt system or could be compiled and built by the user in order to be used as a 

customized OS. 

There are different ways of installing new software onto a Linux OS depending of 

which distribution the OS belongs to. The OS comes with default repositories, which 

contain information of software that could be installed to the corresponding OS. New 

repositories can be added to the system, which means that software that is not included 

in the default repository could be installed. There are also options to install software 

from websites and different other repositories. 

Several Linux distributions have been customized for the Raspberry Pi. Raspbian 

is one of the most popular OS for the Raspberry Pi [13]. It comes with precompiled, 

preloaded modules and software that could help the user get started with programming 

and calculations. The Raspbian is suitable for beginners with none or little experience 

of Linux. It is based on a Debian distribution, which makes it easy to install new 

software and modules by searching for installable applications from the terminal or 

from the GUI. 

 

2.2.2 Programming language 
In order to make a machine to do something, the machine needs instructions on 

how to do it. A programming language is an artificial language that translates the code 

into machine instructions. Instructions are the lowest level of programming and are 

called assembler language. Programming languages can be divided into two 

subcategories: a low-level category and a high-level category. The low-level category 

includes languages that are close to machine code and thereby give the programmer 

more options to control the application, since these types of languages talks directly to 

the hardware. 

High-level programming languages do not depend on the hardware in the same 

way as low-level languages do. It does not either require the programmer to handle 

memory operations nor other low-level parameters. High-level programming 

languages are therefore a popular starting point for beginners in programming. 

Examples of high-level programming languages are Python and C/C++. 

Raspberry Pi can handle both high and low-level programming. Python is a 

commonly used programming language for the Raspberry Pi [14] and is included in 

Raspbian OS. Python can install third-party add-ons is easy to learn and use. 

Arduino only runs C/C++ code, which is compiled into machine code. C/C++ are 

high-level programing language and are easy to learn and use thanks to the Arduino 

community. 
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2.3 Message Queuing Telemetry Transport 
MQTT is a publish/subscribe-based protocol developed by IBM. It is designed to 

be a lightweight protocol to be used over unreliable networks and networks with low 

bandwidth [15]. MQTT consists of three different actors: publish-client that publishes 

messages to a specific topic, broker-server that receives the published messages and 

forwards them to the right destinations, which are the subscribe-clients. The subscribe-

clients subscribe on specific topics, which the broker-server will forward all data 

published by the publish-client, on the topic in terms. MQTT has integrated support for 

three levels of quality of service (QoS): 0, 1 or 2 which will determine the data 

exchanges procedure between the clients and the Broker-server. These QoS levels are 

future described in Section 3.3. 

 

2.4 Message Queuing Telemetry Transport – sensor 

networks 
MQTT-SN is designed to be similar to MQTT. The main purpose of MQTT-SN is 

to be used together with wireless sensor networks, which often deal with low 

bandwidth, unreliable communication and loss of information. The biggest differences 

between MQTT and MQTT-SN are that the MQTT CONNECT message is divided 

into three parts (where the first message is mandatory and the second two are optional) 

and the MQTT PUBLISH message is replaced with a two-byte id [16]. See Section 3.3 

for more information regarding MQTT message structures. 

 

2.5 HTTP 
HTTP is an application-level request/response protocol used for communication. It 

is used by the World Wide Web for information and data exchange [17]. The 

communication initiates by the client who sends a request method to the server 

information server. The server answers with a status line including its status and 

protocol version number [17]. 

2.5.1 HTTP URL 
The http URL is the syntax used by a client to access network resources via the 

http protocol. Specific parameters are required in the URL in order to successfully 

access the desired resource. Two of them are: 
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1. Port: The port number on which the server can be accessed. If the port is 

not set, port 80 is agreed. 

2. Host: Decides where on the network, the Internet, the HTTP should look 

for the desired server. It could be given by the hostname or IP-address. 

2.5.2 GET 
The http GET method is used when the client want to access specific information 

(specified in the Request-URI) on the destination server. If the client requests data 

from a data-processing procedure, the server response should include the output or the 

process, not the source text [18]. 

2.5.3 POST 
The http POST method is used when a client want to provide the server with 

information. The information is specified by the http URI and it allows submission of 

data blocks, messages and more. The functionalities of the POST request depend upon 

the structure of the server. The server can be implemented in different ways and will 

handle the data exchange differently, depending on the Request-URI and the server 

structure [19]. 

2.6 API 
APIs are offered by companies or services in order to give users the possibilities 

to, in different ways, use parts of their systems. A collection of program functions or 

calls is included in the API and can be accessed or used by other applications. The API 

issuer often offers a list of functions that can be access via the API and how the 

functions should be used. 
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3 RELATED WORK 
In order to develop the future of IoT, different challenges have to be tackled. 

Protocols need to be evaluated and standardized. In article [20], the authors describe 

their vision of how a sensor network could affect the world as we know it today. The 

purpose of this article is to illustrate how a sensor network can be used and deployed 

with low powered machines and how they can communicate over wireless medium 

with limited bandwidth. The proposed system consists of several sensors connected to 

a single-board computer. The single-board computer uses MQTT to publish and 

subscribe on different data streams. 

3.1 Internet of Things 
Internet of Things is an abstract concept, which often includes connected devices 

that exchange information. The IoT has generated several application areas where 

these devices and sensors can be used in order to simplify the modern lives. It can be 

divided into multiple subcategories (domains). The domain could be the vehicle 

industry, buildings, health care and more. 

3.1.1 IoT in the building domains 
In article [21], the authors propose a system that measures the satisfaction level in 

a classroom. The system consists of a Raspberry Pi, which is used as connectivity 

gateway for different sensors. The students in the classroom have the ability to express 

their level of satisfaction by using an application on their smart phones. The system 

also records both audio and video and can calculate how many students are attending 

the lecture. The system analyses the measured data retrieved from the sensors and 

visualizes the student’s satisfaction on a board with several light emitting diode (LED) 

lights. The board is controlled by the Raspberry Pi and can visualize different figures, 

such as a happy face or a sad face depending on the student’s feelings regarding the 

lecture. This system can be seen as a part of the building domain in IoT and shows 

how different sensors, such as image and sound collectors, inside a classroom can be 

used to gain knowledge of how they affects the students. The calculated data could be 

useful for teachers to plan lectures, keep track of students’ attendance and keep the 

level of interest as high as possible.  
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3.1.2 IoT in the health care domain 
In article [22] the authors propose an embedded system, which monitors a patient’s 

pulse. The system consists of a single-board computer, a Wi-Fi chip and a pulse 

sensor. The single-board computer counts the pulses from the sensor and sends the 

information to a webserver where the data is analyzed. The purpose with this system is 

to show how patients could be monitored remotely at their homes. If the pulse is 

abnormal a doctor at a smart hospital could be notified and take action based on the 

monitored data. This is an example of how IoT is evolving within the healthcare 

domain. 

3.2 Sensor networks 

3.2.1 Using Arduino and Raspberry Pi 
The area of sensor networks and home automation using single-board computers is 

well documented. The home users often use Arduino boards as the development 

platform for small and simple embedded systems and sensor networks. Various 

communication technologies are used over different mediums. 

When developing sensor networks, it is common to use Arduino as a base of the 

network because of its simplicity and cost. It is most commonly combined with 

different wireless technologies in order to build a wireless sensor network (WSN) 

where all sensors are seen as nodes. Each node will transmit its data value (sensor 

reading) to a mainframe, often another Arduino, where the data get processed and 

transferred to different applications. WSNs are strongly dependent on the distance 

between the sender and receiver together with receiver-antenna design and 

transmission power. These factors do not affect the performance when the sensors are 

wired directly to the main frame [23], [24]. 

Another popular single-board computer used as embedded control systems, sensor 

networks and as a multimedia PC is the Raspberry Pi. Article [25] describes an easy-

to-use system developed to protect vineyards from hailstorms. The system consists of 

different components: electrical motors, which controls an umbrella used as the 

protection, a microcontroller that controls the electrical motors and a Raspberry Pi. 

The raspberry is used as the control unit in the system where sensors are connected 

together with wireless communication possibilities. The system intelligence is placed 

in the Raspberry Pi; different sensor readings will trigger events in order to protect the 

vineyard. When there is a risk for hailstorm, the Raspberry Pi wirelessly tells the 

microcontroller to mechanically control the umbrella to protect the vine plants. 
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Another article using the Raspberry Pi is [26]. It shows how the Raspberry Pi 

together with ZigBee can be used in order to process automatic meter reader (AMR) 

readings for power consumption in the Philippines. An AMR is connected to the 

Raspberry, which handle the AMR data and transmit it, via a ZigBee shield, to the 

receiver where the data will continue to be processed. 

3.3 MQTT QoS Level 
When the MQTT publish-client connects to the broker-server the QoS-Flag is set 

to level 0, 1 or 2. Level 0 means that QoS is totally disabled. It could be compared to 

UDP; the messages are only published once, and no ACK is sent. The problems here 

are similar to the ones during data transmission over UDP: it is possible that the 

message will be lost and neither the publish-client nor the broker server will notice the 

packet loss. In level 1, a PUBACK message is sent from the broker-server to the 

publish-client as a confirmation that the published message has been received. If the 

PUBACK is lost during transmission, the publish-client will send the same massage 

again, even though the server already has received the message. Level 2 ensures the 

highest level of QoS. It passes the messages through a 4-way handshake as follows: 

the broker-server answers the published message with PUBREC. When the client gets 

the PUBREC it responds to the server with a PUBREL. When the server receives it, it 

finishes the handshake with the PUBCOMP message. When using QoS level 2, the 

risk of data losses are reduced [27]. 

 

 
Figure 1 MQTT Packet Delivery 
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Because of the increased level of steps in the QoS level 1 and 2, more packets will 

be exchanged because of the avoidance of losses, and the delay in communication will 

be significantly higher than using QoS Level 0. The message payload has different 

impact on the end-to-end message delay in different levels of QoS. Article [27] shows 

that in QoS level 0 or 1, any messages with a payload over 4000 bytes will increase the 

number of division packages and cause a longer end-to-end delay. For level 2, on the 

other hand, no noticeable delay or packet division is introduced until a payload size of 

8000 bytes. In terms of packet loss, it shows that payloads over 4000 bytes have a 

significant impact on QoS level 0 and 1. Because of the 4-way handshake in level 2 

(see Fig.. 1), the packet loss is significant lower for all payload sizes. 

3.4 Single-board computers and cloud services 
The authors of [28] discuss the possibility to use the single-board computer in 

order to create a low-cost cloud computing solution, which they call PiCloud. The 

system consists of 56 Raspberry Pi’s divided into 4 racks, which acts as Data Center. 

The system connects through an OpenFlow protocol enabled switch that gives the 

benefits of providing a fully programmable solution that is compatible with Software 

Defined Networking. The authors also discuss the benefits of using low-cost 

computing devices such as the Raspberry Pi in applications where normally high-end 

devices or expensive emulation software are used. The prototype the authors propose 

can be valuable for students who would like to get started with Cloud Computing and 

Data Center virtualization with a limited budget. 



 
 

15 

4 RESEARCH METHODOLOGY 
As mentioned in Section 1.1, a set of assignments has been conducted in order to 

get a satisfying result, which means that all research questions could be answered. The 

outcome of each assignment has been used to form the results part of the thesis. The 

selection process of the single-board computer, used as the base in the implemented 

sensor network, was made by applying a research study on available and popular 

single-board computers. Important data were collected and evaluated in order to select 

a candidate for the sensor network. 

The system implementation was done by using commonly used programming 

languages, such as C and Python. The data-sheets for all of the sensors were used in 

order to understand the logic of the sensors and program them accordingly. Some of 

the sensors had already existing libraries that were used to simplify the implementation 

process. Intelligent logic was added to the system using local sensor values together 

with data received from other machines. The evaluation of different communication 

protocols used for the M2M communication was done, and a protocol suitable for the 

sensor data exchange was selected. 

A bidirectional backend was developed at the same time as the proposed sensor 

network. The integration of the two systems were done by using an API developed in 

order to publish and subscribe on different type of data streams and use them in 

different parts of the systems. 

After the system implementation and integration, the system was analyzed. 

Measurements of desired processing power relative to the number of sensors running 

in the system were collected. These measurements were used to calculate the 

correlation between numbers of running sensors and used processing power. The data 

streams between the backend and the sensor boards were measured and evaluated 

during different scenarios. 
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5 FUNDAMENTALS 
In order to understand the system architecture and structure of the proposed 

system, some theoretical fundaments have to be explained. This chapter will specify 

the important technologies, structures, concepts and protocols presented in the system 

architecture. 

5.1 General purpose input output 
Every microcontroller has a purpose to control an external event or component. 

GPIO stands for general-purpose input output, which means that every pin on the 

microprocessor can be programmed to act in a certain way. It can be used as an input 

or as an output. Input pins can read analog or digital pulses and translate them 

accordingly. An output pin can output a programmed signal with a limited frequency 

and can be used to trigger sensors or to set a signal high or low [29]. The GPIOs are 

usually connected to an expansion header where there are pins for easy access. GPIOs 

are not always designed for adding external components for an existing system. They 

can also act as programming pins directly to the microprocessor in terms of debugging 

and firmware updates. 

5.2 Input/output Interfaces 

5.2.1 Inter-Integrated Circuit 
Inter-Integrated Circuit (I2C) is a low speed bus, which was developed in 1970 by 

Philips [30]. It requires only two cables in order to work, Serial Data Line (SDA) and 

Serial Clock Line (SCL). This protocol is based upon a master/slave architecture, 

which means that the components that run over I2C has its own address and are 

connected to the same bus. The master device is usually the microprocessor and the 

external components are slaves. The master can communicate with each slave in 

parallel, which makes this bus ideal for low-bandwidth components since it only 

requires two GPIO pins from the microcontroller. By using the I2C bus on single-board 

computers, the manufacturer can save space, and that is one reason why the I2C 

protocol is integrated into most development boards. 
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5.2.2 One-wire 
The one-wire protocol uses only one wire for communications [31]. This protocol 

is, just like I2C, based upon master/slave architecture where the microcontroller 

usually is the master. It does not require any special interface to communicate with the 

microcontroller since it only uses a regular GPIO that could be programmed to send 

and receive data. This protocol can provide voltage over the data line, which makes the 

attached device requiring only two cables to run; one cable needs to be connected to 

the ground and one to the bus. This protocol works by four operation modes: reset, 

write zero bits, write one bit and read bit. This protocol is dependent on timing. This 

means that a bit is seen as high or low depending on how long it has been set to a 

certain state. 

5.3 Threaded programs 

5.3.1 Threads 
A thread of execution is the smallest sequence of program instruction that can be 

managed in the system scheduler of an operating system. The scheduler determines 

what system resource a specific thread or process should have access to. Threads are 

handled by the programmer and in most cases the threads are contained inside 

processes. 

5.3.2 Multithreading 
Multithreading is the capability of a program process to answer to multiple calls at 

the same time, without running multiple copies of the program. In multi-core CPU 

environments there is often hardware support for sharing recourses between threads. In 

other cases, like single-core CPU environments, the processing power has to be shared 

between the threads. 

5.4 Add-on Software 

5.4.1 PIGPIO 
PIGPIO is a Raspberry Pi library written in C, which gives the user easy access to 

the board’s GPIOs. It supports reading and writing to all GPIOs in one bank or 

individual GPIOs as one single operation. It also supports pulse with modulation 

(PWM) donation on any number of GPIOs together with other features such as 

individual GPIO modes, software serial links, provision of servo pulses and more [32]. 
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5.4.2 Mosquitto 
Mosquitto is a lightweight open source MQTT message broker that provides the 

user with the possibility to easily set up broker-servers, publish-clients and subscribe-

clients. Mosquitto is available for several platforms and different programming 

languages. It makes it easy for developers to use MQTT communication between 

different systems running different programs [33]. 

5.4.3 Wiring Pi 
Wiring Pi is, just like PIGPIO, a library written in C for Raspberry Pi that makes 

the GPIO pins on the Broadcom BCM2835, which is the microprocessor used on the 

Raspberry Pi accessible for a programmer. This library works as a module and can be 

used with several different programming languages. This module introduces easy 

implementation of GPIO access in terms of programming. This library is designed to 

make the transition from Arduino environment to Raspberry Pi easy. The functions 

included within the library works on the same way as the Arduino and code can 

therefore be ported from Arduino to Raspberry Pi and vice versa [34]. 

5.4.4 Linux Apache MySQL PHP 
LAMP is a software bundle of free and open source software that are used by 

developers under Linux. It contains a web server (Apache), a database program (often 

MySQL), and web developing languages such as PHP. 

5.4.5 Round Robin Database tool 
RRDtool is an open source standard graphing tool. The tool can be used in various 

programming languages such as Perl, Python, Shell script and ruby. The tool is used to 

store data into an RRD and then plot the values into different types of graph [35]. 

5.4.6 Adafruit Python Library 
Adafruit is a company that sells different electrical components such as single-

board computers, kit-solutions and much more in the area of home electronics. They 

have a huge amount of guides and learning components available for everyone [36]. 

They also supply the community of single-board computers and embedded systems 

with a growing collection of python scripts for controlling all types of Adafruit 

electronics [37].  
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5.4.7 I2C Detect 
I2C Detect is a program used to scan the I2C bus for devices. It can provide the 

user with an output of all devices connected to the bus [38]. This information is helpful 

in developing purposes so the programmer can see if the sensor, or gadget, connected 

to the I2C bus is recognized by the system or not. 
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6 SYSTEM ARCHITECTURE 

6.1 System overview 
The developed system consists of both hardware and software. The software 

architecture is shown in Fig.. 3 (explained in 6.1.1) and the hardware is shown in 

Fig.. 4 and Fig.. 5. The software implementation is built upon several Python and 

C/C++ files, which are used as control mechanisms for different parts of the system. 

The hardware is a single-board computer and a set of sensors. The sensors used are 

described below: 

1. Temperature/Pressure sensor: T5403 digital barometric sensor is used in 

the sensor network. The sensor uses the I2C bus, which makes it easy to 

program and control using Python code. The system sees the T5403 sensor 

as two different sensors: pressure and temperature, but it is only one 

physical sensor. Adafruit has released example code that could be used to 

get readings from the sensor [39]. I2C detect was used in order to scan the 

bus in order to verify the sensor connection. 

2. Humidity sensor: The DHT22 digital humidity sensor uses one GPIO pin 

to communicate with the single-board computer. It could also be 

connected to the one wire bus if more sensor of this type should be 

connected. Because of the critical timing in sensor-readings the data sheet 

was used in order to get the right results from the sensor into the 

system [40]. Because of this, different hardware programs were 

implemented in order to gain a satisfying result. One version was done in 

C and another in Python. The best readings were achieved using the 

PIGPIO library together with a Python script. 

3. Light sensor: An analog light sensor, consisting of a photocell, is used to 

measure the ambient light. An A/D converter was designed in order to use 

the analog sensor on a digital input. The A/D converter consists of one 

capacitor and one resistor combined with the light sensor, shown in 

Fig.. 2. The A/D converter is a basic RC charging circuit, which charges a 

capacitor. The time it takes to reach 63 % of its maximum charge is equal 

to the resistant multiplied by the capacitance. The photocell is a light 

dependent resistor (LDR), which makes the time variable directly 

dependent on the ambient light. The Python code is written to measure the 

time for the capacitor to charge and convert it to the light variable. 
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4. Distance sensor: An ultra-sound HC-SR04 distance sensor is used to 

measure the distance between the sensor and an object. It uses one GPIO 

pin to communicate with the single-board computer. The Python code is 

written to translate the delta time between sent and reflected ultra-sound to 

a distance variable used in the code. 

5. RF transmitter/receiver: A 433MHz transmitter and receiver are used in 

different use cases in order to control remote switches. They are connected 

to one GPIO each and the code is written in C++ instead of Python 

because of the logic of the RF signals and the logic of the hardware.

 
Figure 2 RC circuit for A/D converter 
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Figure 3 System overview 

 

 
Figure 4 Hardware components 
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Figure 5 Hardware implementation 
 

6.1.1 Main Python script 
The main Python script is the initiator of the whole system. Here lays the logic for 

starting multithreaded programs to run as separate sub-processes in the system. Each 

sensor is running on its own thread. This gives the possibilities to do several operations 

at the same time even if the sensors need different time to process and probe. Some 

sensors have to be probed and process their information more often than others. 

6.1.2 Threads 
These are the threads started by the main Python script. The sensor probing 

procedures are using two different files: 

1. The sensor base thread: This file contains all the logic that happens with a 

specific sensor. It handles the data exchange between modules in the 

system and performs the logic for all the locally placed use cases. 

2. The sensor hardware code: These files contain the code needed to 

communicate to the hardware. It is either Python scripts or, in some cases, 

a compiled C/C++ program. It depends on the type of sensor and how the 

coding had to be done. The hardware code modules talks directly to their 

thread code and no logic except the sensor probing is placed in these 

modules. 
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6.1.3 HTTP Registration module 
When the main Python script is launched and all threads are started, the system 

connects to a M2M communication platform and checks if the sensor, or thing in the 

meaning of IoT, is registered. If the sensor is not registered it sends a HTTP Post 

method to the server with all credentials needed for the registration process. If success, 

the server returns a universally unique identifier (UUID) used as the sensor identifier 

in both the sensor networks and in the communication platform. 

6.1.4 MQTT Publish module 
When each thread module has got the reading from the corresponding sensor, it 

sends the sensor data together with sensor type and owner to the MQTT Publish 

module. The Publish module connects and publishes the sensor value to a broker-

server placed inside the bidirectional communication platform. The information is now 

accessible for all devices connected to the system and can be used by all types of 

devices. 

6.1.5 MQTT Subscribe module 
The MQTT Subscribe module handles all the subscriptions from the broker-server. 

All external events and data are accessible via this module into the local systems. It 

subscribes on different external streams such as other sensor networks, Twitter hash 

tags, weather data, traffic data and GPS positions. These external streams can be used 

in different ways in the system. 

6.1.6 MQTT Event handler 
The purpose of the MQTT Event handler is mainly two things: 

1. Handle events based on external data streams: the MQTT Subscribe 

module supplies the Event handler with external data. This data is used in 

different events on the local system or sent back to the MQTT Publish 

Module to trigger external events. 

2. Handle events based on local data: local sensor data is used to trigger 

different events inside the local system or sent back to the MQTT Publish 

Module to trigger external events. 

6.1.7 MQTT Broker server 
The MQTT Broker server is a part of the communication platform. It is used as a 

broker to handle different data streams and supply all subscribers with the right data 

published via the different publish-clients. 
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6.2 Decision making logic 
Decision making logic is included in the presented sensor network. Specific use-

cases are implemented in order to show and explore the area of M2M communication, 

sensor networks, IoT and system integrations onto the bidirectional communication 

backend. 

6.2.1 Sensor registration 
Different domains, and even different vendors, implement their own eco-system of 

smart devices and communication between system components. An example is Volvo 

who has their system called Volvo On Call [41], which makes it possible to control 

and monitor Volvo cars from a remote location. These types of systems are strongly 

vendor-dependent. Today there are no good ways to do cross-domain communication 

and communication inside domains is not always something that can be easily done. In 

order to overcome this communication barrier, communication platforms have to be 

implemented and gadgets from different domains should be connected and start 

sharing data. 

This is why the presented proof-of-concept sensor network is registered to a 

bidirectional communication platform; it shows how cross-domain communication can 

be done and how data from different domains can take advantage of each other. As 

mentioned in 6.1.3, all sensors are registered as separate clients in the communication 

platform. The registration is done via the developed registration API that takes the 

parameters describing the gadget (the sensor). When gadgets are registered, cross-

domain communication between different gadgets can be established. 

6.2.2 Smart office 
During the hours people are not working, most of the offices are empty. To save 

energy the workspaces could be put into sleep mode when leaving the office and be 

woken up when approaching the office. This would not only save energy, it would also 

contribute to a more eco-friendly world. To achieve this the office needs to know the 

distance between the office and the worker. The system also needs privileges to access 

different resources inside the building. 

Use-case: The MQTT Subscribe module subscribes on a GPS location, published 

from a users smartphone via MQTT to the MQTT broker-server. This external, cross-

domain communication makes it possible for the internal sensor network to access 

remote information from the cellphone. When the GPS location is published the 

MQTT Subscribe module sends the coordinates to the MQTT Event handler. The 

distance is calculated by Equation 1 and the use-case can be seen in Fig.. 6.  
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 (1) 

 

Here lat1 = office latitude, lon1 = office longitude, lat2 = GPS latitude, lon2 = 

GPS longitude, ∆lon = radians (lon2-lon1) and R = Earth’s radius. This formula is 

derived from the Haversine formula [42], and is implemented into the MQTT Event 

handler. If the calculated distance is smaller than a predetermined distance, the office 

will start preparing itself by sending wake on lan messages to the work-station and 

transmitting RF codes to turn on electrical switches. 

 
Figure 6 Smart office use-case 
 

6.2.3 Philips HUE Light bulb 
Philips has developed a product called Philip HUE – personal wireless 

lightning [43]. The product is smart light bulbs connected to a bridge, which makes it 

possible to communicate with the bulbs from a developer API [44]. The smart bulbs 

are connected to the bridge over ZigBee Light Link. The HUE-bridge APIs are used to 

control the light bulbs in different ways. The brightness, color, on/off are some 

functions that are supported. The APIs builds upon a RESTful interface over HTTP. 

Use-case: The light sensor thread probes the light sensor and transfers the ambient 

light to the MQTT publish-module (Fig.. 7). The light readings are converted to a 

linear function between 0 – 255, which represents the light intensity of the Philips 

HUE. The intensity is parsed into a JSON string, which is published to a specific 

MQTT writing topic in the communication platform. The Philips HUEs, which also 

are registered in the system as separate gadgets, listens to the topic and sets the 

brightness accordingly. 
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Figure 7 Philips HUE use-case 

 

6.2.4 Sensor trends 
For analytical purposes, it is good to store values for some time. These values can 

be used for different analytical purposes, such as logging temperature and humidity in 

a building before designing ventilation system or other systems that are dependent on 

different variables. 

Use-case: Each of the threads is collecting sensor data and sends it to the MQTT 

Publish module. When the sensor readings are published to the broker-server, they are 

also inserted into an RRD. External data from the MQTT Subscribe module is also 

inserted and logged in the RRD. A web-based application was developed in order to 

display trends of different sensors connected in the sensor network and for different 

type of subscription data. See Appendix 1 for example trends and Fig.. 8 for use-case. 

 

 
Figure 8 Sensor Trends use-case 
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7 SINGLE-BOARD COMPUTER SELECTION 
The single-board computer selection was conducted through research over the 

most commonly used single-board computers in the consumer market (see Appendix 2 

for comparison). By the time this thesis is being written three popular development 

boards have been identified on the market. Arduino Galileo, which is Arduino’s 

newest member in the Arduino family, the Raspberry Pi and the BeagleBone black. 

The boards can be divided into two subcategories. One category contains 

developments boards that are used for direct hardware implementations. The other 

category contains development boards, which could be seen as small computers with 

input/output features. The new Arduino Galileo board is designed to fit in both 

categories and is launched as a development board for the IoT. Since Arduino is a 

well-known and a proven platform, the initial decision was to use this board. The 

specifications of this board are similar to both Raspberry Pi and BeagleBone black in 

terms of GPIOs. The main difference is the CPU architecture; Arduino Galileo uses 

x86 architecture unlike the Raspberry Pi and BeagleBone black that both use the ARM 

architecture. There is also a difference in processing power: both Raspberry Pi and 

BeagleBone black has higher CPU clock speed, which would be valuable when 

running a generic OS. The Arduino Galileo is not built to be used as a mini-pc and 

therefore it does not need a high clock speed. 

The decision to use Arduino Galileo as the development board was because of its 

potential to develop and introduce new solutions for the IoT. The Raspberry Pi is 

mainly focused on multimedia functionality and has less input/output ports compared 

to Arduino Galileo and BeagleBone black. The BeagleBone black is a mixture of both 

Arduino boards and the Raspberry Pi, but it is expensive and has not yet built a solid 

community around it. Arduino Galileo’s compatibility with old Arduino hardware was 

another factor that had a big impact on the decision. 

The development started by adding one sensor at a time and programming basic 

implementation for each sensor to test its functionality. The first sensor that was 

implemented was the light sensor. The light sensor, or LDR, delivers an analog signal, 

which the Arduino Galileo interprets into a value from 0 to 1023 where 0 means no 

light and 1023 means maximal light intensity. The LDR is easy to implement into the 

Arduino since there are functional examples included in the IDE. The first noticeable 

difference between the new Arduino Galileo board and the old Arduino UNO is the 

time it takes to upload code to the respective board. The Arduino Galileo upload codes 

instantly with very low latency while the Arduino UNO takes longer time to save the 
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code to its memory. The other sensor that was installed was the humidity and 

temperature sensor (DHT22). This sensor was connected to the Arduino Galileo with 

only one wire to a digital IO. After carefully reading the datasheet for the sensor, basic 

software was written in the Arduino IDE to test the sensors functionality. The 

implemented software was not able to read the sensor data, and while debugging the 

results indicated faulty internal hardware in the sensor. Another sensor was tested and 

produced the same result as the first one. Thereby more debugging was done with the 

software, not providing any information of the non-responsive sensor. The next step in 

the process was preceded by research on the Internet for similar problems with the 

DHT22 sensor and the conclusion was that no one had successfully implemented the 

DHT22 on Arduino Galileo. In order to understand how the hardware on the Arduino 

Galileo handled the signal from the DHT22 the signal was analyzed and visualized by 

connecting a Rigol DS1102E oscilloscope to the circuit. The sensor has to be trigged 

in order to start sending the current temperature and humidity by setting a pulse high 

on the Arduino Galileo and directly changing the state pulse low for 18ms and the 

changing to state high for 20-40 µs [40]. After this procedure the sensor knows that it 

should start transmitting data. The captured signal can be seen in Fig. 9. 

 

 
Figure 9 DHT22 signal 

 

The picture shows how the Arduino triggers the sensor as it supposed to do, and 

the sensor transmits the current temperature and humidity. From the captured data the 

sensors functionality could be verified by counting high and low pulses in the response 

and therefore get the returned value in binary format. 

Since the sensor transmitted a valid signal but the software cannot interpret the 

transmission, the conclusion of faulty software or bad reading by the Arduino Galileo 

could be made. The DHT22 has been known to work well with Arduino UNO [45] and 

tests were conducted on an Arduino UNO in order to verify the software. On the 

Arduino UNO the sensor readings were working, and both the humidity and 
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temperature could be read by the code. When both the software and sensors were 

verified the only possible explanation would be hardware failure on the Arduino 

Galileo. The same software and sensors where used with another Arduino Galileo with 

the same result. The problem appeared to be with the Arduino Galileo itself and more 

investigation was needed in order to find the problem. A test program was written in 

order to see the actual speed of the IO ports on the Arduino Galileo. The test program 

was designed to set an IO port high and shift it to low as fast as possible, which can be 

seen in Fig. 10. 

 

 
Figure 10 Arduino IO state-change time 

 

The same code was uploaded to an Arduino UNO in order to compare the output 

signal on the oscilloscope. Fig. 11 shows how fast the Arduino Galileo board can set 

an IO port high and low without any delays in the software: 

 

 
Figure 11 Arduino Galileo IO state-change time 
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The picture clearly shows that the pulse can be high for approximately for 2.2 ms 

and low for the same amount of time. To compare the Arduino Galileo board Fig. 12 

shows the signal captured on the Arduino UNO: 

 

 
Figure 12 Arduino UNO IO state-change time 

 

The picture above shows that the Arduino UNO could change the pulse from high 

to low in approximately 2.8 µs. The Arduino UNO has a clock frequency at 16 MHz 

and the Arduino Galileo has a clock frequency at 400 MHz, which should make it a lot 

faster than the Arduino UNO, but this was clearly not the case. Fig. 13 shows both 

Arduino UNO and Galileo side by side within the same scale on the x-axis, which 

clearly visualize the difference between the boards with respect to speed of the IO 

ports. 

 

 
Figure 13 Arduino Galileo vs. UNO 
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The yellow curve labeled “1” comes from the Arduino Galileo board and the green 

curve labeled “2” is the speed of the Arduino UNO board. Since the ports of the 

Arduino Galileo is much slower than the Arduino UNO, the board cannot read the fast 

pulse changes that occurs when the DHT22 is transmitting its data and therefore the 

Arduino Galileo misses several pulses and interprets the data as corrupt. The Arduino 

Galileo is thereby proven not to work with the 1-wire protocol and cannot handle fast 

state shifting on the IO ports, even though it was released to be used for implementing 

sensor-networks and IoT. Therefore it could not be used for this thesis work and 

another single board had to be used. 

The backup plan was to use the Raspberry Pi since that was the next best board in 

the comparison and fulfilled all the necessary requirements. The Raspberry Pi board 

was also tested in the same way as the Arduino boards. A simple test program was 

written in C (Fig. 15) to test the speed of the IO ports on the same way, by setting 

pulses high and low without delays. The result can be seen in Fig. 14: 

 

 
Figure 14 Raspberry Pi IO-speed 
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Figure 15 Raspberry Pi IO speed code 
 

Comparing Fig. 11 and Fig. 14 shows that the IO ports on the Raspberry Pi are 

much faster than the Arduino Galileo. This is important in order to get all proposed 

sensor working. It is also important for the board to handle delay functions; therefore a 

delay of 1ms was introduced to the test program to verify that the board could handle 

delay functions. In Fig. 16 the Raspberry Pi delay function can be seen and are verified 

to be stable. 

 

 
Figure 16 Raspberry Pi IO-speed with delay 
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8 RESULTS 
Fig. 17 shows a snapshot of the running system. It shows some of the threads are 

starting, that the MQTT subscribe module starts the GEO and SMHI-listener. The 

GEO listener receives the GPS position and sends it to the Event handler for 

calculations of the distance. The SMHI listener receives SMHI weather data. The 

weather data is received via the subscribe module and inserted in the RRD, together 

with alerting the user if there is a risk for a thunder storm. The received GPS is used 

for distance calculation. It shows that the distance between the smartphone and the 

office is just 1,66 km, so the sensor network prepares the office workstation by waking 

up the computer and turning on electrical switches. The figure also shows how the 

distance sensor being registering in the M2M communication platform and the MQTT 

ACK is received from the server because of QoS level 1 is used. 

 

 
Figure 17 system log 
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8.1 CPU Load 
The CPU load is measured in order to see how much of the system resources are 

used by the running programs. The running programs are identified by process 

identifiers (PID), which can be logged in different ways. By using internal Unix-

commands such as top [46], specific PIDs or the entire system load can be determined 

in real time. These real-time measurements can be used in analytical purposes or for 

system-design, optimization and error logging. 

In order to design a high performance sensor network, the number of sensors in 

correlation to CPU load has to be determined. The measurements were done by 

implementing a Python script (Fig. 18) that takes advantages of the getloadavg() 

function included in the os-module. 

 

 
Figure 18 CPU load Python script 

 

The function returns the average system load over the past 1, 5 and 15 minutes. 

The script writes the average CPU load over the past one minute, every three seconds 

to a text file in order to get as many measurement points as possible. The program ran 

one hour for four different scenarios: 

1. CPU loads with no physical sensors running in the system: the 

measurements were done while no sensors were running. All other 

background libraries and programs necessary for the sensor network were 

running. 

2. CPU loads where one physical sensor was running: one of the sensor 

threads was active and all logic for one sensor was running. 

3. CPU loads for two physical sensors: one additional sensor was added as a 

new thread. 

4. CPU loads for physical three sensors: one additional sensor was added as a 

new thread. 
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5. CPU loads for physical four sensors: all sensors were running in separate 

threads. 

All tests were conducted twice in order to get more reliable results. Over 12000 

measurements were done and used in the plots and calculations. The average of each 

measurement was used in order to graph the peak-load, average load and all 

measurements compared to each other. 

 

 

Figure 19 Average CPU load for different number of sensors 

 

The results of the average CPU load shows that the load is more-or-less linear to 

the number of running sensors. When the system was idle, with just the necessary 

libraries and program running, the average CPU load was 6,6 %. When one physical 

sensor was added, the load increased to 15,2 %, one more show 17,5 %, the next 

23,0 % and when all four physical sensors were running the average CPU load was 

25,8 %. The confidence interval for 0.95 confidence level  were calculated using 

the following Equation: 

    (2) 

 

Where  is the mean CPU load,  is the standard deviation of the CPU load and n 

is the number of measurements. The table below shows the calculated margin of error 

for the average CPU load: 

 
Number of 

sensors 
0 1 2 3 4 

 0,47 0,60 0,62 0,80 0,75 
Table 1 Half-size of the confidence intervals  
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The peak-loads show that the highest CPU load peak was measured when three 

physical sensors were running. Closed behind came the scenario when all sensors were 

running. 

 

 

Figure 20 CPU peak load for different number of sensors 

 

While comparing all measurements, it is clear that peak-loads can be observed in 

the beginning of the run. This is because of the registration-process taking place, 

which makes the total CPU load to rise. Fig. 21 shows all conducted measurements for 

the different scenarios. It can easily be seen that more running sensors causes a higher 

CPU load on the Raspberry Pi and that the peak-loads are in the beginning of the run. 

 

 

Figure 21 CPU load in all cases 
 

A mathematical model describing the theoretical number of sensor in correlation to 

number of sensors is designed. The number of sensors that can be used in the system 

before the CPU load exceeds 100 % is presented by calculations. The correlation 

between number of sensors and average CPU load could be calculated by using the 

Pearson's correlation coefficient. It is calculated between two random variables 
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(number of sensors and CPU load) and will tell how strongly the linear the relationship 

is: 

  (3) 

 

The calculations show that the correlation between number of sensors and average 

CPU load is 0,9728, which means that it is a very strong and positive linear 

relationship. This means that the number of sensors in correlation to the CPU load on 

the Raspberry Pi can be described by a linear relationship. The calculations can be 

done by averaging the increase of CPU load for each sensor of the measured cases. 

The average increase of CPU load is calculated by the following Equation: 

  (4) 

 
Where  is the average increased CPU load for each sensor and  the 

CPU load when  physical sensors are running in the system. The calculation shows 

that an average increase of 5,39% per added sensor is present in the system. After the 

average increase of CPU load in correlation to number of physical sensors is calculated 

a linear model can be presented. The linear relationship is described by Equation 5: 

    (5) 

 
Equation 5 describes how the estimated CPU load is calculated for the increasing 

number of sensors.  denotes the previous CPU load, which is added to  

shown in Equation 4. Combining Equation 4 and Equation 5 gives the linear model 

presented in the chart below: 

 

 

Figure 22 Linear approximation 
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The calculations show that 17 physical sensors will cause a theoretical average 

CPU load of approximately 96 %. This can be considered as the point where the 

Raspberry Pi could struggle to process all data in the system. As a coincidence, the 

Raspberry Pi has exactly 17 available GPIOs. This means that even if the sensors are 

not connected to either the I2C bus or the one-wire bus, all connected sensors can be 

used. 

8.2 Communication protocol analysis 
In order to establish a secure and reliable communication to the backend with low 

bandwidth consumption, the MQTT M2M protocol was the primary choice. MQTT 

has the benefits of working over several different transport media, such as TCP/IP, 

Bluetooth and RF. In order to understand how the protocol can perform in the 

proposed sensor network, measurements were done with the packet capture program 

Wireshark. The measurements were made by installing a local MQTT broker server 

together with Wireshark on a test PC. The Raspberry Pi was publishing its sensor 

values to the broker server and Wireshark captured the packets. Wireshark has no 

support for interpreting MQTT packets by default. Therefor a LUA add-on script [47] 

was used to see the MQTT packets in real time. By using this script in Wireshark, the 

packets sent from the Raspberry Pi to the broker server could be analyzed and 

summarized to get the average packet size, average packets sent per second and 

average bytes per second. These measurements were used to verify the stability and 

bandwidth used for each sensor over the MQTT protocol. A similar analysis was made 

sending the sensor data over HTTP. This was done in order to compare the MQTT 

protocol to a more regular approach for sending data with the Raspberry Pi. All 

measurements were made without MQTT password and without any FLAGS. The 

HTTP test where conducting by setting up an Apache server in Windows together with 

Wireshark as packet capturer to analyze average packet size, average packets per 

second and average bandwidth. The Apache server listened for HTTP Posts from the 

Raspberry Pi, containing sensor values in the same JSON data structure as for the 

MQTT. The graphs below are based on a summary generated by Wireshark, which 

could be seen in Appendix 4-7. 
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Figure 23 Average packet size versus number of sensors 

 

The picture above shows the differences between MQTT’s three levels of QoS and 

HTTP in term of average packet sizes. As seen in the graph, HTTP packets are 

sufficiently larger than the average packet size of MQTT on all QoS levels. This is 

because of more information is added to the packet of HTTP messages. 

 

 

Figure 24 Average data rate versus number of sensors 

 

Fig. 24 shows how many Bytes per second flowing through each protocol with 

respect to number of sensors. The conclusion is that HTTP requires more bandwidth 

than MQTTs all QoS levels. 
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Figure 25 Average packet rate versus number of sensors 

 

Fig. 25 shows the average packets per second. In MQTT QoS level 0 the 

Raspberry Pi only sends one Publish message to the broker server, while QoS level 2 

sends three more packets in the transmission (4-way handshake). MQTT QoS 1 and 

HTTP have similar number of packets because of how the protocols are designed, but 

the average data rate and average packet size are significant larger for HTTP. HTTP 

has no built in QoS mechanism like MQTT has. Despite this fact, the average data rate 

and average packet size are larger for HTTP. Another advantage with MQTT is that it 

is a publish/subscribe-based protocol in comparison to HTTP, which is based on 

requests and responses. MQTT is designed for unreliable networks and to be used 

especially with sensor networks and wireless sensor networks. Combining all these 

facts and the presented measurements, MQTT is the preferable communication 

protocol for the proposed system. 
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9 CHALLENGES ENCOUNTERED 

9.1 Hardware 
During this thesis project there have been setbacks while developing hardware and 

software. One major challenge encountered during the implementation phase were the 

SD-cards. A SD-card is working as a hard drive for the Raspberry Pi, and has to read 

and write data at a fast speed in order to work. The Raspberry Pi suddenly became 

unstable and could not run as it should. While trying to reboot the system the boot 

sequence failed and gave the error of corrupt SD-card. The SD-card was then inserted 

into a PC with Ubuntu installed, which stated the same error. It was not possible to 

format the SD-card or save the data stored on it. Since the project include two 

Raspberry Pi’s the only solution was to clone the other Raspberry Pi’s SD-card into a 

new SD-card. There could be several reasons for corrupting the SD-card. The most 

possible explanation would be low quality of the SD-card. The problem with corrupted 

SD cards happened twice during the thesis and the solution was to exchange the bad 

SD-cards with more expensive and reliable cards. 

9.2 The transition from Arduino 
Since the first choice of development platform was the Arduino Galileo, the 

approach had to be changed while switching development platform to the Raspberry 

Pi. The complexity of finding suitable libraries and adopting code standards from 

Arduino to the Raspberry Pi was a big challenge. The Arduino community has already 

implemented most of the existing sensors available on the consumer market, which 

makes it easier to implement sensors on the Arduino. Because the Raspberry Pi is 

mostly commonly used as multimedia PC, most of the sensors have not been 

implemented yet. This lead to difficulties in the system implementation and the sensor 

compatibility was unknown. This was noticeable when trying to install and implement 

the light dependent resistor (LDR). The Raspberry Pi has no analog inputs, which have 

to be used. Design and modeling an ADC was the only solution if an external prebuild 

is not available. Another challenge while implementing sensors to a Raspberry Pi is to 

motivate the choice of GPIO controlling software. There are plenty of software 

solutions on the Internet and most of them are well documented, but most of them also 

have known bugs and problems. The Arduino UNO comes with well-proven code 

examples and functions, which results in easy to implement sensors and things right 
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out of the box. To do the same thing with the Raspberry Pi, more research and 

implementation had to be done in order to set up the same system as on the Arduino. 

9.3 Integration 
The last phase in this thesis was to integrate the sensor network into another 

project that was run in parallel. The other project designed an API that the sensor 

network should connect and register through. It also includes a bidirectional M2M 

communication platform, which stores and handles the published data from the sensor 

network. These two project were not always in sync, and problem occurred while 

establish how the registration of the sensor network nodes should work. The backend 

could not handle registration through MQTT. The solution was to implement a 

registration module that uses HTTP Post method instead. 

9.4 Internet access 
During this thesis several modules and software updates were installed on the 

Raspberry Pi boards. This project was conducted at a large company with strong 

network security. This was a big challenge since the Raspberry Pi boards was not 

allowed through the firewall. When trying to access Linux update central or install 

new software modules from various sites, the connection was refused. There was also 

problem to access NTP servers from the internal network. When the Raspberry Pi was 

rebooted, the time and date setting were out of sync because its lack of a real-time 

clock. The solution for these problems was to add proxy settings to every board in 

several configuration files and installing a router with integrated switch functionality 

in order get access to the outside network. The router also had the possibility to 

connect to a Wi-Fi hotspot hosted from a 4G-modem. 
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10 CONCLUSIONS 
The focus of this thesis has been to develop low-cost sensor network using single-

board computers and integrate it to a bidirectional M2M communication platform. The 

work has been conducted in three phases: the research phase, the implementation 

phase and the integration phase. In the research phase single-board computers were 

evaluated and selected with respect to their specifications, price and suitability for the 

IoT concept. M2M communication protocols, programming languages and OS were 

also evaluated and selected in order to create the proposed sensor network. In the 

implementation phase, sensors, single-board computers and software were 

implemented and evaluated. Problems that occurred were explored and solved. The 

proposed system presented in this thesis was designed to be a proof-of-concept in both 

hardware and software, implemented on open source hardware and operations systems. 

The thesis work also includes exploration of several different technologies and 

protocols such as HTTP, MQTT, Arduino Galileo and Raspberry Pi and proves how 

these technologies can be used and integrated with each other. 

Open source, cost-efficient single-board computers can be used in sensor 

networks, making cross-platform communication possible. This thesis project takes the 

IoT from a conceptual level to a real-word implementation, which can be used as 

inspiration for future development of IoT cross-domain communication using single-

board computers. 

After finishing the three phases and conducting all tests, the research questions 

could be answered. The four questions are clearly answered below: 

 

1. What development platform should be used in order to develop a low cost, 

open source single-board M2M sensor network? 

This thesis presents three suggested single-board computers that are suitable 

candidates for the proposed sensor network. All three boards are open source and fit 

under the criteria for the proposed system. The first choice was to use the most 

expensive board by the candidates: the Arduino Galileo, since it is designed to be a 

part of the IoT. The Arduino Galileo board turned out to be unusable for this project 

since it could not handle the most basic digital sensors. The board appears to be 

untested and too hasty released to the public and has very little support by Arduino 

users. The Arduino Galileo needs to be tested for internal bugs and upgraded in order 

to be suitable for multipurpose embedded systems. After carefully conducting several 
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measurements this thesis proves the Arduino Galileo board to be insufficient for the 

proposed sensor network, and with most of the digital sensors available on the market. 

After switching the development platform to Raspberry Pi, all sensors could be 

implemented and be tested. The Raspberry Pi turned out to be a suitable fit for the 

proposed system. It is the least expensive by the three candidates, open source and 

there are M2M softwares, such as MQTT available to download and install from the 

Internet. It has enough processing power and could be used under several different 

environments. 

 

2. What challenges have been encountered while deploying single-board 

computers to sensor networks? 

There are several challenges that have been encountered while deploying single-

board computers to sensor networks. One major challenge has been to find suitable 

single-board computers for this purpose.  

Another challenge for this thesis work has been to find academic articles regarding 

related work. The concept of sensor network and IoT is abstract, the authors of the 

articles in related work reveal different thoughts of what these terms means and stands 

for. This result in very few research articles has been written about Raspberry Pi and 

Arduino integrations in larger IoT systems. This also results in few research articles 

has been made about standardized M2M protocol that could be implemented into 

single board computers. 

 

3. What open source communication protocol is most suitable for the 

proposed M2M system in terms of bit rate, delay and loss of information? 

The thesis work has focused on two different communication protocols. Both are 

standardized, but are designed to be used in different applications. HTTP can be used 

in various open source software and MQTT is designed to be used by different 

applications over unreliable communication mediums. These protocols are the most 

suitable once for communication between different single-board computers and a 

centralized communication platform because of the simplicity of adapting them for 

different purposes. The proposed sensor network is designed to use wired sensors to 

the single-board computer. The computer itself handles all communication and data 

processing. The sensors are wired and not wireless because this will reduce the cost 

and make the system more user-friendly. Using wireless sensors will not gain any 

benefits in the proposed system, because only the single-board computer will handle 

the external communication. This also means that only one IP-address per sensor 

network is needed, and the UUIDs will be used as sensor identifiers. 
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The conducted tests show that MQTT is a better solution in cases as average 

packet rate, packet size and byte rate, respectively. Because of MQTTs built-in QoS, it 

is also a better choice in regards to packet delay and packet loss. Another benefit with 

MQTT is the publish/subscribe-based architecture, which makes it easy to exchange 

different type of data, in different directions. HTTP is a request and response based 

protocol, which is a drawback when a big amount of data is required to be 

bidirectional transmitted. 

 

4. How many sensors can one single-board computer handle in terms of 

processing power before exceeding 95 %? 

In Chapter 7.2 the results that answers this question can be found. The number of 

implemented sensors in the proposed system is linear to the CPU usage, which means 

that the required processing power increases linear when a new sensor is implemented 

to the Raspberry Pi. When exceeding 17 sensors the system should theoretically get 

overloaded and become unstable. The Raspberry Pi only uses a single core processor 

that has to divide the processing power with regards to the amount of PIDs running. 

Each PID has its own priority and could be prioritized as low in case of overload to 

give another application with higher priority more memory or processing power. Since 

the communication protocol (MQTT) has internal QoS and uses queuing techniques 

that reduces the risk of data losses. 
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11 FUTURE WORK 
This thesis describes how a sensor network based on the Raspberry Pi can look 

like. Eventhough several technologies, sensors and single-board computers have been 

evaluated and implemented, more types of single-board computers and different type 

of sensors could be tested. 

The proposed system was implemented on Raspbian OS. There was no time to 

port the entire system to a RTOS, which would be worth investigating in the future. By 

porting the system to a RTOS the system could be even more stable and could be 

better optimized. The system would probably require even less processing power and 

memory usage, which can be better in complete system ready to be deployed out to the 

market. 

The Arduino Galileo and Raspberry Pi were tested for the proposed system. In 

future it would be interesting to test the BeagleBone black board as well. This board 

has more processing power and more GPIO pins, which could be better in a larger 

system with more sensors. This board works under the Linux-kernel; therefore it 

should be easy to port the proposed system onto the BeagleBone black board. 

In the thesis work four physical sensors were implemented and tested on the 

Raspberry Pi. Most of them are based on weather and climate information. A 

suggestion for future work could be to add more physical sensors to give the 

theoretical model presented in 7.2 more real values in order to get a more exact result. 

To be able to test more than 17 physical sensors, a board with more GPIOs would be 

necessary, like the BeagleBone black, or by implementing more sensors over different 

buses. In Chapters 5.1 and 5.2, two different buses are explained that could handle 

more than 50 devices per bus. This would contribute to the results of CPU load 

explained in Chapter 7.2. 

The thesis was conducted with two Raspberry Pi boards with connected sensors 

sending their sensor values to a bidirectional backend and subscribed to different 

topics. Since the proposed system was designed as a proof-of-concept, the system 

should be deployed and tested on many more devices in order to test the backend and 

exchange data between each other. 
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APPENDIX 1 
Example of sensor trends: 

 

 
Figure 26 Humidity sensor trend 

 

 

 
Figure 27 Temperature sensor trend 

 

 

 
Figure 28 Pressure sensor trend 

 

Example of MQTT Subscription trend (SMHI Weather data): 

 

 
Figure 29 MQTT weather subscription trend 
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APPENDIX 2 
Table 2 single board computer comparison 
Specification Raspberry Pi Arduino Galileo BeagleBone black 
Input Voltage 
(recommended) 

5V 5V 5V 

Input Voltage (limits) 5V 5V 5V 
Digital I/O Pins 17 (Unprotected)  14 where 6 are PWM 46 (Multiplexed) 
Analog Input Pins 0 6 7 (12-bit) 
Total DC Output 
Current on all I/O lines 

Dependent of power 80mA  

DC Current for 3.3V 
Pin 

500mA 800mA 500mA 

DC Current for 5V Pin Dependent of power 
source 

800mA 1A 

SPI  Yes Yes Yes 
CAN Yes (But not 

implemented) 
No Yes (But not 

implemented) 
I2C Yes Yes Yes 
UART Yes(via adapter) Yes Yes (via adapter) 
ICSP No Yes No 
CPU 700MHz ARMv6 400MHz 32-bit Intel 

Quark 
Sitara AM3558 1GHz 

2000 MIPS 
WiFi Optional USB-WiFi 

adapter 
Optional shield Optional USB-WiFi 

adapter 
Ethernet 10/100 Ethernet 10/100 Ethernet 10/100 Ethernet 
Real Time Clock No Yes No 
USB-Host Yes Yes Yes 
HDMI Yes No Yes 
Mini-PCIe No Yes No 
Buttons None Reset Reset, Power, Boot 
Storage Micro-SD card 

 
Around 512KB for 
sketches internally. 

Micro-SD card up to 
32GB. 

USB 2.0 flash drive 
support. 

Onboard 2GB flash. 
Micro-SD card 

RAM 256MB or 512MB 
SDRAM 

256MByte DRAM 512MB DDR3 RAM 

Graphics GPU No 3D graphics 
accelerator 

IDE SSH, Linux Arduino IDE SSH, Linux 
OS Ex: Ubuntu, 

ArchLinux, Ubuntu 
Arduino, Linux Ex: Android, 

ArchLinux, Gentoo, 
Ångström Linux, 

Ubuntu 
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APPENDIX 3 
Table 3 Initial hardware components 
Art.nr Description Quantity Price/Item 

(included vat) 
41012391 Arduino Galileo 2 479.20 SEK 
41011771 LCD-display 2 199.20 SEK 
41009796 
 

Digital Temperature 
sensor and humidity 
sensor 

2 79.20 SEK 
 

40850005 Light sensor 2 6.40 SEK 
41004065 Connection cables 1 215.20 SEK 
10161680 Breadboard 2 183.20 SEK 
41012713 Barometric 

pressure/temp sensor 
2 103.20 SEK 

41009860 Micro-USB cable 2  16.00 SEK 
41011543 Micro-SD card 2 79.20 SEK 
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APPENDIX 4 
All sensors running over HTTP: 

 
Figure 30 Packet analyzer HTTP 
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APPENDIX 5 
All sensors running over MQTT QoS 2: 

 
Figure 31 Packet analyzer MQTT QoS 2 
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APPENDIX 6 
All sensors running over MQTT QoS 1: 

 
Figure 32 Packet analyzer MQTT QoS 1 



 
 

58 

APPENDIX 7 
All sensors running over MQTT QoS 0: 

 
Figure 33 Packet analyzer MQTT QoS 0 


