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ABSTRACT 

 

              The thesis aims to find issues that may affect the performance of meshed wireless 
networks. There is no denying the fact that out of the wireless technologies being used in 
today’s environment, the wireless meshed technology is one of the most advanced and can be 
viewed as the technology of the future. This thesis deals closely with aspects like throughput, 
security and performance as these metrics have a direct influence on the performance of the 
wireless mesh.               

               The thesis is subdivided into various categories explaining the primary structure of 
wireless mesh networks. Performance of the network has always been a key issue and 
reliability is the core metric of evaluating the quality of a network. Routing protocols for these 
networks and which help in improving the performance are examined and the best routing 
protocol is suggested. This helps to improve the throughput which is the main aspect for 
maintaining a good performance.                

               The main problem with wireless networks is making them security. This area is also 
considered as it improves the performance of the whole network. Also the network should be 
scalable to properly utilize the frequency and get optimal performance. This is required for the 
successful delivery of data packets. Thus, this area is also investigated together with some other 
factors that influence the behaviour of these networks. Last, but not least, we provide a 
discussion about possible future work as well as specifying a system that will help to increase 
the performance. 
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Chapter 1: Introduction 
 

 
1.1 Introduction to Wireless Mesh Networks 
 
  

Wireless mesh network is the key technology for present generation in wireless 
networking for providing fast and hassle free services to users. Nodes in wireless mesh 
networks comprise mesh routers and mesh clients. Each node operates not only as a host but 
also as a router, forwarding packets on behalf of other nodes that may not be in within direct 
wireless transmission range. 

 Connectivity between nodes in wireless mesh networks is automatically established and 
maintained among the participating nodes. This makes wireless mesh network a dynamically, 
self-organized, and self-configured wireless network. This feature brings many advantages such 
as low installation cost, low cost in maintenance, robustness and reliable service coverage. 

 The most commonly used technology in day to day life such as desktops, laptops, PDA’s, 
Pocket PC’s, Phones etc. is based on conventional nodes equipped with Wireless Network 
Interface Cards (NIC’s) which in turn can connect to wireless mesh routers. Nodes without a 
wireless NIC can still access wireless mesh networks by connecting to wireless mesh routers 
through other technologies such as Ethernet. In addition, gateway or bridge functionalities in 
mesh networks enable integration of wireless mesh networks with various existing wireless 
networks such as Cellular networks, wireless sensors, wireless-fidelity (Wi-Fi) and worldwide 
inter-operability for microwave access (Wi-MAX). 

 Wireless mesh networks can also be used in other applications such as broadband, 
networking, community and neighborhood networks, enterprise networking building 
automation, etc Wireless mesh networks can be deployed one node at a time and they also 
have a capability of self-organization and self-configuring. Reliability and connectivity for the 
users of such networks increases significantly as more nodes are installed. 

 As all the required components are already available in the form of Ad-hoc network 
routing protocols, IEEE 802.11 MAC protocol, wired equipment privacy (WEP) etc., deploying a 
wireless network is not difficult, so this feature also brings up several companies offering 
wireless mesh networking products. However, considerable research efforts are still going in 
the case of MAC and routing protocols applied to wireless mesh networks which do not have 
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enough scalability. The throughput drops significantly as the number of hops or nodes in a 
wireless mesh network increases. Consequently, all existing protocols in the protocol stack 
need to be adapted or modified in order to handle these conditions. 

  Many research groups focus on protocol design of existing wireless networks such as 
IEEE 802.11 network, ad-hoc networks and wireless sensor networks. Industrial standards 
groups are also actively working on new specifications for the wireless mesh networking. 

 

1.2 Aims of the Thesis 

 

 The main aim of this thesis is to get better performance, scalability and security on a 
wireless mesh network. This is comparatively a new area in the networking field and therefore 
we aim to find new methods that could help using this technology more effectively. We do this 
by providing a study of what is suitable and providing some measures for what needs to be 
done. The research objectives of this thesis are as following:  

• To identify the issues related to the performance of wireless mesh networks. 

• To discover the factors which affect the performance of a wireless mesh network. 

• To do research on the protocols for data transmission, routing of data packets and then 
choosing the best one that increases the reliability of the network. 

• To find methods that would enhance the reliability of a wireless mesh network. 

• To do research on the throughput of a wireless meshed network, trying to improve it 
and providing thus basis for further improvements of its performance. 

• To discuss the effects of scalability and security in a wireless mesh network. 

• To discuss, analyze and recommend the best alternatives and options that would make 
wireless mesh network more reliable and more efficient. 
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1.3 Thesis Structure 

 

                The report consists of five chapters. The first chapter provides the goals and 
the objectives of this thesis. It lays the foundation for the whole thesis. Chapter two introduces 
the wireless meshed technology, its characteristics, architecture and some application 
scenarios. One of the most important chapters is the third chapter which discusses the effect of 
throughput on the performance. In addition, several metrics that might improve the 
throughput of WMNs are explained. We discuss issues such as controlling network performance 
using routing metrics and traffic balancing. Further, protocols which affect the scalability of 
WMNs have been discussed in detail. Chapter four explains the main security aspects of 
wireless mesh networks. Finally, we conclude the thesis in Chapter five where we also provide 
some thoughts for future work. 

 

1.4 History of WMN’s 

1.4.1 Wireless Technology  

Wireless technology is rapidly gaining in popularity in both home and business 
networking. This technology continues to improve, and the production cost of wireless 
products continues to decrease. When viewed as a method of data transport, wireless 
technology seems very similar to the wired technology. The methods of connection and range 
of services available are more varied in wireless technology than in wired technology. Wireless 
networks have become quickly a promising technology in today’s emerging technologies 
because of its characteristics such as ease of deployment, ease of maintenance and low cost 
when compared with wired networks. Wireless networks utilize radio waves and/or 
microwaves to maintain communication channels between computers. This can be seen as a 
modern alternative to wired networking that relies on copper and/or fiber optic cabling 
between devices. This simple wireless technology allows the devices to communicate with each 
other without need of physical connection. It offers both advantages and disadvantages when 
compared to a wired technology. Advantages of wireless transmission include mobility and 
elimination of cables. Disadvantages of wireless include the potential for radio interference due 
to weather, other wireless devices, or physical obstructions such as walls. Wireless technologies 
ranges from complex systems like Wireless Wide Area Networks (WWANs) and Wireless Local 
Area Networks (WLANs) to simple devices such as wireless headphones, microphones and 
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devices using infrared (IR) like cordless computer keyboards, wireless hi-fi stereo systems and 
remote controls, which requires a direct line of sight between transmitter and receiver. 
Wireless networks are diverse and frequently divided into three groups based on their coverage 
range. 

 

 1.4.2 Wireless Wide Area Network 

This is the continuous action of joining several networks that are great distance apart 
allowing thus for the interconnection of these networks. Eliminating the traditional method of 
laying cables to connect several networks, the WWANs enable connection by radio, satellite 
and other ubiquitous technologies such as mobile phones. It is nice to implement a WWAN 
technology in an area where is very hard to lay cables or where the sites are far apart so that 
the cost of laying the cables would be too much. There is a natural phenomenon known as the 
radio spectrum and the wireless networks operate by sending the signal on a specific frequency 
out of this spectrum. The wireless network can be installed with either fixed or mobile 
terminals. A fixed wireless link uses a fixed antenna to transmit and receive data by sending 
radio signals whereas the mobile terminals use satellite or mobile phone technology. A satellite 
system may use a fixed or a conveyed satellite dish. Most of the time satellite technology 
frequently works downstream which means sending data from the satellite to the dish. The 
upstream, i.e. sending data from the dish or antenna to the satellite, is done using a fixed or a 
mobile phone system capable of handling sufficient bandwidth.  

WWAN is designed to bring internet access to its users in order to access IP based 
applications. WWAN communication is done with the help of radio signals over analog, digital 
cellular, or Personal Communication Service (PCS) networks. These days, data communication 
takes place through 2G (second generation) systems such as Time Division Multiple Access 
(TDMA), Code Division Multiple Access (CDMA), Personal Digital Cellular (PDC), and Global 
System for Mobile Communication (GSM) and through packet data technology over old 
analogue systems such as Cellular Digital Packet Data (CDPD). Although traditional analog 
networks, designed for voice rather than data transfer have some inherent problems, some 2G 
and newer 3G (third generation) digital cellular networks are fully integrated for data/voice 
transmission. With the advent of 3G networks, transfer speeds also increased significantly.  
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                                        Figure 1.1: Wireless wide area network [40] 

 

1.4.3 Wireless Personal Area Networks (WPAN) 

A WPAN (wireless personal area network) is a network for interconnecting devices 
centered on an individual workspace through wireless technologies. Typically, a WPAN uses 
technology that permits communication within a very short range. One such technology is 
Bluetooth, used as the basis of a new standard, IEEE 802.15. A key concept in WPAN technology 
is known as plugging in, defined as when any two WPAN equipped devices come into close 
proximity (within several meters of each other), they can communicate as if connected by a 
cable. Another important feature in WPANs is the ability of each device to lock out other 
devices selectively, preventing needless interference or unauthorized access to information. 
WPAN technology is in its infancy and is undergoing rapid development. Proposed operating 
frequencies are around 2.4 GHz in digital modes. The main objective is to facilitate seamless 
operation among home or business devices and systems. 

 

1.4.4 Wireless Local Area Network 

Wireless LANs (WLANs) utilizes electromagnetic waves, particularly spread-spectrum 
technology based on radio waves, to transfer information between devices in a limited area. 
There are two types of WLANs; infrastructure WLANs and independent WLANs. Infrastructure 
WLANs, where the wireless network is linked to a wired network, is more commonly deployed 
today. In an infrastructure WLAN, the wireless network is connected to a wired network such as 
Ethernet, via access points, which possesses both Ethernet links and radio antennas for sending 
and receiving radio signals. These signals span microcells, or circular coverage areas (depending 
on walls and other physical obstructions), in which devices can communicate with the access 
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points, and through these, with the wired network. In a WLAN, devices can move within and 
between coverage areas without experiencing connectivity disruption as long as they stay 
within range of an access point or extension point (similar in functionality to an access point) at 
all times. WLAN provides wireless access to resources and services of a corporate network in a 
building. WLANs provide all the features and benefits of traditional LANs technology without 
any need of wires or cables. 

It provides more freedom in the work environment since one can access the company 
database and servers while still being mobile. Though WLANs have limited geographical 
coverage, they provide its users access to network backbone without need for wires. Thus, they 
are providing their users anytime, anywhere network access. WLAN uses technologies such as 
infrared light (IR) or radio frequencies (RF) for communication. Radio frequencies provide 
higher bandwidth, longer-range and wide coverage area.  

           The most common frequency band used by WLAN is 2.4 gigahertz (GHz). Because of their 
simple network configuration, WLANs are easy to install and expand on public access locations 
such as airports, hotels and convention centres. The main benefit of WLANs is onsite 
maintenance troubleshooting and support by network administrators due to features like 
location independent access.  WLANs can be used for extending the reach and capabilities of 
the wired network. Equipments required for constructing WLANs are electronic cards inserted 
in the PC, Industry-Standard Architecture (ISA) client adapters and most important, Access 
Points (AP), which act as a bridge between wireless and wired networks. 
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                                            Figure 1.2 Wireless local area networks [40] 

 

WLAN devices communicate seamlessly with access points thereby connecting to the 
wired network. Devices can maintain network connectivity while roaming in the regions 
highlighted in Figure 1.2. 

 

1.5 Summary 

This chapter introduced the motivation for the thesis work and presented some 
commonly used wireless technologies and concepts. It introduced important concepts such as 
WWAN, WLAN and WPAN amongst others, which form the basis of this report. The chapter also 
lays down the structure of the entire report. 
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Chapter 2: Overview of Wireless Mesh Network 

 

2.1 Introduction 

             Previous chapter introduced the motivation and fundamental concepts for this thesis. 
This chapter will explain wireless meshed networks. The characteristics of the wireless meshed 
network, application scenarios are also defined. It introduces areas where the technology is 
used as well as the need of studying the wireless meshed networks. The architecture of wireless 
meshed networks is studied alongside the challenges in existing protocol. 

 

2.2 Wireless Mesh Network 

Wireless mesh network is an advanced form of wireless network. A wireless mesh 
network provides a better solution to problems that often arise in cellular and WLAN. The basic 
problem for both cellular and WLAN is that they both have limited range of connectivity. These 
technologies are quite expensive and transmission data rate is also quite low. In contrast, 
wireless mesh networks are relatively cheap and provide better data transfer rates. 

Basically wireless mesh network consist of two types of nodes,  

• Wireless mesh routers  

• Wireless mesh clients 

  Mesh routers form the backbone infrastructure. The main characteristic of a WMN is 
that the nodes at the core of the network are responsible for forwarding data to and from 
clients, forming thus the mobile and ad-hoc network (MANET) [8]. This advanced feature is able 
to provide better services to users. Advanced features are self-organization, self-configuration 
and the ability of such networks to self-repair (or self-heal). If one node fails, a new path is 
automatically selected so as to maintain connectivity. Because of these features, nodes in the 
WMN network are self connected.  

WMNs are easy to deploy, have a low cost and are easy to maintain, robust, scalable 
and reliable. The main requirement for the user to connect with mesh routers is the network 
interface card (NIC) on their machines.  The communication between devices in WMNs is Non 
Line of Sight (NLOS). The WMN can work in tandem with existing networks like cellular network, 
wireless sensor, wireless-fidelity (Wi-Fi), worldwide inter-operability for microwave access 
(WiMAX) [77], and WiMedia networks because of gateway/bridge functionality. WMN are quite 



18 

 

flexible and versatile, and allows vendors to enter the mesh networking arena with different 
products and applications. Packets are forwarded in the same multi hop manner as the ones of 
the stationary nodes. Most of internet service providers (ISPs) need such type of network which 
has low upfront cost and can be scalable and reliable; WMN provides all the features ISPs 
require. The nodes in WMN can be added whenever required. An additional node increases 
reliability and performance of the network, as more nodes are cooperating and help in 
providing backup. Figure 2.1 below shows the basic architecture of WMNs [60] 

 

 

 

.  

                                              

                                                 Figure 2.1: Wireless Mesh Networks [21] 
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2.3 Network Architecture 

2.3.1 Mesh Routers 

Other than routing capability functions as in a conventional router, a wireless mesh 
router contains additional routing functions to support mesh networking. A mesh router is 
usually equipped with multiple wireless interfaces built on either the same, or different wireless 
access technologies in order to improve flexibility of mesh networking [80]. 

• When compared with a conventional wireless router, a wireless mesh router can 
achieve same coverage with more transmission power through multi-hop 
communications [95]. 

• Optically, the medium access control (MAC) protocol in a mesh router is enhanced with 
better scalability in a multi-hop mesh environment [95]. 

  Both mesh and conventional wireless routers are usually based on similar network 
applications. Mesh routers can be built on both dedicated computer systems for example 
embedded systems and can be made compact as well as used on general purpose computer 
systems such as laptops, desktop PC [76].  

 

2.3.2 Mesh Clients  

Gateway/bridge functions do not exist in these nodes. Mesh clients can also work as 
routers as they have necessary functions for mesh networking. 

Hardware and software for mesh clients is similar to mesh routers. However, mesh 
clients usually have a single wireless interface. Also, mesh clients have higher variety of devices 
compared to mesh routers. They can be laptop/desktop PCs, pocket PCs, PDAs, IP phones, RFID 
readers, BAC network (Building Automation and Control networks), controllers and many other 
devices [3]. 
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2.4 WMN Architecture 

Wireless mesh networks are classified into three main groups: 

• Infrastructural backbone. 

• Client WMNs 

• Hybrid WMNs. 
 

2.4.1 Infrastructural backbone 

 

 

 

                                           Figure 2.2 Infrastructure/Backbone WMNs [93] 

 

The architecture is shown in figure 2.2 where dashed lines indicate wireless links and 
solid lines indicate wired links. So this type includes mesh routers forming an infrastructure for 
clients that connect to them.  
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The wireless mesh network infrastructural backbone can be built using various radio 
technologies along with IEEE 802.11 technology. Mesh routers will form individual groups of 
self-configuring, self-healing links. Mesh routers can also so be connected to the internet using 
gateway functionality [15]. 

This process, due to its breaking up into individual groups, can be referred as 
infrastructure meshing and actually provides backbone access for conventional clients and 
enables integration of WMNs with existing wireless networks through gateway/bridge 
functionalities in the mesh routers.  

Clients with no wireless interface cards are connected to the mesh routers via Ethernet 
links [44]. Conventional clients using the same radio technologies can communicate directly, 
but if different radio technologies are employed then clients can communicate through base 
stations that have Ethernet connections to mesh routers. 

The infrastructural backbone WMNs are of great advantage [78]. The mesh routers are 
connected on the roof of houses in a neighborhood, which will act as an access point for users 
in home and along the roads. In this scenario two types of radio transmission are used one for 
backbone communication and the other for user intercommunication. The mesh backbone 
communication can be established using long-range communication techniques including 
directional antennas [10]. 

 

2.4.2 Client WMNs 

Client meshing provides peer-to-peer networks among client devices. Client nodes 
enable routing and configuration functionalities as well as provide applications to end users. 
Hence it doesn’t require any mesh router for these types of networks as they deal individually 
within the group.  
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                                                 Figure 2.3: Client WMNs [7] 

 

  The architecture of client WMNs is shown in figure 2.3. The figure shows how packets 
assigned to a node hops through multiple nodes to reach destination. These client WMNs are 
build up with one type of radio technology. However, on the end user’s devices, the 
requirements are more compared to infrastructure meshing, as they perform additional 
functions such as routing and self-configuring [60]. 
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2.4.3 Hybrid WMNs 

 

                                                  

                                                    Figure 2.4: Hybrid WMNs [4] 

 

The architecture of hybrid WMNs is shown in figure 2.4. This architecture is basically a 
combination of infrastructure and client meshing. It has better features when compared to 
infrastructure and client individually [7]. Mesh clients can access the network through mesh 
routers as well as directly meshing with other clients. While infrastructure provides connectivity 
to other network such as Wi-Fi, Wi-MAX, cellular and sensor networks, the routing capability of 
the clients provides improved connectivity and coverage inside the WMN [76]. 

 

2.4.4 MAC Layer 

Wireless meshed network has several hops, therefore the MAC-layer requires multiple 
hops to enable communication. Basically MAC protocols are restricted to one hop 
communications, whereas routing protocols have to take care of multiple hops. In WMNs not 
only the data is affected whether sent or received at the nodes within one hop, but also at two 
or three hops away. Because there is no centralized controller in the WMNs, the MAC functions 
are accomplished in a distributed way. MAC ensures that all the nodes are cooperating in 
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transmission [57, 71]. Along with this, a WMN network node is able to communicate with all 
neighboring nodes in the mesh network. This feature results in multipoint to multipoint 
communication between nodes. Mesh network topology helps in creating better cooperation 
between nodes while MAC protocols have better knowledge of these topologies. This will result 
in improving the performance of MAC in multi hop environment [70]. 

The capacity of the network is improved when self organized networks based on power 
control optimizes the network topology, resulting thus in reducing the interference between 
adjacent nodes. Performance of MAC is affected when a user is roaming because the network 
configuration is changed. In order to improve performance, the networks nodes need to 
exchange topology information [70].  Scalability of the WMNs at MAC layer is done in two ways. 
In a single channel network, we can enhance existing protocols or a new protocol may be 
proposed to increase the end to end throughput. This can be done by resizing window size and 
will improve throughput in one hop communications. Along with this, cross-layer design with 
advanced physical layer techniques helps to improve performance [50, 79].  The other way is to 
allow the transmission on multi channels in each node. This can be done by developing multi-
channel single transceiver MAC, using multi channel multi transceiver MAC and by using multi 
radio MAC. 

 

2.4.5 Physical Layer  

 Multiple transmission rates can be provided through a combination of different 
modulation and coding techniques. Error correction and prevention can be easily provided 
through link adaptation. This problem usually happens due to less than ideal conditions for 
radio transmission. High speed transmission can be obtained by schemes such as orthogonal 
frequency multiple access (OFDM) and ultra-wide band (UWB) [16].  

  The capacity of the physical layer can be increased and the impairment of fading can be 
decreased by using antenna diversity and smart antennae. Unutilized spectrum can use 
frequency agile or cognitive radios, thereby utilizing spectrum efficiently. Directional antennas 
can be used to reduce interference between various transmissions and reduce transmission 
power [60]. 
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2.4.6 Network Layer  

The role of the network layer is to transfer packets from a source to a destination. 
Consequently, since the destination can be several hops away in case of WMNs, the routing 
functionality in this layer should be proper.  For this, it is suggested that the routing protocol 
has high overhead and requires global information which makes it possible to reach as many 
nodes as possible. The reconfiguration procedure should be there, in case there is any broken 
link or some other problem. This will maintain reliability of the WMN network. In addition, 
routing should be done in such a way that if a particular route is congested, then data packets 
should be sent through a different route [3]. This will increase the performance of the network. 
There should be provisioning for load balancing and fault tolerance.  Once these have been 
provisioned, data packets can be sent from source to destination. This functionality is provided 
by the transport layer [18]. 

 

2.4.7 Transport Layer  

The role of the transport layer is to transmit data from one point to other. However, 
even for wired connection, TCP protocol is inefficient as packets are lost. Thus for the wireless 
network even more losses happen if we use TCP. There is a need to use enhanced variants of 
TCP so that transmission is efficient and effective. There can be congestion in WMNs or there 
can be link failures, however, the chance of these happening is relatively negligible. In light of 
limitations of TCP highlighted above, a possible and better alternative is UDP [82]. This can be 
complemented by Real Time Protocol (RTP) [32], for support real time applications. Apart from 
this it is essential to control for congestion in the network. This can be done by the Rate Control 
Protocol (RCP) which manages the amount of packets sent over a particular path [85]. 

 

2.4.8 Application Layer 

Applications that run on the network drive our choice to deploy wireless meshed 
network. Therefore, it is important that we know the application supported by the network. 
WMNs enable easy, speedy and cost effective installation of Internet access services. 
Information storage as usual will happen in wireless mesh networks and it also has the 
advantage of assisting information exchange across multiple wireless networks, with the help of 
mesh routers with multiple access points [15]. Since data passes through a variety of networks 
before being delivered to the end application, the application layer protocol design should be 
able to handle heterogeneity of networks. The application layer enables easy communication 
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between Wi-Fi, WiMAX and cellular. To implement all these applications, new algorithms have 
to be written in the application layer [10]. 

 

2.5 Characteristics of WMNs  

The main characteristics of WMNs are as follows: 

2.5.1 Multi-hop Wireless Network 

The main objective developing WMNs is to extend the coverage range for wireless 
networks without sacrificing channel capacity. Also to provide non-line-of-sight (NLOS) [70] 
connectivity among users without direct line-of- sight (LOS) links [95]. In order to achieve these 
objectives and requirements, mesh-style, multi-hopping is indispensable. The advantage with 
this is that it achieves high throughput without sacrificing effective radio range via shorter link 
distance and more efficient frequency usage. 

Support for ad-hoc networking and capability of self forming, self healing and self 
organization 

Because of flexible network architecture, easy development and configuration, fault 
tolerance and mesh connectivity through multipoint-to-multipoint communications, WMNs 
enhance network performance. All these features make WMNs have low upfront investment 
requirements. At the same time, the network can grow gradually as needed. 

Mobility depends on the type of mesh nodes 

Mesh routers usually have minimal mobility, while mesh clients can be stationary or 
mobile [77]. 

Multiple types of network access 

The integration of WMNs with other wireless networks and provisioning of services to 
end users.  

Dependence on power-consumption constraints on the type of mesh nodes 

Power-consumption constraint is considered to be an important characteristic of mesh 
clients. Unlike mesh routers, mesh clients require power efficient protocols. For example mesh-
capable sensors require its communication protocol to be power efficient [16]. When 
considering such situations, MAC or routing protocols optimized for mesh routers may not be 
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appropriate for clients such as sensors, power efficiency is the primary concern for wireless 
sensor networks. 

Capability and inter-operability with existing wireless networks 

The fact that WMNs are based on IEEE 802.11 technologies must be comparable with 
IEEE 803.11 standards. Consequently, WMNs also need to be inter-operable with other wireless 
networks such as Wi-MAX and cellular networks [64]. 

Based on these characteristics, WMNs are considered to be a type of ad-hoc network 
due to lack of valid infrastructure that exists in cellular or Wi-Fi networks through deployment 
of base stations or access points. If WMNs require ad-hoc networking technologies, these must 
involve more sophisticated algorithms and design principle for the utilization of WMNs. In 
depth, WMNs are likely to diversify the capabilities of ad-hoc networks rather than being a type 
of ad-hoc network. Hence the ad-hoc network can actually be considered as a sub set of WMNs.  
Let us do a comparison between wireless mesh networks and ad-hoc networks in order to 
illustrate this statement [32]. 

 

 

2.6 Comparison between WMN and Ad-hoc Networks  

 

2.6.1 Wireless Infrastructure/backbone 

WMNs have wireless backbone with mesh routers, provide larger coverage, connectivity 
and robustness. However, connectivity in ad-hoc networks depends also on the individual effort 
of end users [77]. 
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2.6.2 Integration 

WMNs support conventional clients with the same radio technologies as a mesh router. 
WMNs enable integration of various existing networks such as Wi-Fi, cellular and sensor 
networks through gateway or bridge functionalities in mesh routers. This helps users from one 
network to access other networks through the wireless infrastructure. Since the physical 
location of a network node becomes less important than the capacity and network topology, 
the integrated wireless network resembles the internet backbone [7]. 

 

2.6.3 Dedicated Routing and Configuration 

In WMNs mesh routers perform routing and configuration functionalities. In ad-hoc 
networks, end-user devices perform these functionalities for all other nodes [77]. Hence, the 
load on end user devices is significantly decreased. This provides high end applications 
capabilities and lower energy consumption. Moreover, the end user requirements are limited, 
which decreases the cost of devices that can be used in WMNs. 

 

2.6.3.1 Multiple Radio Frequency 

In mesh routers, routing and access functionalities can be equipped with multiple radio 
frequencies. Routing and configuration are performed between mesh routers, while access to 
the network can be carried out on a separate radio frequency. This significantly improves the 
capacity of the network. Whereas coming to ad-hoc networks these functionalities are carried 
out on the same channel and hence the overall performance decreases [8]. 

 

2.6.3.2 Mobility  

In ad-hoc networks end user devices provide routing functionality. As the network 
topology and connectivity depends on the movement of users, this will result in imposing 
additional challenges on routing protocols as well as on network configuration and deployment 
[69, 70]. 
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2.7 Application Scenarios 

2.7.1 Broadband Home Networking 

At present broadband home networking is commonly done through IEEE 802.11 WLANs. 
Because we deal with domestic areas, the biggest problem is finding out the access points and 
their location. Further, utilization of multiple access points is very expensive and not 
convenient. This is because it requires Ethernet wiring from the access points to backhaul 
network access. Consequently, a better way to solve this problem is mesh networking [44].   

Figure 2.5 illustrates the concept.  

When we use mesh networking in homes, access points are replaced by wireless mesh 
routers with mesh networking established among them. By doing this, communication between 
nodes becomes more flexible and more robust against network faults and link failures. 
Therefore, the disadvantages highlighted in the preceding paragraphs can be rectified through 
flexible mesh connectivity between homes. This in turn helps in distributed file storage, 
distributed file access and video streaming. 

 

 

 

                                 Figure 2.5: WMNs for broadband home networking [5] 
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2.7.2 Enterprise Networking 

This is basically considered to be commercial networking as this solution is mainly used 
in offices, in-between offices, and between multiple buildings. This could be a small network 
within the office, a medium size network for all offices in the building or a large network within 
multiple buildings. At present, such a network is done by standard IEEE 802.11 and connections 
are made using Ethernet, making the cost of enterprise networks very high [10]. Although 
adding more backhaul access and modems does not improve robustness to link failures, 
network configuration and other similar problems in entire enterprise network, can only 
increase local capacity. The problem described above can be solved using a mesh network as 
shown in figure 2.6. 

 

 

                                            Figure 2.6:   WMNs for enterprise networking [6]  

 

By using this implementation we reduce or eliminate Ethernet connections. Multiple 
backhaul access modems can be shared by nodes in the network and this improves the 
robustness and resources utilization of the entire network. Consequently, WMNs can be of use 
and easily allow for growth as the size of enterprise expands. Since enterprise networking is 
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required for relatively large organizations, it is obvious that mesh networking is more 
complicated where more nodes and network topologies are involved. Enterprise networking 
can be of great use in enabling self service in airports, shopping malls, hotels and sport centers. 

 

2.7.3 Metropolitan Area Networking 

In case of Metropolitan Area Networking, WMNs bring many advantages as compared 
to other networks. The physical layer transmission rate of a node in WMNs is much higher than 
that in any cellular network. Communication between nodes in WMNs does not rely on wired 
backbone. 

 

 

                                 Figure 2.7: WMNs for metropolitan area network [7] 

 

The wireless mesh MAN is an economic alternative to broadband networking when 
compared to cable or wired networks. From the figure we can observe that the wireless MAN 
network covers a wider area than home enterprise, building or community networks. Thus 
wireless MAN’s great advantage is that it is scalable as compared to alternatives [3, 69, 70]. 
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2.7.4 Transportation Systems 

When we consider IEEE 802.11 or 802.16, usage has been limited to stations and stops 
as these are based on Ethernet connections. WMNs can prove to be a much better alternative. 
WMNs can help provide convenient passenger information services, remote monitoring or in 
vehicle security communication. The basic idea behind this technologies are high speed mobile 
backhaul from a vehicle to the internet and mobile mesh networks within the vehicle as shown 
in figure 2.8. [3, 71]. 

 

 

                                                Figure 2.8: WMNs for Transportation systems [7] 

 

 

2.7.5 Building Automation 

If we consider a residential or corporate building, there are various types of electrical 
devices. These need to be controlled and monitored frequently. In order to monitor these 
devices the standard procedure is through wired networks but this technology is expensive due 
to the complexity and high maintenance of a wired network. In order to overcome this problem 
Wi-Fi based networks have been introduced. However, these networks are also expensive as 
they involve wired networks and have not achieved satisfactory performance. In order to 
minimize these problems we can replace the BAC (Building Automation and Controlled 
networks) [77] access points by mesh routers then the cost will reduce significantly. The 
deployment process is also much simpler due to mesh connectivity among wireless routers 
[79]. 
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Figure 2.9: WMNs for building automation [7] 

 

2.7.6 Health and Medical Sciences 

The scenario depicted in previous paragraph applies also to a medical centre. A medical 
centre requires monitoring and diagnostic data frequently. Currently, technology being used is 
nothing but traditional wired networks. Periodical monitoring generates a large amount of data 
and therefore wired networks might not be able to support the systems to a satisfactory level 
[69]. If we consider Wi-Fi networks, they are based on the Ethernet connections which may 
cause high system cost and complexity. All of the aforementioned problems can be overcomed 
by using WMNs [15, 90]. 

 

2.7.7 Security and Surveillance Systems 

In today’s commercial world security plays a major role such as in enterprise buildings, 
shopping malls, stores etc. In order to have better security for these systems, WMNs are of 
great use when compared to wired networks. In security surveillance systems, still images and 
videos are the main feature, so it demands for network capacity offered by WMNs [77, 80]. 



34 

 

WMNs are also used in case of emergency networking and peer-to-peer 
communications. In case of emergency networking, for example fire fighters tackling a fire, 
oftentimes they do not have access to required information. In such cases, if WMNs are 
available in the desired location, it becomes easier to locate areas which need attention. 
Similarly, devices with wireless networking such as laptops, PDAs, [60] then peer-to-peer 
communication creates an efficient solution for information sharing. WMNs are geared to 
enable these [79]. 

 Usage of WMNs in security and surveillance systems illustrate how WMNs are a 
superset of ad-hoc networks and can accomplish all functions provided by ad-hoc networking 
[15]. 

 

2.8 Summary 

              This chapter summarizes important basic features and reliable information of WMNs. 
The chapter explains basic functionalities of WMNs, describes the system architectures of 
WMNs, characteristics of WMNs, MAC layer, and some other important layers of WMNs. In 
addition, it explains application scenarios of WMNs. A comparison between WMNs and ad-hoc 
networks is also provided. 
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     Chapter 3: Performance of WMNs 

 

 

3.1 Introduction 

             With the discussion on WMNs – their characteristics, architecture and applications, it is 
important that we discuss the main issue of the thesis. We focus on the performance of the 
meshed wireless network. This includes a discussion about performance in network, the factors 
that may impede and help increase the performance of the wireless meshed network. The main 
concern in this chapter is throughput and performance of WMNs. We also look at other 
important factors to increase the performance and throughput of WMNs. 

 

 

3.2 Performance of a Mesh Network 

  Performance of WMNs establishes whether the system is secure or not. The efficiency 
of a system also relies on its performance. Therefore it is important that the system is never 
“down” and that data packets are not lost between various nodes. For other common network 
topologies, performance of networks is generally inversely proportional to the distance 
between source and destination. Nevertheless this is not the case with WMN as scalability 
could increase performance because more nodes in the network provide more paths between 
source and destination. Other scenarios when network performance drops is when there is a 
fading signal, traffic congestion in the path or inappropriate protocol usage. All these factors 
influence the quality of service and will be discussed in detail in the following sections. 
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3.3 Performance Issues in WMN’s 

• Throughput 

• Connectivity 

• Scalability  

• Radio Techniques 

• Compatibility  

• Security 

        

3.3.1 Throughput 

  Throughput is defined as the number of data packets transmitted by the sender and 
received by the receiver in a grant time. Thus, to a large degree, the performance of a network 
depends on throughput as we need each data packet to be transmitted successfully [64]. 
Throughput can decrease if network design is inappropriate, the route is unclear, a faulty link is 
present or if there is overcrowding in the path. The best way to get better throughput is to have 
a good routing protocol so that communication takes place efficiently [87]. 

 

3.3.2 Connectivity 

                   One significant factor for network performance is mesh connectivity. Mesh 
connectivity should be done in such a way that it could self organize in case of problems or 
errors. For attaining this it is needed to develop self-organizing and topology control 
algorithms. The MAC and the routing protocol should have knowledge of the network topology 
as they have to route data from one point to another [25]. 

 

3.3.3 Scalability 

              Scalability is absolutely necessary for every network. The basic definition for this is that 
as the network grows and there are more nodes attached to it the performance of the network 
should not decrease. Some problems that can happen if the network is not scalable are that the 
routing protocol may not be able to find a dependable route for data transmission. In addition, 
the transport protocol may fail with the consequence that there may be important throughput 
reduction. Therefore, there is need for techniques that can make the protocols from MAC layer 
to application layer scalable [30, 56]. 
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3.3.4 Radio Techniques 

                Wireless mesh networks are to a great extent based upon radio signals sent to or from 
participating nodes. Therefore it is important and critical that good radio techniques are used. If 
the radio techniques are efficient then loss of data is brought down to a great extent. Most 
problems occur when the radio fails to catch a signal or is searching in some other direction. 
This happens with omni directional antennas as the transmission about to take place trust on 
the same antenna and they shift their focus continuously [30]. This effect is known as the 
deafness problem which means that the receiver is searching in a direction aside from the 
beam sent by the sender. This problem can be solved if we use directional smart antennas. 
Other alternative solution is to choose multiple input multiple output systems or multi-radio 
antennas. 

            Apart from these alternatives it is essential that networks are able to make use of most 
frequencies available from the radio spectrum. This would give opportunity to do multi 
transmission at high speeds without clogging. This can be achieved with the help of cognitive 
antennas or frequency fragile radios. Other than this we can use reconfigurable or software 
radios. They will help stop delay discrepancy and channel loss. 

 

3.3.5 Compatibility 

                  Wireless meshed networks have to be compatible both to mesh and conventional 
clients. This can be done with mesh routers with integration of heterogeneous wireless 
networks. Apart from this network management tools need to be designed in such a way that 
they facilitate the operation, monitor the performance and design parameters of the network 
to make greater performance and reliability. 
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3.3.6 Security 

                 WMN topology has a distributed style. As the architecture becomes more distributed, 
the security issues in the network increase. Until now there has been not many security 
schemes relevant to WMNs. The reason for this is that there is no need to draw and promote 
the public key to the nodes. This brings about it more pertaining to look at the security nature 
of the WMNs [38]. 

 

3.4 Control Network Performance 

                    Throughput is one important issue that decides whether the network or the 
communication is reliable or not. It is quite clear that apart from scalability and security issues, 
this part of the report concentrates on the factors that help to obtain better throughput and 
thus improve performance. Better throughput would secure successful delivery of data from 
one point to the other. One way of achieving this is through efficient routing. One prominent 
factor that would help increase throughput is load balancing of data. It might happen at a given 
time that more traffic is being diverted to the same route. This would also lead to congestion 
and decrease throughput. 

 

3.4.1 Increase Performance 

Throughput of a network can be increased by two methods: 

• Producing effective routing metrics and protocols 

• Use traffic balancing to improve QoS 

 

3.4.1.1 Routing 

                Routing is a process to settle the end to end path between source and destination 
node. The main characteristic of routing is to enable reliable transmission and to ensure quality 
of service (QoS). The important task involved in routing is to be able to choose best path which 
ensures that data will reach reliably from the sender to the receiver. This is done by choosing 
appropriate protocols which avoid congestion and therefore prevents data loss [5]. 
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3.4.1.2 Routing Metrics and Routing Protocol 

                  The central point of this topic is to examine the requirements for designing routing 
metrics in mesh networks in order to support high network performance, such as high 
throughput and low packet delay. Producing a deep analysis of the prerequisite for routing 
metric design in mesh networks must be based on the understanding of two factors: the 
routing protocols used in mesh networks and the characteristics of mesh networks. First, since 
different routing protocols may put different costs in terms of message and management 
complexity, it is necessary to know which type of routing protocols are suitable for mesh 
networks. In this way, the design of the routing metrics is compatible with effective routing 
protocols. Second, the characteristics of mesh networks, such as the static nature of nodes and 
the shared nature of the wireless medium, also lay challenges for the design of routing metrics 
[23]. 

            First, we explain the performance of different types of routing protocols in mesh 
networks and show that proactive hop-by-hop routing is the most suitable type of routing 
protocol. Second, with a focus on proactive hop-by-hop routing protocols, we used four 
fundamental requirements for designing routing metrics for mesh networks. These 
requirements are: ensuring route stability, good performance for minimum weight paths, 
existing efficient algorithms for calculating minimum weight paths and ensuring loop-free 
routing. Third, we show how to use these requirements to analyze the performance of five 
existing routing metrics for mesh networks: hop count, Embedded Technology Extended (ETX), 
Enterprise Time Tracker (ETT) and Weighted Cumulative Expected Transmission Time (WCETT) 
[49]. 

 

3.4.1.3 Routing Protocols for WMNs 

                    Different routing protocols may lay different requirements on the design of routing 
metrics. Hence, it is necessary to first grasp the idea of which routing protocols best fit mesh 
networks. Furthermore, we need to understand the necessary properties of routing metrics in 
order to support effective routing in mesh networks. Potential routing protocols for mesh 
networks can be separated into two categories: on-demand and proactive. Based on how 
packets are routed along the paths, proactive routing can be divided into two subcategories: 
source routing and hop-by-hop routing [75]. All of these routing protocols have different costs 
in terms of message overhead and management complexity [49]. 
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3.4.1.3.1 On Demand Routing 

                  In ad-hoc networks, on-demand or reactive routing protocols, for example: Dynamic 
Source Routing (DSR), Ad-Hoc on Demand Distance Vector Routing (AODV), Multi-Channel 
Routing (MCR), Load-Balanced Ad-Hoc Routing (LBAR), and Distributed Load-Aware Routing 
(DLAR) are used to make a route between a pair of source and destination nodes [14]. In ad-hoc 
networks, since there are frequent link breaks caused by the mobility of nodes, flooding-based 
route discovery provides high network connectivity and relatively low message overhead 
compared to proactive routing protocols. However, in mesh networks, links usually have 
greater expected lifetimes due to the static nature of nodes. Since the frequency of link breaks 
is much lower than the frequency of flow arrivals in mesh networks, flooding-based route 
discovery is both redundant and very expensive in terms of control message overhead. 
Therefore, on-demand routing protocols are generally not scalable or appropriate for mesh 
networks [14]. 

 

3.4.1.3.2 Proactive Routing  

               In proactive routing protocols, each node maintains one or more tables containing 
routing information to every other node in the network. All nodes update these tables in order 
to maintain a consistent and up-to-date view of the network. When network topology changes, 
the nodes propagate update messages throughout the network. In this way, the nodes are able 
to maintain consistent and up-to-date routing information about the whole network. These 
routing protocols differ in the method packets are forwarded along routes [51, 52]. 

Source Routing  

            Source routing, such as Link Quality Source Routing (LQSR), imposes minimal burden on 
relaying nodes since the source node calculates the route for a flow and puts the entire path of 
the flow in the headers. Intermediary nodes only need to relay packets based on these paths in 
the packet headers. However, considering that packet size in mesh networks is usually small, 
this in order to cope with the high bit error rate of wireless channels, putting the entire path in 
the header imposes expensive message overhead [20, 24]. 
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Hop-by-hop Routing 

                 In hop-by-hop routing, each node keeps a routing table that indicates the next hop for 
the routes to all other nodes in the network. For a packet to reach its destination, it only needs 
to carry the destination address. Intermediate nodes forward the packet along its path based 
only on the destination address. Due to its simple forwarding scheme and low message 
overhead, hop-by-hop routing is the dominant routing procedure used in wired networks. 
Similar reasons also make hop-by-hop routing the most preferable for mesh networks. 
However, despite its benefits, hop-by-hop routing requires careful design of its routing metrics 
to ensure loop-free forwarding. Due to the fact that hop-by-hop routing is most suitable for 
mesh networks, the requirements for designing routing metrics for hop-by-hop routing will be 
especially emphasized [24]. 

 

3.4.1.4 Requirement for Routing Metrics 

                  To guarantee efficient performance, routing metrics need to satisfy four 
requirements. First, the routing metrics must not cause frequent route changes. This is needed 
to ensure the stability of the network. Second, the routing metrics must capture the 
characteristics of mesh networks in order to ensure that minimum weight paths have good 
performance. Third, the routing metrics must ensure that minimum weight paths can be found 
through efficient algorithms having polynomial complexity. Finally, routing metrics must ensure 
that forwarding loops are not formed by routing protocols. 

 

3.4.1.4.1 Network Stability 

                  Unsteady path weights can be exceedingly detrimental to the performance of any 
network. Habitual abandon can create a high volume of route update messages. They can also 
create disruptions in normal network operation since routing protocols may not converge 
under frequent route updates [65]. 

             The permanence of path weights is determined by the type of path characteristics 
defined by routing metrics. These can be either load-sensitive or topology-dependent. Load-
sensitive metrics assign a weight to a route based on the traffic load on that route. Under load 
sensitive metrics, the weight of a route may transform frequently as flows arrive and depart. On 
the other hand, topology dependent metrics assign a weight to a path based on the topological 
properties of the path, such as the hop count and link capacity of the path. Therefore, 
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topological-dependent metrics are generally more stable, especially in the case of static 
networks where topology does not change frequently [65]. 

               Load-sensitive and topology-dependent metrics are suitable when used with separate 
types of routing protocols, since different routing protocols have different levels of tolerance of 
path weight instability. On-demand routing protocols can be designed to reject regular changes 
in path weights. In many on-demand routing protocols, such as DSR, the route for a flow is only 
searched by adding new information as long as the route still exists. Therefore, metric abandon 
usually do not trigger flows to change their routes and hence stability of the network is not 
influenced by frequently changing routing metrics [90]. For this reason, load sensitive routing 
metrics are suitable to be used with on demand routing protocols in mesh networks.     

              Nevertheless, in proactive routing protocols or on-demand routing protocols that may 
update the route of a flow throughout the lifetime of the flow (e.g., AODV), small changes in 
routing metrics may cause route updates that affect the paths of many flows. Hence, these 
load-sensitive metrics have a dangerous situation of creating network instability if traffic 
variations on the paths are not regular. For mesh networks, we believe that this problem may 
be even more severe. Since Internet has a high number of users, multiplexing smoothes out 
traffic variations and reduces the number of route changes [51, 52]. Mesh networks, however, 
have smaller scale. Hence, link traffic variations may be large and irregular, making it very hard 
to use load-sensitive routing metrics with proactive routing protocols while maintaining 
stability of the network. On the other hand, since topology-dependent routing metrics are more 
stable, they can be used with both on-demand and proactive routing protocols [20]. 

              Load sensitive routing metrics are mostly used with on-demand routing, which has high 
message overhead.  These metrics are not suitable for mesh networks [46]. On the other hand, 
topology-dependent routing metrics can be used with both on-demand and proactive routing 
protocols and are more desirable for mesh networks. 

 

3.4.1.4.2 Good Performance for Minimum Paths 

                    To ensure that the resources of mesh networks are utilized for better performance, 
minimum weight paths selected by routing protocols should have good performance in terms 
of high throughput and low packet delay. To obtain this, routing metrics should be able to take 
into consideration the characteristics of mesh networks that affect the performance of paths 
[90].                 
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Path length 

             A longer path increases end-to-end delay and reduces throughput of a flow. Therefore, a 
routing metric must increase the weight of a path when the path's length increases. 

Link Capacity 

            WMNs are different from a wired link, whose capacity is not dependant of the physical 
distance between the link's end points. The maximum transmission rate between two 
neighboring wireless nodes (i.e. link capacity between the two nodes) is directly related to the 
physical distance between the nodes. In general, as the distance between two nodes increases, 
the channel quality degrades. Since current wireless cards can adapt their transmission rates 
according to channel quality by changing their modulation schemes, link capacity is reduced as 
the distance between the nodes increases [65]. Therefore, although the effect of path length 
seems to favor paths with smaller hop count, the relationship between distance and link 
capacity counteracts this effect by favoring paths with larger hop count but higher link 
capacities. Hence, when designing routing metrics, a trade-off must be made between these 
two trends [28]. 

Loss Ratios 

             Different wireless links may have different packet loss ratios. A node may need to 
retransmit a packet multiple times on a link with a high loss ratio, which affects both the 
throughput and the delay of any flow that uses the link. Hence, a routing metric must take into 
consideration packet loss ratios in order to secure good performance for the minimum weight 
path [58]. 

Interference 

              The bandwidth of a wireless link is shared between neighboring nodes. A flow through 
wireless links not only consumes the bandwidth of the nodes along its path, it also contends for 
bandwidth with nodes in the neighboring area. Such inter-flow interference [62] can result in 
bandwidth starvation for some nodes since these nodes may always experience busy channels. 
To stop such starvation, a routing metric should help routing protocols choose paths that  
balance not only the traffic along the path of a flow, but also reduce the inter-flow interference 
imposed in the entire neighboring area. For example, in Figure 3.1, an effective routing metric 
should give path from A  to B to C a lower weight than path A  to D to C, since path A to  B to  C 
has less inter- flow interference than path A to D to C [6, 91]. 
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                                 Fig 3.1: an example for inter-flow interference [91] 

                 Besides inter-flow interference, nodes on the path of the same flow may also compete 
with each other for channel bandwidth. Such intra-flow interference [91] increases the 
bandwidth at each node along the path and causes throughput of the flow to reduce sharply 
and the delay at each hop to increase dramatically as the hop count of the flow increases. 
Therefore, the possibility of congestion due to such intra-flow interference should be 
considered when designing a routing metric for mesh networks. For example, as shown in 
Figure 3.2, an interference metric should give path A to B to C a higher weight than path A to D 
to C, since the reuse of channel 1 on A to B to C creates more intra-flow interference than that 
in the path A to D to C. In summary, in order to find minimum weight paths with good 
performance routing metrics should take into consideration both intra-flow and inter-flow 
interference [42]. 
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Fig 3.2: An example of inter- flow interference [91] 

 

                 It is non-trivial to get interference using routing metrics since both the channel used 
by a link (the channel assignment of the link) and the capacity of the link are related to the 
amount of intra-flow and inter-flow interference that the link may create on its neighborhood. 
In terms of the impact on link capacity, a packet transmitted over a 1 Mbps link consumes more 
channel time at its neighbors than if it is transmitted over a 10 Mbps link, hence resulting in 
more intra and inter-flow interference [9].  Channel assignment may impact the interference 
level since neighboring nodes may use different channels or radio technologies so that they do 
not interfere with each other. The IEEE 802.11b/g standard and the IEEE 802.11a standard 
provide 3 and 12 non-overlapped frequency channels respectively. In addition, the IEEE 
802.11b/g and the IEEE 802.11a operate on different frequency bands (2.4 GHz and 5 GHz, 
respectively) [42]. Hence, both the difference of channel assignments and the link capacity 
need to be captured when the routing metrics consider the interference of a path. 

 

3.4.1.4.3 Algorithms to Calculate Minimum Path 

 

                 All routing protocols depend on certain forms of efficient algorithms, such as Bellman-
Ford or Dijkstra's algorithms for calculating minimum paths. There is no assurance that a 
routing protocol can have good performance in the absence of an efficient algorithm to 
calculate minimum weight paths based on the routing metric [58, 91]. The necessary and 
required condition for the existence of such efficient algorithms is that the routing metrics 
should have a property called isotonicity. Denoting the weights of the path by W, and 

concatenation of two paths by “�”, the routing metric W(·) is isotonic if W(a) ≤ W(b) implies 

both W(a � c) ≤ W(b � c) and W(c � a) ≤ W(c � b), for all a, b, c. If a routing metric is not isotonic, 
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only algorithms with exponent’s intricacy can calculate lowest amount weight paths based on 
this routing metric, which are not easily managed even for networks with medium size. Hence, 
it is important that routing metrics designed for mesh networks should be isotonic [58]                                        

 

                                            Fig 3.3: Example of isotonicity [91] 

 

                    The isotonic property essentially means that a metric should ensure that the order 
of the weights of two paths is preserved if they are prefixed by a common third path. More 
precisely, assume that for any path a, its weight is defined by a routing metric, which is a 
function of a, denoted as W(a). Denote the concatenation of two paths a and b by aөb. 

 Thus definition of isotonicity becomes: 

Definition 1: A routing metric W(.) is isotonic if W(a) ≤  W(b) implies both W(aөc) ≤  W(bөc) and 
W(c'ө a) ≤  W(c'ө b), for all a; b; c; . 

 

Theorem 1: Isotonicity is a sufficient and necessary condition for both the Bellman-Ford and 
Dijkstra's algorithm to find minimum weight paths. 

                     Theorem 1 implies that if a routing metric is not isotonic, routing protocols based on 
the Bellman-Ford or Dijkstra's algorithm may not find the minimum weight path between two 
nodes. Consequently, the resulting sub-optimal paths may degrade network performance. 
Therefore, routing metrics must be either isotonic or be able to transfer into some isotonic 
forms in order to ensure good network performance [65]. 
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3.4.1.4.4 Loop Free Routing 

                  Not only does isotonicity determine whether minimum weight paths can be 
calculated efficiently, it may also be required to ensure loop-free routing. As shown by 
Sobrinho's work [86], a metric must be isotonic to ensure that no routing loops can be formed 
when hop-by-hop routing is combined with Dijkstra's algorithm. 

 

Theorem 2: If Dijkstra's algorithm is used in hop-by-hop routing, isotonicity is a sufficient and 
necessary condition for loop-free forwarding [65]. 

 

Theorem 2 reveals the importance of isotonicity for loop free routing since non-isotonic routing 
metrics are not usable for link-state routing. The link-stage routing concept is a widely used 
hop-by-hop routing protocol based on Dijkstra's algorithm. This fact implies that either on-
demand routing, source routing or distance vector routing must be used for non-isotonic 
routing metrics, since these routing protocols do not require isotonicity for loop-free routing. In 
source routing, since the source nodes have complete control over the path of flows, using 
either Bellman-Ford or Dijkstra's algorithm will result in loop free paths. For on-demand routing 
and hop-by-hop routing based on the Bellman-Ford algorithm, routing loops cannot be created 
even if routing metrics are not isotonic [65]. 

                   Nevertheless, as examined above, on-demand routing and source routing have a 
large message overhead when used in mesh networks. Therefore, the only choice is distance-
vector routing. Unfortunately, due to lack of central management in mesh networks and the 
unreliable nature of wireless links, it is expected that link get damaged or link quality changes. 
This is not an unusual event in mesh networks. In such surroundings, distance-vector routing 
converges much slower than link-state routing and can potentially degrade network stability. 
Therefore, isotonic routing metrics should be used in mesh networks [62]. 

 

3.4.1.5 Wireless Mesh Networks Routing Metrics 

                Routing metrics must be isotonic, topology dependent and must take the 
characteristics of mesh networks. There are five routing metrics for mesh networks: Hop count, 
ETX, ETT, WCETT and MIC. All five routing metrics are topology-dependent and each routing 
metric was proposed as an improvement over the previous one [42, 91]. 



48 

 

  3.4.1.5.1 Hop Count 

                Hop count is an ordinarily routing metric used in routing protocols such as DSR, AODV, 
Destination-Sequenced Distance Vector Routing (DSDV) and Global State Routing (GSR). It 
reflects the effects of path lengths on the performance of flows. Since a hop count metric is 
isotonic, efficient algorithms can find loop-free paths with the least hop count. However, hop 
count does not regard the differences between transmission rates and packet loss ratios 
between different wireless links, or the interference in the network. Hence, using a hop count 
metric may not result in good performance [42]. 

 

3.4.1.5.2 ETX  

               ETX is defined as the expected number of MAC layer transmissions used for 
successfully delivering a packet through a wireless link. The weight of a path is defined as the 
summation of the ETX's of all links along the path. Since both long paths and paths with low loss 
have large weights under ETX, the ETX metric captures the effects of both packet loss ratios and 
path length. In addition, ETX is also an isotonic routing metric, which guarantees easy 
calculation of minimum weight paths and loop-free routing under all routing protocols. 
However, the drawback of ETX is that it does not consider interference nor the fact that 
different links may have different transmission rates [62]. 

 

 3.4.1.5.3 ETT 

                    The ETT takes into consideration the differences in link transmission rates. The ETT 

of a link  is defined as the expected MAC duration for a successful transmission of a packet at 

link . The weight of a path p is simply the summation of the ETT's of the links on the path. The 
relationship between the ETT of a link and ETX can be expressed as [91]:                                              

 

                    Where  is the transmission rate of link  and s is the packet size. Essentially, by 

introducing  into the weight of a path, the ETT metric takes the impact of link capacity on the 
performance of the path. Similar to ETX, ETT is also isotonic. However, the drawback of ETT is 
that it still does not fully take intra-flow and interflow interference in the network. For example, 
ETT may choose a path that only uses one channel, even though a path with more diversified 
channels has less interflow interference and hence higher throughput [13]. 
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3.4.1.5.4 WCETT 

              To reduce interflow interference, WCETT [77] was proposed so as to reduce the number 
of nodes on the path of a flow that transmit on the same channel. For a path p, WCETT is 
defined as: 

 

         

 

               Where β is a tunable parameter subject to 0≤β≤ 1. Xj is the number of times channel j is 

used along path p and captures the intra flow interference. The  Xj component in 
the equation counts the maximum number of times that the same channel appears along a 
path. It takes into consideration the intra-flow interference of a path since it essentially gives 
low weights to paths that have more diversified channel assignments on their links and hence 
lower intra-flow interference [58]. 

               WCETT has two main limitations. The first is that it does not explicitly consider the 
effects of inter-flow interference, although it does take into consideration intra-flow 
interference. Therefore, WCETT routes flows to dense areas where congestion is more likely 
which may result in starvation of some nodes due to congestion. Besides the deficiency in 
considering inter-flow interference, WCETT has another limitation: there is no efficient 
algorithm that can calculate the minimum weight path based on WCETT since the metric is not 
isotonic [9]. Figure 3.4 depicts a simple topology that shows the fact that WCETT is not isotonic.  
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                           Figure 3.4: Creation of forwarding loops by WCETT [91] 

               Two numbers are associated with each link, the ETT and the channel assignment (CH), 
respectively. Assuming β in the definition of WCETT is set to 0.5, the minimum weight path 
from S1 to T should be S1→ B → T. However, due to the non-isotonic property of WCETT, when 
node S1 uses Dijkstra's algorithm to calculate its path to node T, node S1 incorrectly chooses S1 
→ S2→ C→ D→ T as the minimum weight path, indicated as the dotted arrows in the above 
figure. This is due to the fact that when running Dijkstra's algorithm at node S1, the minimum 
weight path from node S1 to node B is found to be S1 →A→ B, since S1→ A→ B has the same 
max1_j_k Xj but a smaller aggregated ETT than the direct link S1→ B. S1→ B. Hence, is 
eliminated from Dijkstra's algorithm's future consideration, although S1→ A→ B T has a larger 
weight than S1→ B→ T. This incorrect early discard of S1 →B causes Dijkstra's algorithm to fail 
to find the minimum weight path S1→ B → T from node S1 to T [65]. 

              If a link-state protocol based on WCETT is used, this incorrect minimum weight path 
between S1 and T can cause forwarding loops. When node S2 calculates its path to T, Dijkstra's 
algorithm correctly indicates that S2→ S1→ B→T is the minimum weight path, depicted as the 
shadowed arrows in the Figure. Since S1 has the incorrect minimum weight path, any packets 
destined to T are forwarded by S1 to S2. S2 immediately forwards the packets back to S1 again. 
Hence, a forwarding loop is formed between S1 and S2 [91]. 
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              Similar to Dijkstra's algorithm, routing protocols depending on the Bellman-Ford 
algorithm may not find optimal paths based on the WCETT metric either. Using the same 
example in Figure 3.4, since node B's minimum distance to node S1 is the weight of B →A → S1, 
node B only tells its neighbors about the weight of this path. Hence, node T does not have a 
chance to check the weight of T→ B→ S1, which represents the correct minimum weight path. 
Therefore, node T incorrectly sets its distance to S1 as the weight of T→ D→ C→ S2→ S1 and 
forwards any packets for S1 to node D. Because of WCETT's lack of isotonicity, there is no useful 
algorithm in polynomial complexity that is able to calculate minimum weight paths. In addition, 
the non-isotonicity of WCETT makes it unusable for link-state routing. To ensure loop-free 
routing, WCETT can only be used in on-demand routing, source routing such as distance-vector 
routing. This limitation is non-trivial since on-demand routing, source routing and distance-
vector routing all have significant drawbacks compared to link-state routing [58]. 

 

3.4.2 Traffic Balancing 

             Another important issue with wireless mesh network which can negatively impact 
reliability is traffic balancing. Traffic in WMNs accumulates on the area around the access points 
and the throughput of each node decreases as O(1/n), where n is the total number of nodes in 
the network. However, if there is more than one access point, a node can choose a path which 
leads to one of the access points. Here we assume that there is a protocol taking care of the 
group relationship of the access points. Consequently, a node can change the path that may 
lead in order to different access points without worrying about the break-off of ongoing 
communications. If wanted, repeater nodes may be added to stretch the coverage or the 
profitable performance of the network. The access points in WMNs can be added one at a time 
as needed. Adding more access points will increase not only the capacity of the network but 
also its reliability. In order to route packets from access points to end users and vice versa, 
routing algorithm from wireless ad-hoc networks can be assent because of the similarity in 
WMNs and wireless ad-hoc network [42]. 

                Unfortunately, because the routing algorithms proposed for wireless Ad-hoc network 
choose the shortest path between access points and end users, may cause a serious problem. In 
this case some access points are overloaded during particular periods while remaining access 
points have very low traffic load. Some packets may be lost by these overloaded access points 
or experience a very long delay in the queue. However, if there is a possibility that some traffic 
going through high-loaded access points could be routed to light-loaded access points, even if 
more hops are needed between access points and end users, the overall performance can be 
improved. Traffic balancing suggests exploring the wasted and unused bandwidth in wireless 
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ad-hoc networks.  This gives a solution to the previous problem by forcing some traffic away 
from the crowded access points and areas [91]. 

 

3.4.2.1 Varying Traffic Load 

                 When more than one access point is put into the WMN, varying traffic load problems 
may occur from time to time. The main cause for this problem is the routing algorithms. In most 
routing protocols, control information and routing packets have a larger priority than data 
packets and are attached to the head of queue.  If on demand routing protocol is used, the first 
reply for route requests commonly goes through the shortest or closer path. Without other 
weights to determine each hop, the shortest path or the closer one is chosen as default path. In 
a certain periods, end users may be closer to one access point with the consequence that most 
traffic concentrates on this access point. High packet loss rates and long delays caused by this 
overloaded access point lead to a poorer system performance. For example, in Figure 3.5, most 
traffic load goes to access point G1 even some of them can be routed to the nearby access 
point G2 [13, 91]. 

 

                    

                                Fig 3.5: Varying traffic load to access point [17] 

                

                 Plainly choosing an access point based on the traffic load on each access point may 
not be an optimal solution. Even though the end user could choose access points with low 
traffic loads and number of hops, the path is still the shortest path between the access point 
and the end user. As shown in the figure, the shortest path may lead to a bad usage of system 
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capacity. Stronger traffic in particular areas implies lower spectrum efficiency through collisions 
and retransmissions. At the same time, bandwidth in low-loaded areas is not used fully 
reducing efficiency [60]. 

                Keeping in mind that the end user connects to a busy access point and uses the path 
going through a crowded area, traffic balancing provides a more efficient way by checking the 
medium usage around each node. Using this information, it chooses a path, which goes through 
the least number of busy nodes [91]. 

 

3.4.2.2 Traffic Balancing 

 

                                                                           

                       Fig 3.6: The selected paths according to the routing protocols [17]  

 

                    In figure 3.6 nodes A, C, and F communicate with nodes B, D, and G respectively. 
With respect to the routing algorithm the selected paths are likely to be the ones shown in 
bold. All of them will pass through node E in order to achieve shorter distance. When traffic 
load is high, the middle area of the network (the area around node E) will be congested (more 
collisions may happen and packets have to be retransmitted) while other areas are less loaded. 
Consequently the overall system usage is far below the theoretical limit even if packet loss rate 
becomes very high. Because queue length at each node is fixed, when queue is full, new 
incoming packets need to be discarded. Also, frequent transmission collisions lead to higher 
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numbers of retransmissions and longer back off time that may cause packets to wait longer in 
queues. Some packets are dropped because they exceed their allowed lifetime. Traffic 
balancing is a routing approach that tries to exploit these unused resources around lightly 
loaded areas. For example, instead of selecting the path 1 indicated by the solid line between 
nodes A and B in Figure 3.6, path 2 indicated by the dotted line is used for packet delivery for 
node A and B and gives node E more chances to support communication between nodes C and 
D & nodes F and G. This can either expand the network ability to support more communications 
with the same performance level or to improve the performance of the network. The solution is 
based on a reactive routing protocol and can also be implemented with proactive routing 
protocols [39, 42]. 

                  To explain traffic balancing, some facts need to be considered. First of all, each node 
should have the ability to record the usage of the medium around itself. The measured results 
will help the node to decide if the medium around its area is full or not. Each node records the 
medium state for the past n milliseconds. If a node senses that the received power is bigger 
than the interference threshold for a given time period (equal to or longer than the time to 
transmit the smallest MAC frame), the medium is considered as being used. The duration of the 
state that the medium is occupied is recorded. Then the node can verify the percentage of 
medium usage in this time period. The choice for the value of n depends on the type of traffic in 
the network. If traffic is bursty, n should be small. Otherwise, n should be large. The second 
issue is the introduction of an additional byte in the header of the route request [37]. 

               Other than measurement duration, another parameter needs to be explained: medium 
usage threshold. Medium usage threshold is used to verify if medium is busy or not. At different 
mobility rates best performance is reached with different threshold values. One reason for this 
is the 802.11 MAC protocol. Congestion and collision will lead to a longer back off period, while 
medium idle time may become large which leads to a low measured medium usage.  Traffic 
balancing may consider that medium usage decreases and accepts more traffic through this 
crowd area. Since collision is often caused by node movement, we use the number of collisions 
that can be seen by a node over a certain period in order to indicate the node mobility or 
medium usage condition [91]. 

              In this solution, one byte is added in the packet header to indicate the number of nodes 
in the path that are over-loaded (assuming maximum number of nodes <28). When a node 
receives a route request, it looks at the medium usage and the number of collisions around it. 
Based on the number of collisions, a suitable threshold is set and compared with the measured 
medium usage. If the medium usage is over the medium usage threshold, the node increases 
the threshold counter by one. 
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               Otherwise, it follows the regular routing protocol procedures. Upon receiving the route 
replies, the sender chooses the route with the smallest threshold counter set by the routers 
and recorded by the sender. If more than one path has the same threshold counter, the one 
with fewer hops is chosen. If more than one path has the same threshold counter and number 
of hops, the sender randomly chooses one [13, 65]. 

               To check the improvement achieved by traffic balancing, simulations are run in NS2 
(Network Simulator Version 2). 100 nodes are randomly distributed in a 2000×2000 m2 area 
with two access points locating at (500, 1000) and (1500, 1000). Every sender generates a 5.3 
Kb/s CBR (constant bit rate) traffic to a wired node and receives a 5.3 Kb/s CBR traffic from a 
wired node through one of two access points. Scenarios with different node mobility (20, 5, and 
0 m/s maximum node speed) are simulated respectively [37, 91]. 

               Traffic balancing uses a simple way to adjust the medium threshold in the simulations 
as follows: each time a route request is received by a relay node, the node checks the number 
of collisions in the past 2 seconds. If this number is less than 10, the medium usage threshold is 
set to 0.9, assuming that this indicates node mobility in the network is low. If this number is 
between 10 and 50, the medium usage threshold is set to 0.7. That assumes that the node 
mobility is moderate. Otherwise, the medium usage threshold is set to 0.5. After setting the 
medium usage threshold, the node compares the measured medium usage with the threshold 
and decides whether to increase the threshold counter [65]. 
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                                Fig 3.7 (a) (b) (c): Traffic balancing for WMNs [17] 

 

                Figs 3.7 compare the performance in packet delivery ratios between traffic balancing 
and DSR. The results show that the faster nodes move, the better performance traffic balancing 
gives. When traffic load is at intermediate level, traffic balancing supports over 50% more 
traffic than DSR at maximum moving speed of 20 m/s. The improvement in the static scenario is 
negligible because traffic balancing requires more bandwidth for its control packets than DSR, 
which consumes bandwidth. Also a CBR connection is closed when simulation stops so that 
connection set up early has advantage in taking the shortest path and give less chance to traffic 
balancing to find an alternative path for upcoming connections [42, 60].               

               Table 3.1 shows results from the simulations illustrating the fact that the access points 
have different incoming traffic when performance reaches a critical point (packet loss rate 
reach 5%). At the same time, traffic balancing shows that some traffic can be routed from 
crowded access points to idle access points and the total performance can be much better [42]. 
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                                        Table 3.1: Varying traffic load at access point 

 

                   With traffic balancing enabled the throughput of WMNs also relates to the position 
and the number of access points when the number of access points is more than one. 
Obviously, less number of hops for each connection leads to a better throughput in wireless ad-
hoc networks. The best place for access points will be where the overall average number of 
hops of all connections is smallest [58]. 

 

3.5 Factors that Affect the Performance of WMNs 

                The main factor which affects the reliability of the WMN is the throughput. When it 
comes to the reliability of WMNs this factor is very important. We see the effect of scalability 
on the performance and how to improve the performance of WMNs.  

 

3.5.1 Scalability 

                Usage of mesh network technology is gaining popularity. Therefore, we need to design 
networks more reliable so as to increase their coverage area. We know that a WMN is a self 
healing and self organizing network comprised of wireless mesh routers and wireless mesh 
clients. The configuration capability of mesh networks could be used to extend the coverage 
area and to increase the available bandwidth. The messages in mesh networks are relayed by 
AP and these access points are also known as mesh points (MP). If we increase the nodes or the 
AP, the reliability of the network increases automatically. The reason behind this is the fact that 
the packets will get more paths to reach to the destination. Total scalability of the WMNs 
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depends upon the routing protocols used.  Routing protocols in wireless mesh networks can be 
divided into 2 categories: 

  

3.5.1.1 On Demand Protocols  

               On demand protocols are also known as reactive protocols; the route path is made only 
when a node has got data packets ready for transmission. The main advantage of these routing 
protocols is that they do not react to topology changes. The main reason is that they do not 
maintain route information up-to-date, and they do not maintain the route path on which there 
is no traffic. The routing overhead is less because routes are maintained only when there is a 
need to transmit packets. The main disadvantage of these protocols is that their response time 
is very high as the source node has to wait until the route to the destination node has been 
discovered.  Among this category of routing protocols we mention the following: 

 

3.5.1.1.1 Ad-hoc On-Demand Distance Vector Routing 

             Ad-hoc On-Demand Distance Vector (AODV) is a commonly used on demand routing 
protocol able of supporting different type of communications such as unicast, multicast, and 
broadcast communications. The route discovery depends on the route request/reply cycle. 
When the route is computed, it is maintained as long as it is needed by the source to transmit 
data. AODV makes use of sequence numbers of every node for loop free computations and it is 
incremented whenever there is a change in its local connectivity information. When a source 
node purpose is to communicate with a destination node whose route is not known, it 
broadcasts a Route Request packet (RREQ). Each RREQ contains an ID, source and destination IP 
addresses, and sequence numbers together with a hop count and control flags. The ID field 
uniquely identifies the RREQ; the sequence numbers indicate the freshness of control packets 
and the hop-count maintains the number of nodes between the source and the destination. 
Each recipient of the RREQ that has not seen the source IP and RREQ ID pair or does not have a 
fresher route to the destination, rebroadcasts the same packet after incrementing the hop-
count [72]. 

             Intermediate nodes create and prepare a reverse route to the source node for a certain 
interval of time. When the RREQ reaches the destination node or any node that has a fresh 
route to destination, a Route Reply packet (RREP) is generated and sent back to the source of 
the RREQ. Each RREP contains the destination sequence number, the source and the 
destination IP addresses, route lifetime, a hop count and control flags. 
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             Each intermediary node that receives the RREP increments the hop-count, makes a 
forward route to the source of the packet, and transmits the packet via the reverse route. To 
prepare connectivity information, each node executing AODV can use link layer feedback or 
periodic HELLO packets to detect link breakages to nodes that it considers as its immediate 
neighbours. In case a link break is detected for a next hop of an active route, a Route Error 
packet (RERR) is sent to its active neighbours that were using that particular route. 

              When using AODV in a network with multi-radio nodes, each RREQ is broadcasted on all 
interfaces. In order to avoid broadcast storms, a random delay is added in the transmission of 
each RREQ. Intermediate nodes with one or more interfaces operating on a shared channel, 
receive the RREQ and create a reverse route that points towards the source node. If the RREQ is 
a duplicate, it is simply dropped. The first received RREQ received by the destination or any 
intermediary node is selected and all other RREQ are discarded. The RREP is generated in 
response to the selected RREQ, and is sent back to the source node on the existing reverse 
route [72]. 

             Some factors restrict the scalability of most on-demand routing protocols. The most 
important factor is the required flooding for each RREQ. If the network is small, the impact will 
not be much as there are a relatively small number of nodes in the network. But if the network 
is large enough with thousands of nodes, then flooding the entire network for finding a route 
will consume lots of processing power and unnecessary bandwidth during these floods. The loss 
in active routes increases when the length of the path increases and when the mobility speed 
rises. As the source node requires an error message for each link breakage, it will increase a lot 
of burden on the source node. This is because it has to repair a large number of routes.  In high 
mobility and long path lengths, the source node has hardly any time to rediscover the route 
before it suffers from another link breakage. 

                These problems limit the scalability of these protocols. However, these issues can be 
addressed by using modification techniques such as “Expanding the ring search” and “Query 
localization”, which help in reducing the area to be searched for route discovery.  

 

 

 

 

 



61 

 

3.5.1.1.2 Dynamic Source Routing 

                The Dynamic Source Routing protocol (DSR) is a simple and satisfactory routing 
protocol implemented specifically for usage in multi-hop wireless ad-hoc networks. DSR allows 
the network to be completely self-organizing and self configuring, without the need for any 
network infrastructure. In wireless networks, where nodes join and leave the network, DSR 
ensures total control over the network and maintains the routing automatically [73]. DSR has 
been developed by different groups, and distributed on many test beds. DSR can interoperate 
with Mobile IP, and nodes using Mobile IP and DSR have seamlessly operated between WLANs, 
cellular data services, and DSR mobile ad-hoc networks. DSR is developed mainly in two 
protocols: Route Discovery and Route Maintenance. These work together in order to allow 
nodes to discover and maintain routes to the correct destinations in the ad-hoc network. The 
protocol operates entirely on-demand, allowing thus routing packet overhead of DSR to scale 
automatically to only the one needed to react to changes in the routes currently in use [74]. 

               The advantages of the DSR protocol are:  guaranteed loop-free routing, support for use 
in networks containing unidirectional links, use of only "soft state" in routing, and rapid 
recovery when routes in the network change. DSR is designed mainly for mobile ad-hoc 
networks of up to about two hundred nodes. In addition, DSR is designed to work well with 
even very high rates of mobility [74]. 

 

Route Discovery  

           With this mechanism the source node finds the route to the destination. A node that 
needs to transmit packets checks for an existing route to the destination. If it does not have the 
route, it broadcasts the (RREQ) containing the address of destination and its own address on 
the header of the packet. The node receiving the RREQ checks its cache and broadcasts it 
further. The route taken by the packet is stored in the header. On receiving the RREQ the 
destination, replies to the source with a RREQ which contains the route [61]. 

 

Route Maintenance 

            With this mechanism the source node tries to find a new route to the destination in case 
of breakage of the previous route. If the node trying to transmit data finds the link breakage, it 
sends the route error packet to the source node including the address of the failed links. The 
source node will delete those hops from its cache [61]. 
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3.5.1.1.3 Performance Comparison AODV and DSR 

               The performance differences between these protocols are analyzed using varying 
network load, mobility and network sizes. The experiment was conducted with four CBR traffic 
sources sessions, across different and common destinations using AODV and DSR. The 
performance metric is Average Packet delivery rate. It was observed that AODV performs better 
than DSR in normal case [59]. 

 

 

                                  

                               Figure 3.8: Performance comparison in normal situation [84] 

 

               Figure 3.8 compares the performance of AODV and DSR. In another experiment four 
different CBR traffic sources started sessions with a common destination. The performance 
comparisons, as shown in Figure 3.9, reflects that AODV suffers degradation of 30% whereas 
DSR suffers 10% compared to the normal situation as shown in Figure 3.8. On comparing their 
performances, it was observed that DSR performs better than AODV under the constrained 
situation [59]. 
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                              Figure 3.9: Performance comparison in constrained situation [84]                   

               Performance degradation in average packet delivery ratio is due to packet drops 
because of failure to transfer data in active routes. The packet drops are due to network 
partitioning, link break, collision and congestion in the ad-hoc network. Assuming that quick link 
recovery through route maintenance is a desirable property of a routing algorithm, the DSR has 
shown faster reaction compared to AODV in the given situation which is clear from the Figure 
3.9 [11, 84]. 

 

3.5.1.2 Proactive Protocols 

                 Proactive routing protocols are also called table-driven protocols. The proactive 
protocols possess routing tables for maintaining routing information to different nodes in the 
network. When needed, a route is looked up from the stored routes, and the destination is 
contacted. Proactive routing protocols use routing tables for storing all the nodes’ location 
information. However, the disadvantage of this process is that it demands high memory spaces. 
Due to regular posting of the updates, congestion might be caused at different links in the 
network. On the other hand, since routing information is constantly propagated and 
maintained in table-driven routing protocols, a route to every other node in the ad-hoc network 
is always available. Proactive methods give better results than the reactive protocol. Some of 
the proactive protocols: 
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3.5.1.2.1 Optimized Link State Routing Protocol 

                OLSR is a proactive routing protocol for mobile ad-hoc networks (MANETs). It is well 
suited for large and dense mobile networks. The larger and more dense a network, the more 
optimizations can be achieved as compared to the classic link state algorithm. OLSR uses hop-
by-hop routing, i.e., each node uses its local information to route packets. OLSR is well suited 
when existing traffic is random and sporadic between a larger set of nodes rather than a small 
specific set of nodes. As proactive protocol, OLSR is also suitable for scenarios where 
communicating pairs change over time. In this case, no extra control traffic is generated since 
routes are maintained for all known destinations at all times. OLSR minimizes the overhead 
from control traffic flooding by using only selected nodes, called MPRs (Multipoint Relays), to 
retransmit control messages. This technique suggestively decreases the number of 
retransmissions required to flood a message to all nodes in the network. In addition, OLSR 
requires only partial link state to be flooded in order to provide shortest path routes. The 
minimal set of link state information required is that all nodes, selected as MPRs, must declare 
the links to their MPR selectors. Additional topological information, if present, may be utilized 
e.g., for redundancy purposes [43]. 

               OLSR helps decrease the maximum time interval for intermittent control message 
transmissions. OLSR continuously maintains routes to all destinations in the network. 
Furthermore, the protocol is helpful for traffic patterns where a large subset of nodes is 
communicating with another large subset, and where the source and destinations are changing 
over time. The protocol is particularly suitable for large and dense networks, as the 
optimization done using MPRs works well in this context [43]. 

              OLSR is designed to work completely distributed. Further, the protocol does not need 
reliable transmission of control messages: each node sends control messages at regular 
intervals, and can therefore support a reasonable loss of such messages. Such losses occur 
frequently in radio networks due to collisions or other transmission problems [43]. 

              OLSR does not require sequenced delivery of messages. Each control message contains 
a sequence number which is increased for each message. Thus, the destination of a control 
message can easily identify which information is more recent even if the messages have been 
reordered in transmission. OLSR gives support for protocol extensions such as sleep mode 
operation, multicast-routing etc. Such extensions may be introduced as additions to the 
protocol without breaking compatibility with earlier versions. OLSR does not require any 
changes to the format of IP packets. Thus any existing IP stack can be used as it is. The protocol 
only interacts with routing table management [81]. 
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               Each node in the network selects a set of nodes in its symmetric 1-hop neighbourhood 
and may retransmit its messages. This set is comprised of MPRs of that node. The neighbours of 
node N which are *NOT* in its MPR set, receive and process broadcast messages but do not 
retransmit broadcast messages received from node N. Each node maintains information about 
the set of neighbours that have selected it as MPR. This set is called “Multipoint Relay Selector 
set” (MPRSS) of a node. A node obtains this information from periodic HELLO messages 
received from its neighbours. A broadcast message, destined to be disseminated in the whole 
network, coming from any of the MPR selectors of node N is assumed to be retransmitted by 
node N, if N has not received it yet. This set can change over time and is indicated by the 
selector nodes in their HELLO messages [81]. 

 

3.5.1.2.2 Wireless Routing Protocol (WRP) 

               Wireless routing protocol is also a table driven protocol. The routing information is 
maintained through the exchange of updates. An update message contains the distance and the 
second to last hop information for each destination for which the routing information has been 
received. This will help lowering the routing loops as the neighboring node modifies the table 
on receiving message and checks for new paths [92]. 

              When trying to find a new path the message is sent to each node. If the 
acknowledgement is sent back to the sender within a given period of time, then the route is 
considered active. When receiving the message the node sends a copy of its routing table to its 
neighboring nodes. Reliable transmission is obtained by retransmitting lost or corrupted 
messages. Every node in the WRP maintains 4 tables, distance table, routing table, link-cost 
table and message retransmission list (MRL) table. The MRL contains the sequence numbers of 
the update messages, a retransmission counter and an acknowledgement required flag vector 
with one entry per node [41]. 

 

3.5.1.2.3 Cluster-head Gateway Switch Routing 

              The Cluster-head Gateway Switch Routing (CGSR) protocol is a deriving of DSDV. The 
CGSR routing protocol uses DSDV as basis for its routing algorithm, but they do have big 
differences. For example while every node in DSDV acts the same way; nodes in CGSR have 
different roles in the ad-hoc network. In CGSR routing from one node to another is done by 
using some of the nodes as gateways or as cluster heads. All nodes in a cluster are in direct 
connection with a node which has been elected as the cluster head [79]. A cluster is a set of 
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nodes which are all inside the cluster heads radio transmit range. The cluster heads can 
communicate with certain nodes known as gateways. These gateways are nodes part of two or 
more clusters and therefore can communicate with two or more cluster heads. If a node desires 
to transmit data to a node which is situated in another cluster it will first send its data to its 
own cluster head. The cluster head will then forward the data to a gateway and the gateway 
will forward data to the neighbouring cluster head [60, 88]. This neighbouring cluster head will 
again forward the data to another gateway if necessary until data reaches the destination. In 
CGSR nodes cannot send data directly to another node as they can do in the DSDV protocol. In 
order to reduce the performance drops which can happen in the cluster head when it is 
uniformly changing, e.g. elected a new cluster head, the CGSR protocol uses a Least Cluster 
Change (LCC) clustering algorithm. There are two conditions when the cluster head election 
algorithm will become active. First is when two cluster heads come into direct connection of 
one another and the second is when the cluster head is disconnected from any other cluster 
e.g. when the cluster head is no longer in direct connection with any gateway [88]. 

               CGSR is similar to DSDV and has about same overhead as DSDV. CGSR uses sequence 
numbers to determine which routes are most current and therefore most reliable in the same 
manner as DSDV. CGSR also uses the DSDV broadcast algorithm to keep cluster member tables 
up-to-date. Each node has to keep a cluster member table in which it stores the destination 
cluster head for each mobile node in the ad-hoc network. For routing to work, each node also 
has to keep a routing table stored in memory. This routing table stores the address of the next 
necessary hop in order to reach the destination. With these two tables the nodes can 
determine the nearest cluster head along the route to destination and also determine where to 
forward the information in order to reach the nearest cluster head [92]. 

               In the CGSR specification there are some enhancements on how to make it more 
efficient. First is priority token scheduling (PTS). PTS is used to prioritize neighbors of the cluster 
head which have recently sent a data packet. CGSR with PTS (CGSR+PTS) will, at least according 
to the specification, improve routing efficiency. PTS works in a simple manner. Initially every 
node will have the same priority, but when a node sends data to the cluster head, its priority 
will increase, enabling it to send data more efficiently. Adding Gateway code scheduling (GCS) 
to the CGSR with PTS (CGSR+PTS+GCS) [92] will improve even more its routing efficiency. The 
GCS uses a heuristic code scheduling instead of random scheduling. The idea is to first give a 
higher priority for the upstream of a gateway. After it has sent a packet upstream to a cluster 
head it will give a higher priority to its downstream [70]. And after delivering a data packet to 
its downstream cluster head the gateway will give priority to its upstream. The third method to 
improve the efficiency is the CGSR; it is done by introducing path reserving (PR). This helps 
making the path more stable and makes the multimedia traffic useable in multi hop mobile ad-
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hoc networks. The same route is used for transmitting the whole data which is used for the 
transmission of first packet. The alternative route is chosen only in the condition that the route 
is no longer available [32, 88, 95]. 

 

3.5.1.3 Orthogonal Rendezvous Routing Protocol 

               This protocol does not fall under the broad categories of reactive and proactive 
protocols. This is the main routing protocol which effects the scalability of WMNs. Orthogonal 
Rendezvous Routing Protocol (ORRP) relies mainly upon two ideas: a) local directionality which 
is considered sufficient to maintain forwarding of a packet on a straight line, and b) two sets of 
orthogonal lines in a plane to cross with high probability even in sparse, bounded networks. 
Figure 3.10 illustrates an example operation of ORRP [29, 53]. 

 

                                 

 

                                                 Fig 3.10: ORRP Basic example [54] 

 

                  According to Figure 3.10, consider that a source node S is sending packets to a 
destination node D. Both S and D have their own local notions of orientation. Source S sends 
route discovery packets, which means that these packets find out the shortest path to the 
destination, in four directions. The destination D does the same way for route spread widely 
packets. The route discovery packets will rendezvous at a node touched by a route broadcast 
packet at up to two rendezvous points on the plane. The junction gives a shorter path as the 
rendezvous node R. Node R sends packets from source S to the destination D. Node D maintains 

only the two orthogonal lines, which means the total state complexity is  for a network 
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of N nodes. In case each node chooses its local orthogonal directions independently, ORRP 
state information is smoothly distributed throughout the topology resulting in no single point of 
failure. There is no flooding by both sources S or destination D. These factors enable scalability 
without the need of a clearly formulated hierarchical structure. ORRP gives a scalable, 
unstructured indirection method for routing as compared to the hierarchically structured 
methods. ORRP is suboptimal, i.e. the stretch factor (ratio between bandwidths of source and 
greater than 1 compared to the shortest paths [19, 53]. 

 

                               

          Fig 3.11: Classification of research issues in position based routing scheme [54] 

 

                According to the design consideration, it is important to understand what issues 
traditional geographic routing protocols face. The main problem of end-to-end wireless 
geographic routing using a network at a particular place can be broadly depicted into three 
layers as shown in Figure 3.11. The lowest layer, L1 is the localization scheme that obtains node 
coordinates. The second layer, L2 maps these coordinates to node “identifiers” like a name or a 
number. The third layer L3 uses this information to perform geographic routing. When we take 
each separately, these can be shown to be highly scalable. Combined maintenance costs of 
these three layers could be high [29]. ORRP gives a simple, lightweight alternative layers L2 and 
L3 while taking off the requirement for layer L1 all-together. ORRP mainly relies on following 
factors: 

 

3.5.1.3.1 Relaxed Information for Connectivity 

                Greedy Perimeter Stateless Routing (GPSR) or Tree-based Routing (TBR) operates 
under the presumption that every node has a globally compatible view of its own. Location 
discovery problems are assumed to be given. This assumption is suitable for lowering cost of 
GPS receivers, using several methods for location discovery. ORRP removes the required 
location discovery by the fact that two pairs of orthogonal lines have at least one intersection 
point. These “rendezvous points” act in forwarding data. This provides high scalability [19, 29]. 



69 

 

3.5.1.3.2 Efficient Medium Reuse 

              Protocols in many cases fall into two categories: proactive (e.g. DSDV) and reactive (e.g. 
DSR, AODV). Proactive protocols maintain up-to-date routing tables at each node. This ensures 
high packet delivery ratios in mobile environments. However, scalability is limited because of 
the high number of control packets required to maintain up-to- date routing tables. Reactive 
protocols solve this issue by begging routes “on demand” and then caching those routes. While 
this works for less mobile environments, the scalability issue remains. ORRP effectively removes 
these issues by sending control packets in orthogonal directions making thus the medium free 
for data and then requesting routes only when these are not already cached. These route 
requests do not flood the network unnecessarily because they are transmitted only in 
orthogonal directions. Once a rendezvous node receives these request packets, it stops 
forwarding these further [29, 62]. 

 

3.5.1.3.3 Less State Information needed to be maintained 

              Scalability of the network is increased because ORRP only maintains routing information 
in orthogonal directions [29]. In order to perfect and bring out the advantages explained above, 
there are some tradeoffs in the performance of ORRP: 

Increased Path Stretch: Path stretch is used synonymously with average path length. ORRP 
perfects connectivity and causative medium reuse in contexts of little information. The result of 
using less information is that packets frequently take paths longer than shortest path. The 
paths taken by ORRP are suboptimal, however, under normal circumstances; the average path 
stretch is close to optimal. 

Limited Reachability: Because of a possibility of no intersection of the orthogonal lines, some 
source and destination pairs may not have rendezvous points which results in certain paths 
being unavailable. So, many correct measures are given in ORRP which have shown that under 
normal operation, the delivery of packet success is very high [29].  
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3.6 Recommendation 

              Performance of WMNs relay upon many factors. Important parameters such as 
throughput, scalability, security and load balancing can determine the performance of WMNs. 
A network will get a better performance if these factors are considered accurately.  Therefore, 
while designing a WMN, the factors mentioned above should be taken into consideration. This 
will lead in an optimal WMN design. 

 

3.7 Summary 

              Chapter three explained the most important factors that affect the performance of the 
wireless meshed networks. Furthermore, several routing metrics which could affect the 
throughput of the WMNs are also presented here together with protocols which affect the 
scalability of WMNs. The methods needed to be implemented to improve the throughput are 
also discussed here since throughput is directly proportional to the overall performance of the 
system. The methods proposed here are meant to improve the routing protocols as well as to 
have some traffic balancing techniques. 
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Chapter 4: Security of Wireless Mesh Networks 

 

4.1 Introduction 

          Prior to looking at the security aspects of WMNs we will compare these WMNs with other 
wireless technologies, pointing out the differences and judging from our current position the 
security issues of WMNs. 

The following figure represent the infrastructures of (a)WiFi network (b) WMN network used to 
provide internet connectivity [48]. 

  

                    

                                                         Fig 4.1: A Wi-Fi Network [12] 

 

           From the figure 4.1 we can see that a Wi-Fi network consists of several wired hot spots 
(WHS). On the other hand the WMNs consist of just a single WHS, and several Transit Access 
Points (TAPs) [48]. This is what brings about the advantages of WMNs. WHSs cost much more 
than TAPs and are much more delicate. Extending the Wi-Fi network will require additional 
WHSs to be installed [32]. 
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            While extending the WMN will require additional TAPs, these devices are cheaper and 
much easier to deploy. This brings forth further advantages e.g. being able to setup temporary 
wireless networks, and being able to setup wireless networks in areas where cabling for WHSs 
is not possible. Therefore WMNs have the capability of extending to geographic locations that 
Wi-Fi/WLANs are unable to [63]. 

 The diagram of a wireless mesh network is shown in Fig 4.2. 

 

                  

                                                      Fig 4.2: Mesh Network [12] 

 

             The structure of a WMN has opened doors to further improvements of existing wireless 
networks in terms of (a) resolving limitations (b) improving performances [5, 90]. 

            

              Despite being very effective (cheap deployment & wider connectivity) they 
unfortunately bring security hazards into the picture. A reasonable suggestion to address this 
issue would be to adopt successful security measures taken up by other wireless technologies. 
But doing so would be deemed ineffective. This is because the concept used in WMNs is new. 
This fact is mainly due to new security challenges and the requirement for new security 
mechanisms [34]. 
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4.1.1 WMNs and Cellular Networks/Wi-Fi Networks 

             Cellular networks consist of several cells, with each having a base station that handles 
mobile clients within the specific cell area. Since each cell has a base station, communication 
between the base station and the mobile client is considered to be single-hop. 

             The base station is equivalent to the WHS of the WMN. The difference is that for the 
WMN, the transfer of traffic between internet and the TAPs has to take place through the WHS. 
Since there are limited WHSs (a single WHS present in the WMN infrastructure above), 
communication is of a multi-hop nature. Therefore, the centralized security used in cellular 
networks would not be efficient for WMNs. The multi-hops would result in a delayed detection 
and handling of attacks [5, 72]. 

             Another issue with the multi-hop aspect concept is the uneven share in bandwidth. TAPs 
close to the WHS would receive a higher bandwidth. For a TAP, which cannot be directly 
connected to the WHS, a possible connection path to the WHS can resemble the following 
Figure 

 

 

 

                                           Fig 4.3: TAPs at each corner of WMNs [36] 

This would result in a lower bandwidth because of the distance. 

 

4.1.2 WMNs and Internet         

            TAPs of WMNs take part in the same role as routers in the wired internet. Though TAPs 
are stored in locations easily accessible (i.e. streetlights and rooftops), compromising them by 
means of replication, theft or even tampering is quite possible. Routers on the other hand, are 
often stored in secure locations. Economic viability is one reason for the poor physical 
protection [63, 89]. 
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            Wireless networks are susceptible to both passive (e.g. eavesdropping) and active (e.g. 
Denial of Service or DoS) attacks. This would hold true for WMNs as well, except that their 
susceptibility would be multiplied due to the multi-hop nature of the WMN communications.   

 

4.1.3 WMNs and Wireless Ad-hoc Networks 

            The technology behind mesh networks is based on Ad-hoc networks. A mesh network 
consists of fixed wireless access nodes. Between the client nodes and internet a multi-hopping 
backhaul service is provided. A random topology of client nodes and hosts form an ad-hoc 
network. Despite being identical in its underlying technologies, the ad-hoc network assumes 
that its collection of nodes is random and arbitrary. Whereas mesh networks make trust 
assumptions, assuming that the nodes present within the network belong to the same 
administrative and security domain. This could be a potential security hazard [36]. 

 

4.2 Security challenges, threats and vulnerabilities 

4.2.1 Fundamental Security Operations                   

            There are key fundamental operations taking place in WMN which allow it to address the 
limitation of other wireless technologies so far. It is these operations that need to be ensured 
so that the end objective of the organization using WMNs is satisfied. Some fundamental 
security challenges in WMNs are presented in the following paragraphs. 

 

4.2.1.1 Detection of Corrupt TAPs         

          Due to the particular places in which TAPs are installed, there are several different ways in 
which a TAP can be compromised. Compromising can take place in the form of distant hacking, 
physical replacement, tampering and removal. The following are just a few potential scenarios 
that indicate how this is possible along with the potential effects [6]. 

The compromise (by means of replacement or complete removal) of an existing TAP may result 
in a permanent change in the network topology. This can be easily detected by the nearest 
TAP’s or the main WHS [34]. 
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• Manipulating existing configuration of a TAP by modifying it, disrupts the network 
operation. For instance, altering the topology of the network by changing the routing 
algorithm [34]. 

• Compromising existing devices by installing identical devices (in the form of replicas). 
The more strategic the placement of the device, the more disruptive the device can be 
to the network. Once installed these can be further used to disable parts of the WMN or 
perhaps put false data on the network [48]. 

• Gaining access to the TAP, and remaining in a dormant state. A passive attack of this 
nature can prove to be quite detrimental for several reasons. The TAP could be 
disconnected from the network and instead of identifying it as malicious; it could be 
attributed to congestion. There’s no definite way to identify one from the other. 
Another possible hazard is the acquisition of important and secret data (e.g. traffic 
patterns, encryption keys, user anonymity), and yet remain undetected [48]. 

 

4.2.1.2 Securing the Routing Mechanism 

            Due to the multi-hop nature of the WMNs, the routing mechanisms are essential to the 
smooth, effective running of the network. Compromising this area could seriously damage 
network performance. It is therefore of utmost importance that it is kept secure. 

Possible threats that a WMN can succumb to if its routing mechanisms are not secure: 

 

• Deteriorating performance of the network by increasing the length of communication 
paths between the WHS and the TAPs. 

• Isolation of a TAP which could inadvertently mean the isolation of a geographic region 
(which connects to the network by means of the isolated TAP). 

• Redirecting traffic through a particular TAP in order to monitor the traffic. 
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Further methods for attacking the routing mechanisms by means of packet injection are:  

  

• Black hole - Creating forged packets to impersonate a valid mesh node simultaneously 
dropping packets (attracting packets is done by advertising routes as low-cost) [48]. 

• Grey hole - Creating forged packets to (i) attack and selectively drop, routes or (ii) 
inspect network traffic. 

• Worm hole - Routing control messages and replaying them in different locations in the 
network to severely disrupt routing. 

• Route error injection - disrupting routing by injecting forged route error message in 
order to break mesh links.  

 

           The last attack (route error injection) in comparison to the other routing attacks has 
higher exploitability because it does not require detailed knowledge. 

  

4.2.1.3 Ensuring Fairness with regards to Bandwidth 

               A client that is one hop away from a WHS tends to receive a higher throughput than a 
client that is four hops away from the same WHS. This is because all the traffic that is relayed to 
and from the TAPs is done through the single WHS. So the position of a client in the WMN 
directly influences the throughput received [71]. 

             Since all clients pay the same amount for a service, it is only appropriate that they 
receive an equal share of the bandwidth. This is illustrated in Figure 4.4: 
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                                                      Fig 4.4: Serving TAPs [21] 

              From the fig 4.4, one can see that TAP2 is serving a single client as compared to TAP1 
and TAP3. Therefore TAP2 should have half the bandwidth (flow 2) as that of TAP1 and TAP3 
(flow 1 and 3). This would result in each of the clients having an equal share of the bandwidth 
[48]. 

 

4.2.2 Security Threats 

           Apart from the fore mentioned routing protocol threats, there are few other threats 
present when considering the WMNs. 

 

4.2.2.1 Public Access Threats 

           Wireless services obtained from operators or companies that allow access to WMNs 
promise secure connections. For example their services provide registration and authentication 
through a SSL encrypted gateway. They also allow for protected access and provide Service Set 
Identifier/Virtual Local Area Network (SSID/VLAN) mapping [63]. 

          Free public access to WMNs is not a secure service. It is a free service with open 
authentication, so there is no pre-established trust to the wireless network, making it 
susceptible to attacks. 
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Possible public access threats include:  

• Theft of service – A captive portal uses a Secure Sockets Layer (SSL) secured web page to 
obtain users authorization credentials. It then registers a valid MAC and IP address in 
the gateway, thereby giving the client network access. All this is done to secure paid 
access. Yet attackers steal valid user credentials or hijack paid user sessions [77]. 

• Denial of Service – Attackers are able to achieve this by attacking network services 
through IP flooding and even 802.11 MAC management attacks. 

• Spoofing of the wireless infrastructure – Examples of this include the “evil twin” and the 
“man in the middle attack.” “Evil twin” is a rogue access point which is setup to gather 
illegitimately, data from networks. Similarly, “Man in the middle” is a form of 
eavesdropping where the attacker makes independent connections between the 
victims, impersonating them by relaying messages between them. Enterprises use 
Extensible Authentication Protocol (EAP) methods to allow mutual authentication 
between clients and infrastructure [5, 67]. 

 

4.2.2.2 Physical Security Threats 

              Conventional wireless network deployments (WHS) are kept within the enterprise 
environment, where the administrators and operators have physical access to the network. The 
access points of wireless mesh networks are kept in areas outside the physical control of the 
operator, typically in environments that are not trustworthy (e.g., on a light-pole or a leased 
building exterior). A wide outdoor deployment will have several thousand devices mounted in 
various locations. The absence of physical security definitely puts the devices at risk [48, 71]. 

 

4.2.2.3 Limitations in Wireless Intrusion Detection Systems 

             Intrusion detection has become a feasible means of detecting threats against wireless 
networks. Since the 802.11 MAC technology is susceptible to denial of service attacks, as well as 
the possibility of spoofing legitimate access points, wireless IDSs have offered some defense 
through detection of wireless network attacks. However, wide-area wireless mesh networks 
make wireless intrusion detection much harder due to the geographic distribution of wireless 
nodes. Wireless intrusion detection sensors are often used in enterprise wireless networks to 
detect common 802.11 attacks, including MAC management attacks as well as “evil twin” 
attacks [45]. 
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              Open authentication will imply limits on network authentication. Wireless intrusion 
detection sensors are most effectively deployed indoors in a bounded physical location, where 
wireless IDS models to wide-area outdoors deployment extended are not feasible. Mesh access 
points that provide integrated detection and prevention controls for wireless threats will best 
address the security threats. This may include security features that detect MAC management 
attacks (e.g., de-authentication or MAC association flooding, etc.) [7] or report unauthorized 
mesh AP evils-twins broadcasting within the deployment area [67, 29]. 

 

4.3 Security Features of WMNs 

              The conventional WLAN security mechanisms (e.g. WPA2/802.11i) provide standardized 
methods for authentication, access control and encryption between a wireless client and an 
access point. There are many different types of wireless mesh architectures. A different 
approach for wireless security is used for each type of architecture. Many approaches for mesh 
security may be derived from ad-hoc security research, but any future commercial mesh 
products will standardize security through the 802.11s standard. 

 

4.3.1 Client Access Control 

               In most 802.11-based wireless networks, clients are standard wireless LAN stations 
with no mesh networking capabilities. In some cases client mesh solutions are offered, but all 
Metro-Wi-Fi technologies provide non-mesh capable 802.11 stations. Wireless mesh 
infrastructure networks provide access to wireless clients. Client access security may vary 
depending on the type of network. An enterprise/private mesh network will typically use Wi-Fi 
Protected Access (WPA2) compliant wireless access controls, while a Metro-WiFi network may 
use open wireless authentication with a Layer 3 billing service access gateway [38]. 

 

4.3.2 Inter Mesh Access Point Controls 

   A conventional (i.e. non-mesh) access point in Wireless Distribution System (WDS) 
mode is a simple wireless relay between wireless clients and wired access points. Most existing 
802.11-based communications between mesh access points leverage a WDS mode of 
operation. Many chipset vendors and mesh equipment providers offer communication 
protection between nodes using a static key to encrypt WDS links with Wired Equivalent Privacy 
(WEP) or Advanced Encryption Standard (AES) [34]. 
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              With the availability of fully compliant WPA2/802.11i chipsets, separate WPA2 security 
profiles can be defined for the WDS links (clients will be able to connect to the mesh APs with 
an alternate security profile – such as without encryption). Thus, there are two primary 
methods to protect inter-mesh AP communication in advance 802.11s standardization that are 
based mainly on WPA2/802.11i compliance levels for WDS mode [47]: 

• Static keys configured into the APs at both ends of the WDS link, providing WEP or AES 
encryptions between mesh nodes. 

• WPA2/802.11i specifies how key handshake works in ad-hoc mode, letting peers derive 
dynamic encryption keys. This makes it possible to apply the 802.11i four-way key 
handshake mesh APs connected by WDS. In other words, mesh traffic relayed using 
WDS modes for inter-mesh AP traffic is secured by WPA2 [63] 

• It is common for each mesh AP on the network to be set with the same unique key, 
otherwise the mesh APs will not be able to communicate with one another. The number 
of session keys is directly proportional to the number of neighbors. Authentication is 
provided through knowledge of a network-wide pre-shared key, but some vendors 
provide X.509v3-based authentication that derives unique pair-wise session keys per 
link [48]. 

 

             Figure 4.5 illustrates the authentication and encryption process that takes place in 
WMNs. 
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                            Fig 4.5: authentication and encryption process in WMNs [67] 

 

                The 802.11 based securities are built upon the 802.11i security mechanisms and the 
WiFi-Protect Access (WPA2) profiles. The 802.11 security framework uses the 802.1X port-
based access control mechanisms to prevent unauthorized wireless access. The client is the 
supplicant that requests authentication from an authentication server (i.e. RADIUS or in some 
cases the access node itself), where the authenticator (i.e. the AP) holds off access until the 
client is authenticated. The authentication exchange occurs between the client and the 
authentication server using Extensible Authentication Protocol (EAP), which encapsulates the 
specific type of authentication [90].               

               EAP is a flexible protocol used to carry arbitrary authentication information to transfer 
data between the wireless client and an authentication server. EAP does not specify an 
authentication method. Commonly used methods are based on Transport Layer Security 
(TLS)/SSL technologies, where a secure tunnel and network-to-client authentication can be 
performed using a digital certificate, and clients can authenticate using either their own client 
certificate or provide a username and password authentication exchange inside the secure TLS 
tunnel [33]. 
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            Keying material is generated once authentication is successful and it is distributed to 
enable encryption and integrity checking.  Integrity checking prevents message tampering and 
ensures that an authenticated client cannot be impersonated. The WPA2 profile adds AES 
encryption and key management. Wireless security schemes for mesh networks are based on 
these fundamental capabilities. 

 

 4.3.3 Standardization 

             IEEE is presently working on a standard for mesh networking through the 802.11s 
working group. The standard will use WPA2/802.11i security methods to protect wireless links, 
where the key principles in 802.11s security, are summarized below:  

• Mesh APs may have supplicant, authentication and authentication server roles. [48] 

• Standardization activities for security will focus on inter-AP security controls, where 
client access uses standard WPA2/802.11i authentication and encryption. 

• Standardization on security between mesh access points is still being finalized within the 
standard. However, link-by-link security mechanism will be based on 802.11i, with a 
security architecture based on 802.1X authentication. 

• EAP 4-way handshakes must occur between all mesh routing peers, where centralized 
802.1X authentication is supported. 

• The 802.11r standard for client mobility influences the security architecture by enabling 
a hierarchical key distribution scheme to improve mesh route maintenance. Specifically, 
this means leveraging key hierarchies and co-ordination with a central/trusted key-
holder for pair-wise master keys. 
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4.3.4 Wireless Mesh Product Security 

The following tables list the various security features of various wireless mesh products.  

    

Cisco 1500 Series Outdoor Mesh Access 
Point 

               Tropos Metro mesh Router 

• 802.11i compliant station access on 
the first hop 

• Lightweight architecture uses 
LWAPP with shared key or X.509v3 
authentication between AP and 
WLAN controller 

• Multiple SSID and VLAN mappings 
with different security policies 

• Certificates pre-provisioned with 
digital-certificate-based trust 
relationship between AP and 
controller, where access granted by 
MAC address ACL tied to digital 
certificate 

• Extensive packet filtering 
capabilities 

 

• 802.11i compliant station access on 
the client (first) hop 

• Inter-node data including end-user 
data protected by 128-bit AES 
shared key 

• Multiple VLAN-to-SSID support 
with unique security policies, 
including resource priority controls 
through QoS support per SSID to 
limit bandwidth utilization 

• HTTPS-based configuration and 
monitoring 

• Mesh protocol control and 
management protected by 128-bit 
AES 

• Packet filtering at the mesh edge 
may be configured to only allow 
VPN traffic to enter the mesh 
network 

 

Table 4.1: Security Features of Wireless Mesh Products 
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Table 4.2: Security Features of Wireless Mesh Products 

 

 4.4 Security Enhancements 

 4.4.1 Wireless Security Monitoring through Performance Management 

             The deployment of an outdoor wireless network creates an amorphous state for the 
network. Because endpoint devices are outside the city network, monitoring is needed to 
ensure that the system and network policies are not violated and dangerous threats such as 
viruses, worms, and spyware are not introduced to the network. Proactive monitoring and 
quarantining is crucial to maintaining network integrity. Without monitoring, IT administrators 
cannot know if their security policies are enforced. Endpoint visibility and control is needed to 
help ensure that all wired and wireless devices attempting to access a network meet corporate 
security policies. Infected or vulnerable endpoints need to be automatically detected, isolated, 
and cleaned [41]. 

          For wide-area outdoor wireless mesh networks, explicit wireless intrusion detection 
probes are not feasible, where integrated and intelligent threat detection and management 
should be integrated into the wireless mesh access points. Also, mesh performance 
management metrics and indicators should be leveraged to alert operators to potential denial-
of-service attacks. Most mesh networking products and systems provide performance 
management systems that focus on optimizations for the mesh routing algorithms and alert 
operators to potential interference problems in unlicensed bands. With appropriate element 
management strategies, properly interpreted performance management information can be 
used to identify signatures of many denial-of-service attacks [45, 48]. 
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4.4.2 Data Centre Secure Network Architecture 

            With the growth of municipal wireless network using mesh-networking technology, 
operators must consider protection for their data center and inter-networking core networks. 
Firewalls, service gateways and wireless application segregation principles to enforce wireless 
access controls must always be employed. Despite the advanced 802.11i-based mesh security, 
the wireless network will always be treated as an un-trusted network segment [63]. 

 

4.4.3 Information flow control 

            The business-case for wireless mesh network hinges on shared network use with 
combinations of public access and secure private networking (e.g., for municipal services or 
public safety), which implies the need for carefully architected secure network architectures to 
authenticate and segregate users. Despite the ability to enforce multiple concurrent wireless 
security policies in the mesh network, many agencies sharing such a municipal network will 
require Virtual Private Network (VPN) gateway access to their private networks. When using 
VLAN/SSID-based segregation and security policies, packet filtering and access control should 
be applied at the client-side edge of the mesh network as a defense-in-depth strategy. Also, 
enforcing traffic flow between wireless clients and a designated gateway can mitigate the 
misuse of a wireless mesh infrastructure for peer-to-peer theft-of-service. [48, 95, 80] 

 

4.5 Recommendations 

             Security is a very important consideration as the network cannot be reliable if data 
transmission is not secure. There are many security risks to information as hackers are always 
looking ways to steal critical information. Hackers not only intend to breach the systems but 
also the TAPs. Normally, secure information like encrypted public and private keys are stored in 
TAPs which hackers could misuse. The security of the network can be increased by using AES 
encryption. AES provides increased security through Cipher Blocking Standard (CBS) mode. 
Moreover, AES uses bigger key size algorithm to provide encryption. AES gives pseudo-random 
numbers which helps providing different key for sending and receiving. Use of such complicated 
encryption helps in enhancing data security as more combinations need to be tried before 
hackers can break into the network. 

             We can block unrecognized traffic using IEEE 802.x which results in increased security 
for the network. It gives an efficient structure for authentication and controlling traffic with the 
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help of EAP. 802.1 supports multiple authentication methods like token cards, Kerberos, one-
time passwords, certificates, and public key authentication to give advance authentication. The 
authentication is done by the authenticating server which after proper verification provides 
access and issues the session keys for connectivity. 

             All the recommendations mentioned above would help improve performance of the 
system, including an increase in the throughput, scalability and security of the network. 

 

4.6 Summary  

            In this chapter we explained in detail what we need to take into consideration in order to 
prevent threats from internet and what type of threats we will get from internet. 
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Chapter 5: Conclusion and Future Work 

 

 5.1 Conclusion 

             This thesis focused on explaining why wireless networks are so important. Wireless 
meshed networks have become the requirement of present generation because the advantages 
it offers in terms of cheaper connectivity, better performance, throughput, fault tolerance and 
above all, a safe and secure environment. The thesis basically concentrated on the performance 
aspect of the wireless meshed networks and we have seen a number of factors able to 
determine whether the network would be reliable and give a good performance.  

             Without loss of data and with proper communication we can send packets from sender 
to destination, implying an error free performance of the network. Security of the network is 
also a key performance parameter. The most important performance metrics of WMNs are 
throughput of the network, scalability and security. We have discussed methods to improve 
performance on all these metrics in the report.  Throughput is needed to improve the success 
rate of the data packets being sent from source to destination. This can be achieved by 
reducing congestion of the traffic using proper routing protocols. Three protocols have been 
explained in the report. Another method to increase the throughput was through traffic 
balancing.  

             As we have discussed in this report, network performance also relies on scalability. As 
the network becomes more scalable data packets can be routed through more paths. Even if 
there is some communication loss between two nodes, the packet is delivered through 
remaining nodes this helps in providing reliable communication and better performance as 
well. This is very important as we could add several nodes to the available network. If the 
network is capable of self-configuring, more can be drawn out of the network. Again, this can 
be done by choosing proper routing protocols that will help increase the self configuring 
abilities and thus improve the scalability and performance. Transmission power is also a factor 
influencing scalability as it is important that the network signal remains strong. The thesis also 
touches on the important topics of routing protocols and metrics and discusses how they can 
help improve the performance of the wireless mesh network.               
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           Another important factor that helps improve the performance of the WMN is security of 
the meshed network. It is very important that the network is secure or there can be loss of data 
and thus the network becomes vulnerable to many attacks. 

 

5.2 Future work 

             Wireless technology is being used extensively in a variety of fields today.  A few common 
applications of wireless technology are electronic remote controls, GPS, cellular phones, mobile 
devices. 

           Creating a remote assistance procedure to automatically reintroduce a node under attack 
could be a potential interesting area for future work. Using the capability to detect attacks, 
nodes can dynamically produce a report and send it to the administrator so that the 
administrator would directly be informed when a node was attacked. 

           Another possible future work is understanding and implementing current MAC protocols 
such as 802.11. In the future, it is possible that many multimedia applications will require 
higher data rates. We plan to modify our network architecture to support multiple data rates. 
Such an extension introduces an interesting rate-range tradeoff for TDMA-based MAC layers: a 
higher rate can increase throughput, but it reduces transmission range, resulting in larger trees, 
and consequently longer cycle lengths. On the other side, a lower transmission range also 
reduces interference which can possibly allow for more concurrent transmissions in a larger 
tree, thus reducing the cycle length. The future would be the usage of more and smart 
antennas. They have the advantage over stationary antennas as the problem of focusing in a 
direction away from the signal arrival direction is different. Therefore the smart antennas move 
and adjust their position to the direction from which the signal is coming. This helps improve 
the reliability of the network. 

              As explained there are a number of routing protocols available for the wireless meshed 
networks. It is highly important that we adopt some standard so that the industry can also do 
the same and as such there are no compatibility issues. It is difficult to implement a new 
routing protocol because of the presence of the existing protocol and large number of changes 
is required to make changes in the current protocol, existing physical and MAC layer 
architecture. An efficient design would improve the throughput of the system and this is going 
to improve the reliability of the system.  
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