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ABSTRACT 
 

 

 

Context: In Web applications, the Software vulnerability can be reduced by applying 

security testing in all phases of the software development life cycle (SDLC). 

 

Lot of vulnerabilities might occur if the security testing is applied in the last phase of SDLC. 

In order to mitigate these vulnerabilities, a lot of rework is required that involves reverse 

engineering in the development and design phases.  

 

To overcome this situation, organizations are shifting from security testing (performed in last 

phase) towards security testing in the early phases of SDLC.  

 

Objectives: The main objectives of this thesis are to gather the benefits and challenges of 

security testing in the last phase versus security testing in every phase of the SDLC.  

 

After gathering, authors want to compare both implementations because these days most 

organizations are shifting from last phase to every phase of SDLC. Justification to the reason 

can be achieved by this comparison.  

 

Methods: In order to satisfy the objectives of this thesis, a literature review and interviews 

were conducted. The literature review was conducted by gathering benefits and challenges of 

last phase and every phase of SDLC. Authors have applied coding technique to the data 

gathered from literature review. 

 

By using the results from literature review, a set of questions were framed. Based on these 

questions, interviews in various organizations were performed. To analyze the practitioner’s 

data we used Sorting and Coding technique. Then, we conducted a comparative analysis to 

compare both results.  

 

Results: Application of security testing in the last phase of the SDLC results in a lot of 

rework which in turn leads to instability in managing the cost, time and resources in an 

organisation. In order to overcome this, more and more organisations are introducing 

security testing at each and every phase of SDLC. 

 

Conclusions: It can be concluded that every phase of security testing in SDLC has more 

benefits than applying in last phase of SDLC. To evaluate this process more research is 

needed to acquire more knowledge of security testing in all phases of SDLC. Through 

literature review and interviews conducted, it is evident that security testing at early phases 

causes a reduction in rework which in turn leads to more efficient management of cost, time 

and resources of a project.  

 

 

Keywords: Software, security, software development 

life cycle, secure software development life cycle. 

 

 

 

 

 

 

 



  ii 

ACKNOWLEDGEMENT 
 

“Guidance is pervasive and it enlightens” We here express our sincere thanks where it is due. 

 

At first authors want to thank the supervisor Stefan Axelsson for encouraging and motivating 

us for the entire period of research work. His suggestions and advice helped us a lot in 

conducting the literature review and interviews in organizations.  

 

Next authors would like to thank our brothers and their friends Bhaskar Puppala, Nagaraj 

Gande and Somashekar Rao helped us in finding interviewees in organizations.  

 

Finally we would like to express our hearty thanks to our institution and all our wishers who 

have contributed in some way or other in finalizing this report. 

 

Thankful to our friends and family members for giving their encouragement and making the 

herculean task successful. 

 

 

 

 

 



  iii 

CONTENTS 
1 INTRODUCTION ....................................................................................................................... 1 

1.1 BACKGROUND........................................................................................................................ 3 
1.1.1 Software Security Testing ................................................................................................. 3 
1.1.2 Security Testing Defects .................................................................................................... 3 
1.1.3 Security Testing Process ................................................................................................... 4 
1.1.4 Security Testing Relating to Web Applications ................................................................. 5 

1.2 SECURITY TESTING IN SOFTWARE DEVELOPMENT LIFE CYCLE ............................................... 5 
1.2.1 Security Testing in Last Phase of SDLC ........................................................................... 5 
1.2.2 Integrating Security in Every Phase of SDLC .................................................................. 6 

1.3 RELATED WORK .................................................................................................................... 7 

2 RESEARCH DESIGN ................................................................................................................. 9 

2.1 AIMS AND OBJECTIVES .......................................................................................................... 9 
2.2 RESEARCH QUESTIONS .......................................................................................................... 9 
2.3 METHODOLOGY ..................................................................................................................... 9 

2.3.1 Literature Review .............................................................................................................. 9 
2.3.2 Interviews .......................................................................................................................... 9 

2.4 STRUCTURE OF THESIS ......................................................................................................... 10 

3 LITERATURE REVIEW ......................................................................................................... 11 

3.1 DESIGNING AND CONDUCTING THE LITERATURE REVIEW ................................................... 11 
3.1.1 Sorting and Coding Technique ....................................................................................... 14 

3.2 CHALLENGES OF SECURITY TESTING IN LAST PHASE THROUGH LITERATURE REVIEW ........ 15 
3.2.1 Representation of Last Phase Challenges: ..................................................................... 15 
3.2.2 Security Testing Challenges for Last Phase of SDLC ..................................................... 17 

3.3 BENEFITS OF SECURITY TESTING IN EVERY PHASE THROUGH LITERATURE REVIEW ........... 21 
3.3.1 Representation of Benefits of Every Phase ..................................................................... 21 
3.3.2 Security Testing Benefits for Each and Every Phase of SDLC: ...................................... 22 

3.4 CHALLENGES OF INTEGRATING SECURITY IN EACH AND EVERY PHASE OF SDLC: .............. 27 
3.5 MAPPING OF LAST PHASE CHALLENGES TO EVERY PHASE BENEFITS .................................. 28 
3.6 MAPPING OF LAST PHASE CHALLENGES TO EVERY PHASE CHALLENGES ............................ 33 

4 INTERVIEWS ........................................................................................................................... 35 

4.1 PLANNING INTERVIEW ......................................................................................................... 35 
4.1.1 Data Collection ............................................................................................................... 36 
4.1.2 Data Analysis .................................................................................................................. 37 
4.1.3 Organization Details....................................................................................................... 38 

4.2 REPRESENTATION OF BENEFITS OF LAST PHASE OF SDLC BY INTERVIEWS ........................ 42 
4.2.1 Benefits of Last Phase of Security Testing in SDLC: ...................................................... 43 

4.3 REPRESENTATION OF CHALLENGES OF LAST PHASE OF SDLC ............................................ 45 
4.3.1 Challenges of Last Phase of Security Testing in SDLC: ................................................. 47 

4.4 REPRESENTATION OF BENEFITS OF EACH AND EVERY PHASE THROUGH INTERVIEWS ......... 50 
4.4.1 Benefits of Each and Every Phase of Security Testing in SDLC: ................................... 52 

4.5 REPRESENTATION OF CHALLENGES OF EVERY PHASE OF SDLC.......................................... 55 
4.5.1 Challenges of each and every phase by performing interviews: ..................................... 56 

4.6 MAPPING OF LAST PHASE CHALLENGES TO EACH AND EVERY PHASE BENEFITS ................ 58 
4.7 MAPPING OF LAST PHASE CHALLENGES TO EACH AND EVERY PHASE CHALLENGES .......... 61 

5 DISCUSSIONS ........................................................................................................................... 63 

5.1 COMPARATIVE ANALYSIS .................................................................................................... 63 
5.2 VALIDITY THREATS ............................................................................................................. 65 

6 EPILOGUE ................................................................................................................................ 67 

6.1 CONCLUSION ....................................................................................................................... 67 
6.2 ANSWERS TO RESEARCH QUESTIONS ................................................................................... 69 
6.3 THESIS LIMITATIONS ........................................................................................................... 70 



  iv 

6.4 FUTURE WORK .................................................................................................................... 70 

7 REFERENCES ........................................................................................................................... 71 

8 APPENDIX ................................................................................................................................. 75 

8.1 APPENIDIX A .................................................................................................................... 75 
8.1.1 Listed Papers .................................................................................................................. 76 
8.1.2 Coding ............................................................................................................................ 77 

8.2 APPENDIX B ..................................................................................................................... 78 
8.2.1 Interview Questions ........................................................................................................ 78 
8.2.2 Excel Sheet ...................................................................................................................... 79 
8.2.3 Interview Coding ............................................................................................................ 80 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  v 

LIST OF FIGURES 

 
Figure 1: Security in Software Development Life Cycle [1] ............................................... 6 
Figure 2: Structure of Thesis ............................................................................................... 10 
Figure 3: Steps for Extracting the Final Set of Papers ...................................................... 13 
Figure 4: Assigning of Codes to Benefits and Challenges ................................................. 14 
Figure 5: Literature Review of Last Phase Challenges ..................................................... 16 
Figure 6: Literature Review Rating of Every Phase Benefits ........................................... 21 
Figure 7: Benefits of Last Phase of Security Testing ......................................................... 43 
Figure 8: Challenges of Last Phase of Security Testing .................................................... 46 
Figure 9: Benefits of Each and Every Phase in Security Testing ..................................... 51 
Figure 10: Challenges of Each and Every Phase Security Testing ................................... 55 
Figure 11: Literature and Interview Practices................................................................... 63 
 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  vi 

LIST OF TABLES 
 

Table 1: Initial and Final Set of Papers .............................................................................. 12 
Table 2: Last Phase of Security Testing Challenges .......................................................... 15 
Table 3: Literature Analysis of Last Phase of Security Testing Challenges and Sub 

Challenges ...................................................................................................................... 17 
Table 4: Integrating security in Every Phase Benefits ...................................................... 21 
Table 5: Literature Analysis of Every Phase Benefits and Sub-Benefits of Security 

Testing in SDLC ............................................................................................................ 22 
Table 6:  Challenges Obtained in Every Phase of Security Testing ................................. 27 
Table 7: Literature Analysis of Every Phase Challenges and Sub Challenges of Security 

Testing in SDLC ............................................................................................................ 28 
Table 8: Mapping of last phase challenge to every phase benefit of Security Testing in 

SDLC.............................................................................................................................. 28 
Table 9: Mapping of More Expensive of Last Phase Challenge to Every Phase Benefits

 ........................................................................................................................................ 29 
Table 10: Mapping of Vulnerabilities of Last Phase Challenge to Every Phase Benefits

 ........................................................................................................................................ 30 
Table 11: Mapping of Less Secure of Last Phase Challenge to Every Phase Benefits ... 31 
Table 12: Mapping of Code Coverage of Last Phase Challenge to Every Phase Benefits

 ........................................................................................................................................ 32 
Table 13: Mapping of Resources of Last Phase Challenge to Every Phase Benefits ...... 32 
Table 14: Mapping of Last Phase Challenges to Every Phase Challenges ...................... 34 
Table 15: Details of Organizations ...................................................................................... 38 
Table 16: List and Details of Participants in Each Organization ..................................... 41 
Table 17: Benefits of Security Testing in Last Phase of SDLC from Interviews ............ 42 
Table 18: Interview Analysis of Last Phase Benefits and Sub Benefits of Security 

Testing in SDLC ............................................................................................................ 44 
Table 19: Interview Challenges of Security Testing in Last Phase of SDLC .................. 45 
Table 20: Interview Analysis of Last Phase of Security Testing Challenges and Sub 

Challenges of SDLC ...................................................................................................... 47 
Table 21: Interview Benefits of integrating Security in Every Phase of SDLC .............. 51 
Table 22: Interview Analysis of every Phase Benefits and Sub Benefits of Security 

Testing in SDLC ............................................................................................................ 52 
Table 23: Interview Challenges of Security Testing in Every Phase of SDLC ................ 55 
Table 24: Interview Analysis of Every Phase Challenges and Sub Challenges of 

Security Testing in SDLC ............................................................................................ 56 
Table 25: Interview Mapping of Last Phase Challenge to Every Phase Benefit of 

Security Testing in SDLC ............................................................................................ 58 
Table 26: Interview Mappings of Last Phase Vulnerabilities to Every Phase Benefits . 59 
Table 27: Interview Mappings of Last Phase More Expensive to Every Phase Benefits

 ........................................................................................................................................ 59 
Table 28: Interview Mappings of Last Phase Time to Every Phase Benefits .................. 60 
Table 29: Interview Mappings of Last Phase Resources to Every Phase Benefits ......... 60 
Table 30: Interview Mappings of Last Phase Quality to Every Phase Benefits .............. 61 
Table 31: Mapping of Last Phase Challenges to Each and Every Phase Challenges ..... 61 
Table 32 Comparison of Common and unique codes ........................................................ 63 
Table 33: Common challenges of last phase of security testing in SDLC ........................ 64 
Table 34: Common benefits by integrating security in every phase of SDLC ................ 64 
Table 35: Common challenges of every phase of security testing in SDLC .................... 64 
Table 36: Total Number of Benefits and Challenges ......................................................... 67 
Table 37: List of Common Challenges from Both Studies ................................................ 68 
Table 38: List of Common Benefits from Both the Studies .............................................. 68 
 



  vii 

ABBREVIATIONS 

 
Abbreviations Description 

SDLC Software development life cycle  

CRM Customer resource management 

LC Literature challenge of last phase 

EB Literature benefit of every phase 

EC Literature Challenge of every phase 

IBL Interviews benefits of last phase 

ILC 

 

Interviews challenge of last phase 

IEB Interviews benefits of every phase 

IEC Interviews challenges of every phase 

OWASP Open web application security project 

 

 



  1 

1 INTRODUCTION 
 

The rapid growth of the usage of internet, particularly World Wide Web has made security 

one of the most important issues for web applications [1]. People from different places and 

various backgrounds use the services provided by the web applications. For example banking 

operations, e-mail, tax payments, e-shopping and so on [1]. 

  

 A web page may be accessed by a lot of people across the globe [1]. By Simple Object 

Access Protocol (SOAP) messages communication is possible in the web services [2].   

 

Day by day the numbers of hackers are increasing in web applications because of occurring 

vulnerabilities in the applications. In SDLC vulnerabilities can occur anywhere like design 

errors or development errors. There are so many new web applications and technologies 

coming into existence and along with these technologies new vulnerabilities are coming into 

existence [3]. This is the reason that most of the security issues mainly deals with web 

applications. So, people might misuse technology which might lead to security issues. 

Hackers will misuse the technology and hack the browsing by performing malicious actions 

[1] [3]. 

 

Penetration testing is widely used to mitigate all the vulnerabilities in industry [3]. Up to 

March 2011, the national institute of standards and technology (NIST) identified 40,000 

vulnerabilities in all SDLC levels [1]. The Gartner Group confirmed this by estimating that 

70% of attacks were occurring to companies at the application level [1]. From the articles [3] 

[17] [20] [35], the authors are mainly stating that most of the organizations are facing 

challenges during last phase of security testing. To overcome those challenges faced during 

last phase of security testing organizations are making a shift to every phase of SDLC. 

 

The main aim of our thesis is to find challenges and benefits in last phase of security and 

every phase of security testing both from literature and interviews. Based on the analysis of 

the results we want to propose which method is best suitable for the organizations.  We have 

considered the waterfall model life cycle in SDLC in our thesis. The main reason for 

choosing the waterfall model is that the other models are not suitable for this thesis to 

compare security concepts. It is because the authors want to compare actual application of 

security in waterfall model (SDLC). So, either V-model or agile model or any other model 

will not suitable for this application. Testing will be applied after the development phase. If 

any issues are occurred in this phase then rework will be done from starting phase of SDLC. 

So here we are discussing about applying security in the last phase and every phase and so 

forth, so this model is the best suitable one. 

 

There are many ways and methods to reduce the vulnerabilities in software. To reduce the 

vulnerabilities in SDLC the authors are mainly concentrating and comparing on the 

following two methods.  

 

 Security Testing in the Last Phase of SDLC 

 Integrating Security in Each and Every Phase of SDLC 

 

It is because, in order to provide proper security and quality for the web applications, we are 

comparing these two methods and saying which method is the best method. Security is the 

major aspect in this technology world. So, to reach this we need better security and quality of 

the web applications. In order to reach this we are comparing these two methods and saying 

which one is the best. 
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Security Testing in Last Phase of SDLC: 

 

Here in this context, security testing is to be applied in the last phase (post deployment), 

which means that security testing is to be applied after the implementation. 

 

Integrating security in Each and Every Phase of in SDLC: 

 

Here security testing is to be applied in last phase but security review is being conducted 

from the very first phase of SDLC.  

 

From early 1970’s testing is playing a major role in software development life cycle. The 

tools and techniques were started from 1990’s in SDLC. So, early stages of testing were 

started after introducing the tools and techniques in testing [61]. Testing will differ from 

each level to level of software development life cycle like Unit testing, Integration testing, 

System testing and Acceptance testing. In system testing the testers will test the entire 

system. It is based on the functional and nonfunctional specifications of the system. Security 

testing comes under non functional specifications of the system [60]. So, by applying testing 

in all phases’ organizations are mitigating issues faced in the project to a major extent. But 

when security issues are taken into account they are not able to mitigate them in the final 

stages [4]. 

 

So, if the security testing is applied after the implementation phase then there will be a large 

number of vulnerabilities [4]. Mostly the vulnerabilities will be occurring in the design phase 

and implementation phase. To reduce these vulnerabilities, rework has to be done by the 

designers and developers [5]. Cost occurred in rework is high and adds time to complete the 

project. To overcome this situation, most of the organizations are shifting from last phase to 

each and every phase of security testing in software development life cycle. Hence it may be 

said that its best when security is reviewed from early phases. The vulnerabilities can be 

reduced when coming to the last phase of the SDLC [4] [5]. Actually here also security 

testing is applied in last phase of SDLC but the difference is that security is being reviewed 

from the very first phase of SDLC [4] [5]. 

  

In summary, previous studies [4] [5] say that last phase of security testing in SDLC have 

problems and the researchers have proposed techniques for security testing in every phase of 

SDLC. In real time most of the organizations are shifting their implementations from 

applying last phase of security testing to each and every phase of security testing [20] [35 ]. 

The main intention to perform this research is to find out the reasons for shifting and to know 

the actual problems of last phase of security testing in SDLC.  

 

Finally, a literature study is performed considering real time scenarios in organizations. The 

main purpose of performing literature review is to extract the benefits and challenges of 

security testing in last phase and every phase of security testing in SDLC. Based on this 

literature review, interviews were conducted in organizations and the results are extracted. 

Finally comparative analysis is carried out or both literature review and interview results. 

This comparative analysis was performed in order to identify the reasons for shifting from 

last phase to every phase of security testing in SDLC and also to list out the main difference 

in between them. 
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1.1 Background 

1.1.1 Software Security Testing 
 

Testing is the only thing we do to make sure our software is behaving in the way it should in 

the real world. Design review, code review, static analysis tools, domain testing, data flow 

testing and path testing [6] are the techniques to provide and detect the vulnerabilities in 

early phases of SDLC. If the vulnerabilities are detected earlier there will be effective 

utilization of resources making time and cost well maintained in completing the project.  

 

Testing is an important aspect now-a-days. Testing will help in providing the bug free 

software and useful to maintain the quality of the project. If the number of bugs is less then 

quality of the project will be more [1].  Skilled testers are mainly important to test the e-

commerce applications [7]. Nowadays hackers are more in web applications so, testing 

should be necessary in this aspect. 

 

 In this point of view security testing is necessary to reduce all the vulnerabilities or bugs in 

the project. If the vulnerabilities are less, then the application will be more secure [6] [1].  

Customers look for the quality and security of the application, where testing only provides 

these two aspects. Customer satisfaction is necessary for the project success. It is only 

possible by testing.  

 

When checking the behavior of an actual system i.e., security system, software security 

testing can be widely used [8]. Most of the security testing can be applied to authorization 

and similar application levels. Penetration testing is a kind of security testing which helps us 

to identify the low level vulnerabilities in online applications. So, it mostly depends on the 

trust of experienced users [8]. Many software engineers would support the value of 

performing testing for software security. In terms of web applications, software security is 

one of the most important software quality properties. It is mandatory for securing critical 

data and providing security for critical software systems. Traditional tests focus more on 

function not on security [9]. Software security is one of the properties of software quality [9]. 

The issues which affect the software security are Confidentiality, Integrity, Availability 

(CIA) etc [10] [11].  

 

 Confidentiality: Only authorized persons who have special access can use the data.  

 Integrity: Sending and receiving information is same. 

 Availability: The information is available for all personnel when it is needed. 

 

Some of the other important attributes for software quality requirements are usability and 

robustness [11]. Denial of service, unauthorized disclosure, unauthorized destruction of data, 

or unauthorized modification can be done in any conditions resulting in defects for security 

phase of software systems or products.  

 

1.1.2 Security Testing Defects 
 

Software problems are mainly based on software defects. For many years the defects such as 

buffer overflows, design flaws are inconsistent in error handling. For the past five years the 

security problems are increasing. From 1995 to 2004 the vulnerabilities that were reported 

by the CERT coordination centre, major problems identified were authentication and 

authorization [12].  

 

 Hackers compromise the software layers to gain unauthorized access [5]. Antivirus firewalls 

and intrusion detection cannot stop this problem. Maintaining software securely is the major 

problem in software development [5] [10]. For this problem each and every member in the 
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software development team like managers and supporting staff, developers and IT staff 

suggest to apply the security testing from initial or early stages of software development life 

cycle. In order to find a solution, it is not that easy to develop the best and most secure 

software the user friendliness should provide security throughout the SDLC [5].  

 

The fault which is introduced either accidentally or unknowingly is called as defect (fault, 

bug). This defect may occur in any phase of SDLC like the requirement phase or the testing 

phase. The security vulnerability which can occur in software is a kind of software defect. 

Bugs reported in early stages of software development are responsible for causing 

vulnerabilities in software [9]. If the vulnerabilities are present in the product delivered to 

customers, it results in software insecurity. Software insecurity could be in terms of 

providing access to unauthorized users [9]. Failure in providing security to software results 

in various attacks such as DOS attacks etc [10].  

 

Vulnerabilities that may arise during software development are mainly categorized into bugs 

and flaws [13]. Implementation level occurring vulnerabilities are called bugs where as 

design level occurring vulnerabilities are called flaws. The attackers need very little effort to 

damage the security and they are not concerned about the type of vulnerability [13].  

 

Vulnerabilities of software are due to poor development practices, not recognizing security 

policies during design, improper configurations or inadequate testing caused by deadlines 

imposed by financial and marketing needs [6]. Security models allow us to follow security 

policies, but the implementation of these models are not performed exactly. In such cases 

security compromises are inevitable and lead to increase in attacks on systems [6]. 

 

Every year, there is loss of information and productivity. For system recovery it costs 

billions of dollars, since   applications are attacked by viruses, worms and some other attacks 

due to security defects [14]. To overcome these vulnerabilities in software the tester needs 

process to identify those vulnerabilities [15]. 

 

1.1.3 Security Testing Process 
 

Process steps required for security testing are discussed below in detail [15]: 

 Risk and threat analysis: Performing the risk and threat analysis of a system and its 

use in environment is lacking in many practical systems. 

 Define the Security Requirements:  Based on the threat analysis assign priorities in 

such a way that they can be compared with security actions of the system. The security 

requirements should be defined for a system based on threat analysis. If the security 

requirements are not defined properly, then critical security requirements must be 

considered. The non critical requirements are also very important requirements too. It is 

a continuous process.  

 Model security behavior: Identify the functionality of the system to implement 

security actions and their dependencies in priority order based on the prioritized security 

requirements. 

 Security testing: Use suitable evidence collection and testing tools for security testing.  

Risk analysis and construction of security requirements are an integral part of this 

activity. For example in coding phase, a static analyzer tool is used.  

 Estimation: Estimate the probabilities and impacts of security actions based on the 

evidence. 

 
Combination of these above process steps results in verifying whether the system meets 

specified requirements or not [15]. Mostly security is needed for web applications since it 

has become the primary target for security attacks [16]. 
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1.1.4 Security Testing Relating to Web Applications 
 

Nowadays the Internet has become an important part of daily life. It may be used in business 

sectors, banking, and online shopping. These all are dependent on software security [16] 

[14]. At present in the Internet world, web applications are the major targets which are 

attacked by various means [14]. Lack of trust may occur due to malware infections, identity 

theft and other computer crimes. Trust is very important for online business transactions 

[16]. So, for criminals the World Wide Web is a perfect choice for doing criminal activities.  

 

Day by day security threats are increasing for web applications. At present the web 

applications integrate with real life services and various resources. It is a much easier task 

for the hackers to gain access to online banking systems which are not protected by guards 

and surveillance cameras. Since the middle of the 1990’s internet users are very high. 

Nowadays approximately more than 1.5 billion people are accessing services. It is also note 

worthy that IT related jobs have become popular from the past 20 years and it is also 

important to notice that among such a vast number of users the number of perfect trained 

professionals to maintain security is not sufficient or very low [17]. The security 

vulnerabilities are the main source for web applications. 51% of the vulnerabilities were 

revealed from 2006 to 2008 in IBM statistics report [16].  

 

Software security is increasing its importance in the software systems and computers. 

Improving software security has become a major task in software development process life 

cycle [18]. 

1.2 Security Testing in Software development life cycle 
 

To reduce the vulnerabilities security testing can be applied in two ways or methods. They 

are 

 

 Security testing in last phase of SDLC  

 Integrating security in each and every phase of SDLC  

 

1.2.1 Security Testing in Last Phase of SDLC  
 

Testing plays a major role in the software development process and it must be incorporated 

before the release of product. Test teams should understand and need sufficient training 

about security problems [17] [4] [19] [11]. If the errors are identified in the early phases, 

then the testing will save time and money. Nowadays errors are increasing drastically in 

SDLC [11]. To rectify these errors, secure software is needed [4] [10]. 

 

Every developer makes mistakes while developing the code. Those mistakes lead to major 

vulnerabilities like buffer overflows, integer overflow, format strings, bugs etc. [10]. Once 

the software is ready the security feature cannot be added. Instead, it should be integrated in 

the software development life cycle. Lack of security estimations may lead to the software 

suffering from serious damages before its implementation [20]. Most of the vulnerabilities 

are identified in testing phase.  

 

In testing phase testers are mainly concentrating on the functionality, integration and 

performance execution but they are not concentrating on the security issues. It leads to major 

problems like cost increases, time increase and effort. The security flaws can be identified by 

static analyzer in coding phase or implementation phase [18]. Security flaws detected after 

the development phase is very expensive and extra effort is required to fix them [3]. 
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1.2.2 Integrating Security in Every Phase of SDLC  
 

Secure SDLC means the security must be invoked in each and every phase of SDLC to 

achieve a quality product. In SDLC there are 5 stages: Requirements, Design, Planning, 

Testing, and Maintenance [1]. In every phase security review is happening from the 

beginning up to testing phase. Security testing is applied in the testing phase.  As shown in 

the figure 1 [21] [1].  

 
 

Figure 1: Security in Software Development Life Cycle [1] 

 

The below details are from organizations, the security requirement specifications will be 

presented using which the security review is conducted. 

 

 In Requirement phase the document review is being happened. In SRS document the 

security requirement specifications will be given. Through which the security testers will 

apply the security from the beginning phase of SDLC. 

 In Design phase here the design review is being happened. All the security issues will be 

reviewed and maintained here by PM, architects and testing department. 

 In Coding phase here the code review is being reviewed with the help of static analyzer 

tool.  

 In Testing phase: After functional testing the security testing will be applied here. 

Vulnerabilities which were not detected in the early phases are detected here.  

 

The security practices for governance are education, compliance, policy, metrics, strategy 

and guidance and the business practices are security requirements, secure architecture and 

threat assessment [1]. In SDLC the important quality phases are design review, code review 

and security testing. Vulnerability management, environment hardening and operation 

enablement are the security practices for the deployment stage [1] [21] [22]. There are two 

common best practices in code review as shown in figure 1. They are [22]: 

 

 Every project has code and that code has to be reviewed. 

 Code that has to be reviewed can be done by using some automated tools like static 

analysis. 
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Now-a-days, the organizations are not writing security test cases for testing the project. They 

are testing the project by using automated tools. In automated tools testers will check the 

vulnerabilities to test and run the tool. So, in the organizations security testing is performed 

by following the OWASP (Open Web Applications Security Project) standard guidelines. 

The organizations will give the preference to frequent occurring vulnerabilities and those 

were listed in OWASP [23]. By using those OWASP vulnerabilities the security testing will 

be followed. The frequently occurring vulnerabilities were listed in OWASP, they are [23]: 

 

 Injection 

 Cross Site Scripting (XSS) 

 Broken Authentication and Session Management 

 Insecure Direct Object References 

 Cross-Site Request Forgery (CSRF) 

 Security Misconfiguration  

 Insecure Cryptographic Storage 

 Failure to restrict URL Access 

 Insufficient Transport Layer Protection 

 Unvalidated Redirects and Forwards   

 

The vulnerabilities which are listed above are the high preference vulnerabilities. The 

security testers will mainly concentrate on these vulnerabilities and test the application. 

Scope vulnerabilities will be fixed by the developers team and out of scope vulnerabilities 

will be fixed by web firewall i.e. application firewall. The developers and testers will mainly 

concentrate on the OWASP listed vulnerabilities and they develop or test the applications. 

The vulnerabilities which are out of scope will be mitigated by firewall. The project will be 

secured, if they mitigate all these vulnerabilities. 

1.3 Related Work 
 

Gilliam [44] developed a software security check list for the life cycle. Previously security 

testing is applied after the implementation phase. To avoid all the critical problems, security 

is applied in every phase of life cycle. In this research the researcher addresses both the 

development of a web application and also a software security assessment instrument 

(SSAI).  

 

Security must be integrated from early phase of life cycle. It is from the requirements phase 

to maintenance phase. To assist in this process there is a problem with the requirements and 

experience process. The researcher developed a check list and by supporting that the project 

will be more secure software and the risk of the project decreases gradually [44].  

 

Lipner [21] discussed the Microsoft experience in software development life cycle. In order 

to face the attacks in software development life cycle, the Microsoft has followed the every 

phase method. In software design, they used the tools like static analysis tools and code 

scanning tools that were used in implementation phase. Code reviews and security testing 

were conducted during the testing phase. When the web application software is ready to 

release the final security review was carried out by the software development team. By using 

this method, the occurrence of vulnerabilities is very less in SDLC. So, Microsoft has 

changed the way the software is designed, developed and tested [21].  
 
Meier [24] did research on improving web application security by integrating security in 

every phase of the life cycle. The main aim of this research was to avoid the problems in the 

last phase and to avoid the high risk for developers. The development team is working 

slowly in clearing the bugs. To avoid this problem J.D. Meier had done the research on every 

phase of SDLC. The researcher considered the real time experiences of customers, 
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practitioners and considered a variety of scenarios to improve every phase of security testing. 

Security review should be done before applying security testing in the testing phase. So, it 

may avoid the problems for the development team and needs less effort for solving the bugs 

[24]. 

 

Kumar et al [5] described about the actions taking place in coding phase when applying 

security testing in testing phase. Security should not be applied at the end of the life cycle. 

Loss of information and lack of quality will be very high in range every year and the cost of 

the project is also very high. So, organization may face some troubles like bad reputation, 

and loss of product. To avoid these problems security must be integrated in the software 

development life cycle. In SDLC, every phase engineer should remember and know the 

concepts on security issues, especially development people. In this article the researchers 

concentrated more on the code review process in coding phase [5]. 

 

Khan [4] proposed a secure SDLC methodology in SDLC. They proposed this model in the 

year 2008.Most of the time, security was applied in the last phase of SDLC and it was only 

applied after the code was developed. This methodology was introduced for the developers, 

to know the importance of security testing and how the vulnerabilities can be detected during 

the development phase. The developers have to know the relationship between the errors and 

vulnerabilities. The cost of vulnerability and the security requirements cost should be known 

to the developers. This methodology is very helpful for the developers to detect the 

vulnerabilities and make the product very secure [4]. 

 

Teodoro and Serrao [1] had studied the quality and lack of security in SDLC. Recently, they 

introduced a set of automated tools, methodologies and also discussed major factors that 

influence the secure SDLC. These methodologies and automated tools were introduced to 

improve security and quality in SDLC. At first they focused on the integration of security in 

SDLC. The main aim of focusing SDLC is to discuss the quality standards which produce 

the web application software. The web application quality will improve if the security testing 

is applied in every phase of SDLC [1].They had concentrated on the frameworks of 

integrated SDLC. These frameworks were discussed based on the models like the Microsoft 

security life cycle, building a security maturity model and OWASP software assurance 

maturity model. They had mainly concentrated on the generic framework which defines 

simple process but is very effective. This framework will be very helpful for high level 

changes in organizations. Finally, they focused on the SDLC stages of security documents 

and tools. They also discussed the standards of SDLC and code review process and usage of 

tools [1]. 
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2 RESEARCH DESIGN 

2.1 Aims and Objectives 
 

The main aim of the present research is to study the differences, benefits and challenges 

between the concepts of security testing in the last phase of SDLC to that of implementing it 

in each and every phase of SDLC. From introduction of our work, we have observed that 

organizations are facing problems during last phase of security testing and making a shift to 

every phase of security testing in SDLC. So, current research is to focus on studying and 

analyzing why organizations are making a shift from last phase to every phase of security 

testing in SDLC. 

 Our intention is to find out the benefits and challenges that the organizations are facing 

by performing security testing in the last phase and every phase of the SDLC and 

compare the benefits and challenges of these two methods. 

 To find out whether the problems faced in the last phase of security testing are addressed 

by implementing it in each and every phase of SDLC. 

2.2 Research Questions 
 

 RQ1: What are the benefits and challenges that organizations are facing when they 

perform security testing in the last phase of SDLC?  

 RQ2: What are the benefits and challenges that organizations are facing when they 

perform security testing in every phase of SDLC? 

 RQ3: What are the differences between applying security testing in last phase and every 

phase of SDLC in terms of Benefits and Challenges? 

2.3 Methodology 
 

In order to solve the research questions, literature review and interviews have been 

performed. To address the research questions RQ1 and RQ2 we have done literature review 

and conducted interviews. Research question RQ3 is solved by comparing and analyzing the 

results from RQ1 and RQ2. 

2.3.1 Literature Review 
 

In order to address the RQ1 and RQ2 initially, we performed a literature review. By 

performing literature review we have gathered benefits and challenges of last phase and 

every phase of security testing in SDLC. The data which have been gathered from the 

literature review is analyzed by coding techniques. It is analyzed by applying sorting and 

coding technique. The coding technique is discussed in detail in Section 3.1.1. The results 

are arranged in the coding method and detailed in APPENIDX A. 

 

2.3.2 Interviews 
 

In the next stage, interviews were performed based on the literature review. Interviews were 

conducted in industrial organizations to answer RQ1 and RQ2. Authors have found 18 

practitioners from 7 organizations. These selected organizations are not from a single 

country. Organizations from all over the globe are selected. At first authors contacted the 

organization people and explained the aim of the thesis. 
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If the practitioner in organization is found to be related to our research then we collected the 

mail ids and contacted them through mails. Authors sent the topic and also interview 

questions through mail to them. Through mail we have contacted the practitioners and made 

an appointment. We have done the interviews by video call, voice call through Skype and 

Internet calls. Some practitioners didn’t have the time to attend the calls they have given the 

interviews through mails. When the authors were conducting the interviews, one author was 

conducting the interview and the other was noting down the points for the future use. 

Authors recorded the interviews for the future use. Gathered information is analyzed by 

using sorting and coding.  

 

At last, answers to the RQ1, RQ2 and RQ3 are found from the gathered the information from 

literature review and interviews. These research questions solutions are attached in section 3 

and section 4. 

2.4 Structure of Thesis 
 

This chapter explains about the structure of thesis. The main purpose is for getting a clear 

view about the area. The main area, the authors were focused are Introduction, Research 

design and Results. Structure of the thesis is pictorially represented in figure 2.  

 

 

 
 

Figure 2: Structure of Thesis 
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3 LITERATURE REVIEW 
 

In this section, authors are going to explain the concepts of the literature review and benefits 

and challenges of last phase and every phase of security testing in SDLC. 

 

Benefits:  In this case, benefits means advantages, if X is applied in SDLC what advantages 

or benefits have taken place in the project. If it has advantages, in which way it is benefit and 

is there an advantage by applying x in the project. So, the authors are finding the advantages 

of security testing in SDLC.  

 

Challenges: Challenges means problems, so if X is applied in the project. What effects are 

occurring in the project? In what way they are problems or effects.  

 

3.1  Designing and Conducting the Literature Review 
  

The main purpose of the literature review is to study the state of art and find answers to 

research questions RQ1 and RQ2. The review was done by searching different articles, 

books, Journals, Conferences and for this, databases like IEEE, Engineering Village, ISI 

Web of Knowledge, Scopus and Science Direct were used as sources. The search was mainly 

conducted for identifying articles related to security testing of web application software 

during the SDLC. Our main search criterion is to find the latest articles, journals, books to 

support our idea. Basically we started our search by using different keywords in Google 

scholar and tried to extract the articles. But we noticed that the retrieved articles did not 

discuss much about the benefits and challenges of last phase of security testing. To overcome 

this we formulated a string using the combinations of the keywords and started our search 

again [45]. Based upon the string we extracted the final set of papers. We have also extracted 

articles from different web links related to security testing and also used text books related to 

software security testing. 

 

The research related to our thesis was started from 2002 and the data was gathered from the 

same time i.e. 2002. Intially we started our search from 1992. So, we have selected articles 

from 2002 and also articles before 2002 might have covered some matter related to our work 

but the papers from 2002 might already replicated that material. So to avoid redundancy we 

opted for articles from 2002. In our area, no exact research is conducted. Our main related 

research was started from 2002. Gradually related research was increased by conducting 

various methods. 

 

Literature review is defined as “the use of ideas in the literature to justify the particular 

approach to the topic, the selection of methods, and demonstration that this research 

contributes something new [58]”. So to uncover the facts what research exists in the field of 

security testing both in final phase and each and every phase we have opted for literature 

review. The main reason for selecting LR is we wanted to cover the technical papers which 

are published by organizations with their databases for the future references and also to 

cover textbooks and grey literature. SLR mainly focuses on “summarize the information 

related to a particular phenomenon in an unbiased manner to draw general conclusions 

from individual studies [59]”. So we have opted for LR. 

 

The authors have collected the latest information regarding security testing using grey 

literature like web links, technical papers and text books. The different Web links we had 

followed are OWASP [23], Security Week [63]. The authors extracted the papers based on 

keywords, title, abstract, conclusion and introductions. The authors considered language and 
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topic related papers are main things. Authors have excluded the papers with irrelevant topics 

by examining the abstract and conclusion. Data was mainly gathered from selected articles to 

identify benefits and challenges in security testing for web application. The main aim was to 

answer research questions RQ1 and RQ2. It is the data of the articles that are gathered and 

stored in the form of excel sheet and it is attached in Appendix A.  

 

The search was done in the above mentioned databases by using different keywords and a 

search string was formulated as shown below.  

 

String: 

 

(software) AND (security testing OR security assessment OR security review OR penetration 

testing) AND ("Software development life cycle" OR SDLC OR "software development 

process OR secure software development life cycle") 

 

In the above search string we did not include web applications because when extracting the 

articles based on the above mentioned search string we identified articles related to security 

testing on web applications also. When the term was included in to the search string we got 

very less hits. To overcome this biasness we have continued searching for articles without 

including the web applications terminology into the search string. 

 

At first we searched papers by using keywords and we did not get much of the papers related 

to our research work. To identify more papers related to our research scope we formulated a 

search string using the combination of keywords. We conducted a pilot study in Google 

scholar by using different combinations of the search string and try to check the number of 

hits retrieved for the above search string. We got the maximum number of articles related to 

our work when we used the above mentioned search string. So, we used the above search 

string in different databases mentioned in table 1 and retrieved articles based on abstract. 

 

As our research aim is to identify the differences, benefits and challenges by integrating 

security in software development life cycle both at each and every phase and also final phase 

of security testing through literature review and interviews. To identify this, authors have 

formulated a search string as shown below. So, based on this authors identified different 

articles by using the above search string in the databases, and papers related to the topic of 

concern are identified. The different databases used for paper extraction using the above 

mentioned search strings are listed in table 1. 

 

Table 1: Initial and Final Set of Papers 
 

 

 

 

 

 

 

 

 

 

 

 

 

                                                  

 

 

 

S. 

No 

Databases Total 

Articles 

Before 

Removing 

Duplicates 

After 

Removing 

Duplicates 

Full 

Review 

in each 

database 

1 IEEE 120 58 31 26 

2 Engineering Village 246 15 8 2 

3 ISI Web of 

Knowledge 

22 13 5 1 

4 Scopus 54 15 11 6 

5 Science Direct 491 72 34 0 

6 Grey Literature Books + White Papers+ Links 17 

                       

                                Total 

                       

 52 
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The authors have searched 5 peer reviewed databases as shown in table 1. In these databases 

the authors have searched articles by using the search string discussed above and extracted 

the papers. In addition we have used Google scholar to check if there are any papers related 

to our research scope which we did not find from the databases mentioned in table 1.  We 

started searching in Google Scholar by keeping the start year 1970. At first we came across 

many papers related to software testing. We have eliminated papers irrelevant to our work by 

using an inclusion and exclusion criteria. We extracted some papers but they are the 

repetition of the papers extracted from the databases mentioned in table 1.  So, we have not 

included this search result in the listed databases. Here we can clearly say that we started our 

search by stating the year 1970 but we could not find a single article below 2002 related to 

our research scope.   Below figure 3 shows the step followed while searching papers in these 

databases.  

  

 
 

Figure 3: Steps for Extracting the Final Set of Papers 
 

 

Steps for selecting the final list of papers: 

 

 Authors selected 5 peer reviewed databases and search was done on those 5 selected 

databases. 

 By entering search string the authors extracted some initial set of papers. 

 Authors excluded the papers by considering the article names and abstracts. 

 Authors applied detailed exclusion criteria on the articles from stage 3. 

 Total of 52 articles were finalized related to the research topic. 

 35 articles are from databases and remaining is from grey literature. 

 A total of 17 articles are extracted through grey literature which is a mix of white papers, 

text books and conference papers. 

 The final sets of papers were listed in APPENDIX A.   
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3.1.1 Sorting and Coding Technique 
 

The authors have done the literature review to find the benefits and challenges of last phase 

of security testing in each and every phase of security testing. The authors have applied 

coding techniques to analyze the results in order to explain them in a detailed manner. By 

assigning codes to benefits and challenges authors have analyzed the data easily.  

 
  

 
 

Figure 4: Assigning of Codes to Benefits and Challenges 
 

From literature review the authors extracted the benefits and challenges and coded them. 

Based on the categories the authors sorted benefits and challenges and applied coding to 

them. By conducting literature review, the authors got total 12 codes for the benefits and 

challenges of security testing in SDLC. These 12 codes belong to last phase and every phase 

of security testing in SDLC. 

          

Sorting and Coding technique is conducted as follows:  

 

1. To extract the codes initially the authors have chosen 5 articles among themselves out of 

the 35 articles. 

2. Both the authors have individually extracted the challenges and benefits from those 5 

articles. 

3. After extracting the benefits and challenges from those 5 articles, the authors have come 

together to check whether they have extracted the same set of challenges and benefits. A 

discussion was conducts regarding the identified challenges and benefits. 

4. If there are any unique codes the authors have discussed what led them to mark them as 

a challenge or benefit. 

5. After discussing the reason for identifying those unique codes the authors have 

conducted the steps 1, 2, 3 and 4 until they reached a common point where the identified 

challenges and benefits are almost same. 

6. Later the authors have sorted the whole 35 articles among themselves and extracted the 

benefits and challenges related to last phase and each and every phase of security testing. 

7. Authors have assigned codes for the extracted sorted list. This sorted list in attached in 

Appendix A. 

8. Implementation of sorting and coding technique can be explained by taking an example 

as given below. 

 

Data A: “Software industry suffers serious damages due to the lack of security estimation 

before its implementation. Only penetration testing or penetrate and patch are not sufficient 

for the purpose” [20].  



  15 

 

Data B: “…However, it's difficult to develop a secure system. Many software systems are 

vulnerable and can be easily invaded. One of the main reasons is that security properties are 

tested after software deployment, which is too late for detecting security flaws, and too costly 

for removing them, this result in the release of insecure software to final users” [26].  

  

Data A and Data B are taken from two different articles in literature. From Data A we can 

understand that applying security in later stages may lead to serious problems and lead to 

insecurity. So, this says that security attacks may damage the application. Then we coded 

this point into “security attacks”. In Data B the authors are discussing that if the testing is 

applied after the implementation then occurrence of vulnerabilities is very high. In the last 

phase security flaws are more, so it cannot be mitigated. To mitigate these security flaws 

extra cost is needed.  So this was coded in to “security flaws”. So, both the security attacks 

and security flaws were sorted at one point and given the main code as “more expensive”. It 

is because security attacks and security flaws leads to high cost of project. This code is 

mentioned as a challenge in last phase of security testing in SDLC. 

 

On the other side, the Data B also leads to insecurity of the project. It is because, at later 

stage detection of security flaws leads to high cost. If they are not mitigated on time this 

leads to insecurity of project. So, here security flaws may be given code as “insecure 

product”. So this insecure product may leads to main code as “less secure”. This procedure is 

followed for 12 codes. The explanation of each code, concept were individually explained in 

section 3.2. This process is followed for entire 12 codes for both last phase and every phase 

of security testing in SDLC.  

3.2 Challenges of Security Testing in Last Phase through 

Literature Review 
 

Most of the researchers in literature are mainly concentrating on the problems faced in last 

phase of security testing. When detailed study was conducted on the selected articles authors 

have identified security testing is being conducted in the final phase of SDLC. In the articles 

[1] [3] [23] different authors have mentioned security is being applied after the development 

phase. It means no security issues were taken into consideration at the beginning. So the 

authors [1] [3] [23] are discussing about problems in last phase of security testing and are not 

discussing anything related to benefits in last phase of security testing. 

3.2.1 Representation of Last Phase Challenges: 
 

In the following table 2, LC indicates literature review challenge of last phase.   

 

Table 2: Last Phase of Security Testing Challenges 
 

Last Phase Challenges 

Challenges Symbols 

More Expensive LC1 

Vulnerabilities LC2 

Less Secure LC3 

Code coverage LC4 
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Resources LC5 
 

 

 
 

Figure 5: Literature Review of Last Phase Challenges 
 

According to literature review,  

 

 More Expensive: From Figure 5 we can say that applying security testing at last phase 

is more expensive. From the total of 52 articles almost 23 articles confirm this statement. 

Some of the references of the 23 articles are [1] [3] [20] [27] [34]. The cost of occurring 

bugs at testing stage is very high than the bugs that are occurred in the development 

phase. So, at the final stage to mitigate those bugs need an extra cost. So, obviously the 

cost of web applications project is very high [29]. Security flaws, security attacks and 

rework are sub coded in to more expensive. This is mainly because the 23 articles have 

mentioned that security flaws, security attacks and rework are leading to high costs when 

security testing is applied in last phase of SDLC. 

 

 Vulnerabilities: Around 19 articles are discussing about applying security at final phase 

leads to high vulnerabilities in the project.  “Vulnerability is a flaw or weakness in a 

system's design, implementation, or operation and management that could be exploited 

to violate the system's security policy [46]”. Vulnerabilities may occur either in 

document or design and development or both of them. So, the document vulnerabilities 

design and development vulnerabilities are sub challenges in to this. 90% of the 

vulnerabilities can be detected in the last phase but all the vulnerabilities cannot be 

mitigated at a time. So it leads to insecurity [28].  

 

 Less Secure: This challenge is discussed in 13 papers. This challenge is sub coded in to 

two sub challenges. They are insecure requirements and insecure products. 5 papers are 

discussing that insecure requirements will leads to project failure. Remaining papers are 

discussing about the insecure products. Organization the project protocol is developed in 

such a way that security related concepts are not taken into consideration from the 

starting phase and are considered only in the final phase i.e. after the web applications 
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development. So at the last moment changing the entire applications takes more time and 

the application will be a worst application development [1] [46].    

 

 Code coverage: Around 10 papers are saying that code coverage will effect in coding 

phase and it has one sub challenge. The amount of code coverage is very low because 

security testing is performed after the completion of the code, at the last phase. So, the 

amount of covering the bugs in code is very high [29]. 

 

 Resources: Mitigating vulnerabilities at last phase requires extra resources and extra 

labor [36]. 9 papers are discussing about resource as a challenge. Resource is divided 

into 4 sub challenges. Extra training is necessary to educate necessary on those 

vulnerabilities. These all things lead to extra cost [39] [40]. Utilization of resources, 

Lack of skilled resources, training and Customer demand.  These sub challenges are 

discussed in 8 papers.  

 

3.2.2 Security Testing Challenges for Last Phase of SDLC 
 

In the below table 3, list of Challenges and sub challenges are listed for the last phase of 

security testing in SDLC. LC stands for Last phase challenges in SDLC through Literature 

review. 

 

Table 3: Literature Analysis of Last Phase of Security Testing Challenges and 

Sub Challenges 
 

S.No Category Sub Categories Sub Codes References 

1. More 

Expensive 

(LC1) 

Security Flaws LC1.1 P4,P6,P8,P11,P16,P18

,P19,P21,P24,P26,P40 

Security 

Attacks 

LC1.2 P1,P5,P12,P14,P21, 

P22,P27,P31,P32,P34,

P40 

Rework LC1.3 P22,P29, P37,P40,P41 

2. Vulnerabilities 

(LC2)  

Documentation  

Vulnerabilities 

 LC2.1 P3,P15,P19,P38,P39,P

40,P47 

Design and 

Development 

Vulnerabilities 

LC2.2 P2,P6,P9,P12,P14,P15

,P16,P19,P21,P27,P37

P46,P48,P50 

3 

 

 

 

Less Secure 

(LC3) 

 

 

In Secure 

Requirements 

LC3.1 P3,P5,P7,P9,P18,P26,

P47 

In Secure 

Products 

LC3.2 P11,P13,P17,P19,P20,

P49 

4 Code 

Coverage 

(LC4) 

 

No code 

review 

 

LC4.1 

P7,P10,P12,P16,P27,P

28,P37,P38,P40,P48 

5. 

 

Resources 

(LC5) 

Utilization of 

Resources 

LC5.1 P7,P33 

Lack of Skilled 

Resources 

LC5.2 P1, P10 

Training LC5.3 P28,P38,P47 

Customer 

Demand 

LC5.4 P5,P48 
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3.2.2.1 More Expensive (LC1) 

Security is not considered from starting and Security testing is usually applied after 

development phase i.e., at last phase. Due to this most of the vulnerabilities are occurred in 

last phase. Mitigation of those vulnerabilities leads to high cost. Some sub challenges are 

covered under more expensive. They are security flaws, security attacks and rework. 

3.2.2.1.1 Security Flaws  

Software security loop holes may affect the organization business and also there is a chance 

for the reputation of the company being at stake. There are two kinds of security flaws. One 

may occur in the program implementation and other may occur in the operation 

environment. If these issues occur in the organization, then the organization should invest 

more and there by the project becomes more expensive [18]. Cost of fixing the flaws at last 

phase is more difficult and the identification of flaws is more in coding phase and it is 

difficult to fix them at last phase [26] [3] [20] [27] [25]. 

 

It is identified that the cost incurred on identifying the security vulnerability defect during 

development is only 2% lesser than that of identifying at later stage of development [5]. 

Security attacks will lead to loss of productivity, system recovery and information loss. For 

all these applications billions of dollars must be invested in business. Sometimes cost might 

or might not be measured like reputation loss or internal morale.  

3.2.2.1.2 Security Attacks 

The cost of detecting and solving a bug is the major problem in web application software 

industry. The cost of debugging is 100 times higher than in development phase [28]. In order 

to rectify that damage in the later stage, organizations may fail to repair which may lead to 

several problems [1] [29]. Organization the project protocol is developed in such a way that 

security related concepts are not taken into consideration from the starting phase and are 

considered only in the final phase i.e., after the web applications development. The cost will 

be high when security is applied after the completion of development phase when compared 

to applying security testing in parallel in development phase [29]. Overall cost of the project 

increases as the number of bugs increase. Cost of fixing the bugs is a very expensive process 

[30] [31] [32].  

3.2.2.1.3 Rework 

Identifying bugs at the later stage may lead to rework the overall process again, so the cost 

may increase for the entire project [34]. If error is not corrected immediately in the 

requirement phase then that error cost is 200 times to correct in the remaining phases. 

Correcting web application software errors in later phase may be equally expensive [35].  

3.2.2.2 Vulnerabilities (LC2) 

Vulnerabilities will be high if the security is applied in the last phase of SDLC. In last phase 

consideration of security is the biggest challenge. It is because from the first phase security 

was not taken in to consideration and after development cycle security is considered.  

Vulnerabilities have two sub challenges they are, documentation vulnerabilities, design and 

development vulnerabilities.  

3.2.2.2.1 Documentation Vulnerabilities 

Security vulnerabilities are defined as “weaknesses in the security system that might be 

exploited to cause loss or harm [37]”. In this phase, the typical security testing is identified 

as more vulnerable [26]. Most of the vulnerabilities are being found in design, coding and 

documentation [21]. Vulnerabilities are found to be changing. These changing vulnerabilities 

need to be fixed which may take additional time to be fixed. If in case the old vulnerabilities 

can’t be fixed, the newly changed ones might be ignored. It might lead to critical situations 

in the project.  
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3.2.2.2.2 Design and Development Vulnerabilities 

When applying security testing in the last phase all the vulnerabilities cannot be mitigated 

[3]. By CERT (Computer Emergency Response Team), most of the vulnerabilities can be 

avoided at the design phase. Hence applying security testing at last phase is not a good 

process. There are three steps to enable a security oriented software development they are: 

 

 Identification of the point of occurrence of vulnerabilities. 

 Measuring vulnerabilities to check the severity of occurrence. 

 Estimation should be done on protecting, seal and recovering the attacks from system. 

 

These three steps share a common factor [37]. More than 90% of vulnerabilities can be 

detected in this phase. These vulnerabilities are detected from the before phases and those 

are ignored. The same CERT/CC says that in those 90%, 10 % is responsible for the 

developers remaining are from the security breaches of the software applications. Suppose if 

the developers are to solve these 10 % then the remaining percentage are mitigated easily or 

they can be avoided [28]. The numbers of vulnerabilities have drastically increased from 400 

vulnerabilities in 1999 to 4000 vulnerabilities in 2002 and more than 8000 in 2006 by the 

CERT statistics. From [25] it can be seen that there has been a drastic change in the 

occurrence of in vulnerabilities from the statistics for the past five years. “Security 

Professionals particularly security testers, often view developers as the course of the security 

problem [29]”. To overcome this good degree of knowledge transfer should be conducted 

between the security professionals and developers [29]. In this way the maximum 

vulnerabilities will be mitigated. 

 

The vulnerabilities can be identified as interpreter injection, cross site scripting, cross site 

request forgery, buffer over flows and format strings. Developers can easily understand these 

vulnerabilities and in need of improvement they will improve those issues [29].   

3.2.2.3 Less Secure (LC3) 

Security issues are not considered from the starting phase of SDLC and security testing is 

directly implemented after the development phase. Due to this more number of 

vulnerabilities is detected in the final phase this leads to less security of web applications. 

Rectifying of all the identified vulnerabilities requires more time and resources. Insufficient 

elicitation of security requirements and insecure products are the sub challenges in this 

category.  

3.2.2.3.1 Insufficient Elicitation of Security Requirements 

Most of the organizations are facing a lot of problems in delivering secure software [20]. In 

software development, if the product is not developed properly based on the requirements 

then there will be more occurrences of security flaws. In order to control the security risks 

the security requirements should be gathered and they should be properly evaluated [18]. For 

not delivering the secure software most of the software engineers, project managers, and 

decision makers will remain under stress conditions. Following are the reasons for not 

developing the software secure: 

 

 After applying security testing in last phase there is a difficulty to modify the entire 

application with security modules.  

 To develop the product to be more secure additional investment is necessary. 

 Project developers mainly aim to develop the coding of a project without concentrating 

much on the security issues [20].  

3.2.2.3.2 Insecure Product 

The product will be more secure when security testing is applied in each and every phase 

than within the last phase [41]. Applying security testing at last phase is very difficult and 
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more expensive to fix the security flaws. If the identification of security flaws is more in 

coding phase then it is difficult to fix and combine them. This leads to insecure software to 

the final users of the product [26]. In SDLC if the gathered requirements are not satisfying 

the customer requirements then those requirements may lead to security threats, risk 

assessment, security mechanisms [42]. 

3.2.2.4 Code Coverage (LC4) 

3.2.2.4.1 No Code Review 

The percentage of code coverage is very low because security testing is performed after the 

completion of the code which is the last phase. So, the amount of covering the bugs and 

detection of bugs in code is very high [29].   

3.2.2.5 Resources (LC5) 

Proper resource utilization helps in reducing the risks in the software. As security testing is 

applied only in the last phase there is huge usage of resources to cover all the security defects 

mainly because no security review is conducted in the previous phases. Due to this factor 

more number of resources is utilized in terms of money and skill labored which will be a 

burden to the organization. Resource has four subcategories. They are:  

3.2.2.5.1 Utilization of Resources 

Applying security testing in the final phase is the major problem because the project may not 

completely utilize the proper resources in any aspects. The security experts and the entire 

team of the project are responsible for delay of project [36].  

3.2.2.5.2 Lack of Skilled Resources 

Lack of resources may leads to inexperienced staff and lack of experts. The project may not 

be completed on time, if the experienced staff and experts are unavailable. If the 

vulnerabilities are occurred in last phase, then major vulnerabilities cannot be mitigated. To 

resolve those vulnerabilities resources are needed [39]. 

3.2.2.5.3 Training   

Software developers, testers, business analyst, project managers, business sponsors and also 

those who are working on the project all are involved in this training for the project plan. 

This training will help for the project development and the people involved will learn a lot in 

this training [40]. 

3.2.2.5.4 Customer Demand 

Most of the customers demand security testing in the product, before the product is delivered 

to the customer [32]. Applying security testing in the last phase of the project leads to 

circumstances where, the programmers will not be having an accurate awareness about the 

security issues. This in turn leads to insecurity in each and every phase of the project. 
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3.3 Benefits of Security Testing in Every Phase through 

Literature Review  

3.3.1 Representation of Benefits of Every Phase 
 

In the following table 4, EB indicates to benefits identified through literature review in every 

phase of SDLC. 

 

Table 4: Integrating security in Every Phase Benefits 
 

Every Phase Benefits  

Benefits Symbols 

Less Expensive  EB1 

Time  EB2 

More secure  EB3 

Vulnerabilities  EB4 

Resources  EB5 

Code Coverage  EB6 
 

 

 
 

Figure 6: Literature Review Rating of Every Phase Benefits 

 

 
According to literature review,  

 

 Less Expensive: The cost is given high preference because it depends on the overall 

budget of the project. [14] [5] [3] [34] [37] [45] articles state that, the project cost will be 

maintained if the security review is done in every phase of SDLC. 21 authors suggest 

that bugs can be detected and mitigated from the start of the SDLC. So in the last phase 

bugs may be decreased and they can be mitigated easily. This helps in completing the 

project within the estimated cost. This benefit has two sub benefits they are: defects 

removal and reduction on security threats. 
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 Time: Time is the most important factor to complete the project.  A total of 14 papers 

are discussing about this benefit. Some of the articles which mainly discuss about time 

factor are [5] [26] [28] [29] [31]. If the vulnerabilities are mitigated from the starting 

phase of SDLC, then the time taken to solve vulnerabilities at last phase is much 

lessened. So, time taken to complete the project on time can be reduced. It has 3 sub 

benefits they are time saving factor, effective planning and in time deliveries.  

 Secure: If the project is to be secure, then security testing should be applied in every 

phase of SDLC [5] [24]. If the project has zero vulnerability then the project is more 

secure. It is a major benefit in this every phase of security testing in SDLC [20]. 16 

papers are discussing about integration of security will leads to high security.  

Vulnerabilities are mainly occurring in design and development phases. To avoid 

vulnerabilities security guidelines must be followed. 

 Vulnerabilities: If security is integrated from the very first phase of SDLC then 

vulnerabilities will be mitigated in the early phase [21]. By the time testing phase comes 

all the major vulnerabilities will be mitigated [21]. So, only minor vulnerabilities will be 

detected and mitigated in the last phase. 21 papers are discussing integration of security 

reduces the vulnerabilities in last phase. It has 4 sub benefits they are repetition method, 

energy, knowledge on vulnerabilities and training. These are the 4 major sub benefits 

which will affect the SDLC. 

 Resources: If all the resources are available at right time then there is no problem for the 

developers as well as the testers to develop the project and test the project [35]. Where 

ever there is a necessity they can utilize the resources and develop the product [5]. 

Around 9 articles are discussing that resources will be utilized effectively and 

sufficiently. It has three sub benefits they are application behavior, in time and rework. 

 Code Coverage: More bugs can be detected and be mitigated in coding phase only by 

applying security testing. If there are no bugs then there is no need of keeping a high 

effort to resolve those bugs [29]. Only 4 papers are discussing about this and it has only 

one sub benefit which is Code Review.  

 

3.3.2 Security Testing Benefits for Each and Every Phase of SDLC: 
 

In the below table 5, the list of benefits and sub benefits are listed for the every phase of 

security testing in SDLC. EB stands for every phase benefit from Literature Review. 

 

Table 5: Literature Analysis of Every Phase Benefits and Sub-Benefits of 

Security Testing in SDLC 
 

S.No Category Sub 

Categories 

Sub 

Codes 

References 

 

1. Less Expensive 

(EB1) 

Defects 

Removing 

EB1.1 P10,P15,P21,P28, 

P29,P39,P40,P44,P48 

Reduction on 

Security 

Threats 

EB1.2 P1,P12,P14,P16,P18,P19, 

P27,P30,P34,P35,P39,P42 

2. Time (EB2) Saving  Time EB2.1 P1,P12,P14,P16,P44 

Effective 

Planning 

EB2.2 P19,P30,P34 

In time 

Deliveries 

EB2.3 P7,P20,P25,P27,P33,P42,P44 

3. More Secure (EB3) Design and 

Development 

Reviews 

EB3.1 P2,P3,P7,P8,P9, P11, 

P13,P18,P19,P25,P35, 

P44,P48 
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Secure 

Guidelines 

EB3.2 P2,P3,P18,P22,P42, 

P44,P45 

4. Vulnerabilities(EB4) Repetition 

Method 

EB4.1 P3,P10,P11,P14,P35, 

P39,P42 

Energy 

 

EB4.2 P7,P22,P27,P28,P33,P42, 

P43,P44 

Knowledge on 

Vulnerabilities 

EB4.3 P2,P6,P14,P40,P50, 

P51,P52 

Training 

 

EB4.4 P14, P36 

5. Resources (EB5) Application 

Behavior 

EB5.1 P8,P22,P28,P34 

P42,P49 

In time 

 

EB5.2 P10, P33 

Rework 

 

EB5.3 P1 

6. Code Coverage 

(EB6) 

Code Review EB6.1 P12,P16,P28,P48 

 

3.3.2.1 Less Expensive (EB1) 

From the cost point of view, security is an integral part of every phase in the software 

development life cycle and also it is the best way to figure and maintain robust, reliable, and 

trustworthy applications. The sub benefits are as follows. 

3.3.2.1.1 Defects removing  

The cost of removing the defect like security vulnerabilities from an application called 

deployed production is only 2% more than that of addressing the same defect in the 

development process [5] [34]. Cost is an important issue. The main criterion of the security 

is to mitigate the vulnerabilities in early phase by using appropriate resources in time. This 

leads to in time cost reduction [39]. 

 

Security testing should be applied in every phase of SDLC, so that the vulnerabilities can be 

mitigated.  Secure software development life cycle indicates that the model driven , grey box 

test approach is more cost efficient and tests should be conducted in a  systematic way [37] 

[3]. 

3.3.2.1.2 Reduction on Security Threats 

Security is a complete structured process and aims at bringing down the errors from each and 

every phase of SDLC life cycle. By minimizing this error rate there can be a reduction in 

security cost and security failures [20]. To remove the vulnerabilities security must be 

applied from very first phase of the SDLC. Most of the vulnerabilities are identified in the 

design or implementation phase. Mitigation of those vulnerabilities will also be done there 

itself [26] [28]. The cost of fixing bugs is very low when compared to the cost of fixing bugs 

in testing phase [29]. Common criteria and the system development are tightly laced with 

actions and documentation, so that it improves the quality of developed systems and reduces 

the additional cost [31].  

 

If the requirements that are specified are smaller than the threat posed by the lower bound on 

risks, then rechecking the design will become compulsory and efforts must be done to lower 

the risks. By performing this, cost can be saved compared to performing the security testing 

after the deployment and implementation [26]. At every phase the errors should be mitigated 

and error rate should be reduced to lower the cost of secure SDLC [20] [44]. 
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3.3.2.2 Time (EB2) 

Time plays a major role in today’s world and in organizations it plays a vital role to complete 

the project in time. By mitigating vulnerabilities in early phases of SDLC project will be 

completed on time. Saving time, effective planning and in time deliveries are the sub 

benefits. A detailed explanation regarding them is as follows. 

3.3.2.2.1 Saving Time 

Applying security testing from the starting phase of SDLC will save time. We can save the 

time consumed to correct the security flaws after release of the software [28] [29] [31]. 

External source code, security audits results can also be written as the integration tests. It can 

be stated that developers can convert the security reports as web application software tests 

[29].  

3.3.2.2.2 Effective Planning 

Resources should be planned effectively for using appraisals, so it may reduce the overall 

time [43]. Upper and lower bounds can be given by the security assessment on risks. If the 

requirements that are specified are smaller than the threat posed by the lower bound on risks, 

then rechecking the design will become compulsory and efforts must be done to lower the 

risks. By performing this, time can be saved, compared to performing the security testing 

after the deployment and implementation. [26].  

3.3.2.2.3 In Time Deliveries 

To build secure software systems the security testing should be applied from the starting 

phase of SDLC. With this we can get efficient solutions before the software is delivered to 

the customer. It means customers will be satisfied with on time deliveries [24] [38].  

3.3.2.3 More Secure (EB3) 

If the product is said to be more secure then the web application software should have zero 

vulnerabilities. If the product has vulnerabilities, then it is said to be less secure. For a more 

secure product, apply some security guidelines, standards and policies in secure SDLC. The 

sub benefits are as follows. 

3.3.2.3.1 Design and Development Reviews 

Security must be integrated at every phase of SDLC based on the security guidelines. 

Software architecture is available from the design phase and it is the most appropriate phase 

of software security. This phase also provides assistance to protect software from preventing 

the damages [20] [21]. To maintain the software more securely, the major challenge for 

software vendors are patches, so they have to be less updated and less burden security 

management [45].  

 

Developers should have access to address security issues [33]. In order to provide the best 

and more secure software, security must be integrated in every phase of SDLC from 

requirements to deployment phase [5] [24], based on the security guidelines. Designers and 

developers may take a chance of introducing security reviews from very first phase of SDLC 

especially into the design phase and coding phase. So, the security has a positive effect and it 

will be more secure [45].  

 

In order to provide secure software the code should be well tested with the security testing 

process, after testing is done the results leads to the product is more secure and self 

documentation [29]. To develop more secure software to the customers, all the developers 

and software development organizations follow their process and evaluate them [24]. For a 

product to be more secure the bugs have to be understood and they have to be evaluated in 

time [24].  
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The result of security assessment will help to choose the developers, which one is more 

secure, either design phase or implementation phase [26]. Hacking is difficult if the security 

testing is applied from the initial stage of SDLC. The purpose of applying security testing 

from the initial phase is to protect the software from all kinds of attacks, bugs, threats, 

viruses and vulnerabilities [20]. 

3.3.2.3.2 Secure Guidelines  

Security must be integrated at every phase of SDLC based on the security guidelines. 

Software architecture is available from the design phase and it is the most appropriate phase 

of software security. This phase also provides assistance to protect software from preventing 

the damages [20] [21]. To maintain more secured software the major challenge for the 

software vendors are patches, so they have to be less updated and less burden security 

management [45]. OWASP [23] security guidelines will be followed in every organization. 

Based on those security guidelines project will be secured [23].   

3.3.2.4 Vulnerabilities (EB4) 

If security testing is applied from early phase of SDLC then it helps to locate the 

vulnerabilities. If the product has to be maximum secure then the software should have zero 

vulnerability. If the product has vulnerability then the product is said to be insecure [21] 

[33]. It is important that software should be developed in a secure fashion beginning with 

address security during SDLC [21].  

3.3.2.4.1 Repetition Method 

In repetition method the vulnerabilities and the potential vulnerabilities are discovered to 

integrate security throughout the SDLC. When the specifications become necessary at a 

particular time in the software lifecycle, repetition method must be done and it should 

be initiated again which adds some changes to the process of software development [39] [28] 

[24].  

3.3.2.4.2 Energy Saving 

Applying security testing from the starting phase of SDLC will save the energy. This is 

because most of the security flaws are identified and rectified from the starting phase itself. 

Due to this the number of security flaws to be rectified after the software release will be less 

[28]. 

3.3.2.4.3 Knowledge on Vulnerabilities 

The number of vulnerabilities that are found in design, coding, and documentation have to be 

removed by applying security testing early in software development life cycle [36]. To 

mitigate security vulnerabilities and to build security in the software the developers need a 

proper training and knowledge [40]. Some of the web application software security errors 

are: 

 Requirement specification error: In SDLC, if the specification is missing in the 

requirements which is made by requirement engineering. Then it is called a requirement 

specification error.   

 Design error: In SDLC, if the decision or the logical decision or the design 

representation is wrong in design phase then they are called design errors. 

 Source code error: In implementation phase of SDLC if mistakes are made in the 

source code in the form of incorrect representation of design decisions. 

 

These errors can be mitigated by applying security testing from the early phase of SDLC. It 

means secure SDLC [24].  
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3.3.2.4.4 Training 

To properly test security of web applications basic training is needed for developers, testers 

and program manager regarding how to build secure products. Microsoft and some other 

companies are saying that they need security for testing, development and in coding phase 

majorly [P39]. 

3.3.2.5 Resources (EB5)  

From the beginning phase of SDLC security is integrated. Which means security is reviewed 

from the beginning phase of SDLC. To mitigate vulnerabilities from the early phases 

resources are needed. Here resources will be utilized sufficiently.  A resource has 3 sub 

benefits they are application behavior, in time and reduces rework.  

3.3.2.5.1 Application Behavior 

In general software bugs play an important role in quality. Nowadays, web based 

applications need security as a quality measurement. The main issues of web applications are 

derived from bugs identified during development phase and unexpected behavior of web 

application software.  

 

Quality is the main criteria for web applications. So quality is needed and it should be 

defined from the starting phase of SDLC [40] [35]. Data will be stored and transmitted 

confidentially, and integrity with these critical web based applications by the means of 

quality [1].  It improves quality by applying security in each and every phase of SDLC and 

also it maintains the proper check till the product is completed [5]. 

3.3.2.5.2 In Time 

Resource is an important issue, the main criteria of the resource is to address an issue by 

reducing some requirements in time. It is an easy process and is also time efficient [39].  

3.3.2.5.3 Reduces Rework 

Common criteria and the system development are tightly laced with actions and 

documentation, by this it improves the quality of developed systems and reduces the 

additional effort [31].  

3.3.2.6 Code coverage (EB6) 

3.3.2.6.1 Code Review 

From the staring phase of application if the unit, integration and acceptance tests are used 

then high degree of code coverage can be achieved [29]. Most of the vulnerabilities will be 

occurring from the coding and software design, but software engineers will not believe that 

they will make such mistakes in developing the code and design [40].   

 

Coding standards helps developers to develop safe and secure web applications. The coding 

standard aim is to raise the accuracy by using coding practices called promulgating 

intelligent [25]. 

 

For example, to avoid dangerous situations in the project developers will develop code with 

the help of coding standard rules. Limit complexity of functions, and use a consistent 

syntactical and commenting style. Occurrence of defects can be drastically reduced with the 

help of these rules, making the software easier to test, and improve long term maintainability 

[25]. 
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3.4 Challenges of integrating security in Each and Every 

Phase of SDLC: 

 
In the following table 6, EC indicates to literature challenges of every phase 

 

Table 6:  Challenges Obtained in Every Phase of Security Testing 
 

 Last Phase 

 
Challenges Symbols 

1. Lack of Awareness EC1 

 

3.4.1.1 Lack of Awareness (EC1) 

Security is very important in web application world. In organizations one should have 

knowledge on security. If there is a lack of knowledge on security then the web applications 

may not be developed securely. Lack of awareness has some sub challenges. They are 

Organization culture, Security Awareness and Experienced staff. 

3.4.1.1.1 Organization Culture 

Security is an essential criterion in an organization culture and it should be present in their 

mind. Firstly the organization has to care about the security requirements then the 

practitioners will concentrate on the security domains.  

3.4.1.1.2 Security Awareness 

Developers, managers and top level management in organization should know the 

importance of security. Stakeholders should know the importance of web security and they 

must be the part of security [45]. If the bugs are detected early in the phase of SDLC then it 

can be addressed very quickly and with a lower cost. 

 

To prevent the bugs in the early phase developers should have knowledge of the security 

issues. It is essential that testers are needed to be given an essential training to developers 

and quality analyst about the concepts on security issues [46]. In this training the testers need 

to be trained about bugs on dummy applications and by this application they will learn the 

concepts of attackers. So, this will be helpful to developers to work on the attacker’s mindset 

[47] [45]. Training the developers and quality analyst is an extra cost but it may be 

compensated due to the detection of bugs from the early phase [46].  

3.4.1.1.3 Experienced Staff 

Security testing can be performed only by skilled and experienced people. So, the security 

testing is not possible for all the organizations because they cannot pay a high amount to 

employees [27] [44]. 
 

In the below table 7, the list of Challenges and sub challenges are listed for every phase of 

security testing in SDLC. EC1 stands for every phase challenge from literature review. 
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Table 7: Literature Analysis of Every Phase Challenges and Sub Challenges of 

Security Testing in SDLC 
 

S.No Category Sub 

Categories 

Sub 

Codes 

References  

1. Lack of 

Awareness 

(EC1) 

Organization 

Culture 

EC1.1 P2,P42,P49 

Security 

Awareness 

EC1.2 P2,P9,P36, 

P45,P49,P51,P52 

Experienced 

Staff 

EC1.3 P4,P9,P35,P36 

3.5 Mapping of Last Phase Challenges to Every Phase 

Benefits 
 

Most of the authors are discussing that applying security testing in last phase have more 

challenges.  To avoid this situation in the project different authors are suggesting that most 

of the organizations are converting by applying different methods and tactics into every 

phase of SDLC. If they are overcoming these challenges, we want to check whether those 

challenges are becoming a benefit are not [44].  In some articles authors are saying that last 

phase had problems like increase in cost, lack of security, insufficient resources and more 

vulnerabilities occurring in last stages [18] [41] [44]. To avoid these problems organizations 

are converting their research into methods and applying mitigation strategies. Mitigate cost, 

time and resources the researchers are integrating security in each and every phase of SDLC 

[5] [41] [44]. After integration they are able to mitigate all the challenges. Here in this 

mapping study we want to discuss clearly how the challenges are being converted to benefits 

and which benefits are observed for a particular challenge. Some of the papers which say 

these mappings are P35, P26, P13, P8 and so on are listed in Appendix A. 

 

Table 8: Mapping of last phase challenge to every phase benefit of Security 

Testing in SDLC 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mappings regarding mitigation of challenges from last phase of SDLC to every phase 

benefits are discussed below. In table 8, we mentioned list of last phase challenges and every 

phase benefits of security testing in SDLC.  A detailed discussion regarding mapping of last 

phase challenge to every phase benefit is clearly discussed in the below sections. 

 

 

Last Phase 

Challenges 

Coding  Coding Every Phase 

Benefits 

More Expensive LC1  M 

  A 

  P 

  P 

  I 

  N 

  G 

  S 

 

EB1 Less Expensive 

Vulnerabilities LC2 EB2 Time 

Less Secure LC3 EB3 More Secure 

Code Coverage LC4 EB4 Vulnerabilities 

Resources LC5 EB5 Resources 

  EB6 Code Coverage 
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A) Mitigation of More expensive: 
 

Table 9: Mapping of More Expensive of Last Phase Challenge to Every Phase 

Benefits 
 

 

 

 

 

 

 

 

 

 

1. M. Vetterling et al. [31] [P1], have presented methodology for security critical systems 

based on the common criteria (CC). During the development process taking the common 

criteria assurance requirements into account proved to be practical. If the documents like 

user guidance are conformable to the CC from the beginning of the project. Developers 

don’t need to alter them later in the project. Considering the security requirements of the 

CC from the starting of the project makes the implementation of Target of Evaluation 

(TOE) more structured. Developers need to change the program code after the complete 

implementation. When it is identified that the security functional requirements are 

forgotten and weak points have been observed then the whole code needs to be changed 

after the whole implementation if measures for CC are carried out at the end of the 

project. Due to this the structure of the implementation gets altered because of greater 

modifications, making the overview worse which increases time and cost in refixing it. 

 

M. Vetterling et al. [31] [P1] have conducted a case study on the above methodology in 

the development of an electronic purse application for palm handhelds. The authors were 

able to identify security problem in the early stages of development and were able to fix 

those errors with little efforts. The author’s suggests that this methodology can be 

applied with the team of little experience in that area. The CC activities need to be 

performed in parallel to the normal software development activities, if the developing 

systems are conformable to the CC. Due to this the quality of the systems is increases 

and development cost gets reduced.  

 

2. After developing the web applications by using usual methods security comes in to 

existence before the product is released in to market. The main applications which need 

more security will be tested and if any vulnerability is identified will be mitigated in the 

last phase. Although the main important vulnerabilities are mitigated the quality of the 

web application is very less. Attackers take this as an advantage and hack the web 

applications. It is very big loss for an organization. Solving these problems at the final 

stages leads to more expensive and time. To avoid this, security should be integrated in 

the initial stages and it is specially applied, when developing web applications for an 

organization because total operations are inherited in to web applications. To achieve 

quality as a final product Teodoro and Serrao [P34] [1] propose new methods to decrease 

the cost of the project.   

 

The cost incurred in applying security testing in last phase of SDLC is high when compared 

to applying security testing in every phase. It is because applying security after the 

implementation phase where the detection and solving of bugs is high. Sometimes all the 

bugs may not be resolved at a time.  If security is integrated from the very first phase of 

SDLC then cost will be minimized and an error free product will be completed on time. 

Resources will be fully utilized because security reviews will be conducted from the very 

first phase of SDLC.  Due to this all the security requirements are taken in to consideration 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

References Research Method 

Used 

1.  More 

Expensive 

Time P1 Case Study, 

P34 Experiment 

Less Expensive P1 Case Study, 

P34 Experiment 
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and to properly utilize those requirements resources are needed from starting phase itself. So, 

by this we can say that if security is applied in the last phase cost of project will be more and 

this challenge is overcoming in every phase of SDLC. It is getting benefited as Cost, Time 

and Resources.  

 

B) Mitigation of Vulnerabilities: 
 

Table 10: Mapping of Vulnerabilities of Last Phase Challenge to Every Phase 

Benefits 
 

 

 

 

 

 

 

 

1. M. Howard [45] [P2] has written this paper based on his experience gained from 

Microsoft central security team. The author extracted some basic outline of the security 

practices for software development process. Authors and Steve Lipner from Microsoft 

jointly made an effort for initial development of software development life cycle (SDL). 

 

Though security vulnerabilities could be eliminated by developing, security weaknesses 

can be discovered by attacker’s overtime and software which was once considered to be 

secure many not be secure any more. Best example for this is integer overflow.  To 

overcome such attacks developers need to prepare response process. The response 

process contains two components, where one involves in evaluating vulnerability reports 

and releasing security advisories and updates and second one focuses on root cause 

analysis and taking to proper action on the reported vulnerabilities. So, this process helps 

in reducing such errors (integer overflow) repeating in the future.  

 

2. Pulei Xiong and L. Peyton [3] [P27] have conducted a case study on the proposed 

framework by running on two deferent web applications. The first test was conducted on 

WebGoat a J2EE web applications. The second test was conducted on AEMS, a .Net 

web applications.  

 

Authors have conducted penetration test on these above two web applications. The 

penetration test is usually conducted after development phase. This leads to more cost as 

it takes time to fix security flaws and is difficult to combine code reviews. To reduce the 

cost and increase security in the web applications it is recommended to write, run and 

maintain penetration test campaign earlier in the software development life cycle which 

helps in identifying and reducing vulnerabilities in the early phases. Penetration test 

campaign can run with other security methods such as guided code review to improve 

the quality of the test campaign.  

 

When it comes to applying security testing in final stage, detecting of bugs will be very high 

and they can’t be resolved easily at a time. But applying security testing at each and every 

phase application will be less vulnerable when compared to last phase of security testing. 

The major vulnerabilities will be mitigated in the early phase of SDLC. In last phase minor 

vulnerabilities will be detected and they can be mitigated in time easily and also product will 

be more secure.  

 

 

 

 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

References Research 

Method Used 

2. Vulnerabilities Time P27 Case Study 

Less Expensive P27 Case Study 

Vulnerabilities P2 Experiment 
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C) Mitigation of Less Secure: 

 

Table 11: Mapping of Less Secure of Last Phase Challenge to Every Phase 

Benefits 
 

 

 

 

 

 

 

 

 

1. S. Lipner [P3] [21] has written this paper based on his experience where an experiment 

was conducted by Microsoft. For all the software vendors’ security is an important 

activity as it is needed to build critical infrastructures and to build and preserve 

widespread trust in computing. For any software vendor the major challenge is to reduce 

the number of patches in the software and build less burdensome security management 

by designing more secure software. All the software vendors’ needs to make a shift from 

normal software development process to a more typical one which focuses mainly on the 

security issues. Such a transition to a greater extent helps in reducing the security 

vulnerabilities in SDLC.  Such process helps the software being secure and reduces the 

unwanted attacks or misuse of personal data by third party hackers. 

 

2. J.D. Meier [P7] [24] shares his view on how to increase security in web applications 

throughout SDLC based on the empirical evidence received from hundreds of customers 

based on real world scenarios where security concerns are considered and putting them 

into practice. 

 

The main philosophy of bolt-on approach is to “make it work, and then make it right.” 

Due to this security is ignored until the end and later on tries to make improvements 

based on the mistakes done in development cycle. Just few security issues are resolved 

using bolt on at the end to get the job done. The main drawback of bolt on approach is 

that most important design decisions regarding security are made in the final phase i.e., 

testing, due to which the application’s design needs to be reconsidered as the developers 

may find that some poor decisions are made earlier in the design. Due to this the projects 

gets delayed or an unsecure product needs to be handed over to the customer. To 

overcome the bolt-on approach the author suggests do-it-all-up-front approach. In this 

case, you attempt to address all your potential security concerns up front. In this 

approach considering security upfront is a wise choice but all the issues cannot be 

resolved at once.  

 

Web application software is more secure when security testing is applied in each and every 

phase of SDLC. Security review will be done from the starting stage of SDLC and the bugs 

can be reduced as much as possible when coming to the last phase.  At last phase the bugs 

are very low and they can be resolved easily. If there are no bugs in the web application 

software then the web application software is said to be more secure. The web application 

software is more secure when compared with last phase of security testing. If the product is 

more secure, it means that vulnerabilities are very less and utilization of resources is 

perfectly done.  

 

 

 

 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

References Research 

Method Used 

3. Less Secure More Secure P3 Experiment 

P7 Empirical 

Vulnerabilities 

 

P3 Experiment 
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D) Mitigation of Code Coverage: 

 

Table 12: Mapping of Code Coverage of Last Phase Challenge to Every Phase 

Benefits 
 

 

 

 

 

 

 

 

 

1. D. N. Kleidermacher [25] [P16] has conducted case study at Apache.org. Apache’s web 

server is the most popular and is powering more than 70% of websites [25].  The apache 

server consisted around 150,000 lines of code. The apache server was tested by Coverity 

using their Prevent tool which is a non-ISA static analyzer, required 10minutes for 

analyzing the whole code. Whereas Green Hills Software used an ISA called 

DoubleCheck analyzer which required 2minutes to analyze the whole code and which 

was further reduced by 30 more seconds when distributed analysis of DoubleCheck was 

enabled.  

 

The static analysis tool is more helpful for developers because it helps in analyzing the 

code and shows the defects in the code even before it is executed. This helps in reducing 

the cost and saving time for both the developer and the organization. Where as in 

traditional approach as the project moves to test phase bugs are identified by some other 

person who intimates the developer to fix it which makes the developer in tracing the 

bug and changing it. Once the product is deployed and if the bug is a serious one more 

cost is incurred in fixing it as it takes time for the developer to identify where it has 

actually occurred and has to apply proper mitigation strategy based on the customer 

requirements. So it is always a best option to use coding standards when developing the 

code as it helps in understanding the coding rules particular to that software. 

 

When security is considered in each and every phase bugs will be reduced by the time code 

is completed. So, in last phase very less vulnerabilities will be occurring when compared 

with last phase of security testing. In this situation, project gets completed on time and 

resources will be utilized from the starting phases. Hence code coverage will be very low 

when compared to applying security testing at last phase. 

 

E) Mitigation of Resources: 

 

Table 13: Mapping of Resources of Last Phase Challenge to Every Phase 

Benefits 
 

 

 

 

 

 

 

 

 

1. Vetterling M. et al. [31] [P1] have modeled a security part for the PalME system using 

AutoFocus a graphical case tool. The model’s precise denotation provided a valuable 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

References Research 

Method Used 

4. Code Coverage Time P16 Case Study 

Less Expensive P16 Case Study 

Code Coverage P16 Case Study 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

References Research 

Method Used 

5. Resources Resources P1, P33 Case Study 

Less Expensive P1 Case Study 

Time P33 Case Study 
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clarity reducing the later verification during development process but also provided a 

model checking of security properties during formal verification.   

 

The Vetterling M. et al. [31] [P1] have just focused on the money transfer protocol due 

to time and resource constraints. During their analysis authors have observed that when 

planning the development of system in accordance to CC then the CC activities should 

be run in parallel to new development activities. Doing a parallel check helps in reducing 

the development costs. Running the CC for using formal models for highly secured 

critical parts can be very much helpful. 

 

2. B. Smith [36] [P33] has conducted an experiment by introducing a methodology for 

improving the security of web applications. The methodology was evaluated by creating 

a black box test plan for four open source and one proprietary electronic health record 

(EHR) systems by using requirements specification. The test cases which were generated 

are used on those 5 EHR systems. The 5 EHR systems are: OpenEMR, ProprietaryMed, 

WorldVistA, Tolven, and PatientOS.  

 

Resources are not available as and when needed when security testing is applied in last 

phase because most of the resources are utilized in the initial phases itself [36] [P33] .It 

is because at a single instance testers cannot utilize resources in a sufficient manner in 

last phase, where as resources can be utilized in a sufficient manner as much as needed 

in every phase [36] [P33]. B.Smith [36] [P33] suggests that development of the project is 

based on time and resources and the whole team is responsible for its delay or on time 

delivery. To properly utilize the resources allocated for the project B.Smith [36] [P33] 

proposed a methodology by considering software system specification requirements to 

generate a set of systematic black box tests. Security functional specifications are taken 

in to account when designing the project and later on security experts will be involving 

in the project [36] [P33]. By the aforementioned statement we can say that project will 

be completed on time and project will be maintained within the given budget. 

 

Resources are available when compared to last phase of SDLC. It is because security review 

is being done from the very first phase. To mitigate the high vulnerabilities resources will be 

available from the starting phase of the project. The project will be completed in time and 

cost of project is also very less. When all these are considered resources which is a challenge 

for security testing in last phase is getting converted to benefit for security testing in every 

phase. 

3.6 Mapping of Last Phase Challenges to Every Phase 

Challenges 
 

In the above section we discussed clearly about how the challenges of last phase are 

converting to benefits in every phase. In this section we discuss clearly about the challenges 

to challenges mapping. It means that, in both phases i.e., last phase and every phase whether 

the challenges are same or any difference is there. If they are same why they are same and 

vice versa and in which areas it is differing we will be clearly discussing in this mapping.  
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Table 14: Mapping of Last Phase Challenges to Every Phase Challenges 
 

Last Phase Challenges Every Phase Challenges 

More Expensive Lack of awareness 

Vulnerabilities 

 
Less Secure 

 
Code coverage 

 
Resources 

  

From the table 14, we can observe that the last phase challenges and every phase of security 

testing challenges are entirely different. The problem arises in last phase because the security 

testing is not being happened from the very first phase. So the challenges are based on cost, 

Less Secure, Code Coverage, Resources and vulnerability.  Problem arises in last phase 

because; security testing is being applied after the implementation phase. By applying 

security testing in last phase, major vulnerabilities will be detected here and occurrence of 

problems is very high as shown in table 14. So, the problems faced during last phase testing 

and every phase testing is entirely different. The last phase challenges may affect the project 

when compared with every phase challenges. 

 

In every phase security review is being conducted from the very first phase of SDLC. Lack 

of awareness is the only challenge in every phase of SDLC. Problems may arise but it may 

not affect the project much. This challenge is mainly faced because of less knowledge on 

security concepts in organization. This may lead to failure of the project as security may not 

be implemented in the very first phase. To mitigate this vulnerability security awareness 

should be created to all the people who are working on the project. 



  35 

4 INTERVIEWS 
 

The main purpose of this section is to discuss about the organization details, benefits and 

challenges of last phase and every phase of security testing in SDLC.  

4.1 Planning Interview 
 

The main intention to select interviews as our research method is to know the benefits and 

challenges of last phase and every phase of security testing. Organizations are shifting from 

last phase to every phase testing so, by performing interviews we can get to know the reason. 

The authors did not opt for other research methods like experiments or case study. Reason 

for it is that they don’t fit the current field of study as our main focus was on gathering data 

related to what made the organizations to shift from last phase testing to every phase testing 

in SDLC. We want to gather the benefits and challenges globally. It is best way for the 

accumulation of the exact benefits and challenges of security testing in organizations.  

 

The first and foremost reason to opting for interviews is to understand the challenges that are 

being faced by testers while performing security testing at final stage and every stage of 

SDLC. An interview helps to collect the required information from the interviewee by 

observing the situation and also helps to get the genuine information without much 

ambiguity.  Authors want to know where the benefits are getting benefited and also to know 

whether the practitioners are facing the problems in project. The reasons must be known 

behind it for getting a benefit and challenge. So, authors wanted to find out these reasons by 

conducting interviews. In surveys the desired results will not be extracted. Some of the 

disadvantages of choosing surveys are that there is a chance of misinterpretation of the 

questions and the results received might not conceive the desired results we wanted. So to 

overcome this we have opted interviews over surveys.  

 

Interviews are a form of research method used by researchers to gather data from 

organizations or experts in the field. There are different types of interviews which are being 

performed in social research. They are structured, semi structured and unstructured 

interviews [48]. 

 

 Fully structured interview: It has a pre determined questions with fixed wording, 

usually in a pre-set order. The essential difference from an interview-based survey 

questionnaire is use of mainly open-response questions. 

 Semi-structured interview: It has predetermined questions, but its order can be 

modified based upon the interviewer’s perception. The particular question which seems 

inappropriate for a particular interview can be omitted as the question wordings can be 

changed according to the explanation given. This mostly leads to more open questioning 

on the topic of research which helps in gathering more data. 

 Unstructured interview: Conversation is mainly concerned with the respondent’s 

area of interest or his intelligence. This type of interview generally progress like casual 

conversation. 

 
Authors have selected the organizations which are applying security testing in last phase and 

also the organizations which made a shift from last phase to every phase of security testing. 

Authors have conducted semi structured interviews with 18 practitioners who are from 

different backgrounds. Based on the background of the practitioners authors have posed the 

questions to get sufficient information.  
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Authors have selected the questions as open ended, it is because to know the exact data from 

the practitioners. Most of the literatures are concentrating only on certain benefits and 

challenges of security testing in SDLC. By posing open ended questions we can extract the 

exact benefits and challenges from them. Authors posed the questions depending on the 

phase (last phase or every phase of security testing) they are implementing and their 

experience on them. The questionnaire was attached in APPENDIX B.   

 

4.1.1 Data Collection 
 

Authors have framed the questionnaire after performing literature review. Our main aim is to 

extract the benefits and challenges of last phase and every phase of security testing from 

organizations by performing an interview. Authors will compare the results obtained with the 

literature review results. 

 

From literature review authors are identified most of the researchers are discussing about last 

phase challenges and every phase benefits to see whether organizations are really phasing a 

same set of challenges in last phase and same set of benefits in every phase the authors are 

opted for interview. The questioner was developed based on the results identified from the 

literature to see how state of practice is equilibrium to the state of art. After that we sent our 

questionnaire to our supervisor. Authors have modified the questionnaire based on the 

supervisor suggestions and send it back to the supervisor for the final verification. This 

process is continued till our questionnaire was accepted by our supervisor. Finally, the 

questionnaire which was accepted after many modifications was attached in APPENDIX B. 

 

Then we contacted organizations and explained them the aim of our thesis and the details of 

questionnaire. Authors have contacted the organizations like telecom and banking. It is 

because security is needed vastly in those organizations. After discussing the total details 

about the thesis in organizations, authors have taken the appointment with the practitioners 

for conducting interview.  

 

Semi structured interviews were conducted in 7 organizations. 18 practitioners were 

interviewed from those 7 organizations. For conducting face to face interviews need lot of 

money and time. We have conducted interviews both formal and informal way i.e.,, we send 

questionnaire by mail to some people and also conducted interviews with some practitioners. 

All 18 interviews were recorded for the further usage. Some interviews were performed 

through mails because lack of time with employees. Those employees have answered the 

questionnaire and mailed us. For the clarification of queries through mail, we called them 

and clarified the queries.  

 

The reason for choosing semi structured interviews is, in semi structured interviews we can 

conduct open ended discussions with the participants which helps in gaining more insight on 

the topic of research being discussed [57].  

 

Convenience sampling will come under non-probability sampling methods. The reason for 

choosing this method is because it is easy to recruit from the available members. It does not 

have the minimum size and we can easily select the members in the organizations [49]. We 

have used the convenience sampling [50] to conduct interviews in organizations. The reason 

for choosing this is to extract the sufficient data from interviews by performing interviews 

with different levels of practitioners in the organization. The employees are selected 

randomly with different level of experiences in the project. The interviews were conducted 

employees with minimum experience of 3 years and maximum experience of 10 years. The 

interviews were conducted with project managers, team leaders, senior software engineers, 

senior testers and Security testers from different organizations located in India, Finland, 

Israel, Indonesia, and UK (LONDON).  
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4.1.2 Data Analysis 
 

The data is extracted from the 7 organizations which are listed in Appendix B. We are using 

sorting and coding analysis for this context. There are other possible methods like Meta 

analysis, quantitative analysis, and qualitative analysis etc. These methods will not suit this 

data. The data which we have extracted related to benefits and challenges can be explained 

by using the codes. Those methods will not be suitable for this application. 

4.1.2.1 Sorting and Coding 

 
To extract data from interviews we have applied sorting and coding technique. The authors 

performed a coding technique in order to explain the results from the interviews. From 

interviews the benefits and challenges were extracted and coded them. Based on the 

categories the authors sorted them and applied coding. From interviews, the authors got total 

19 codes for the benefits and challenges of security testing in SDLC. These 19 codes were 

from last phase and every phase of security testing in SDLC.  

 

After the completion of interview we started transcribing the data. The inputs for data 

transcription are audio tape recording and notes taken during the interview process. The each 

interview data was transcribed individually and the obtained results were grouped into a one 

extended transcript. To reduce the potential threats in understanding between both the 

authors transcribing were individually. Each transcript was return based on the data from 

audio tape and notes return by inscriber during the interview.  During the ambiguity both the 

authors clearly discuss the statements and referred back to notes and audio tape for 

clarification. Validation of the transcripts was done by sending final transcript to each 

interview about the data set by the interviewee and understood by the interviewer. The 

interviewees were requested to provide a feed back by going through the transcript. The both 

the authors individually verified the correctness of their transcripts based on the feedback 

received from each interviewee. 

 

 The details to conduct sorting and coding technique are: 

 

 Extracted the required information by conducting interviews. 

 Benefits and challenges of last phase and every phase are extracted by conducting 

interviews. The list was attached in Appendix B. 

 Overall benefits and challenges were sorted and listed in Appendix B. 

 Assigned codes and sub codes to sorted list. 

 By assigning codes we can easily explain the benefits and challenges.  

 

Implementation of sorting and coding theory will be explained by taking an example. The 

example is given below 

 

 Interview 1: “Good understanding for the tester about the requirements, hence less time 

the tester need to spend to understand End to End”. 

 

 Interview 2: “If the requirements are constant from the beginning of project then it is 

very easy to meet the deadline of project”. 

 

The two interviews which the authors have taken are the experts in organizations. The two 

interviewers are talking about applying security in last phase is the benefit for not changing 

of requirements. In first case the interviewer is explaining about the easy understanding of 

requirements to testers. If the requirements are constant then the testers can easily understand 

the requirements. So, we gave the code as “easily understandable”.  In second case another 

interviewer is explaining about the meeting dead line of the project. If the requirements are 
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not changing then everyone in the project can know the requirements very well. So 

developing and testing the project is very easy to meet deadlines. So, we give the code as 

meeting timelines. Then these both codes were sorted each other and given it as one code 

i.e., requirements not changing.  

 

This is the process followed for entire 19 codes benefits and challenges of last phase and 

every phase of security testing in SDLC. The explanation of each code, concept were 

individually explained in section 4.2.  

 

4.1.3 Organization Details 
 

This section describes the details of organizations and also the details of practitioners.  

4.1.3.1 Organization and Interview participant details 

 

Authors have conducted interviews with 18 participants from 7 organizations. Those 18 

participants are well experienced in their fields. Due to security issues names of the 

organizations are not revealed. The details of organization list and the organization 

description are mentioned in table 15. 

 

Table 15: Details of Organizations  
 

S 

No 

Organization 

names Expertise Description 

1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization 

A 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Telecommunication 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization A is CMMI level 3 

global organization and it has 

the financial revenue of $3 

billion in 2010. It has the 

business services like business 

support systems (BSS), 

operational support systems 

(OSS) and service delivery to 

innovative service in 60 

countries around the world. 

They have 19,000 employees in 

their services.  
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2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization 

B 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Global Business 

Process  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization B was established 

in 1997 with the independent 

unit business. It is the business 

process outsourcing and 

technology management. This 

organization has the revenue of 

$1.259 billion in 2010. There are 

49,000 employees in their 

organization up to 2010. The 

main goal of this organization is 

to meet the business objectives, 

cultural, language needs and also 

cost reduction.  

 

 

 

 

3 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization 

C 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mobile and 

Telecom 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization C was established 

in 1980s and also it developed 

strength in telecommunication 

and consumer electronics 

markets. This organization C is a 

mobile industry, it provides the 

solutions and services for 

communication networks. This 

organization C has 4 business 

groups they are mobile phones, 

multimedia, enterprise solutions 

and networks and these all are 

supported by two horizontal 

groups like customer and market 

operations and also technology 

platforms. It is reported as net 

sales of euro 8980 million in 

2010. In this organization we 

have taken interviews from 5 

participants from India. 

4 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization 

D 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Web development 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization D was founded in 

2008 and has the employees of 

60 by including both onshore 

and offshore. This organization 

mainly focuses on stack 

technology. It means, it is 

specializing in Microsoft 

technologies, CRM, SQL, 

SharePoint and mobile 

applications .NET, Custom 

application development, SQL 

server solutions, share point 

development, CRM 

development. In offshore team it 

has the attrition rate less than 

5%. We have taken 2 

participants in this organization 

D. 
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5 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organization 

E 

 

 

 

‘ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Global Information 

Technology  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 This Organization E was 

established in 1945 as a 

vegetable oil manufacturer in 

India. In those days organization 

main role is to deliver sunflower 

vanaspati Oil, Soaps and other 

consumer products. In course of 

time they have changed their 

vision to IT hardware and IT 

services. So, this organization E 

is a dynamic power from 50 

years. This organization E has 

leading IT global organization 

and also this organization has 

services of IT, BPO and R & D 

service space. The total revenue 

of this organization is $6.98 

billion up to 2011 march. From 

this organization E we have 

taken interview from 2 

participants. 

6 

 

 

 

 

 

 

 

 

 

 

 

 

Organization 

F 

 

 

 

 

 

 

 

 

 

 

 

Web designing 

 

 

 

 

 

 

 

 

 

 

 

 

Organization F is the 

organization which provides the 

quality solutions with flexibility. 

This organization main aim is to 

focus on customers business 

then on they will concentrate on 

solutions and technologies. They 

provide the solutions of web 

development. This organization 

E is located in Finland. In this 

organization F we have 

conducted an interview with 

only 1 participant. 

7 

 

 

 

 

 

 

 

 

 

 

 

 

Organization 

G 

 

 

 

 

 

 

 

 

 

 

 

Global Technology 

 

 

 

 

 

 

 

 

 

 

 

 

 This organization G is founded 

in year 1996 and it is situated in 

Massachusetts and it is located 

in different countries like United 

States, United Kingdom. It has 

some global centers like India 

and Sri Lanka. This organization 

G provides the global 

information technology (IT) 

services and these services 

provides mainly on application 

outsourcing, Technology 

implementation. This 
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organization enables to provide 

services to clients by utilizing IT 

to improve their marketing 

services, time to market, 

increase productivity and 

improving the service of 

customers. 

 
The 18 participants details and there description are mentioned in table 16.  Table 16 

explains about the list of participants and there designation. The clear list of experiences is 

attached in APPENDIX B. 

 

Table 16: List and Details of Participants in Each Organization 
 

S.No Employee Names Work 

Location 

Employee 

designations 

1. Participant A India Group Leader 

2. Participant B Indonesia Project Manager 

3. Participant C Finland Senior subject 

matter expert 

4. Participant D Israel  Quality 

Assurance engineer 

5. Participant E Finland Requirements 

Engineering and 

testing process 

6. Participant F India Software 

information 

security expert 

7. Participant G India Security testing 

expert 

8. Participant H     India R and D 

engineer 

9. Participant I     India Senior test 

engineer 

10. Participant J India R and D 

engineer 

11. Participant K India Project leader 

12. Participant L India Software tester 

13. Participant M India Software Quality 

Analyst 

14. Participant N United            

Kingdom 

Senior Quality 

Analyst 

15. Participant O United 

Kingdom 

Technical 

Leader 
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16. Participant P United 

Kingdom 

Software 

Engineer 

17. Participant Q Finland Senior tester  

18. Participant R India Team Leader 

 

This below Section contains benefits and challenges of last phase and every phase of security 

testing in SDLC. Authors are explaining the data by assigning codes to the extracted data 

from organization. The extracted data is attached in APPENDIX B. The company details are 

mentioned in section 4.1.3. Based on the data extracted authors have sorting and coding 

techniques.  Authors want to discuss about benefits and challenges in detail from the data 

gathered from different practitioners. To explain the gathered data clearly authors have 

assigned codes to each benefit and challenge.  

Now a day’s web applications need quality. Teodoro and Serrao [1] had studied the quality 

and lack of security in SDLC. Recently, they introduced a set of automated tools, 

methodologies and also discussed major factors that influence the secure SDLC. These 

methodologies and automated tools were introduced to improve security and quality in 

SDLC. The main aim of focusing SDLC is to discuss the quality standards which produce 

the web application software. The web application quality will improve if the security testing 

is applied in every phase of SDLC [1].  

 

In article [12], Mc Graw says that “Security impact is payable in terms of loss of business 

data, loss of customer trust and brand loyalty, cost of downtime and inability to perform 

business transactions and other intangible costs [12]” act as key factors for quality. 

  

Authors have chosen 7 organizations and interviewed 18 employees. From these 18 

employees authors have collected the data and extracted the benefits and challenges of last 

phase and in each and every phase of security testing. Benefits and challenges of security 

testing in SDLC are discussed below.  

4.2 Representation of Benefits of Last Phase of SDLC by 

Interviews 
 

Very few organizations are acquiring benefits by applying security testing at last phase of 

SDLC. Table 17 represents the list of benefits, which the organizations are facing.  

 

Table 17: Benefits of Security Testing in Last Phase of SDLC from Interviews 

  

S.No Last Phase Benefits Interviews Coding 

1 Tester ILB1 

2 Not changing of Requirements ILB2 
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Figure 7: Benefits of Last Phase of Security Testing 

  
The authors have taken interviews from 18 employees and in that 6 employees have 

discussed about these benefits.  From the view point of 6 employees authors have extracted 

the results of last phase security testing. The two benefits which are described by the 

employees were mentioned in table 17. Out of the 6 employees, the benefit tester is 

described by only 2 employees and not changing of requirements is described by 5 

employees as shown in figure 7. Only one employee discussed both the benefits.  

 

 Tester (ILB1): Among the 6 employees only 2 employees discussed the benefit of 

tester. This has the least benefit but most of the testers are having an advantage in this. It 

is because security testing is done once for the entire project. At that time, security 

testers will point out the major vulnerabilities of the previous phases. Then point out the 

developers or designers work will get benefit for the testers. Utilization of tester’s skills 

and risk for developers is coded as sub benefits for last phase of SDLC.  

 

 Not Changing of Requirements (ILB2): Not changing of requirements was the benefit 

discussed by only 5 employees. When the analytical phase is ready to start, the 

requirements are finalized and there is no change in the requirements up to the end of the 

project. If the requirements don’t keep on changing then there is no risk for designers 

and developers to develop the project. It is because the project will developed based on 

those requirements. Care should be taken when collecting requirements in the initial 

stages.  There are four sub benefits are coded in not changing of requirements they are 

planned budget, easily understandable, meeting timelines, secure project.  

 

4.2.1 Benefits of Last Phase of Security Testing in SDLC:  
 

In table 18 lists of benefits and sub-benefits for the last phase of security testing in 

SDLC are discussed.  ILB stands for interview benefits of Last Phase. 
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Table 18: Interview Analysis of Last Phase Benefits and Sub Benefits of 

Security Testing in SDLC 

S.No Benefits Sub- Benefits Sub- 

Codes 

Participants 

1. Tester (ILB1) Utilization of 

tester skills 

ILB 1.1 A, F 

Risk for 

developers 

ILB 1.2 A, F 

2. Not changing 

of 

requirements 

(ILB2) 

Planned 

Budget 

ILB 2.1 A, Q 

Easily 

understandable 

ILB 2.2 P, Q 

Meeting 

Timeliness 

ILB 2.3 Q, R 

Secure Project ILB 2.4 A, Q, R 

 
Participants A to R list were mentioned in Appendix B 

4.2.1.1 Tester (ILB 1) 

4.2.1.1.1 Utilization of Tester Skills 

2 employees discuss the benefit of tester. Though it is considered as the least benefit most of 

the testers are having an advantage in this because security testing is done once for the entire 

project. When security tests are done in the project, the tester will find the vulnerabilities. 

Due to this a major rework occurs in redeveloping the code and the tester will have a cutting 

edge in identifying more number of vulnerabilities in the code. 

4.2.1.1.2 Risk for Developers 

If the tester detected more vulnerability then it may be the risk for developers. This is mainly 

because a major rework is needed in developing the code due to which deadlines cannot be 

mate which leads to pressure from higher authorities. The risk will occur in the form of 

higher authorities and rework, whereas testers will be appreciated by the higher authorities.  

4.2.1.2  Not Changing of Requirements (ILB 2) 

Not changing of requirements was the benefit discussed by only 5 employees. When the 

analytical phase is ready to start, the requirements are finalized and there is no change in the 

requirements up to the end of the project 

4.2.1.2.1 Planned Budget:  

The main advantage for this benefit is resources. It is because, once the requirements got 

listed then the resources can also be finalized at the beginning of project. Then no problem 

occurs with the availability of resources in the project.  

4.2.1.2.2 Easily Understandable: 

Testers will also get an advantage if the requirements don’t keep on changing. Constant 

requirements may be easy to understand and easy to get knowledge on the project. So, the 

testers can understand the requirements before getting the build released by the developer. 

After getting the work the testers can directly get into the project to start work. 
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4.2.1.2.3 Meeting timelines: 

If the requirements are constant from the beginning of project then it is very easy to meet the 

deadline of project. It is because the requirements are same and everyone in the project can 

know the requirements very well. Then developing and testing the project is very easy based 

on those requirements.  

4.2.1.2.4 Secure Project: 

If the requirements are not changing in the whole project then the data will be more secured. 

It is because, the organizations use applications like banking domains, and they mainly 

concentrate on the security for the user’s details. The client will give the requirements details 

for the login webpage and based on those requirements the application will be designed and 

implemented. The tester test the application based on those requirements and if the 

requirements are satisfied then the tester will confirm that project has no bugs. If there are no 

bugs in the project then that project is secured.  

 

For example, if two different projects have same requirements, same resources then applying 

of last phase of security testing is not the bad idea. The requirements will not change and the 

requirements for both the projects are and also resources will be same. So, applying last 

phase of security testing is the best method 

4.3 Representation of Challenges of Last Phase of SDLC 

 
Most of the organizations are facing challenges in applying security testing at last phase of 

SDLC.  Table 19 is the list of the challenges which the organizations are facing.  ILC stands 

for interviews of last phase challenges. 

 

Table 19: Interview Challenges of Security Testing in Last Phase of SDLC 

 

Last Phase Challenges Interviews Coding 

Vulnerabilities ILC1 

More Expensive ILC2 

Time ILC3 

Resources ILC4 

Quality ILC5 

Proper planning ILC6 

Impact on Credibility ILC7 
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Figure 8: Challenges of Last Phase of Security Testing 
 

The top 10 challenges which the organizations facing are listed in figure 8. Cost, time, effort 

and resources are the problems faced by most of organizations. These are more effective 

challenges than the other listed. Very less employees have concentrated on other challenges 

because they are less effective in the project. Challenges are listed in table 19 which are 

shown in figure 8. 

 

 Vulnerabilities (ILC1): When applying security testing at last phase of SDLC, 

vulnerability is the major challenge in organizations. 6 employees in organizations are 

saying that vulnerabilities will mostly occur in design and implementation phase and it is 

because of security testing is being applied after the implementation phase. Most of the 

vulnerabilities will be detected in design and development phase. So this Design and 

development vulnerabilities are coded as sub challenge.  

 

 More Expensive (ILC2): The later you find bug in a project the most expensive to fix 

it. 16 employees have discussed about cost because it is the major problem faced by the 

organizations. If security testing is applied at last phase then fixing of bugs also requires 

high cost. Among the total 18 employees, 16 employees have agreed that cost will 

increase when applying security testing in the final stages of SDLC. So, it is the major 

problem which the organizations are facing by this method. If the vulnerabilities are not 

detected in time then the cost of the project will be more and sometimes need of rework 

should be done. Security flaws and rework are coded as sub challenges. 

 

 Time (ILC3): Time is the main important factor in today’s life. If the project is not 

completed in time then customers will not be satisfied about the organization. This is the 

major problem faced by all organization.  All 18 employees agree that project will not be 

completed in the estimated time. It is because most of the vulnerabilities will be detected 

in the last phase and may not be mitigated in the estimated time. Times managing, on 

time delivery and dissatisfaction of end users are coded as sub challenges. 

 

 Resources (ILC4): From among 18 employees, 15 employees are saying that resources 

may not be available or utilized to mitigate the vulnerabilities which are detected in last 

phase. It is because to mitigate those vulnerabilities there is a need of major rework. 

Rework may not be possible because resources may not be available or may not be 



  47 

sufficient in the short span of time. In this challenge 4 sub challenges are coded. They 

are utilization of resources, lack of properly trained, training and customer demand.  

 

 Quality (ILC5): Among 18 employees only 2 employees are saying that quality will be 

compromised. It is because security is not considered from the initial stages of SDLC 

and it is applied in the final stages. So, at that point of time all the vulnerabilities cannot 

be mitigated so quality will be compromised. 

 

 Proper Planning (ILC6): If security is not considered from the initial stages then the 

project leads to less security. It is because of not considered security from the initial 

stages. So the project leads to improper ending. It is because of improper planning in the 

project.  

 

 Impact on Credibility (ILC7):  If the web application is in secure then customers will 

be dissatisfy about this. So, it may leads to bad reputation of the organization. 

 

4.3.1 Challenges of Last Phase of Security Testing in SDLC:  
  

Challenges and sub challenges in last phase of security testing in SDLC are shown in table 

20. ILC Stands for Interview Challenge of last phase 

 

Table 20: Interview Analysis of Last Phase of Security Testing Challenges and 

Sub Challenges of SDLC 
 

S. No Challenges Sub- Challenges Sub- Codes Participants 

1. Vulnerabilities(ILC1) Design and 

development 

vulnerabilities 

ILC 1.1 A, B, D, G, 

H, L, Q 

 

2. More Expensive 

(ILC2) 

Security Flaws ILC 2.1 A, B, C, D, 

E, F, G, H, 

I, J, K, L, O, 

P, Q, R 

  Rework ILC 2.2 A, B, C, D, 

F, G, I, J, K, 

Q, R 

3. Time( ILC3) Time managing ILC 3.1 A, B, D, E , 

G, H, I, J, 

K, M, N, O, 

P, R 

  On Time Delivery ILC 3.2 A, B, C, D, 

E, F, M, N, 

O, P, Q, R 

  Dissatisfaction of 

End users 

ILC 3.3 A, B, D, E, 

G, H, I, K, L 

4. Resources (ILC4) Utilization of 

Resources 

ILC 4.1  A, B, D, E, 

F, G, H, I, J, 

K, L, M, N, 

O, Q 

  Lack of properly 

trained or skilled 

resources 

ILC 4.2 A, B, D, E, 

G, K, M, N 

  Training ILC 4.3 D, E, F, G, 

J, K 
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  Customers 

Demand 

ILC 4.4 D, E, F, G, 

J, K, O, Q 

5.  Quality (ILC5) Compromising ILC 5.1 H, P 

6.  Proper Planning 

(ILC6) 

Project Timelines 

Clashes 

ILC 6.1 L 

7.  Impact on Credibility 

(ILC7) 

Loss of 

Reputation 

ILC 7.1  L 

 

Participants list A to R is mentioned in Appendix B. 

  

4.3.1.1 Vulnerabilities (ILC1) 

4.3.1.1.1 Design and Development Vulnerabilities 

Now a day’s vulnerabilities create a major problem in organizations. Lot of vulnerabilities 

occurs when security testing is applied in last phase of SDLC. The designers and developers 

are able to fix the minor vulnerabilities in short span of time but they are not able to fix the 

major or critical vulnerabilities. To fix those critical vulnerabilities rework has to be done. 

 

Let us take one example: If the project has to be completed in 6 months, the requirements, 

analysis, design and implementation was developed in 5 months and these phases were 

developed without applying security testing. In the final month the project manager give the 

project to tester to test the project and tester detects more bugs on the project. To clear those 

bugs they have to identify them in the project. So, the security tester will identify more 

vulnerability in the design part and implementation part. In 1 month the developers will be 

able to fix the minor vulnerabilities but they are not able to fix the critical vulnerabilities. So, 

the security tester will explain the situation of the vulnerability to client. Then the client will 

think about the critical vulnerability and based on that situation the client will extend the 

time. So, here the customer will not be satisfied about facing of vulnerabilities in last stage 

of project.  

4.3.1.2 More Expensive (ILC2) 

4.3.1.2.1 Security Flaws 

If there is no profit on the project then the organization will not continue. Most of the 

employees are saying that if the security testing is applied in last phase then the cost of the 

project will not be maintained. It is because most of the security flaws will detected in last 

phase of SDLC. Those detected flaw are mostly from design and development phase. To 

mitigate those vulnerabilities there is a need of extra cost. Sometimes the design has to 

change because if the bugs are found in design phase then fixing of those bugs needs rework. 

It is possible that functional and non functional part is working fine but due to some security 

reasons may need to change the design.  

4.3.1.2.2 Rework 

When the developers develop the project they were not able to find the bugs but when the 

testing team detects bugs developers have to fix those bugs. If the tester detects the bugs at 

the end of the project then the developer need to change the entire code to fix those bugs. For 

fixing those bugs rework has to be done, for reworking the code part cost will be double. It is 

cost effective depending on the bug which the tester has found in the project. If it is a critical 

bug then they have to cancel the project or they may extend the project depending on the 

situation. If the fixing of bug is a minor issue then they will fix the bug and release the 

versions depending on the customer requirements. If the rework is done either in design part 
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or code part then the project cost may go high or it may double. Usage of additional 

resources may cost high to fix those bugs. 

4.3.1.3 Time (ILC3) 

Now a day’s time is an important factor. Security should be maintained in order to complete 

the web application project in time. 16 employees are stressing that time is an important 

criteria in the web application project. 

 

“Time is not managed by the organizations when applying security testing at last phase of 

SDLC but organizations think that time is being managed. The exact truth is time is not 

managed by organizations when applying security testing in last phase of SDLC. Developers 

write a piece of code, once a fully functional piece of code is ready then it moves on to 

testing team. Then the testing team tests it and moves further in to the project. Most of the 

project developers will not take care of security issues until it is moved to testing team. 

During testing security testing comes in to existence and security testers will apply security 

testing. After applying security testing more number of vulnerabilities come in to active. In 

short span of time, developers cannot mitigate all those vulnerabilities and due to which 

project will be delayed”. This was said by Participant Q, M, F, and B. So, in organizations 

time is considered as an important factor.  

 

Time is considered as the major factor in project to fix the bugs. Most of the employees in 

organization are saying that time impacts a lot in the project. More bugs are detected when 

applying security test in last phase of SDLC. To solve those bugs, primarily the tester has to 

know about the minor bugs and major bugs. They should also give the priority to bugs to fix 

them.  Minor bugs can be fixed with in the short span of time but the critical bugs cannot be 

fixed. To fix the critical bugs more time is needed because to fix those bugs rework is 

needed. 

4.3.1.3.1 On time delivery: 

If the bugs are more when applying security testing at last phase of SDLC and if those bugs 

are not fixed in the given time of the project then the project may not complete in time and 

this leads to delayed delivery of the project to the customer. 

4.3.1.3.2 Dissatisfaction of end users 

The customer will be dissatisfied if the product is not completed before the deadline. If large 

number of or critical bugs are reported at final stage of SDLC then the development will not 

be able to fix these bugs in available time. This delays the product delivery which leads to 

dissatisfaction of end users. 

 

Let us take an example: One week before the completion of the project the project manager 

hands over the project to tester. After completion of testing if the critical bugs are raised by 

the tester and the development team is not able to fix those bugs within the time of the 

project and some minor bugs may be fixed but tester does not have a time to test those bugs. 

So, the deadline should be postponed and it leads to customer dissatisfaction.  

4.3.1.4 Resources (ILC4) 

4.3.1.4.1 Utilization of Resources 

Organization employees are considering resources as the major factor in fixing the bugs 

which are detected in last phase of security testing in SDLC. High amount of bugs can be 

detected when applying security testing at last phase in SDLC.  There is no problem with the 

resource up to the detection of bugs in the project but after the detection of bugs there is a 

problem in managing the resources. When bugs are sent to the development team then the 

problem may arise with resources. There is no problem with the resources when 
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development team is fixing the minor bugs but the major problem with the resources is when 

fixing the critical bugs.  Development team may not be able to manage the resources to fix 

the critical bugs. 

4.3.1.4.2 Lack of properly trained or skilled resources 

Lack of resources is the major problem in last phase of security testing in SDLC. Lack of 

resources will leads to less staff and also in experienced staff. This may leads to project 

incomplete. If the project is not completed on time then the project may leads to failure.  

4.3.1.4.3 Training  

 To know the importance of security, developers need to be trained before implementing the 

code. If the developers have the knowledge on security issues then the detection of bugs at 

the last stages is very less but most of the developers don’t know the security issues. So, 

developers need to be trained about how to fix the security bugs, this training also needs an 

extra effort and time. So, here time is directly proportional to effort.  

4.3.1.4.4 Customer Demand 

Most of the customers need security of project but it is not possible if security testing is 

applied in last phase of SDLC. It is because the security is applied after the development 

phase so security is not being applied from the beginning of cycle. So the project leads to 

insecurity of project.  

4.3.1.5 Quality (ILC5) 

4.3.1.5.1 Compromising  

Total bugs will not be cleared if security testing is applied in the last phase and it leads to 

low quality of the product and this makes the customer to compromise in terms of Quality. 

4.3.1.6 Proper planning (ILC6) 

4.3.1.6.1 Project timelines Clashes 

Employees in the organization are saying that improper planning may affect the project. 

There will be no proper planning if security testing is applied in the last phase of SDLC. It is 

because not considering security from the first phase leads to insecurity of project and it 

effects to planning of project.  

4.3.1.7 Impact on Credibility (ILC7) 

4.3.1.7.1 Loss of Reputation  

Very few employees in organization are saying that project may be affected if bugs are more 

and this is because of applying security testing at last phase. If the total bugs are not fixed in 

time then there will be delay of the project and it leads to customer dissatisfaction and there 

will be loss in faith and this effects the reputation of the organization. 

4.4 Representation of Benefits of Each and Every Phase 

through Interviews 
 
Applying security testing at each and every phase is the new concept and most of the 

organizations are following this approach. Here in table 21 below the benefits of applying 

security testing at each and every phase are shown. IEB stands for interviews of every phase 

benefits.  
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Table 21: Interview Benefits of integrating Security in Every Phase of SDLC 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 9: Benefits of Each and Every Phase in Security Testing 
 

Among 18 employees, 16 employees discussed about the every phase of security testing in 

SDLC. It is because rests of the employees are not experienced in every phase of SDLC. 

Total 6 benefits are faced by organizations if security testing is applied in every phase of 

SDLC. The high effective benefits faced by the organizations are vulnerabilities, cost, time, 

effort and resources. Rests are less effective benefits faced by organizations.  

 

 Secure (IEB1): Security is integrated from the starting phase of SDLC. All the major 

vulnerabilities will be detected and mitigated in the starting phase of SDLC. Security 

testing will be applied after the development phase of SDLC. When security testing is 

very less number of vulnerabilities will be detected and those less vulnerabilities are 

minor. To mitigate those minor vulnerabilities no extra time and cost. Only 2 employees 

are saying that it has an advantage when integrating security in starting phase of SDLC.  

 

 Vulnerabilities (IEB2): Vulnerability chances will increase from top to bottom. 

Reviewing security in each and every phase will decrease the vulnerabilities. 15 

employees in organizations are facing the problem with the vulnerabilities. All most all 

Every Phase Benefits Interview Codes 

Secure IEB1 

Vulnerabilities IEB2 

Less Expensive IEB3 

Time IEB4 

Resources IEB5 

Quality IEB6 
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vulnerabilities can be mitigated by this process.  2 sub challenges are coded in this they 

are knowledge on security vulnerabilities and energy saving. 

 

 Less Expensive (IEB3): 16 employees are saying that integrating security in starting 

phase of SDLC leads to less cost of the project. Project will not exceed the cost because 

security is integrated from the starting phase of SDLC. All the major vulnerabilities will 

be detected and mitigated in the early phases only.  To mitigate those minor 

vulnerabilities there is no need of extra cost or a need of rework. So we coded these two 

benefits as sub benefits.  

 

 Time (IEB4): This is the very crucial factor in the project development. 15 employees in 

organizations are discussing about the time factor. If security review is conducted from 

the first phase of SDLC then all most all the critical vulnerabilities can be mitigated 

easily. The project deadline can be met and also the project can be delivered on time. 

Customers will be satisfied with the on time delivery of project. 

 

 Resources (IEB5): Best utilization of resources will be done by applying security 

testing at each and every phase of SDLC. 12 employees in organizations are saying that 

resources will be available for mitigating the bugs at that point of time. Designers and 

developers will be well utilizing the resources in correct time of the project. 

 

 Quality (IEB6):  Quality is very important for web applications. More problems will 

arise if the quality of the project is low. In this method reaching of web application 

quality is very good. 3 employees agreed that integrating security in every phase of 

SDLC leads to good quality of project. 

 

4.4.1 Benefits of Each and Every Phase of Security Testing in SDLC:  
 

In table 22, shows a benefits and sub benefits of every phase of security testing in SDLC. 

IEB stands for Interview Benefit of every phase. 

  

Table 22: Interview Analysis of every Phase Benefits and Sub Benefits of 

Security Testing in SDLC 
 

S. No Benefits Sub- Benefits  Sub Codes Participants 

1. 

Secure (IEB1) 

Secure 

Guidelines 

IEB1.1 A, R 

Design and 

Development 

Reviews 

IEB 1.2 A, R 

2. 

Vulnerabilities 

(IEB2) 

Knowledge on 

Security 

Vulnerabilities 

IEB 2.1 A, B, D, E, F, 

G, H, I, J, M, 

P, Q 

Energy Saving IEB 2.3 A, B, I, J, K, 

L, M, O, Q 

3. 

Less 

Expensive 

(IEB3) 

Vulnerability 

Reduction  

IEB 3.1 A, B, C, E, F, 

G, H, I, J, K, 

L, O, P, Q, R 

No Rework IEB 3.2 A, B, I, J, K, 

L, M, O,Q 
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4. 

Time (IEB4) 

Time Saving 

and Proper 

utilization of 

time 

IEB 4.1 A, B, C, D, E, 

F, G, H, I, J, 

K,  L, O, P, Q  

On time 

Delivery 

IEB 4.2 F, H, L, Q 

End users 

satisfaction  

IEB 4.3 A, B, G, H, L, 

O,  Q 

5. 
Resources 

(IEB5) 

Utilization of 

resources 

IEB 5.1 A, E, F, G, I, 

J, K, L, M, O, 

P, Q 

6. 

Quality (IEB6) 

Quality Product  IEB 6.1 F, G, P 

 

From the above table 22, participants A to R list were shown in Appendix B 

4.4.1.1 Secure (IEB1) 

4.4.1.1.1 Security Guidelines 

Integrating security in every phase of SDLC is very much secure. Very less employees in 

organizations are discussing about the security of the application. If the project has zero bugs 

then the project is very secure and if there is even a single bug in the project then it is 

considered to be insecure.  

4.4.1.1.2 Design and Development Reviews 

 If security is being reviewed from the first phase of SDLC then there might be a chance of 

detecting less number of bugs at final stage. If the security testing is applied after security 

review in testing phase detection of bugs will be less. If the security review is done from the 

first phase of SDLC, then the code is mostly benefited because most of the bugs will be 

detected at this phase. So, the code gets secure in incremental phase.  

4.4.1.2 Vulnerabilities (IEB2) 

4.4.1.2.1 Knowledge on Security Vulnerabilities 

First developers write a piece of code, once a fully functional piece of code is ready then it is 

handed over to testing team then they will test it and move the project further. Most of the 

project developers take care of the security issues before it reaches the testing team. The 

developers will also take care of SQL injection, excess CSRF (Cost-Site Request Forgery) 

functions. For all the vulnerabilities there is a remediation, technique and tactic to solve. The 

developers will solve all those vulnerabilities. By applying code reviews in development the 

security vulnerabilities will be mitigated in development phase. Once it comes in to the 

testing team they might not be able to find so many bugs. If the developers have knowledge 

on the security issues then the testing team will never find any bugs. In the testing phase the 

testers will not face any critical bugs. All the critical bugs will be solved earlier by the 

development team and by this process the organization can save time and cost. 

4.4.1.2.2 Energy Saving 

If the security review is conducted from the first stage of SDLC then there will be early 

detection of bugs. So, there is no need of keeping the effort for mitigating those critical bugs 

and this saves lot of rework. 10 employees in organizations are discussing about the effort in 

the project.  



  54 

4.4.1.3 Less Expensive (IEB3) 

4.4.1.3.1 Vulnerabilities Reduction 

If the detection of vulnerabilities is less then there is a chance of decreasing the cost. 

Maximum employees in the organizations are saying that cost will be maintained when 

security review is going to happen from the first phase of SDLC. Developers will develop 

the code and if the code is ready then it is sent to the testing team. Testers will test the code 

and detects vulnerabilities from the code. But unfortunately testers will not able to find 

critical vulnerabilities and this is because security review is being applied from the starting 

phase of SDLC.  

4.4.1.3.2 No Rework 

Mitigation of the detected bugs should be done within the given time. For fixing of those 

bugs no rework is needed. As there is no rework, there will be no increase in the cost of the 

project and this leads to satisfied of the customer. The major vulnerabilities will be detected 

from the code and design phase. If the security review is applied from the first phase then all 

most all the vulnerabilities will be mitigated at that point of time. When it comes to the end 

phase then the detection of vulnerabilities will be very less. 

4.4.1.4 Time (IEB4) 

4.4.1.4.1 Time Saving and Proper Utilization of Time 

Tester could not find any critical vulnerability in the last stage of SDLC. The minor 

vulnerabilities can be detected and they can be mitigated easily in the available time. There 

is no need to perform the rework and so the project can be completed in the given time. 

4.4.1.4.2 End users Satisfaction  

If the product is in a right direction and ends up in the right direction then obviously the 

customer will satisfy about the product. As per the graph, 6 employees in organizations are 

saying that customers are satisfied if the product is bug free. If the security review is going to 

be happening in each and every phase then at the final stage the bugs will also be very less. It 

is because in each and every phase the security review is going to be happen then the bugs 

will be detected and then the mitigation will also be done easily. When coming to final stage 

actual security testing will be conducted where the detection of bugs will be very low and 

those less bugs can be mitigated easily and quickly. By the end of the project if the product is 

bug free and the project is maintained within the estimated cost and time then the customer 

will be satisfied about the quality of project. 

4.4.1.4.3 On time delivery  

If the project is completed within the estimated time and project is delivered to customer in 

time then that product is said to be on time delivered. If security testing is applied from 

beginning then all the detected bugs can be mitigated. The critical bugs also can be mitigated 

easily at the early project stages. If at all some bugs are not detected at last phase they can be 

detected and can be mitigated easily. After testing team confirms the project is bug free then 

the project will be delivered to manager. Manager discusses with customer and confirms 

about the project, if the customer is satisfied about the project then it will be delivered. If this 

happens within the estimated time then the project is said to be delivered on time.  

4.4.1.5 Resources (IEB5) 

4.4.1.5.1 Utilization of Resources 

At the starting stage of the project the resources will be dedicated and those resources can be 

utilized effectively. Detection of bugs is very low in the last phase of SDLC if the security 
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review is conducted from the first phase of SDLC. Resources will be efficiently used if the 

tester detects the critical bugs.  

4.4.1.6 Quality (IEB6) 

4.4.1.6.1 Quality Product 

The quality of the product is maintained only when it is bug free. It is because bugs are 

mitigated at the early stages by reviewing. If all the bugs are not mitigated in early stages 

then in last stage those bugs can be detected and mitigated easily. The quality of the project 

is satisfactory to the customer when there are no bugs at the end of the project. If the 

customer is satisfied about the product then that product is said to have good quality. 

4.5 Representation of Challenges of Every Phase of 

SDLC 
 

As this is a new concept it has some challenges which are presently faced by the 

organizations. Here in table 23, the lists of challenges by applying security testing at each 

and every phase are shown. IEC means interview of every phase challenge. 

 

Table 23: Interview Challenges of Security Testing in Every Phase of SDLC 
 

S.No 

Every Phase 

Challenges 
Interviews 

Coding 

1. Security Tester Waiting IEC1 

2. Additional resources IEC2 

3. Lack of awareness IEC3 

4. Requirements may change IEC4 

 

 

 
 

Figure 10: Challenges of Each and Every Phase Security Testing 
 

Among 18 employees only 6 employees discussed about the challenges of every phase in 

SDLC. From those 6 employees data lack of awareness was identified as the main challenge 
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discussed in most of the organizations by the authors. Employees discussed problems on 

every phase were decreased gradually compared to lack of awareness.  

 

 Security Tester Waiting (IEC1): Among the 6 employees 4 employees in organizations 

are said that security tester may need to wait for the development team and this is 

because the development team should complete some part of the code and send it to the 

security tester team. Security testers have to wait until the code comes from the 

development team. If developer changes the code there will be change in the functional 

part also. 

 Additional Resources (IEC2): Applying security testing at each and every phase needs 

additional resources in all aspects of the project. 5 practitioners are said that they are 

facing the problem on additional resources like team size, for fixation of bugs need 

additional resources. Developers need not have knowledge on security point of view. 

They need be trained in order to know the security concepts. In these there are 3 sub 

challenges are there. They are, Security experts, team size, extra training. 

 Lack of Awareness (IEC3): As per the statistics 6 employees in organizations are 

facing the problem on lack of knowledge on security issues. A simple tester cannot 

perform security testing to perform this action experts are needed. These experts are 

costly and are rare. Normal testers cannot perform this security testing but security 

testers are very costly. Lack of knowledge on security issues leads to many problems. 

Managers and developers do not have the knowledge on the security issues. In this there 

are two sub challenges were coded. 

 Requirements may Change (IEC4): This is not the major problem which is faced by 

the organizations. Only 3 employees in organizations are facing the problem on 

requirements changing. By involving security testing at each and every phase the 

requirements may change because as per the need the requirement should be changed. 

 

4.5.1 Challenges of each and every phase by performing interviews: 
 

Table 24: Interview Analysis of Every Phase Challenges and Sub Challenges of 

Security Testing in SDLC 
  

S. 

No 

Challenge Sub- Challenge Sub- Code Participants 

1. Security Tester 

Waiting (IEC1) 

Spending Extra 

Time 

IEC1.1 A, C, K, R 

Parallel Testing IEC1.2 A, C, K, R 

2. 

Additional 

resources (IEC2) 

Security Experts IEC2.1 B, D, E 

Team Size IEC2.2 D, L 

Extra Training  IEC2.3 B, E, Q 

3. 

Lack of 

awareness 

(ICE3) 

Experienced 

Staff 

IEC3.1 E, F, G, L, Q 

Security 

awareness 

IEC3.2 E, F, H, Q 

4.  Requirements 

may change 

(IEC4) 

Unstable 

Requirements 

IEC4.1 A, J, Q 

 

From the above table 24 participants details of A to R are mentioned in Appendix B. 
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4.5.1.1 Security Tester Waiting (IEC1): 

4.5.1.1.1 Spending Extra Time 

After receiving the code from development team security tester have to test the code. 

Security tester is waiting long for the development team to their developed code. After the 

developer develops the code they send to the testing team. At first functional testing will be 

done then after that security testing will come into picture. Security tester is spending more 

time on the project by applying security testing at each and every phase of the project. 

4.5.1.1.2 Parallel Testing   

If any bug occurs during security testing then the developer will mitigate that bug and send it 

to the security testing team but there will not be again functional testing. If the developer 

changes the code there will be change in the functional part also, so there is a drawback of 

this one.  To avoid this situation parallel testing should be done i.e., functional testing and 

security testing should be done parallel. Nowadays no company does this process. If the 

security testing and functional testing done parallel then time will be saved more.  

4.5.1.2 Additional Resources (IEC2): 

4.5.1.2.1 Security Experts 

In order to perform security in the earlier phase need of experts. Mainly experts need for 

developing and designing the web applications. Developers need of training in order to the 

concepts on security issues. Experts are very high cost and some organization not able to 

spend high cost on them. These all are some additional resources to increase the cost.  

4.5.1.2.2 Team Size 

Some of the organizations are facing problem on a very small team and availability is 

another issue in those organizations. This sometimes lead to dependency and delays of the 

project. Organizations are not interested to increase the cost of the project on these activities. 

4.5.1.2.3 Extra Training  

 Training also needs an extra cost because most of the developers don’t know the concepts of 

security issues. So, the security tester has to give the training to the development team or 

need experts to perform this action but is also of high cost. So, additional resources are major 

issue which is faced by the organizations. 

4.5.1.3 Lack of awareness (IEC3) 

4.5.1.3.1 Experienced Staff 

To avoid this development team should have the knowledge on the security concepts. Most 

of the bugs in the project are at design and coding phase only. Identification of bugs in the 

last stage decreases if security testing is applied from the beginning of the project.  

4.5.1.3.2 Security Awareness 

Developers won’t have knowledge on the security bugs so by involving security testing from 

the development phase they might get awareness. They need to be trained perfectly about the 

concepts of security bugs. This is the main challenge faced by the most of the organizations. 

Lack of awareness and lack of importance is the major problem in security testing. Involving 

security testing from the first phase of SDLC, may avoid these problems. 
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4.5.1.4 Requirements may change (IEC4) 

4.5.1.4.1 Unstable Requirements 

The need is from the customer or from the organizations it does not matter. When the project 

has started, at the beginning the requirements are different and at the end of the project those 

requirements will not be stable, they may change. It may leads to customer dissatisfaction. 

Sometimes the customer may keep on changing the project requirements then those 

requirements should be available. If those requirements are not available then the project 

may be in trouble.   

4.6 Mapping of Last Phase Challenges to Each and Every 

Phase Benefits 
 

In interviews, most of the practitioners are saying that organizations are facing the problem 

with the last phase of security testing. The 7 challenges faced by the organizations in last 

phase of applying security testing. Those challenges are becoming benefits if the security 

testing is applied in each and every phase. Some of the organizations have done some of the 

projects by applying security testing in last phase and some of them by applying security 

testing in each and every phase. By the experience gained with those projects employees 

have listed some challenges and how those challenges are becoming benefits. In table 25, the 

authors have shown the mapping of last phase of security testing to each and every phase of 

security testing in SDLC.  

 

Table 25: Interview Mapping of Last Phase Challenge to Every Phase Benefit of 

Security Testing in SDLC 
 

Last Phase 

Challenges 

Coding  Coding Every Phase 

Challenge 

Vulnerabilities ILC1    

   M 

   A 

   P 

   P 

   I 

   N 

   G 

   S 

IEB1 Secure 

More Expensive ILC2 IEB2 Vulnerabilities 

Time Delay ILC3 IEB3 Less Expensive 

Resources ILC4 IEB4 Time 

Quality ILC5 IEB5 Resources 

Proper Planning ILC6 IEB6 Quality 

Impact on 

Credibility 

ILC7   

 

 

Mitigation of mappings from interviews of last phase challenge to every phase benefits are 

discussed below. In table 25, we mentioned list of last phase challenges and every phase 

benefits of security testing in SDLC.  A detailed discussion regarding mapping of last phase 

challenge to every phase benefit is clearly discussed in the below sections.  
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A) Mitigation of Vulnerabilities:  

 

Table 26: Interview Mappings of Last Phase Vulnerabilities to Every Phase 

Benefits 

 
 

 

 

 

 

 

 

 

Out of 18 employees, 7 employees are discussing about last phase of applying security 

testing will have more vulnerability which is shown in figure 8. In those 18 employees 

almost 12 employees are discussing that vulnerabilities which are detected in last phase will 

be mitigated in every phase by integrating security in every phase of SDLC which is shown 

in figure 9. If security testing is applied at last phase the detection of vulnerabilities will be 

more. It is because there is no security review from the first phase of SDLC. Just directly 

security testing is applied in the last phase, so the detection of vulnerabilities will be more 

and they cannot be mitigated in time. Whereas if the security review is conducted from the 

very first phase then the detection and mitigation of vulnerabilities will happen at the instant 

and security of the project will be more when compared with applying security testing at last 

phase of SDLC. In each and every phase of applying security testing in SDLC if the security 

testing is applied in last phase then the detection of vulnerabilities will be very less and they 

can be mitigated in time. If the vulnerabilities are mitigated in time then the quality of the 

web application is very good and resources will be fully utilized where ever they are 

necessary. By this explanation from the employees we had considered that more expensive 

challenge is getting mitigated. Due to the mitigation of it they are facing 4 benefits. Based on 

this we had created the above mapping as shown in Table 26.  

 

B) More Expensive: 

 

Table 27: Interview Mappings of Last Phase More Expensive to Every Phase 

Benefits 
 

 

 

 

 

 

 

 

 

In the 18 employees, 16 employees are saying the project cost will be high when applying 

security testing at last phase which is shown in figure 8. From the same 15 employees are 

saying that vice versa when integrating security in every phase of SDLC which is show in 

figure 9. In last phase of security testing the cost of the web applications project is increases 

because of not considering security issues from the initial stages of SDLC. If the security 

review is considered from the initial stages then the cost of the project is less and time is also 

saved. It is because, most of the companies are following OWASP securing guidelines based 

on those guidelines, the designers will design the application and developers develop the 

application. Most of the major vulnerabilities will be detected and mitigated in early phases 

of SDLC. Then occurring of vulnerabilities is very less. To mitigate the major vulnerabilities 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

Participant Id’s 

1. Vulnerabilities Resources A, G, L 

Vulnerabilities A, B, D, H, Q 

Time A, B, D, H, Q 

Secure A 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

Participant Id’s 

2. More 

Expensive 

Resources A, E, F, J, Q 

Vulnerabilities A, E, F, J, Q 

Time A, B, E, F, J, Q 

Less Expensive A, B, E, F, j, Q 
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in early phase’s there is a need of sufficient resources so the resources will sufficiently be 

used to mitigate those vulnerabilities as security review is applied from the starting phase of 

SDLC. So, most of the organizations are choosing each and every phase is the better choice. 

“The later the tester detected a bug in a project the most expensive to fix it, the earlier to find 

a bug the easier to fix it”. Based on these considerations we had done the mapping as sown 

in Table 27.  

 

C) Time Delay: 

 

Table 28: Interview Mappings of Last Phase Time to Every Phase Benefits 
 

 

 

 

 

 

 

 

 

 

 

All 18 employees say that web applications projects will not be completed in time if security 

testing is applied in last phase as shown in figure 8. Whereas 15 employees are saying time 

can be managed if security is integrated from starting phase of SDLC as shown in figure 9.  

Employees say that time is an important factor in the web applications project. If the project 

is not completed in time then there is huge loss for the company. The cost of the project 

increases. To mitigate these employees are saying that security should be integrated in 

starting phase of SDLC. If it integrated then the project will be completed in time because 

the vulnerabilities will be detected and mitigated in earlier phases. Then in last phase the 

occurring of vulnerabilities are very less which saves cost and time.  Efficient resources are 

utilized to mitigate all the bugs in the correct time.  So, by these considerations we have done 

the mapping for time delay and shown in Table 28.  

 

D) Resources:  

 

Table 29: Interview Mappings of Last Phase Resources to Every Phase Benefits 
 

 

 

 

 

 

 

 

 

 

Among 18 employees, 15 employees are saying that resources may not be sufficiently 

utilized when applying security testing in last phase of SDLC by figure 8. 13 employees are 

saying that Resources will be sufficiently utilized when applying security testing in every 

phase of SDLC by figure 9.   Resources are most important to meet the deadline of the 

projects and cost of the project. To mitigate the vulnerabilities in early phases there is need 

for sufficient resources where as in last phase sometimes resources may be there or may not 

be there. Though sufficient resources are available to mitigate the vulnerabilities in last 

phase due to lack of time resources may not be utilized. In each and every phase there will 

not be a problem to utilize the resources.  So that is the reason organizations are shifting 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

Participant Id’s 

3. Time  Resources A, E, F, J, Q 

Vulnerabilities A, B, I, J, K, Q 

Time A, B, C, D, E, 

F, J, O, Q 

Less Expensive A, B, C, E, F, 

J, Q 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

Participant Id’s 

4. Resources Resources A, E, F, J, Q 

Vulnerabilities A, I, J, K, Q 

Time A, E, F, J, O, Q 

Less Expensive A, E, F, j, Q 
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from last phase to every phase of SDLC. We done mapping based on these explanations and 

is shown in Table 29. 

 

E) Quality:   

 

Table 30: Interview Mappings of Last Phase Quality to Every Phase Benefits 
 

 

 

 

 

 

 

 

Very least number of employees are discussing that quality will be compromised when 

applying security testing in last phase of SDLC, Quality will be maintained when integrating 

security in every phase of SDLC. To maintain the quality of the project vulnerabilities 

should be detected and mitigated. By the end of the project then quality will be maintained. 

If quality is maintained then the project will be more secure. Based on these, we done 

mapping as shown in Table 30. 

 

Finally, the employees are saying that all the last phase problems will be mitigated in every 

phase of SDLC. So, integrating every phase is the best method to get the good output of the 

project.  

 

4.7 Mapping of Last Phase Challenges to Each and Every 

Phase Challenges 
 

In the previous section we have discussed about, how the challenges are converting to 

benefits in every phase. Now in this section we want to compare is there any relation 

between the last phase challenges to each and every phase challenges. It means we want to 

see if any comparison or difference occurs between the challenges of last phase security 

testing and each and every phase security testing in SDLC. In this section we want to clearly 

discuss about it.  

 

Table 31: Mapping of Last Phase Challenges to Each and Every Phase 

Challenges 
 

Last Phase Challenges Every Phase Challenges 

Vulnerabilities Tester Waiting  

More Expensive Additional resources 

Effort Lack of awareness 

Time Requirements may change 

Resources 
 

Customer dissatisfaction 

 
Quality 

 On time delivery  

 Proper planning 

 Impact on Credibility 

 

S. 

No 

Last Phase 

Challenges 

Every Phase 

Benefits 

Participant Id’s 

5. Quality Vulnerabilities P 

Quality P 
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From the table 31, one can observe that last phase challenges and every phase challenges are 

not common. The problems in last phase is different when compare with the every phase 

problems. The last phase problems arise due to applying security in last phase of SDLC. So, 

the developers may be mitigating all the vulnerabilities. If all the vulnerabilities are not 

mitigated then rest of the problems arise. But in every phase the problems arises because the 

security is deeply happened in every phase. These every phase problems related to 

experience of employees on security testing and lack of knowledge on security issues. So, 

these every phase problems are arising when the security review is being done from every 

phase of SDLC. Then the problems are different when compare with the last phase.  
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5 DISCUSSIONS 
 

5.1 Comparative Analysis 
 

Comparative analysis is mainly used in comparing two cases or outcomes. It states about the 

relationship between their outcomes [55]. The relationships between last phase of security 

testing and every phase of security testing in SDLC are to be compared. Here, we are 

comparing these two relationships to get an output for the research question 3(RQ3). The 

main intention of performing comparative analysis is to know which phase is the better 

choice for applying security testing and to know why organizations are shifting from last 

phase to every phase of security testing. According to [55], our main goal is to point out the 

similarities and differences of last phase of security testing to every phase of security testing. 

 

The authors have conducted a literature review on last phase of security testing and also each 

and every phase of security testing. The authors have analyzed and understood the 

challenges and benefits of applying security testing in last phase and each and every phase 

through the data gathered through literature review. Based on these interviews are conducted 

with practitioners from different organizations Comparative analysis helps in identifying the 

commonalities in the data. We performed comparison on the raw data i.e., open codes which 

were drawn from literature and interview data. 

  

From literature review and interviews, the authors got a total of 31 codes from both last 

phase and every phase of security testing in SDLC. From the 31 codes, literature review 

codes are 12, and interview codes are 19. In below table 32 the common and unique codes 

from both the literature review and interviews are shown.  

 

Table 32 Comparison of Common and unique codes 
 

 Total Codes Unique Codes Common Codes 

Literature 

Review 

12 3 9 

Interviews 19 10  9 

 

From the above table 32 the 9 common codes which are identified both from literature and 

interviews. A clear diagrammatic representation is shown in the below figure 11. The authors 

identified much of the unique codes from interviews. Figure 11 gives a pictorial 

representation of the codes identified both from literature review and interviews.    

 

 
Figure 11: Literature and Interview Practices 
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The common benefits and challenges are listed from literature review and interviews.  At 

first the authors want to discuss about last phase of security testing in SDLC. In the last 

phase, from literature review and interviews the authors could not find the common benefits. 

So, the authors are discussing about the common challenges from literature review and 

interviews of last phase of security testing in SDLC.  In the below table 33 the common 

challenges identified both from literature review and interviews are discussed for last phase 

of Security testing in SDLC.  

 

Table 33: Common challenges of last phase of security testing in SDLC 
 

S.No 

Literature review and 

Interview Codes 

    
Literature 

review Interview  

1  More Expensive  LC1 ILC2 

2  Vulnerabilities  LC3 ILC1 

3  Resources  LC6 ILC4 

 

Secondly, we want to compare the benefits and challenges of integrating security in every 

phase of SDLC. Authors have identified a large number of benefits which are listed from 

literature and interviews in the below table 34.  

 

Table 34: Common benefits by integrating security in every phase of SDLC 
 

S.No 

Literature review and 

Interview Codes 

    

Literature 

review Interview  

 1  Less Expensive EB1  IEB3 

 2  Time  EB2  IEB4 

 3  Secure  EB3  IEB1 

 4  Vulnerabilities  EB4  IEB2 

 5 Resources  EB5  IEB6 

 

By integrating security in every phase of SDLC authors found challenges also. Only 

challenge was found in every phase of SDLC that too through interviews. The identified 

challenge in every phase of security testing is listed in below table 35. 

 

Table 35: Common challenges of every phase of security testing in SDLC 
 

S.No Literature Review and 

Interview 

            Codes 

  Literature  Interview 

1. Lack of Awareness EC1 IEC3 

 

If security is integrated from the very first phase of SDLC more number of benefits are 

identified than applying security in last phase. If security is integrated at final phase then 

there will be fewer benefits when compared to every phase of SDLC.  

 

 By the study of art and practice, in state of art most of the papers concentrate on challenges 

of last phase of security testing and also they mainly concentrate on each and every phase 
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benefits. When we compare these results with the state of practice it also says the same thing 

as last phase has problems and every phase has benefits.  So, in practice most of the 

employees concluded that applying security testing in every phase is more beneficial in the 

projects and it is also more secure. It is because organizations are much satisfied with their 

results than the last phase results. So, from the above results the authors are concluding that 

each and every phase is the better choice to get the better results for organizations. So, to 

utilize those results organizations are shifting from last phase to each and every phase of 

security testing in SDLC. 

5.2 Validity Threats 
 

Authors are going to discuss about the threats which are occurred in our thesis in this section. 

Authors have conducted literature review and interviews for security testing of SDLC. There 

are four types of threats according to Wohlin [56]. They are 

 

Internal validity: 

 
Internal validity [56] concerns with the matter that may affect an independent variable’s 

causality, without the knowledge of the researcher. 

 

The main aim of conducting literature review is to find the benefits and challenges of last 

phase security testing and every phase of security testing of SDLC. In order to find articles 

we formulated a search string and started searching the articles from different databases. To 

extract extra information we used grey literature like books, links etc. We extracted a total of 

52 articles including grey literature and international databases which are shown in 

Appendix A.  

 

While formulating the search string we missed some important terms like web applications. 

Which may lead us to miss important data which are related to our study and not only that 

we extracted papers starting from the year 2002.  There was no related research started 

before 2002. This is a major threat. To overcome this threat, authors have gathered data by 

conducting interviews. During these interviews, authors have gathered both benefits and 

challenges in last phase and every phase.  

 

Selection of candidates for interviews might be a threat. Both the authors identified the 

interview participants through our friends, relatives circle and LinkedIn. To avoid this threat 

both the authors have studied their role before conducting interviews with them. If they are 

related to our research criteria we had taken meeting with them and conducted interviews. If 

they are not related to our research criteria we just ignored them.  

 

There is a chance of missing some information when conducting interviews. To avoid this 

threat we validated the interviews through emails and phone calls. While conducting phone 

interviews most of the organizations did not permit to record the interviews, so to make sure 

that we utilize the information in the right way we have prepared notes for data. In order to 

avoid any further misunderstandings, authors have guaranteed that information like the 

organization names will not be revealed.  

 

External validity: 
 

External validity [56] concerns with generalization of the findings to other contexts and 

environments than the one studied. 

 

There is a threat of information loss during email and phone interviews. Authors have 

validated our queries through emails and phones.  So, authors did not miss any information.  
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One threat is that, while sending an email, there may be a threat that the email ids are wrong. 

Authors have cross checked the mail ids so that we did not miss any emails. Another threat is 

loss of information during interviews. To avoid this situation authors recorded the phone 

calls during the interview.  

 

It provides more strength to avoid any external threats because, authors have gathered the 

information from different countries, organizations, backgrounds, different roles in 

organizations and also considered the practitioners with a minimum of 3 years experience to 

interview them. Due to time limitations, authors conducted interviews with only 18 

practitioners in 7 organizations. This number might seem to be insufficient for the high 

validation of benefits and challenges of security testing in SDLC.  

 

Construct validity:  

 

 

Construct validity [56] concerns whether we measure what we believe we measure.  

 

When the authors have started extracting the articles there is chance of missing some 

important articles. To avoid this threat both the authors cross verified the articles that were 

gathered.  

 

In Literature review we started our searching from 1970’s and we did not find a single article 

until 2002. To avoid this threat we had gone through keywords and search string and started 

review again. We extracted some article from 1990’s but those articles are not related to our 

research criteria so we excluded those articles.  

 

When we are analyzing the interview data there is a chance of misalignment in the extraction 

process. To overcome this threat, the extracted data from interviews are clearly analyzed 

through sorting and coding technique.  

 

Conclusion Validity: 

 
Conclusion validity [56] concerns the relationship between the treatment and the outcome.  

 

There is a chance of missing some benefits and challenges from last phase of security testing 

and every phase of security testing of SDLC. To avoid that we have extracted the 

information in the data extraction process based on the selection criteria as shown in 

Appendix A. In addition both authors performed a pilot study in order to extract benefits and 

challenges of integrating security in SDLC. After extracting the benefits and challenges we 

made a discussion regarding the extracted data. We made an agreement on how to extract the 

benefits and challenges and also how to code them. Based on that agreement we extracted 

the data.  

 

When the results are compared between literature and interviews, the threat may occur. 

Authors have used comparative data analysis to overcome this threat. It is because authors 

have applied this analysis to RQ3. Our main idea is to identify the benefits and challenges in 

project development regarding security testing. 
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6 EPILOGUE 

6.1 Conclusion 
 

Nowadays most of the organizations are shifting their projects from last phase to every phase 

of security testing in SDLC. To know the reasons behind the shifting, authors have 

conducted a literature review and interviews with organizations. At first, we have conducted 

a literature review and extracted the data. Next authors performed interviews in 7 different 

organizations from 18 practitioners. 

 

Authors had observed in Literature review that last phase has problems and every phase has 

benefits. So, these results have extracted from the current state of art. Next authors want to 

observe these results from the current state of practice, so authors conducted interviews with 

practitioners from different organizations. 

 

Most of the companies are applying each and every phase of security testing in SDLC but 

some companies are still applying security testing in last phase of SDLC. Among the 18 

employees, Maximum employees gave the preference to each and every phase is better. 

 

Below table 36 listed the number of benefits and challenges were founded in both literature 

and interviews.  

 

Table 36: Total Number of Benefits and Challenges 
 

 Last Phase Each and Every 

Phase 

Benefits Challenges Benefits  Challenges 

Literature 

Review 

0 5 6 1 

Interviews 2 7 6 4 

Common From 

both Studies 

0 3 5 1 

 

From table 36, the lists of literature review results count were written in first row. In second 

row interviews results count were written. In the last row we have shown the common 

benefits and challenges count was written from both studies (literature and interviews). It 

shows that there will be a difference in state of art and state of practice.  

 

From table 36, results show that, in literature, most of the authors have not concentrated 

much on the benefits. But, in interviews, the employees discussed about the benefits. Here in 

the every phase, most of the employees discusses about the challenges. Very less employees 

have discussed about these benefits.  

 

The literature review discusses 5 challenges in last phase of security testing where as 

interviews discusses 7 challenges. The 3 common challenges from both the studies were 

listed in table 37. So, to overcome those challenges most of the companies have shifted to 

each and every phase. 
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Table 37: List of Common Challenges from Both Studies 
 

S.No 

Literature review and 

Interview 

1.   More Expensive 

 2.  Vulnerabilities 

 3.  Resources 

 

Literature and interviews both concentrate on benefits of every phase of security testing. 

From the literature review 6 benefits were discussed and also from interviews 6 benefits are 

discussed. 5 common benefits were found from both the studies are listed in below table 38. 

 

Table 38: List of Common Benefits from Both the Studies 
 

S.No 

Literature review and 

Interview 

 1  Less Expensive 

 2  Time 

 3  Secure 

 4  Vulnerabilities 

5 Resources 

 

From both the studies, the challenges are discussed about each and every phase of security 

testing in SDLC. In literature most of the researchers and from interviews most of the 

practitioners are concentrating on only one common challenge i.e.,  Lack of awareness. In 

interviews the practitioner’s discuses about 3 extra problems when compared to literature. 

Although the practitioners discuss about the problems in every phase, they say that applying 

security testing in each and every phase is better option when compared to last phase.  

 

When compared to literature, the organizations are facing more advantages and also last 

phase challenges were converted to benefits when security testing is applied in every phase 

of SDLC. Interview results are better than literature results. When both the results are 

compared, authors came to a conclusion that implementing security testing in every phase of 

SDLC is a better option. The reasons behind shifting can also be understood from the 

comparison. 

 

The results which authors got are based on the reality because authors conducted interviews 

in 7 organizations and in order to extract the benefits and challenges of security testing in 

SDLC. So, by this reason these results will be very helpful for the reality in organizations. 

Mostly the new established or new projects will be helped by our results. They can easily get 

to know at which phase of applying security testing is the most benefited one. From state of 

art and state of practice, authors came to known that applying security testing in every phase 

of SDLC is a better practice.  
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6.2 Answers to Research Questions 
 

1Q)  what are the benefits and challenges that organizations are facing when they perform 

security testing in the last phase of SDLC? 

Answer: 

Literature Review:  The authors did not get a single benefit from the literature review 

because most of the researchers are concentrating mostly on the last phase challenges. They 

did not even discuss about a single benefit. 

 

The extraction of challenges is listed in section 3.2 in literature review.  

 

Interviews: In interviews employees are saying that last phase had benefits but those 

benefits do not comply to complete success in the project. Benefits through interviews are 

discussed in section 4.2 

 

Last phase challenges from interviews are discussed in section 4.3 

 

2Q)  what are the benefits and challenges that organizations are facing when they perform 

security testing in every phase of SDLC? 

Answer:  

Literature Review: Most of the articles gathered through literature review are saying that 

applying security testing in every phase of SDLC has more benefits. The benefits list and 

occurrence of benefits are explained in section 3.3. 

 

In literature researchers are saying that it has very few challenges and they are less 

concentrating on those challenges. Challenges of applying security testing in every phase of 

SDLC are explained in section 3.4. 

 

Interviews: In interviews most of the employees are saying that every phase has more 

benefits because of integrating security in starting phase of SDLC. It is clearly explained in 

Section 4.4. 

 

In interviews employees are saying that although it has more benefits it has problems also. A 

clear explanation of problems are discussed in section 4.5  

 

3Q) what are the differences between applying security testing in last phase and every phase 

of SDLC in terms of Benefits and Challenges? 

Answer:  

Literature Review: The differences between benefits and challenges of last phase of 

security testing and every phase of security testing are clearly explained in section 3.5 and 

3.6. In that section we clearly explained about how the challenges are getting mitigated and 

are being getting converted it to benefits in every phase through mappings.  

 

Interviews: We clearly explained about the benefits and challenges of last phase and every 

phase of security testing in SDLC. Here also we explained clearly how the challenges are 

converting in to benefits through mapping. We explained in section 4.6 and 4.7 

 

Comparative Analysis: By comparing both literature review and interviews we done a 

mapping study in section 5.1. Here we discussed about the common benefits and challenges 

from both the studies. In section 5.1 we also clearly discuss which implementation is better 

one. 
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6.3 Thesis Limitations 
 

At first authors, want to conduct an experiment or a case study in one organization. But, 

because of lack of time and resources the authors conducted interviews in organizations. So, 

Authors wanted to cover large pool of audience around globe. Due to this reason author’s 

choice was shifted from case study to interviews. 

 

The authors got 30 interviews from different organizations, but some haven’t responded 

when conducted through email. Due to lack of time we ended the interviews with 18 

employees. To get better results, more interviews have to be done. We stated this as our 

future work. 

6.4 Future Work 
 

In this section, the future work of security testing in SDLC is described here. 

 

 In literature, researchers had not discussed about the benefits of last phase of security 

testing in SDLC. Their main focus is on the problems of last phase. So a research should 

be done in this area. 

 Authors don’t have sufficient time to get more results, so authors conducted an interview 

with 18 practitioners. To get more results a future work should be conducted in real time. 

A case study should be done by observing a project in the organization.  

 From the results, authors concluded that applying security testing in each and every 

phase is the better option. A framework or model needs to be designed like SDLC model 

and the projects have to be developed as per the model. So, by developing this model all 

the vulnerabilities will be mitigated easily and the application will be well secured.   
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8 APPENDIX 

8.1 APPENIDIX A 
The below are the papers which we have selected to perform a literature review 

Paper Id Paper Name Paper Year Data Base

P1 Secure Systems Development Based on the Common Criteria: The PalME Project* 2002 Scopus

P2 Building More Secure Software with Improved Development Processes 2004 Scopus

P3 The Trustworthy Computing Security Development Lifecycle 2004 IEEE

P4 Software Penetration Testing 2005 IEEE

P5 Software Security Analysis - Execution Phase Audit 2005 IEEE

P6 A Case for Instilling Security as a Core Programming Skill 2006 IEEE

P7 Web Application Security Engineering 2006 IEEE

P8 Security in Coding Phase of SDLC 2007 IEEE

P9 Secure Software Development through Coding Conventions and Frameworks 2007 IEEE

P10 Design of a Process for Software Security 2007 IEEE

P11 S2D-ProM: A Strategy Oriented Process Model for Secure Software Development 2007 Scopus

P12 Software Testing for security 2007 Inspec

P13

Catalog of Metrics for Assessing Security Risks of Software throughout

the Software Development Life Cycle 2008 Inspec

P14 Software Security; A Vulnerability-Activity Revisit 2008 IEEE

P15 A New Security Sensitivity Measurement for Software Variables* 2008 IEEE

P16 Integrating Static Analysis into a Secure Software Development Process 2008 IEEE

P17

Security Requirements Engineering; State of the

Art and Research Challenges 2008 ISI

P18 Security Estimation Framework: Design Phase Perspective 2009 IEEE

P19 Extending Model Driven Architecture with Software Security Assessment 2009 IEEE

P20 Identifying Security Requirements Hybrid Technique 2009 IEEE

P21 Security Test Generation using Threat Trees 2009 IEEE

P22 Activity and Artifact Views of a Secure Software Development Process 2009 IEEE

P23 hAcmegame: A Tool for Teaching Software Security 2009 IEEE

P24 Identifying Security Bug Reports via Text Mining: An Industrial Case Study 2010 IEEE

P25 Constructing Authorization Systems Using Assurance Management Framework 2010 IEEE

P26 An Analyzer-based Software Security Measurement Model for Enhancing Software System Security 2010 IEEE

P27 A Model-Driven Penetration Test Framework for Web Applications 2010 IEEE

P28 Integrating Application Security into Software Development 2010 IEEE

P29 Performance Analysis of Distributed Software Systems: A Model-Driven Approach 2010 IEEE

P30 The road to Hell1 is paved with good intentions: A story of (in)secure software development 2010 Scopus

P31 A Quantitative Analysis into the Economics of Correcting Software Bugs 2011 Scopus

P32 Web Application Security 2011 IEEE

P33 Systematizing Security Test Case Planning Using Functional Requirements Phrases 2011 Scopus

P34 web application security with improving critical web based applications quality through in depth- security analysis2011 IEEE

P35 Software security checklist for the software life cycle 2003 IEEE

                                                 Grey Literature

P36 Software Security Building -Security In 2006 BOOK

P37 Testing Web Security 2002 BOOK

P38 Professional Pen Testing For Web Applications 2006 BOOK

P39 Security Strategies in Web Applications and Social Networking 2010 BOOK

P40 Fuzzing for Software Security Testing and Quality Assurance 2008 BOOK

P41 Hacking Exposed Web Applications 2002 BOOK

P42 Integrating Security Testing into Quality Control, IBM

P43 Web Application Security Testing, Australia

P44 IBM Rational Application Security Extending Application Security Testing across the SDLC, IBM

P45 Proactive risk mitigation within the Software Development  Lifecycle by OWASP, OWASP

P46 Ev aluating Web Application Firewalls - Things to Keep in Mind by Security Week 

P47 Code Wars: Why Web Application Firewalls Are Not the Enemy of the SDLC by Security Week

P48 Case Study: Securing Web Applications by Security Week

P49 developing and retaining a security testing mindset 2008

P50 An Attack Scenario Based Approach for Software Security Testing at Design Stage 2008

P51 OWASP testing Guide

P52 https://www.owasp.org/images/2/28/Effective_Software_Security_Management.pdf. 
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8.1.1 Listed Papers 
 

The below are the benefits and challenges we have selected from the papers: 

 

Challenges Benefits Challenges Benefits

P1 Secure Systems Developments Based on the Common Criteria: The PalME Project* LC1,LC5 EB1,EB2,EB5

P2 Building More Secure Software with Improved Development Processes LC2 EB3, EB4

P3 The Trustworthy Computing Security Development Lifecycle LC2,LC3 EB3, EB4

P4 Software Penetration Testing LC1 EC1 NA

P5 Software Security Analysis - Execution Phase Audit LC1, LC3,LC5 NA

P6 A Case for Instilling Security as a Core Programming Skill LC1,LC2 EB4,EB1

P7 Web Application Security Engineering LC4,LC3 EB4, EB2,EB3

P8 Security in Coding Phase of SDLC LC1, EB3, EB1,EB5

P9 Secure Software Development through Coding Conventions and Frameworks LC2,LC3 EB3

P10 Design of a Process for Software Security LC4,LC5 EB1, EB5, EB4

P11 S2D-ProM: A Strategy Oriented Process Model for Secure Software Development LC1, LC3 EB4, EB3

P12 Software Testing for security LC1,  LC4, LC2 EB6, EB1, EB2

P13

Catalog of Metrics for Assessing Security Risks of Software throughout

the Software Development Life Cycle LC3 EB3

P14 Software Security; A Vulnerability-Activity Revisit LC1, LC2 EB4, EB1, EB2

P15 A New Security Sensitivity Measurement for Software Variables* LC2 EB1

P16 Integrating Static Analysis into a Secure Software Development Process LC1, LC2,LC4 EB1,EB2,EB6

P17

Security Requirements Engineering; State of the

Art and Research Challenges LC3 NA

P18 Security Estimation Framework: Design Phase Perspective LC3, LC1 EB1, EB3

P19 Extending Model Driven Architecture with Software Security Assessment LC3, LC1,LC2 EB3, EB1, EB2

P20 Identifying Security Requirements Hybrid Technique LC3 EB2

P21 Security Test Generation using Threat Trees LC1,,LC2 EB1

P22 Activity and Artifact Views of a Secure Software Development Process LC1 EB4, EB3,EB5

P23 hAcmegame: A Tool for Teaching Software Security NA EC1 NA

P24 Identifying Security Bug Reports via Text Mining: An Industrial Case Study LC1 NA

P25 Constructing Authorization Systems Using Assurance Management Framework NA EC1 EB3, EB2

P26 An Analyzer-based Software Security Measurement Model for Enhancing Software System Security LC1, LC3 NA

P27 A Model-Driven Penetration Test Framework for Web Applications LC1, LC4, LC2 EB1, EB2

P28 Integrating Application Security into Software Development LC4,LC5 EB6, EB4,EB5

P29 Performance Analysis of Distributed Software Systems: A Model-Driven Approach LC1 EB1

P30 The road to Hell1 is paved with good intentions: A story of (in)secure software development NA EB1, EB2

P31 A Quantitative Analysis into the Economics of Correcting Software Bugs LC1 NA

P32 Web Application Security LC1 NA

P33 Systematizing Security Test Case Planning Using Functional Requirements Phrases LC5 EB1,EB2,EB4, EB5

P34 web application security with improving critical web based applications quality through in depth- security analysisLC1, LC5 EB1, EB2,EB3,EB5

P35 Software security checklist for the software life cycle NA EC1 EB1, EB4

                                                                     Grey Literature 

P36 Software Security Building -Security In NA EC1 EB4

P37 Testing Web Security LC1,LC2,LC4 NA

P38 Professional Pen Testing For Web Applications LC2,LC4,LC5 NA

P39 Security Strategies in Web Applications and Social Networking LC2, EB1,EB4

P40 Fuzzing for Software Security Testing and Quality Assurance LC1,LC2,LC4 EB1,EB4

P41 Hacking Exposed Web Applications LC1 NA

P42 Integrating Security Testing into Quality Control, IBM NA EB1,EB2,EB3,EB4,EB5

P43 Web Application Security Testing, Australia NA EB4

P44 IBM Rational Application Security Extending Application Security Testing across the SDLC, IBM NA EB1,EB2,EB3,EB4

P45 Proactive risk mitigation within the Software Development  Lifecycle by OWASP, OWASP NA EC1 EB3

P46 Ev aluating Web Application Firewalls - Things to Keep in Mind by Security Week LC2 NA

P47 Code Wars: Why Web Application Firewalls Are Not the Enemy of the SDLC by Security Week LC2,LC5,LC3 NA

P48 Case Study: Securing Web Applications by Security Week LC2,LC4,LC5 EB1,EB3,EB6

P49 developing and retaining a security testing mindset LC3 EC1 EB5

P50 An Attack Scenario Based Approach for Software Security Testing at Design Stage LC2 EB4

P51 OWASP testing Guide NA EC1 EB4

P52 https://www.owasp.org/images/2/28/Effective_Software_Security_Management.pdf. NA EC1 EB4

Every PhaseLast Phase

Paper Id Paper title
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8.1.2 Coding 
 

 

Challenges Symbols Benefits Symbols Challenges Symbols

More Expensive LC1 Less Expensive EB1 Lack of Awareness EC1

Vulnerabilities. LC2 Time EB2

Secure LC3 More secure EB3

Code coverage LC4 Vulnerabilities EB4

Resources LC5 Resources EB5

Code Coverage EB6

LC= literature Challenge of Last Phase

EB= Literature Benefit of Every Phase EC= Literature Challenge of Every Phase

Last Phase Challenges Every Phase Every Phase
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8.2 APPENDIX B 

 

8.2.1 Interview Questions 
 

The interview questions are listed below. 

 What is your role in your organization and about your experience that you have in 

software development process? 

 What type of testing will you use in every phase of SDLC? What sort of security 

testing was performed previously and at present? 

 Previously how the security testing was performed in SDLC? 

 What are the benefits and challenges you observed while performing security testing 

in the last phase of SDLC? 

 What are the problems that you have faced while applying security testing in the last 

phase? 

 Do you think cost, time and other resources are being efficiently used? If not can we 

know the reason? 

 If you face certain malfunctions when doing security testing at final stage of SDLC. 

What are you going to do? 

 Are you able to use the resources when security testing in the final stage of SDLC to 

clear the vulnerabilities? 

 Do you think there are some risk factors in applying security testing in the last 

phase? 

 How you are evaluated the results of security testing in the last phase? 

 How will you perform security testing in SDLC now? 

 Is there is a necessary to shift from last phase to every phase of security testing? 

 If we are applying security testing at each and every phase of SDLC, what are the 

challenges you are facing in the project? 

 What are the changes you are observing by applying security testing in each and 

every phase? 

 How you are evaluating the results after shifting from last phase? 

 Are your results are improved after shifting? 

 How can you analyze that results are improved? 

 Is your project output results are very good after shifting? Is the risk factors are 

going to be cleared even after shifting? 

 After shifting are you able to maintain the normal cost and time? 

 After shifting are you able to use all the resources at a right time? 

 What are the benefits and challenges you are facing when comparing with last phase 

of SDLC? 

 Which phase of applying security testing is the most efficient one?  

 Do you think there are certain benefits clarifications of all vulnerabilities in each and 

every phase of SDLC? 

 By applying security testing in each and every phase of SDLC can you utilize the 

resources in an efficient way? 

 What are the challenges you face when performing security testing in the last phase 

of SDLC? 
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8.2.2 Excel Sheet 
 

The interview benefits and challenges have attached from each employee is 

gathered in the form of excel sheet. It is attached below: 

 

 

Companies Employee Names Last Phase Benefits Last Phase Challenges Every Phase Benefits Every Phase Challenges

A Participant A IBL1, IBL2 ILC1, ILC2, ILC3,ILC4 IEB1,IEB2,IEB3,IEB4,IEB5 IEC4, IEC1

Participant B IBL2 ILC1, ILC2,ILC3, ILC4 IEB3,IEB2, IEB4 IEC2

Participant C ILC3, ILC2 IEB4, IEB3 IEC1

Participant D ILC1, ILC2, ILC3,ILC4 IEB2, IEB4 IEC2

Participant E ILC2, ILC3, ILC4 IEB3, IEB4, IEB5, IEB2 IEC2, IEC3

 B Participant F IBL1 ILC2, ILC3, ILC4 IEB3,IEB4,IEB6,IEB2IEB5 IEC3

Participant G ILC2,ILC4,ILC3,ILC1 IEB3,IEB5,IEB4,IEB2,IEB6 IEC3

C Participant H ILC1,ILC3,ILC5,ILC4,ILC2 IEB3,IEB2,IEB4 IEC3

Participant I ILC3,ILC2,ILC4 IEB3, IEB2,IEB4, IEB5 NA

Participant J ILC3,ILC2,ILC4 IEB3, IEB4,IEB5,IEB2 IEC4

Participant K ILC3, ILC2,ILC4 IEB5,IEB4,IEB3, IEB2 IEC1

Participant L ILC1, ILC2,  ILC3,ILC4,ILC6,ILC7 IEB3,IEB2,IEB5,IEB4 IEC3,IEC2

  D Participant M ILC3,ILC4 IEB2,IEB3,IEB5 NA

Participant N ILC3,ILC4 NA NA

 E Participant O ILC2,ILC3,ILC4 IEB2,IEB3,IEB4, IBE5 NA

Participant P IBL2 ILC2,ILC3,ILC5 IEB3,IEB4,IEB6,IEB5,IEB2 NA

 F Participant Q IBL2 ILC2,ILC3,ILC4,ILC1 IEB3,IEB4,IEB5,IEB2 IEC3,IEC2,IEC4

 G Participant R IBL2 ILC2,ILC3 IEB1,IEB3 IEC1
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8.2.3 Interview Coding 
 

The below are the coding give for the above used benefits and challenges: 

 

 

Last Phase Benefits Interviews Coding Last Phase Challenges Interviews Coding Every Phase Benefits Codings Every Phase Challenges Codings

Tester IBL1 Vulnerabilities ILC1 Secure IEB1 Tester Waiting IEC1

Not changing of Requirements IBL2 More Expensive ILC2 Vulnerabilities IEB2 Addditional resources IEC2

Time Delay ILC3 Less Expensive IEB3 lack of awarness IEC3

Resources ILC4 Time IEB4 Requirements may change IEC4

Quality ILC5 Resources IEB5

Proper planning ILC6 Quality IEB6

Impact on Credibility ILC7

Interviews Benefits of Every Phase= IEB

                                 Interviews Challenges of Last Phase= ILC

Interviews Benefits of Last phase= IBL 

Interviews Challenges of Every Phase= IEC

 


