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ABSTRACT 
 
 

 

Effective device management is not trivial due to a 

variety of devices and software. To keep costs to 
minimum companies must effectively utilize a 

unified solution for device management. This 

research investigated Funambol’s implementation 
of Open Mobile Alliance Device Management 

(OMA DM) which is the most popular device 

management solution.  
Interviews were used to set experiments and create 

realistic test cases. A set of devices and a collection 

of Funambol software were used to create device 

management sessions. All of the sessions were 
recorded, analysed, manipulated and resent to 

identify efficient ways of device management. 

Additionally, an influence of compression and 
buffer-like mechanisms were checked. 

Methods and guidelines are provided for efficient 

use of OMA DM as well as a reliable analysis of 
OMA DM Sessions under various conditions. 

It was found that for most data it is best to use a 

built-in transport protocol compressor. Hypertext 

Transfer Protocol’s (HTTP) deflate with a 
combination of client-side buffering-like 

mechanism at a client side performed best at most 

cases. Funambol’s implementation of the Binary 
Extensible Markup Language (WBXML), in most 

cases, performed very badly, even though it was 

designed specifically to compress OMA DM 

Session messages. It was found that for an efficient 
use of OMA DM a proper software option set (e.g. 

forced use of compression) may be sufficient. 

 
Keywords: OMA DM, Funambol, testing. 
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1 INTRODUCTION 

Device Management (DM) is the name of a set of tools and actions used to maintain, 
provision and bootstrap various devices [1]. Similarly to network management, DM serves a 

wide range of purposes usually described by the FCAPS (Fault, Configuration, Accounting, 

Performance, Security) model [2]. The difference between DM and network management is 

that DM concentrates on managed devices without investigating the managing device and 
links between them [3].  

 

Since no standardized and no de facto device management definition exists the concept is 
interpreted and implemented in several ways. However, every one of them meets the same 

functional requirements described at a high conceptual level [4, 5, 6]. For instance: Open 

Mobile Alliance (OMA) specifies that device management is used to maintain, monitor, 
diagnose, provision and retrieve firmware and software from devices [4]. No strict rules on 

implementation are provided; instead OMA provides a set of guidelines for developers. 

 

In most cases DM tasks are fulfilled by complex software working in a client-server 
architecture, with one server controlling many clients. A device administrator uses 

presentation layer to operate the software and fulfil DM tasks [5]. A new trend for 

distributed DM with auto configurable is just emerging. Such a setup uses no servers and is 
adaptable to environment changes. Each device uses self-managing mechanisms to perform 

DM tasks and a network adaptation mechanism to maintain connectivity [6]. At the moment 

there is no standardized description of any standard of this kind. 
 

Even though the interpretation of DM definitions vary there are fixed requirements that must 

be fulfilled [7]. OMA has prepared a list of categories of requirements for DM. One of the 

most important is DM security. This set shows current trends in DM security, i.e. what has to 
be fulfilled by each DM implementation [8]: 

 

 High level functional requirements 

o Security 
 General security requirements 

 Authentication 

 Authorisation 

 Integrity protection 
 Confidentiality protection 

 Smart card security 

o Recording 
o Administration and Configuration 

o Usability 

o Interoperability 
o Privacy 

 Overall System Requirements 

 System Elements Requirements 

o Device 

 Interfaces to other devices 

 Interface to device management servers 
o Smart card 

 Interface to device management servers 

 PC Agent 

o Interface to devices 
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 Overall Device Management Server 

o Interface to devices 

o Interface to other device management servers 

o Interface to external 

 Network Interfaces 

 

Having a set of functional and security requirements for DM developers are able to prepare 

DM software. However, DM is a general description of how to manage devices, without the 
need for detailed specification of every element included. Thus, DM is a more of a concept 

than a precise solution or a formal description. 

 

 

1.1 Open Mobile Alliance 
 

The Open Mobile Alliance (OMA) is comprised of companies that work together to develop 
standardized solutions which can be used with mobile devices. OMA standards body was 

established in June 2002 by almost 200 companies from the IT sector. This was achieved by 

consolidating WAP Forum and supporters of the early OMA initiative: Mobile Gaming 
Interoperability Forum, Wireless Village, Mobile Wireless Internet Forum, Location 

Interoperability Forum, MMS Interoperability Group and SyncML Initiative [9]. Many of 

them are still strongly connected with networking and mobile communication. 

 
The SyncML Initiative was a group of companies that worked together to produce universal, 

flexible and open specification for data synchronization and DM. Before the SyncML 

Initiative began its work, these tasks were complicated, i.e. they were highly user demanding 
and non-standardised, which led to barriers in mobile device usage. A lot of SyncML 

Initiative‟s ideas were merged into OMA and later extended [4]. 

 
OMA is neither a government-controlled nor a government-sponsored institution (like e.g. 

International Telecommunication Union) but an organization which associates companies 

that work on developing common standards [10]. Membership of OMA is voluntary and the 

organization is opened to new members. Application of standards developed by OMA is 
voluntary, meaning that every manufacturer can implement them, making the device 

compatible to some version of the standard. OMA members that own property rights on 

technologies used in OMA solutions must agree to provide licences to their technologies on 
the Fair, Reasonable, and Non-Discriminatory Terms (FRAND) licensing policy. This way 

OMA can deliver open technical specifications. 

 
Present OMA members can be categorized into four main categories: 

 

 Wireless Vendors 

 Information Technology Companies 

 Mobile Operators 

 Application & Content Providers 

 

Most of the major companies that operate in the mobile communication scope are members 
of the OMA: Ericsson, Nokia, Samsung, T-Mobile, Microsoft and IBM. At the moment there 

are over 400 geographically dispersed members [11]. A list of current members list can be 

found at OMA‟s webpage.  
 

OMA tries to stimulate mobile market growth by making sure there are no technical 

obstacles to interoperability. This is done by developing diverse standards for mobile 

services. Ideally, each device vendor would implement those unified standards and provide 
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end user with the best possible experience. This kind of behaviour not only stimulates the 

product sale, but also indirectly contributes to broadening world knowledge, as most of the 

developed standards are open [12]. 
 

From an engineering point of view, regardless of motivation, OMA produces solid and well 

described unified standards that can be used by various devices. They are developed to be 
independent of operating system and hardware. All products and services used in the 

standards are either open source or patent free. The same applies to protocols, interfaces and 

any other mechanisms used. What is more, an application layer does not imply any specific 

solutions. Applications and platforms are interoperable [13].  
 

The OMA is divided into several working groups and committees [14]: 

 

 Architecture 

 Broadcasting 

 Content Delivery 

 Data Synchronization 

 Device Management 

 Digital Rights Management 

 Interoperability 

 Location 

 Messaging 

 Presence & Availability 

 Release and Planning Management 

 Requirements 

 

Standards developed by Open Mobile Alliance Device Management Working Group (OMA 

DM WG) were analysed in this research. The group specifies protocols and mechanisms that 
are used in DM. That includes configuration of the device in order to access services as well 

as management of the device itself. Those tasks must be done continuously during the whole 

life-cycle of the device [15].  

 
 

1.2 Open Mobile Alliance Device Management Working 

Group 
 

Open Mobile Alliance Device Management Working Group (OMA DM WG) is a group 

within OMA dealing with DM. The group is constantly working on DM issues, by creating 
and updating protocols and mechanisms within Open Mobile Alliance Device Management 

(OMA DM) specifications. Those solutions enable DM in a highly unified and standardized 

way, mainly by fulfilling four basic tasks [15]: 
 

 initial configuration setting 

 initial device information setting and its further updating 

 management information gathering 

 alarms processing 

 

Information is meant mostly as: software packages, configuration settings, applications and 

operating systems parameters.  
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One of key achievements of OMA DM WG is the modularity in OMA DM, which enables 

devices to implement all or just some of the tasks specified above. Typically only a 

subsection of tasks is covered [9]: 
 

 first time device configuration 

 further configuration of the device and installed applications 

 software upgrades 

 fault management 

 

The whole management process has to be performed with respect to software and hardware 
limitations of mobile devices. That includes device limitations (e.g. memory, processor, 

storage, operating system limitations) as well as environmental limitations (e.g. use of 

unreliable network connections, bandwidth limitations, security) [16]. OMA DM WG 

constructs mechanisms considering those limitations, so they can be implemented in various 
devices which would later work in diverse environments. 

 

OMA DM WG does not only produce and update own standards but works in collaboration 
with other OMA work groups and external organizations as well. OMA DM WG tries to stay 

up to date with all other standards, to prevent duplicating the work done by other groups or 

consortia. Four tasks are considered essential [15]: 
 

 assessing the impact of any other standards, already developed or being under 

development 

 participating in sub-working groups to ensure the work is divided equally among 

participants 

 collaborating with other internal and external organizations, to provide feedback 

about the work done by OMA DM WG and gather new information from others 

 preparing, updating and maintaining specifications, recommendations and any other 

documents required to become familiar with and implement standards developed by 

OMA DM WG 

 
OMA DM WG collaborates in particular with Standard Organizations and Industry 

Consortia. That includes working with 3GPP, 3GPP2, TMF, OSGI and WiFi Alliance [9]. 

 
 

1.3 Problem Description 
 

The main problem with DM is to efficiently manage devices with different capabilities and 
modes of  usage operating in networks of various sizes [17]. There is no unified solution to 

manage all types of devices working in all types of networks. Instead, many small projects 

are developed simultaneously forcing administrators to use several types of software [18]. 
Usually, each hardware vendor creates custom software for DM [2]. This solution generates 

additional costs of different kinds: the need for additional hardware, software and human 

power to operate it as well as the cost of knowledge required to use the software and the 
typically hidden and rarely calculated cost of degraded quality of service [19]. For example a 

phonebook retrieval from a mobile phone may require two separate approaches. One may 

use open source non-optimized software which exchanges uncompressed data, while the 

other utilizes a vendor-specific solution with heavy compression mechanisms. Two different 
types of software with the same functionality differ in efficiency. The vendor-specific 

software is expensive but optimized while the vendor-neutral is free but not optimized. It is 

impossible to install and use both types of software because maintaining two separate 
installations incurs a significant cost (e.g. server resources usage, inefficient network usage). 
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The problem of choosing the appropriate DM solution, analysing it and performing 

optimization is not trivial.  

 
This research addressed the problem of efficient and unified DM in a diverse environment 

without analysing the networks devices operate in. This allowed concentration on the DM 

issues independently of examining network structures. 
 

Open Mobile Alliance Device Management (OMA DM), is the most widely used standard 

for device management [3]. Because of such popularity, the number of OMA DM 

deployments is large and the question of how to use OMA DM most efficiently has become 
important. The analysis done in this research investigated OMA DM solution in order to find 

most efficient ways to use it. The performance of OMA DM has the most influence on speed 

and resource usage in every DM scenario, thus it should be considered as an important 
element of efficiency. 

 

Even though the network structures were not analysed in this research, network problems 
such as: poor wireless networks reliability [20] or unnecessary retransmissions caused by big 

(Round Trip Time) RTTs [21] justified the need for efficient DM. An inefficient DM system 

used in an unreliable environment is likely to fail. The need for an efficient approach to DM 

system is significant [22]. 
 

 

1.4 Research Goals 
 

The aim of this study is to characterise the performance behaviour of OMA DM Session 

Messages under buffering and compressions conditions. These conditions are investigated 
through a representative set of test cases. Since the OMA DM specification is functional and 

abstract, a combination of quantitative and qualitative research methods were used to define 

its scope and actual usage. These aims were investigated through the following research 

questions: 
 

Question 1 

 
In order to analyse the behaviour of OMA DM in real-world scenarios the research answered 

the question of how to define a set of benchmarks that covers real-world usage in a 

representative manner. The collection of the raw data and the analysis of which scenarios are 

necessary is described in Section 3.1. 
 

Question 2 

 
To reliably analyse the efficiency of OMA DM the question of which measurements are 

suitable for determining efficiency and what is the relationship between them was answered. 

The factors that influence efficiency, the method of its evaluation and a set of measurements 
are described in Section 4.1.3. 

 

Question 3 

 
The question of OMA DM messages content classification as either time-sensitive or time-

insensitive was raised. Section 4.2.2.3 presents the analysis of time sensitivity and justifies 

further buffering experiment setup. 
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Question 4 

 

The question of how buffering and compression affected the performance of OMA DM was 
answered. The results of the compression and buffering experiments are discussed in Section 

4.3.3 and section 4.4.3. 

 

Question 5 

 

In order to answer how to use OMA DM to ensure the best efficiency all experiment results 

were analysed. A set of recommendations was created and described in Chapter 5. 
 

 

1.5 Qualitative Data Collection 
 

In order to determine which DM tasks are most common in real-world situations interviews 

were conducted. Each questioned person described most popular management tasks he or she 
does periodically. Tasks were categorised and confronted with OMA DM description of DM. 

Corresponding tasks were identified and a list of most common DM tasks among 

interviewed people was produced. The list was used to build test scenarios and conduct the 

experiments. 
 

Interview worksheet is included as Appendix A in this thesis. With every question asked a 

short question description was provided. This way people not familiar with technology could 
provide valuable answers. When necessary additional questions were asked to clarify 

answers (e.g. to determine maximum photo size a mobile phone model was identified). 

 
Interview was conducted among the group of 162 people aged from 16 up to 85. Nearly 47% 

of the respondents were female. A wide range of professions was represented including IT 

specialists and people who do not use electronic devices on daily basis. Most people (67%) 

owned one or two mobile electronic devices and almost one third of them used the device for 
work. Most of the people have used various mobile electronic devices for more than 5 years. 

 

Analysis of the interview results is presented in Chapter 3. 
 

 

1.6 Quantitative Analysis 
 

Several experiments were run. Each experiment tested OMA DM solutions by simulating a 

DM session. Every experiment used different data in different configuration to generate 

sessions. With each run available software features were used to transform data (e.g. encode 
with base64) to represent most real world situations and cover a wide range of cases. Every 

experiment tested different types of data to ensure a representative data set (e.g. to cover a 

range of different entropy texts). Data was chosen based on use-cases to represent real world 
situations. 

 

The description of conducted experiments and their outcomes is provided further in this 
thesis. For every experiment an analysis is made and conclusions are drawn. An analysis of 

the experiments results allowed answering Research Questions and producing Research 

Outcomes. 
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1.7 Thesis outline 
 

Chapter 2 summarises background work in the field of DM. This description justifies the 
research and presents current knowledge on the topic. 

 

In Chapter 3 test scenarios are created and explained. Their choice is justified by an analysis 
of the interview results. Test scenarios are used in all the experiments. 

 

Chapter 4 presents the results of compression and buffering experiments as well as results of 
an experiment showing default OMA DM Server behaviour. An analysis is made to create a 

description of an OMA DM efficient usage under buffering and compression conditions. 

Different metrics are related to each other to present consistent and reliable conclusions. 

 
Chapter 5 summarises the research and presents a list of recommendations for effective 

OMA DM-based device management. It also discusses further work which can be done in 

the field. 
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2 BACKGROUND 

2.1 Open Mobile Alliance Device Management 
 

Open Mobile Alliance Device Management (OMA DM) is a set of protocols, objects and 

practices used for: managing the installation, “provisioning, retrieving, maintaining, 
monitoring and diagnosing of the firmware, software, and hardware capabilities of a mobile 

device” [9]. Protocols, objects and practises combined all together provide coherent ways for 

DM which are universal and manufacturer-independent. With respect to innovations 

introduced by manufacturers OMA DM describes DM more in a form of solutions and 
suggestions rather than in a set of technical rules and commands. That is also why often 

OMA DM extends beyond the scope of DM. Technical data is reduced to minimum, but is 

never omitted if required for the right work of a particular solution [23]. 
 

A slightly different approach defines OMA DM a set of three components [12]: 

 

 Protocol and Mechanism - protocol used between client and server together with a  

mechanism to transfer data through that protocol 

 Data Model - data available for transfer, for example settings or messages 

 Policy - policies specifying access rights 

 

Early OMA initiatives had to cope with both market and technical requirements, with respect 

to standards being used at the time. Revolutionary change in device maintenance would 
likely be rejected, as none of the market operating stakeholders would like to change their 

infrastructure. That is why founders of OMA decided to use widely acknowledged standards 

(which later become adjusted to the needs of OMA) rather than developing new ones. 
Additionally, part of the work was already done, as SyncML Initiative began working on 

Synchronization Markup Language (SyncML) before OMA was founded (section 2.1.4).  

 

These restrictions lead to the choice of technical solutions, now used in OMA standards 
including but not limited to [9]: 

 

 client-server architecture 

 Extensible Markup Language (XML) as described by SyncML specification 

 Transmission Control Protocol / Internet Protocol (TCP/IP) 

 Hypertext Transfer Protocol (HTTP) 

 OBject EXchange (OBEX) 

 Secure Sockets Layer (SSL) 

 Transport Layer Security (TLS) 

 Message-digest Algorithm 5 (MD5) 

 Uniform Resource Identifiers (URIs) 

 common Internet content types and encoding 

 
OMA DM specifies a managed device as a “user terminal which is primarily used in mobile 

scenarios” [8]. This could be every device from personal computer up to a handheld. Such 

devices can have smart card slots and communicate in a wireless manner (e.g. over GSM, 
like mobile phones) or be completely non-extensible and use a cable connection. Each of 

them needs to be administrated in a similar way, that includes management of the smartcard 

(or any other extension). OMA DM provides solutions that can be used for such a wide range 

of devices. 
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OMA DM architecture is divided into three realms [9]: 

 

 DM Client (in most cases a mobile device) 

 DM System 

 Network 

 
DM Client (mobile device) 

DM Client consists of: “the device firmware, DM client software”, “a persistent 

configuration store, and Mobile Operator assets such as the SIM and radio firmware that are 
used or managed by the DM system” [9]. 

 

Network 

Network realm is a combination of private and public resources. It includes both IP specific 
solutions, as well as mobile protocols, like Short Message Service (SMS) or Wireless 

Application Protocol (WAP). 

 
DM System 

DM System is an element where all the management actions are taken. DM Server, 

Provisioning Server and Content Servers are tied together by a control system with a use of 
DM Console. They can all be supplied by the same vendor and connected together to create 

one working system, but that is not a requirement. In really small installations these servers 

can be placed on one machine. On the other hand, in larger ones, they can be spread across 

the world and connected by network. In that case remote management would take place. 
 

All of these elements are connected together. DM data is exchanged between DM Servers 

and DM Clients in form of XML messages, which are sent over a transport protocol (HTTP 
is used most often). Such messages contain commands (to be executed on the other machine) 

and data (in form of special objects, kept in a tree structure). 

 
Every OMA DM management session can be divided into three parts: Alert phase, Setup 

phase and Management phase. In each of them, XML messages are exchanged but only the 

last phase makes use of synchronization techniques. Figure 2 shows a typical DM session 

package flow. 
 

The alert phase is not mandatory and takes place only if the DM Server sends a notification 

message to a DM Client requesting a new DM Session [24].  
 

Setup phase is mandatory and data always flows from a DM Client to the DM Server. Each 

time a DM Client generates a request, and the DM Server replies. In this phase data required 

for authentication as well as data identifying devices is exchanged. A DM Client usually 
sends its ID, manufacturer, model and DM protocol version while the DM Server sends 

credentials and (often) a first management command. Before proceeding to the Management 

phase, devices should exchange information on own capabilities. This is highly 
recommended so that the DM Server can find out all of a client‟s limitations. Specific 

database type, available memory, disk space or possible transmission speed could be of use 

for the server to optimize transmission. For instance, if the client resources are very limited, 
DM Server may choose not to send all data at once, but split them into several messages. 

Additionally, if a client has no support of some features, like vCard3.0, the DM Server 

should not send any messages which require vCard3.0 handling [12]. 

 
During the Management phase, management commands are exchanged between the devices. 

This session is considered the longest, as a lot of messages (data) can be exchanged. 

Management phase ends when the DM Server sends no management commands in an XML 
message [9]. 
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Figure 2: DM Server initialized DM Session package flow (based on Figure 1 from [25]). 

  

 

At any moment, one of the devices may send Session Abort message, which finishes the 

session. This becomes handy when a sudden problem (e.g. low battery, non-enough storage 
space) occurs. Session may also be terminated without notification in special cases such as 

no network coverage or empty battery situations [26]. 

 

2.1.2 OMA DM Transport protocol 
 
Even though current OMA DM specification does not describe Hypertext Transfer Protocol 

(HTTP) binding in an explicit way, it makes use of this protocol (Figure 3). This section 

presents basic ideas behind HTTP binding based on a draft of next version of OMA DM 
specification. 

 

HTTP is an application layer protocol for exchanging hypertext messages. It is utilized by 
OMA DM to exchange messages between clients and servers [27]. HTTP is very frequently 

used and its popularity rises every day as more and more wireless networks are adapted to 

support the IP protocol. Thus, it is very suitable for XML messages exchange and device 

management [9]. HTTP traffic can be passed through firewalls and supports Transport Layer 
Security (TLS) and Secure Sockets Layer (SSL). HTTP servers can be easily extended to 

provide support for new HTTP-based applications. All of these features makes HTTP a very 

good choice as an OMA DM transfer protocol. 
 

Prior to setting a HTTP connection, a lower layer connection must be made. OMA DM 

assumes the use of TCP, but this is not a requirement. Any protocol with similar 
functionality could perform transport operations. Once a TCP (or other) connection is made, 

a DM Client can begin to set up a HTTP connection. It is a DM Clients responsibility to 

manage HTTP (and sometimes TCP) connection. Any timeout should be handled by 

reconnection. The HTTP session does not have to be persistent, so a DM Client must be able 
to establish a new connection at any time. At the end of a DM Session, a DM Client must 

terminate the TCP connection. Also, when abnormal conditions occur, a DM Client must be 

able to break the TCP connection. 
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Figure 3: OMA DM HTTP usage (based on [28]). 

  

 

Default HTTP ports are as specified in HTTP RFCs [27]: 80 for HTTP and 443 for HTTPS. 

However, any ports may be used as long as they are contained in the URIs. 
 

In general a HTTP request message is built of few parts [27]: 

 request method 

 request URI and protocol version 

 MIME-like request header lines containing meta-information about the request 

 blank line 

 optional MIME entity body content 

 
 The HTTP response is also modular [27]: 

 status line, including the message's protocol version and a response code 

 MIME-like response header lines containing server information and entity meta-

information 

 blank line 

 optional MIME entity body content 

 

2.1.3 OMA DM HTTP usage 
 
Once a HTTP connection is established, the DM Server and a DM Client can begin to 

exchange messages. All OMA DM objects are contained in the HTTP message body, and it 

is required that each message contains the body. Content type for the body should be 

application/vnd.syncml.dm+xml or application/vnd.syncml.dm+wbxml, that is either a 
XML message, or a WAP Binary XML (WBXML) message. 

 

XML message type is described in SyncML specification and due to compatibility is still 

used in OMA DM solutions the same way it was used in SyncML projects. Further 
description of SyncML is contained in section 2.1.4. 
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Binary XML format is a general name for compressed XML messages. Currently there are 

several competing compression methods but there is no de facto standard of any kind. 
Support for Binary XML is subject to implementation [29]. Usage of Binary XML may 

reduce final message size depending on payload structure. Due to an additional compression 

and decompression CPU and memory load rise when Binary XML is used [30]. The efficient 
use of Binary XML is not trivial (e.g. because of difficulties in calculation the change in 

messages sizes and time lost during (de)compression). 

 

The OMA DM specification requires support of only six basic HTTP headers in DM Clients 
and DM Servers [28]: 

 Content-Encoding - allows to compress message body or send it uncompressed 

(none) 

 Cache-Control – enables to force control caching mechanism 

 Transfer-Encoding – identifies transformations to message body 

 Accept – specifies accepted message type (e.g. 

application/vnd.syncml.dm+wbxml) 

 Accept-Charset – identifies accepted encoding 

 User-Agent – specifies the type of user agent sending the message 
 

A request URI is built of two parts: the path and host name. Even though the address points 

to HTTP server, DM Messages would most likely be processed by some subprocess of a 
HTTP server (e.g. servlet) rather than the server itself. It is also possible to pass DM 

Messages to some other process or handle them differently. 

 
An example of a minimal HTTP request with XML body type could look as follows: 

 
POST ./servlet/dm HTTP/1.1  

Host: www.devicemgmt.org  

Content-Type: application/vnd.syncml.dm+xml; charset="utf-8"  

Content-Length: 1023  

Accept: application/vnd.syncml.dm+xml 

 

A response to this request, may be look like this [28]: 
 

HTTP/1.1 200 OK  

Content-Type: application/vnd.syncml+xml; charset="utf-8"  

Content-Length: 1023 

 

-- HTTP body 

 

If message body is in WBXML format, then there should be no charset definition as HTTP 

has no support of Content-Transfer-Encoding of MIME. All DM Messages are transferred 
with HTTP POST method, so both the DM Client and the DM Server must support this 

method. DM Client may support the CONNECT method to initiate a SSL or TLS session 
authenticate the HTTP client to the HTTP server. None of other HTTP methods are required 

at this time. 

 

2.1.4 OMA DM and SyncML 
 

Because of a client-server architecture, OMA DM makes use of a Synchronization Markup 

Language (SyncML) protocol, which is a specification for data exchange and 

synchronization between devices. SyncML was developed before OMA DM was founded so 
it could have been easily adopted by OMA at the time of OMA creation. All current OMA 

solutions use SyncML functionality [12]. Since OMA creation in 2002 the standalone name 

SyncML is obsolete. It is being rarely used for informational purposes and to retain 
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 server software 

 

Client software can be subdivided with respect to internal structure, functionality and 

supported operating systems. In this research both groups of software were used and 
Funambol implementation was the only one tested. A Linux version of Funambol Server 

software and platform-dependent clients were used. Consistent use of Funambol software 

decreased the threat of incompatibility between different OMA implementations. 
 

 

2.3 Background Research 
 

There are no studies of OMA DM efficiency itself. Instead, several authors research 

mechanisms used in various management solutions. This section presents the background 

work on mechanisms used in OMA DM and justifies the research structure describing 
efficiency metrics and test scenarios. This chapter was written with the use of IEEE, ACM 

and Google Scholar databases. The keywords used to find the papers were built with the 

phrases: “device management”, “open mobile alliance”, “OMA”, “DM”, “test”, “testing”, 
“xml”, “compression”, “web based”, “management”, “network management”. 

 

2.3.1 Metrics  
 

In [34], authors measure bandwidth, Round Trip Delay (RTD) and system resource usage 
(i.e. CPU and memory consumption) to calculate performance and efficiency of various parts 

of network management systems. The paper analyses Simple Network Management Protocol 

(SNMP) and web management solutions which uses Simple Object Access Protocol (SOAP) 
to carry Extensible Markup Language (XML) messages over HTTP. Authors produce a 

formula for SNMP bandwidth value as a function of retrieved management objects which is 

later validated by experiments. Due to SOAP flexibility (e.g. optional HTTP headers) 

bandwidth for web solutions is checked in a series of experiments only. Authors conclude 
that in absence of compression bandwidth used by SNMP is smaller in cases where small 

and very big objects are exchanged. RTD is measured with a Linux packet sniffer tcpdump 

in a series of experiments. Authors find that values of RTD for SNMP are comparable to 
those of web solutions. To measure system resource usage authors modify the SNMP 

software source code. The SNMP agent utilizes the gettimeofday function to calculate CPU 

time. It is not explained how CPU time for web solutions is measured. The memory 
consumption is checked with Linux ps utility. Authors conclude that SNMP uses less CPU 

time and consumes more memory. It was found that CPU time needed for Bit Error Rate 

(BER) data encoding in SNMP is 3 to 7 times less than the time needed for XML data 

encoding in web solutions. Although every metric can be calculated there is no meaningful 
comparison between them: their values have no common scale and there is no de facto 

conversion rate between them. Authors use external programs to measure CPU time and 

memory usage which depend on the operating system, thus the accuracy is low and precision 
level cannot be determined. 

 

A continuation of previous study is done in [35], where authors believe network usage and 

delivery delay are the key elements in performance and efficiency evaluation. SNMP and 
web management solutions are investigated. The Linux tcpdump tool is used to monitor and 

measure traffic. Authors do not explain in detail how the measurements are done. Network 

usage is defined as the number of octets exchanged between devices. Delivery delay is the 
additional time introduced by a network proxy node in comparison to absence of the node 

(i.e. pure SNMP implementation as described in [36]). Authors discover that results depend 

on test scenarios and the description of them. Additionally, they state that an analysis of the 
relationship between efficiency measurements may be of great value when interpreting 
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results, however no such analysis is present. Different conclusions can be drawn, depending 

on which data characteristic is important [34, 35]. 

 

2.3.2 Test scenarios 
 

Research done in [20], shows that wireless networks are far less reliable than wired ones. 

High Bit Error Rates (BER), unstable channel characteristics and user mobility contribute to 

packet loss. Unmodified TCP performs poorly in wireless networks mainly because of its 
inability to distinguish packet losses caused by transmission error to those caused by network 

congestion from mentioned attributes. Authors discuss several TCP improvements, however 

the general conclusion is that there is no universal solution which can be used in all networks 
and all systems. A solution may be to implement one of the improvements proposed in the 

paper and to reduce network traffic (e.g. with compression algorithms). This will decrease 

the chances of packet losses. A reference to these results is made in [21], where a human 
factor is introduced: impatient users increase the number of retransmissions with manual 

sessions resets. This behaviour leads to additional traffic, that could be adverse for the 

wireless network conditions. Due to OMA DM popularity among telecommunication devices 

manufacturers, a significant amount of OMA DM traffic is carried over wireless links [22].  
 

2.3.3 OMA DM Mechanisms 
 

All OMA DM data, transferred between devices, is encoded into XML [26]. This allows 
OMA DM messages to be easily human readable and extendable at the same time. Different 

objects can be exchanged, with only a single change in XML message (e.g. an attribute 

change) keeping the OMA DM message structure intact [12]. This solution, has one major 

flaw – additional bandwidth consumption [37]. Encoding of objects in XML introduces 
verbosity. The need for character escaping and human readable tags increases file size. It is 

known, that static XML data could be compressed, which results in decreased final file size 

[38] [39]. However, it is to be researched if online XML messages, supplied in small chunks, 
will profit from compression.  

 

There are no studies of online XML messages compression, and this problem should be 
investigated, when researching OMA DM efficient usage. An introduction of buffering could 

decrease bandwidth [18]. However, there is no research showing how buffering influences 

OMA DM efficiency, and which content could be buffered. It is unknown how online XML 

messages compression influence other metrics. For instance the need for additional 
processing power for compression and the decreased exchanged file size may influence RTD 

and system resources usage. It is yet to be researched if measurements can be done with 

greater precision than in [34, 35] for instance by using software built-in debugging mode 
rather than external programs. 
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3 DEFINING BENCHMARKS 

This Chapter presents interview results which lead to creation of test scenarios, and further, 
to a formation of benchmarks used in OMA DM analysis. Interviews were conducted to 

discover most common DM tasks and types of data exchanged during DM sessions. The 

investigation of DM tasks and DM session data was used to create representative test 

scenarios with realistic data samples. Test scenarios and data samples were used in all the 
experiments in this research ensuring representation of the real world situations, thus making 

the experiments representative. 

 
Interview sheets were created especially for the research (Appendix A). With such a choice 

of questions a wide ranges of people, devices and cases could have been checked. The first 

part of the interview sheet allowed validation of the ranges. The second part allowed a 
detailed analysis of the described cases. The results showed that the all three ranges were 

wide enough to build representative experiments. Most interview questions were descriptive 

to allow detailed data collection in situations when respondents were incapable of providing 

a specific answer (e.g. due to lack of knowledge). Also, supplementary questions (e.g. about 
device model) were asked to make the interview as detailed as possible. 

 

 

3.1 Test scenarios 
 

The interviews showed that among described cases the most common operating systems 
were: Microsoft Windows (19%), Symbian (17%), Android (16%) and Windows Mobile 

(15%) (Figure 5). A uniform spread of operating systems is visible for Windows, Symbian, 

Android and Windows Mobile. Since respondents were chosen randomly, the interviews 

showed that all four operating systems were equally popular. The least popular operating 
system was the WebOS developed by Hewlett-Packard (HP).  

 

 
 

Figure 5: Operating systems used by respondents. 

 
 

Figure 6: Device types used by respondents. 

 

The most popular device used by respondents was a mobile phone, thus a most portable 

device with limited processing power and storage. The second most popular was a netbook. 
The least popular was a tablet probably because of its limited functionality and high price. At 

the time the interviews were conducted tablets were considered a novelty. 
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Most data (34%) was transferred with a Global System for Mobile Communications (GSM) 

and Universal Mobile Telecommunications System (UMTS) data connection. WiFi was used 

in 28% of cases and a wired connection was used in less than 21%. Other connection types 
(e.g. Infrared or Bluetooth) were used in 17% of cases. (Figure 7). Data transfer in WiFi 

networks was in most cases free of charge, as opposed to GSM and UMTS networks. The 

bandwidth was subject to standards used in networks and its characteristics was insignificant 
for interviewees. Network latency was not analysed. 

 

 

 
 

Figure 7: Connection types used in respondents‟ devices. 

 

For most respondents a small amount of data and an error free connection were the two most 
important characteristics of a successful DM data transfer. At the same time two most 

unimportant were connection speed and connection type (e.g. wired or wireless). In most 

cases interviewees were charged by network operators based on the amount of data 

transferred through network. Due to this, for most of them the amount of bytes transferred 
was important while the speed was insignificant. 92% of people have marked auto data 

retransmission as a key element in data transfer. 

 
In order to save transmitted megabytes 38% of questioned people were willing to postpone 

data exchange up to 1 hour and another 29% were able to wait up to 5 hours. 

 

Interviewees have described 1023 use-cases. For every use-case described OMA DM 
specification was reviewed to find a match. If no corresponding task was found the use-case 

was not included in the final most common DM task list. In total, 768 use-cases were 

considered as OMA DM tasks. For instance a use-case described as: “daily contacts backup 
to home computer” was matched with an OMA DM task “configuration backup for fault 

management”. Both require error-free data transfer between a mobile device and a server. 

Configuration files and contacts could be transferred as plain text files or as text files with 
additional data. For contacts additional data is usually in form of a JPEG image within a 

VCARD or as a separate file (in any form). Configuration files‟ extra data is usually 

contained in an additional binary file send together with the text configuration file. Extra 

data is rarely embedded in text files. Regardless of name, both tasks usually require data 
transfer in form of plain text and optional binary files. Transferred data has to be stored in a 

server file system with proper access rights and security. For the sake of this research both 

tasks were regarded as identical. The characteristics of the sent data (e.g. plain text to binary 
data ratio) was investigated experimentally. 

 

By mapping use-cases gathered from interviews onto an OMA DM description a set of 
representative activities could have been constructed: 

 

 remote configuration maintenance 
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o configuration download 

o configuration upload 

o configuration change 

 firmware (over the air) update 

o binary upload 

o binary download 

o commands execution 

 fault detection and reporting 

 data backup and restore 

 

To be able to build test scenarios for experiments utilizing the list of DM tasks most 

common in real-world situations a further investigation was done. The list of representative 

activities was used to investigate DM tasks by analysing user described use-cases. An 
analysis showed that three main forms of data were exchanged during DM sessions: 

 

 plain text 

 binary 

 mixed (plan text and binary) 

 
In order to guarantee that the benchmark scenarios covered each use-case the product of the 

set of activities and the set of data types was taken. This created a benchmark for every 

possible combination: 
 

 client to server upload of new data 

o plain text 

o binary 

o mixed 

 client from server download of data 

o plain text 

o binary 

o mixed 

 client to server upload of changed data which would trigger synchronization 

mechanism 

o plain text 

o binary 
o mixed 

 client from server download of changed data which would trigger synchronization 

mechanism 

o plain text 

o binary 
o mixed 

 

While the sets of activities and data types were small enough to permit an exhaustive 
covering it would be impossible to treat the data contents the same way. The sheer number of 

possibilities would make it impractical. Instead a wide range of data was selected to provide 

a realistic sample. For plain text five sources covering a wide range of entropy values were 
used: 

 

 Thinking in Java Third Edition by B. Eckel – a highly technical book 

 L.B. Temuco poems by L. B. Temuco – a big set of short poems 

 Low-Iodine Cookbook by Leah Guljord – a set of recipes 

 The Abbot by Sir Walter Scott – a novel from 1820s 

 Friends or Lovers by Rory Ridley-Duff – a contemporary novel 
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Binary data selection was done with the use of interview results. It was identified that the 

most commonly exchanged binary data was in form of: 

 

 pictures (compressed with JPEG) 

 music (compressed with MP3) 

 application executables 

 

To provide a realistic sample of data, different representatives were chosen from each type: 

 

 a black and white picture 

 a colour picture 

 a grayscale picture 

 an a cappella song 

 a pop song 

 a classical music song 

 Windows executable 

 Linux executable 

 

Mixed data was prepared as a set of randomly chosen plain text and binary data. 

 
For every type data was prepared in different sizes. For every test a randomly chosen part 

was extracted and used as a data in the test scenarios. Thus test scenarios would use data in 

different form, size and with different characteristic (e.g. compression compatibilities). 

 
The detailed description of how data was processed to produce OMA DM Sessions is 

described in the section 4.1. 
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4 EMPIRICAL STUDY 

This Chapter describes three experiments used to conduct the research: 
 

 Experiment I – an investigation of OMA DM Server‟s default behaviour 

 Experiment II – an analysis of compression influence on OMA DM Sessions 

 Experiment III – an analysis of client-side buffering influence on OMA DM Sessions 

 

Experiment I was a control condition, examined to find the server‟s default behaviour 
without the compression and buffering mechanisms. The results and findings from 

Experiment I were used to setup experiments II and III. The results from Experiment II were 

used to build Experiment III. The analysis of results from experiment II and III was done 

using the data collected in Experiment I as a baseline for comparison. 
 

 

4.1 Generic Setup 
 

This section describes the setup common for all the experiments, the measurements 

methodology and initial findings from software test run. 
 

4.1.1 Software 
 

Funambol implementations of OMA DM Server and OMA DM Clients were used in the 

research. Additional applications written in C++ and as bash scripts were utilized to alter and 
resend pre-recorded OMA DM Sessions established between clients and the server. It was 

outside of the scope of this research to check interoperability of different OMA DM 

implementations.  
 

A Linux based Funambol Server version 9.0.0 was used in the research (Figure 8). The 

server was run under Xubuntu Linux version 9.10 with kernel version 2.6.35-22-generic. 

Linux operating system was installed on a notebook computer with Intel Core 2 Duo 
processor running at 2.50Ghz and using 1GB of RAM. Funambol Server utilized Apache 

Tomcat HTTP Server version 7.0 with a set of servlets and connectors to provide 

functionality to clients. With a default setup this implementation supported no integration 
and no confidentiality checking. Authentication was based on OMA DM solution; 

credentials were encrypted and contained within HTTP messages body. For every incoming 

message the OMA DM servlet decrypted credentials and checked the sender. No source code 

was modified; software was obtained from Funambol website as a compiled executable. 
Funambol Server was run as root to prevent any access restriction problems (e.g. to sockets 

or files). Since a dedicated machine was used security was not an issue. The operating 

system was set to default configuration with no firewall present at any time. 
 

The main application used to resend altered sessions was written in C++ and used Portable 

Operating System Interface for Unix (POSIX) sockets to connect to the server. When 
needed, external programs were executed to manipulate server response and retrieve session 

identification number (session ID) to continue a session‟s message exchange. As explained 

further, application speed did not influence the experiment results; the measurements 
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4.1.2 Method 
 

After initial server and clients configuration, test scenarios were used to create real-life 

OMA DM Sessions. Each client was utilized to create OMA DM Sessions with numerous 
session messages. During each session, regardless of the number of session messages only 

one object was exchanged (Figure 9). The exchanged object contained data of one of four 

data types (as described in section 3.1). To create mixed data objects, plain text data and 

binary data were merged together. Because of a limited functionality not every client 
supported all data types. However, the tested set of clients covered all types. Message size 

and exchanged data characteristics were irrelevant at this point. All of the generated sessions 

were recorded at the server side with The Wireshark Network Protocol Analyzer. A 
preinstalled version of Wireshark (1.2.11) was used to capture TCP/IP traffic. Presentation 

layer (HTTP) traffic messages were rebuild from TCP packets and saved to the hard drive. 

When all the test scenarios had been replicated OMA DM Session Messages were extracted. 
For every session, client and server session messages were saved separately. From the saved 

sessions it was discovered that: 

 

 base64 encoding can be used with plain text data 

 base64 encoding must be used with binary and mixed data 

 Funambol Server supports Binary XML object format (WBXML) 

 Apache Tomcat HTTP Server supports gzip and deflate compression 

 in most cases the maximum server supported object size was 2MB although 

sometimes the server did not provide this information at all 
 

It was unknown how base64 encoding influenced plain text data processing, so “plain text 

transformed with base64” was added to the experiment as the forth data type. 
 

The main application (Appendix B) was used to resend previously extracted session client 

messages to the server to check for problems (i.e. errors in application‟s source code and/or 
errors in OMA DM Session Messages extraction). For every session the server output was 

compared to previously extracted server output. It was found that order of the sessions was 

crucial. A logical order of actions had to be preserved; a valid stateful session was required 

rather than just a stateless injection. For instance: it was impossible to retrieve a file from 
server if it has not been uploaded. Mostly because the server occasionally hung up, instead of 

issuing an error message. It has not been investigated any further which (part of) application 

produced errors (e.g. Funambol Server or database handler). 
 

Bash scripts were used to generate objects with data of one of four types which could be 

used to replace objects in extracted session messages (Figure 9). Since OMA DM Session 
Messages utilize HTTP and XML, object replacement could have been performed with 

another set of bash scripts with the use of regular expressions. Generated objects together 

with the extracted session messages were used to create a new set of messages and sessions 

consistent with the test scenarios. The main application was used to send sequences of 
messages with new objects, creating new OMA DM Sessions. For every new session 

measurements were performed. 
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or OMA DM message canonization (if OMA DM message is not 

compressed) 

4. OMA DM message preprocessing 
5. OMA DM message processing 

6. OMA DM message requested actions execution (this includes all server actions e.g 

synchronization, further data exchange, etc.) 
7. OMA DM message postprocessing 

8. OMA DM response message preparation 

9. OMA DM response message compression (if applicable) 

10. HTTP response message compression (if applicable) 
11. HTTP headers add 

 

In all experiments, the size of the messages containing mixed data was constant (object size 
3MB) but the plain text data to binary data ratio changed. For every other data type object 

size was in the range 0-3MB. Even though Funambol Server declared 2MB to be its 

maximum supported object size it had no problems with handling objects up to 7MB. This 
behaviour is desirable to ensure maximum compatibility with clients, but should not be 

expected by any of them. This research investigated objects up to 50% bigger than declared 

to be supported. 

 
 

4.2 Experiment I (default behaviour) 
 
This section describes Experiment I, which provided information on the default Funambol 

Server behaviour without the use of compression or a buffering mechanism in OMA DM 

Sessions.  
 

4.2.1 Specific setup 
 

The experiment used altered sessions which were recorded with Wireshark. Messages with 

all four types of data were sent to the server to check server session processing time and 
server internal operation times. The previously created main application was used to create 

sessions with new messages. Messages included different amount of data; constant size 3MB 

for mixed data or in a range of 0-3MB for all others. 
 

4.2.2 Measurements and results 
 

This section describes empirical results of Experiment I. Overall session processing time and 

internal Funambol Server operations times were measured. An analysis of the results is 
presented in 4.2.3. 

 

4.2.2.1 Session processing time 

 

Session processing time was measured for every session. Server operation times were 
measured for canonization, preprocessing, processing and postprocessing of messages which 

carried an object with one of four data types. The rest of the session messages were skipped. 
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Figure 10: Session processing times – exchange 

of plain text data, plain text data transformed 

with base64 and binary data. 

 
 

Figure 11: Session processing times – exchange 

of mixed data. 

 
Session processing time increased when the size of exchanged data increased. The growth 

was slow for binary data and rapid (polynomial-like) for plain text data, regardless of the 

presence of base64 encoding. For a 3MB message with mixed data, session processing time 
was subject to plain text to binary ratio. The more binary data the faster server processing. 

 

4.2.2.2 Funambol Server operation time 

 

Funambol Server did a set of actions for every incoming message: 
 

 canonization (when no WBXML was used) 

 preprocessing 

 processing 

 postprocessing 

 

The plots below present gathered empirical measurements of these operation times, produced 
by processing the server logs. 

 

 
 

Figure 12: Funambol Server operation times for 
messages with plain text data. 

 
 
Figure 13: Funambol Server operation times for 

messages with plain text data transformed with 

base64. 
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Figure 14: Funambol Server operation times for 

messages with binary data. 

 
 
Figure 15: Funambol Server operation times for 

messages with mixed data. 

 

All presented graphs (Figure 12 – Figure 15) contain accumulative time values. Funambol 

Server operation times were not influenced by data type, data size or data characteristic. 

 

4.2.2.3 Time-sensitivity 

 

The experiment showed that a time sensitive evaluation of either OMA DM Sessions or 

OMA DM single session messages was impossible after a session had been initialized. When 

messages arrived at the OMA DM Server, regardless of their time-sensitivity, they had to be 
processed as soon as possible. No information on time sensitivity was carried inside session 

messages. It was up to the client to decide how to treat a session messages and whether to 

postpone sending prior to establishing a session. The problem of classification within OMA 
DM Clients was outside of the scope of this research as all the experiments investigated 

OMA DM Server behaviour. No analysis of the characteristics of time-sensitive and time-

insensitive messages could have been performed. 

 

4.2.3 Analysis 
 

This section analyses empirical results from Experiment I. A mathematical analysis was 

performed on each set of gathered data. 
 

4.2.3.1 Session processing time 

 

To compare results and find trends a statistical function fit procedure was applied to the 

gathered empirical data. Graphs below (Figure 16 and Figure 17) together with Table 1 
summarize results. 
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Figure 16: Fitted functions for session processing 
time - exchange of plain text, plain text with base 

64 and binary data. 

 
 

Figure 17: Fitted functions for session processing 
time - exchange of mixed data. 

 

The variables and statistics used in the fitted models were as follows: 

 

 x – object size (in bytes) 

 z – per cent of binary data in 3MB object 

 R
2
 – adjusted coefficient of determination (R

2
 statistic, adjusted for the number of 

coefficients in the model) calculated as: 

 

   (  (
   

     
)
∑      ̂  

  
   

∑      ̅   
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 M – mean absolute error calculated as: 

 

  
 

 
 ∑ |    ̂ |

 

   
 

 

where: 

   – observed value 

 ̅ – mean value of observed values 

  ̂ – predicted value from the model 

p – number of independent variables in the model 

n – number of observations 
 

For each data type a different function was fitted (Table 1).  After fitting a model to a set of 

values the adjusted coefficient of determination (R
2
) indicated what percentage of the 

plain text  
6,01528 + 7,65480 E-12 *x

2
 R

2
 = 95,34% M = 2,62 

 
plain text transformed with base64 

 

5,38542 + 7,63758 E-12 *x
2
 R

2
 = 98,09% M = 2,14 

 
mixed data 

 

(8,77405 - 7,57637*z)
2
 R

2
 = 99,73% M = 0,06 

 
binary data 

 

1,54290 + 0,001319330*√(x) R
2
 = 96,73% M = 0,07 

 
Table 1: Fitted functions for session processing times - default behaviour. 
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variability was explained. For instance, for the first type of data (plain text) and no 
compression case R

2
 = 95,34% which indicated that the model as fitted explained 95,34% of 

the variability in session processing time values. Higher R
2
 show a better fit of the model. 

The mean absolute error (M) showed the average absolute value of the difference between 

the model and the observed data. It was used to measure how big is the difference between 
empirical values and the values predicted by the model. If the mean absolute error was 

smaller by at least a few orders of magnitude than empirical variables, a model was 

considered good. 
 

The result of curve fitting indicated a quadratic relationship between message size and 

session processing time. It was very likely that an O(n
2
) algorithm was used to process text 

in some manner. Binary data did not appear to provoke the same cost. For mixed data, the 

time was inversely proportional to the amount of binary data inside a message. Total session 

processing time was the sum of the times within each processing step necessary to handle the 

message and produce a response. If session messages were compressed then server had to 
decompress all of them and compress all the answers. Although it was possible to require an 

uncompressed answer (which would reduce total session time) this practise is very rarely 

used and was not investigated in this research. 
 

4.2.3.2 Funambol Server operation time 

 

Confidence intervals over mean server operation times were calculated using a 95,00% 

confidence level for significance. Results are presented in Table 2.  
 

There is a 95% probability that the mean times would lie in the confidence intervals shown:  

 

 
 

Figure 18: Plotted confidence intervals for server operations. 

 

In all the cases postprocessing took the longest time. The second most time consuming 
operation was preprocessing. Server operation times were not influenced by data type or data 

amount. The biggest range was calculated for canonization of plain text data transformed 

with base64, i.e. this operation times were highly variable. 

 canonization preprocessing processing postprocessing 

plain text 0,0521   0,0537 0,0569   0,0591 0,0515   0,0530 0,0673   0,0711 

plain text transformed 

with base64 
0,0503   0,0593 0,0572   0,0592 0,0523   0,0539 0,0662   0,0695 

binary 0,0544   0,0555 0,0614   0,0636 0,0536   0,0546 0,0691   0,0729 

mixed 0,0528   0,0556 0,0568   0,0599 0,0521   0,0549 0,0676   0,0726 

 
Table 2: Confidence intervals for server operation times - default behaviour. 
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4.3 Experiment II (compression) 
 

This experiment compared the default server behaviour against behaviour in the presence of 
various compression mechanisms applied on OMA DM Session Messages. 

 

4.3.1 Specific setup 
 

The setup for this experiment was the same as for Experiment I except for the use of 

compressors. Altered session messages with four types of data were compressed with Binary 

XML, deflate or gzip and sent to the server.  

 
Compressors compressed different types of OMA DM Session parts, i.e. Binary XML 

compressed session messages at the higher application layer (Funambol Server); deflate and 

gzip compressed OMA DM XML messages at the application layer (HTTP compression). 
Because of this difference usage of two compressors at the same time was possible. The 

experiment compared five compression cases: 

 

 Binary XML compressor 

 deflate compressor 

 gzip compressor 

 Binary XML compressor + deflate compressor 

 Binary XML compressor + gzip compressor 

 

For Binary XML a (de)compression script provided with the server executable was used. For 

gzip compression a Linux built-in program was used with the default settings (version 1.3.12 

by Jean-loup Gailly). For deflate an implementation from http://www.zlib.net/zpipe.c was 
used with the default settings. 

 

The deflate and gzip cases were defined as described in [27]: 
 

 Deflate was understood as: “the „zlib‟ format (...) in combination with the „deflate‟ 

compression mechanism”. 

 Gzip was understood as: “an encoding format produced by the file compression 

program „gzip‟ (GNU zip). (...) This format is a Lempel-Ziv coding (LZ77) with a 32 
bit CRC”. 

 

This is consistent with the HTTP specification, and thus can be used with Funambol Server. 

These definitions differ from the usual interpretation in which deflate is a compressed data 
format [40], zlib is a compressed data format that uses deflate data format [41] and gzip is a 

file format that uses deflate data format [42]. 

 
Such a disparity in interpretation causes trouble: Microsoft Internet Information Services 

(IIS) produces always a raw deflate stream [43], Microsoft .NET Framework implements 

only deflate compression algorithm without the zlib format [44] and Microsoft Internet 

Explorer cannot properly handle deflate format as described in [41] interpreting it as deflate 
specified in [40]. A different interpretation leads to lack of compatibility between different 

software. 

 
Funambol Server was responsible for HTTP maintenance, so usage of HTTP compressors 

did influence server behaviour in terms of processing time. If Apache Tomcat was to handle 

HTTP entirely, the usage of HTTP messages compressors would be irrelevant for the 
research. 
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4.3.2 Measurements and results 
 

This section describes results of Experiment II. Apart from the server processing time and 

internal server operations, compression influence was measured. 
 

4.3.2.1 Session processing time 

 

The graphs below (Figure 19 – Figure 22) show how total session processing time was 

influenced by the message size for all for types of data and all investigated compressors.  
 

 
 

Figure 19: Session processing times – exchange 

of plain text. 

 
 

Figure 20: Session processing times – exchange 

of plain text transformed with base64. 

 

 
 

Figure 21: Session processing times – exchange 

of binary data. 

 
 

Figure 22: Session processing times – exchange 

of mixed data. 

 
Funambol Server session processing time raised with the increase of data sizes for all types 

of data. The use of gzip compressor increased the time significantly for binary and mixed 

data. A constant overhead of about 2 seconds is visible in Figure 21. Session processing time 

of mixed data raised with the amount of plain text data in the object. 
 

4.3.2.2 Session message size 

 

In all of the experiments only one object was exchanged in every session, so only one 

session message was significantly changed. Because of this the experiment analysis 
concentrates only on these messages. The graphs below (Figure 23 – Figure 25) show how 
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message size changed as a function of object size for every compression method used. As in 

the previous experiment the message size for mixed data was constant (3MB). 

 

 
 
Figure 23: Session message sizes – exchange of 

plain text data. 

 
 

Figure 24: Session message sizes – exchange of 

plain text data transformed with base64. 

 

 
 

Figure 25: Session message sizes – exchange of binary data. 

 
The most visible result is that the binary XML compressor was not working as expected, i.e. 

the output size was similar to the input size. An investigation of compressed messages 

showed that Funambol Binary XML compressor compressed only XML tags leaving the data 

untouched. The compression was based on a dictionary replacement of XML tags with 
shorter binary symbols. This method failed to achieve a noticeable compression when the 

ratio of payload size to tag size was large. All other compressors produced a similar 

compression ratio to one another; ~30% when exchanging plan text data, ~50% when 
exchanging plain text data transformed with base64 and of ~90% when exchanging binary 

data. 

 

4.3.2.3 Funambol Server operation time 

 
The influence of compression on the length of all four internal server operations was 

checked. Graphs below (Figure 26 – Figure 29) show the plain text case. 
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Figure 26: Canonization times for messages with 

plain text data. 

 
 

Figure 27: Preprocessing times for messages with 

plain text data. 

 

 
 

Figure 28: Processing times for messages with 

plain text data. 

 
 

Figure 29: Postprocessing times for messages 

with plain text data. 

 
There was no significant difference in graphs between the cases. A very similar results was 

obtained for all the other cases. No further graphs are presented as there is almost no 

distinction between cases. All of the plots are noisy and all bands overlap. Figure 29 shows 
two distinct clusters of points, however it has not been investigated why with some cases 

server internal operations take more time. Canonization, preprocessing, processing and 

postprocessing times were not influenced by messages sizes. 

 

4.3.3 Analysis 
 

In this section a mathematical analysis of the previously presented empirical data is 

performed. 

4.3.3.1 Session processing time 

 
A function fit procedure was applied to precisely compare processing times and to discover 

trends. Graphs below (Figure 30 – Figure 33) show plotted functions and Table 3 

summarizes the models. 
 

All of the presented models had a very strong relationship with the empirically gathered 

variables. For all the presented models correlation coefficient was above 97% and in every 

single equation all parameters were considered important; mean absolute errors were smaller 
by a few orders of magnitude than gathered variables. 
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Figure 30: Fitted functions for session processing 

time – exchange of plain text data. 

 
 
Figure 31: Fitted functions for session processing 

time – exchange of plain text data transformed 
with base64. 

 

 
 

Figure 32: Fitted functions for session processing 

time – exchange of binary data. 

 
 

Figure 33: Fitted functions for session processing 

time – exchange of mixed data. 

 
Base64 transformation increased processing time for plain text, when comparing to 

untransformed text (Figure 30 and Figure 31). Because additional steps had to be taken to 

transform text to original form. A constant overhead of 10 seconds was present regardless of 
the message size. 

 

In general, HTTP gzip compressor was a worse choice comparing to HTTP deflate 
compressor. The huge increase in time (~2 seconds) was especially visible with the binary 

data (Figure 32). Also, gzip performed worse when mixed data was compressed (Figure 33). 

It has not been further investigated why gzip worked so badly.  

 
It is hard to explain why for small objects (messages) processing time decreased when gzip 

or deflate compressors were used. As explained further in section 4.3.3.4, research has 

shown that all the internal server operations are message size independent.  
 

Binary XML compression may reduce session processing time, because once a Funambol 

decompression script is run there is no need for canonization, which is usually performed 
with all other messages. 
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The trend in all session processing times was O(n
2
) (or O(√n) for binary data) which may be 

a result of algorithms used in OMA DM Server, however no further investigation was done. 

Session processing times of binary data were far smaller than of plain text data. This was a 

result of text data processing in Funambol Server. Binary objects were stored in a database 

without alteration, while text data was read and interpreted. This distinction derives from the 
role that objects play. Plain text objects either carry some information for the server (i.e. in 

further exchanged objects the receiver address) or are parsed to provide fast and convenient 

access (i.e. server search for text using a regular expression) 
 

4.3.3.2 Session message size 

 

A function fit procedure was applied to describe session messages sizes, and thus to assess 

the compression methods. 
 
  

plain text  

no compression 6,01528 + 7,65480 E-12 *x
2
 R

2
 = 95,34% M = 2,62 

deflate (1,30975 + 0,00000244020*x)
2
 R

2
 = 95,91% M = 0,35 

gzip 8,69438 + 7,55572 E-12 *x
2
 R

2
 = 94,47% M = 4,25 

wbxml 6,05962 + 7,85273 E-12 *x
2
 R

2
 = 97,40% M = 2,40 

wbxml + deflate (1,34400 + 0,00000245106*x)
2
 R

2
 = 95,64% M = 0,35 

wbxml + gzip (1,82870 + 0,00000228937*x)
2
 R

2
 = 94,53% M = 0,28 

 
plain text transformed with base64 

 

no compression 5,38542 + 7,63758 E-12 *x
2
 R

2
 = 98,09% M = 2,14 

deflate (1,31172 + 0,00000243351*x)
2
 R

2
 = 98,46% M = 0,21 

gzip (1,71742 + 0,00000233591*x)
2
 R

2
 = 98,16% M = 0,21 

wbxml (1,36211 + 0,00000250813*x)
2
 R

2
 = 99,34% M = 0,15 

wbxml + deflate (1,36616 + 0,00000250320*x)
2
 R

2
 = 98,03% M = 0,25 

wbxml + gzip (1,83920 + 0,00000241451*x)
2
 R

2
 = 98,24% M = 0,23 

 
mixed data 

 

no compression (8,77405 - 7,57637*z)
2
 R

2
 = 99,73% M = 0,06 

deflate (8,78819 - 7,60849*z)
2
 R

2
 = 99,85% M = 0,05 

gzip (9,54407 - 7,81620*z)
2
 R

2
 = 98,16% M = 0,15 

wbxml (8,81758 - 7,50206*z)
2
 R

2
 = 99,84% M = 0,05 

wbxml + deflate (8,77436 - 7,22996*z)
2
 R

2
 = 99,77% M = 0,05 

wbxml + gzip (9,44549 - 7,67365*z)
2
 R

2
 = 99,30% M = 0,12 

 
binary data 

 

no compression 1,54290 + 0,001319330*√(x) R
2
 = 96,73% M = 0,07 

deflate 1,65189 + 0,001109800*√(x) R
2
 = 91,56% M = 0,11 

gzip 3,64623 + 0,001094610*√(x) R
2
 = 86,01% M = 0,11 

wbxml 1,18657 + 0,001613860*√(x) R
2
 = 95,53% M = 0,11 

wbxml + deflate 1,17756 + 0,001615720*√(x) R
2
 = 95,02% M = 0,11 

wbxml + gzip 3,25103 + 0,001572510*√(x) R
2
 = 96,39% M = 0,10 

 
Table 3: Fitted functions for session processing times - compression. 
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plain text  

no compression 2254,5 + 1*x R
2
 = 100,0% M = 0,50 

deflate (7,21124 + 0,586733*√(x))
2
 R

2
 = 99,80% M = 8,36 

gzip (6,82632 + 0,588239*√(x))
2
 R

2
 = 99,80% M = 8,24 

wbxml 1514,5 + 1*x R
2
 = 100,0% M = 0,50 

wbxml + deflate (6,50687 + 0,585060*√(x))
2
 R

2
 = 99,85% M = 6,58 

wbxml + gzip (-2,34685 + 0,596327*√(x))
2
 R

2
 = 99,87% M = 6,80 

 

plain text transformed with base64 
 

no compression 2580,34 + 1,33333*x R
2
 = 100,0% M = 1,11 

deflate (3,51631 + 0,6935460*√(x))
2
 R

2
 = 99,93% M = 5,94 

gzip (3,58925 + 0,6897870*√(x))
2
 R

2
 = 99,85% M = 8,77 

wbxml 1852,34 + 1,33333*x R
2
 = 100,0% M = 1,11 

wbxml + deflate (7,696760 + 0,687650*√(x))
2
 R

2
 = 99,93% M = 5,45 

wbxml + gzip (0,712628 + 0,690083*√(x))
2
 R

2
 = 99,91% M = 7,43 

 

binary data 
 

no compression (6,58345 + 1,14979*√(x))
2
 R

2
 = 99,99% M = 1,36 

deflate (-4,00704 + 0,953153*√(x))
2
 R

2
 = 99,96% M = 5,13 

gzip (-3,79804 + 0,952351*√(x))
2
 R

2
 = 99,97% M = 5,12 

wbxml (4,88959 + 1,15103*√(x))
2
 R

2
 = 99,99% M = 1,03 

wbxml + deflate (-4,71335 + 0,953666*√(x))
2
 R

2
 = 99,97% M = 5,09 

wbxml + gzip (-4,50271 + 0,952861*√(x))
2
 R

2
 = 99,97% M = 5,08 

 

Table 4: Fitted functions for messages sizes - compression. 

 

 
 

Figure 34: Fitted functions for message size – 

exchange of plain text. 

 
 

Figure 35: Fitted functions for message size 
– exchange of plain text transformed with 

base64. 
 

 
 

Figure 36: Fitted functions for message size – exchange of binary data. 
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Variables and statistics used in the tables were calculated the same way as described in 

section 4.2.2. High R
2
 values indicate that the model is a good fit for the data. For every 

model the correlation coefficient was high (above 94%) and mean absolute errors were 

smaller by a few orders of magnitude than gathered variables. 

 
All the values from the investigated range 0-3MB were best fitted by models with linear 

trend. However at the high end of the range a large increase in values was noticeable. The 

observed relationships broke down on large scale message sizes that were far outside the 

supported range of the server. This indicated the presence of an algorithm with a significant 
difference in behaviour in the worst case. Since the maximum object supported by OMA DM 

Server was 2MB no further investigation was warranted. 

 
All graphs and equations clearly show that Binary XML compressor was not working as 

expected, i.e. compression ratio was very low. However, with very small objects Binary 

XML may reduce total message size depending on the object size to XML payload ratio. A 
good way to use Funambol Binary XML compressor would be to check in advance the ratio 

and decide on the use of the compressor. The ratio changes with every session message, thus 

no general recommendations can be given. When a Binary XML compression was used 

Funambol Server did not require input canonization. This saved time and increased the 
overall effect of the compressor. Still, as shown in the experiment Binary XML compressor 

succeeded over other compressors only with small objects. 

 
All other compressors worked well producing a compressed output with similar size. It was 

impossible to indicate which of them was best. 

 

Relatively high compression ratio of binary data was a result of the base64 encoding. All 
binary objects embedded in OMA DM messages must have been encoded in base64, which 

(on average) increased message size with redundant bytes. Typical compression ratio for 

plain text was around 65% (i.e. compressed message‟s size was about 65/100 of the size of 
an uncompressed one) and decreased when text was transformed with base64 to 50%. It has 

not been researched why base64 decreased compression capabilities of pure text. 

 

4.3.3.3 Bandwidth 

 
In order to relate session lengths to message sizes, bandwidth was introduced. An 

assumption of a forced value for bandwidth allowed to calculate a transmission time for a 

given message size. Transmission times were added to session processing times to produce 
the total session times. A comparison of total session times with and without compression 

showed for which message sizes the use of compression was justified. Figure 37 – Figure 47 

present the breakeven points where compressed and uncompressed scenarios reached the 

same total time as a function of bandwidth and message size. On every figure a frontier is 
marked to show when usage of a particular compressor is profitable. Similarly to previous 

analyses findings describe only the server behaviour; no client processing time is taken into 

consideration. Since a huge variety of clients exist the research assumed an ideal client 
which processes the messages immediately. An introduction of a client would move the 

graphs, changing the sizes of the planes. 
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Figure 37: Breakeven points for gzip compressor 

– exchange of plain text data. 

 
 

Figure 38: Breakeven points for wbxml 

compressor – exchange of plain text data. 

 

 
 

Figure 39: Breakeven points for wbxml + deflate  
compressor – exchange of plain text data. 

 

 
 
Figure 40: Breakeven points for gzip compressor 
– exchange of plain text data transformed with 

base64. 

 
 

Figure 41: Breakeven points for wbxml 

compressor – exchange of plain text data 

transformed with base64. 
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Figure 42: Breakeven points for wbxml + deflate 

compressor – exchange of plain text data 
transformed with base64. 

 
 

Figure 43: Breakeven points for wbxml + gzip 

compressor – exchange of plain text data 

transformed with base64. 

 

 
 

Figure 44: Breakeven points for deflate 

compressor – exchange of binary data. 

 
 

Figure 45: Breakeven points for gzip compressor 

– exchange of binary data. 

 

 
 
Figure 46: Breakeven points for wbxml + deflate 

compressor – exchange of binary data. 

 
 

Figure 47: Breakeven points for wbxml + gzip 

compressor – exchange of binary data. 

 

Figures present several trends. Different points at the frontiers have different best choices, 

hence the decision must be made with the knowledge of message sizes and bandwidth. 
 

As a model of realistic networks bandwidth was considered in the range 0-100Mbps while 

message sizes in the range 0-3MB. It was impossible to find breakeven points for deflate and 
wbxml + gzip compressors in the plain text data cases and for deflate in the base64 case 
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within the set ranges. For the bandwidth range 0-100Mbps these compressors performed 

worse in terms of total session time for all message sizes in range 0-3MB, i.e. total session 

times were higher than corresponding times of uncompressed sessions. Compressors have a 

negative impact on performance. 
 

The introduction of bandwidth is one of ways to compare and analyse experiment results 

thus to determine OMA DM efficiency. With presented results efficiency could be regarded 
as a function of two parameters describing when (if at all) a compressor should be used. 

However no straightforward closed form equation efficiency definition may be given. It may 

be the case that session message sizes are more important than processing times, e.g due to 
high link costs. It was outside of the scope of this research to analyse the importance of 

particular properties and attributes of session messages. 

 

To discover trends in the model function fitting was performed. Table 5 shows fitted 
function‟s equations. 

 

Graphs of the fitted functions are not presented since there is almost no difference compared 
to the previous breakeven graphs. The trends found are O(x

2
), O(√x) or (1/x) depending on 

the data and compressor. 

 

4.3.3.4 Funambol Server operation time 

 

To compare the internal operation times of the server a confidence interval for mean values 
was calculated for each of them. A 95,00% confidence level was assumed. Results are 

presented in Table 6 and in Figure 48 - Figure 51. 

  

plain text  

gzip (192,879 + 0,000282746*x)
2
 R

2
 = 99,37% M = 13,40 

wbxml 1/(0,00005991890 + 0,0000*x
2
) R

2
 = 100,0% M = 0,00 

wbxml + deflate 1/(0,00000601019 - 4,79611/x) R
2
 = 100,0% M = 0,00 

 
plain text transformed with base64 

 

gzip 1/(0,00000761515 - 2,54252/x) R
2
 = 99,99% M = 0,00 

wbxml 1/(-0,00855768 + 0,0000111998*√(x)) R
2
 = 99,99% M = 0,00 

wbxml + deflate 1/(0,00000591984 - 3,44514/x) R
2
 = 99,96% M = 0,00 

wbxml + gzip 1/(0,00000915194 - 2,16774/x) R
2
 = 99,99% M = 0,00 

 
binary data 

 

deflate (370,159 + 5,54456E-8*x
2
)
2
 R

2
 = 98,26% M = 96,50 

gzip (-16,5267 + 0,504679*√(x))
2
 R

2
 = 99,92% M = 4,56 

wbxml exp(-70,2867 + 1,25541 E8/x) R
2
 = 98,82% M = 0,62 

wbxml + deflate 1/(2,17028 E-7 - 0,302243/x) R
2
 = 99,84% M = 0,00 

wbxml + gzip (38,5643 + 0,42848*√(x))
2
 R

2
 = 99,91% M = 4,23 

 
Table 5: Fitted functions for breakeven points - compression. 
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p
la

in
 t

ex
t 

no 

compression 
0,0521   0,0537 0,0569   0,0591 0,0515   0,0530 0,0673   0,0711 

deflate 0,0507   0,0649 0,0560   0,0703 0,0500   0,0541 0,0682   0,0832 

gzip 0,0530   0,0547 0,0580   0,0602 0,0520   0,0537 0,0703   0,0739 

wbxml - 0,0580   0,0601 0,0519   0,0532 0,0683   0,0720 

wbxml + 

deflate 
- 0,0602   0,0624 0,0537   0,0553 0,0703   0,0736 

wbxml + 

gzip 
- 0,0596   0,0617 0,0532   0,0546 0,0692   0,0725 

p
la

in
 t

ex
t 

tr
an

sf
o
rm

ed
 

w
it

h
 b

as
e6

4
 

no 

compression 
0,0503   0,0593 0,0572   0,0592 0,0523   0,0539 0,0662   0,0695 

deflate 0,0550   0,0568 0,0598   0,0626 0,0541   0,0558 0,0696   0,0735 

gzip 0,0549   0,0567 0,0597   0,0619 0,0539   0,0556 0,0684   0,0718 

wbxml - 0,0606   0,0625 0,0543   0,0554 0,0685   0,0716 

wbxml + 

deflate 
- 0,0612   0,0630 0,0549   0,0560 0,0692   0,0724 

wbxml + 

gzip 
- 0,0609   0,0626 0,0558   0,0570 0,0681   0,0712 

b
in

ar
y
 

no 

compression 
0,0544   0,0555 0,0614   0,0636 0,0536   0,0546 0,0691   0,0729 

deflate 0,0548   0,0561 0,0618   0,0640 0,0552   0,0563 0,0691   0,0732 

gzip 0,0554   0,0563 0,0619   0,0640 0,0558   0,0568 0,0678   0,0716 

wbxml - 0,0627   0,0662 0,0547   0,0572 0,0691   0,0737 

wbxml + 

deflate 
- 0,0629   0,0664 0,0556   0,0578 0,0697   0,0737 

wbxml + 

gzip 
- 0,0641   0,0669 0,0559   0,0579 0,0697   0,0730 

m
ix

ed
 

no 
compression 

0,0528   0,0556 0,0568   0,0599 0,0521   0,0549 0,0676   0,0726 

deflate 0,0549   0,0580 0,0592   0,0625 0,0535   0,0565 0,0692   0,0738 

gzip 0,0535   0,0546 0,0580   0,0587 0,0524   0,0535 0,0657   0,0693 

wbxml - 0,0604   0,0636 0,0531   0,0560 0,0693   0,0741 

wbxml + 

deflate 
- 0,0612   0,0639 0,0542   0,0564 0,0697   0,0747 

wbxml + 

gzip 
- 0,0588   0,0612 0,0533   0,0546 0,0666   0,0711 

 
Table 6: Confidence intervals for server operation times - compression. 

 

 

Calculated ranges for one set of data and one operation are much alike; they contain each 
other or the intersection is significant. Internal server operation times were not subject to 

data type or compression algorithms. 

 

Regardless of message size, usage of two compressors increased preprocessing and 
postprocessing time. The cause of this has not been investigated. A relationship between 

time lost due to double compression and time saved due to no canonization has not been 

established. 
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Figure 48: Confidence intervals for canonization 

of plain text. 

 
 

Figure 49: Confidence intervals for preprocessing 

of plain text. 

 

 
 

Figure 50: Confidence intervals for processing of 

plain text. 

 
 

Figure 51: Confidence intervals for 

postprocessing of plain text. 

 

 

4.4 Experiment III (buffering) 
 

This section describes the third experiment which checked influence of the client-side 
buffering mechanism on OMA DM Sessions. 

 

4.4.1 Specific setup 
 
To check the buffering influence on OMA DM Sessions a special type of buffer was created. 

For the sake of Experiment III it was assumed that the buffer size is not limited and that the 

buffer flush occurs when a time-sensitive message arrives at the buffer (not when the buffer 

is filled). The buffer was placed at the client side and all the client messages which arrived at 
the buffer were immediately put inside. Time-insensitive messages waited in the buffer until 

a time-sensitive message arrived. When this happened the whole buffer was flushed, i.e. a 

new OMA DM Session was established and all the client buffered messages were sent to the 
server. It was assumed that only messages with objects arrive at the buffer. Thus there was 

no need to resolve the problem of server-like replies to the clients that sent messages (e.g. 

acknowledgement of credentials). However, to ensure such messages were correct, whole 

altered OMA DM Sessions were used. This allowed the calculation of the number of bytes 
saved in comparison to a non-buffered case. 
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Experiment II (section 4.3.3) showed that deflate HTTP compression, in most cases, 

produces the smallest output message. Thus all OMA DM Session Messages in Experiment 

III were compressed with deflate compressor. 
 

Because of lack of ways to determine time-sensitivity of OMA DM Session Messages and 

OMA DM Sessions (section 4.2.3) the experiment utilized randomly generated streams of 
messages. Each message contained an object of random size (of one of four types explained 

earlier). Random messages were divided into two groups: time-sensitive and time-

insensitive. Time-insensitive messages were generated every X seconds, where X was a 

parameter for the experiment. Time-sensitive messages were generated with an exponential 
distribution with a parameter U, which was a mean waiting time for a message. The 

distribution is memory-less which made it suitable for the research; the probability of time-

sensitive message appear was not subject to previous messages behaviour, i.e. each message 
was independent in terms of statistical parameters. 

 

The C++ rand function was used to generate numbers with a uniform distribution. Modern 

C++ standard libraries use implementations of rand with a roughly uniform distribution 
unlike older implementations based on Linear Congruency generators [45]. For the small 

scale of the experiment rand was believed to produce a uniform distribution of sufficient 
randomness. The generated number was later transformed to be a number from an 
exponential distribution with the equation: 

 

               
 

where: 

 E – a number generated with an exponential distribution – waiting time for time-

sensitive message, 

 U – mean waiting time for a time-sensitive message, 

 N – a number generated with a uniform distribution from the rand function. 
 

According to the conducted interviews, 39% of respondents were willing to postpone data 
transfer up to 1 hour in order to save transmitted megabytes. Another 29% answered that 

data could wait up to 5 hours. The experiment checked messages behaviour for X and U in 

the range 0-800 minutes which corresponds to message maximum waiting time of 10 hour 
(in extreme cases). For every set of X and U, data was being put into the buffer until a time-

sensitive message arrived. When it happened all data was sent to server in one session. Next, 

a new set of X and U values were calculated and the experiment was repeated. 

  

4.4.2 Measurements and results 
 

In the experiment buffer size, buffering time and server processing time were measured. In 

this section empirical results are presented. A mathematical analysis is described in section 
4.4.3. 

 

4.4.2.1 Buffer size 

 

Graphs below (Figure 52 – Figure 54) show buffer usage as a function of X and U 
parameters, i.e. the time interval at which time-insensitive messages arrive at the buffer and a 

mean waiting time for time-sensitive messages.  
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Figure 52: Number of bytes in the buffer. 

 
 

Figure 53: Number of messages in the buffer. 

 

 
 

Figure 54: Number of saved bytes. 

 

The number of saved bytes was the sum of sizes of OMA DM Session Messages which were 
skipped when a buffered data was sent (e.g. credentials were sent only once contrary to an 

non-buffered case where they were sent every time a new session was initiated). The slower 

the time-sensitive data arrived, the more time-insensitive data was accumulated in the buffer, 
thus the saved bytes and the number of messages in the buffer raised. All three graphs 

present the same behaviour, i.e. for small values of mean waiting time few messages were 

accumulated in the buffer, regardless of time interval between time-insensitive messages 

arrival. 
 

4.4.2.2 Buffering time 

 

Figure 55 shows the mean time messages spent in the buffer, i.e. the mean buffering time. 
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Figure 55: Mean buffering time. 

 
The biggest value of buffering time recorded in the experiment was 412 minutes. The 

buffering time was dependent upon the mean waiting time for a time-sensitive message; only 

the arrival of a time-sensitive message could flush the buffer. Buffering time was largely 

independent of the message‟s period. 98,34% of values of buffering time were below 200 
minutes, which suited most of the interviewed people. The very high peak was most likely 

caused by a software error, thus it was removed from results when performing further 

analysis. 
 

4.4.2.3 Session processing time 

 

For every session that was established in the experiment the session processing time on the 

server was measured the same way as described in Experiment I (Figure 56).  
 

 
 

Figure 56: Session processing times under buffering conditions. 

 
Session processing time was determined by the number of bytes in the buffer. Two trends 

were visible in the data suggesting two different types of behaviour in the buffer. A large 

number of samples showed a linear relationship between the number of bytes in the buffer 
and processing time. This is clearly visible in Figure 56 as straight graduated lines near the 

bottom of the plot. A smaller proportion of the samples showed a polynomial relationship. 

The spread of the empirical results increased with the increase of number of bytes in the 

buffer. It was speculated that this happened because of increasing diversity in buffered data 
types. 
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4.4.3 Analysis 
 

This section presents a quantitative analysis of the empirical data gathered from Experiment 

III. 
 

4.4.3.1 Buffer size 

 

The experiment was run several times. With each run the peak (maximum) number of 

messages was recorded. Likewise the largest number of bytes in the buffer during the run 
was recorded. The mean value of the maximum number of messages in the buffer was 

13170; The mean of maximum number of bytes in buffer was more than 724MB (in a 800 

minute test); The mean of maximum bytes saved due to buffering was 144MB. The buffer 

was designed to be at the client side. To find a reasonable buffer size a histogram of number 
of bytes in the buffer was plotted. 

 

 
 

Figure 57: Histogram of number of bytes in the buffer. 

 

The experiment showed that in the 92,37% of cases there was less than 3MB in buffer. Only 

for very small values of X (<10 minutes) together with large values of U (>100 minutes), 
was the amount of data in the buffer significantly higher than 3MB (mean value 550MB).  

 

To describe buffer fill a mathematical analysis function fitting was performed (Table 7 and 
Figure 58 – Figure 60). Fitting was performed in the same way as in Experiment I and 

Experiment II. In all models all parameters were considered important; mean absolute errors 

were smaller by a few orders of magnitude than gathered variables. 

 

 
 

Figure 58: Fitted function for number of bytes in 

the buffer. 

 
 

Figure 59: Fitted function for number of 

messages in the buffer. 
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bytes in the buffer 
-9,95588E7/X

2 
+  5,27145E7/X + 17044,7/U  

+ 21248,1*√(U) + 15,3991*X - 192593 
R
2
 = 70,67% M = 1,30 

saved bytes  
-2,07808E6/X

2
 + 770411/X  

+ 8,85042*U - 2296,21 
R
2
 = 68,71% M = 14,09 

messages in the buffer 
-1171,51/X

2 
+ 501,051/X + 0,00576313*U  

- 1,71064 
R
2
 = 70,67% M = 1,30 

 
Table 7: Fitted functions describing buffer behaviour - buffering. 

 

 
 

Figure 60: Fitted function for number of saved bytes. 

 
All model parameters were considered important. In each case the mean absolute error was 

smaller by a few orders of magnitude than the magnitude of the variables. 

 
The characteristics of the theoretical functions plot were similar to graphs generated from the 

experiment results. When time-insensitive messages arrived quickly (small X values) and 

time-sensitive messages arrived slowly (large U values) the buffer filled rapidly. This 

resulted in a large number of messages / bytes in the buffer. The function which described 
the number of bytes in the buffer has a different characteristic to functions describing the 

number of messages / bytes in the buffer. However, for the assumed range of X and U values 

graphs of all three functions look and behave alike. 
 

4.4.3.2 Buffering time 

 

Analysis of the mean buffering time was performed with the same approach. A function 

describing the effect was found. Table 8 presents the equation and Figure 61 shows the plot 
of the fitted function. 

 
 

Figure 61: Fitted function for mean buffering time. 
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mean  buffering time 
46447,5/X

2
+ - 2741,88/X -4,55937/U  

+ 0,511141*U + 0,128832*X + 2,53271 
R
2
 = 75,93% M = 53,45 

 

Table 8: Fitted function for buffering time - buffering. 

 

 

All model parameters were considered important. Mean absolute errors were smaller by a 

few orders of magnitude than gathered variables, thus the found model was appropriate for 
the empirical data. 
 

Message buffering time was dependent upon mean waiting time for time-sensitive messages 

and was not independent of the interval at which time-insensitive messages arrived. This 
behaviour was consistent with the buffer construction. 
 

4.4.3.3 Session processing time 

 

Due to a wide spread of empirical values of server session processing times a single function 

fit was not sufficient. An envelope of theoretical models from previous example served as a 

better relationship description (Figure 62). All empirical values were as expected, i.e. they 
presented the same trend as either binary data or plain text data from Experiment II. This 

indicated that the server used an algorithm which was O(n
2
) for the worst case and O(n) for 

the best case. The large difference in behaviour was caused by different data types and buffer 
filling. It was speculated that the server processing time was dependent upon the plain text to 

binary data ratio. The rare cases of session messages bigger than 3MB (not shown) behaved 

the same way. 

 

 
 

Figure 62: En envelope of empirical data 

of server session processing time. 
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5 CONCLUSIONS AND DISCUSSION 

Open Mobile Alliance Device Management is a set of solutions for unified data transfer and 
data synchronization between various devices regardless of device‟s manufacturer and 

software used. OMA DM works in a client – server architecture. The specification defines 

abstract behaviour rather than a formal description of functionality. This research analysed 

OMA DM Session Messages in order to find the most effective methods of OMA DM usage, 
measuring server parameters and messages parameters only. Specially created software was 

used to alter pre-recorded OMA DM Session Messages and to spoof an OMA DM Client in 

order to establish new sessions and measure their parameters. The research checked the 
influence of compression and buffering on OMA DM efficiency in a series of experiments. 

 

In order to create a set of representative test scenarios interview results were utilized. 
Additionally, server settings and OMA DM specification were reviewed to gather more 

information. It was found that during OMA DM Sessions exchanged objects (or parts of 

them) were of at most 2MB and that typically four types of data were exchanged: 

 

 plain text 

 plain text transformed with base64 encoding 

 binary data 

 mixed data (i.e. binary data together with plain text data sent in one object) 

 

The research investigated objects up to 50% bigger than typically exchanged and analysed 

server behaviour during an exchange of all four types of data. For each type of data various 
data sources were used to gather data with different characteristics (e.g. different entropy). 

For mixed data type the plain text to binary data ratio was changed to cover a wide range of 

cases. 
 

During an initial test run of the software created for the research several server limitations 

were discovered (section 4.1.3). Additionally, internal server operations were found which 

lead to identification of factors that influenced OMA DM efficiency and a determination of 
measurements suitable for the research: 

 

 object size (with and without compression) 

 OMA DM Server session processing time 

 OMA DM Server messages canonization time 

 OMA DM Server messages preprocessing time 

 OMA DM Server messages processing time 

 OMA DM Server messages postprocessing time 

 buffer size (in the experiment checking client side buffering-like mechanism) 

 buffering time (in the experiment checking client side buffering-like mechanism) 

 
Identified measurements corresponded to those found in papers on testing management 

solutions (Chapter 2). It was possible to define a relationship between the factors measured 

relative to the bandwidth of the link (section 4.3.3.3). 
 

Since the research concentrated on the server side measurements no time-sensitivity could be 

checked and analysed and the content in OMA DM Sessions was randomly categorized as 

time-sensitive or time-insensitive for the experiment on buffering (section 4.2.2.3). No other 
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experiment relied upon this characteristic. It was outside of the scope of the research to 

analyse client side message time-sensitivity classification. 

 
Experiment I revealed trends in server behaviour without compression and buffering. It was 

found that OMA DM Server session processing time varies depending on object size and on 

data type. The server spent most time on processing messages with plain text data, mostly 
because of their role. In most cases plain text data had to be parsed in order to retrieve useful 

information (e.g. next node‟s address when transferring a message to other system). 

Funambol Server internal operation times (i.e. canonization, preprocessing, processing and 

postprocessing) were not influenced by data type or message sizes and, in general, times of 
all four operations were similar. 

 

The next experiment checked how compression mechanisms influenced OMA DM Sessions. 
It was found that compression could have been done at two points, i.e. in OMA DM 

Software before sending through network or in HTTP – message body compression. The 

research showed that OMA DM Session Messages compression influenced largely OMA 
DM Sessions. In general, a compressed session message required additional tasks from 

OMA DM Serves such as decompression and response compression. Time spent on 

additional tasks was smaller by a few orders of magnitude comparing to whole session 

processing time. 
 

It has been proved that deflate HTTP compression is the most effective when considering 

additional OMA DM Server time and compression ratio. It is a well-known and widely 
supported standard, thus in most HTTP servers can be used “out-of-the-box”. When using 

the gzip compressor message size was satisfactory but the time spent on compression was 

longer, especially for binary data. It was found that base64 transformation should be avoided 

wherever possible as it increases message size and impair further compression. Funambol 
implementation of binary XML compression was useful only in a limited number of cases, 

i.e. when objects emended in session messages were small.  

 
To check how different measurements relate to one another the concept of bandwidth was 

introduced in the analysis. For all the cases breakeven plots have been created showing when 

it was profitable to use a certain compressor as a function of bandwidth and object size. No 
one general recommendation can be given, as all the cases differ and each time a decision 

making program (person) must investigate the presented results from scratch. Gzip and 

deflate compressors were still proven to be the options amongst those tested. 

 
The time of canonization, preprocessing, processing and postprocessing of OMA DM 

Session Messages was not influenced by compression, so internal OMA DM Server 

operations were not influenced by compression methods. The only exception was usage of 
several compressors in sequence. 

 

In general, compression decreased the number of bytes which needed to be transferred for 
every OMA DM Session Message and increased the processing time. In most cases, it was 

useful to use compression. 

 

Experiment III checked the influence of client side buffer-like mechanism on OMA DM 
Sessions. It was found that for OMA DM Session objects in the range 0-3MB, a 3MB buffer 

may have been implemented as in general it would overflow only in 7,63% of cases. An 

overfill could have been easily handled because buffering was done at the client side. Instead 
of discarding an overfilling client-created message it could have been temporarily stored. 

This would require additional 3MB of space. Once a buffer overflow an OMA DM Session 

would have been created and sent to OMA DM Server. Next, a temporarily stored message 

could have been put into the empty buffer. 
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The experiment showed that for 98,34% of cases buffering time was acceptable according to 

interviews. Buffering time was subject to the mean waiting time for time-sensitive messages. 

A waiting time restriction value would assure that data would not be stored in the buffer too 
long. Buffering did not influence OMA DM Server session processing time significantly 

when tested with deflate compression. 

 
Number of bytes saved due to buffering was subject to the times at which time-sensitive and 

time-insensitive messages arrived at the buffer. In the research OMA DM Sessions were 

shrunk by around 17% comparing to a non-buffering scenario. 

 
Since buffering required a fairly small amount of memory, messages were not delayed 

significantly and number of bytes saved was significant. Buffering of OMA DM Client 

messages allows to further shrink OMA DM Session sizes. It was profitable to implement 
buffering. 

 

A general recommendation is to use the proposed buffering mechanism at the client side at 
all times and to check on each (set of) message(s) whether to use compression mechanisms. 

Compressors influence efficiency significantly by, in most cases, shrinking exchanged data 

and extending messages processing times. In most cases the HTTP deflate compressor 

worked best, thus it is recommended to use it. Currently, usage of a compressor in the HTTP 
is straightforward (i.e. so called “out-of-the-box”) and no additional steps have to be taken, 

contrary to a binary XML compressor, which has to be implemented in each OMA DM 

Client and OMA DM Server. 
 

As this research is the first work conducted in this area those are still open questions on the 

behaviour of OMA DM: 

 

 how do different OMA DM implementations inter-operate with each other? 

 how does OMA DM Client / user classify messages? 

 which characteristics of OMA DM Session Messages are most important? 

 how does sending a compressed and uncompressed messages in one OMA DM 

Session influence the efficiency? 

 why for some cases do the OMA DM Server internal operations take more time? 

 what are the algorithms used in OMA DM Server and do they have the best known 

complexities (e.g. O(n) in binary XML compression)? 

 why does the gzip compressor add a constant overhead of ~2 seconds? 

 what were the causes of found limitations (e.g. server maximum object size 2MB)? 
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7 APPENDIXES 

Appendix A: Interview worksheet 
 

date .......................... place ........................... worksheet number W1/2011/…........................ 

 

Interview question Answer and notes 

Gender  

Age  

Profession (e.g. telecommunication engineer, teacher, bus 

driver) 
 

Types of electronic devices owned (e.g. mobile phones, 
netbooks) 

 

Number of electronic devices owned  

Time (in years) of ownership  

How is the device used most often (for work, personal use or 

both) 
 

What data is most often exchanged (e.g. configuration data, 

messages, photos) 
 

Describe each common use-case  

 Devices involved (e.g. models, names, brands)  

 
Operating systems used at both devices – name and (if 

possible) version (e.g. Android 2.1, Windows Mobile 7) 
 

 Connection type (e.g. wired USB, wireless GSM)  

 
Amount of exchanged data per use in MBs 

(e.g. 10MB, 200 SMSes * 150 bytes each) 
 

 Exchange frequency (e.g. every 5 minutes, 3 days)  

 What is important (e.g. exchange time, reliability)  

 
What is not important (e.g. amount of data, exchange 

time) 
 

 
What happens in case of failure  

(e.g. user triggers retransmission) 
 

 
Can exchanged data be delayed or exchanged at a later 

time (automatically)  
 

 Notes  
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Appendix B: Session reply application listing 
 
/*  (C) 2011 Tomasz Smolarek  

 

    The program takes a file (clientFile) and sends it through socket to OMA DM  

    Server. After receiving a response another file is send to the server until  

    program runs out of files. The program parses answers to strip out session ID  

    given by the server. With a proper session ID the session can be continued, thus 

    client files from the same OMA DM Session can be sent to the server. 

    Messages from pre-recorded sessions are used as client files so there is no need  

    for correctness checking. 

 

    Bash scripts were used to prepare client files. */ 

 

#include <sys/socket.h> 

#include <sys/stat.h> 

#include <netdb.h> 

#include <stdio.h> 

#include <string.h> 

#include <stdlib.h> 

#include <iostream> 

#include <string> 

 

using namespace std; 

 

size_t filesize(char *filename) { // function for file size check 

    struct stat fileStat; 

    size_t retval; 

    if (stat(filename, &fileStat)) { // check for errors 

        printf("Error checking file size for file %s\n", filename); 

        ret = 0; 

    } else { 

        ret = fileStat.st_size; 

    } 

    return ret; 

} 

 

int main(int argc, const char* argv[]) { 

    string receivedData_String;   

    string sessionId_String; 

    const int BUFFER_SIZES = 999999; // max number of bytes in read/write buffers 

    int tmp, i; 

    char clientFileName[BUFFER_SIZES]; // name of the file send to OMA DM Server 

    int clientFileNumber = 0; // number of the file 1, 2, 3 

    char sentData[BUFFER_SIZES], receivedData[BUFFER_SIZES]; // read/written from/to 

OMA DM Server 

    char receivedData2[BUFFER_SIZES]; 

    int receivedBytesNumber = 0; 

    int clientFileLineNumber = 1; 

    int sessionMessageNumber = 1; 

    char postLine[300]; // used to build the HTTP POST with line a custom session ID 

    char postLineOne[]="POST /funambol/ds;jsessionid="; 

    char postLineTwo[]=" HTTP/1.1\r\n"; 

    char sessionId[33]; 

    char tmpChar[999]; 

    FILE * clientInputFile; 

    FILE * tmpOutput; 

    FILE * pFile; 

    size_t positionA, positionB; 

    struct hostent *host; 

    struct sockaddr_in serverStructure; 

    int sock; 

    size_t position; 

 

    host = gethostbyname("192.168.86.135"); // OMA DM Server IP 

 

    if ((sock = socket(AF_INET, SOCK_STREAM, 0)) == -1) { // connect to socket 

        perror("Socket error"); 

        exit(1); 

    } 

 

    serverStructure.sin_family = AF_INET; // based on cplusplus.com       

    serverStructure.sin_port = htons(8080);    

    serverStructure.sin_addr = *((struct in_addr *)host->h_addr); 

    bzero(&(serverStructure.sin_zero), 8);  
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    if (connect(sock, (struct sockaddr *)&serverStructure, sizeof(struct sockaddr)) 

== -1) { 

        perror("Connect error"); 

        exit(1); 

    } 

 

    sessionMessageNumber = 1; 

 

    while(1) {  

        sprintf(clientFileName, "%s", argv[1]); 

        clientFileName[strlen(clientFileName)-3] = 0; // strip last 3 digits (chars); 

it is assumed that program takes filename (e.g., file001) as a command line argument 

        sprintf(clientFileName, "%s%.3d", clientFileName, ++clientFileNumber); // 

replace with current file number so the clientFileName becomes file001, file002... 

 

        clientInputFile = fopen (clientFileName , "rb"); // open client file 

        if (clientInputFile == NULL) { // if no files 

            close(sock); // close the connection 

            return 1; // exit 

        } else { 

            if (sessionMessageNumber != 1) { 

                sprintf(postLine, "%s%s%s", postLineOne, sessionId, postLineTwo); // 

prepare own HTTP POST line with a valid session ID 

                send(sock, postLine, strlen(postLine), 0); 

            } else { // if it is the first session message send no session ID 

                send(sock, "POST /funambol/ds HTTP/1.1\r\n", strlen("POST 

/funambol/ds HTTP/1.1\r\n"), 0); 

            } 

 

            // start sending HTTP headers 

            // command line arguments indicate which headers to send (e.g. if the 

session is compressed) 

            send(sock, "Accept: */*\r\n", strlen("Accept: */*\r\n"), 0); 

 

            if (argv[2][0] == '0') { 

                send(sock, "Content-Type: application/vnd.syncml+xml\r\n",  

                strlen("Content-Type: application/vnd.syncml+xml\r\n"), 0); 

            } else if (argv[2][0] == '1') {  

                send(sock, "Content-Type: application/vnd.syncml+wbxml; charset=UTF-

8\r\n",  

                strlen("Content-Type: application/vnd.syncml+wbxml; charset=UTF-

8\r\n"), 0); 

            } 

 

            send(sock, "User-Agent: Funambol Outlook Sync Client v. 9.0.2\r\n",  

            strlen("User-Agent: Funambol Outlook Sync Client v. 9.0.2\r\n"), 0); 

            sprintf(tmpChar, "Content-Length: %d\r\n", filesize(clientFileName)); // 

get the size of current client file  

            send(sock, tmpChar, strlen(tmpChar), 0); 

 

            if (argv[3][0] == '1') {  

                send(sock, "Accept-Encoding: deflate\r\n", strlen("Accept-Encoding: 

deflate\r\n"), 0); 

                send(sock, "Content-Encoding: deflate\r\n", strlen("Content-Encoding: 

deflate\r\n"), 0); 

            } else if (argv[3][0] == '2') {  

                send(sock, "Accept-Encoding: gzip\r\n", strlen("Accept-Encoding: 

gzip\r\n"), 0); 

                send(sock, "Content-Encoding: gzip\r\n", strlen("Content-Encoding: 

gzip\r\n"), 0); 

            } 

 

            send(sock, "Host: localhost:8080\r\n", strlen("Host: 

localhost:8080\r\n"), 0); 

            send(sock, "Connection: Keep-Alive\r\n", strlen("Connection: Keep-

Alive\r\n"), 0); 

            send(sock, "Cache-Control: no-cache\r\n\r\n", strlen("Cache-Control: no-

cache\r\n\r\n"), 0); 

 

            size_t result; 

            char * buffer; 

            size_t clientFileSize = filesize(clientFileName); 

            buffer = (char*) malloc (sizeof(char)*clientFileSize); // prepare to read 

the client file into memory 

 

            if (buffer == NULL) { 

                fputs ("Memory error", stderr); exit (2); 
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            } 

            result = fread (buffer, 1, clientFileSize, clientInputFile); 

            if (result != clientFileSize) { 

                fputs ("Reading error", stderr); exit (3); 

            } 

            send(sock, buffer, clientFileSize, 0); // send the client file to the 

server 

            fclose(clientInputFile); 

            free(buffer); 

 

            receivedBytesNumber = recv(sock, receivedData, BUFFER_SIZES, 0); // get 

the response 

            receivedData[receivedBytesNumber] = '\0'; 

 

            if (sessionMessageNumber == 1) { // if it is the response for the 1st 

session message parse it to get session ID; when parsing decode if necessary 

                if (argv[3][0] == '0') { // plain text 

                    position = 0; 

 

                    for (int i=0; i < receivedBytesNumber-15; ++i) 

                    { 

                        if (receivedData[i] == ';' && receivedData[i+1] == 'j' && 

receivedData[i+2] == 's' && receivedData[i+3] == 'e' && receivedData[i+4] == 's' && 

receivedData[i+5] == 's' && receivedData[i+6] == 'i' && receivedData[i+7] == 'o' && 

receivedData[i+8] == 'n' && receivedData[i+9] == 'i' && receivedData[i+10] == 'd' && 

receivedData[i+11] == '=' ) { 

                            position = i+12;  

                            break; 

                        } 

                    } 

 

                    for (int i=0; i<32; ++i) 

                    {     

                        sessionId[i] = receivedData[position+i]; 

                    } 

                    sessionId[32] = 0; 

 

                } else if (argv[3][0] == '1') { // deflate 

                    int copiedA=0; 

                    int counterA=0; 

                    for (counterA=0; ; ++counterA) { 

                        if (receivedData[counterA] == '\r' && 

receivedData[counterA+1] == '\n' && receivedData[counterA+2] == '\r' && 

receivedData[counterA+3] == '\n') { 

                            break; 

                        } 

                    } 

 

                    for (int i=0; i<receivedBytesNumber-counterA-4; ++i) { 

                        receivedData2[i] = receivedData[counterA+4+i]; 

                        ++copiedA; 

                    }                 

                     

                    tmpOutput = fopen ("/tmp/tempOutput.DE" , "wb"); 

                     

                    if (tmpOutput==NULL) {  

                        printf("ERROR opening tmp file\n");  

                        exit(2); 

                    } 

                     

                    fwrite(receivedData2, 1, copiedA, tmpOutput); 

                    fclose (tmpOutput); 

                     

                    if (argv[2][0] == '0') { // NOT wbxml  

                        system("./zpipe -d < /tmp/tempOutput.DE | grep jsession | cut 

-c 60-91 > /tmp/sessionId"); 

                        pFile = fopen ("/tmp/sessionId" , "r"); 

                        fgets (sessionId , sizeof(sessionId) , pFile); 

                        fclose (pFile); 

                    } else { // wbxml 

                        system("./zpipe -d < /tmp/tempOutput.DE > /tmp/sessionId"); 

                        pFile = fopen ("/tmp/sessionId" , "r"); 

                        fgets (receivedData , filesize("/tmp/sessionId") , pFile); 

                        fclose (pFile); 

                         

                        for (int i=0; i < filesize("/tmp/sessionId")-13; ++i) { 
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                            if (receivedData[i] == ';' && receivedData[i+1] == 'j' && 

receivedData[i+2] == 's' && receivedData[i+3] == 'e' && receivedData[i+4] == 's' && 

receivedData[i+5] == 's' && receivedData[i+6] == 'i' && receivedData[i+7] == 'o' && 

receivedData[i+8] == 'n' && receivedData[i+9] == 'i' && receivedData[i+10] == 'd' && 

receivedData[i+11] == '=' ) { 

                                position = i+12;  

                                break; 

                            } 

                        } 

 

                        for (int i=0; i<32; ++i) {     

                            sessionId[i] = receivedData[position+i]; 

                        } 

                        sessionId[32] = 0; 

                    } 

                    system ("rm /tmp/tempOutput.DE 2> /tmp/null"); 

                    system ("rm /tmp/sessionId 2> /tmp/null"); 

 

                } else if (argv[3][0] == '2') { // gzip 

                    int copiedA = 0; 

                    int counterA = 0; 

                    for (counterA = 0; ; ++counterA) { 

                        if (receivedData[counterA] == '\r' && 

receivedData[counterA+1] == '\n' && receivedData[counterA+2] == '\r' && 

receivedData[counterA+3] == '\n') {  

                            break; 

                        } 

                    } 

 

                    for (int i=0; i<receivedBytesNumber-counterA-4; ++i) { 

                        receivedData2[i] = receivedData[counterA+4+i]; 

                        ++copiedA; 

                    }                 

                    tmpOutput = fopen ("/tmp/tempOutput.gz" , "wb"); 

                    fwrite(receivedData2, 1, copiedA, tmpOutput); 

                    fclose (tmpOutput); 

                    system ("gunzip /tmp/tempOutput.gz"); // .gz is deleted and 

tempOutput is created 

                    sleep(2); 

                     

                    if (argv[2][0] == '0') { // NOT wbxml  

                        system("cat /tmp/tempOutput | grep jsession | cut -c 60-91 > 

/tmp/sessionId"); 

                        pFile = fopen ("/tmp/sessionId" , "r"); 

                        fgets (sessionId , sizeof(sessionId) , pFile); 

                        fclose (pFile); 

                    } else { // wbxml 

                        pFile = fopen ("/tmp/tempOutput" , "r"); 

                        fgets (receivedData , filesize("/tmp/tempOutput") , pFile); 

                        fclose (pFile); 

                         

                        for (int i=0; i < filesize("/tmp/tempOutput")-13; ++i) { 

                            if (receivedData[i] == ';' && receivedData[i+1] == 'j' && 

receivedData[i+2] == 's' && receivedData[i+3] == 'e' && receivedData[i+4] == 's' && 

receivedData[i+5] == 's' && receivedData[i+6] == 'i' && receivedData[i+7] == 'o' && 

receivedData[i+8] == 'n' && receivedData[i+9] == 'i' && receivedData[i+10] == 'd' && 

receivedData[i+11] == '=' ) { 

                                position = i+12;  

                                break; 

                            } 

                        } 

                        for (int i=0; i<32; ++i) {     

                            sessionId[i] = receivedData[position+i]; 

                        } 

                        sessionId[32] = 0; 

                    } 

                    system ("rm /tmp/tempOutput 2> /tmp/null"); 

                    system ("rm /tmp/sessionId 2> /tmp/null"); 

                } 

            } 

            sessionMessageNumber+=2; // increase the counter and go to the beginning 

to read another client file 

        } 

    } 

    close(sock);  

    return 0; 

}  




