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Abstract 
 

 

Practically everyone today own and use a mobile phone, along 

with numerous credit cards. Paying with cash is getting rarer, 

and the trend is to pay electronically. Existing mobile payment 

trials and systems have demonstrated the success of mobile 

payments. However, they have all been tailored to particular 

actors and application areas, such as transit tickets or vending 

machines. This thesis focuses on the design and construction of 

a generalised mobile payment system able to handle every kind 

of purchase from a vendor machine purchase to a car sale. It 

does not matter if the seller’s point of sale is connected to the 

Internet or not. A working prototype of the mobile payment 

system was implemented to demonstrate the proof of concept, 

and to allow testing the premises. The prototype test results 

show that is it possible to create such a general system by using 

the latest mobile wireless and security technologies emerging 

on the market today, and the design shows how it is done in a 

secure and flexible way. 

 

Keywords: Mobile, payment, wallet, WPKI, NFC 
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4 Short list of abbreviations 
1. SP – Service Provider 

2. MSP – Mobile Service Provider 

3. MO – Mobile Operator 

4. CA – Certificate Authority 

5. RA – Registration Authority 

6. ICA – Swedish grocery store 

7. ITU – International Telecommunications Union 

8. BTH – Blekinge Tekniska Högskola(Blekinge Institute of Technology) 

9. ISO – International Organization for Standardization 

10. HW – Hardware 

11. PIN – Personal Identification Number 

12. SH – Seller Hardware 

13. MSG2S – Message to Seller 

14. URI – Unified Resource Identifier 

15. NFC – Near Field Communication 

16. NDEF – NFC Data Exchange Format 

17. PKI – Public Key Infrastructure 

18. WPKI – Wireless PKI 

19. SMS – Short Message Service 

20. GPS – Global Positioning System 

21. RAM – Random Access Memory 

22. VPN – Virtual Private Network 

23. MIDlet – Java applet for the MIDP 

24. MIDP – Mobile Information Device Profile 

25. SIM – Subscriber Identity Module 

26. STK – SIM Application Toolkit 

27. 3G – Third generation mobile technology 

28. GPRS – General Packet Radio Service 

29. API – Application Programming Interface 

30. SDK – Software Development Kit 

31. CRL – Certificate Revocation List 

32. CACL – Certificate Authority Certificate List 

33. GUI – Graphical User Interface 

34. RF – Radio frequency 

35. RFID – Radio-frequency Identification 

36. DoS – Denial of Service 

37. RSA – Rivest Shamir Adleman 

38. AES – Advanced Encryption Standard 

39. IC – Integrated Circuit 

40. P2P – Peer to peer 

41. UWB – Ultra Wide Band 

42. OSI – Open Systems Interconnection Basic Reference Model 

43. IR – Infra-red 

44. PKCS – Public Key Cryptography Standards 

45. GSM – Global System for Mobile communications 

46. JSR – Java Specification Request 



27/01/2009 Mobile Payment Solution 18 (87) 

 

© Copyright Cybercom Sweden South AB 

 



27/01/2009 Mobile Payment Solution 19 (87) 

 

© Copyright Cybercom Sweden South AB 

5 Introduction  
The usage of mobile phones today is very extensive. The mobile device has become a 

platform where many external gadgets have been integrated such as digital cameras, MP3 

players, GPSs, and calendars, and today the mobile phone is something we never leave our 

homes without. 

 

The next integration to be done is to integrate the wallet into the mobile device. The mobile 

wallet has been under testing and development for a long time, but has not been applied yet 

due to the many issues the developers has run into. 

 

Most of the existing mobile payment systems that are on trial today are built specifically for 

some type of actor, for example the Transport for London, limiting them to a particular niche. 

That makes such a system into yet another narrow and distinctly adapted payment service 

available on the market and not a general merge between services having a wide application 

area, which from a user perspective would be desirable. 

 

To make the mobile payment attractive for the customer, the same system has to work in 

many different scenarios. 

 

1. How should a mobile wallet system be constructed so that the same system can handle 

every type of purchase ranging from a vendor machine purchase to a car sale? 

 

We will not only focus on the purchase types the system shall handle. It is also of most 

importance under which conditions the purchase could occur. All existing systems are 

developed to use either the mobile Internet connection or a wired Internet connection. But the 

most usable system would be if the service did not depend on how the connection is done. 

When the city store, having a good wired Internet connection, moves to the countryside where 

neither wired nor wireless Internet does exist, the system would not have to be redesigned to 

work in that area. 

 

2. How should the system be designed in order to work where the mobile connection is 

out of range or a wired internet connection is impossible? 

 

Another issue is the security and authentication problem. Wireless connections could make 

the services very vulnerable if not protected properly, and could easily be exploited in 

existing systems. This is a big drawback for the mobile wallet and this must be constructed in 

the most secure way possible, before the system could be used in a large scale. 

 

3. How could the authentication problem be solved, and the wireless communication be 

protected with the technologies that are available on mobile phones today? 

 

From a user’s point of view the pay-methods are not that good either. In most cases the user 

signs up to both the service and an account where the purchases will be charged to. The user 

must either constantly control the account balance or the user will be charged by an invoice. 

This is entirely against most people’s preferences with fewer accounts and invoices, and must 

be redesigned to meet the users’ expectations. 

 

4. In what way could the system be designed to make it easier for the user to choose how 

the user will be charged for the purchases performed using the system? 
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5.1 Thesis scope 

We decided that in order to show that is it possible to construct a secure and flexible mobile 

payment system, we would create a basic demo version of the system, as a proof of concept. 

The thesis scope was thereby set to focus on the literature study, design and implementation 

of a mobile wallet demo system. Since our time and resources budget would not allow us to 

enrol with existing Mobile Service Providers, banks or Certificate Authorities, we decided to 

exclude the external actors and partially implement them ourselves. 

 

5.2 Contributions 

The mobile payment system distinguishes itself from the rest of the systems by being much 

more general and by having a wider application area. Other mobile payment systems and 

mobile payment trials today are usually tailored to fit a certain actor, stakeholder or 

application area. Our goal is to eliminate the need of having multiple systems for buying 

sodas from vendor machines in Finland and buying bus tickets in the London metropolitan 

area, in order to unite the systems used globally to a confirmative single one. To achieve this, 

the system uses the latest state-of-the-art mobile phone wireless and security technologies by 

combining them in such a way which enables simple yet powerful generic mobile purchases. 

 

5.2.1 Contribution list 

 Billing and charging accounts can be chosen for each purchase. 

 Wide and general application area; vendor machines, grocery stores, and even car 

dealerships. 

 State-of-the-art technologies combination; Near Field Communication (NFC) and 

Wireless Public Key Infrastructure (WPKI). 

 

5.3 Research Methodology 

The research and literature study in this master thesis are somewhat limited by the fact that 

the thesis focus lies mostly within the practical area of the creation of a mobile payment 

system. Literature study and research was planned for one month at the start of the project. 

This kind of research is called desk research (also called secondary data or secondary 

research). We gathered the information from internal sources such as papers and books, or 

access data on the Internet. This method is often used when you have a low budget.
1
 

 

The main advantage of desk research is to ensure the quality of the research. To ensure the 

quality there shall be strict ways for searching information. We used timeslots in the research 

where we focused on new predetermined technologies in every slot to make sure that all 

related information was collected. In the desk research it is needed to make a request in the 

beginning of each research slot. The request idea for the research where that these topics shall 

fit in within certain timeslots, then we could begin the research within the area, where all the 

information gathered in this way was put together.
2
 

 

Using desk research we were able to continue with the design, implementation and testing 

phases, and finally the evaluation of our work. The research consisted of literature study of 

the state-of-the-art mobile technologies emerging on the market today, and comparing them to 
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older and more established standard mobile phone technologies. We also studied a number of 

mobile payment trials, however, not as case studies since we did not study the trials in-depth. 

It turned out that the literature study phase ended earlier than planned, as all the literature 

study necessary was performed in two instead of four weeks. Information was mainly 

collected from books, papers, articles and the Internet. An enquiry about usability was also 

performed to collect usability results. 

 

5.4 Development Model 

For development of the demo mobile payment system, we decided to use the tried and tested 

Waterfall model. This model is a sequential model which has six phases; requirements 

extraction, design, implementation, verification and maintenance. There are several more 

software development models out there, like the agile models Extreme Programming and 

Scrum. Another model addressing the weaknesses of the Waterfall model is the Iterative and 

Incremental model, which basically is the Waterfall model repeated in smaller incremental 

steps in an iterative way. The reason we chose the Waterfall model is that we all have used it 

before in previous projects and are very familiar with it. Choosing Scrum or Extreme 

programming would have meant we had to learn a new method of software development, a 

risk we did not want to load the project with. An advantage to using the waterfall model is the 

well defined phases, each phase possibly resulting in a deliverable. When adopting the 

Waterfall model, we decided to leave the maintenance phase out, since this is a master thesis 

project, having a defined end after the set deadline, and there is no reason to maintain a demo 

only used for showing the proof of concept. The requirements phase was heavily modified 

into a literature study phase, since we only had a few requirements from Cybercom Group for 

the thesis work, the rest we set ourselves by literature and case study, however, not by 

conventional methods of requirements engineering. The phases themselves were also slightly 

more adapted into the way of the Iterative model by letting them spill over into each other in 

the waterfall, for example the testing and bug fixing phase began even though the 

implementation phase had not ended. Some minor parts of the system had to be redesigned 

during the implementation, but this is neither uncommon nor was it unexpected, and it was 

handled in a flexible way. 

 



27/01/2009 Mobile Payment Solution 22 (87) 

 

© Copyright Cybercom Sweden South AB 



27/01/2009 Mobile Payment Solution 23 (87) 

 

© Copyright Cybercom Sweden South AB 

6 Background 
Today more people own a mobile phone than a PC, and mobile phones are better integrated 

into daily life. People are very comfortable using them. They are now in fact heavily relied 

upon, as the phone feature is only a small part of what can be described as a miniature multi-

purpose multi-capable portable computer. With all the extra technology on the phone, such as 

digital cameras, MP3 players, GPSs, and calendars the popularity of the mobile phone will 

not decrease. 

 

The popularity will likely instead increase in the near future. The biggest popularity boost will 

probably be when the mobile wallet will be applied in a large scale. But there are still some 

issues and testing that needed to be done before the mobile wallet will be useful for the 

ordinary people. There are a lot of different designs and implementations matters that exist 

today and no one has found the perfect solution of the system yet. Therefore we wanted to 

give our opinion and solution of what we think is the complete solution of a mobile payments 

system. 

 

6.1 Mobile devices in the world 

In the middle of 2006 over two billion mobile phone users were connected and 1000 new 

users were signing up every minute
3
. It took about 12 years to get the first billion connections; 

the second billion took just two and a half year. In 2006 the worldwide mobile phone 

manufactures exceeded one billion handsets shipped
4
, and this number is expected to grow 

with 6.9% to break 1.4 billion units at 2011. Today, the third quarter of 2008, the mobile 

manufactures shipped a total of 299 million handsets
5
, and the market for mobile commerce is 

looking good. By 2015 the mobile market could be worth more than $1 trillion, and only 10% 

consist of voice calls. And the numbers are pointing in that direction too. 

 

The International Telecommunications Union estimated in May 2008 the number of mobile 

phone users to over 3.3 billion
6
. That is 49% of the world’s population, and the global mobile 

subscription is somewhere at 22%. The fixed telephone penetration is about 20% and the 

global subscription has been less than 1% between 2005 and 2007. 

 

6.2 Mobile payment 

Mobile payment covers online payments, in which the mobile phone is working as a device to 

authenticate personal information. It can also be used for face-to-face and vending machine 

transactions which take place locally. They are two different cases in the mobile remote 

payment
7
. 

  

 The low-value purchase is already common in most countries. Usually content such as 

games, wallpaper, ring tones etc, have already been sold on the phones without user 

authentication. The billing is recorded upon the user’s phone bill and the security of 

this type of purchase is very low. But such low-value purchase has proved to be a very 

lucrative market and a good source of income. Therefore the mobile operator is 

willing to take the payment risk, without any authorization collaboration with the 

bank. 
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 In the high-value purchase the mobile is connected to a payment card or an account. 

This must be done during a very secure enrolment process where the service provider 

must ensure that the information the user provide actually belongs to them. When it 

comes to high-value purchase no one is willing to take the payment risk hence the 

greater risk to lose money. The high-value purchase is in a development phase and 

there are a lot of actors who are working with this right now. Especially banks and 

financial service sectors are beginning to pay great interest in mobile commerce, 

particularly mobile-payments and mobile-banking. 

 

Some companies tried to do a high-value purchase product in the beginning of the 21
st
 

century, but this was not a success since user authentication and security was not fully 

developed. Yet experts forecasted in 2002 that 55 billion euro would be processed through 

mobile payments in 2006. The current market for mobile payments is reported at 2.2 billion 

euro (2008). And the prediction from the same experts in 2006 was that the market will reach 

only 10 billion euro in 2010
8
. But the development speeded up when the highly secure WPKI 

entered the market in 2005, and the high-value purchases could be done in a secure way. And 

what we see today with all effort put into mobile-payments from many actors, we think that 

mobile-payments will far exceed 10 billion euro in 2010. This is a direct result to the 

introduction of the WPKI and security that follows. 

 

6.2.1 Would mobile payments be successful? 

The mobile-payment systems benefits to end users are very clear. Today mobile phones are an 

integrated part in to our daily life. Together with the wallet and the key, the mobile phone is 

something we never leave our homes without. To merge these three items into two is a good 

improvement. Being able to pay goods and services via the mobile device would also give an 

enormous freedom, just like the credit card did when appeared in the beginning of the 20
th

 

century. The shopping phase will of course feel different and will take some time to learn, but 

with the high benefits it would give both to end user and seller this will take advantage over 

some time. 

 

One very important but difficult task is to give both end users and sellers confidence in the 

security of the service. The registration process is very important since this is the first 

connection to the service for the end user and the seller. The registration must be free, simple 

and secure. It must also grant the possibility for the end user to change account information 

like credit/bank account info without a new registration in a secure way. 

 

The main factor is of course how many opportunities the end user gets to use the service. 

Therefore the cooperation between all the organizations involved in the developing is very 

important. The mobile operator, financial institution and the seller must be able to re-use their 

existing systems to use a new payment solution. The services must also have some kinds of 

standards to communicate with other services of the same kind. Today most systems have 

been developed so the end user has to register at the same service provider as the seller has 

done. This is not a good design and has to change so the end user only has to register at only 

one service provider and the service providers then exchange information between each other. 

 

6.2.2 Would people use mobile payment? 

The really first and biggest trial of NFC technology in Europe was run by the English mobile 

service provider O2
9
, who wanted to do some tests how a contactless technology like NFC 
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could be used by real users in a daily environment. So together with the Transport for London 

(TFL), phone manufacturer Nokia and credit card company VISA they started a trial in 

November 2007. All 500 testers got a Nokia 6131 NFC handset with a preinstalled O2 wallet, 

which is just like a regular wallet, but in virtual form. With this wallet the testers could pay 

for travel on the subway, busses and trams around London. They could also pay for low value 

goods (under 10£), all this without a Personal Identification Number (PIN). They did simply 

need to tap their phones on a secure reader, and the transactions were completed. The trial 

ended in May 2008 and 78% of the contributors said that they would use the technology if the 

service where available. Over two-thirds of the participants said that they would be interested 

to use this service in the future, and 47% would consider mobile payment when choosing 

handset in the future. 

 

This trial went so well that the partners are actually discussing a new trial with extended 

payment functionality. Within this trial the purchase could exceed the current 10£ limit and 

would include PIN capability. 

 

Today many trials take place around the world and a lot of learning is done about this 

technology. 

 

In Turkey a trial which include nine banks and two of the country’s tree mobile operators is 

going to start in 2009 and one year forward. Any form of NFC device is supported, and there 

is no limit on the purchase amount, in other words no micro payments as in many other trials. 

This could be a great start to show ordinary people the advantages of a mobile payment 

service. 

 

In San Francisco
10

 commuters has been able to pay for travels and food in a trial this year. 

This project was launched by the San Francisco Bay Area Rapid Transit District (Bart). 80% 

of the 230 participants said that the mobile wallet was easy to use, and they really liked it. 

Nearly 9000 trips from January to May on Bart were made. Many of the participants said that 

they used the Bart more now than they did before. This corresponds well to the trial in 

London where 22% believed that they had used the public transport more during this trial than 

before. 

 

The summary is that an ordinary person who has got a chance to use a mobile payment 

system thinks it is a good invention and an easy to use technology. Even if it is just a small 

apply area and not at all similar to a finished product, people feel safe and comfortable with 

the product, and use it. It even got the user to purchase more when the pay method was so 

easy. 

 

6.3 Mobile payments methods 

In order to determine the most useful way to handle the payments in the system we had to go 

through the different methods used today by the business market. A payment could first be 

divided in two main categories; payment with account or one time payment. The difference 

between these two is that in account payment the customer leaves information that the sellers 

need once, and in one time payment the customer has to repeat all the information at every 

purchase. 

 

We want the customer to send a small amount of data to minimize the cost and the load of the 

system. Therefore the best choose would be account payment, where not all information about 
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the customer has to be sent every time. The account type could then be divided in three more 

categories; Post-paid, Pre-paid and Real-time
11

. 

 

6.3.1.1 Pre-paid method 

Using pre-paid, this means that the customer has made a payment in advance to his account. 

When the customer buys something and uses his account the credit decreases from his 

account. From the seller side this is a great advantage. The seller gets its money in advance, 

and knows that no one of its customers is going to be late with a payment. From the customer 

side this could both be an advantage and disadvantage. 

 

On one side, the customer can not be to sure that there is funds left on his pre-paid account. 

There is always a need to keep track of account status. On the other hand, the customer can be 

sure that he can not spend more then it is available on the account. 

 

6.3.1.2 Post-paid method 

With post-paid, the customer first gets the merchandise and uses it before paying. On a 

regular basis the customer gets an invoice and then pays it. This is very convenient for the 

customer that is not required to have the cash available for the purchase, and for the account 

holder there is no need to have a real time connection to any external payment authority. The 

account holder only needs to check that the customer is registered in the system, and that all 

contact information to send the invoice is available. But this also involves a great risk, that the 

customer does not have the money to pay the invoice. Even if the customer pays the invoice 

in time the seller gets the payment much later than in the other cases. 

 

6.3.1.3 Real-time method 

The last real-time, could be compared to cash. At the same time as the purchase, money is 

transferred from the customer to the seller. Everything happens in real time and the customer 

does not get the merchandise before the seller has got an approval from the external payment 

authority that the payment has been accepted. This means that the seller always knows that he 

has got paid before the merchandise is handed over. The only downside with this option is 

that there are a lot of stakeholders involved and a lot of data traffic between them to support 

this transfer. 

 

6.4 Assessment 

As with all the trials we have discussed there is a lot of trust and comprehension in a mobile 

payment system by the users. Many of the trials had a small application area but still the 

participants were very pleased over the product and the services. So what would happen if this 

product had a bigger application area? 

 

This is something we must consider in the product and we want the mobile payment system to 

be a part in every purchase of the daily life, from buying a soda from a vendor machine to pay 

for the lunch, or for the goods from the supermarket. In the end we even want the system to 

be a part when you buy your car. As always, it is the availability of the service that is the far 

most important thing for the user, and if the availability is endless the service will be used. 

Therefore the system must be constructed so it could be inherited by any actors and there 
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should be no limit to who the system is applicable to. To do this we must always have the 

comparability and supportability in mind. 

 

Integrating the system into existing structures should be almost as easy as to set up a whole 

new purchase system for a seller. The seller could be everything from a vendor machine to a 

car seller and these two probably have very different demands. The system must therefore be 

very modular and should be easy to expand to meet the customer’s demands and to be easy to 

integrate. It is not only the seller that has to be in focus within this area. The mobile operators 

and the financial institutions should also be able to integrate the system without any enormous 

changes in their existing systems. 

 

The location of the trials around the world has always been in a city area where the wired 

internet and the mobile connection always were accessible. Unfortunately almost every 

system must have some kind of connection to the world, and this is something we can not 

escape. But if the system should have no application area limits, it can not demand one type 

of connection as today. The wired connection could not be available in some places, and 

therefore the connection has to be done in another way. The most reliable, most compatible 

and useful way is designing the cash register to be independent of the connection. The 

solution to this is to use either the seller hardware connection (in most cases a wired internet 

connection), or the client connection (mobile internet). The system should be prepared to use 

both connections and the specific seller needs determine the connection type. 

 

Regarding the security of these systems, all research and development today indicates that the 

new security technology WPKI could handle these kind of high-value purchases. This is the 

newest way to handle the authentication problem which the older mobile payment systems or 

low-value purchases have. 

 

There is also a matter of security issues in the choice of which payment method to be used. In 

both pre-paid and post-paid systems the databases are very vulnerable with all the customers’ 

credits. The manager of the account is responsible that all data remains unmodified, and if 

someone succeeds to modify this database there could follow a huge economical 

consequence. This is a responsibility that we do not want and have to solve in best way. The 

real-time payment system provides better security for the customer, the seller and the service 

provider, while it fulfills both the security and usability demands 

 

 From the seller perspective we do not jeopardize the sellers’ income as in a post-paid 

system where the customer pays after the merchandize is handed over. The seller gets 

paid in the same time as the customer gets the merchandize. 

 

 We also would like to minimize the customers’ efforts and make a service that always 

will be possible to use. If we would use the pre-paid method there is a possibility that 

the customer does not use the system since we put more workload on the customer 

when they always have to know their account balance. 

 

 The service provider loses the responsibility of managing the accounts. Instead the 

service provider negotiates the purchases to the financial institutes of the users’ 

accounts. The banks and credit card companies perform the accounting and bear the 

responsibility for the consistency and the security of the users’ accounts. 
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The real-time payment also increases the usability and lets the user be more flexible when 

choosing the account used during purchases with the service. There should be no limit to who 

the system is applicable to, and in this case which credit card/bank the user has. The user 

should be able to add all different type of credit cards, bank accounts or even a PayPal 

accounts. 
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7 Technologies 

7.1 Public Key Infrastructure (PKI) and Wireless PKI (WPKI) 

The following section is a literature study of PKI and WPKI, which explains their basic usage 

patterns and processes. At the end of the section about PKI and WPKI we will conclude, by 

comparing the standards and explaining why and how we will use them. 

 

7.2 Public Key Infrastructure (PKI) 

Public Key Infrastructure (PKI) is a system of trust using asymmetric algorithms to pair 

private and public keys together to provide authentication and security for users of the PKI. 

The keys are constructed in a way such that data signed or encrypted using the private key can 

only be verified or decrypted by the public key, and vice versa. The fact that different keys are 

used for signing and encryption, verification and decryption makes it an asymmetric scheme. 

PKI is secure enough for banks and governments to use in their systems. 

 

7.2.1 The actors in a PKI 

 Users 

o Users with private and public key and certificate pairs. 

o Relying party is also a sort of user of the PKI. 

 Certificate Authority (CA) 

o Responsible for signing and issuing certificates. 

 Registration Authority (RA) 

o Responsible for authenticating the users and relaying information to the CA. 

 

7.2.2 PKI Enrolment 

This enrolment applies to a general PKI only, and the scenario explained here is a purely 

fictional one. This is not a WPKI enrolment carried out by mobile phones, and it is not 

anything that the users of the mobile wallet system will be put through; it is only an 

explanation of a general PKI enrolment to show the concept and process of it. 

 

7.2.3 PKI Enrolment Process 

The process of enrolment
12

 starts by a user; let’s call him Johan, generating a signing key pair. 

The public key is sent to the CA along with a request for a certificate. Johan also visits the RA 

to show some proper identification, which the RA then relays to the CA through their secure 

channel. The CA completely trusts the RA’s decision of identification. A unique reference 

number is created by the RA and is sent to both Johan and the CA. In response, the CA 

generates and sends the RA an authorization code, which the RA in turn sends to Johan via 

some secure channel like phone or mail to further verify his contact information. The user 

then creates a proper certificate request form containing his information, his newly received 

authorization code from the RA, and his public signing key. Johan signs the form with his 

private key, to show that he is in possession of the valid key pair in question, and sends the 

form to the CA. When validating the signature of the private key, a public key that can be 

found in the form is used. Further on the request number shall match the authorization code. 

The CA issues the certificate to Johan in his name, and also signs the certificate with the CA’s 
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own private key. The signature will show anyone trusting the CA that they also can trust 

Johan’s certificate and his identity. Johan’s certificate is published in the CA’s public 

database of valid certificates, in order for anyone to verify the present validity of Johan’s 

certificate. 

 

User

RA

CA

ID (Passport)

ID OK

Signed certificate

CRL

Public certificate 

list

Certificate request 

form

 
Figure 1: Simplified enrolment scheme 

 

7.2.4 Encryption and signatures 

After Johan has successfully received his signing certificate, he will need a separate pair of 

keys and certificates for encryption if he wants to be able to encrypt his private information in 

addition to signing it. The process of obtaining those is exactly the same as with the signing 

certificates. The use of separate keys for encryption is required by some employers which 

demand to have a copy of their employees’ encryption keys, however, not their signing keys. 

The usage area for a certain certificate is described by a field in that certificate called 

“keyUsage”, which contains “digitalSignature” and/or “nonRepudiation” for signing 

purposes, or “dataEncipherment” for encryption use. 

 

After Johan has obtained both pairs of certificates he is now ready for a secure and 

authenticated information exchange with Kenneth, who also has his own pairs of certificates 

ready. Johan writes an email to Kenneth, signs it with his private signing key using a 

mathematical digest of the message itself and his private key. The advantage of using that 

digest for signing is the certainty of knowing that the original message and signature has not 

been tampered with. Kenneth can in turn verify the authenticity of the message and Johan’s 
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identity by using Johan’s public certificate, which Johan can simply give to Kenneth using 

whatever unsecured channel, since the certificate is public. To protect himself from 

eavesdropping of their email correspondence, Johan also encrypts the email after signing it. 

For this, he must ask Kenneth of his public encryption key, which of course also can be 

distributed in any manner. Using Kenneth’s public key, Johan can then encrypt the entire 

message. The only person in the world who can read the message now is the holder of the 

private encryption key, i.e. Kenneth. Not even Johan can read the message after he has 

encrypted it. After Kenneth has received the message he decrypts it and verifies the 

signature.
13

 

 

7.2.5 Certificate revocation 

If a private key is lost or compromised, there exists a way of marking that key and certificate 

pair invalid. This is called certificate revocation, and is done by the CA on request of the 

certificate holder or the CA themselves when it is obvious the keys have been compromised. 

Suppose Kenneth is careless one day, and looses his private key to some snoop, let’s call him 

Kalle. Kenneth quickly realizes his mistake and issues a request to his CA to have that 

certificate revoked. Moments later Kalle decides to exploit the trust between Johan and 

Kenneth, sending a message to Johan claiming he owes Kenneth money along with a bank 

account number for Johan to deposit the money to. Johan receives the email, decrypts it and 

verifies Kenneth’s signature. He can’t remember recently borrowing money from Kenneth 

and gets suspicious, deciding to verify the validity of the certificate. This is done by checking 

a field in the certificate called “CRLDistributionPoints”, which can contain single or multiple 

and redundant locations for the CA’s most recent Certificate Revocation List (CRL). Johan’s’ 

suspicions turn out to be well-funded, as he finds Kenneth’s certificate in the CRL. Johan is 

certain that the message is a fraud since the timestamp of the message shows a later time than 

the timestamp of the entry of Kenneth’s certificate in the CRL. He discards the message along 

with the swindle attempt. In reality, Johan’s computer automatically does the work of 

checking the validity of Kenneth’s certificate and informs Johan of any problems.
14

 

 

7.2.6 Web of trust 

While the PKI seems to be completely secure and trustworthy, that trust has to originate from 

somewhere. The RA’s must trust the CA’s and vice versa. The CA’s and RA’s must in turn 

trust the governments for issuing proper identification and/or birth certificates. The users of a 

PKI must in turn trust the CA’s in order to trust each others; otherwise the whole concept is 

critically flawed. 
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7.3 Wireless Public Key Infrastructure (WPKI) 

WPKI is a standard of how to implement a fully fledged PKI system using modern mobile 

phones. The scheme differs slightly from that of standard PKI. In WPKI, the Mobile Operator 

(MO) is involved in the enrolment process and also later in eventual revocation processes, and 

is also responsible for issuing the WPKI Subscriber Identity Module (SIM) cards to the end 

users. The roles of CA’s and RA’s still exist, as do the roles of the users and relying parties. 

 

 
Figure 2: WPKI Roles
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7.3.1 WPKI Concept 

WPKI can be used in bank systems and BankIDs, online gambling and much more where a 

person’s identity and data integrity needs to be enforced. It can also be used in order to turn 

your mobile phone into a replacement for your smart cards, credit cards and security tokens. 

 

7.3.2 WPKI SIM Card 

Two key pairs are used in WPKI. One pair of the keys is used only for authentication 

purposes, and the other one is used for non-repudiation. Only the private keys of the key pairs 

are stored on the SIM card. The keys can be of two types; hard or soft. Hard means the keys 

are physically implemented in the hardware, well protected against tampering or 

compromising reads by measuring the circuits, and cannot be altered in any way after they 

have been constructed. Soft means the key pairs are generated by the software in the phone 

itself, meaning the user himself generates them. Neither hard nor soft keys can be read from 

the hardware or memory on the SIM card. Instead, a SIM Application Toolkit (STK) 

program, a mini application coded on the SIM card, manages the keys in a way that only the 

signing software routines on the STK included on the SIM card may access the keys. 
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7.3.3 Hard vs. Soft 

Hard keys have the advantage of being impossible to alter, adding another level of security. 

This is also the disadvantage of hard keys, in case the user needs to change his keys for some 

reason, a new SIM card must be issued. Another disadvantage for hard keys is the fact that 

since the keys are generated by the SIM card manufacturer, extra responsibilities for their 

factory security systems and key management are necessary in order to keep the private keys 

of their customers safe. The copies of the private keys are destroyed as soon as the SIM card 

is finished, but should the manufacturer get compromised, so are all the keys generated during 

that period. Soft keys have the advantage of absolutely no one except the customer ever 

having access to them, as well as the possibility of being able to regenerate new keys on the 

SIM card without having to replace it. The disadvantage of soft keys is a slightly lower 

security factor in the regard of the possibility to alter the keys since they are stored in some 

sort of read write memory. 

 

7.3.4 Public keys 

The public keys are always stored in device certificates outside of the card and in a Public 

Key Cryptography Standards #10 (PKCS#10) file that is self-signed. If the key pair is pre-

generated (hard private key), the device certificates are signed by the SIM card manufacturer. 

If the key pair is generated by the user (soft private key), the certificates are signed by the 

MO. The device certificates follow the X.509 v.3 (X509v3) standard, which is well used and 

acknowledged PKI and certificate format standard. 

 

7.3.5 WPKI Stages 

The usage pattern of WPKI can be broken into four stages
16

; pre-enrolment, enrolment, usage 

and termination. All of these stages use channels called information channel and security 

channel for information exchange between the WPKI actors. In these stages, it does not 

matter if these channels are in fact the same, the security is still guaranteed. For simplicity 

purposes, the information channel and security channel aren’t mentioned later in the stages 

below, since the channel choice is redundant. The usage of these channels or channel is 

therefore implied whenever communication occurs. 

 

7.3.6 WPKI stage: Pre-enrolment 

In this stage, the setup for the enrolment stage is prepared. The SIM cards are distributed to 

the MO’s and enrolment codes are generated for later use. 
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Figure 3: WPKI Pre-enrolment scheme
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1. The MO issues a SIM card to the end user. 

2. If the card contains hard private keys, the public device certificates and PKCS#10 files 

are stored at the MO. 

3. The user identifies himself to the RA/CA as in the standard PKI described earlier, 

resulting in an enrolment activation code sent to the user. 

 

7.3.7 WPKI stage: Enrolment 

The entire enrolment process is finalized in this stage, and user keys and certificates are 

generated if they are not previously generated. This process can be repeated by single users 

enrolling at multiple RA’s/CA’s. 
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Figure 4: WPKI Enrolment scheme
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1. The RA/CA are contacted by the user which requests enrolment by sending his mobile 

phone number. The user’s MO is determined via a lookup on the phone number by the 

RA/CA. 

2. Specific enrolment instructions are sent to the user which describes the rest of the 

process and the steps necessary for the user to take in order to complete the enrolment. 

3. The RA/CA informs the MO of the users request for enrolment, and the MO checks 

whether the SIM card sent to the user has hard or soft keys. In the case of soft keys, 

the MO issues a SIM application toolkit command instructing the phone to begin 

generating the keys and asking the user for the PIN codes. The PKCS#10 files are also 

signed by the user in this stage. When the public keys are generated, they are sent to 

the MO by the phone along with the PKCS#10 files, and the MO generates the device 

certificates. 

4. The RA/CA receives the device certificate from the MO for the authentication key. 

5. A signature request is sent to the MO by the RA/CA. 

6. The request is passed on to the user by the MO, requesting the user for his enrolment 

activation code and requesting the user to sign the activation code as well. 

7. The user now signs the code and it is sent back to the MO and via the MO back to the 

RA/CA. 

8. The signed activation code is verified by the RA/CA, comparing it to the one 

generated in the pre-enrolment stage. 

9. The RA/CA requests the device certificates from the MO. 

10. In turn, the MO sends the PKCS#10 files and device certificates to the RA/CA, while 

keeping track of which customers being enrolled at which RA’s/CA’s. This is needed 

since the user can enrol multiple times with different CA’s. 

11. User certificates are generated by the RA/CA using the information received from the 

MO, and stores them at the RA/CA database for approved certificates. 

12. The user is informed of the success of the enrolment process. 
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7.3.8 WPKI stage: Usage 

In this scenario, another party role has joined; the Relying Party (RP). The RP is the party 

needing to know the users’ identities for sure, for example, banks and similar institutions. 

 

 
Figure 5: WPKI Usage scheme
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1. The user communicates with the RP in order to login or register himself to that RP, for 

example trying to log in to an internet bank. The RP requests the user 

information/identification, such as the telephone number. The RP performs a lookup 

to see at which CA’s that user has enrolled with. 

2. The RP then contacts the CA’s which the RP knows and trusts, and fetches the 

certificates which are valid according to the CA’s. The user is presented with a choice 

of which certificate to identify himself with. 

3. In step 3 and 4, different channels are used by the RP to reach the user in a secure 

manner, and the user is given a control code along with a request to sign it. 

5. The user signs the control code by entering the PIN code associated with the private 

authorization key. 

6. The code is sent back to the RP via the MO. 

7. The RP verifies the signature by using the user’s public certificate. 

8. A request to verify the user certificate is sent from the RP to the RA/CA, using a 

protocol called Online Certificate Status Protocol (OCSP). This protocol is a part of 

the X.509 standard and is used for checking the revocation status of certificates of the 

X.509 type. 

9. The response to the verification is returned by the RA/CA. 

 

7.3.9 WPKI stage: Termination 

The reason for termination of some aspect of the WPKI can be one of many. The user may 

request having the user certificates revoked if for example he lost his certificates or they were 

compromised. The user certificates are the ones stored by CA’s, so in this case, the user 
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contacts the RA/CA responsible for issuing that particular certificate or certificate pair. The 

user can also request to terminate the device certificate or subscription for reasons such as 

having lost the phone or the SIM card itself or switching from one MO to another. Other 

actors than the user also possess the ability to order termination. The RA/CA can also choose 

to terminate user certificates if it discovers abuse or perhaps a certificate expiry. The MO can 

terminate the subscription or SIM card by revoking the device certificate or public key, due to 

abuse or unpaid bills et cetera. Since termination can be invoked by several parties, different 

cases arise.
20

 

 

7.3.10 RA/CA Revocation 

When the RA/CA decides to terminate the user certificates, the following occurs. 

 

1. The certificates are revoked. 

2. The MO is informed of the termination. 

3. Information about the user certificates for that specific user at that specific RA/CA is 

removed from the MO databases, and the MO terminates the business relationship 

with that particular RA/CA. 

 

7.3.11 MO termination 

The relationships between the MO and the different RA’s/CA’s must be cancelled before the 

actual MO subscription is terminated. The following steps occur for each RA/CA the user has 

enrolled with. 

 

1. Information about the user certificates for that specific user at that specific RA/CA is 

removed from the MO databases, and the MO terminates the business relationship 

with that particular RA/CA. 

2. The device certificates are removed and are placed in the CRL. 

3. The user certificates are revoked by the RA/CA. 

 

7.4 PKI and WPKI Summary 

7.4.1 Differences between PKI and WPKI 

The major difference between PKI and WPKI is that PKI is a specification of an 

infrastructure; however it is not an actual implementation. The PKI standard specifies general 

enrolment and usage schemes, principles and algorithms, but those can be adapted and 

customized in the actual implementations of a PKI. WPKI differs in the aspect of it being 

more of an actual implementation of a PKI. WPKI has the same actors as a general PKI plus 

the MO which is included in the enrolment and termination stages of WPKI. WPKI can be 

combined with a standard PKI, as the certificates and keys used are compatible. For WPKI to 

coexist with a PKI, the PKI and WPKI must have the same trusted CA’s. 

 

7.4.2 Enforcing mobile security with WPKI 

WPKI offers many security advantages; strong user authentication and non-repudiation, 

strong encryption and decryption. Since the mobile payment system must be wide and 

general, the level of security that WPKI provides is invaluable and irreplaceable, and we have 

decided to use WPKI for the mobile phone security. For mobile payment system trials used 
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for transit tickets or vendor machine cases, the level of security can vary and need not be any 

more secure than existing non mobile solutions, for example magnetic discount cards used by 

transit companies. These cards hold no connection to any bank account or credit cards, but are 

instead simple magnetic cards pre filled with money, without the non-repudiation 

authorization and security needed for bigger purchases. Those systems also do not need as 

strong user authentication, since it often does not matter who is the holder of the transit ticket 

or who wants to buy a soda from a vendor machine. However, when using the mobile phone 

for mobile banking or large scale purchases, bank-level security is required. In short, we have 

decided to use WPKI to secure the mobile phone transactions and signatures thanks to the 

numerous advantages of WPKI. 

 

7.4.3 Enforcing system security with PKI 

Since the demo system has many actors which need to authenticate their respective identities 

and use strong encryption, and since WPKI goes hand in hand with PKI, we felt that a PKI 

fulfilled each of those demands. We decided to create an own PKI for the actors in the demo 

system, and to make it compatible with the WPKI used by the phone. We decided to do this 

by using OpenSSL to create two root CA’s with self signed issuing enabled certificates and 

using these CA’s to create private keys, public keys and certificates for all the actors in the 

system except the Client. The Client will use the public and private keys and certificates 

provided by the WPKI SIM Card in the mobile phone. 

 

7.4.4 WPKI alternatives 

If the WPKI functionality provided by the mobile phone would turn out to be unfit or 

otherwise unusable in the demo system, the only feasible alternative to WPKI in the system is 

to fall back and emulate the WPKI provided by the hardware with a custom software PKI, 

since WPKI actually only is a PKI implementation. This would mean that the certificates and 

keys used by WPKI in the SIM card could instead be software generated just like in the demo 

PKI. The signatures generated by the mobile phone hardware could in the same way instead 

be generated and emulated by the software in the phone. 

 

7.5 Comparison between Wireless Technologies 

7.5.1 Basic Functions of Near Field Communication (NFC) 

7.5.1.1 Card Emulation mode 

It works like a non-contact smart card and act like a smart card or smart tag. It is compatible 

with the ISO 14443 standard. 

 

7.5.1.2 Read/write Emulation mode 

When following the 14443 standard, there are functions that can read or write to smartcards. 

An example of this is when the cell phone enhanced with NFC is held near poster with an 

Integrated Circuit (IC). The poster IC is able to transmit information to the cell phone which 

might receive an URI or a message etc. 

 



27/01/2009 Mobile Payment Solution 39 (87) 

 

© Copyright Cybercom Sweden South AB 

7.5.1.3 Peer-to-Peer mode 

A NFC device can communicate with other NFC devices at a speed of 106, 212 or 424 kbps. 

In this mode two NFC devices transmit their data. The peer-to-peer mode is standardized on 

the ISO/IEC 18092 standard. 

 

7.5.1.4 NFC Data Exchange Format (NDEF) 

The NFC Forum has agreed that it shall have a common data format. They call it NDEF, 

which shall be used for all NFC units, cards and tags. The standard will mainly handle the 

structure of the message. 

NDEF is a tight binary format of posts. A single post can contain various objects of different 

kinds. The first post will in general give a short brief of the message, through a fixed 

convention. The task is to unite the messages from a single application to just one message 

that can be sending out to NFC devices or tags. 

 

The structure can be shown as in table 1: 

R1 MB=1 … … … … Rn ME=1

NDEF message

 
Table 1: NDEF message format
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Each NDEF message starts with a MB (Message Begin) flag and ends with the ME (Message 

End). In between there are slots each having a type and identification. The length of a post can 

not be greater than 232 bytes. There can be several posts in the package. For an example the 

first post can contain an URI. The second post can contain a message. The application is 

already aware of that and can open the correct application for handle the URI and another 

application for handle the message. The posts do not have to be in some special order as long 

as they are specified with the right caption. 

 

7.5.2 NFC characteristics 

The NFC technology makes usage of short distance transfers; about ten to twenty centimetres 

transfer range. The technology is an extension to the RFID (Radio-frequency identification). 

NFC combines a smartcard and a reader in the same device. The technology is primary used 

in mobile phones with a connection that operates at 13.56 MHz, 860-960 MHz and 2.4 GHz 

with a bandwidth of ~2 MHz. The supported data rates for the connection are 106, 212, or 

424kbit/s.
22

 

 

There are two different modes that could be used. The passive communication mode where 

the transmitting device, which initiates the connection, also powers the target device which in 

turn responds by modulating the existing field. In this way the target device works as a 

transponder. 

The other mode is when both initiator and the target device alternate, to generate their own 

fields. A device must deactivate its own RF field while it is waiting for data. 
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 Device A Device B Description

Active                       Active When a device sends data it generates an RF field. 

When waiting for data a device does not generate 

an RF field. Thus, the RF field is alternately 

generated by Device A and Device B

Active Passive The RF field is generated by Device A only

Passive Active The RF filed is generated by Device B only  
Table 2: NFC Modes
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There is two different ways to transfer data. At 106kbit/s Modified Miller encoding is used for 

the active device and the passive device uses the Manchester encoding. At higher data rates 

the Manchester encoding is used for both active and passive devices. 

 

It is possible to use the NFC technology to interact with more than one receiver however they 

must be handled separately, and not at the same time. 

 

7.5.2.1 NFC vulnerabilities 

The attacks that NFC is vulnerable to are Eavesdropping, Data Modification and Data 

Insertion.
24

 

 

7.5.2.1.1 DoS Attack 

It is possible to use RF-fields to interfere the connection between two NFC devices. The 

attacker can not steal or read any information just preventing them to send the data that is 

expected. It is rather easy for this kind of attack to distort the data, provided that the attacker 

is aware of how the protocol works. 

 

7.5.2.1.2 Eavesdropping 

Eavesdropping can easily threaten wireless communications; it is an attack where the attacker 

can use antennas to pick up data transfers. The distance depends on many parameters, like 

walls, interference, quality of attacker’s receiver and device output power. When a device is 

sending data in active mode, eavesdropping can be done up to 10 meters and in passive mode 

the distance is about 1 meter. An active device is easier to eavesdrop on, since the device 

generates its own RF-field. The recommendation to solve eavesdropping can not be protected 

by technologies within NFC. However it shall be noted that passive mode is radically harder 

to eavesdrop on. It is not sufficient enough to just use the passive mode. Nevertheless you can 

not forget that it is feasible to establish a secure channel using for example SSL. 

 

7.5.2.1.3 Data Modification 

Data Modification is also a problem for the NFC connections. In this particular case the 

attacker is interested that the user shall receive valid data, but still manipulated. This attack is 

feasible for the modified Miller encoding with 100% ASK (Amplitude Shift Keying), on 

certain bits, still there are bits where the attack can not occur. For the Manchester encoding it 

is feasible on all bits. Protection against data modification can be done in various ways. The 

106k Baud mode makes it nearly impossible for an attacker to transmit data via a RF link.  

The attacker has to match the RF-field already created which is very hard to succeed with. 

The case when the device is vulnerable to modification, the attacker often chose to do the 
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eavesdropping attack instead. Still the protection against modification is not perfect, even at 

106 k Baud bits can be modified. NFC can always make checks to be able to stop data 

transmission. The check shall detect an attack. Nevertheless you can not forget that it is 

feasible to establish a secure channel. In this way an attacker can not modify the data. 

 

7.5.2.1.4 Data Insertion 

Data Insertion takes place when the attacker tries to insert a message between devices that 

exchange data. This attack requires a long time answer request; the long response time gives 

the attacker time to send data before the receiver does. The attacker must be able to finish 

sending before the actual device start to send the valid information. If they try to send at the 

same time the data will be corrupted because of the received data is not equal to the expected 

data. For data insertion problems there are three counter actions to make. The simplest one is 

to make sure the answers are immediate.  It is also possible to listen to the answering device 

channel during the time it is open, in this way you can detect an attacker who tries to insert 

data. The third solution is to use a secure channel. 

 

7.5.2.2 NFC non-vulnerabilities 

Instead of listening to the RF-signals the attacker can choose to do an attempt of data 

corruption, the transmitted data will be modified. The most common case is when the attacker 

just wants to disturb the communication between the devices. Data corruption can occur when 

the right frequencies is used at the right time. The time that the attacker must act can be 

calculated; it is easy if the attacker has good understanding of modulation and coding. The 

data corruption problem can be compared with the common Denial of Service (DoS) attack. A 

NFC device can counter this attack, with a check on the RF field, while transmitting data. If 

the check is made the attack will be detected.  It is easier to detect and prevent such an attack 

than perform the attack, so the conclusion is that this attack will be detected every time. 

 

7.5.2.2.1 Man-in-the-Middle 

It is almost impossible to make a Man-in-the-Middle-Attack. The active party shall always 

listen to RF-fields to avoid this problem. The Sender use active mode and will try to send data 

and activate a RF-field and the receiver is in passive mode. The sender does not listen for 

disturbances in the RF-field and will not discover that an attacker eavesdrops. It is theoretical 

impossible for a Man-in-the-Middle attack to occur because the attacker needs another RF-

field to send data to the receiver. It’s very hard to align a perfect match for the two RF-fields 

for the attacker. Therefore the receiver will hardly understand the data it receives. 

 

In the case when both devices are active it is still impossible because the attacker can not 

chose to only send to a certain device. Even though that the RF-field from the first active 

device has stopped. The Attacker can not choose to send its data to a specific device. 

 

RSA (Rivest Shimar Adleman) Public key cryptography algorithm can be used to establish 

shared secrets among devices. The secret can be used to derive a key like the AES (Advanced 

Encryption Standard) which can be used to for a secure channel with confidentiality, integrity 

as well as authentication. 
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There are special NFC key agreements that can be used which don’t require any 

cryptography; as a result of this it is possible to reduce computational requirements radically. 

It is a perfect solution for security in theory. 

 

7.5.3 Bluetooth 

The Bluetooth protocol is a standard communication protocol designed for low power 

consumption. The range, ~1m, ~10m, ~100m, is depending of which power-class it uses. 

Class 1 has 100mW (20 dBm), class 2 has 2.5mW (4 dBm) and class 3 has 1mW (0dBm). It 

operates in the 2.4 GHz to avoid interfering with other protocols. The Bluetooth protocol 

divides the band into 79 channels each 1 MHz wide. The data rate is different among 

versions. For version 1.2 you could reach up to 1 Mbit/s and in version 2.0 you can reach up 

to 3 Mbit/s. To use Bluetooth the device must be Bluetooth compatible. Common Bluetooth 

devices are headsets, keyboards, printers, Global Position System (GPS) and controllers to 

modern game consoles take advantage of the Bluetooth technology. The future of Bluetooth 

looks bright; a broadcast channel will soon be introduced. This could be used in information 

spots where the customer connects to this spot via Bluetooth. This will be adopted by mobile 

phones which enable advertising based on pulling information from those spots. It is possible 

to get rid of the object push model that limits the technology today. The next version of 

Bluetooth promises plans to adopt Ultra-WideBand (UWB) radio technologies which will 

lead to data transfers up to 480 Mbit/s. 

 

A Bluetooth connection will transmit a device name, device class, list of services and 

technical information for example device features, manufacturer etc.  While pairing the 

devices they will establish a trusted relationship by using a passkey. It is possible to perform 

pairing without a passkey; of course there will be lack of security in that case. 

 

7.5.3.1 Denial of Service (DoS) 

If the phone is in discoverable mode, the attacker is available to send out multiple of push-

requests, forcing the user to accept receiving mean files. This will lead to that the service has 

been denied.
 25

 

 

7.5.3.2 Bluejacking 

Bluejacking is performed by an attacker to test make pairing between devices. The attacker 

can simply create a contact on his phone called “You have been bluejacked” and send the 

information to another Bluetooth device. It is common that a regular user does not understand 

what they shall do and just presses okay.  In the beginning bluejacking was quite harmless but 

with more advanced technologies it is possible to send pictures and sounds as well. The 

availability of Bluetooth leads that the devises is more vulnerable for virus and trojan 

horses.
26

 

 

7.5.3.3 Bluesnarfing 

Bluesnarfing is possible on some devices. In a bluesnarf attack, you simply connect to the 

device without alerting the owner. In this way you can access the phonebook as well as the 

phone’s International Mobile Equipment Identity (IMEI). Basically it is a way to steal 

information from the user device.
27
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7.5.3.4 Bluebugging 

Bluebugging is an expansion of bluesnarfing which was invented in 2004, barely a year after 

bluesnarfing started. The attacker first uses bluesnarfing to gather information about the 

device and then use this information to take control over the phone to make calls or send 

messages. The attacker takes fully control over the victim’s device and commands it to do 

whatever the bluebugger wants, even to bug conversations. 

 

There is also a technique that forces the devices to pair which in normal only occurs once. 

This attack forces the devices to repeat the pairing situation until the attacker can read the 

identification code. 

 

There are many ways to protect attacks adjacent to Bluetooth connections. The easiest way is 

to only have Bluetooth activated when you need it, or activate the hidden mode on the device. 

Use advanced keys (1234 is unacceptable). Deny unexpected pairing requests and be sure to 

enable encryption. 

 

7.5.3.5 Packet Format 

LSB 72 bits 54 bits 0-2745 bits MSB

Access Code Header Payload
 

Table 3: Bluetooth packet format 
28

 

 

The packet could only contain an access code (68 bytes), or it can also contain access code 

and a header, or all three parts, access code, header and payload. The abbreviations used are 

lest significant bit (LSB) and most significant bit (MSB). 

 

7.5.4 Infrared Data Association (IrDA) 

IrDA is a short ranged communication protocol that exchange data over infrared light. The 

IrDA interface is implemented in laptops and cell phones, however these devices often also 

support Bluetooth and in newer devices the Bluetooth technology is the only one available. 

 

7.5.4.1 IrDA layers 

The IrDA specifies that the lowest layer is mandatory and this is called Infrared Physical 

Layer Specification (IrPHY). The range is ~0,5m and the speed is between 2,4 to 16kbit/s. 

The communication technology is infrared pulses which should be received by an IR device. 

The cone shape pulse does not allow near distances, and devices are quite sensitive for light. 

There are devices that can not reach more then 0.5m. IR communication typically ranges 

between 5cm and 60cm. IR works with half-duplex only because the light will blend the 

device receiver so it’s not possible to run in full-duplex. 

 

Infrared Link Access Point (IrLAP)
29

 is the second layer in the specifications of IrDA. As 

well as IrPHY, this layer is mandatory. IrLAP is like the data link layer of the OSI model. 

You can perform access control, communication partners, establish a connection, and 

negotiate among devices. The devices are divided in primary devices and secondary devices. 
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The primary device always controls the secondary device. The only way a secondary device 

can send data is through a request from the primary device. 

 

Infrared Link Management Protocol (IrLMP) is the third layer, and is also compulsory. This 

layer can be divided in two parts Link Management MUltipleXer (LM-MUX) it is upon the 

IrLAP layer and shall be able to provide multiple logical channels as well as change of 

primary and secondary devices. 

 

The other part is Link Management Information Access Service (LM-IAS), which provides a 

list containing services that service providers offer; the devices can get access of those if they 

enquire the LM-IAS. 

 

Tiny Transport Protocol (Tiny TP) lies on top of IrLMP layer and is optional, it can offer 

Large message transportation trough Segmentation and Reassembly (SAR),  Flow control, 

every logical channel gets it own credits. 

 

Infrared COMMunications Protocol (IrCOMM) lies on top of the IrLMP layer, optional as 

well. The protocol provides the possibility for a device to act like a parallel or serial port. 

 

Infrared OBject EXchange (IrOBEX), this layer is also optional but if you choose to activate 

it you have to activate tiny TP as well. This layer provides the exchange of arbitrary data 

objects, for example an application. 

 

Infrared Local Area Network (IrLAN) this layer is also optional but if you choose to activate 

it you have to activate tiny TP as well. The protocol offers the possibility to connect a device 

to a LAN. There are three methods. The methods are access point, peer to peer and hosted. 

 

IrDA has produced another standard called Infrared Financial Messaging (IrFM)
30

 for 

payments more known as “point and pay”. The purpose is to standardize a global protocol for 

financial transaction formats. The objective is to keep the old payment system and use old 

standards, IrFM will use these standards. In brief it is planned to be a front-end to the existing 

architecture, using wireless technologies. IrFM provides a compatible path with Bluetooth™, 

WiFi, 3G and RFID. Like a layer upon the other technologies. IrFM will offer a fast, flexible, 

safe and convenient way to do payments. Today the fastest speed rata is Fast InfraRed (FIR), 

which operates at 4Mbit/s. Development of the Ultra Fast InfraRed (UFIR) protocol is in 

progress, with speeds up to 100Mbit/s. 

 

7.5.4.2 IrDA security 

The security in IrDA is not so good, there is no link-level security, no authentication or 

authorization is provided. There is no encryption either. All security shall be implemented in 

the software. IrDA is quite insecure for lacking these abilities. This makes it not as suitable as 

Bluetooth. The lack of range for communication makes it nearly impossible to eavesdrop, but 

in theory it is possible to detecting reflected infrared light. The transmission can be jammed or 

intercepted if there are objects preventing it. However that is probably not so hard to solve. 
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7.5.5 Summary of wireless technologies 

NFC is a standard based on RFID, it has a short range; it is a wireless technology that enables 

two-way interactions. It allows costumers to perform contact less transactions, can quickly 

connect to devices and easy just to put the devices in front of each other. 

 

Bluetooth is designed to get rid of cables between devices within a 10m range. 

 

IrDA has short range less than 1 meter, designed for exchange data over infrared light. Used 

in both computers and cell phones. 

 

NFC has the strength that it can operate at so low distances, and it is a cheap technology. 

IrDA does not have the authentication that is needed for secure certificates. Bluetooth needs a 

long set up time. It is up to the customer to configure the cell phone so it can operate, while 

NFC works within some seconds after become within the area of another NFC device. 

 

Furthermore, the table below can show that NFC is the natural selection when you have to 

choose among the wireless technologies for cell phones. It is optimal for the mobile wallet 

application. 

 

We decided to not take advantage of the functionally that many users could use the same 

hardware station, at the same time. It is quite natural that one purchase occurs simultaneous. 

It requires some redesign if it shall be possible for multiple users at a single hardware station. 

 

NFC IrDA Bluetooth

Set-up time <0.1ms ~0,5s ~6s

Range Up to 10cm Up to 5m Up to 30m

Speed Up to 424 kbps 115 kbps 721 kbps

Usability simple simple average

Selectivity High, specified, 

security

Clear sight Hard to make selections

Size of network 2 devices 2 devices 2-8 devices

Security Secure card IC Only in IrFM In software

Communication 

modes

Active-active 

Active-passive

Active-active Active-active

Use Cases Pay, get access, 

share, initiate 

service, easy set 

up

Control & 

Exchange 

data

Network for data 

exchange, headsets

Consumer 

Experience

Touch, wave, 

simply connect

Easy Needs Configuration

 
Table 4: Comparison of wireless technologies 

 

7.6 Hardware 

7.6.1 Nokia 6131 NFC 

Nokia 6131 NFC is one of the few mobile devices today with NFC technology. The phone 

has been available since the beginning of 2007 and is not at all new at the market, which has 
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given us some trouble. Today, nearly two years from the release of the 6131 NFC, Nokia has 

only released one more mobile with NFC, Nokia 6212. 

The reason that we used the Nokia 6131 NFC was that the phone was already in Cybercom 

Group’s ownership and at first we did not see any problem with this phone. When gathering 

all information and the Software Development Kit (SDK) to the Nokia 6131 NFC we checked 

what was included in the SDK and it seemed useful. The most important package, the Java 

Specification Request-177 (JSR), Security And Trust Service API (SATSA), which includes 

among others CRYPTO and PKI and handles encryption and decryption seemed to be 

included in the SDK. But after a few weeks of testing and implementing without any results 

we found a small note in the release notes; “Security and Trust Services API for J2METM 

(JSR-177) is included in the Nokia 6131 NFC SDK. However, it is recommended to not to 

use the JSR-177 due to the reason that Nokia 6131 NFC mobile phone does not support the 

JSR-177.”
31

 Without this packet it is impossible to communication with the WPKI SIM card 

and the encryption and decryption. 

 

We started investigate if any firmware updates was available and we hoped the JSR-177 was 

included, but to our surprise we got that; “Firmware updates will not contain additional APIs. 

Unfortunately, in general, the platform edition comes out with one API set and that API set 

will not be extended.”
32

 So, the only possibility for encryption and decryption is if the 

software could handle this instead. For this some parts of the CRYPTO and PKI packet had to 

be implemented by us, which we did not have time to. We find however this implementation 

already done by The Legion of the Bouncy Castle
33

 which has a very generous license, but 

unfortunately this did not work either. Here is the problem that the phone’s maximum Java 

Archive (JAR) size is 1MB
34

, only the Bouncy Castle is about 1.3MB. 

 

This was the final nail in the coffin and we did not do any more investigation into this. Instead 

we implemented the client to be prepared for the JSR-177, CRYPTO and PKI. 

 

7.6.2 ACR122 NFC Contactless Smart Card Reader 

The ACR122 NFC reader was released December ’07. It is developed to operate with the 

13.56 MHz contactless smartcard (RFID) technology. The reader has a operate distance of 5 

cm, and supporting both ISO14443A/B and ISO 18092. It can be used with the Smart Card IO 

library to send and receive APDU commands. We chose this device because we saw the 

supportability for ISO 18092 that is NFC. There were also indications that the reader 

supported to operate well with the NFC 6131 phone. 

There were problems with this device as well because first time we ordered it we got a 

dummy receiver with a one year old firmware. After discussing this with the manufacturer we 

got us a new working device. He also told us that he had heard about some company that had 

some application that worked. He also told us about an authorization code that should be 

attached with the phone. Unfortunately this code was not available so still there was problem. 

With the new device we could read information, the device in such had no problems. Nokia 

6131 was just not fully implemented to use Peer to Peer (P2P) with all readers. Read more 

about this in future work. 
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8 Foundations, Design and Implementation 

8.1 Functionality overview 

The following functionality overview was constructed in the beginning of the design phase in 

coordination with the supporting company, very similar to a requirements specification. See 

the overview design in Appendix A 1.1. We tried to follow this, and most of the functionality 

that we planned that the system would have is in fact implemented and used. But some 

functionality has not been implemented due to some reasons, and in this section we explain 

what and why. The functions that are marked with strike through are the ones that we either 

could not do due to lack of correct hardware or were not appealing after some consideration. 

We have chosen to set the functionality for each actor. 

 

8.1.1 Seller Hardware 

 Communicate over NFC and internet. 

 Verify signature. 

 Sign. 

 Fulfil a purchase. 

o Send information about chosen goods to the Client and release the goods when 

receive a valid code from service provider. 

o Send Seller hardware conditions and release the goods when a valid code is 

received from the service provider. 

o Generate goods delivery confirmation to Seller. 

 

It is with a heavy heart we must say that the NFC communication is not working. This has 

been the biggest problem throughout the whole project. Yet this was almost the first thing we 

started with. But with all the problems with the USB dongle and the mobile device we have 

not been able to solve this. 

 

8.1.2 Seller 

 Get items and their prices from a database, to a specific Seller hardware. 

 Generate a one time code. 

 Receive and store Seller receipts. 

 Verify signature. 

 Sign. 

 

8.1.3 Client 

 Communicate over NFC and internet. 

 Send Client info to Service Provider. 

 Terminate an ongoing purchase. 

 Chose between different accounts where withdrawal should be done. 

 Chose between different goods from a list and quantity of these. 

 Chose if it will receive a receipt after purchase, and store this. 

 Be able to view and delete receipt. 

 Verify signature. 
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 Sign. 

 

In the Client we have the biggest functionality loss. The first functionality that was rendered 

useless was that you could choose both item and quantity in a vendor machine purchase. We 

are not sure if a vendor machine could handle this and therefore we did not implement this. 

The second was that the Client receipt created by the SP should be sent to the Client and then 

stored in the Client. Afterwards the user could view and delete this receipt. After some 

discussions on mobile phone memory use and store ability we decided to spare the mobile 

phone this feature and did instead make a webpage with the users Client receipt. This gives 

the user a better overview of the user’s purchases. 

 

Here we also encountered one of the biggest setbacks. Nokia 6131 NFC does not have the 

functionality that is needed to sign and verify signature. This took a lot of time to discover 

and comprehend, and we tried to find a way around it. The best solution we could think of 

was to fake the signatures generated by the Client, setting them to a dummy value which the 

rest of the system recognized. Everything is prepared for signing and with the right 

functionality on the mobile device it would not take long to implement. 

 

Regarding NFC same reason applies here as in Seller Hardware. 

 

8.1.4 Service Provider 

 Handle database. 

 Get user information about its pay method. 

 Request FinInst transactions such as reserve, unreserve and withdraw. 

 Send service SMS. 

 Create receipt both to the Seller and the Client. 

 Verify certificate. 

 Verify signature. 

 Sign. 

 

In the enrolment process we wanted to send a service SMS that the mobile device would sign 

and send back to verify that the right user has enrolled the correct mobile device. This we did 

not had the time to go deeper into, and when the signing did not work on the mobile device 

we excluded this feature, for now. 

 

8.1.5 Statistics Handler 

 Be able to update a specific counter in a database. 

 

8.1.6 CA 

 Find a specific certificate both in CAs public database of valid certificates and in the 

Certificate Revocation List (CRL). 

 

This is just a small adjustment. Instead of creating two separate certificate lists we placed a 

flag on each certificate which indicates if the certificate has been revoked or not. 
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8.1.7 MO 

 Get information about a specific phone number such as some personal information and 

CA list. 

 

8.1.8 FinInst 

 Perform a fully ended transaction, with possibility to reserve, unreserve and withdraw 

amount from a specific account. 

 Verify signature. 

 Sign. 

 

8.2 Financial Institutions 

FinInst is an abbreviation for Financial Institution. By a Financial Institution we do not mean 

just banks. We will have the options to have VISA, MasterCard, and PayPal etc. involved as 

financial actors. In the system we have implemented that the user shall be able to choose 

among accounts. The system shall be as general as possible and it should not be hard to 

replace the common wallet and all its different credit cards with the system. 

 

8.2.1 Requirements and assumptions 

For the transactions we have made an assumption that involves a time limit. The customers’ 

purchases must have the opportunity to be reserved at the Financial Institute in order to ensure 

the validity of the account, the validity of the account-holder, and the account balance. In 

some cases we can not ensure that the Client will forward the goods delivery confirmation 

from the disconnected Seller Hardware to the Service Provider. Some reasons are loss of 

coverage, battery failure, mobile phone crash or simply the user destroying the phone or 

deleting the Client software java applet. If the delivery confirmation is never received at the 

Service Provider, we then have the ability to choose between letting the transaction time out 

and no money be transferred, or letting the transaction fulfil and withdraw the money. These 

choices are based on the situation. In the case of a small store on the countryside there’s most 

often a cashier which can testify whether the user got his goods or not in the case of an 

eventual conflict. If they can not agree, it is up to the court of law to solve the conflict.  In the 

vending machine case we can not trust a machine fully so in that case we cancel the 

reservation. In an ordinary shopping market, a reservation will always be withdrawn from the 

account as soon as the user has accepted the purchase. The main question is how the user can 

make advantage of this system with all different Financial Institutes and different accounts. Is 

it possible to do a complete changeover from the old trusted wallet to this new mobile 

technology? The answer is yes, trough an enrolment procedure that letting the user fills in all 

the necessary information about the user and its accounts. 

 

8.3 Enrolment Procedure Design 

8.3.1 Seller enrolment 

The Seller enrolment will take place with paper and manual labour. We have not implemented 

or designed any online or automated service for Seller enrolment, due to time restraints and 

prioritizations. In the case of the purchase demo, we assume that the Sellers are already 

enrolled and that the information needed is already present. 
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8.3.2 User enrolment 

The users can go to the website portal and request to get registered to the service. The 

Enrolment Service takes place from here. The first thing the user shall do is to enter personal 

information such as name, social security number, address, e-mail address and phone number. 

The enrolment service then tries to find the phone number’s Mobile Service Provider (MSP) 

and asks that MSP about the specific phone number. The enrolment service gets a list of all 

CAs the user has enrolled with and fetches all user certificates and stores them in the 

temporary Client database. One of these certificates from a trusted CA is checked against the 

personal information. When the personal information has been successfully verified, the 

Service Provider (SP) generates and sends an enrolment activation code through SMS or a 

service SMS. The Client signs the enrolment code and sends the signature and mobile 

information to the SP. The customer now enters a default bank account and has the 

opportunity to add extra accounts that can be chosen to pay with there is also possibilities to 

add PayPal accounts and similar. The next step in the enrolment process is sending the user a 

contract. When we have received the signed contract we move the user certificate from the 

temporary database to the Client database. 

 

8.3.3 Contract signing 

We can not decide how to send the user its contract, because there are several possibilities. 

One way is to send the contract in its entire form to the user’s mobile phone, make the user 

read it there, and then make the user sign the entire contract. This is what we consider the 

safest and most legally binding way of signing the contract. However, such a contract is a 

long piece of text, requiring several (up to 20) SMS. It is also hard to construct a way for the 

user to view the entire contract on its mobile phone without installing any software. To 

shorten this approach, there is the possibility of creating a hash of the entire contract and 

sending only the hash to the user’s mobile phone. Since a hash is fairly unique to the text it 

digested, the hash can be considered to be a representation of the contract, thus allowing the 

user to bind legally via that representation instead. The user would in that case view the 

contract on the computer screen, and check a box that he has read the entire contract. The 

hash would then be sent to the user, who signs the hash, which is sent back after the signing. 

If it turns out that sending the entire contract is too impractical, and that signing a hash of the 

contract is not a legally binding, we have a third option. That option is to send the contract via 

the ordinary postal system, and having the user sign it manually with a pen. The user would 

then send it back with a special envelope. 

 

8.3.4 Client software installation 

When we have received the signed contract, the user will have two ways of installing the 

Client software. One way is that the phone previously has reported that it is capable of 

receiving service SMS instructing it to download and install java applets automatically. 

Should the mobile phone lack such a feature, the second option is to provide the user with 

detailed instructions of how to download and install the Client software applet manually. 
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8.4 Cancelling the subscription, Un-enrolling design 

8.4.1 Seller un-enrolment 

Again, due to time restraints, we have not designed and have not implemented this step as the 

focus lies on the customer. The Seller un-enrolment will be by paper and manual labour, at 

least in the demo version scope. 

 

8.4.2 User un-enrolment 

The user surfs in to the SP web portal or gives the SP a call when and if he/she wants to 

terminate his subscription. The only information the user needs to provide is his/her mobile 

phone number. The SP then confirms that the phone number is registered in their Client 

database, and generates a termination code. This code is sent via a service SMS to the phone 

number along with a message that the user needs to sign that code in order to cancel the 

contract and subscription at the SP. The terms of the cancellation is also sent along with that 

message. The user then signs and sends the signed code back to the SP, who then checks that 

all ongoing purchases and transactions for that user are completed. The user is then marked as 

inactive in the Client database, but the user entry remains for history purposes, since all the 

purchases needs to be stored for a certain time. 

 

Everything about registration and how you can append accounts and financial institutions is 

quite general. But can a standard user afford the costs to buy from vending machines or other 

Seller Hardware? Now when we have a functional system, we have to make it profitable. But 

who is going to pay for the service that the service provider supplies? There is a billing model 

to calculate this. 

 

8.5 Billing model 

One thing is for sure; if the system would be used there should not be any great cost for the 

customers who use the service. We have two different solutions, which are depending on if 

agreement with the Mobile Service Provider (MSP) could be done regarding free mobile 

internet access to the service. 

 

Today with the high cost the MSP charges for using mobile internet, the user would pay a 

little extra for using the service. We did a small comparison between four of the biggest MSP 

in Sweden 

 
MSP Expense Conditions

3 10 SEK/MB Non

Telenor 15 SEK/MB Max 19 SEK/day Fee interval/100kB

Telia 20 SEK/MB Max 69 SEK/day

Tele2 15 SEK/MB Non  
Table 5: Mobile Internet costs

35
 

 

The conditions in table 5 describe a MAX value. This value is the maximum cost for one day, 

i.e. you can not exceed 19 SEK for one day using Telenor. The Fee Interval gives 1.50 SEK 

per started 100kB. 

 

Further on, the table gives us an average cost for mobile data at 15 SEK/MB. In the tests we 

have seen that the total data traffic the mobile device send during a purchase in the country or 
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the vendor case has an average size of 12kB. If this service would be available in many 

different stores, the average usage by each user is estimated to be about two purchases per day 

with the service. This will result in about 11 SEK per month. 

 

This perhaps is not a big cost but all extra costs for the users will be negative for the 

expansion of the service. One note in this case is that Telenor’s fee interval for mobile data is 

100kb. In this case the cost for this user would instead be 90 SEK per month, and this is a 

huge cost for using a payment system. 

 

If no agreement could be done with the MSP, regarding free mobile internet to the service, no 

subscription fee or registration cost shall exist for the user. If the customer must pay two 

parties for using the service, the service will not be very popular. If an agreement could be 

done, the user will be charged with a small subscription fee, due to the expense of the SP’s 

agreement with the MSP. This fee could be manifested as either a small percentage of each 

purchase, like PayPal
36

 for instance, or by a fixed monthly subscription fee. 

 

The real income generated by the service comes from the Sellers which want to provide this 

service to their customers. When the system is installed and integrated to the existing payment 

systems, an installation and enrolment cost for the Seller will be charged. This is very 

individual and depending on the size and systems on the Seller. Smaller Sellers do not need 

integration with existing systems, only new cash registers, and therefore this will be cheaper. 

 

The subscription costs for the Sellers will be calculated based on the number of purchases 

performed via the payment system provided to it. A big Seller with a lot of users using the 

service will pay more than a smaller Seller with fewer users. This makes it possible for all 

types of Sellers to use the service. 

 

The absolutely best billing model is an agreement made with the MSP, thus providing the 

Client with free mobile connection to the service, and instead charging the user with a small 

subscription fee. 

 

8.6 Communication model 

The actors in the demo system are to some degree independent, but still have the need to 

communicate with each other. We ran into some problems implementing the details of the 

communication model, and discussed how to solve them, keeping in mind that the 

communication has to take place in a secure and standardized way. 

 

8.6.1 Communication channels 

Two different kinds of communication channels are required by the design, a standard 

channel between most of the actors in the demo, and a special local wireless channel between 

the Client and Seller Hardware (SH) only. The wireless technology choice was made and 

discussed in another section of this thesis, and was decided to be NFC. 

 

8.6.2 Communication channel implementation 

We decided to abstract the communication channels in a nice way to the upper layers that 

were going to use them, by building classes that handled everything regarding the 

communication. Those classes were named ConnHandler and PhoneConnHandler. These 
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classes are simple to use as they have connect, send object, receive object and disconnect 

methods which are simple and intuitive to use. 

 

8.6.3 Communication recoverability and reliability 

In order to ensure reliable communication for all the actors in the system, the communication 

implementation needed robustness against erroneous connections. TCP/IP has the basic error 

handling such as CRC checking, packet resending and ordering, but the TCP timeouts can be 

less than 30 seconds. Since the design demands the Service Provider to wait much longer than 

that, we needed longer timeouts, and the ability to recover a broken connection. This 

recoverability was implemented into the connection handler classes, and abstracted to make it 

transparent and easy for the upper layers using the classes. Each time a connection is formed 

between ConnHandlers; both ends perform a handshake by agreeing on a rescue port, which 

is unique for every connection. If the connection should fail for any reason, the server side 

end starts listening on the rescue port, and the Client side tries to recover the lost connection 

by connecting to that rescue port. If the connection attempt is successful, the logical 

connection between those two ends is still intact, even though it is technically a new TCP 

connection in between them. The higher layers are not informed of this, nor do they need to 

know. If the attempt to recover is unsuccessful, it is reported to the higher layers as a failiure. 

The recoverability of the connection handlers can be dynamically switched on and off, and the 

timeout settings and number of retries can be tuned on the fly. 

 

8.6.3.1 System communication channel 

We decided to use TCP/IP as the system communication channel between the actors, since 

this is the most used and widespread protocol existing today; it is the base protocol of the 

Internet. Both the J2ME (Java 2 Micro Edition) used in the mobile device and the J2SE (Java 

2 Standard Edition) used in the rest of the system supported normal TCP/IP sockets, so it was 

a natural choice. 

 

8.6.3.1.1 System communication channel security 

To secure the communication, another very common protocol was used; SSL (Secure Socket 

Layer), which is an application layer security standard. It normally ensures that the data is not 

readable by anyone else, that the data is not modifiable in any way and ensures the identity of 

the party at the other end of the connection, or both the identities of the communicating 

parties. To ensure the identities, the certificates of both of the communicating parties must be 

imported into the Java Keystore, as well as the CA root certificates used to issue the party 

certificates, otherwise Java does not recognize them as valid. Since the system is a demo, we 

decided importing certificates to the keystores on each of the machines used for development 

was too much of a hassle and too time-demanding. We were also not sure if this was possible 

to do on the mobile device. We instead opted to use something called anonymous SSL, which 

does not ensure the identities but still protects against wiretapping and data modification. In a 

real system, proper SSL should be used instead. 

 

8.6.3.1.2 Client system communication channel 

Even though the Client has its own local wireless communication channel to the Seller 

Hardware, in the case where the SH is disconnected from the system communication channel, 
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the Client will need to speak via this channel on behalf of the SH. This meant we had to 

construct a connection handler class for the phone as well, though most of the code was 

already compatible with the phone, some of it was not. It turned out that the phone did 

support SSL, but not anonymous SSL. We then reconsidered using non-anonymous SSL and 

adding the necessary certificates into the Java keystores, but it turned out the phone did not 

support adding new CA root certificates into its Keystore, effectively rendering SSL 

impossible to use on the phone, at least with “homemade” certificates. This forced us to 

disable SSL between the phone and the rest of the system, leaving that connection 

unprotected. As an undesirable fact as this is, it is only due to the fact that we have created 

and signed the certificates, and not bought proper certificates from a real CA. In the live 

version of the system, the Client will be able to use SSL as no anonymous SSL will be 

allowed, thanks to the fact that only real certificates signed by a real CA will be used. 

Therefore we approved the usage of non-SSL connection for this communication channel in 

the demo. 

 

8.6.3.2 Local wireless communication channel 

Introducing a NFC supported system; gives fast transfer connections as well as high security. 

It can transfer necessary data in just two draws. The technology in such is used to 

communicate with Seller Hardware. The first draw is an initiation with a Seller Hardware, the 

Client application shall be aware of which Seller Hardware machine the user tries to connect 

with. The second draw is to confirm a purchase. 

There is also a security aspect when using NFC. It operates on small distances, known 

problems is eavesdropping, data modification and data insertion. But eavesdropping can only 

occur on short distances, depending on the attacker’s antenna power. The other two attacks 

are practical impossible with the sign methods. If a map is modified the package is non valid. 

Unfortunately this technique can not be used in the project; this will be described more in the 

section future work. 

 

8.6.4 Maps 

8.6.4.1 Communication using Maps 

In order to use the communication channels, we needed to find a reliable standardized way of 

sending the data structures. We found a solution using Java’s LinkedHashMap which is an 

implementation of the interface Map. The Map interface defines a data structure where you 

can store and receive Java Objects, using an Object as a key mapped to a value, which also is 

an Object. The Map object itself is serializable, which made it perfect to send over a 

communication channel such as TCP/IP or NFC. 

 

8.6.4.2 Securing the maps 

Considering the security aspect, we also implemented a standardized way of signing the maps 

with the PKI functionality of the Java Crypto API. When a map is signed, the map is 

serialized into a byte array, from which a signature is created, while leaving the map 

untouched. The signature and the map are inserted into an outer map, using the same name as 

the signed inner map as a key. To verify such a signed map, the procedure is reversed. The 

outer map is dismantled into the signature and the inner map. The signature is verified, and if 

the verification checks out, the inner map is returned to the upper layer, abstracting the map 

security and the inner / outer map relationship. 
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8.6.4.3 Maps in the Client 

When we then started working on the Client, we discovered that the interface Map, and 

consequently any implementation of Map, were not included or implemented in the mobile 

device Java version, J2ME. This forced us to create both the interface Map and an 

implementation of that interface which we called NightMap. A second horrific discovery, the 

fact that J2ME does not provide any object serialization functionality at all, meant that we had 

to create a custom serialization implementation for the NightMap class. 

 

8.6.4.4 Problems integrating Client communication 

At this stage, we used NightMap exclusively in the mobile device and LinkedHashMap in the 

rest of the system. We tried to integrate and convert between those two formats inside the 

ConnHandler classes, trying to abstract the fact that we were using Java’s own 

LinkedHashMap serialized using Java’s object serialization on one side and using the 

NightMap and the custom way of serializing it on the other side. The attempts at this 

integration were fruitless; as it turned out that the order of the objects stored in the 

LinkedHashMap and NightMap did not have a specific order in which they were organised. 

This would not have been a problem if not for the signatures dependency of the object order 

in the maps. A signed Map created by using the LinkedHashMap class was ordered 

differently than the corresponding NightMap, even though the contents of the Maps were 

identical, causing the signatures to invalidate all the maps transferred between the Client and 

the rest of the system. This constituted strike three of our major communication and 

integration issues using the Maps. We tried to solve the problem by using NightMap entirely 

throughout the whole system, but the Map entries were still not fully ordered after a 

serialization and de-serialization. However, we noticed that when you serialized and de-

serialized a NightMap twice, the order returned to that of the original. It is not a pretty 

solution, but to save time and avoid building a sorting feature into the NightMap serialization, 

we decided to adopt the solution. This was a small drawback for the system which until then 

was very modular since we could change the Map implementation used freely. 

 

8.7 Communication formats 

Figure 6-10 are the most important communication formats, used during a purchase by the 

Service Provider, Seller Hardware and the Client. Each format is actually a map. The double 

names of each Map indicate an inner original map, which is hashed and used to create a 

signature. The signature is added outside of the inner original Map, into the outer Map with 

the same name. The signature creation and removal/validation are abstracted by the lower 

layers, so that normally the higher layers do not need to concern itself about the double Maps. 
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ClientConfirmation Format

Clientconfirmation

Clientconfirmation

ClientID

PayInfo

PurchaseInfo

PurchaseInfo

TotalPrice

ItemPriceList

SellerHWInfo

SellerHWInfo

Connected

ItemChoice

SellerHWCertificate

SellerHWID

SellerCertificate

SellerName

MSG2S

Signature

Signature

Signature

 
Figure 6: ClientConfirmation format 

 

ReturnConfirmation Format

ReturnConfirmation

ReturnConfirmation

MSG2HW

ItemPriceList

MSG2C

TotalPrice

Signature

 
Figure 7: ReturnConfirmation format 

 
DeliveryConfirmation Format

DeliveryConfirmation

DeliveryConfirmation

ItemPriceList

TotalPrice

Signature

 
Figure 8: DeliveryConfirmation format 
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SellerReceipt Format

SellerReceipt

SellerReceipt

TotalPrice

ItempriceList

DateTime

ClientID

PurchaseID

SellerHWcertificate

Signature

 
Figure 9: SellerReceipt format 

 
Clientreceipt Format

ClientReceipt

ClientReceipt

TotalPrice

ItempriceList

DateTime

SellerName

SellerHWID

SellerHWName

PurchaseID

Signature

 
Figure 10: ClientReceipt format 

 

Well when you are aware about the costs and how the systems communicate we can describe 

the different cases. There are four different cases, that are created using the two flags if the 

Seller Hardware is connected or not. The other flag is whether the Client has chosen item or 

not. Read more about them in the Purchase design below. 

 

8.8 Purchase Design – Use Cases 

At the start up of the Client application the user will identify him/herself through his/her own 

mobile phone connection. If there is lack of connection there will be attempts to resend the 

information to the Service Provider (SP). The standard course of action is to just use the 

default account if no connection can be used. When the application starts up, the account 

information will be sent to the user. The account information is obscured by user chosen 

names or aliases for the accounts. In other words, the account numbers themselves are never 

sent to the user, for security reasons. This prevents attackers from gaining the account 

information even if they can sniff the traffic between the mobile phone and the Mobile 

Service Provider (MSP) or if an attacker gains hold of the user’s mobile phone. 

 

8.8.1 City store case 

This case is when a store is connected and the mobile device is not connected to the MSP. 

Also the items have been chosen, see Appendix A 1.2. The user will now pay for the goods, 

and goes to the cashier, and draws the cell phone. The NFC technology will be used to send 

and retrieve data. On the first draw the Seller Hardware (SH) shall send price, total price and 

Seller identification.  The user reviews his goods and enters a PIN code as an acceptance. This 
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acceptance will be send to SH via NFC on the second draw. SH will then send this data 

further on to the SP. The SP will make sure that the SH, Seller and the Client will be verified 

by Certification Authority (CA). After the verification the SP will apply for a reservation of 

the amount at the Financial Institute. The SH will be noticed that a purchase can be done. This 

notice will be confirmed and their will be send an ok to the SP that you can withdraw the 

amount from the account and the Seller will get a receipt. All receipts and confirmations by 

the actors are logged by the SP for some time, in case the purchase gets disputed or 

repudiated. 

 

8.8.2 Future case 

This case is a question mark. The case will be applied when the user make advantage of the 

phone as a keyboard and screen to choose goods. This case represents a connected vendor 

machine without keypad or screen. The case is hard to apply, but nevertheless, not ignored by 

the design. 

 

8.8.3 Country store case 

This case is when a store is not connected and the mobile device is connected to the MSP. 

Also the items have been chosen, see Appendix A 1.3. An example of this case is a smaller 

store in the countryside. Well the user will hand over the goods to the cashier, and draws the 

cell phone to receive identification, pricelist and total price via NFC. The user then reviews 

his goods and enters a PIN code as an acceptance. At this time the user must be connected. 

The user will then use its own connection to transmit data to the SP, that still check with CA 

that SH, Seller and Client are trusted. When the SH, Seller and Client are trusted, the amount 

can be reserved at the Financial Institution. The Client then receives a ReturnConfirmation 

that the user mobile phone forwards at the second draw at the NFC terminal. In the same draw 

the SH will send a DeliveryConfirmation that the goods will bee handed over. The user’s 

connection will send that confirmation to the SP. (Note that this can not be made in a secure 

way if the user loses the connection. There could be some timeout on the account reservation, 

and after that time the money could be or not be drawn, depending on the design choice.) The 

SP will then inform the Financial Institute that the purchase is finished. 

 

8.8.4 Vendor machine case 

This case is when the user has to choose goods from a non connected SH, see Appendix A 

1.4. An example of this case is the unconnected vendoring machine scenario. The user draws 

his mobile phone to retrieve information via NFC. The user will get identification, URI, 

MSG2S. The URI is a link to the list of products and MSG2S is a message to the Seller about 

the SH conditions (error reports etc.). The list will be gathered via the SP found at the Seller. 

The user chooses among goods available in the list and enters a PIN code as an acceptance. 

This ClientConfirmation is send to the SP and the SP will then verify that all the actors are 

trusted, and the amount will also be reserved at the Financial Institute. The SP sends a 

ReturnConfirmation to the Client that the amount has been reserved, and the Client forwards 

this to the SH over NFC on the second draw. In the same draw the Seller Hardware will send 

a DeliveryConfirmation that the goods have been handed over. The user’s connection will 

send that confirmation to the SP. (Note that this can not be made in a secure way if the user 

loses the connection). The user’s connection will be used to send the DeliveryConfirmation to 

the SP. Then the SP let the Financial Institute know that the purchase is finished and a receipt 

is automatically sent to the Seller. 
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8.9 Cancelling purchases 

In these four cases, there are several points in time or the even flow where the user is able to 

cancel the purchase in one way or another. When the user is able to cancel the purchase, 

advertently or in inadvertently, we need to be able to handle those cases. If the user cancels 

the purchase in a proper way i.e. the user press exit in the application, and this exit could be 

transmitted to the SP by the Client’s connection the reserved amount, if any, should be put 

back on the user’s account. In other cases this is handled in a specific way. 

 

8.9.1 Cancellations in city store case 

This case is the City connected store case where your items are already chosen. The user first 

has an opportunity to cancel this purchase when he approaches the register. The cashier asks 

the user to draw his/her mobile phone over the NFC terminal to receive the goods 

information; however, the user can at this point simply refuse and tell the cashier to cancel the 

purchase. In other words, neither the mobile phone nor the SP is aware of any purchase 

beginning to take place, so this is a matter between the user and the cashier. The cashier resets 

the register machine to a new purchase mode after the user walks away. The second 

opportunity for the user to cancel the purchase is when the first NFC transfer has taken place. 

The user can view the goods and total price on his/her mobile phone and the cashier waits for 

the user to sign. Should the user choose not to sign, nothing is sent to the SP, so once again 

nothing is recorded of any purchase, and this becomes a matter between the cashier and the 

user. The cashier cancels the purchase and the user walks out without his/her goods. Once the 

customer has signed after the first NFC transfer, the user technically has a chance to cancel 

the purchase as well. The signature which is the users approval needs to be transferred to the 

register machine, but should the user simply sign but not draw the second NFC transfer and 

simply walk away, the purchase is cancelled in the same manner as in the two cases 

previously mentioned. This is the last chance for the user to cancel the purchase, since after 

the user has signed and transferred his/her signature over NFC, the SP performs the 

transaction and registers the purchase, and in turn informs the Seller and SH. 

 

8.9.2 Cancellations in future case 

This case should share some of the same points of cancellation as some of the other three 

cases, and does not need any special cancellation handling, since we did not design or 

implement this case due to its unknown nature. 

 

8.9.3 Cancellations in country store case 

This case is the non connected store in the countryside. The cancellation points here are very 

similar to those of the City case. When the user has chosen his/her item in the store itself, 

he/she can cancel the purchase by just walking out and not even drawing his/her mobile 

phone for the first NFC transfer, as in the City case. The user can also choose not to sign the 

purchase and walk out right after the first NFC transfer, just like in the City second case. 

When the Client has signed the purchase, the mobile phone’s connection is used to deliver 

that to the SH, so the user cannot cancel at this point. When the ReturnConfirmation message 

to the SH needs to be delivered by the user via NFC, he/she has a chance to never deliver the 

ReturnConfirmation from the SH and as a consequence, the user does not get his/her goods, 
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making it a third and final possibility to cancel the purchase. When the ReturnConfirmation is 

transferred over NFC, a DeliveryConfirmation is instantly transferred back by the register to 

the SH, giving the SH a green light to finalize the transaction by withdrawing the reserved 

amount from the account in question. However, should the phone loose the connection to the 

SP at that point, the transaction reservation will time out, and in the countryside case, the 

amount will be withdrawn on a transaction reservation timeout. 

 

8.9.4 Cancellations in vending machine case 

This case is the non connected vending machine case. The first and most trivial case here is 

when the user decides to buy a Cola, changes his/her mind and in fact never walks up to the 

machine in the first place, and the first NFC transfer never takes place. After the first NFC 

transfer, the user is sent the item list and can browse freely, choosing his/her goods. This is 

the second opportunity for the user to cancel the purchase, by never choosing any products at 

all to buy and simply exiting the application. In close proximity to this point, the user can 

choose his/her items to buy, and is shown the confirmation and signing screen, but does not 

sign, making this another possibility to cancel the purchase. After the user has signed, the 

ClientConfirmation is sent via the user’s connection, and the ReturnConfirmation is sent back 

to the user, who now needs to forward this to the vendor machine. Should the user choose to 

walk away and not draw his/her phone, the purchase will timeout and be cancelled. When the 

user transfers the ReturnConfirmation to the vendoring machine, just like in the Country case, 

an instant DeliveryConfirmation is generated and sent back in the same NFC transfer. The 

user cannot control the forwarding of the DeliveryConfirmation directly, only through means 

as loosing coverage or shutting the phone down precisely in the correct split second of that 

transfer, making it an unfeasible point of cancellation. However, should the phone loose the 

connection to the SP at that point, the transaction reservation will time out, and in the vending 

machine case, the amount will not be withdrawn on a transaction reservation timeout. 
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9 Testing 
To measure the system’s performance, stability and functionality we decided to create a test 

suite, and decided what to test. The test suite is automated and can be instructed to run any 

number of tests with either random or fixed parameters. 

 

9.1 Test scope 

In the demo we have a lot of actors communicating with each other. At many points in the 

demo it is impractical if not impossible to measure the performance, at least within the time 

constraints. Since it is just a demo, we have implemented fake actors playing the roles of the 

Certificate Authorities (CA), the Financial Institutes, the Sellers and Sellers’ Hardware. In a 

real live version of the system, only the Service Provider software (SP) and Client software 

will be implemented by a certain service provider, the rest of the actors already exist.  That 

makes the most interesting point of testing the interaction between the Client and the rest of 

the system (mostly the SP). The test scope is therefore limited to the Client and SP, with focus 

on performing purchases. The operations a SP can perform are Browse, GetAccounts, Refund 

and Purchase, which are the ones we tested. 

 

9.2 Test setup 

The machines used were Intel Quad-cores 2.4 GHz with 2GB RAM. The SP and a CA to be 

used by the SP were started on one of the machines, Afflux. The FinInst, Seller and a CA for 

those two were started on another computer, Discoflux. The test suite was started on Afflux as 

well. The database server used in the tests was located on the CyberCom Group premises in 

Karlskrona, so all the database queries performed in the system was tunnelled via a virtual 

private network (VPN) to that database from Ronneby. This was the biggest bottleneck in the 

test setup, since the latency and bandwidth to the server at CyberCom group was not top 

notch. The tests were performed by a dedicated testing class which emulates both the client 

software and the seller hardware software. The test class connects directly to the SP and tests 

the SP functionality. 

 

The actual tests performed and their results are described in the coming result section, as it is 

easier to show the results grouped together with each test setup. 
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10 Results 

10.1 Usability 

The usability has not been one of the largest priorities for us, except the possibility for the 

user to choose how the user will be charged. However some effort has been spent 

implementing the Graphical User Interface (GUI) in a way which achieves a neat flow 

through the purchase. 

 

 
Figure 11: Additional views for demo only 

 

When we noticed, after some heavy work, that the NFC communication and PKI were not 

working, we decided to emulate those parts. To do this we had to extend the GUI with some 

choices that the user has to make to choose seller hardware and his identity, both being 

emulated. The different windows presented in figure 11 can be removed in a fully working 

system and will then reduce the user effort a lot. 

 

 

 

Figure 12 is the welcome view the user first sees. To use the mobile 

wallet the user has to press connect and then follow the instructions that 

appear on the screen. 

 

 

 

 
Figure 12: Welcome view 

 

 
Figure 13: Purchase list Vending 
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To view and select an item from a vending machine is really simple as showed in figure 13. 

When the customer has decided which item he/she wants the item is only a few presses away. 

 

 

 

 

When the user uses the system with a City or Country seller hardware 

the items are even fewer presses away. Just enter the pin code and do 

one or two draws to fulfil the purchase. 

 

 

 

 

 

 
Figure 14: Purchase list City/Country 

 

 
Figure 15: Fulfil purchase windows 

 

For every purchase the user has the possibility to change the account from where the amount 

will be withdrawn. This choice is made before the pin code is entered. To send the 

information signed by the user when entered the pin code a “draw” has to be done in every 

case. The application informs the user when the system is ready to receive the “draw” and 

afterwards the purchase is fulfilled. 

 

Nevertheless, we wanted to test the system usability, and also wanted to know what to 

improve. A small inquiry with a questionnaire was done with external users. The results were 

compiled and are presented beneath. Each question had a scale from 5 to 1, with 5 being 

excellent and 1 being unpleasant. 

 

1. Could you see every item in the item list view? 

2. Did you appreciate the ability to be able to change account? 

a. How important feature do you think this is? 

3. What do you think about the time it took to make a purchase? 

4. How long time would an acceptable payment take? 

5. Would you appreciated to have the receipt back to your phone? 

6. How easy was it to browse through the purchase? 

7. How do you think the purchase went? 

8. Would you use this type of mobile wallet system? 
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Questionnaire
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Figure 16: Usability questionnaire 

 

The questionnaire was answered by 10 persons all studying at BTH between ages 20 to 30. 

The most noticeable result from figure 16 is question number 2. The ability to choose 

charging account is appreciated from all of the external users, with various grades of how 

important this feature is. The opinions of purchase time are the ones that vary the most, both 

the actual purchase time and the expected purchase time. We must mention here that all 

purchases done with the demo uses the mobile Internet connection and the speed fluctuates 

very much depending on the actual place and time. The lowest values of question 3 depend on 

the fact that the mobile Internet coverage varied, and are not caused by a delay from the 

system itself. 

 

The usability test generally went well as seen in question number 7, where around 90% of the 

testers marked a 4 or 5 on the form.  

 

10.1.1 System performance 

To test system performance, the tester was configured to run 25 tests of each kind of 

operation. The input data for each test, for example such as which customer bought what, was 

randomized. As we can see from the table below, the Browse and GetAccounts tests are very 

trivial operations, both averaging at about one second. Refunds are slightly more demanding, 

as they require contacting a financial institution as well, but they still do not take very long 

time to perform, only about four seconds. The most complex tests are, not totally unexpected, 

the purchases. A purchase requires a lot of security checks, communication between the SP, 

CA, Seller and Seller Hardware and the Client. However, a purchase average time of eight to 

nine seconds is deemed to be within reasonable limits by us. All of these tests depend heavily 

on the connections between the actors themselves and between the actors and the database. 

When viewing these results, keep in mind that this is not the performance of a real live 

system, but rather that of a demo showing the proof of concept for these purchases. In a real 

live system, we would want faster purchase procedure times. 
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Browse tests GetAccounts tests Refund tests Purchase tests

Nr Time (s) Nr Time (s) Nr Time (s) Nr Time (s)

1 2 1 2 1 4 1 9

2 1 2 1 2 3 2 8

3 1 3 1 3 4 3 9

4 1 4 1 4 4 4 9

5 1 5 2 5 4 5 8

6 1 6 1 6 3 6 9

7 1 7 1 7 4 7 8

8 1 8 1 8 4 8 8

9 1 9 1 9 3 9 8

10 1 10 1 10 4 10 9

11 1 11 1 11 4 11 9

12 1 12 1 12 4 12 8

13 1 13 1 13 4 13 9

14 2 14 1 14 3 14 9

15 1 15 1 15 4 15 9

16 1 16 1 16 4 16 9

17 1 17 1 17 4 17 9

18 1 18 1 18 4 18 8

19 1 19 1 19 4 19 8

20 1 20 1 20 4 20 8

21 1 21 1 21 4 21 8

22 1 22 1 22 4 22 8

23 1 23 1 23 3 23 8

24 1 24 1 24 4 24 8

25 1 25 1 25 4 25 16

Average: 1,08 s Average: 1,08 s Average: 3,8 s Average: 8,76 s  
Table 6: Service Provider test results 

 

10.1.1.1 NFC Transfers 

The communication taking place between the Seller Hardware and Client is provided by NFC, 

which makes the NFC transfer time a critical factor in a purchase scenario. In order to 

properly authenticate itself, the Seller Hardware needs to send relatively large amounts of data 

such as its own certificate, the owner (Seller) certificate and some other data which is case 

specific. All this information is signed by the Client, adding more data, and is sent back to the 

Seller Hardware or in some cases the SP. It is important that the NFC transfers do not take too 

long, as the customer would get irritated if that was the case. The data structures we send over 

the NFC are serialized maps. A map is a java object for storing information, for which we 

have written a custom way of serializing into a string which is then sent over the air. The 

following table shows the different map sizes in relation to the different transfer speeds of 

NFC to show to worst, best and average case for the transfer of a single map. 
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NFC transfers

Map Average size (bytes)

ClientConfirmation 7860

ReturnConfirmation 2240

DeliveryConfirmation 2008

NFC Transfer speeds (kbit/s)

Slowest 106

Medium 212

Fastest 424

Case Transfer time (seconds)

Worst case transfer time 0,59

Best case transfer time 0,04

Average case transfer time 0,13  
Table 7: NFC transfer calculations 

 

It is important to note that these transfer times apply to a single map only, during a purchase a 

minimum of two maps are sent up to three in some of the cases. As we can see, the worst 

result is around 0.6 seconds which is a very acceptable delay when shopping. 

 

10.2 Supportability & Reliability 

To test the supportability of the mobile wallet system, we created four users with accounts 

and certificates. The test suit looked as in table 8. 

 
City Country Vending

Kalle

Account Visa 10 10 30

Account PayPal 10 10 30

Refund 1 1 3

Johan

Account Visa 10 10 30

Account Swedbank 10 10 30

Refund 1 1 3

Kenneth

Account PayPal 10 10 30

Account CreditCard 10 10 30

Refund 1 1 3

Urban

Account Dads 10 10 30

Account Mine 10 10 30

Refund 1 1 3  
Table 8: Number of tests on each test case 

 

The reason of the test suit is to test all possible combination with user, account and seller 

hardware. The biggest effort has been laid from start on the vending seller hardware and it is 

therefore we have done more test on this seller hardware then the other two seller hardware. 

 

All four users had two different accounts. This resulted in 8 different user cases, and with five 

different seller hardware machines (three of the type vending) gave us 40 different cases. We 

think this is an acceptable test series and should show if the supportability of the system is 

what we have aimed for. 
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The test suit also included tests of BrowserRequest, Refund and GetAccounts. The 

BrowserRequest was only tested in the vending machine cases. For that reason there are only 

24 cases to test (8 user cases x 3). GetAccounts was the simplest one where only the user 

information was the variable and therefore with the four users with two accounts we got eight 

cases. 

 

The automatical tests were set to do ten purchases of each case, and return the value of 

succeeded purchases. When a purchase is done in the vending cases, the tester first did a 

BrowserRequest and then randomly selected one of the items from the vending machine 

which will be bought. The number of items in each vending machine that the tester could 

choose among is not interesting in this test, but there were at least six items in each machine. 

Information from one of the ten purchases was then used to process one refund. 

 
Name Value

Accounts sent 8

Browsers served 5

Case1 80

Case3 80

Case4 240

Purchases 400

Refund requests 40

ReserveAmount 440

SP requests 466

Successfull purchases 400

Successfull refunds 40

Total amount refunded 3956

Total amount reserved 74162

Total amount withdrawn 74162

WithdrawAmount 440  
Table 9: Test results 

 

As table 9 shows, the mobile wallet system handled the tests very well. All 400 purchases, 80 

in the city case, 80 in the country case and 260 in vending case were successful. In addition to 

this, 40 Refunds, 8 GetAccounts and 5 BrowserRequest did also succeed.  

This was also a test of the reliability, since the tests were executed 10 times for each case 

without any failure. Before the tests were performed, we set all the account balances in the 

FinInst to 100 000 SEK, and calculated the total sum of them. After the tests were performed, 

the total sum was once again calculated, showing the consistency of the FinInst database. 

Note that the account number could contain both numbers and characters of variable size. 

This due to the many different account types the system supplies. 
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Account number Balance at start (SEK) Balance at end (SEK)

1254985635789650 100 000 91 510

4851255485447 100 000 91 926

345345 100 000 92 735

56877658 100 000 91 974

4823089438592380000 100 000 91 876

7458632148965780 100 000 91 907

3245 100 000 102 661

asg23 100 000 132 735

asd@asd.com 100 000 100 603

454356 100 000 133 646

234-5 100 000 88 096

23455246 100 000 90 331

Total sum: 1 200 000 1 200 000  
Table 10: Consistency in FinInst database 

 

10.3 Consistency 

To further test the system consistency, and especially the purchase reliability, we performed 

several purchases where the user cancels the purchase as mentioned in section 8.9 “Cancelling 

purchases”. The results of these tests are very hard to show since the output only indicates if 

the system works as it should or not. If the output would show any system failure that would 

of course be corrected immediately. Fortunately all the tests were successful and the purchase 

flow is correct, even if a purchase is cancelled. 

 

10.3.1 Consistency enforced by rollbacks 

One of the tests was performed in the vendor machine case, to show the SP rollback feature 

providing consistency and reliability when the purchase is aborted for some reason. For this 

test we used Urban as the user of the system while Selecta was the Seller. The expected 

outcome test is consistent accounts used in the purchase, before and after the rollback. 

 
Holder Name Account number Balance (SEK) Reservation Amount (SEK)

Uraban Tventon 234-5 10000 0

Selecta asd@asd.com 10000 0  
Table 11: Urban account balance before purchase test 

 

When Urban signs the shopping list with his secret PIN code, the ClientConfirmation is 

received by the SP who starts the purchase transfer. The first the SP does is to find out which 

bank the user account is registered to and make a reservation request to the given bank on a 

specific amount. 

 
Holder Name Account number Balance (SEK) Reservation Amount (SEK)

Uraban Tventon 234-5 10000 10

Selecta asd@asd.com 10000 0  
Table 12: Urban account balance during purchase test 

 

If the reservation should fail, the purchase is cancelled by the SP and the client is informed 

about the reason for the cancellation. If the reservation succeeds, the concerned Seller 

Hardware will be informed that the purchase if ready and approved via the 

ReturnConfirmation. The Seller Hardware then releases the goods and informs the SP of this 

through the DeliveryConfirmation, and the SP then completes the purchase transaction. If the 
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SP does not receive the DeliveryConfirmation, the purchase is rolled back by releasing the 

reservation at the FinInst. 

 
Holder Name Account number Balance (SEK) Reservation Amount (SEK)

Uraban Tventon 234-5 10000 0

Selecta asd@asd.com 10000 0  
Table 13: Urban account balance after an aborted purchase test 

 

As shown in table 13, no transfer takes place, and the purchase was rolled back. The attentive 

reader will have realized that the result is a free item from the vendor machine; however, this 

is a rare case since the DeliveryConfirmation is sent instantly by the Seller Hardware after 

receiving the ReturnConfirmation, in the same NFC contact sweep. Only by means of precise 

timing of loss of coverage will cause this to happen, which is an acceptable risk since it 

results in a small loss of value. Should the test have been allowed to complete, this is what the 

corresponding accounts in the FinInst would have looked like. 

 
Holder Name Account number Balance (SEK) Reservation Amount (SEK)

Uraban Tventon 234-5 9990 0

Selecta asd@asd.com 10010 0  
Table 14: Urban account balance after a successful purchase test 

 

(This does not concern the city and country case, as mentioned in section 8.9 “Cancelling 

purchases”). 

 

10.4 Recoverability 

Another way to handle the reliability of the service is the recoverability that is build into the 

communication system. To test the recoverability, we disconnected the same actors as the 

previous case but here we connected the actors again after four seconds. The correct 

behaviour is that the system tries to reconnect on the rescue port that the connection handlers 

have agreed about, which is what we expected as the outcome of this test. 
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Figure 17: Recoverability flow 

 

Figure 17 shows how the connection handlers act when a connection is lost. The following is 

the system debug output showing the recovery of a lost connection. 
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Figure 18: Recoverability system output A 

 

Note the forced reset by the closed connection. The next data sent or received on this 

unconnected socket will trigger a recovery, by the connection handlers. 

 

 
Figure 19: Recoverability system output B 

 

The connection was successfully rescued and a new rescue port was defined if the connection 

would be disrupted again. 

 

10.5 Security 

10.5.1 SSL 

For the security aspects we rely on, among other things such as PKI and WPKI, the Secure 

Sockets Layer (SSL) for protection against eavesdropping, man-in-the-middle attacks and 

data modification attacks. All connections should have used SSL, but as mentioned earlier, 

the Client using J2ME do not support anonymous SSL connections. In all other connections, 

SSL provides a secure channel between the actors. We wanted to test the contribution of SSL 

and therefore sniffed the traffic in the system. We looked for the ClientConfirmation that was 

sent from the Client to SP and was forwarded by the Seller Hardware in the city case. This 

case was of most interest since the communication between the Client and Seller Hardware is 

non SSL, while the communication between the Seller Hardware and SP uses SSL. The data 

content is the same and it is only the security level on the communication that is different. See 

figure 20 and 21. 

 

Trying to recover session, attempt nr 1 of 10. 
Listening for connections on the rescuesocket on port 5327 with timeout 15 seconds. 
Trying to recover session, attempt nr 2 of 10. 
Listening for connections on the rescuesocket on port 5327 with timeout 15 seconds. 
Trying to recover session, attempt nr 3 of 10. 
Listening for connections on the rescuesocket on port 5327 with timeout 15 seconds. 
Got rescueconnection from /217.174.67.69:56345. 
Serverside rescueport is 5054. 
The connection was rescued!. 

 

Got new connection from /217.174.67.69:55897, making a new ConnHandler for it. 
nom nom nom I got a  socket. 
Serverside rescueport is 5327. 
Creating instance of class 'VendingSellerHardware'. 
Running. 
Sending info about the SellerHWInfo to Client. 
Waiting on ReturnConfirmation from SP via Client. 
>>>> 'Connection reset' <<<< 
java.net.SocketException: Connection reset 
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Figure 20: SSL traffic capture 

 

 
Figure 21: Non-SSL traffic capture 

 

The SSL makes the communication more secure thanks to the encryption. The traffic over the 

non SSL connection is easy to sniff and read in clear text while the SSL encoding makes the 

traffic non readable. 

 

No.   Time: Source: Destination: Protocol: 
253  13.528195 194.47.150.251 194.47.150.250 TCP 
Info: 
fintrx > rtmp-port [PSH, ACK] Seq=1 Ack=7701 Win=65535 Len=1400 
Data: 
[java.lang.String,Price]=>V[22][java.lang.Double,3.0]>,E[62]<K[27][java.lang.String,Quantity]=>V[2
1][java.lang.Integer,1]>}]>}]>,E[65]<K[29][java.lang.String,TotalPrice]=>V[22][java.lang.Double,3.0
]>}]>}]>}]END 

No.   Time: Source: Destination: Protocol: 
472 27.668747 194.47.150.250 194.47.150.253 TCP 
Info: 
cogitate > hbci [ACK] Seq=6145 Ack=602 Win=64934 Len=1460 
Data: 
..J....,....K.Q...Z....[....k@..>.*.wU..GD.*.V.@.uz..#...U...y8.K....[yo....Q{'.8/...$....c..RS........Ey....M8..
.....&...%.....c....\\G........h`.=.=b..0...L.Os.1.`.FS....ZZBW.........D..SgI.%..........:=.0R.*3f..P.aD.(.c5.Y
(._t...I.A.V......m..`.RU7.|......'n5...1AP...`G.... 
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10.5.2 PKI Signatures 

All sensitive information that is sent through the system is also signed using PKI to ensure the 

data is intact and not modified. These signatures are usually made when maps are created and 

sent between the actors. One example of this is when the user enters the PIN code and the 

Client then signs the ClientConfirmation, which contains the purchase info. If that data is 

somehow modified at any point, the Client signature does not match the changed data, and the 

modification is discovered and dealt with. The signature can be used to validate the data 

integrity, as well as validating the user identity. 

 

To test the PKI signature security, we performed a purchase where we entered the wrong PIN 

code, and consequently, the Client signature generated was invalid. When the signature error 

is detected, in this case by the SP, the purchase is aborted, and the Client and in turn the user 

is informed of why. Figures 22-24 demonstrate the test result where the wrong PIN code is 

entered and an error is generated, making it impossible to fulfil the purchase. 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

Figure 22: Shopping list       

 Figure 23: Signature error   

  Figure 24: Signature success 
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11 Conclusion 
Due to the system being a demo only, we did not and could not perform extensive testing, 

since the most interesting parts of the system to test were those not implemented for 

emulation. This caused the tests we performed, and the results of those tests, to revolve 

mostly around the Service Provider and the Client. The test results show us whether we 

reached the goals or not. 

 

11.1 Supportability 

The supportability of the system is improved compared to many existing systems. The three 

different Seller Hardware types work perfectly, as shown by the supportability and reliability 

tests, and the system could therefore be adopted by any actor. The supportability is enforced 

by the fact that it does not matter if the sellers’ point of sale (cash register, vendor machine) is 

connected to the Internet or not, since the system has been designed to handle both cases. The 

system is also able to handle not only micro payments, but all kinds of payment amounts. 

During the test suite with 440 supportability and reliability tests, the mobile wallet system 

handled 78.118:- SEK which is not a very large amount, but it demonstrates the capacity of 

the system. This total amount is transferred between twelve different accounts, eight user 

accounts and four seller accounts. The supportability for both users and sellers has increased 

drastically when the option to choose charging accounts is available, since it largely widens 

the application area and target group comparing to existing mobile wallet systems today. 

 

11.2 Reliability 

During the course of the test period we have done a couple of hundreds of tests, both 

automatically and manually, without any major problems. This shows us that the system 

reliability is quite good. The system handles both correct purchases and incorrect purchases 

very well. An example of an incorrect purchase is a customer with a revoked certificate or a 

customer without enough currency in the bank account trying to perform a purchase. The 

error handling and recoverability in the system has been implemented with reliability in mind 

and this has showed results when testing. When a failure occurs in an ongoing purchase this is 

handled in a correct way, and the customer is informed of the failure. The reliability is 

enforced by the consistency and recoverability. 

 

11.2.1 Consistency and Recoverability 

The consistency ensures that the system is always in a well-defined state, by using 

transactional rollbacks when aborting a purchase. The consistency testing showed us that 

when a purchase having a reserved amount ready for transfer is aborted, the reservation is 

either released, or withdrawn, based on purchase case policy. The test also showed us that 

with precise timing in the vendor machine case, it is theoretically possible to exploit the 

purchase process and get a free item; however, this is very unlikely to happen. The 

recoverability test showed a working recoverability by automatically reconnecting a lost 

connection. The parameters of that recovery ability can be fine tuned to fit different 

connectivity scenarios, making it flexible. The consistency and recoverability tests gave the 

wanted outcome and show the reliability in the expected way. 
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11.3 Security 

The usage of WPKI and PKI technologies solves the authentication problem mentioned in the 

introduction, as shown by the signature test. The literature study of WPKI shows that the user 

identity is guaranteed by the Registration Authority and Certificate Authority enrolled via the 

Mobile Operator, and that the signature produced by the WPKI hardware can be considered 

non-reputable. The same thing applies to the signatures created by the rest of the actors in the 

system using a PKI. For example the Service Provider signatures on the receipts; the signature 

guarantees data integrity and the SP identity. Any attempt at forging or modifying the 

communication between any of the actors in the system will fail, since the PKI signatures 

guarantee the data integrity and origin. A man-in-the-middle attack would also be impossible 

for the same reason; the certificates and signatures are unforgeable.  

 

To solve the problem of protecting the wireless traffic itself, and indeed all of the traffic, we 

used Secure Socket Layers (SSL). SSL proved to be a successful and sufficient means of 

protection, shown by the communication sniffing test. That test showed us that most of the 

system is immune to eavesdropping, with an exception for the NFC traffic between the Client 

and Seller Hardware. That traffic is intended to be transferred in clear text, which could be 

considered a weak point in the system security. However, since no sensitive information is 

transferred over NFC and since it is transferred over a very short range with small 

possibilities of eavesdropping, that weak point is infeasible and unprofitable to exploit. The 

NFC communication is also vulnerable to short-range RF disrupting DoS attacks, according 

to the NFC literature study. This attack is unfeasible in the country and city cases, where the 

personnel monitor the close by activities and the Seller Hardware. Should it be required to 

protect the NFC traffic, it is possible to enforce it with an application layer security wrapper 

such as SSL. Another weak point is the fact that the Client does not use SSL traffic, however, 

it is only a demo issue, and could easily be resolved in a sharp live version of the system.  

 

11.4 Performance 

The system performance is essential for the users of the system. Even though the performance 

tests were limited by a bottleneck; the database connection over a VPN tunnel, the results are 

still quite good taking that fact in consideration. The performance tests showed us that the 

most trivial operations took one second to perform, while a purchase took about nine seconds 

to perform, and a refund clocked four seconds. These delays could perhaps be shortened in a 

live version of the system perhaps as much as cut in half using proper hardware and internet 

connections. Since we could not get the NFC transfers to work, we instead showed the 

theoretical performance of them with some number crunching. The calculations showed a 

maximum delay of 0.6 seconds for transferring part of a purchase in the worst case, which is 

an acceptable delay. The system performance affects the usability of the system, as no 

customer would want a slow and unresponsive system, which means the effects of the system 

performance can be seen in the Usability tests as well. 

 

11.5 Usability 

The usability of the system is something that we have not put a lot of effort into, which can be 

seen in the usability test with the external users. The looks of the Client GUI and the response 

time is something that the test users have mentioned a lot. The fact that the mobile device is 

the first of its kind causes the application to run even slower. However, the demo application 

works and does what it is supposed to do, some of it being emulated, but perhaps not in the 
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most user friendly way. The most appreciated feature is the ability to choose to account being 

charged during the purchase. We consider that feature necessary in order to make the mobile 

wallet usable and attractive for the great masses, however, a minor part of the test group 

disagrees on this point, which is indicated by the questionnaire. 

 

The question about the receipt has not provided us with any insight what the users prefer in 

this matter, perhaps due to the low amount of test users. Considering the answers we have got, 

we can not decide if the users would like to have the receipt returned to the mobile device or 

not. If we would have shown that this feature requires one extra “draw”, and therefore more 

effort, it would perhaps have been clearer. If the receipt feature had been implemented, the 

workload for the users would have risen and the receipt is not that easy to view and store on a 

small mobile device, therefore this feature is not necessary to include.  

 

The test group consisted of persons between ages 20 and 25, which could have had some 

influence of the results of the questionnaire. The overall impression of the external users is 

very good, since the majority stated that the purchase went well, although with a not 

completely usable Client. However, they are not all convinced they would use this type of 

mobile payment system themselves. We find this surprising, since the background research 

regarding the mobile payment trials and their survey results showed that the users would with 

most certainty use a mobile payment system in the future. 

 

11.6 Conclusion summary 

The tests performed generated results which strengthen the premises and conclusions. The 

supportability tests showed us that the system can handle different kinds of accounts and 

amounts, and different kinds of seller hardware configurations with varying Internet 

connectivity conditions. This confirms the fact that the system has been successfully designed 

and implemented to support purchases ranging from a vendor machine to a car sale. The 

reliability tests proved the system’s tolerance to faults such as unexpected communication 

errors and purchase abortions. The reliability is also improved by the transactional currency 

transfers ability to being rolled back in case of an error, always leaving the credit balance and 

current purchase in a consistent state. The security in the demo is afflicted by some minor 

flaws caused by the mobile phone’s lack of a needed Java Specification Request (JSR) 

implementation and is left for future work. However, the rest of the system is properly 

protected against attacks with bank-level equivalent security thanks to the usage of SSL and 

the own PKI.  

 

The usability questionnaire-based survey conducted showed that the demo works well but the 

lack of Client usability reduces the overall grade from the external users. The system contains 

all the necessary features, including the much appreciated state of the art account choosing 

feature. This thesis shows us, despite the demo mobile phone security weaknesses, that the 

authentication and wireless traffic protection problem can be solved in an elegant way using 

the mobile phone security technologies emerging on the market today. Further testing 

presented a system performance acceptable for a conceptual demo product, with prospects of 

further improvement.  
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12 Future work 
The system we have described earlier has much future potential, since the mobile phone 

wireless payment business is an expanding one. However, before it is ready for market release 

more work needs to be done in certain areas, both applying to the design of the complete 

system and the demo version of the system. 

 

12.1 Internationalization 

According to the design of the demo, only one Service Provider (SP) is present, and is even 

hard coded. That SP is supposed to form contracts with different sellers, for example ICA or 

Coca-Cola.  The SP also settles agreements with some of the largest credit card companies. 

The Clients then enrol with that single SP and can shop with their mobile phones at those 

sellers. In practice, this gives the SP monopoly to the entire system, which will severely limit 

the spread and popularity of the system. Also, if this same system is to be used across a large 

number of countries, it is unlikely that a single SP will stretch over that many countries. To 

give the system the greatest possibility to spread, multiple SP’s must be allowed. This means 

that the SP’s can make deals between themselves so that a single user can enrol with a single 

SP and still leave that country, go to a different seller with a service provided by a different 

SP and still be accepted. To accomplish this feature, an amount of redesigning needs to be 

done, although not very extensive, and new designs for how the SP’s would cooperate and 

communicate also needs to be made. 

 

 Redesign the system to allow multiple SP’s, while maintaining the simplicity of only 

one client software Mobile Information Device Profile Applet (MIDlet). 

 Design a way for the SP’s to communicate transparently in between them selves to 

handle cross service provider purchases. 

 

12.2 Banks and financial institutions 

A subject we have touched previously is the financial institutions payments. We made 

assumptions of how banks and financial institutions worked, for example about reserving 

amounts of money at a bank. We knew that it was possible to reserve amounts, however, not 

how or under which circumstances. In order to deploy a live working version of the system, 

an inquiry of how banks, financial institutions and credit card companies works with sellers 

needs to be performed. There are many questions that need answering with a proper 

investigation. 

 

 How does a service provider form a contract with a credit card company like VISA, or 

a bank? 

 Can a service provider check account validity and reserve money on that account 

without actually withdrawing money? 

 How does a service provider withdraw money directly from a bank account without 

having to go through a credit company first? Can the money be reserved directly at the 

bank? 

 

We did a preliminary investigation into these matters, however, did not end up with 

conclusive or verbose results. We did not have the time or resources to investigate this matter 

fully, making it a matter for future work. 
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12.3 User enrolment process 

The user enrolment process must also be improved in several ways in order to make this 

system into a complete one. Currently, the user enters its personal information; gets an 

enrolment code back, which is only printed out on the web page. For the full version of the 

enrolment process, this code should at least be sent via SMS to the user, and even more 

preferably, a service SMS should be sent containing special instructions for the WPKI SIM 

card to automatically prompt the user to sign the code and send it back, minimizing the user’s 

workload. Once the code is signed and sent back, the final contract is sent to the user. In 

which form and how to send the contract to the user needs to be established as well, how to 

make it legally binding for the user, while still keeping it simple and easy. After the user has 

signed the contract, the service provider should make the client software MIDlet available to 

the user. One possibility is to send a service SMS containing instructions to the phone to 

automatically download and install the client software. Should the phone not support that 

procedure, the alternative is to provide a manual download link to the user. 

 

In summary, some user enrolment issues that linger to be solved as future work are: 

 

 Implement a way to send SMS or service SMS with the enrolment code to sign. 

 Construct a legally binding user contract. 

 Find a safe, easy and user friendly way of sending that contract or a representation of 

the contract to the users for them to sign, and send back. 

 Send service SMS for automatic client software download, or provide a link for 

manual downloading. 

 

12.4 Seller enrolment process 

The seller enrolment process also needs much more work. As we previously have stated, we 

have not designed or implemented this process. For the demo scope we have just assumed this 

process to be already completed. It is safe to assume that this process will be much more 

complex than the user enrolment process, since a much closer collaboration takes place 

between the service provider and the seller. Firstly, they must come to an agreement of how 

the seller will adapt their systems to the design. The service provider also needs to adapt their 

browsing service to the database of the seller. When the user browses the items in the relevant 

cases, the items are fetched from the seller database by the SP; however, it is likely that those 

formats and databases will vary wildly from seller to seller. It is up to the SP to properly 

convert those formats to one that the client software can understand, since only one client 

software MIDlet will be used for all purchases across all the different sellers and service 

providers. It is even possible that some sellers do not have such an item database, and quite 

possibly the SP can take on that role to provide one in that case. Some questions and issues 

that needs more work in the seller enrolment area are: 

 

 Will the service provider be the one providing the seller with the seller hardware 

software, or will the seller have to hire another company for a product customization 

job? 

 Construct and customize contract or contracts for seller to service provider 

collaboration. 
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12.5 Mobile Service Provider optional enrolment 

In order to make the system more attractive, contracts with some of the largest mobile service 

providers (MSP) or mobile operators (MO) would be preferable. This would spare the users 

of the system the fees from the High Speed Packet Access (HSPA) or General Packet Radio 

Service (GPRS) traffic they generate in order to use the system in the case of a disconnected 

seller hardware. Since we’ve discussed earlier the possibility of multiple SP’s that would 

mean that each MSP would have to have a list of all the addresses of the SP’s server 

machines, and not charge the traffic from and to those machines. This is a rather complex 

solution, as multiple service providers would have to make contracts with multiple mobile 

operators. This matter needs further investigating, as we do not know if such a billing model 

is possible. Some of the questions that need answering are: 

 

 Is it possible for a service provider to make a deal with a mobile operator to make all 

mobile traffic to that service provider free of charge? 

 Is it feasible to construct a system where multiple service providers across multiple 

countries enrol with multiple mobile operators? 

 In case it is possible, how would such a deal be made? 

 

12.6 Unenrolment processes 

The user unenrolment process is already defined in the design; however, it has not been 

implemented due to time restraints. The seller unenrolment process needs to be designed, and 

perhaps even implemented if it is not going to take place by manual labour and paperwork. 

The financial institute unenrolment also needs more work, designing and perhaps 

implementing. Letting the seller and financial institute unenrolment process take place with 

paperwork and manual labour should not be a problem, since it should not occur that often as 

with users. It is more a permanent commitment for the sellers and financial institutes than it is 

for the users. The same thing goes for the mobile operator involvement; it needs to be 

designed and is more of a long lasting commitment between service providers and mobile 

operators. 

 

 Implement the user unenrolment process 

 Design the seller unenrolment process 

 Design the financial unenrolment process 

 Design the mobile operator unenrolment process 

 

12.7 Web portal 

Just like the rest of the demo, the web portal is only a basic mock-up of a web portal. On the 

demo web portal you can enrol yourself with the system, but not much more. It’s simple, but 

not overly user friendly. To make the web portal acceptable for public use, a number of things 

need to be done in order to make it fully functional. 

 

 Proper login with email and password (which the user can choose). In the demo web 

portal you can only login with your enrolment code, which cannot be changed. 

 When logged in, the users should be able to access their own profile information with 

their contact details and bank accounts, and they should have to ability to change any 

of this information, something currently not possible in the demo. 
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12.8 Hardware 

12.8.1 Nokia 6131 

For the demo, we used a Nokia 6131 mobile phone with a WPKI SIM card as a client 

platform. At the first glance, it seemed to support both the NFC and WPKI Java APIs. 

However, after a few weeks of implementation, it turned out that the phone did not support 

the crypto API, so the WPKI SIM card in the phone was rendered unusable for us. In practice, 

this meant that the client software we wrote for the phone could not verify and certificates or 

signatures, nor could it generate signatures. As this is a central part in the system, this was a 

large setback. We circumvented this problem by letting the phone validate all certificates as 

valid without even knowing what a certificate is, and making fake signatures which the rest of 

the system recognized and approved. Since this certainly should not be included in a real 

version of the payment system, a newer phone must be used for developing the complete 

client having the Java crypto API. Specifically, these features need to be implemented in the 

future proper client: 

 

 Verify certificate functionality. 

 Verify signature to certificate functionality. 

 Create signature from data to sign with a private key. 

 

12.8.2 ACR122 

The NFC communication was supposed to be used between the reader ACR122 and Nokia 

6131 NFC phone. This communication requires that we use Nokias own package for P2P. 

Unfortunately this package was not compatible since with all readers, there where authorizing 

problems. The reader and the phone could not understand each other. There is a phone on the 

market called Nokia 6212 classic claiming the support for ACR122. If that it is true it shall 

not be so hard to integrate NFC in the system. The demo was build with NFC in mind, today 

the connection with Seller Hardware operates trough the mobile phone because of the 

problems. If a NFC phone that clearly support NFCIP-1(P2P), and the reader ACR122 is 

supported. It should not be any problems to integrate NFC with minor changes in the code. 

The support for the mobile connection is only temporary for the demo to show the principle. 

 

 Find P2P supporting hardware. 

 Implement the NFC specific methods. 

 

12.9 Usability 

The usability questionnaire-based survey conducted showed that the demo works well but the 

lack of Client usability reduces the overall grade from the external users. This is partly caused 

by the many emulated imaginary “draws” which the user would have done in real life on the 

seller hardware NFC pad. In the demo this “draw” is emulated and it is harder for the user to 

understand what happens when they instead of having to physically move the mobile device 

over a NFC pad, they only have to push a button. To do this emulation we also had to add 

some extra views in the Client GUI, and this made the purchase increase both in time and 

need of understanding. The lack of supportability for WPKI forced us also to add a view 

where the user chooses who he or she is. In a fully working mobile wallet payment system of 

course this option will not exist, hence the mobile device is personal and should not be 
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exchange between users. In a full version of the system, the Client esthetics and functionality 

need a redesign when the proper hardware is available, to improve the usability. 

 

 Redesign the Client without the emulation options. 

 

12.10 Communication 

In the demo, we took some shortcuts to simplify the communication, for example we enabled 

the use of anonymous SSL. We enabled this slightly less secure type of communication in 

order to avoid adding all the certificates into the Java Keystores of all the machines involved 

in the demo. It turned out that the mobile phone did not support anonymous SSL nor did it 

support importing self signed CA certificates, so we had to disable SSL on the phone. In a 

live version of the system, non-anonymous SSL should protect all connections, and use 

proper certificates bought from a real CA. 

 

 Use proper SSL for all connections with real certificates. 

 Configure the mobile device to use SSL instead of clear text sockets. 

 

12.11 Conclusions future work 

To make the small demo into a fully fledged product, much more work needs to take place, 

involving the hardware, software, investigations and research. The system needs a redesign to 

fit several service providers into it for internationalization. An investigation into how banks 

and credit card companies work and how deals are formed with them needs to be performed. 

To make the user enrolment process complete, support for sending SMSs and user contract 

need to be implemented. The seller enrolment process needs some designing to work. An 

investigation into the capabilities of mobile service operators and the possibility of making 

deals with them needs to be made. The unenrolment processes for all of the parties need to be 

designed. The web portal needs a touch to make it easier and more functional and flexible. On 

the hardware front, a newer phone is required for WPKI signing to work, and a NFC phone 

with full support of P2P connections with the most common readers. The Client software 

needs to be redesigned to reflect and support the changes in the new hardware. The system 

also needs to buy real certificates from a well known CA in order to use SSL and PKI 

optimally. In short, much work still remains in order to turn the demo and the concept into a 

real product. 
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