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ABSTRACT 

 
This report will provide essential and detailed information regarding the security issues 
relating to various technologies for example generations of mobile, WLAN, Bluetooth, 
etc. Security these days is of utmost priority at all levels and because wireless 
communication forms the focal point for all communications means therefore we decided 
to investigate several wireless technologies in our report. It is always difficult to achieve 
total security in any system and wireless communication is prone to different kinds of 
threats and attack therefore ensuring its security is in the interest of every one related to 
it. Through the course of this report we will look at the background, the analysis of the 
security loop holes which present a significant challenge today in these technologies and 
their impact on those technologies further more we will evaluate the security measures to 
cover the loop holes in those technologies.  
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Chapter # 1 
 

Introduction 
 

Protection of information that travels through several wireless technology present today 
have quickly become one challenges which needs our utmost attention and therefore 
through this report we have tried our best to present the challenges present today in the 
field of security in different technologies. With the evolution of fourth generation (4G) 
Internet technology, a service which will provide capabilities which will connects mobile 
devices to the Internet more efficiently and will allow us to transmit more detailed 
information over wireless and fiber networks, the issues related with security which are 
necessary to protect vital information on these networks have become even more obscure 
than before. Mobility has become a key factor in the rapid development of an Internet-
working society. With such proliferation of wireless technologies and devices that 
supports these networks; vendors who are the main distributor of these technologies have 
moved aggressively to ensure the integrity of their network remains in tact. Wireless 
technologies have been employed to carry increasing amounts of critical data that require 
higher confidentiality and security levels. Through the course of this report we have focus 
on several security concerns related to different technologies and their impact. We have 
included an analysis of the security loop holes present today in these technologies, further 
more we have given an evolution of the measures present today to eradicate the hostile 
concern which can cause a severe impact on these wireless technologies. As the 
development of the technology is far more rapid than before therefore needs to deal with 
future challenges is growing even more with this prospect in mind we have also pointed 
out the future work being carried out in this regards. 
Our report consist of 9 main chapters which mainly covers security issues related with 
several wireless technologies namely WLAN, WAP, generations of mobile phone 
system, Bluetooth, VOIP, Satellite Communication, PSTN and Risk Management in IT. 
For each technology we have looked at its background, analysis of the security loop holes 
that are present today for a particular technology and evaluation of the security means 
necessary to provide shield against existing and possible threats. In the end of each 
chapter we have provided a conclusion and work that is being carried out for the future.  
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Chapter # 2 

 

Risk Management in the field of Information 
Technology 

 
Given the serious security threats faced in the field of IT and management of those 
threats effectively is an essential task for any institution. This process will benefit both 
the institution and its clients. Having such a management process is an essential part in 
today’s advanced technological world. It is of great importance that management of the 
institution should understand what kind of risks exist in their IT environment, & most 
importantly how those risks can be avoided or even terminated. 
For a successful IT security program an effective risk management process is of extreme 
importance. The core objective of an organization’s risk management practice should be 
to protect the organization and its ability to perform their operation & not just assets 
related to IT. Thus, the risk management procedure should not be treated as a procedure 
which basically focuses on technical function carried out by the experts from IT field 
whose job include operation and management of the IT system, but as crucial function of 
the management of the organization. 
 
2.1 Background of Risk Management 
 
The main task of risk management is of identifying what are risks, assessment of risk, 
and taking subsequent steps in order to reduce those risks to an acceptable level. This 
chapter of the thesis provides an overview of an effective risk management program. The 
eventual goal is to help institution manage IT-related risks. IT Risk Management is the 
process that allows IT managers to device the operational and economic costs strategies 
of protective measures & achieve maximum capability by protecting the IT assets and 
data that support their organizations’ operation.  
 
2.2 Target Objectives 
 
The objective of having risk management system is to enable the institutions to 
accomplish its following goals  
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(1) By having a better security for the IT systems that store, process, or transmit crucial 
information.         
(2) By involving top management to make well-informed risk management decisions to 
streamline expenditures related to IT budget 
(3) By assisting management in making future decision related to the IT systems on the 
basis of the supporting documentation which results from the performance of risk 
management system. 
 
2.3 Evaluation of Effective Risk Management 
 
Evaluation of shows that an effective risk management system should consists of three 
parts namely risk assessment, risk mitigation, and evaluation and assessment. 
 
2.3.1 Risk Assessment 
 
To have the probability of a future undesirable chain of events and threats related to IT 
assets of the institution. The system must be looked at with the potential vulnerabilities 
and the measures in place for the IT system to counter those threats combined. Impact is 
a term that refers to the scalable degree of harm that could be caused by a threat’s 
exercise of vulnerability in the system. The degree of harm is evaluated by the potential 
impacts and in turn it produces a comparative value for its IT resources affected by those 
impacts. The risk assessment method has further nine basic steps 
 
2.3.1.1 Characterization of System 
 
In the assessment of the risks related to an IT system, the first step is to lay down the 
scope of the effort at hand. In this step, the limits of the IT system are set, along with 
available resources and the information that compose the system. Characterizing an IT 
system helps in establishing the scope of the risk assessment. It helps in outlining the 
operational limits & provides information essential to pointing out the potential risk 
hazards. 
 
2.3.1.2 Identification of Threat 
 
A threat is the possibility for source of harm to be able to exercise a particular weakness 
or vulnerability of the system. Vulnerability in a system can easily be defined as potential 
weak point in the system that can be accidentally or intentionally exploited to harm the 
system. In identifying the likelihood of a potential risk, one must consider sources from 
which treats can arise, potential weakness of the system, and existing controls in the 
system.2 
 
2.3.1.3 Identification of Weakness in the System 
 
Analysis of the potential risk to an IT system must also include a detail analysis of the 
potential weakness associated with the environment of the system. The idea behind this 
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step is to develop a list of potential vulnerabilities of the system (flaws or weaknesses) 
that can be exploited by the potential sources of risk. 
 
2.3.1.4 Analysis of Control in the System 
 
The idea of this step is to have an analysis of the present measures that have been 
implemented to counter a potential risk, or are being planned for implementation in 
future, by the institution to minimize or terminate the probability of a threat exploiting 
system’s vulnerability. 
 
2.3.1.5 Determination of Possibility 
 
To have an overall possibility of rating that would indicate the probability that a potential 
weakness may be exploited within the range of the related with environment of the threat, 
the following factors must be taken into account: 
• Motivation and capability of source cause of threat 
• Vulnerability Nature 
• Presence and effectiveness of current measures to counter that threat. 
 
2.3.1.6 Analysis of Severity of the Attack 
 
The next major step in the measurement of effective risk management is to determine the 
adverse effect resulting from a successful attack or exploiting weakness of the system. 
Before measuring the severity of attack, it is necessary to obtain the following 
information. 
• The processes performed by the IT system 
• Criticality of data at hand 
• Data sensitivity. 
This information is vital and can be obtained from existing documentation carried out by 
the institution, Adverse Effect analysis prioritizes the levels related with the disclosure of 
an institutional information assets which is based on a qualitative or quantitative 
evaluation of the sensitivity and criticality of data.  
 
2.3.1.7 Determination of Risk 
 
The aim of this is to assess the level of risk related to the IT system. The risk 
determination for a particular system can be expressed as  
• The possibility of a given source of threat attempting to exercise a given weakness in 
the system. 
• The magnitude of the attack should a potential threat successfully exploit the    
vulnerability 
•The adequacy of planned security measure for reducing or eliminating risk. [2] 
 
2.3.1.8 Security Measures Recommendations 
 
This step involves the process of security measures that could alleviate or terminate the 
potential identified risks, as suited to the institutional operations. The goal of the 
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recommended security measures is to reduce the level of risk pertaining to the IT system 
and its data to a level which is acceptable to institutions policies. The following factors 
should be taken into account when putting forward recommendation regarding security 
measures and an alternative solution so to minimize or eradicate potential identified risks: 
• System compatibility to handle the measures 
• Legislation and regulation according to which policies are driven 
• Operational impact of the measures 
• Safety and reliability of the security measures. 
 
2.3.1.9 Results Documentation 
 
After the process of risk assessment has been completed, the results derive from the 
assessment should be documented officially.  This risk assessment report serves as a 
management report which helps top management, institution owners to make decisions 
on policies, procedures, budget, and system operational and management capabilities. 
 
2.3.2 Risk Mitigation 
 
Risk mitigation is the second major step of risk management which involves in 
prioritizing, evaluation & implementation of the appropriate risk-reducing security 
measures which are extraction of the risk assessment procedure. As the eradication of all 
possible potential risk is usually impractical to achieve or close to impossible, therefore it 
is the utmost responsibility of top management both on functional and business side 
managers to employ the approach which is least cost and implement the most appropriate 
security measures to decrease potential to an acceptable level, with minimum adverse 
impact on the institutional resources. This section describes options for risk mitigation. 
 
2.3.2.1 Options for Risk Mitigation 
 
Risk mitigation is a systematic method which is employed by senior management to 
reduce potential arising risk. Risk mitigation can be successfully accomplished by any of 
the following options: 
• Assumption of Risk: To accept the threat of potential risk and continue improving 
operating the IT system or implementation of measures to lower the risk to a level which 
is acceptable in most circumstances. 
• Avoidance of Risk: To simply avoid potential risk by eliminating the factors through 
which risk can occur. 
• Limitation of Risk: To limit the threat by implementation of security measures that 
minimize the adverse scenario of a threat’s exercising a weakness in the system  
• Planning: To manage risk through development of a risk mitigation plan that basically 
prioritizes the security measures and implements them accordingly. 
• Up gradation: To lower the risk of loss by up grading the security measures so the 
vulnerability or flaws in the system cannot be exercised. 
 
2.3.2.2 Evaluation and Assessment 
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The last step is of evaluation and assessment. In most institutions, the network itself will 
continually be expanded through the process of up gradation with its components up 
dated, and its software applications updated with newer versions. In addition to these 
personnel changes will also take place with time and security policies are likely to change 
over time in most cases. With these changes taking places the threat of new potential 
risks will surface and problems previously accounted may again become an issue. Thus, 
the risk management process is constantly ongoing and evolving each day. Therefore 
emphasizes is on the good practice & needs for an up gradation of ongoing risk 
evaluation and assessment procedure and the factors which will lead to a successful risk 
management program. 
 
2.3.3.1 Good Security Practice 
 
The process of risk assessment is usually carried out at least every 3 years for federal 
agencies in US. However, risk management assessment should be conducted and 
integrated within the intuitional model for IT systems because it is considered as a good 
practice and supports the organization’s business objectives perfectly. There should be 
designed schedule which should be specific for assessing and reducing potential risks. 
The periodically performed procedure should be flexible to allow certain changes to take 
place where wanted, for example major changes related to the IT system & its processing 
environment due to changes which results from new policies and new emerging 
technologies. 
 
2.3.3.2 Basis for successful Risk Management Program 
 
Base for a successful risk management system for IT program will rely on following 
factor: 
(1) Commitment from top management’s. 
(2) Full support and dedication of the IT team. 
(3) The competence of the team which is responsible for risk assessment, which must 
have the do expertise to do the application of the risk assessment methodology where 
required in the system, identify potential risks, and provide a cost-effective safeguard 
method that meet the requirements of the organization. 
(4) Create awareness & cooperation among members from the user community, who 
must follow defined procedures and methodology and must comply with the 
implementation of security measures to safeguard the institution. 
(5) Constantly looking to up grade the system to protect the system against potential 
future threats. 
 
2.4 Conclusion and Future of Risk Management System in IT 
 
In this part of our thesis we have highlighted the need for an effective risk management 
system in the field of IT. Today the threat exists in many form, therefore it is of great 
importance to have such a system which would devise a strategy for the protection of 
institutional IT assets and crucial data. Risk management is an ongoing and evolving 
procedure and it varies from institution to institution depending upon the company needs 
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and requirement to safeguard its interest. Future works includes making assessment 
techniques and methods more viable and user friendly and making a basic model which 
can be implemented in a general scenario. 
 
 
 
 

 
 
 
 

Chapter # 3 
 

Security Issues in Mobile Communication 
 
Communication over the years has evolved greatly and from traditional wired systems to 
modern aged wireless communication system. For wireless communication the data 
travel over vast free space. Data traveling through wireless means of communication is 
under constant threats of vast number of vulnerabilities from authentication issues to non 
repudiation and etc.   
The point of providing wireless security is to protect the data from a vast number 
vulnerabilities and attacks. In today’s world this has become quite necessary not only 
from an individual point of view but for the sake of national security. From large non 
governmental organizations to governmental organization means of wireless 
communication has become a part of the culture. Each day present a new risk, a new 
challenge for the personals working to make wireless medium more secure and in order 
to thwart attack on wireless technologies. Institutions have to devise substantial and 
effective guidelines that could provide a barrier against unwanted access to critical data. 
Some times ignorance can lead to critical security concerns and implication can be huge 
by allowing hackers and crackers to gain access to data of a great deal. There are various 
types of attacks that can be planted against organizations and institutions which can have 
unimaginable implication some them are for example Mac Spoofing, DOS and etc. Over 
the course of this chapter various generations of mobile communication will be studied.    
 
3.1 Secure Communication Assets 
 
Security starts with the basic rule. Firstly all assets of communication should be secured 
and wireless communication is no exception. Securing wireless communication 
infrastructure should be first priority. Although the communication medium is comprised 
of airwaves but the rest of the assets exists physically and effective methods should be 
devise to ensure its safety. Unauthorized personals should be restricted from gaining 
access to these assets so that they cannot cause any kind of damage which could be of 
critical nature.  
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3.2 Maintaining Privacy 
 
Organization should have effective guidelines to ensure privacy for its users. Doing 
transactions online, exchanging critical data and many other such things have form part 
of day to day life and in order to ensure safety of the customers organization have to 
maintain privacy of their customers. Credit card information and other such information 
is out there open in the virtual world and is prone to hacking which could result in 
disaster and have serious implications on individual levels and organizational levels. Just 
as an example conversation on cordless phones can be access easily by others if another 
phone in the same vicinity is tuned to the same channel.  
Hackers regularly use scanners to legitimately eavesdrop without fear of consequences. 
Therefore actions are required to eliminate such threats and protect one’s privacy. User 
submit vital credit card numbers over a cell phone, having no guarantee that they won’t 
be eavesdrop by interlopers and used for malicious intent. In order to deal with such 
issues and to mitigate the threat of eavesdropping, phone companies are in the process of 
offering scrambling devices as an option to its subscribers, but this barrier has its limits as 
this is quite ineffective against the digitally adept hackers.  
Different public encryption solutions have been proposed as a step towards ensuring 
privacy of the customers, but phone companies are reluctant to embrace this proposal 
because it is mainly expensive to put in practice and offers low quality of service (QoS) 
compared to the traditional means. Similarly encryption-enabled wireless telephone is a 
solution and which can turn out to be feasible mean to ensure privacy for its users. 
 
3.3 Levels of Security Required 
 
In order to, devise an effective guideline to ensure security of a network. Levels of 
security need to be pointed out first accordingly based on the level of risk that exists for a 
particular organization. Before making policies, managing solutions, determining best 
possible methods to be practiced, and carrying out strategic plans, they have first measure 
risk at hand. It would be hard and naïve to attribute pinpoint accuracy in wireless security 
or any security related issue for any system for that matter much can be done to have an 
acceptable security level for reduce the level of risk. If a scenario can be developed in 
order to implement wireless communication system, an effective and meaningful effort 
can be made in devising a budget, design, and implementation for a reasonable security 
policy. Implementation of new technology should not in any way effect or harm the 
network.  
For personals working to enforce security, compromise is not an option, yet detection and 
barring the use of personal equipment or software which can be harmful to system has 
proven to be difficult task on hand. Added difficulty to maintain a secure computing 
environment, introduction of extra policy nearly always increases the difficulties to 
support the environment by reducing its degree of standardization. Organizations are 
working on policies to address wireless communication security. Analysts in the field of 
security are not united in a method to weigh benefits against potential risks. Internet has 
presented a different scenario altogether and has enabled hackers, crackers with the 
benefit of anonymity to thrive on information of the users, companies, governments and 
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military. With attacks being real and coming in the term of malicious code ranging from 
viruses, worms to Trojan horses.  
The Internet is a minimally regulated because of its nature, structure and use, and much 
of its infrastructure of critical importance remains less protected. This of great 
importance as Internet and wireless are closely related. Whatever threats affect the 
Internet affects the existing wireless environment. As they have become interoperable, 
the threats and vulnerabilities affecting the Internet will have its implication wireless 
networks likewise.  
 
3.4 Basic principles for Security Related Issues 
 
The whole environment wireless communications makes the issue of security an 
important and priority factor that needs to be addressed in form so for wireless 
communications to achieve its unparallel potential. Majority of wireless communications 
is being carried out via RF spectrum. The signals are transmitted in open environment 
using the airwaves; anyone present in the area with a receiver can easily eavesdrop on the 
communication that is being carried out. Basically cell phones that are available to us are 
small transceivers that work on a specified RF spectrum and are prone to interception and 
interference from other RF sources. This is not acceptable in real world where stakes are 
high therefore security guideline has to drawn in order to deal with this situation. 
Security guidelines are formed as result of the combination of different processes, 
procedures and systems which as a result ensure the confidentiality, integrity and 
availability of data. Three major things have to be considered when devising a security 
policy model and that are 
 

• Confidentiality can be defined as the protection of information from unauthorized 
entity.  

• Integrity can be defined as to protect the data from modification.  
• Availability is the process of making sure that a service or data will be accessible 

when one needs. 
 
Other than this presented model, there are other security challenges that need to be 
addressed for wireless devices which also require attention for security measures which 
include stolen devices, attacks coming from inside, man-in-the-middle attacks and 
cloning.  Other mentionable security issues can include viruses, denial of service, etc. 
Generally, a secure mobile solution should be able to provide the following functionality: 

• Authentication  
• Encryption  
• Access Control  

Customers using this technology must have a good faith that their communications and 
data is secured by all means if they have to embrace the technology. Just as an example, 
many people using the Internet to research for a certain product information, but they 
have little trust on the Internet to do an actual transaction. One of the issues related with 
e-commerce is of authenticity. 
 
3.5 First Generation of Mobile System 
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As technology has evolved with that there have been a revolution in the field of mobile 
communication and various cellular standards came into existence both analog and 
digital. Cellular standards based on analog approach were the original idea and are best 
known or categorized today as Generation 1 (1G) wireless systems. Although this has 
now become a thing of the past and future belongs to wireless systems based on digital 
approach, 3G and beyond. Analog systems still widely used especially in largely 
undeveloped areas. Generation 1 of analog systems consisted of AMPS, N-AMPS, NMT, 
and TACS.  
 
3.5.1 Analysis of security for 1G 
 
Analog communication system suffered from security lapses and issues. Being analog 
made it prone to static and noise and having no guard against eavesdropping. Another 
major issue that was seen was of "cloning" which became epidemic and resulted in shape 
of millions of dollars for the industry [72]. An intentional eavesdropper with malicious 
intent having specialized equipment could intercept a handset's Electronic Serial Number 
and Mobile Identification Number, also known as the telephone number. 
 An Electronic Serial Number consist of data packet which is sent to the cellular system 
by the user’s handset specifically for billing purposes, thus identifying that phone on the 
network. The system in response to that information then allows or disallows calls and or 
other peripheral features based on its customer file.  
If an ESN/MIN Pair of a particular user is intercepted, it could be cloned onto another 
phone and calls can be made without making any payment in other areas causing heavy 
losses to the industry.  
[72] “Cell phone cloning became major concern in the 90's simply with the use of three 
key elements”. “A radio receiver which could easily be tune into the Reverse Channel 
software called Banpaia, and phone such as the Oki 900 which could easily be cloned”. 
“By tuning the receiver to proper frequency Banpaia would be able to decrypt the 
ESN/MIN pair”. The cracker could then input that data into the handset then reboot the 
handset, and the network could not distinguish the cracker from the original. And as 
result he was free to make use of phone network and make calls for free [72]. 
 
3.5.2 Evaluation of the means to counter threats for 1G Network 

The scope of this issue was so large that some carriers needed the use of a PIN before 
making calls in order to deal with the issue. Finally, the provider introduced a system 
called RF Fingerprinting, where it was able to differentiate between signals of one phone 
from another and was able to successfully shut down some of the phones which actually 
were clone of the original. It also had its side effects as well as some legitimate customers 
came across problems with this even though if they made slight adjustments to their own 
phone for example replacing the batteries or antenna of the handset. 

3.6 Second Generation of Mobile System 
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The second-generation wireless technology which was deployed successfully was that of 
Global Systems for Mobile Communications which was TDMA based. It had its biggest 
supporter in Pan-European countries and pushed this technology to be adopted as a 
standard. The development of GSM began in the early 1980s under recognition of 
European Conference of Postal and Telecommunications Administrations (CEPT) in 
1987 as a digital wireless standard and began to be deployed successfully in 1991. GSM 
allows maximum of eight users per single 200 kHz band by sharing the available channel 
time and bandwidth. With such a huge growth results seen by the analog service 
providers the industry in America also sought its way to more efficiently use the limited 
resources made available to by the FCC. Seeing the early forecast as to what kind of a 
scenario the American wireless industries can come under but they were too reluctant to 
adopt GSM, therefore a new technology was required that would increase capabilities of 
network by a magnitude of at least 10-fold. 

 Americans chose CDMA instead of regular GSM standards as practiced in Europe 
because of more growth potential they saw in it when compared with GSM had offered, 
along with the option of backward compatibility. Since the advent of wireless 
technologies based on digital standards, service providers in order to increase the 
capabilities of their network multiply the available capacity of network so as to greater 
revenue potentials. In order to reduce the wasted airtime usage by vendors started adding 
Digital Signal Processors (DSP) which would filter background noise and other 
ambiences that would be transmitted over to analog world. As a consequence of this an 
increase in system capacity was achieved and allowed more chunks of digitized packets 
to travel through airwaves more efficiently. 

3.6.1 Basic Security Features for GSM 
 
The features of GSM security are as follow 

• Confidentiality of subscriber identity  
• Authentication of subscriber identity 
• Usage of stream ciphering for traffic and control data of user  
• Usage of SIM  

 
3.6.1.1 Anonymity or Subscriber Identity Confidentiality 
 
To be able to restrict a possible traffic eavesdropper being able to crack the identity of a 
subscriber by using a given resource on the air interface. By applying the use of 
temporary identifiers protects the identity of the GSM user. Instead of using the 
traditional IMSI, temporary mobile subscriber identity (TMSI) is allocated by the PLMN 
when doing an update on each location and use to point out a mobile station or MS on the 
air interface. When a MS try and gain access with one PLMN to which it is not presently 
registered with, the MS uses its own IMSI to identify itself. It is then authenticated by the 
PLMN and a cipher key (Kc) is shared because of this. As the PLMN power on 
encryption, TMSI is generated by VLR to the MS, storing the information in its database. 
The TMSI is then transferred to the MS, along with encrypted Kc. Therefore later when 
MS attempts access in that PLMN, it uses the previous TMSI designated by the VLR 
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instead of using its own IMSI. Afterwards when PLMN looks up its own mapping table, 
in order to, find the MS permanent identity. As a successful authentication is completed 
and an encrypted channel is formed, another TMSI is allocated to MS by PLMN.  
This whole process is carried out frequently so a new TMSI is given and a MS cannot be 
identified from previous encounter. After a successful Hand over or after successful re-
authentication process with the same VLR, a new TMSI is to the MS by PLMN. Then the 
MS updates itself and the new TMSI removes the previously stored TMSI which result in 
VLR removing its association with the previously stored TMSI and the IMSI from its 
own database. 
 
3.6.1.2 Subscriber Identity Authentication 
 
The authentication is carried out so as prove the identity of the MS to subsequent PLMN 
operator. This information is vital as it tells PLMN about the usage the system for billing 
purposes; it is done to protect the PLMN from unauthorized access. Authentication in 
GSM network is a one-way process.  
A mechanism known as challenge and response mechanism is used for authentication 
purposes. Ki which is a present in HPLMN is kept in the AuC. A challenge which is 
random in nature or commonly known as RAND generates by the AuC and transferred to 
the MS, through PLMN. It is then encrypted by the MS employing Ki and the 
authentication algorithm known as A3 employed within the SIM, and transmits a signed 
response (SRES) to the PLMN. The same process is repeated by the AuC on RAND to in 
order to calculate expected response (XRES), which is then transmitted to the PLMN. 
And if comparison of the two values matches i.e of SRES and XRES by the PLMN then 
user is authenticated. 
 
3.6.1.3 Encryption of User Traffic and User Control Data 
 
Symmetric cryptography is employed by the GSM and the data is encrypted by ‘seeded’ 
algorithm using the ciphering key ‘Kc’ and the same key is needed for decrypting the 
data. The knowledge of Kc should only be kept in between by the user and the network. 
Therefore the data becomes meaningless to hacker trying to intercept it. It is important to 
change Kc regularly. Distribution the Kc is related with the authentication procedure. 
Whenever the A3 algorithm is run, simultaneously another algorithm known as A8 is run 
by the SIM. It uses both RAND and Ki as input data to generate a ciphering key ‘Kc’ of 
64-bits which is then saved in the SIM. Network also generates a key Kc transmits it to 
the base station handling the user.  
 
3.6.1.4 Use of SIM as Security Module 
 
The security task associated with SIM is the distribution of key, authentication and it 
generates a cipher key. It is deployed on a smart card which is made tamper proof and 
makes it impossible to get Ki from it. The ME passes the RAND information received 
through VLR on to the SIM which as a result passes Ki value and the receive RAND 
using algorithm A3 and A8. The SRES which is produced by the SIM as result is then 
transmitted to the ME and on to the VLR, which verify if the SIM having the identity 
therefore can be authenticated. Upon authentication, the VLR transmits Kc to serving BS. 

      20



Then Kc is transmitted by the SIM to the ME and which results in BS and ME can begin 
ciphering communication by employing Kc and the algorithm A5. 
 
3.6.2 Analysis of Flaws of System and Attacks on GSM Security 
 
A detailed study shows that significant physical and cryptanalytic attacks can be carried 
out against GSM and are listed below. 
 
3.6.2.1 Tapping of SIM/MS Interface 
 
SIM can be removed from corresponding MS and put in another MS with which it has no 
previous encounter. Because SIM/ME interface is prone to attack, it is possible for the 
that it is connected to a terminal emulators presenting itself a MS instead of genuine MS 
and resulting in messages to tapped on SIM/MS interface. 
 
3.6.2.2 Defect in Algorithm A3/8 
 
Many GSM operators use a relatively new version of A3 and A8 algorithm which is 
Comp 128. The only weakness it has displayed is that if 160000 pairs of RAND-SRES 
are collected then cipher key Ki can easily determined. Two person Wagnner and Gold 
berg in 1998 came up with this idea as they managed to crack up the comp128 algorithm. 
Another method of cracking it is to steel a SIM card and then linking it up with PC 
emulator which transmits selected RANDS comprising of on to the SIM card and 
receiving the corresponding SRES resulting in the hacker decrypting the user data. 
 
3.6.2.3 Defect in A5/1 and A5/2 Algorithm 
 
This particular attack was first noticed by Biryukov and Shamir [11], later on further 
developed and improvised by Wagner. What happens is that a large database for 
algorithm states and corresponding key streams is generated. And for the attack to work 
the database is looked up for a match with of a key stream is already known. As the 
match is identified, database lets known of the appropriate state of Algorithm. By Simple 
computation of the key Kc can be easily be calculated for decryption of data. Shamir and 
Birukov were able to extract Kc after duration of merely of 2 minutes duration, but 
astonishingly Wagner was able to the same process in only 2 seconds. 
 
3.6.2.4 Evaluation of the Measures taken to address these Flaws 
 
There have been many instances where revisions to the GSM standard have been made 
which clearly state that these standards are not static in nature. It was necessary in order 
to accommodate technologies like GSM1800, HSCSD, GPRS and EDGE. They have 
been done in order to address the vulnerabilities in GSM. They are described below. 
 
3.6.2.5 GSM – Execution of Newer A3/A8 
 
Execution of newer A3/A8 have been carried out, these are called COMP128-2 and 
COMP128-3. These algorithms so far have held up quite well however their development 
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is still kept in secret. COMP128-2 still maintains 10-bit weakening of the ciphering Kc 
intentionally where as COMP128-3 has the basic form of algorithm without weakening 
which makes it a truly 64-bit Kc. COMP128-2 and COMP128-3 have helped in the 
prevention of SIM cloning. 

. 
3.6.2.6 GSM – Usage of A5/3 Algorithm Ciphering  
 
7 different algorithms are supported for A5 ciphering in GSM. Until now A5/1 and A5/2 
were the only algorithms that were used. However GSM standard added a much stronger 
algorithm in 2002 primarily based on the Kasumi core A5/3. Currently only supported by 
handful of networks and handsets. 
 
3.6.2.7 GPRS – Usage of GEA3 Ciphering 
 
Similar to A5/3 algorithm, a new algorithm technique based on Kasumi has been added 
to the GPRS ciphering called GEA3. 

3.7 Third Generation of Mobile System 

The Third-generation (3G) mobile systems was evolved banking on the success that GSM 
and other second-generation systems achieved while new introducing and substantial  
security features which are designed to support new services more efficiently and provide 
a meaningful counteract measure to envisaged threats. 3G will be able to offer its users 
security level which is better than what is being offered in fixed networks as mobile 
phone become preferred means of communication.  
As the no of subscribers grow the 3G network will become eventually diversified due to 
the convergence of various technologies. This trend is also applicable to security 
technologies. Second generations network was secured using mechanisms that were 
instigated by telecommunication authorities, 3G systems will make use of solutions 
derived from the Internet world for security purposes where these are proven to be sound 
and effective for wireless applications 
 
3.7.1 Security Goals 
 
The evolution of 3G system security is based on the following level of objectives which 
are derivative of the objectives as present in the 3GPP security principles and objectives 
specification [19]: 
 

• To ensure that the protection of user data against misuse or embezzlement. 
• To ensure the protection of resources and services provided to users. 
• To ensure the compatibility of the security features with world-wide availability. 
• To ensure the standardization of security features so that interoperability and 

roaming can be achieved between different providers across the world. 
• To ensure standard of protection at the user end is considered much better than 

that provided which exists fixed and mobile networks.  
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• To ensure that the room for improvement is left for security features and 
mechanisms can be enhanced as fulfill the requirements to counter new threats. 

• To ensure that security features accommodate services like “ecommerce” and 
other advanced services. 

 
3.7.2 Security in Functional Context 
 
Characteristics of the 3G network architecture which cause an impact to the security 
feature design are defined below: 

• Different access networks: services could be used through a range of different 
access networks. 

• Applicability of Internet technology: Internet technology will form the basis of 
network functionality. 

• Capabilities for terminal: It will be flexible to download new services and practice 
functions at the terminals by employing technologies like (U) SIM toolkit. 

• Personal area networks: Physically separate components communicating over 
local wireless links employing technologies like Bluetooth. 

 
3.7.3 Analysis of Potential Threats 
 
Based on the security objectives and keeping context of the system in mind, the following 
potential threat scenarios can be identified: 

• Application layer attacks can become an issue as mobiles become a platform for 
e-commerce and other high-value services. 

• Core network would be preferred target of attack as access network security is 
improved in contrast. 

• As cost of mobile radio test equipment is becoming more affordable and with in 
reaches of sufficiently motivated attackers and because much of this equipment is 
software based it has become quite easy to modify it so that it can impersonate 
parts of actual network. As a result attacks which are considered active need to be 
specifically addressed. 

• As flexibility of the terminal capabilities rises, attacks which are software-based 
will be directed more and more on the terminal software using penetrative 
“mobile code” or “viruses”. 

 
3.7.4 Evaluation of Security Technologies 
 
Enhanced security features that will be employed in 3G systems will be mainly based on 
standards defined by entity such as the 3'Generation Partnership Project (3GPP) and the 
WAP forum.  
 
3.7.4.1 Security for Access Network 
 
The main access network security mechanisms for 3G are defined in 3GPP TS 33.102. 
These mechanisms have been significantly designed to provide an improved level of 
security when compared with GSM. They have also been designed to provide maximum 
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compatibility with GSM and to facilitate migration process from 2G networks to 3G. 
Like with previous generation the provision of access security issue at the user end is 
primarily based on employing physically and logically secure module smart card known 
as the “USIM”. The future path for security of access network will be able to fulfill the 
requirement in order to support global roaming facility over a variety of diversified 
access media including cellular, WLAN and fixed networks.  
  

GSM Access Network Security 3G Access Network Security 
Unilateral authentication of user to 

network 
Mutual authentication between the 

user and the network. 

Cipher key agreement with assurance 
of key refresher toward network. 

Mutual assurance of key freshness 
between user and the network for 

cipher and integrity key agreement  

54-64 bit encryption of user plane and 
control plane 

128 bit encryption of user plane and 
the control plane. 

Encryption terminated at edge of 
network at BTS. 

Encryption terminated further back in 
the network at RNC 

Encryption algorithm was designed at 
least 10 years ago Newer encryption algorithm 

No explicit integration protection 128 bit integrity protection of control 
plane data 

 
A new EU-fund IST SHAMAN project that is responsible for development of unified 
security procedures for global roaming over diversified access networks [22].  
 
3.7.4.2 Security for Core Network 
 
The first release of the 3GPP specifications [20] doesn’t address any specified 
mechanisms for the protection of communications within the core network. But such 
mechanisms are currently underdevelopment within 3GPP which would provide 
protection control plane communications within the 3G core network and is expected that 
these mechanisms will be part of new 3GPP specifications. These mechanisms can be 
implemented on both IP-based communications and on Signaling System Number 7 
(SS7) communication. In a short while use of these technologies will be more so to 
secure GPRS IP backbone networks, but if properly employed to the specific needs of 
mobile systems, they can provide a standard solutions for the security of entire control 
plane and user plane communications within and between different networks. 
Mechanisms that provide support to network domain security are expected to be based on 
techniques which are consider public key cryptographic techniques which would result in 
Public Key Infrastructure (PKI) to handle the necessary digital certificates. 
 
3.7.4.3 Security for Transport Layer  
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In spite of having other mechanisms which provide defense against network-level threats, 
the need of security at the transport layer is rapidly becoming more and more point of 
focus as internet services are provided to mobile users. The relevant specifications for 
this specific area are the WAP forum’s WTLS and the IETF TLS or Secure Sockets 
Layer (SSL) which was present before it. These technologies use techniques of public 
key cryptographic and therefore a PKI is required to handle the digital certificates 
associated with it. The PKI will be responsible for the authorities that issue certificates to 
concern parties in order to establish a more secure communication at the transport layer 
using the techniques defined earlier. The requirement of transport security at the end user 
must be accomplished with the employment of a physically and logically smart card 
which is more secure WIM. In reality, it will be employed on the same physical module 
as USIM.  
A limitation which is hindrance for present transport security solutions for WAP services 
is of WTLS which time and again ceases in a WAP gateway. This “WAP void” may need 
some extra rations on the physical and logical side of security of the WAP gateway. This 
issue is presently under consideration and being addressed in WAP forum and IETF so 
that it can be eradicated and full end-to-end transport security can be achieved between 
the existing mobile users and network service servers. 
 
3.7.4.4 Application Layer Security 
 
In 3G security measures will be provided mostly at application level. One prominent 
development is that of standardization of solution for digital signatures in the WAP 
WML Script specification. Similarly application security at the user end will be mainly 
based on the use of a module which is physically and logically secure. End-to-end 
security and digital signatures in the communication field may be understood using 
standards like SIM toolkit which allows establishment of a secure channel on the network 
between the USIM and a SIM toolkit server. Specification of SIM toolkit security is 
present in 3GPP GSM TS 03.48.  
 
3.7.4.5 Mobile Code Security 
 
Services in 3G systems can be created using a various standardized toolkit, one of such 
toolkit is Mobile Station Execution Environment (MExE). MExE offers download of new 
services and functions at the terminal end. It provides a standard environment which 
provides supports to the terminal for execution of mobile code locally. The current set of 
MExE specifications contains three different Class marks. In first Class mark the 
terminals of the mobile code uses WAP WML Script, whereas Java is employed in Class 
marks 2 or 3. MExE illustrates the flexibility of the terminal. As a result of this, attacks 
are directed on the terminal software and operation using false “mobile code” or 
malicious viruses. In an attempt to counter these attacks, MExE specifications is inclusive 
of standard but yet limited security features. Security of MExE is based on execution of 
mobile code in one of three trusted domains or in an un-trusted sandbox. Verification of 
the code is carried out by MExE before allowing mobile code to execute in a trusted 
domain by conforming digital signatures attach to the code. Appropriate PKI is use to 
handle digital signatures in MExE. Installation of root public keys is allowed in MExE on 
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the terminal for the three trusted domains each. These include responsibility for the 
control of distribution of certificates to the required party and consequently control the 
admittance to secure services at the user end i.e. mobile.  
 
3.8 Conclusion and Future Work 
 
In this chapter we have analyzed and evaluated the security features for the mobile 
communication system. At first when the system was designed it had the potential to 
address all security issues at that time but with the passage of time the system became 
prone to interception mainly because the algorithm became vulnerable to the hacker 
attacks and subsequently system became vulnerable to the attacks but steps are taken to 
prevent such flaws and new algorithm are been conceived so to make system more 
secure. For the future, as the mobile communication technology is evolving researchers 
are making progress in introducing measures such as implementation of 3G Terminal 
Authentication Service and further enhancing the SDK which will provide authentication 
which is reliable and improving Mobile Core Security with Honey nets and further 
enhancing its functionality to make the services of the existing system more secure in a 
user friendly environment and further continuing towards the evolution of 4th Generation 
security features.   
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Chapter # 4 
 

Security Threats and their Measures related to 
Telephony Systems 

 
In the early days the telephony infrastructure was consist of too much cabling which 
obviously required more time to install and implements to whole setup. It was over priced 
and took a lot more resources. But today in the era of globalization, countries are taking 
interest in wireless communication. It is less expensive, needs fewer resources and lesser 
time to implements it. Countries are frequently allowing and issuing license to various 
wireless operators to operate in their areas. 
The wireless industry is growing rapidly and providing substantial facilities to their users 
which include e-commerce and wireless web interaction etc. But the users are more 
interested about the security of the information that is being transmitted over the air. Not 
only is the cell phone communication tapped/intercepted but also the location of the 
communication vehicle can be figured out. Apparently when you are talking about the 
wireless communication you must think about the security related issues to it twice 
because there is no electrical impedance is involved therefore it is hard to detect the 
interception physically. There are even smaller size scanners are available on the internet 
that an intruder can carry it in their pockets so that they can electronically eavesdrop the 
handset with out letting any clue to the legitimate user of that handset. 
Now the question arises that how the intruders can be identified and is their any legal 
action can be taken against these intruders. As the wireless signals use to carry data and 
personal information. The government and the military are trying their level best to 
overcome this problem but these intruders are increasing every day and always one step a 
head. In this chapter we will go through the vulnerabilities related to wireless 
communication and their possible counter measure.  
 
4.1 Security Analysis 
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There are two possible way of interrupting the data; by Intended Interruption and 
accidental interruption. We will discuss both of these types one by one and see how 
vulnerable they are and what action should be taken to overcome these issues. 
 
4.1.1 Intended Interruption 
 
Intended interruption can be fall into two categories. 

 
• Eavesdropping 
• Spoofing 

Eavesdropping means is to listen or record the on going conversation between two parties 
without the permission or the knowledge of both the parties. An Eavesdropper uses a 
radio frequency scanner to find out the frequency used by the devices so that he/she can 
listen to the communication. 
Spoofing means is to clone the device. It concerned with the MIN/ESN number of the 
device. Spoofing is done by an electrical device used for scanning radio frequency and 
identifies the signal send by the phone to the cellular mast. The device then take the 
MIN/ESN number from that signal and cloned it to another cellular phone. 
 
4.1.1.1 Phone Phreaker/Spoofer 
 
Those hacker who aims to attack a telephone network are known as Phreaker/Spoofer and 
their various techniques are knows as phreaking/Spoofing. In a phone phreaking, the 
PSTN (Public Switch Telephone Network) is the main target of hackers. In the early days 
of phone phreaking, the phreakers wanted to know the working phenomenon of the 
telecommunication network. But these days, phreakers wanted to make unbilled or free 
long distance phone calls [23]. It is becoming more vulnerable as voice and data 
networking are merging and the can gain the access to the network. Once the hacker gets 
in to a corporate network he/she can launch an attack, steal their data and can make 
disturbance in the network. 
Basically those hackers invented some boxes namely as blue box, black box or red box 
etc. to familiarized with the telephone network which was not and is not illegal but then 
some  of the phreakers use their tricks to make unpaid phone calls and that is illegal and 
is highly threatened for the all phone enterprises. These unethical activities are evolving 
cellular phone networks these days [24].  
 
4.1.1.2 Cell Phone Frauds 
 
Cell phone Frauds were at its peak in the mid 90’s. Although the cell phone users were 
increasing everyday but he cell phone companies were falling behind their expected 
income every year. According to CTIA (Cellular Telephone Industry Association) the 
lost is of $482 million in 1994 and $650 million in 1995. And this loss became more 
severe in 1996 and went beyond $1 billion. 
Cellular phone frauds can be of different forms. Tumbling and Cloning are the main 
types of cellular frauds other than cell phone theft. Both of these types involve the 
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ESN/MIN (Electronic Serial Number and Mobile Identification Numbers) information of 
a legitimate cell phone user. Cell phone fraud falls in the category of cell phone spoofing. 
In tumbling, the bandits use cell phone and a computer chip so that he/she can be able to 
make a new combination of ESN/MIN numbers for every new call [25]. These 
combinations mostly use out of town carriers because the local carriers can identify the 
validity of the call in lesser time. 
In cloning, the bandits place their ESN/MIN scanner in any congested area such as 
airports, shopping malls etc. so that they can read any ESN/MIN number of any 
legitimate cell phone user. After that they copied these information to another cell phone 
to make long distance unbilled calls. In both of these cases, the legitimate users remain 
unaware to the fraud until he/she find out unfamiliar dialed number in their bills [26].   
 
4.1.1.3 Jamming 
 
A cell phone jammer or blocker is an electronic device that breaks up all the 
communication between cell phones and the base station. Cell phone jammers are widely 
available in the market and on the internet. They exist in various shapes, sizes, weight 
and models. Jammers are also available in portable forms, any one can carry it n their 
pockets. Jammers have certain ranges that are usually from 18 meters to 25 meters. When 
a cell phone jammer is activated, all the cell phones that come under the range of that 
jammer show no network.  
A cell phone uses two different sets of frequencies to communicate in a full duplex mode. 
One set of frequency is for serving the purpose of Uplink communications and the other 
one is for the purpose of Downlink communications. Uplink communication is in 
between a cell phone and the tower while on the other hand Downlink communications is 
in between a tower and a cell phone. Jammer can be used for two different modes, either 
it can block the communication through a tower or it can block various sets of phones. 
Blocking a tower means to block all the calls establishing from that particular tower 
which can make an immense impact on a wider covering area. Therefore the person using 
the blocking device chose cell phone blocking mode. 
As a cell phone company acquire a radio spectrum and the company has all the rights 
reserved to use it, but if an individual creates blocking in their network it comes under 
property theft issues. Therefore this act is strictly illegal in European countries and in 
USA [27].  
 

Location Legal to own or sell to the 
citizens Who can use it? 

U.S.A No 
US government agencies or only 

those countries which are approved 
by their government 

Europe No Only be legal to government 
personal. 

Asia Country's polices defines 
the legalization 

Country's polices defines the 
legalization 

  
Table 4.1 – Jamming Policies in U.S.A, Europe and Asia 
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4.1.1.4 Privacy Issues 
 
In the early days law enforcement agencies and police had to tap the telephone lines but 
now a days digital communication is available everywhere. The law enforcement act for 
communication is allowed to access any digital communication. According to this act, 
law enforcement has all the rights to access the digital communication.   
 
4.1.1.5 Cryptography 
 
Cryptography is the basic mean of provision of end to end security. It changes intelligent 
information in to an unintelligible form. This process is also referred as encryption and 
process of an unintelligible form into intelligible information is referred as decryption. 
The cryptography technique consists of an algorithm along with a key. Therefore the 
complexity of the algorithm and the length of the key determine the security of the 
system.  
But if citizens using strong cryptography, the national and some other law enforcement 
wiretapping is of no use. Let’s say, law enforcement wiretap the conversation, they will 
fall short to decrypt the coded message as they will not have the desired key. Due to this 
ground, the government of United States does not allow strong cryptography in the 
electronic communication. 
 
4.1.1.6 Analog and Digital Telephonic Issues 
 
In the mid 80’s a wireless phone was designed that gives a broader coverage area. They 
can broadcast and receive the data with out compressing it. They can be operated at lower 
radio frequency of 17MHz. They are very expensive and required more power to 
broadcast the information. Their most significant negative aspect is weak security. An 
eavesdropper can listen to the communication going on between two parties because of 
the higher signal strength. The scanners for these analog telephones are widely known as 
radio shack and they are not only available on the internet but can also be constructed 
easily by the individuals who have knowledge of electronic communication.  The sound 
quality is not up to the mark and get worst when a user move away from the base station. 
Digital telephones provide cryptography that prevents the scanning interception of the 
conversation between two parties. It uses frequency hopping technique to avoid 
interference of the signal.  
Digital telephones not only provide better security but also better voice quality, longer 
battery life, PIN (Personal Identification Number) access and caller ID. But in 1998, 
another thread revealed namely as cell cloning. Cloning is the process to replicate the 
identity of one cell phone to another. It is done purposely to make unbilled phone call 
which is illegal. It can be prevented by encrypting the information along with the mobile 
phone number before transmitting the information. Another threat comes up in 1999 in 
the GSM algorithm which can not prevent the conversation to be scanned. 
 
4.1.1.7 Cellular Phone Vulnerability 
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A cellular telephone conversation can be monitored easily by the scanners available on 
the internet. 
If the cell phone is using analog technology, the eavesdropper just have to program a 
phone number on a watch list of various phone numbers into a phone monitoring device 
that turned on mechanically when ever the watch list number is in use and record the 
conversation. 
If the cell phone is using digital technology, one has to use a digital data interpreter. This 
digital data interpreter connects between a radio scanner and a personal computer. It 
collects the entire information going on to a cell phone and feeds it into the computer. 
Not only this, an eavesdropper can listen to the whole conversation going on to your 
cellular phone while sitting beside you in a crowded place by turning the cellular phone 
into a microphone and the transmitter can be use as a listening device of the whole 
conversation. It can be done by sending a maintenance command on the control channel 
on the phone. This command turn the targeted phone in to diagnostic mode and the whole 
conversation can be monitored over the voice channel. 
 
4.1.1.8 Pager Cloning 
 
Similarly a cell phone cloning, pager cloning can be done. A pager message can be 
intercepted and the eavesdropper can read the messages. It can be done by computer 
containing special software along with a pager intercepting device. A cloned pager of the 
legal recipient is required which posses the identification number of the targeted 
recipient. Pager spoofing is another name for this term. 
In 1997, the police took into custody some of the workers of Breaking News Network in 
New Jersey. They were committing the crime of scanning the messages by using a cloned 
pager and selling there messages to different Medias and news paper agencies [28]. 
 
4.1.1.9 Intercom System 
 
Intercom system is very popular these days among the houses and apartments residents. 
The resident installed there intercom with their home wiring system. But they may not be 
aware that these signals can travel through power cables up to several feet. Even their 
neighbors can hear the conversation going on to the intercom. Wireless intercom or 
cordless can also be use for this purpose but they hardly provide any encryption and an 
eavesdropper can surely tap the cordless lines.  
 
4.1.1.10 User’s Negligence towards the Phone 
 
These days’ cell phone manufacturing companies offering fairly advance feature in their 
handsets. Now a user not only can e-mail his colleague but also can buy or sell stock 
through their handset and set reminders for every day meetings and birthdays etc. Besides 
knowing this fact, there are many users who leave their cell phones unattended in the 
public areas. They might not be aware that their negligence towards their cell phone cost 
them a lot. A wrong e-mail by some other person from your handset can cause you your 
job or a wrong business deal can turn your life upside down. 
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4.1.2 Accidental Interruption 
 
Control over the intended interruption is some how possible but controlling the accidental 
interruptions is more difficult. Here we are going to discuss some of the very dangerous 
incidents that can create a lot of problems and physical damage to the whole 
infrastructure of communication. 
Natural vulnerabilities can affect the whole communication infrastructure and can create 
a lot of damage than any other synthetic incidents. There are different types of natural 
vulnerabilities which include storms, earthquakes, hurricanes, fire etc. The impact of 
these natural hazards can make a huge difference on the area where they strikes [30].  
Earth quakes can produce a lot of disturbance in the whole communication infrastructure. 
Due to earthquakes the underground cabling system affected badly. The effect of 
earthquakes can create fire as it can break the gas lines and electrical power cables. 
Antennas mounted on huge buildings can fall downs if the impact is severe. Optical fiber 
system can also be affected due to this hazard. 
Hurricanes can produce substantially a large amount of disasters to the whole 
telecommunication infrastructure. Hurricanes can be of different forms such as tornadoes, 
thunderstorm, floods, torrential rains, heavy wind and lighting strikes. Tornadoes can 
seriously damage the whole infrastructure of communication. Antennas mounted on a 
tower, coaxial cabling system, microwave system and telephone and electrical polls are 
badly affected in the areas where a tornadoes strikes. Cell site and switches are also get 
affected by tornadoes. The figure given below is showing the effect that can happen due 
to strong winds and tornadoes. 
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Fig # 4.1 - The effect on Antennas due heavy winds 
 
Flooding is one of the most vulnerable hazards. Due to flooding, the cabling system 
includes fiber optics; potential cables and coaxial cable are affected poorly. Thunder 
storms and lighting strikes can damage the circuit board, switching system, electrical 
paraphernalia and cell sites. Due to torrential rains, the underground cabling system gets 
affected badly. Snow storms are capable of making an immense impact over the aerial 
systems. Circuit breakers also get affected due to extremely cold weather. Fire or any 
other explosion can poorly damage the equipment used in the cell sites. Due to fire, the 
cabling system can also be burnt down and destroyed. Any short circuit can be the cause 
of high explosion which can surely do a lot of damage. 
Any of the natural disasters can be reason of power failure which can affect the 
communication system poorly. Similarly if the software crashes down, affect the 
reliability of the whole communication system.  
 

SYSTEM 
EFFECTED 

Switching 
System 

Cabling 
System 

Microwave 
System 

Electrical 
Equipment Cell Sites 

NATURAL 
HAZARD 

 

Earth Quakes X  X X X 
Floods X X  X  

Hurricanes/Tornados X X X X X 
Fire & Exposures X X  X  

Power Failure X  X X X 
Software Failure X X    

 
Table 4.2 – Natural Hazards and their effect on various Systems 

 
4.2 Synthesis and Security Measures 
 
It is almost impossible to protect the communication infrastructure from the natural or 
accidental vulnerabilities. But there are some precautionary measures to protect the 
network from intended interruptions. A jammer transmit low power frequency to break 
up the communication between a cell phone and a base station therefore the spread 
spectrum technique makes it more difficult to jam the communication. Spread spectrum 
technique has a wide frequency spectrum and the modulated signal can use the greater 
bandwidth. Their anti jamming feature provides higher security against the jammers. 
There are two separate ways of using spread spectrum technique; FHSS and DSSS. In 
FHSS, the modulated signal hops from one frequency to another frequency over a wide 
range of frequency spectrum. In DSSS, the modulated signal is divided into small bits 
and each bit is combined with a higher data rate bit sequence. 
 
4.2.1 Use ESN Chip and PIN Facility  
 
There are some precautionary measures that should be taken by a cell phone user to avoid 
frauds like tumbling and cloning. Switch off the phone because the cell phone always 
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inquires for the base station with the strongest signals and become the cause of telling the 
system which base station can be use to route the calls. Digital encryption may secure 
your cell phone to spoof. It is better that you change your cell phone MIN number on 
regular basis. Use temper proof ESN chips to protect the cloning. If your cell phone 
company offers the feature of Personal Identity Number (PIN) facility, use it. It gives 
protection to the cellular phones to be cloned [32]. 
 
 
4.2.2 Use of Security Code Phone 
 
Cell phone companies are launching their products in the market ever now and then with 
newer feature. But it also brings security features with them to avoid unauthorized access 
to that cell phone. There are handsets available in the market that wants you to enter a 
security code to activate the handset. Not only this, if someone tries and fails 5 times and 
could not enter the correct security code, the cell phone will not take any entries for 10 
minutes. There is also a feature available after activating the handset in which you enter 
the lock code so that you can make calls or access the menu features and memory of the 
phone. Further more do not leave your phone unattended in the public areas [32]. 
 
4.2.3 Intercom System and Privacy Issues 
 
Cordless phone offers no encryption and any one in the neighbors can listen to the 
conversation by tuning their phone to the similar frequency. Such scanners are also 
available in the market that can listen to the conversation [32]. There is no other way to 
over come this problem but only by the provision of encryption.  
 

Threats Countermeasures Security Level 
Avoid sensitive talks Medium 
High speed frequency 

switching Medium Eavesdropping 

Digital Encryption High 
Keep your cell phone 

switched off until you want 
to use it 

Low 

Frequently change MIN Medium 
Use temper proof ESN chip High 

Use PIN facility Medium 

Spoofing 

Digital Encryption High 
 

Table 4.3 – Various countermeasure and their security levels 
 
In a nut shell, digital encryption provides high security against spoofing and 
eavesdropping. The cipher code will make impossible for the eavesdropper to listen to the 
conversation and it also prevents the cell phone to be spoofed. Try to use temper proof 
ESN chip because it prevent cellular phone to be reprogrammed. Frequently change the 
MIN number to avoid cloning of the cell phone. Use Personal Identification Number 
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service facility. High speed frequency switching can also become a cornerstone in 
resisting eavesdropping. Limit sensitive talks on the cellular phone. 
 
4.3 Conclusion and Future work 
 
Beside all the advantages of wireless telephone, it is vulnerable to different security 
threats. Some of them are purposely done and some are accidental. It is comprehend to 
carry on with the accidental vulnerabilities. But there are some countermeasures that 
should be taken against the intended vulnerabilities. Intended vulnerabilities are mainly 
of spoofing and eavesdropping which is usually done by the criminal arena. 
As for future work, there are lots more researches are going on in order to bring in new 
and improved measures to avoid harsh attacks on telephony systems. The 3G Terminal 
Authentication Services and improved SDK will provide authentication which is 
trustworthy and will increase the overall efficiency of wireless telephony system [31].  
We as a society should take a step forward in order to increase the security level in 
wireless communication otherwise it can cause us severe loss in both personal and 
business related affairs. 
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Chapter # 5 

 

Security Threats and their Counter Measure related to 
Satellite  

 
Man has come a long way since the invention of radio waves. Fixed transmission has its 
limitation when it comes to transmitting huge chuck of data to areas far and wide. With 
technology evolving every day fixed transmission was not the feasible option for 
broadcasting as there are several issues regarding pricing and cost etc. Transmission 
through antennas has its limitation as well like line of sight and earth’s curvature are 
some example.  After the Second World War Russia took the step that revolutionized the 
transmission for ever with the launch of Sputnik 1 in 1957 after which USA launched a 
satellite of its own known as Project Score which was used to relay communication, the 
mechanism was simple as it used a tape recorder which stored and forward voice data.  
The first major active satellite that was launched was called Telstar which was for direct 
relay communication and it was a joint venture between several of the world’s major 
research groups. It was launched in the Lower Earth Orbit or LEO as it is called today. 
The LEO orbit was quite useful for surveillance of the earth atmosphere for weather 
prediction etc. The major break through was achieved when in 1965 Intelsat 1 was 
launched, it provided a comprehensive global communication system for that era. It was 
also a joint venture between several countries. 
 
5.1 Background of Satellite Communication 
 
5.1.1 Orbits Used by the Satellite 
 
A satellite can be released in a no of orbits. It is the application that determine the as to 
which orbit it should be released in. Each satellite is designed for a specific function and 
for a particular orbit. Major satellite orbits are discussed in detail as following. 
 

       a. Geostationary Orbits 
A satellite in a geo stationary orbit appear fixed to its base station on earth. It 
revolves with the same speed over the earth. Satellites placed in these orbits are 
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mainly use for communication purpose as their position is ideal for covering large 
areas of the globe. Three satellite places in this orbit at 120 degrees from each 
other will be able to cover the whole globe. Distribution of the signal is carried 
out by retransmitting the uplink signal with another frequency so that any 
interference can be avoided; a ‘transponder’ is responsible for this frequency 
change. These satellite forms the majority of satellite in space today. 
 
b. High Elliptical Orbit for Satellites 
Satellite in a geostationary position although cover majority of the globe but they 
fail to reach the extreme parts of the earth i.e. the North and the South due to the 
earth’s curvature and for that purpose solely high elliptical orbit was employed. 
HEO satellite is at nearly 63 degrees from the earth’s equator. The angle makes 
the satellite’s orbit eccentric and therefore the satellite appear closer to the 
furthest point of the globe and in a stationary position. Russia developed this orbit 
in order to have communication with its northern part. 
 
c. Low Earth Orbit for Satellites 
Satellite in this orbit is more closer to earth compared to geo stationary satellites 
and can have either the circular orbit or the elliptical orbit. Their altitude varies 
from 200 km to 2400 km. It revolves around the earth at much faster pace and 
will appear at the same spot after a while. These satellites have store and forward 
capability to counter the problems that can occur for the line of sight scenario. 
These satellites are ideal for intelligence gathering, ecological purposes etc. 
 
d. Medium Earth Orbit 
They are typically circular orbited satellite with altitude of 10,000 km. It is visible 
for a longer period of time as compared to the satellites present in the LEO. 
Navistar Global Positioning System or GPS as it is called is an example of 
satellite in Medium Earth Orbit. 
 

5.1.2 Applications 
 
Satellite System has gained unparallel advantage over other transmission media and its 
usage include some of the following 

 
1. Telephony 
2. Satellite Television 
3. Fixed Service Satellite 
4. Direct Broadcast Satellite 
5. Mobile Satellite Technologies 
6. Amateur Radio 
7. Satellite Internet 
8. Military Usage. 
 

5.1.3 Data Types Supported by Satellite 
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a. Voice Data 
In the beginning voice data was only the data type that was supported by the 
satellite system. The need was ever growing to provide user access to corners far 
and wide especially for the maritime customers for whom a method was 
developed to provide them with telephony services and traffic monitoring at sea 
through satellite. Traditional telephone systems were replaced by the briefcase 
phones which were then replaced by the mobile phone which provided better 
service without the necessity of wire and etc. 
 
b. Video & Voice Data 
The evolution of satellite system has been quite quick from supporting only voice 
data type satellite systems were then designed to provide user with far more than 
they could expect at their finger tips. Digital video compression was another 
feature that was revolutionary. It provided user entertainment at their finger tips 
and it had far more greater usage in the military when it came to surveillance and 
monitoring. 
   
c. Satellite Internet 
With a new standard known as Interactive Channel for Multimedia Satellite 
Networks as proposed by the European Telecommunication Standard Institute 
(ETSI) in 2000 satellite not only limited to broadcast but it could now serve as 
multimedia provider by using two transmission path a forward channel and a 
reverse channel. This reverse channel uses multi frequency Time Division 
Multiple Access or TDMA bandwidth as it is known which is scheduled 
dynamically from a satellite to the hub station. TDMA was preferred over CDMA 
as it is less complex implementation and efficiency is high. Satellite Internet has 
very long term financial benefits for the companies providing the services and the 
end users accessing internet through satellite.  

 
5.1.4 Division of Spectrum 
 
Number of cycles per second at which radio waves vibrate or cycles is known as the 
frequency of signal. The distance a wave travel during one whole cycle is known as wave 
length of that particular signal. Generally frequencies’ ranging from 3 KHz to 300 GHz is 
known as Electromagnetic Spectrum but it is not limited to that as it goes to light waves 
frequencies and beyond as represented in the table 4.1 below. 

 
 

Description of Bandwidth 

Abbreviation 
of the 

Assigned 
Bandwidth 

Range of 
Frequencies 

Extremely Low Frequency ELF 0 to 3 KHz 
Very Low Frequency VLF 3 KHz to 30 KHz 

Low Frequency LF 30 KHz to 300 KHz 

Medium Frequency MF 300 KHz to 3000 
KHz 

AM Radio Broadcast AM 540 KHz to 1630 
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KHz 
High Frequency HF 3 MHz to 30 MHz 

Short-wave Broadcast Radio  5.95 MHz to 26.1 
MHz 

Very High Frequency VHF 30 MHz to 300 MHz 
TV Band 1  54 MHz to 88 MHz 

FM Radio Broadcast FM 88 MHz to 174 MHz 

TV Band 2  174 MHz to 216 
MHz 

Ultra High Frequency UHF 300 MHz to 3000 
MHz 

TV Channels 14-70  470 MHz to 806 
MHz 

L-band L-band 500 MHz to 1500 
MHz 

Personal Communication 
Services PCS 1850 MHz to 1990 

MHz 

Unlicensed PCS Devices  1910 MHz to 1930 
MHz 

Super High Frequencies SHF 3 GHz to 30.0 GHz 

C-band C-band 3.6 GHz to 7.025 
GHz 

X-band X-band 7.25 GHz to 8.4 GHz 

Ku-band Ku-band 10.7 GHz to 14.5 
GHz 

Ka-band Ka-band 17.3 GHz to 31.0 
GHz 

Extremely High Frequencies EHF 30.0 GHz to 300 GHz 
Additional Fixed Satellite  38.6 GHz to 275 GHz 

Infrared Radiation IR 300 GHz to 810 THz 
Visible Light  810 THz to 1620 THz 

Ultraviolet Radiation UV 1.62 PHz to 30 PHz 

 
A radio wave can vary in size quite drastically ranging from a size of a stadium to a size 
of a molecule. Initially when satellites were deployed they were using the RF link 
through line of sight and not the radio waves that could bounce the ionosphere for a long 
distance. At first International Telecommunication Union allocated frequency ranging 
from 2.5 GHz to 22 GHz which is known as Super High Frequency which is also known 
as Microwaves. Till today most satellite operate within this range but satellite build for 
military and navigation purpose uses lower frequency range which requires less precision 
for uplink and yield a larger footprint for reception. With the usage of Ku-band signal 
satellite power to transmit large amount of data has increased as satellite using this band 
has high bandwidth and other major attributes which results in higher throughput 
providing critical link to end to end solution. 
 
5.2 Analysis of Security Related Issues in Satellite Communication 
 
Last decade has seen a surge in the policies by different communities, countries regarding 
the security of information travelling through satellites. Each day brings a new cyber 
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threat having the potential of bringing down a small system to a whole government 
institution. Space agencies have realized this fact and are working diligently to come up 
with appropriate measures that will ensure the safety of the information. A brief look at 
some of the policy devised by government and other institution to ensure security of data 
is as following. 
 

a. U.S policy regarding Satellite Encryption 
There is no one clear U.S policy regarding to Satellite encryption. There are two 
standards being used in U.S as a basic guide line for satellite encryption namely 
Communication Assistance for Law Enforcement and Federal Information 
Processing Standard. There is a tight export policy by the U.S as to what 
encryption algorithm leave the country. Public Key Encryption and Escrowed 
Encryption are seen as future of satellite encryption. 

 
b. European Space Agency Project Regarding satellite communication security 

The European Space Agency carried out a joint venture with University of 
Luxembourg to study different ways to make satellite communication a secure 
means of communication. It is divided into three major portions which are related 
to different area of ESA satellite communication infrastructure.  
 

• Ground Segment Study: The ground segment study is further divided into 
three phases; first phase is related to the identification of global threats, 
vulnerabilities and performing risk assessment measures. Second phase is 
concerned with the identification of possible solution candidates. 
Evaluation of these solutions takes places in the third phase where they are 
measured for their transparency, feasibility and other parameters.  

• Space Link Study: ESA is employing several protocols regarding satellite 
communication to ensure the safety of data define by the Consultative 
Committee for Space and Data System. ESA PSS Authentication 
Standard’s operational impact is under scrutiny as part of this study. 

• SCOS-2000 Study: All the necessary software derivation takes place in 
this study as well as a security module prototype is being developed, its 
implementation and testing are also part of the program  

 
5.3 Evaluation of the Satellite Security Methods 
 
A basic frame work needs to be presented in order to ensure a safe and secure 
transmission of data. A high performance encryption is required in order to carry out the 
task specified. Major component of secure system are as under. 
 
5.3.1 Trusted Encryption Algorithm 
 
Trusted encryption mathematics should form the base of the encryption technique it will 
make sure that an appropriate level of analysis has been carried out to the underlying 
mathematics by respected cryptographers in the industry, over a specific period of time, 
to uncover any possible vulnerability that may harm the data. Encryption techniques that 
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have not received proper analysis is risky in a sense that there can be hidden loop hole in 
the algorithms that attacker can use to manipulate the data. 
 
5.3.2 Pre-Encryption of Streaming Media 
 
In order to cater large number of end user and to improve system response time copying, 
redistribution and storage of digital media content takes place on edge servers in content 
delivery networks This approach would requires that the media to be pre-encrypted 
before being stored on distributed edge storage devices to ensure safety and then 
delivered to users. Media files not undergoing this process are at great risk and are 
vulnerable to hackers. 
 
5.3.3 Adequate Key Lengths 
 
128 bits should be the minimum key length requirement that should be followed. The 
encryption system should be able to ensure to support appropriate key lengths. 
 
5.3.4 Variable Key Lengths 
 
Variable key lengths must be supported by the encryption technology. This allows users 
to set the custom level of security to what they believe is needed for the application.  
 
5.3.5 Media Keys and Content Stored in Separate Locations 
 
Media key and encrypted content should be stored separately. Employed encryption 
system must be able to support this feature. 
 
5.3.6 Decryption Occurs in the Media Player 
 
It is important to keep the data and the decryption key secure and not in open on the 
client’s equipment prior to data being used. To say the least, the decryption process 
should take place within the media player.  
 
5.3.7 Uniquely Encrypt each Packet 
 
Each chuck of data or data packet should be encrypted uniquely when it is under process 
of transmission. It will help ensure safety of data against systematic or coordinated 
attacks. System not using this technique will make data vulnerable against analytical 
attacks 
 
5.3.8 A Public-Key Exchange System  
 
A public-key system should be employed to ensure maximum security of data where 
separate keys are used to encrypt and decrypt the data, rather than using the same keys 
for encryption and decryption. In that scenario if keys end up at hackers end all security 
of the data is compromised. 
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The process of Public-key satellite encryption technology is a good method to achieve 
communications to a recipient in a secure and confidential environment It was originally 
devised as a new technology-based cryptographic method in 1970. Previous methods 
were based on the sender and the receiver both having the knowledge of the decryption 
key. By using public key cryptography this vulnerability was address by using both a 
public and a private key. In order to decode the message the receiver only had to hold the 
senders’ public-key half. This system carries many advantages: 
 

• It allows authentication of the sender. 
• Integrity of the data remains intact.  
• It ensures the confidentiality of data. 

 
Now exchanging decoding keys physically was not an issue as public-key encryption 
eliminates the significant expense of doing that. 
Public-key encryption has proven to facilitate trust among businesses through the process 
of authentication that have never communicated before.  
 
The major drawbacks of public-key encryption are: 

• You have trust the receiver in order to exchange the keys for the first time. 
• As compared to shared key process it takes an extended time in order to decode 

messages. 
Time delay that a public-key encryption system takes while handling huge chuck of data, 
it is best advised to use this option in commercial satellite applications in which  real time 
information is not of very importance. But it is of great importance when designing of an 
encrypted satellite system as one has to keep in mind how much speed they are willing to 
sacrifice in the name of security. If transmission of small bits of data is being carried out 
by the satellite system, then this method is more than likely appropriate. If the 
transmission by satellite is carrying data that requires a lot of bandwidth or is quite time-
sensitive, then a cryptographic system where both parties having the knowledge of the 
decoding key is probably a better solution as it more suited to this kind of transmission. 
 
5.3.9 Escrowed Encryption 
 
Escrowed encryption employs some elements from public-key encryption, but an 
additional feature of verification and key storage facility is added to this. The program 
required a chip in every satellite communication capable of encryption a device that 
could permit access to handful people to decrypt messages under certain circumstances. 
This concept of escrowed encryption is not entirely full of drawbacks. As an advantage 
trusted third party having the knowledge of the keys would be able to recover a key if the 
one with owner was damaged, lost, or destroyed. The escrow key can serve as a remedy 
in a situation if the receiver at the other end has damaged the decrypt key and the data is 
of critical importance. 
The main drawback to key escrowing is that identification of the third party with whom 
lies the complete trust of the sender and a receiver is the key in this scenario. 
Furthermore, the varying laws between countries having difference of opinion when it 
comes to encryption technologies. There are issues related with the concept of escrowed 
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encryption, especially for satellite communications where information regularly travels 
across the globe. It is better to determine case by case scenario and then use escrowed 
key system to design and implement secure satellite communication. 
 
5.3.10 SEU-Resistant SHA-256 design for Security in Satellites  
 
This method put forward best combination of the error detection techniques & correction 
methods based on Hamming Code & Triple Modular Redundancy. It provides a 
comprehensive fault resistant design for 256- SHA & can be compared in terms of power 
use, frequency of operation & throughput [37].  
 
5.4 Conclusion and Future Work 
 
In this chapter we have tried to the best of our capabilities to put forward techniques and 
methods to make the satellite communication more secure against possible attacks, we 
have studied that there are methods present today to tackle possible attack against 
satellite communication however more work is still needed because of the complexity of 
the matter the progress has been slow but effective. Future work can be carried out which 
will include evaluation of techniques in terms of their efficiency to provide protection 
against SEUs. Researchers are also working on SHA-384 and SHA-512 to provide more 
comprehensive security methods for the future. 
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Chapter # 6 
 

Security Threats & their Measures related to WLAN 
 
Wireless Local Area Network (WLAN) provides another way of flexible data 
communication. Lesser use of wired connection as in WLAN the transmission and 
reception of data are possible over the air via RF technology. Unwired LAN not only 
provides end user mobility but also the physical network portability. The WLAN 
standard also provides a reliable data transfer but mean while it is also vulnerable to 
numerous threats which we are going to discuss in the chapter. 
As for WLAN, there is no need of physical link to the network because every user can 
easily connect to the distribution system. With the usage of WLAN, an office structure is 
free to grow extensively and the users can access the WLAN while roaming. It would not 
be completely correct if we say that the WLAN is free of all the wirings and cables. A 
piece of wire is always connected to provide power until the equipment is powered on 
battery.  A traditional data cable is also needed to connect the access point to the LAN as 
shown in the figure# 6.1.  

 
Figure # 6.1 Access role of WLAN 

 
A single access point can communicate to several wireless clients that are within the 
range of it. Considering a situation with fewer obstructions an access point can 
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communicate to the wireless client to hundred feet. A WLAN is also called as an Access 
point (AP) that is connected to a wired network via Ethernet cable. The location of an AP 
is fixed in an organization. Clients in a wireless network make possible the data transfer 
from itself to the access point and therefore from client to the server. The range of the 
wireless network can be extended by introducing higher number of access point close to 
the previously deployed access points. As a result of this, the cells overlapped each others 
and facilitate the network administrator to extend the coverage area of the network as 
well as it also maintain the connection as the client roam around the organization. 
As it is the matter on communication security, in this chapter we are going to analyze 
different ways that how an attacker can compromises the security of a Wireless Local 
Area Network and going to discuss various countermeasures in order to make our 
communication more secure. 
 
6.1 WLAN Standards 
 
Before going to start, there are certain standards that should be discussed. Today, there 
are numerous operational standards which are created and maintained by the IEEE. The 
primary goal is to provide a standardized move towards wireless communication. Each 
and every standard filled up for a different purpose, 
 

Standard Scope 
IEEE 802.11 Released in 1997: operates at 2.4GHz, FHSS/DSSS at 1 and 2 Mbps. 
IEEE 802.11a Released in 1999: operates at 5GHz, OFDM at 6 and 54 Mbps. 
IEEE 802.11b Released in 1999: operates at 2.4GHz, DSSS at 5.5 and 11 Mbps. 
IEEE 802.11c Released in 2003: bridge operation at 802.11 MAC layer. 
IEEE 802.11d Released in 2001: extend operation of 802.11 WLAN to new regulatory 

domains (countries). 
IEEE 802.11e Provides security mechanism and QOS. 
IEEE 802.11f Released in 2003: Recommended parties for multivendor AP 

interoperability.  
IEEE 802.11g Released in  2003: Extends 802.11b to data rate > 20Mbps. 
IEEE 802.11h Released in 2003: Add indoor/ outdoor channel selection. Operates at 

5GHz. Enriched power management. 
IEEE 802.11i Improved the security mechanism. 
IEEE 802.11k Define radio resource management. Offers interface higher layers for 

network and radio measurements.  
IEEE 802.11n Provide higher through put of at least 100Mbps for applications.  
IEEE 802.11r Provides fast Basic Service Set transition time for the applications such 

as VOIP. 
 

Table # 6.1 - Several WLAN standard and their Scopes 
 

There are still some more WLAN standards which are going to discuss later on this 
chapter. 
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6.2 Security Analysis related to WLAN 
 
A WLAN not only faces to the security related problems related to the wired network but 
also that are specific for it. Here we are going to hash out some of the common threats 
facing by a WLAN and their countermeasure to overcome those threats. 
 
6.2.1 Eavesdropping 
 
One of the major threats to WLAN is eavesdropping. It is a passive attack which mainly 
concern with the confidentiality of the information. An unauthorized party eavesdrops on 
the radio single transmitted between a station and the AP. When a wireless station 
transmits a data over the air, all the other user with in the range of it and having a 
compatible receiver can listen to the massage. Similarly an eavesdropper can listen to the 
massage without altering it .The sender and the actual receiver of the massage may not be 
aware of the intrusion.    
A Wired LAN is also vulnerable to eavesdropping but in this case the eavesdropper must 
be very much closed to the cable to listen to the massages. Unlike WLAN, eavesdropper 
can be any where, may be outside the physical boundaries of the building in which a 
network operates. This is due to the radio singles transmitted from a wireless station can 
penetrate the walls and other obstacle comes with in the range of it. It also depends upon 
the transmission technique and the signal strength. 
It is easier said than done to the eavesdropper to decode a 2.4 GHz digital single as most 
of the WLAN systems available uses spread spectrum technology. Further more if the 
encryption is added, the eavesdropper must have to decrypt the information. Beside these 
difficulties eavesdropping is the major threat for a WLAN networks. 
 
6.2.2 Spoofing the MAC Address 
 
MAC address plays an important role for determination of access control in WLAN. As 
WEP broadcast the MAC address in plain text while transferring the packets, it is very 
insecure because an attacker can eavesdrop in order to obtain the address related to the 
client accessing the WLAN. Therefore the attacker can gain unauthorized access to the 
network by spoofing the MAC address.  
Further more, if any one steals the network interface component cards with MAC address 
defined as permitted on a MAC filter, then the owner must report for the theft as soon as 
possible and update the MAC address filter on every access point before the gaining the 
unauthorized access of the WLAN by the attacker.  
 
6.2.3 Infrastructure threats 
 
A WLAN operation depends upon different physical components, Including cables, 
antennas, wireless adapters, AP and software. Little damage of any of these components 
can reduce the bandwidth, low down the single strength, limit the coverage area or limit 
the user to access the information. If the damage is severe, it cuts down the operation of 
WLAN. 
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It also depends upon the weather conditions of the place where the equipment being 
deployed outdoors. AP can be obstructed my snow or the greenery.  Antennas can be 
knocked askew by the wind or bent by the snow can change the angle on the beam width 
of the signal. It is very problematic for parabolic dishes as they have narrow beam width. 
Water insertion in the cabling or the connector linking it to the wired network or 
Antennas and AP can also be damage due to nearby lighting strikes. Any inappropriate 
handling may affect the transmission.   
The attacker can cut down the cable linking them to the wired network or can steal the 
wireless station or adaptor to use it to gain unauthorized access. An attacker can possibly 
damage or destroy an exposed AP or the antenna connected to it.   
 
6.2.4 Jamming and Interference 
 
Jamming and Interference is a very common threat to WLAN security that can affect the 
data traffic. Due to this attack the availability of data is affected severely.  Interference 
can be accidental as WLAN uses unlicensed radio waves and other electromagnetic 
devices operate at the same frequency and may have a chance to overlap each other. 
Possible sources of interference or jamming are high power amateur, industrial scientific 
and military transmitter and microwave ovens. Two or more WLAN operational in the 
same coverage region is another reason of interference. Interference may also be created 
intentionally by generates strong radio wave singles. This situation is known as 
blocking/jamming or Denial of Service (DoS) attack. There are possibly two different 
types of jammers that may be used in order to oppose a WLAN, a high power pulsed 
band jammer and a lower power partial band jammer. One covers the total frequency 
used by the targeted signal and the other one only covers that particular part of the 
frequency used by the targeted signal respectively [40]. Theses jammers are easily 
available in the market or can be constructed. A jamming attack can be done from any 
remote locations from the network although the direction finding equipment can detect 
the starting place of the jamming singles but not necessarily in the time to avert the 
jamming. 
 
6.2.5 Unauthorized Access 
 
Unauthorized access is another threat to WLAN security. Possibly the intruders enter in a 
WLAN network and operate it as an authorized client. An intruder can attack on integrity 
and confidentiality of the network after entering in the network. It is hard to find out the 
intruders in WLAN because sometimes an aborted attack, misread as a logon failure 
caused radio transmission bit error rate. It is a hard way to practice this type of attack as 
in this case the attacker needs an in depth information about the station. Another way of 
getting an unauthorized access is by setting up a fake but a powerful signal strength 
access point with in the range of a wireless station. By doing this an attacker can get all 
the secret keys and logon passwords of the station.  
In order to practice this type of attack, the attacker needs a receiver and an antenna which 
is well matched with the under attack station. It is comparatively easier attempt to attack 
any station and has narrow chances to get caught for an attacker as the logon failure is 
very common in WLAN. 
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By deploying authentication mechanism so that only authenticate user are allowed to 
access the network can protect against both of these attacks. An authenticate mechanism 
facilitates the wireless stations to authenticate the Access Point with out revealing the 
logon passwords and secret keys. 
 
6.2.6 Randomly Deployed AP 
 
A randomly deployed AP can be vulnerable. Due to randomly deployment of an AP, the 
signals can go outside the desired coverage region. For example, an attacker sitting 
outside the corporate office can illegally gain the access of the company’s private 
network if their signals are travelling beyond the official boundaries by using 
sophisticated tools to sniff the data packets sent over the company’s private network. By 
doing this the attacker can analyze any type of information he needs in order to penetrate 
a corporate office network. Similarly if the signals are strong enough to penetrate through 
the building walls and out flows into the adjacent agency’s office (as shown in the figure 
# 6.2) to lead to the any type information theft or DoS attack on the company’s network. 
 

 
 

Fig # 6.2 [41] – WLAN coverage area and the corporate office boundary 
 
6.2.7 WEP Exposures 
 
WEP aims to provide the same level of security and privacy to WLAN as to the wired 
LAN. WEP is based on the Pseudo Random Number Generator RC4 algorithm. The 
administrator uses a secret key for both the AP and the wireless devices, which utilize the 
key to provide the encryption of the data and data integrity. AP can also utilize the key in 
order to authenticate a user.   
The shorter secret key (typically 40 bit long) of WEP is once of the downfalls for it even 
though the standard allows it up to 104 bit. In order to make a RC4 key stream, WEP 
combined the shared secret key with a 24 bit initialization vector (IV) where as the same 
IV is sent to the receiving party in a plain text in order to create the same key stream at 
the receiving end, which allows an attacker to eavesdrop the first 24 bits when ever a key 
is sent by utilizing WEP. By using the IV, the attacker can retrieve the share secret key. 
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Further more some vendor’s tools uses the same IV again and again for each and every 
key streams which makes the attacker’s job easier [41].  
Key management is also an important issue. Key remained stored with in the device for 
the longer period of time and if the device is stolen the attacker can not only use the key 
to compromise the particular device but also to all the other devices sharing the similar 
key.  
 
5.3 Evaluation of Security Measures related to a WLAN 
 
As we studied above and analyzed the vulnerabilities and security issues of a WLAN, 
here we are going to discuss that how we can secure our WLAN by these attacks.   
Network administrator must make sure that their products are upgraded with the latest 
firmware in order to get better security and product performance. Using of Intruder 
Detection System can also ease the job for network administrator and let him set up 
policies in order to run a WLAN more securely. 
FHSS also gives tough time to eavesdropper. A 2.4GHz band is divided in to 75 
channels, each channel of 1MHz. The signal is sent on all 75 channels according to a 
code known as Pseudo Random code which is known by the sender and the receiver. The 
physical layer of FHSS has 22 hopping pattern. The transmitter select one of these 
hopping patterns and the receiver has to track out the pattern. Just after the transmitter 
and the receiver synchronized, the data is transmitted over a single channel. It is a short 
duration pulse noise and it is difficult for an eavesdropper to attack. Similarly the single 
is spread on many channels therefore the possibilities for interference is minimized. 
In 802.11, DSSS breaks each bit of information into a pattern before transmitting it called 
chips which are converted in to a waveform. These waveforms are then sent over a wide 
range of spectrum. The receiver recollects these chips to retrieve the original information. 
If any of the bits are damage or lost during the transmission, receiver can recover the 
original information due to redundancy of the transmission.  
In 802.11b, DSSS apply a 64 8bit code word to spread the signal over a wide range of 
frequency. The signal seems as a low powered wideband signal or noise to an 
unauthorized user and mostly narrow band receiver refuses to acknowledge it. Due to 
spreading of signal over wide range of frequencies, the possibility of interference is 
minimized. An eavesdropper must know the hopping pattern in FHSS transmission and 
he/she must know the chipping code (802.11) or code word in DSSS transmission. But 
this is not ample to read the intercepted data. An eavesdropper must be aware of three 
more terms i.e. is the frequency band, the modulation technique and the scrabbling 
pattern which is use for decoding a radio signal.  
Both the spread spectrum technologies minimized the possibility of interference due to 
spreading the signal over a wide range of spectrum. Nevertheless, it is vulnerable to 
jamming. Errors may occur at the output of a demodulator by intercepting the effected 
signal. In the case of DSSS, jamming corrupt all the codes up to some extent. In the case 
of FHSS, jamming only corrupt some portion of the hopping code. Therefore FHSS is 
more efficient than DSSS against jamming. 
 
6.3.1 By applying Encryption Techniques 
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By applying encryption techniques can secure the transmitted data to be read from any 
other party but to the intended recipient. There are some data encryptions techniques are 
listed below: 
WEP is one of the most commonly used methods. It utilizes RC4 algorithm in order to 
encrypt the transmitted data. But as it can be compromised there it is not recommended 
by WLAN while dealing with sensitive information. 
3DES is also a very helpful encryption algorithm. It used 3 64 bit keys in as it encrypts 
the data stream thrice; therefore the overall key length becomes 194 bits. 
AES is abbreviation of Advanced Encryption Standard. In order to encrypt and decrypt 
the data, it uses a symmetric 128 bit block cipher. The main feature of AES is the 
offering of different key sizes for securing the data which includes 128, 192 and 256 bit. 
EAP is Extensible Authentication Protocol which provides authentication to the users 
with the help of a third party authentication server. 
The data stream can be protected up to a great level by using any of these techniques. 
 
6.3.2 Using Shared Key Authentication 
 
WEP provides authentication to WLAN systems. It can be either an open system in 
which all the clients can access the WLAN system or it can be a shared key 
authentication in which a share key between station and AP that allows the WLAN 
systems to access the network. When a client attempts to access a network, the AP 
respond with a text as a challenge. Now the user has to encrypt the challenging text by 
using the copy of the secret key and sent it back to the AP. The AP decrypts it by using 
the shared key and compares it with the challenging text send to the user. If both are 
identical the AP permits the user to access the network. But it is only possible if the WEP 
encryption is enabled. If it is not enabled then any in range user can access the network 
and he/she is considered as an authenticate user and able to send, receive, alter and forge 
messages. 
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Fig # 6.3 – Open System versus Shared Key Authentication 
 
It is very common that all the users in a WLAN system use a same shared key. It is 
vulnerable because the more users use the same shared key the more possibilities raise 
that it can fall in to wrong hands. Therefore a unique key should be use for every station 
as a precautionary measure. Some WLAN systems use the same key for authentication 
and encryption. In this case, once the intruder knows the secret key he/she can not only 
access the network but also can decrypt the messages. Therefore using a separate key for 
encryption and authentication is preferable than using the same key for both purposes. 
 
6.3.3 Using VPN 
 
By using a Virtual Private Network (VPN) makes the connection in between the source 
and the destination more secure by creating up a tunnel. This makes the client to use their 
devices any where with out anxiety about the attackers sniffing any of the data packets 
related to their connection. Further more the usage of firewall on user’s equipment 
provides a higher level of security in such conditions [41]. 
 
6.3.4 Extended Service Set Identification as Authentication Technique 
 
ESSID is also used to authenticate a WLAN network which is kept in to the AP. It allows 
only those stations to access the networks which are authorized. When a client tries to 
access the network, it checks the user’s MAC address in the ACL. If the MAC address is 
available in the ACL it allows the user. 
It provides the network administrator to include or exclude any station. It also provides 
the facility to exclude those stations which used to be a part of the network but they are 
compromised or stolen. 
 
6.3.5 Sensible Approach in deploying an AP 
 
Prior to deploy an AP a survey should be conducted of office building parameter by using 
a spectrum analyzer to make sure that the signals are not traveling beyond the desired 
area. If the network administrator observes any signal beyond the corporate office 
boundary walls, he can lower down the signal strength of the AP or he can relocate the 
AP or he can utilize different characteristic antenna to control the direction and the signal 
strength. In either case he must have to limit the AP signals within the office physical 
boundaries. Further more, the administrator should carry out the signal testing of regular 
basis as if any non-IT employ added any unreliable AP in the network. 
 
6.3.6 Physical Security 
 
It is necessary to protect the physical components of a WLAN from weather and 
accidents. The AP and antennas must be located to minimized exposure to ice, wind and 
water. Lighting arrestors must be used to minimized the lighting effect if strikes. The 
cabling system and the connectors should be properly covered.  
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Any unauthorized user should not be permitted to access the components. For further 
more closed circuit televisions should be used to monitor the remote components and 
barriers should be used to control the access. The users should not leave their stations 
neglected in public areas. Every user should take the responsibility if they found any 
suspicious at near the WLAN systems [41]. 
 
6.4 Conclusion and Future Work 
 
As we have studied earlier in this chapter about the several standard of WLAN and their 
characteristics which shows an appealing progress in the field of WLAN. We also 
discussed some major security related issues regarding to WLAN and analysis its 
condition in different scenarios. It is obvious that the research and development teams are 
contributing in order to develop this technology even better. Currently researches are 
going on IEEE 802.11n standard on which they are focusing toward MIMO systems. 
Hopefully this standard would be approved by IEEE this year or earlier in the forth 
coming year.  There are already several data encrypting techniques such as WEP, AES, 
3DES, EAP but in the future WLAN may need stronger encryption techniques to secure 
the communication [43]. Reducing the power consumption is also needed in wireless 
phones. Bringing the radios closer can also cause the power consumption up to minimal 
level. Moreover, various WLAN vendors are focusing to offer a better through put each 
year. On the whole, security vulnerabilities constantly making impact on the 
infrastructure of any communicating network but to address them properly can make 
them more reliable.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

      52



 
 
 
 
 
 
 
 

Chapter # 7 
 

Security Threats and their Measures related to WAP 
 
WAP (Wireless Application Protocol) is an application and set of communication 
protocol that allows a wireless device to access internet. The WAP forum was launched 
in 1997 by some of the manufacturing business giants including Ericsson, Nokia, 
Motorola and Unwired Planet. After its successful launch various commercial firms took 
their interest in the particular forum. The forum was widely admired through out the 
wireless device users because of its portability, ease of installation, simplicity and cost 
effectiveness.  
WAP is supported by such operating systems which are designed particularly for the 
handheld devices including Palm OS, EPOC, Windows CE, FLEXOS, OS/G and Java 
OS. The supported wireless network for WAP are CDPD, GSM, CDMA, PDC ,PHS 
TDMA, FLEX, ReFLEX, Iden, TETRA, DECT, Data TAC and Mobi tex. As WAP is 
designed for handheld devices, it uses micro browser with small display, limited memory 
of the device and limited bandwidth of the network. 
 
7.1 The WAP Model 
 
The WAP model or stack constituted as. 

1. Application Layer 
2. Session Layer 
3. Transaction Layer 
4. Security Layer 
5. Transport Layer 
 

Application Layer: Application layer in WAP, functions as a Wireless Application 
Environment (WAE). It offers an environment to develop applications and services for 
portable devices by wireless markup language (WML) and WMLS script as a 
replacement for HTML and java script respectively. WAP also provides a programming 
interface to portable devices for making calls, multimedia messaging services and content 
formats. 
 
Session Layer: Session layer in WAP, functions as a Wireless Session Protocol (WSP). It 
establishes a session between a client and a server so that a mobile device can access to 
the web. WSP function similarly as HTTP for WAP browsers. HTTP works with text 
information while on the other hand WSP works comparatively compressed binary data 
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which enables WSP to use lower bandwidth of the wireless link. WSP offers long live 
sessions suspend and resume and migration session. 
 
Transaction Layer: Transaction layer in WAP, functions as a Wireless Transaction 
Protocol (WTP). It offers transaction services. It delivers client to server request and 
server to client response. It does not allow receiving of duplicate copies of packets at the 
destination. If the packet is dropped it retransmits the packet. 
 
Security Layer: Security layer in WAP, functions as a Wireless Transport Layer Security. 
It offers authentication and encryption similar to secure socket layer (SSL). But it is an 
optional feature. WTLS requires only when the desired server needs it. It also offers data 
integrity and prevention from denial of service (DOS) attack. 
 
Transport Layer: Transport layer in WAP, functions as a Wireless Datagram Protocol 
(WDP). It provides a bearer independent interface to the higher layers of the WAP 
architecture. It also offers a uniform datagram oriented delivery, segmentation and 
reassembly. 

 
Figure # 7.1 - WAP Model 

 
WAP Bearer: WAP protocols are intended to function over a multiplicity of various 
bearer services. It includes short messaging services (SMS), high speed circuit switches 
data (HSCSD), and general packet radio service (GPRS). As the bearer quality varies due 
to error rate or delay, therefore WAP protocol are considered to recompense or stand or 
there quality and service variations.  
 
7.2 Working Principal of WAP 
 
As the bandwidth of the wireless network is constrained therefore HTTP is not possible 
with WAP. Thus the wireless devices with WAP enabled facility communicate by means 
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of a WAP gateway. The gateways are normally situated nearby to the service provider 
mobile phone exchange. These WAP gateways convert the wireless protocol into internet 
protocol. The WAP enabled devices sent these request by means of GSM protocol to the 
nearest mobile telephone tower. That request is then forwarded from that telephone tower 
to the telecom exchange. From the telecom exchange the request goes to the WAP 
gateway via internet. The gateway then translates the WAP request to an HTTP request 
and forwards it to the particular server providing WAP content. The web server updates 
the request in the application database server and after retrieving the information; send it 
back to that particular WAP based client. 

 
Figure # 7.2 – Working Principal of WAP 

 
7.3 Wireless Transport Layer Security 
 
The provision of security for wireless application is served by WTLS. WTLS is the 
security layer and it operates over transport layer (WDP) to deals with the security 
aspects in WAP environment. It aims to provide confidentiality, authentication and data 
integrity for WAP applications. It has been optimized for narrow bandwidth 
communication channel with relatively long latency bearer network. It supports both the 
connectionless and the connection oriented transport layer protocols. 
WTLS is needed to authenticate client and server in order to provide a secure means of 
communication. For example; a client with a WAP enabled device wants to make 
transaction with a bank is always wanted to make sure that the connection is secure and 
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private or a client using a WAP enabled device wants to access the e-mail must assure the 
security and privacy that no other party is eavesdropping on it. It provides end to end 
security. Here end to end security means the mobile terminal and the WAP gateway. 
From WAP gateway to the internet server, it uses SSL (Secure Socket Layer) below 
HTTP for the security of the data. Therefore the data is decrypted and encrypted when it 
leaves and arrives at the gateway respectively. 
WTLS sets up a session between a mobile phone and the WAP gateway. This stage is 
called handshake stage in which the security parameter for the session is discussed. It 
contains encryption technique, public key and signature algorithm. WTLS supports both 
full handshake and lightweight hand shake. In full handshake, all security parameters are 
discussed while in the lightweight handshake, the security parameters of another session 
may used. As soon as the session is set up all the communication between the mobile 
phone and the WAP gateway is encrypted. 
WTLS also offers the facility of suspending and resuming the session afterwards. It 
means the session can be lasted for hours and days. But doing this facilitates the hacker to 
find the secret key. Therefore WTLS allow negotiation of a new key through out the 
session. 
The internal architecture of WTLS comprises on handshake protocol, alert protocol, 
application protocol, change cipher spec protocol and record protocol. 
 

Handshake 
Protocol Alert Protocol Application 

Protocol 
Change Cipher 
Spec Protocol 

Record Protocol 
 
Handshake Protocol 
 
The handshake is responsible for the establishment of secure connection between the two 
entities and the security parameters like key techniques, version of the protocol, 
cryptographic algorithms and authentication method are determined here. The process of 
handshake begins with a “Hello” message initiated by the client to the server, showing 
that it wants to communicate. For a successful session to happen, the server would 
respond to that with an acknowledgment message i.e. “Hello.” The two entities agree on 
the session capabilities during this greeting process. The client let knows of the 
encryption algorithm which is support by it and in response the server determine the 
properties of the session to be used. In the next step the certificate key is send by the 
server and requests for the client’s one in return.  
The client only provides its digital certificate to the server after it authenticates itself to 
‘hello done’ message by the server. After this process a client key exchange message is 
send by the client which has server public key along with pre-master secret encrypted 
key. In other case it delivers the message that both entities needs to complete the 
exchange. A message containing the verification of the message delivery is send by the 
client. In response a finished message along with a change cipher spec message is 
transmitted by the server to the client, a change cipher spec is a mean for both entities to 
formulate session parameters with which they will start their session. 
 
WTLS Application & Alert Protocol 
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Error handling is carried out in the ‘Alert Protocol’. If an error is encounter by either of 
the entity it will then send an alert which contains the error occurred. The alert message 
can vary from warning, to critical, and fatal in nature. Depending upon the message, the 
necessary action are taken, the current session in question will be restricted in some 
possible way or will completely terminated. It merely serves as an interface with the 
upper layers. 
 
WTLS Change Cipher Protocol 
 
The change of the cipher is carried out in the Cipher change protocol. This is done while 
the security parameters are being determined during the handshake. The notification of 
the change cipher is send by the client or the server 
 
7.4 Analysis of Present Security Concerns Regarding WTLS 
 
There are certain types of threats that have already been identified in WTLS protocol, 
since the specifications for the WTLS have been derived from the specification of TLS 
having modified it to meet the desired requirements, these changes have led to security 
concerns. An Analysis of WTLS can carry out as we know how WTLS works and its 
security concepts and how they are employed. Security lapses have been discovered by 
the field researchers who are working to eradicate its loop holes however their 
implication in general on the protocol itself is been investigated. Issues related with 
security such as privacy of the user data, its authentication and integrity is carried out by 
SSL. Encryption of the data is carried out by the use of symmetric cryptography and 
authentication is carried out by employing asymmetric cryptography. A keyed MAC is 
use to verify the integrity of the user data i.e. messages.  
Hash functions which are considered secured for example MD5/SHA are use to compute 
MAC [51]. Another analysis has shown that if an oracle is made a part of the protocol 
which provides the information about appropriate PKCS#1 padding version then RSA 
messages are quite easily be decrypted [53]. 
Another interesting fact that we came across was that the eavesdropper can be able to 
find out the change of keys, by reading the material present in the record type field if it is 
sent unencrypted. It is a direct threat to the privacy [52]. 
Another study showed that WTLS supports 40 bit XOR MAC along with other MAC. 
The WTLS specification shows that XOR MAC is only used in equipments with very 
restricted CPU resources, the integrity the message cannot be based on XOR MAC as 
provided by SHA it can be observed that XOR MAC does not provide any integrity to the 
message if stream ciphers are employed despite the size of the key,  
 
Plaintext Data Recovery Attack 
 
The first plaintext block of the packet is XOR with computed Initial Vector. Computation 
is done of the IV on the basis of the values already sent during the process of handshake. 
These values are sent unencrypted and contain client random, sequence number and 
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server random therefore it becomes prone to plaintext data recovery attacks which affect 
the issue of privacy. 
 
Issues Related to Key Length 
 
There is a parity bit present in each byte of the DES Key; if a 40-bit key is employed then 
the actual key size is only 35 bits. While size in the expanded key material is 8 bytes in 
the 40-bit DES, but in reality key material is 5 bytes only. This also affects the privacy. 
 
7.5 Evaluation of the Security Measures in WTLS 
 
Since the protocol can support a wide variety of devices and this becomes a reason for the 
threats that exist against the protocol as many devices can’t handle heavy encryption 
algorithms because of the hardware limitations and resource problem relating to the 
bandwidth. 
Authentication issues are another cause of problem that effect the protocol directly as 
establishing anonymous authentication can become a risky affair as it is open to man in 
the middle attacks. In order to counter this problem action should be taken on the client 
side by assuring that clients will make sure that during the process of handshake, key 
exchange suits will not be supported without authentication. The server which is to be 
used should always be authenticated. The client can remain anonymous as it can choose 
not to send it own certificate but send an empty response instead to a certificate 
verification query, then it will be up to the server to accept client without having it 
authenticated. 
Over the years the algorithms are been subjected to various form of attacks therefore it 
should be looked at carefully when employing an algorithm because in case of a weak 
algorithm the connection will be prone to attacks. Therefore strong algorithms should be 
employed by the servers and the clients.  
Conflicts between methods of encryption and usability compromise the level of security 
in any scenario. Depending upon the value of information being transmitted, one can 
determine the level of security level needs to be employed in order to preserve the 
information. For WTLS the common used algorithms areRC5 CBC with either 40 or 56 
bit keys and DES CBC with 40 bit key.  
The length of the key 40 or 56 bits are not satisfactory; therefore longer key should be 
used as there are no technical implications for this matter and the resources of the CPU 
and the bandwidth provided is also appropriate for strong encryption. Since there are no 
attacks of cryptographic nature against MD5 or SHA therefore PRNG should be based on 
these secure hash functions. They will be considered secure when using the full key 
length. If key lengths used are above 1024 bits for the certified authentication process 
then WTLS maintains acceptable level of confidentiality of the key exchange and 
maintains sufficient level of authentication, but for anonymous key exchange 768 bit key 
should be used to provide a secure key exchange. 
 
7.6 Conclusion and Future Work 
 
In any scenario the users has to understand that total security is absolutely impossible.  
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Users have to decide for themselves how much security level is required for them as 
advance algorithms make the data transmission and over all performance slower. WTLS 
never the less provide a safe and secure data transmission for WAP as it supports a 
variety of algorithms which covers the basic obligation of integrity, privacy and 
authentication. Acceptable level in WAP can be achieved by applying various algorithms 
correctly which will eliminate most possible threats. For the future of WAP researchers 
are making efforts to design new and secure session exchange key protocol which will 
subsequently make the WAP more secure by allowing more secure authentication 
through third party and establish a more channel and prevent the application from the 
threat such as replay attack. In addition to this implementation of VLSI based keyed hash 
message authentication code for WAP is another solution which is been proposed by the 
researcher. It will ensure high level of security as it is based on SHA-1 hash function. 
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Chapter # 8 
 

Security Threats and their Counter Measure related to 
Bluetooth 

 
Today Bluetooth is one of the key features in every mobile unit which include laptops, 
cellular phones, PDA and numerous other devices. It is beneficial to the clients to in 
order to share information. Although Bluetooth is an overwhelming technology but it also 
contains some security issues. In this particular chapter we will discuss the security 
modes of a Bluetooth device and their security levels. Further more we will discuss the 
vulnerabilities and attacks on a Bluetooth devise and their countermeasures. 
Bluetooth is a cable replacement technology which is designed to provide low cost, low 
power and short range connectivity among fixed and portable devices. Primarily, this 
technology was developed by Ericsson in 1990’s. This technology made an impressive 
mark in very short time frame as it allowed connectivity among a variety of electronic 
devices with out having a need of wires. The most significant aspect of Bluetooth was the 
“talk” facility which eliminated the need of cables. In 1998, SIG (Special Interest Group) 
was formed to by Ericsson, IBM , Nokia, Toshiba and Intel to oversees the development 
of Bluetooth technology.  
The Bluetooth radio operates at 2.4GHz unlicensed ISM (Industrial, Scientific and 
Medical application). As various wireless devices such as Wi-Fi, Zigbee or wireless USB 
uses the same ISM band therefore to avoid interference among the devices, Bluetooth 
adopt FHSS. Bluetooth contains 79 1 MHz channels. The hopping is 1600/s in a pseudo 
random pattern among the channels. The low powered Bluetooth devices can transmit the 
data up to 10m while a high powered Bluetooth device have a transmitting capability up 
to 100m. The data transmitting rate of a Bluetooth device is around 723Kbps. The 
connected Bluetooth devices form a network known as Pico-net which can hold up to 
eight devices.  
 
8.1 Bluetooth Security Modes, Encryption Mode and Trust Levels 
 
8.1.1 Bluetooth Security Modes 
 
Altogether there are four specific modes in which a Bluetooth device operate but an 
individual version can only be support few of the security modes not all four modes. Only 
one mode can be selected at a time out of the following four modes.  
 
Mode 1: No security actions would be taken by the device in mode 1. Mode 1 is only 
supported by the devices with v2.0+EDR or earlier devices. 
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Mode 2: Security mode 2, a service level security in which security is provided after 
LMP link setup but prior to the L2CAP channel establishment. There in security mode2 
the security manager checks the access control of different services and devices. Mode2 
is supported by the Bluetooth devices on the other hand the devices with v2.1+EDR are 
backward compatible with the devices having v2.1+EDR.   
Mode 3: Security mode 3, a link level security in which security is provided before the 
link establishment at LMP layer is fulfilled. There in mode3, authentication and 
encryption is necessary for both the parties which is based on secret keys shared by both 
the devices. In mode 2 and 3, both the devices generate the link keys simultaneously 
during the initialization process. This mode is supported by all the Bluetooth devices 
having v2.0+EDR or earlier devices.  
Mode 4: Security mode 4, service level security mode which comes in Bluetooth 
v2.1+EDR. Similarly the security is provided after the LMP link establishment but 
applies Diffie Hellman Elliptic Curve (DHEC) technique known as Secure Simple 
Pairing in order to generate link key and key exchange. As far as encryption technique 
and device authentication is concerned, it is similar to the algorithms used in the 
Bluetooth v2.0+EDR and earlier.  
 
8.1.2 Bluetooth Encryption Modes 
 
There are 3 different encryption modes in Bluetooth technology in order to provide better 
confidentiality to packet’s payload transferred between Bluetooth devices.  Two out of 
three modes, provide confidentiality and only one mode can be selected at a time. The 
three encryption modes for Bluetooth devices are:  
 
Encryption Mode 1: Provides no encryption hence provide any confidentiality. 
Encryption Mode 2: Encryption mode 2 provides encryption on the traffic of addresses 
selected on the individual basic (broadcast traffic is not encrypted) where as the 
encryption keys depends on the individual link keys. 
Encryption Mode 3: Encryption mode 3 provides encryption on all the traffic with the 
help of a Master key. 
 
8.1.3 Bluetooth Level of Trust 
 
There are two levels of trust that a Bluetooth device offers, trustworthy and un-trusted. A 
trustworthy device has always a permanent relationship with another device and thus it 
posses all the rights and access to all services. On the other hand an un-trusted device 
does not have a permanent relationship but a temporary one and therefore it restricted to 
access the services. 
 
8.2 Analysis of Security Matters in Bluetooth 
 
8.2.1 Jamming 
 
Jamming is also an attack on the availability. It is a deliberate hindrance that does not 
allow any information to transmit. All the devices that operate on 2.4GHz ISM band have 
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the tendency to jam the Bluetooth radio signal. Cordless phone, Wi-Fi and microwave 
oven use the same frequency band. An attacker can jam a Bluetooth device the providing 
inaccurate information to the network and interrupting the routing protocol with the help 
of the devices that are utilizing the same frequency band [56]. The ad hoc network would 
be unable to form the dynamic topology once the routing protocols are interrupted. A tool 
name “Black Smack” can also be used for the same purpose. It immobilizes the range of 
a Bluetooth enabled device. 
 
8.2.2 Denial of Service Attack 
 
DoS the attack is on availability is one of the most vulnerable attacks on any network and 
certainly it is vulnerable for a Bluetooth device as well. The DoS attack can be attempted 
in a similar way as the other traditional DoS attacks are made. The attacker sends an 
immense amount of Bluetooth request on the device and tries to engage the Bluetooth 
channel of the victim’s device. As a result the Bluetooth device would remain unable to 
communicate with other Bluetooth devices. It also affects the battery of mobile device by 
draining it more quickly. In this case the victimized user become handicap and can not 
utilize the device for its desired purpose.  
 
8.2.3 No Confirmation of User Authorization 
 
Bluetooth authorize the devices but it does not offer any confirmation of user 
authorization. Any stolen electronic device equipped with Bluetooth can be serving for 
the purpose of any other attacks including information thefts and frauds. 
There are risks if the users are accessing the Bluetooth remotely as they more prone to an 
attack compared with a user who is utilizing the service from a secure parameter, as these 
user connect remotely to the network they exchange user information and password over 
non secure link and which could easily be figured out by a hacker by employing sniffing. 
Hackers can access the network remotely quite easily using the information at hand 
obtained from a remote user and the confidentiality of valuable data is compromised [56]. 
Another security issue related with Bluetooth is that of authentication. As it only 
authenticate devices but not the user. As this can easily lead to a serious security breach 
once a PDA or a Bluetooth equipped phone is acquired by the person with malicious 
intend. 
 
8.2.4 Unit Key Management Issue 
 
Man in the Middle Attack is an attack on confidentiality. In this attack a device can 
monitor an ongoing communication between two other devices. Let us say, if device A is 
communicating with device B and device C, it must have to share a Unit key in order to 
start a communication. If device A and device B are sharing a Unit key, the same Unit 
key can be shared for the communication purpose of device A and device C, although the 
grounds of the communication may not be similar. Now if device C wants to monitor the 
communication going on between device A and device B, it has to find out the security 
encryption key. In order to calculate the security encryption key, device C needs a forged 
device address and the Unit key. This attack is highly vulnerable for the government 
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agencies and offices that established that network because the attacker can monitor all the 
traffic once the attacker gets into the network. 
 
8.2.5 Car Whispering 
 
Car whispering attack was brought out in 2005 for the first time. It a software tool that 
utilizes the key implementation flaws in hands-free Bluetooth kit installed in the vehicle. 
All an attacker needs Linux laptop and directional antenna in order to sniff the hands-free 
connection. There is also a video available on www.youtube.com by Joshua Wright from 
SANS institute [57]. By doing this the attacker can send and receive audio from the kit. It 
means the attacker has not only the chance to eavesdrop on an ongoing conversation 
between two parties sitting in the car but also offers an opportunity to the attacker to 
transmit audio data in the car. 
 
8.2.6 Short PIN Lengths 
 
Another, susceptibility in Bluetooth device is its PIN length. Almost all the devices 
posses short PINs. Mostly it is as long as a 4 digits code which is a weakness in the 
security it self. Attacker can try several combinations to search the set of short PIN and 
hence can access every bit of communication going on to that particular device. 
According to Yaniv Shaked and  Avishai Wool, it took them only 0.063Sec to decipher a 
4 digit PIN code by using a standard Pentium IV 3GHz computer [58]. 
 
8.2.7 Key Tempering 
 
Another potential way to get an illegal access to a Bluetooth equipped device is simply 
by including a link key to its key database without performing the proper pairing process.  
As a result when a device tries to connect, the LM of the victimized device consider it as 
a legitimate connection since the key database already have the link key. Once the device 
pointed as trusted host, it can gain absolute access to each and every operational 
Bluetooth service running on the victimized device’s hosts.  
 
8.2.8 Site Tracking 
 
If a person is carrying a Bluetooth enabled device and using it the Bluetooth technology 
can spot the position of the person with the help of the belonging (Bluetooth device) of 
that person via transmitted radio signals. Once the attacker achieve in linking up the 
person’s identity with the device address the attacker can spot the position of the person 
easily. Here we will discuss some attacks that can be attempted by using a Bluetooth 
device address in order to spot a position. But first we will take a look on the Bluetooth 
device addressing format before proceedings. A Bluetooth device address BD_ADDR is 
divided into 3 parts and the combined length is 48 bits. 
 

1. Lower Address Part (LAP) 
2. Upper Address Part ( UAP) 
3. Non significant Address Part (NAP)  
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The Bluetooth address BD_ADDR is transmitted along with the packets of Frequency 
Hoping Sequence (FHS). Other than that there are certain access codes that can be used 
for the same intentions. These access codes include Channel Access Code (CAC) which 
originates from the Master’s Lower Address Part value and similarly a Device Access 
Code (DAC) which originates from that particular device Lower Address Part value. 
Therefore CAC and DAC can be utilized to recognize a device. Moreover any user 
friendly name of a Bluetooth enabled device can lead to the similar attack [59]. 
 
8.2.9 Inquiry Attack 
 
In this case the attacker spread out numerous Bluetooth enabled devices across the area in 
which the attacker wants to find the position of a Bluetooth user. It can be done cheaply 
as the Bluetooth devices do not cost too much. Let’s suppose, if the victimized person 
unaware of this attack, kept his device in discoverable mode. The attacker’s device just 
have to interrogate the vicinity with the usage of inquiry messages for the devices 
frequently and thus keeping a log of all Bluetooth device addresses that are detected. This 
log can be used to gain the knowledge of victimized device movement and its presence 
on any instance of time. 
 
8.2.10 Traffic Monitoring Attack 
 
Comparing to the first scenario, let’s say if the Bluetooth device of the victim is in 
undiscoverable mode then the attacker have a chance to monitor the ongoing 
communication between two trusted host belongs to the victims device. These two trusted 
host can only be communicate if they have a Channel Accessing Code (CAC) which can 
be calculated through the masters Bluetooth device address in the Pico-net. Thus the 
attacker can find out the master device in the proximity by monitoring the traffic. 
Similarly any device can be detected by the using the Device Access Code (DAC). 
Moreover an attacker can detect a device with the help of whole device address 
transmitted with in the FHS packet.  
 
8.2.11 Insuring the Connectivity Range 
 
Attacker checks for the particular device address BD_ADDR or Device Accessing Code 
is with in the connectivity range or not. For that purpose the attacker sends a request from 
his device to the targeted device and waits for the response with the ID packet. If the 
attacker gets the ID response then the attacker becomes sure about the presence of the 
victim with in a connectivity range. The victimized device will time out after waiting for 
the response and thus no event will be report on the application layer. 
 
8.2.12 Frequency Hopping Attack 
 
The frequency hoping scheme can be observed by repeatedly performing the hopping 
sequence. The frequency hopping scheme can be find out with the help of two input 
parameters. It requires an address and the master clock. The LAP and the 4 LSB in the 
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UAP of the master device are used in the connection state and in the paging state, both 
the LAP and the UAP of the paged unit is used. Therefore it offers a possibility to 
abstract the whole LAP and 4 LSB of the UAP with the help of the noticed frequency 
hoping scheme.  
 
8.2.13 User Friendly Name Attacks 
 
The attack of spotting the positions can finally be attempted by using a name request 
LMP command (LMP name req.). This command can be given afterward a successful 
paging procedure is done. A successful attack can be made if the device is in the 
connectivity range and posses a unique user friendly name. 
 
8.3 Imperfections in Implementation 
 
There are some imperfection in implementation in some Bluetooth enabled devices in 
which the attacker gain the access of victim’s device and hunt the privacy of the user by 
read or delete the call logs or accessing the phone book or calendar etc.  
 
8.3.1 Blue-Jacking Attack 
 
An attacker can perform a blue-jacking attack on any Bluetooth enabled mobile device 
that includes PDA, laptops and cellular phones by sending unsolicited messages on the 
victim’s deice. The message do not drive any trouble for the victim’s device and its 
privacy but the message actually lure the user to give any response to that message or 
save the contact in their device’s address book and that is how the problem get started for 
the victim. The attacker can gain access to the victimized person’s Bluetooth device [60]. 
 
8.3.2 Blue Snarfing Attack 
 
A blue snarfing attack can be done to gain illegal access to a victim’s device. It can be 
attempted on any mobile Bluetooth enabled device by taking advantage of firmware 
flaws. The attacker tries to establish a connection with the user’s device with out the 
knowledge of the user. As a result, the attacker gains the access of victimized user’s 
personal data like address book, read/delete call logs, pictures or calendar. The attacker 
can also route the incoming calls to his device by gain the IMEI (International mobile 
Equipment Identity) which is the distinctive identity of any device [61]. It can take place 
in any crowed area where Bluetooth enabled devices are easily detectable such as 
libraries, shopping malls, airports, food courts, exhibitions etc. 
 
8.3.3 Backdoor Accessing Attack 
 
This attack can be done by setting up a trusted link with a victim’s mobile Bluetooth 
device via paring process. Subsequently the attacker makes the move to erase the record 
of established relationship devices from the victim’s device paired list but not from the 
link key database. By doing this, not only the data from the victim’s device can be access 
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but also the attacker can gain the privilege of access the services like internet and WAP 
from the victim’s device without the legitimate user’s knowledge. 
 
8.4 Synthesis and Security Measures 
 
As we studied above and analyzed the security issues related to a Bluetooth device, here 
we are going to discuss that how we can secure our Bluetooth device from the attacks.  
 
8.4.1 Hardware Measures 
 
A Bluetooth device address (BD_ADDR) is a unique 48 bits address for each and every 
Bluetooth device. It use for generating a link key and encryption key.  A key generation 
algorithm can create the unit key and combination keys with the help of the device 
Bluetooth address and any randomly generated number. Link keys can be in three forms 
such as Master key, unit key and the combinational key.  Master key is generated by the 
master unit. It is a temporary key and used to change a current link key. A master unit 
uses the master key whenever it wants to send any information on several slave units.   
A unit key is generated in a device when it first appears in the network. It can be 
dangerous and exchanging of unit keys must be controlled with the mistrusted host. 
Combination key is a unique link key, derived from the information of both the 
communicating devices. It is unique in a sense if the unit key of any of the device is 
discovered; the link can not be compromised. 
Frequency hopping scheme also offers protection for Bluetooth hardware. It provides 
protection for the communicating devices even when these devices are place among 
different electromagnetic interference such as jamming techniques. Any error occurs 
from hopping the frequency in and out of the interfered band can be corrected by using 
the Forward Error Correction (FEC) method.  
As it is conceived that the frequency hopping scheme protect the authorized users from 
the hackers by transmitting the frequency pseudo randomly, which is conceptual. It does 
not provide protection up to great extant and should not be dependable solely [63].  
User authentication can be provided with be provided by offering voice authentication 
and biometrics. It gives a multifactor identification process. Bluetooth enable devices are 
already using this technique to provide user authentication.   
A third party source authentication can act as a corner stone in the provision of 
authentication. As long as the third party remains secure the devices will remain trusted. 
Jini is a rising technology which offers immediate acknowledgment of new devices 
connected to the network. Jini, which is equipped with its special purpose operating 
system, allows the devices to attach to a network and instantly be recognized, 
independent of an operating system such as Windows or Linux.  
 
8.4.2 Software Measures 
 
Bluetooth provides a Bluetooth PIN at the link level. The Bluetooth PINs length relies 
upon the selectivity of the level security needed by the device user. A Bluetooth PIN can 
be from 8bits to 128 bits long. The Bluetooth PIN is used for authenticating the device 
and works as a variable to generate an initialization key which is the basic requirement in 
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order to authenticate the devices. In order to facilitate the key generation, Bluetooth 
device can use either the PIN of one device or can go for the PIN of both the devices.  
Bluetooth has the tendency to retrieve the PIN from the memory while initializing a 
connection or having an option to enter a PIN. A number of devices come with a fixed 
PIN (by default) to authenticate the devices or else similar PIN should be applied in both 
the devices. If both the devices applying the same PIN then after the completion of 
pairing process, they can not be retrieved again.  
As device authentication is provided, one should look upon the user authentication as 
well. User authentication is necessary and can be done by mean of a password. It 
provides a special level of security [63]. Some of the measures taken for the standard 
802.11 WLAN such as VPN overlay and robust IP-sec should also be practiced on 
Bluetooth device in order to get a high level of security.   
 
8.4.3 Measures for Imperfection in Implementations 
 
Preventing a Bluetooth device from the attack that are being generated due to the 
imperfections in implementation are possible.  
Attacks like Blue-Jacking can be avoided by turnoff your device Bluetooth radio when 
you are in a crowded place such as trains, cinema halls or exhibitions. Turn it off upon 
experiencing any messages anonymously. Only enable it upon its requirement. Setting 
the Bluetooth radio to undiscoverable or hidden mode would be a better and more 
realistic and practical approach against counter attacking a Blue-Jacking attack. A 
Bluetooth radio can me set up to this configuration afterwards the pairing process is 
complete with any other trusted Bluetooth enable device. By doing this, your Bluetooth 
device will remain invisible and will not turn up when an attacker is looking for 
Bluetooth devices and mean while your connectivity will not be effected and keep your 
communication continued with the trusted host. Further more avoid responding favorably 
on any message when you are in a crowded place.   
To prevent against Blue-Snarfing attack can done by using longer pairing codes. 
Numerous applications use 4 digits pairing code although the Bluetooth protocol offers a 
16 digits pairing code. Those Bluetooth enable devices which are utilizing a shorter 
pairing code are easily be threaten by the attackers via using a Bluetooth enabled 
computer. Once the attacker get succeed in cracking the pairing code can easily access 
the personal information but also can use them to perform various activities.  
Regrettably, a majority of people use short pairing code but they are not aware of the 
assaults they are inviting. It is recommended not to use the default pairing codes for the 
applications. It is better to select the input value randomly and to give the attacker a hard 
time.  Further more, checking out the list of paired devices on your Bluetooth enable 
device and erase the record of any unwanted Bluetooth pairing. 
 
8.4.4 Limiting the Power 
 
As a user does not register when it connects to a network, they are imperceptible for the 
networks admin. Therefore, to employ relevant physical security measure becomes more 
difficult for the network admin. In order to avoid this hazard, it is better to keep the 
electric power to a certain limits according to the physical area of their official 
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boundaries. As a result of doing this, it is impossible for a hacker to meet the range of the 
network any where outside the building. Besides this countermeasure, those organizations 
that deals with sensitive information and required a high level of security must not allow 
unauthorized persons from using electronic devices such as laptops or PDAs inside their 
secure areas.   
 
8.5 Conclusion and Future work 
 
As we have examine the various vulnerabilities and attacks surrounded by the Bluetooth 
enabled devices and synthesized them by providing some utile measures in order to 
secure the communication conduct via a  wireless Bluetooth device. As for the future 
prospects regarding the Bluetooth technology’s security is concerned, research teams are 
working hard to make it as secure as they can. Mobile phone manufacturing companies 
are making their best efforts to upgrade their phones with better software that can 
encounter these attacks. According to news published in www.itnews.com by Robert 
Jacques, nearly 2.4 billion components of Bluetooth enabled devices well be transported 
world wide up to 2013 [65]. Hence the users are taking interest in it but beware of the 
intruders as they are always around you. 
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Chapter # 9 
 

Security Threats & their Measures related to VOIP 
 
 Voice over Internet Protocol (VOIP) has turn out to be a well known substitute of PSTN 
because of its cheap calling rates and prominent digital aspects. But on the other hand it 
also gives a boast to security risks due to the combination of data and voice networks. 
The vulnerability involvement is way much higher then the security issues confronted by 
the fundamental IP data network on which a VoIP system depends upon. Therefore in 
this chapter we focused on a range of security issues that a VoIP based network may face 
and examine some countermeasures for those security matters. 
VoIP technology is an IP based packet switched network that allows their clients to make 
and receive telephone calls by using a broadband connection. It provides a transmission 
medium for the phone calls by using internet connection and delivers the voice data in the 
packet format over the internet. A client does not have to pay any extra amount of money 
for making telephone call over the internet beyond what he/she is paying off for 
accessing the internet.   
The VoIP, IP based network comprises on end terminals (telephones), control nodes and 
gateway nodes. It can use numerous media which includes fiber optics, Ethernet and 
wireless. The VoIP system can work together with local as well as remote VoIP phone by 
utilizing intranet, internet and phones linked with PSTN via gateways. 
 

 
Figure # 9.1 – VOIP System 
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9.1 Data Processing in VoIP 
 
The data processing in VoIP contains signaling, encoding and transportation and gateway 
check. There are signaling protocols that are designed to establish, terminate and manage 
calls between two or more parties. H.323 and SIP are the two most commonly used 
application layer signaling protocols to create and manage calls. Once a call is establish, 
the analog voice data is converted into digitized form by using an ADC and then the data 
is segmented into smaller packets with the help of a compression algorithm to cut down 
the volume of the data to be transmitted. Then the RTP carries the data packets 
containing voice sample over the internet. RTP packets contain a header which helps the 
data to be reassembled on the other hand. UDP carries these packets as payload for 
ordinary data transmission. While on the other end, the whole process is upturned and the 
digitized voice is reconverted into analog signal by using a DAC. Then the IP network 
checks that the real time speech which is sent crosswise the telephony system is actually 
converted to another format by the gateway.  
 
9.2 Security Analysis related to VoIP 
 
An analysis of the overall security of the VOIP revealed the certain loop holes. These are 
key concern issue that we came across in VOIP and they are listed as following. 
 
9.2.1 Eavesdropping 
 
Eavesdropping is the attack on the confidentiality of the information. The attacker 
secretly keeps an eye on the on going conversation between two end users. 
Eavesdropping can be done to black mail the other party or to gain someone’s sensitive 
information which can be use to plan an attack afterwards [66]. Not only voice data can 
be monitored but also the fax data can possibly be captured.  It is comparatively easier to 
tap in to a call on the VoIP rather than a traditional PSTN telephone network.  
 
9.2.2 Toll Fraud 
 
Toll fraud is an attack on integrity. Masquerading is common to make unbilled long 
distance calls. The attacker employs a cloned identification of a legitimate phone to make 
countless long distance calls. At the end, the victim had to face the demand for payments 
of these calls. 
 
9.2.3 SPAM over Internet Telephone (SPIT) 
 
The capability of bombarding bulk mails of solicitation with little or free of cost by using 
E-mail is known as SPAM. Mostly the telemarketing or commercial advertising firms 
capitalized to flood bulk of voice solicitation on VoIP phone device is know as SPAM 
over Internet Telephone (SPIT). 
Since all the VoIP ID has a particular IP address, the spammer flood millions of VoIP 
accounts with messages in no time. These messages can apparently fill up the victim’s 
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mail box or it kept on playing on the victim’s phone. It makes the system congested or 
likewise the system starts denying all the necessary calls [67]. 
 
9.2.4 Denial of Service Attacks (DoS) 
 
DoS the attack on availability is one of the most vulnerable threats for any network. In 
DoS attack, the attacker tries to make impossible for the phone to operate in its 
conventional mode. The phone loses the connectivity and further processing. The client 
becomes helpless as he can not make a call or receive a call. The attack can forbid the 
calls from all possible addresses or it can be more specific and forbids the call from any 
particular address. The attempt of making DoS attack can be done by flooding immense 
amount of data packets hence it consumes the bandwidth of the network.  
 
9.2.5 Caller ID Spoofing 
 
The attack name as Caller ID spoofing, compromises the integrity. Every phone 
possesses a particular phone number which is related to the device. Impersonating 
someone’s ID with having a device can be attempted to make an attack on placing a call 
or on receiving a call by spoofing the identity.  
The attacker employs a VoIP phone device to impersonate the ID of a legitimate user’s 
device and make is register with the phone system. Now the attacker can no only reply to 
the calls that have been intended for the legitimate user’s number but he can make the 
calls from that spoofed device [68]. By spoofing the caller ID of a legitimate user, an 
attacker can get the financial details and credit card information of that user. 
 
9.2.6 Call Data Record Manipulation 
 
The CDR maintains the database of calls made and received by the system. It also 
contains the information of time, date and duration of the calls made or received by the 
system. 
Once the attacker gets the access to the CDR, he can view and analyze the calling 
patterns and might get to know the insight matters of these calls. Things can go worst 
once the attacker gets the write access to the database. The attacker can not only 
manipulates but also can delete the call records. The reason behind all this can be stealing 
the service charges or some criminal activities from the view. Deleting the call logs and 
manipulating of phone numbers from which or to the calls were placed on the system, 
without a doubt pointing towards hiding something to be in black and white. 
 
9.2.7 Redirecting the calls 
 
The particular attack is on the confidentiality and the integrity of the data. In VOIP 
system, flexibility considered as major factor. It offers an easy way for the caller to dial a 
single number to redirect the call to its owner does not matter where he is. It is an 
advance feature but yet can be extremely vulnerable if the attacker compromises the 
particular feature. The attacker can redirect the calls to his own telephone and can listen 
to the confidential details. 
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9.2.8 Modification of Voice Streams 
 
It is an attack on confidentiality and the integrity of the information. It can also be called 
as man in the middle attack as the attacker can not only listen to the conversation going 
on between both the parties but also have the capability to modify the communication. It 
involves the replay of a formerly captured conversation so that the person on the 
receiving end hears a different content than the actual one conveyed by the sender at that 
time. It is a bit difficult to change the whole conversation due to the irregular nature of 
human speech. But again it can alter the meaning of conversation for instance altering a 
simple “Yes” to “No” or “Sunday” to “Monday” can make a big difference in answering 
of a question. By cleverly manipulating couple of these words, an attacker can capture the 
financial details and password of a victim and using up the assets [69].  
 

 Availability Confidentiality Integrity 
Eavesdropping  X  

DoS X   
Caller ID Spoofing   X 

Toll Fraud   X 
CDR Manipulation  X X 

SPIT X  X 
Redirecting the Calls X X X 
Modification of VoIP 

Stream  X X 

 
Table # 9.1 - Various Security Concerns and their affects on VoIP System 

 
9.3. Attacks related to VoIP System’s Protocol 
 
9.3.1 Altering a SIP Message 
 
By performing a man in the middle such as IP spoofing, MAC spoofing or hijacking of 
SIP registration the attacker gets the opportunity to alter some or all of the features the 
SIP message. By altering the SIP message, the attacker can redirect the calls to any other 
user.  
Same strategy for the prevention of alteration in SIP messages as it has been described 
above. Make secure the transport mechanism of TCP and UDP by utilizing TLS. By 
doing this, the SIP messages are not only protect to be read by the attacker but it also 
prevent the attacker to alter the SIP messages 
 
9.3.2 SIP Redirect 
 
SIP uses a server application that gets request from a phone and replies back a redirection 
response representing where the request is retried. It sets aside for the caller to call on a 
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single number to redirect the call to its owner no matter where he is. By compromising 
the redirection server and place a command on it to redirect the call to any other address 
assigned by the attacker, the attacker can get all the inbound calls intended for the 
legitimate user. The attacker can also make the phone network invalid by redirecting the 
all the calls to an imaginary device. This attack occurs due the inefficient authentication 
in the SIP protocol. Strong passwords and strong authentication such as TLS would 
prevent a grate deal against SIP redirect attack. 
 
9.3.3 SIP Bye/Cancel Attack 
 
The attacker can make a SIP message with Cancel or Bye command in its payload and 
place it to the terminal which results in ending up an ongoing call. As a result of flooding 
continuous stream of SIP bye message, the phone would stop operating in a normal mode 
and fails to make and receive a call. This could be prolonged to plentiful phones making 
a system wide disturbance of service. This attack occurs due to the lack of strong 
authentication between the user agent and the control node. Provision of high level of 
authentication can prevent this attack. The user agent must check if the Cancel or Bye 
Command is made from a trusted or mistrusted node. 
 
9.3.4 Hijacking of SIP Registration 
 
As we have mentioned above that SIP is an application layer signaling protocol which is 
use to establish, terminate and manage a session between two parties. In order to direct 
all the incoming calls to the phone, an IP phone or user agent must get the registration 
from the registrar or SIP proxy. The SIP registration hijacking can take place if an 
attacker impersonates the legitimate IP phone or user agent and swap the actual 
registration with its own address. By doing this all the inbound calls are directed to the 
attacker’s address. The attacker either can hijack the registration of a single user or he can 
attack directly to a high traffic node or media gateway which can be resulting in 
outbound calls blockage.  
Presently, the registration process between the user agent and the control node is carried 
out by UDP and TCP. The hijacking of SIP registration can be stop by applying an 
authenticated secure connection with the help of Transport Layer Security (TLS). 
 
9.3.5 RTP Payload 
 
The real time transport protocol (RTP) is an expansion of UDP protocol with an 
additional feature of sequencing information, conveys the encoded voice message to both 
the caller entities. By attempting a man in the middle attack, the attacker gets the access 
to the RTP media stream and then the attacker can not only eavesdrop on messages but 
also can change the payload of the messages. The attacker can also encapsulate noise or 
their self made message into the packets. Therefore, either the conversation would be too 
much noisy which makes the conversation impossible or the entire meaning of the 
conversation is changed. 
The use of Secure RTP can prevent the eavesdropping and altering the payload. Strong 
level of encryption would be a great deal in preventing against this attack. 
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9.3.6 RTP Tampering 
 
By using the chronological sequence and the timestamp of the fields in the header of the 
RTP packets, the sequence of the packets can be rearranged or turned it into 
impracticable mode. All these attempts would be enough to make the conversation 
unintelligible. The SRTP protocol would help in concluding that the RTP headers have 
been altered. Separating the VoIP traffic from non-VoIP traffic would be very beneficial 
as it becomes more complicated to gain access on the VoIP based traffic and hence 
monitoring and alteration of data packets becomes more complex. 
 

 Availability  Confidentiality  Integrity 
Altering SIP 

Messages 
 X X 

SIP Redirect X X  
SIP BYE/Cancel 

Attack 
X   

Hijacking of SIP 
Registration 

X X X 

RTP Tempering X X X 
RTP Payload X   

 
Table # 9.2 - Attacks related to VoIP System’s Protocol and their Impact 

 
9.4 Attacks related to IP based Networks 
 
9.4.1 Physical Attacks 
 
By altering the physical components of the VoIP network i.e. the handsets, switches, 
VoIP server etc.; the attacker can easily compromise the confidentiality and availability 
of the system. The physical components that help to form a VoIP system must be 
prevented from the access to any person other than the administrative authorities. 
 
9.4.2 Address Resolution Protocol (ARP) 
 
The attacker can create its MAC address and an IP address by flooding fake ARP packets 
in the ARP cache of the victim node. By doing this the attacker can pretend to be as a 
controlling node or as a terminating unit in the VoIP system. To holdback suck attacks, a 
dynamic ARP Inspection (DAI) should be use to check for valid IP to MAC address of all 
the ARP packets prior to sending to their destination and updating the local ARP cache. 
 
9.4.3 MAC Spoofing Attack 
 
A new node can be created onto the network by spoofing the MAC address which is the 
exact replica of an occurring MAC address. It helps the attacker’s node to be appearing as 
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an authorized node onto the VoIP system. To prevent against this attack can be done by 
prevent new nodes without authenticating them with the connection rendering port on the 
network. 
 
9.4.4 Malformed Packets 
 
The attacker sends the malformed packets onto the nodes of a system which on a result 
disables the nodes to manage extra traffic on a VoIP system. By continuously updating 
the nodes with the latest software and high capability firewalls should be use that have 
tendency to disallowing the malformed packet to enter in the local domain can prevent 
against this attack. 
 
9.4.5 Flooding TCP SYN flag 
 
By flooding immense amount of packets and TCP SYN flag on the buffer at the victim’s 
node, the buffer eventually gets overloaded and no user can make a connection to the 
receiving node. The countermeasure against this attack can be done by properly 
configuring a high capability firewall and sending SYN-ACK with the sequential number 
prior to assigning a buffer.  
 
9.4.6 TCP or UDP Replay 
 
The attacker can get all the necessary information from capturing the packet and utilized 
it in making a new connection onto the network. Therefore by using the identification of 
another device the attacker can register his personal device with the system to make and 
receive calls. To prevent against this type of attack, session encryption along with the 
proper sequence number is needed. The packets would be decrypt and check for the 
actual sequence number must be done on the receiving end. 
 
9.4.7 IP Spoofing Attack 
 
With the help of IP address spoofing of a trusted host and flooding a fake message onto a 
network, an attacker can get a backdoor access of a network. An attacker can also 
masquerade the end node or a control node of VoIP network by dong this. To prevent 
against such an attacks, routers should be configured in such a manner that do not allow 
any incoming packet from the source address possess by the local domain. Similarly no 
packet should be sent out to the source address that is not in the range of local address 
range. 
 
9.4.8 Trivial File Transfer Protocol (TFTP) 
 
The end nodes are set up to locate a TFTP server in order to update software on the 
device and getting the configuration information. Once the attacker get succeeded in 
making a fake TFTP server on the network, the attacker can make the billing fraud as the 
nodes could get the fake configuration about the ID’s of other end nodes. This attack can 
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be prevented by using an authentication connection to configure the TFTP server i.e. TLS 
along with SSL utilization.  
 
9.4.9 Dynamic Host Configuration Protocol (DHCP) 
 
By flooding DHCP requests on any MAC address on a local network the attacker can use 
up all the available slots of IP addresses in the DHCP server. By doing this the attacker 
can saves a node from getting an IP address so that the attacker can connect to any other 
server of the system. Such kind of attack can be prevented by authenticating MAC 
address of the node before transmitting and receiving traffic on the network. 
 
9.4.10 Internet Control Message Protocol (ICMP) 
 
A node can be degraded or lost the connection to the network by flooding an immense 
amount of ICMP packets on that particular node. Only degradation is useful to reduce the 
performance of a VoIP network. This attack can be countermeasure by the configuring 
the router in such a way that it can deny the unnecessary ICMP packets, limits the ICMP 
fragmentation and to cope with the ICMP request and response.  Further more the VoIP 
system must also be on a split LAN and VLAN firewalls with the similar setting for the 
attacks arising from internet PCs. 
 
9.4.11 Buffer Overflow Attacks 
 
Buffer overflow attack takes advantage of the flaws of software that tries to hold on large 
amount of data in a buffer than it meant to store in it. Therefore the additional data floods 
into the neighboring buffer or the attacker can also hijack the program. The particular 
attack can be utilized against the controlling nodes or the devices contains by a VoIP 
network. To countermeasure such an attack the nodes based on the operating systems 
should be managed with the current patches. 
 
9.4.12 Operating System Attacks 
 
Numerous vulnerabilities exist in the operating systems along with the gateways and the 
controlling node in a VoIP network. VoIP phone can be use as a soft phone on notebooks 
and PCs. To prevent against OS attacks, the OS should be updated and the gateway nodes 
and the controlling nodes platforms should be secure from compromising. 
 
9.4.13 Virus and Malware Attacks 
 
Virus and malware can degrades or unable the node to address the call traffic. By keep on 
updating the OS patches, gateway and controlling nodes and by the usage of AV 
software, these attacks can be countermeasure. 
 
9.4.14 CDR Attacks 
 

      76



As the control nodes manages the CDR in the database, these call logs can be exploited 
with the help various vulnerabilities created for database software. The attack on CDR 
can be countermeasure by assigning the database on a separate LAN/VLAN based on the 
signaling traffic. By doing this the attacker remain unable to send and receive data from 
the database maintaining server. 
 
9.5 Synthesis and Security Measures related to a VoIP Network 
 
By doing synthesis of the security related measure we came to know that every VoIP 
phone requires the preliminary configuration information to enter in a VoIP system. 
Setting up a phone is difficult while on the other hand getting configuration information 
from a suspected source can again become a cause of a problem. The phone that is 
preconfigured at the time of manufacturing along with the public key of numerous 
servers allows an existing mechanism for the purpose of authentication of a configuration 
server. Another possibility is by configuring the phone with the help of public key or 
shared secret. It can be done by furnishing the hardware key or the device to the installer 
which can go along with the phone and by the provision of an exact mean of copying the 
public key on to the phone.  
To get the phone’s configuration the phone must have to send a request to the DHCP 
server. From the reply of the DHCP server the phone can get both the IP addresses of 
itself as well as of the configuration server. Now the phone can set up a connection with 
the configuration server by utilizing the TLS. Through out the handshake the authenticity 
of the server would be set up by using the public key holds by the phone device and the 
private key contains by the configuration server. If both the keys were mismatched the 
phone would be unable to load the configuration information from the server or else the 
phone can load the configuration information by utilizing the FTP over the secure TLS. 
 
9.5.1 Signaling Authentication 
 
In the VoIP network, SIP protocol is use in between the connection of the phone and the 
server. The phone has to show the identity which consist of the MAC address and the IP 
address in order to get registered with the SIP server.  Precautionary measure are taken in 
order to reduce the spoofing of MAC address or the IP address of the device but it is 
always there some how. Using IPSec protocol between the phone and the server offers a 
firm mechanism for encryption as well as for authentication purpose. Key sharing which 
plays a vital role in maintaining trust between the phone and the server is always been a 
difficult task to accomplish for bigger networks.  
IPSec offers three mechanisms to establish keys.  

• By manually configure each phone with its keys. It can also be done automatically 
but it is prohibitive for large scale networks.  

• By implementing DNS secure (DNSSec) protocol. 
• Or by employing Certificate Authentication (CA).  

 
In order to use a configuration server as a key distribution channel for the phone, the 
phones have to adopt the TLS encryption and authentication configuration. When the 
configuration request is placed for the phone, the phone gets a set of keys in order to 
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establish the IPSec authentication with the server. By using the IPSec authentication 
header protocol between a phone and the server provides connectionless integrity of the 
calls. It provides a great level of security against the masquerading attack.  
The IPSec AH protocol also provides integrity for the messages by letting the receiver to 
observe if the information in the payload has been tampered. It also avoids the attacker to 
alter the call request by swapping it destination phone number to its own number. It also 
prevents the phone to react on to the command made by a spoofed call manager. The 
target node would refuse the cancel/Bye attack from any spoofed call managers due to 
mismatching of key database from the authentication information. 
 
9.5.2 Division of Voice and Data Traffic 
 
Division of voice and data traffic onto separate networks can be a cornerstone in 
maintaining a high level of security. By doing this, numerous attacks can be prevented as 
the attacker would be unable to use workstations and PC and as a result, can not easily 
get the access to the VoIP network. As it would be too much costly to run two separate 
networks therefore the division is executed with the help of VLAN. Switches of the 
network design VLAN by providing routing among the devices consist on the similar 
VLAN. Implementation of VLAN is carried out by the switches in the network which are 
configured by the Network administrator so that it allows devices to route existing on the 
same VLAN [69].  
In order for a PC to employ a VLAN technology successfully and establish a second 
LAN port for VOIP telephone it should have connection over data LAN instead of voice 
LAN when it is connected to a phone. Connectivity will be needed in some manner 
between data LAN and voice LAN. Data segment of the network is usually where voice 
mail servers are usually employed. A controlled connectivity will be required between 
the VoIP call controlling servers and the voice mail servers and this could be achieved by 
installing a SIP-aware firewall between the two entities. 
 
9.5.3 Applying Encryption 
 
Protect the voice conversation form eavesdropping is primary need of any network. By 
utilizing Secure Real Time Protocol (SRTP) offers the authentication and confidentiality 
for the payload supported by the RTP protocol. The SRTP protocol does not need large 
number of key pairs to authenticate two entities but a single master key pair. The SRTP 
RFC depends upon the rising key exchange protocol for exchanging the keys such as 
Multimedia Internet Key exchange protocol (MIKEY). Pre-shared secret keys offer a 
mechanism to MIKEY for generating session keys. The messages sent by SRTP protocol 
are encrypt by utilizing these session keys. The other method for generating session keys 
depends up on the public key cryptography.  
The node uses asymmetric cryptography technique for the purpose of generating and 
exchanging session keys. Then the SRTP session continues in the same way as for pre-
share keys and use matched keys to encrypt the SRTP message by employing secret key 
cryptography. On the other hand, IPSec holds a suite of protocol and key exchange 
algorithm. A secure tunnel can be introduced between two entities by using different 
protocols into an IPSec suite.  
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9.6 Conclusion and Futuristic Work 
 
Today due to its cheap calling rates VOIP is becoming popular everyday and surely will 
become the future of telecommunication. As we have studied earlier in this chapter about 
the security concerns related to a VOIP system and the steps should be taken in order to 
overcome these issues. The future development in VOIP system needs some areas to 
work really hard. Due to regular growth of VOIP users the attackers are also emerging 
with various attacking techniques. An immense amount of research work is required in 
order to achieve a higher level of security. Refining the VOIP protocol is also needed.   
All in all, security vulnerabilities always make impact on the infrastructure of every voice 
or data communicating network but to address them properly can make them more 
reliable.  
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Chapter # 10 
 

Conclusion 
 

Through the course of this report after studying in detail several wireless technologies we 
derived a conclusion that with such rapid advancement taking place in different fields of 
wireless technologies it is very hard to comprehend each and every security aspect of any 
particular technology. Each day brings a new challenge, although people are working 
relentlessly to ensure the safety of the wireless networks, it will always be impossible to 
make a certain network completely secure and free from any malicious intend. Security 
specialist for now have covered majority of loop holes pertaining to different wireless 
networks and have successfully pointed out various other vulnerabilities of the network.  
Achieving high level of security is not easy because modern age algorithms do tend to 
make the service slow and also because of the cost maintenance, but it is a small price to 
pay considering the risk at hand if information is lost in the cyber world. Developing a 
certain level of trust with the customer will go a long way in order to combat security 
concerns. Each technology that we have come across has its own security concern and 
with the merger of several technologies in the future and with mobility being a key factor, 
maintaining an acceptable level of security will always be complex though not 
impossible. 
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