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ABSTRACT 
 

 

Context: Cloud computing is reshaping the service-delivery and business-models in Information and 

Communications Technology (ICT). The Information Technology (IT) sector has benefited from it in the 

previous 3-5 years. Despite the attraction of cloud computing, it is required to have an effective 

application migration strategy. Cloud computing with its diverse provisioning models makes it possible 

for telecom vendors and service providers to decide effective service and business models. Currently, 

cloud computing contains security, performance and dimensioning considerations for telecom companies. 

 

Objectives: This thesis assesses the trends and issues associated with the cloud, with telecommunications 

perspective, while leveraging the cloud to come to a decision on a suitable cloud environment for telecom 

grade applications. Analysis of maturity of public cloud (in terms of compatibility, consolidation, 

compliance and standardization) in general and Amazon cloud in particular, is part of the thesis objective. 

While doing so, deployment of a telecom-grade product in the Amazon cloud will be evaluated against 

the current on-premise deployment. We want to identify architectural difference between the two 

domains, and what issues are faced when a migration is planned. This evaluation between two systems, 

i.e. on-premise and the cloud will significantly contribute to the research and can be used when making 

business decisions.  

 

Methods: We conducted literature review, survey, and a case study, assessing the above mentioned 

objectives. Research papers from academia and industry were chosen for literature review; personnel, 

with experience in cloud computing, were chosen for the survey; and a telecom-grade platform was used 

to assess the migration issues on Amazon cloud in the case study. The Ericsson Composition Engine 

(ECE) was used to check what deployment issues it can have on Amazon cloud. Its on-premise Reference 

Deployment Architecture was compared with the cloud-based Reference Deployment Architecture. This 

case study served as a confirmation to results obtained in the literature review and survey.  

 

Results: In the literature review and survey, we found motivations, trends, current applications, and 

challenges of cloud computing for telecom. It was found from the case study that Amazon Web Services 

(AWS) lacks application and network centric attributes that are required in ECE deployment. We propose 

recommendations that can be integrated with ECE while deploying it in a public cloud.  

 

Conclusions: Companies are choosing cloud vendors that uniquely give ease of migration and control, 

based on application needs and compatibility. ECE cannot be directly migrated to AWS, unless we 

provide Amazon specific modifications in the architecture. The survey and literature review support a 

private and/or hybrid strategy for ECE, along with the inclusion of cloud networking into the ECE 

package.  

 

Keywords: Cloud Computing, Telecommunications, Amazon Web Services, Ericsson Composition 

Engine
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CHAPTER 1 
 

INTRODUCTION 
 

1.1 Overview 
 

Cloud Computing has its roots in Grid Computing and Utility Computing [11]. Grid Computing has been 

playing a vital role in scientific research. Scientists work on scientific applications using High-Performance 

super-computers employing parallel processing. Virtualization started at the OS-level, using mainframe 

logical partitions for multitasking. After this, companies were able to provide shared computing capacities 

to multiple processes with different configurations on the same systems. Later, companies like Amazon 

introduced virtualization in commodity computers [41], in order to provide services over the internet. 

 

As the internet data-transfer speed increased, it was visualized that these computing capacities can be 

provisioned at a larger scale through the internet. IT companies saw promise and opportunity in this 

internet-enabled compute utility model [69]. So, cloud computing started its maturity journey for IT 

enterprise, and the SPI (SaaS, PaaS, IaaS) [71] model was born. End-users were able to consume services 

using software-as-a-service, developers were able to develop code and applications in the cloud using 

platform-as-a-service, and SMBs (Small and Medium Businesses) were able to rent computing capacities, 

storage and networking, from the cloud provider, using infrastructure-as-a-service. This created a boom in 

the IT sector service-provisioning and business-agility, leading to a growth in the cloud services market. 

Telecom companies follow this new provisioning model, and started developing solutions from/for the 

cloud. 

 

Cloud computing has become a revolutionary concept in IT and Telecom, reshaping the business models 

[32] [44], service offerings, and hardware/software provisioning, thereby unleashing new revenue-

generating services. Cloud computing has become one of the highly used terms in the industry by 

companies, developers, and the end users. There is an immense research going on cloud computing in the 

industry and academia [3]. Many companies, from SMBs (Small and Medium Businesses) to large, are 

shifting towards cloud implementations of their on-premises systems. These companies are required to think 

of multiple aspects of a cloud like application design [4], cloud-provider maturity, security, dimensioning, 

scalability etc. Testing their systems in the cloud requires a clean relocation of their current applications to 

the cloud. Cloud computing has multiple facets when it comes to industry segmentation. For example for 

mobile applications, mobile clouds are being developed [75], and to cater for security private clouds are 

being developed. The telecom sector questions if the maturity of the cloud can be used for telecom 

application delivery. Nowadays we are witnessing a shift of telecom service providers and vendors to the 

cloud. We have researched and analyzed these trends, telecom sector concerns, cloud options for specific 

telecom product, and ways to deal with the migration problems. 

 

 

1.2 Motivation and Research Questions 
 

New cloud computing models are being developed both in industry and academia. Due to its attractive and 

promising offerings in terms of low cost of infrastructure-ownership and highly scalable on-demand 

computing resources, individuals and enterprises of all levels, are shifting towards cloud-based approaches. 

Telecom industry is investigating cloud computing and its use in the telecom-based applications in terms of 

providing Quality-of-Service (QoS) and low-latency services to its customers [55]. 
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Since cloud computing is a paradigm shift in service provisioning model, it is important to analyze its 

maturity level for telecommunications. To get knowledge about its maturity level, we need to analyze 

current trends in cloud computing for telecommunications. This trend analysis will show deployment 

strategy that will be useful for the telecom enterprise. If this trend analysis is complemented with a 

feasibility study of a real world enterprise-grade application deployment in the cloud, then it will ensure the 

integrity and/or validity of the analysis. From the research perspective, the comparison between the on-

premises and cloud-deployments of the same application, and its related porting issues, will show the main 

differences between the two types of deployments. This will provide us with an update on hidden aspects 

which can help us further progress in the domain of cloud computing for the telecommunications. 

 

High demand of multimedia and internet applications, being consumed by the customers through the 

increased usage of smart phones, is also a factor that is pushing telecom sector to the cloud. But the question 

arises; is cloud computing mature enough to cater with the telecom-grade services? So, in this thesis we are 

trying to find an answer to this question using literature review, survey and a case-study. Amazon Web 

Services (AWS) was picked as the public cloud, on which feasibility for deploying Ericsson Composition 

Engine (ECE) was performed, as a case-study. We have outlined four major research questions for 

conducting this thesis work. The research questions are as follows: 

 

RQ1. What are the trends and applications currently being deployed and maintained in the cloud by telecom 

service providers and telecom vendors? 

  

RQ2. Is it possible to migrate Ericsson Composition Engine (ECE) in the Amazon cloud without significant 

change in the Reference Deployment Architecture (RDA)? 

 

RQ3. What are the porting issues while migrating Ericsson Composition Engine to the Amazon Cloud? 

 

RQ4. What are the telecom sector’s concerns for the adoption of cloud computing? 

 

 

1.3 Thesis Organization 
 

The documentation of this thesis is organized as follows: 

 

 Chapter 1 consists of thesis overview, motivation for conducting the thesis, and the research questions. 

 

 Chapter 2 presents background information. Information like cloud models, platforms, application 

design, overview of ECE, Amazon AWS and related works are discussed in this chapter. 

 

 Chapter 3 presents research methodology for this research work. It covers strategies that we used for the 

literature review, survey and case study. 

 

 Chapter 4 reports down the results and findings from the literature review, survey, and case study. 

 

 Chapter 5 discusses the results and findings. It stretches the work on results so that later on we can get 

conclusion from these discussions. 

 

 Chapter 6 presents our conclusions mentioning specifically the recommendations we have for cloud 

computing in telecom. 
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CHAPTER 2 
 

BACKGROUND AND RELATED WORK 
 

2.1 Cloud Computing 
 

2.1.1 Definition 
 

According to National Institute of Standards and Technology (NIST) [1], cloud computing is defined as  

 

“Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management effort or service provider interaction [1]”. 

 

 

2.1.2 Deployment Models 
 

Cloud can be classified under different sub-categories according to the deployment models. These 

deployment models are categorized based on the network infrastructure, physical location of the computing 

resources and the proposed utilization of the model. The most commonly seen deployed models are private 

cloud, public cloud, hybrid cloud, and community cloud. 

 

 Private Cloud 

 

Private Clouds are the infrastructure designed and operated by a single enterprise and are hosted mostly 

within the premise of the enterprise. In this deployment model, the computing resources are used solely by 

the enterprise and the enterprise has full control over the underlying hardware and software environment. 

Some companies do not host hardware in their own datacenters, while enjoying some of the benefits of a 

private cloud. This sort of model is termed as virtual private cloud. 

 

 Public Cloud 

 

Public Cloud is a pool of computing resources where the infrastructure is owned by the cloud service 

provider and the service is offered to a large group of users on the basis of utilization of the resources. In 

this model, the resources are shared among the customers, and the service is offered through the internet. 

Amazon’s Elastic Compute Cloud (EC2) is one such example of public cloud. 

 

 Hybrid Cloud 

 

Hybrid Cloud is the composition of both private and public cloud models. In this cloud model, companies 

connect their private cloud with the public cloud. They run some servers on their private cloud, and when 

need arises to extend the infrastructure, they extend it to the public cloud. This model has become attractive 

as many organizations are moving to the public cloud due to its benefit of highly available and scalable 

resources but still want to store and process the critical data in the private cloud. This model also brings 

inter-cloud into perspective, where an application runs on multiple clouds for micro-level provisioning. 
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 Community Cloud  

 

NIST [1] defines community cloud as a cloud infrastructure which is shared among several companies and 

facilitates a particular community e.g. education, healthcare. It is a best fit for public sector organizations. It 

makes it possible to have a specific cloud infrastructure for a specific business or service vertical. This 

implies that a strong and acceptable open standard is needed so that all can adhere to some kind of common 

compliance. This will ensure ease of interoperability too.   

 

In Community Cloud, an effort is being made to put three important areas into it, namely distributed 

resource provision from Grid Computing, distributed control from Digital Ecosystems, and sustainability 

from Green Computing [15]. 

  

 

2.1.3 Service Delivery Models (a.k.a. Market Segments) 
 

Cloud Computing, in general, is classified under three different models i.e. Software-as-a-Service (SaaS), 

Platform-as-a-Service (PaaS) and Infrastructure-as-a-Service (IaaS) according to the service that is 

provided. Apart from these many sub-variants have been introduced in the market e.g. Database-as-a-

Service (DaaS), Networking-as-a-Service (NaaS) etc. In general this trend is called Everything-as-a-Service 

(XaaS).  

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

Figure 1: Cloud computing service delivery models (85) 

 

 

 Software-as-a-Service (SaaS) 

 

SaaS is the most commonly used service delivery model that provides software or application, on-demand, 

to the customer, using internet. The benefit of SaaS is that the end user does not have to buy the software or 

pay for license, albeit they pay for the service, and licenses are available for type of service they consume. It 

reduces the costs and helps customers get rid of installation of the software on their own machines. The 

software and application is accessed through a web browser or any other thin client interface. In this model 

customer does not has any control over the underlying hardware infrastructure or the application platform. 

The most common examples of SaaS offerings are content management, document management by the 

companies like Salesfore.com, Google Apps, and also online backup services provided by telecom 

operators. SaaS affects software architecture, delivery, and purchase mechanisms. Customers also get rid of 

software upgrades, licensing issues, installation, configuration, and maintenance.  

 



 

5 

 

 Platform-as-a-Service (PaaS) 

 

PaaS is often termed as SaaS development platform. PaaS facilitates the environment for developing, testing 

and implementing applications without having any control over the underlying operating system and 

hardware infrastructure. Software developers are the ultimate users of PaaS and work on the provided 

platform with toolkits and supported programming languages like Java, .NET etc. Examples of PaaS are 

Google App Engine from Google, force.com provided by Salesforce and Microsoft Azure. 

 

 Infrastructure-as-a-Service (IaaS) 

 

In IaaS, customers have greater control over the provisioned resources, and hardware provisioning. IaaS 

providers provide the infrastructure, with network resources, servers, and storage space, on-demand and on 

a rental or pay-as-you-go basis. Users of IaaS have full control over the platform and the software that are 

deployed on the infrastructure. Amazon Web Services (AWS) is one of the leading providers of IaaS and 

offers services like Elastic Compute Cloud (EC2) [23] [41], Simple Storage Service (S3), and Virtual 

Private Cloud (VPC). Terremark, IBM Enterprise cloud, Rackspace etc are some of the other examples of 

IaaS providers.  

 

 IT-as-a-Service (ITaaS) 

 

ITaaS combines SaaS, PaaS, and IaaS in a unified model in which an organization gets all these services 

from SaaS, PaaS, and IaaS using their public, private or hybrid strategy. Microsoft deems ITaaS as one of 

the most important areas to be realized in an organization [16]. In ITaaS market segment, a company can 

maximize its usage of web 2.0, SOA app design, virtualization, and cloud-based technology platforms [17]. 

 

 

2.2 Key Technologies and practices in the Cloud 
 

The assessment here is solely based on the requirements of the Internet and Communications Technology 

(ICT) sector. Cloud providers are using Internet Protocol (IP) infrastructure where IP protocols are used for 

communication services. For storage and processing, cloud providers are using multiple environments to 

have a dynamic approach for storage and processing. Distributed databases with encryption capabilities, and 

highly scalable storage techniques are being used in the cloud [28]. 

 

All the major cloud providers are constantly increasing their infrastructure capabilities to make their 

infrastructure attractive for enterprises. For example, the provision of networking-as-a-service in Amazon’s 

Virtual Private Cloud (VPC) [42] provisioning is a new step which will help enterprises become confident 

in handling their important data in the cloud. 

 

Currently, the main task of the operators and telecom enterprises is the transformation of the next generation 

datacenter into the cloud [1]. This task entails that the benefits of Cloud Internet Data Center (IDC) should 

be a subset of the benefits provided by their local datacenter. So the technologies used in local datacenter 

must be in sync with the cloud provider’s data center solution. 

 

The main technologies provided, but not limited to, are as follows: 

 

2.2.1 Virtualization 

 

Cloud providers have managed to provide many levels of virtualization in their networks. For example, OS 

virtualization, kernel-level virtualization, files system Virtualization, and, Network or I/O virtualization. 
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This enhanced aspect means that many types of network and software configurations/architectures can be 

ported to the virtualized world. Amazon AWS has gone far in this and provides both partially-virtualized 

and fully-virtualized systems. Root access to virtual machines and ability to let networking play its part in 

VM to VM communication means many types of applications can be ported to the Amazon Cloud. But does 

this means that we need not change the application architecture in order to deploy it in Amazon Cloud? 

 

2.2.2 Load Balancing and Scalability 

 

The ability to scale out while maintaining the desired level of service is visualized through the help of load 

balancing. Load balancing provides availability to services within single or multi-cloud environments. They 

distribute the load among redundant servers based on the traffic load. On the other hand, scalability can be 

seen in two ways. To scale up/down means that server can be up-graded/down-graded with RAM, storage, 

networking capabilities, and processing power. On the other hand, scale out/in means that servers can be 

added or deleted from the server pool. 

 

 

 

2.2.3 Virtual Private Cloud (VPC) Provisioning 

 

Many cloud providers have included the provisioning of VPC in their offerings. This was the requirement of 

bigger enterprises which demand IPSec enabled VPN connections to the cloud, and power over the 

networking capabilities. They can get a pool of IP addresses, assign their own DNS servers, maintain 

Access Control Lists (ACL) lists, fully control their cloud network topology, creating rules for outbound 

and inbound traffic, provisioning of internet gateway inside cloud to segregate traffic between multiple 

office localities, and having NAT in their control. These things are provided in Amazon VPC offerings too. 

One thing that cannot be done is the connection to VPC using an IPv6 address. 

 

Switching technology in traditional datacenter is normally gigabit. This concern has been addressed by the 

cloud providers, and provisioning of high bandwidth gigabit interfaces is in place. But the full power on 

creating one’s own virtual interfaces and thus Virtual Local Area Network (VLAN) is not supported in 

many clouds. 

 

2.2.4 Identity and Access Management (IAM) 

 

To be able to create multiple users, permissions, access domains, departmental segregation, and identity 

management, cloud providers have gone through provisioning of giving a separate layer to these 

functionalities. Since cloud can be deployed with different market segments in mind (SaaS, PaaS, IaaS etc), 

it is important to manage identity and access requirements on customers, and in-house staff. 

 

2.2.5 High Performance Computing Technologies 
 

Apart from on-demand computing, high performance computing is one of the most important benefits of 

cloud. A myriad of applications with high computing demands, such as scientific applications, can benefit 

from this area. Large scale experiments from high end IT processes to physics-based research can be carried 

out if a sufficient amount of computing resource is available, especially the one based on distributed and 

grid computing. A great study has been conducted on how Aneka, an enterprise cloud computing solution, 

addressed scientific computing in the cloud using classification of gene expression data and the execution of 

fMRI (functional Magnetic Resonance Imaging) brain imaging workflow [18]. 
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2.3 Cloud Vendors and Platforms 
 

Hoff’s along with some industry experts on cloud computing in 2009 put forth a very comprehensive model 

of cloud computing [2]. This model defines partitioning of the cloud into sub-areas e.g. presentation layer, 

APIs, applications, data, metadata, content, middleware, hardware etc. Figure 2 shows these layers. 

 
Figure 2: Hoff’s Model of Cloud Computing 

 

Each cloud provider whether public, private, hybrid, or community provides services from one or more of 

these layers. Some of the cloud providers are given in Table 1 along with their attributes. 

 

Cloud Name Market 

Segment 

Cloud 

Type * 

Cloud Name Market 

Segment 

Cloud Type * 

AWS IaaS Pu, vPr ElasticHosts IaaS Pu 

Microsoft Azure PaaS, 

ITaaS, IaaS 

Pu, Pr, 

vPr, Hy 

Opsource 

Enterprise Cloud 

Hosting 

IaaS Pu 

Google App Engine PaaS, SaaS Pu, JoyentCloud IaaS, PaaS Pu, Pr 

IBMSmartCloud 

Enterprise 

IaaS Pu, Hy Linode IaaS Pu 

GoGrid IaaS Pu Salesforce SaaS, PaaS Pu 

Rackspace IaaS Pu, Pr Skytap IaaS, PaaS Pu 

Verizon Terremark 

vCloud Express & 

Enterprise Cloud 

IaaS Pu, Pr, 

Hy 

Bluelock IaaS Pu 

Colt IaaS Pu    

*Pu = Public, Pr = Private, Hy = Hybrid, vPr = virtual Private 

Table 1: Cloud Providers, their market segments, and type of service provided 
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2.3.1 Public Cloud Service Providers 
 

Some of the cloud vendors and platforms are described below: 

 

 Microsoft Azure 

 

Microsoft Azure provides a service on which developers can deploy their applications without worrying 

about the technicalities of underlying infrastructure. The environment provided by Azure is best for .NET 

application, and is a good option too if someone wants to deploy applications with mixed environments. 

Microsoft provides compute, storage, virtual network, and certain services which are specifically designed 

for developers [16]. The Azure is built on Midori, which comprises of object-oriented distributed operating 

system. 

 

 Google App Engine 

 

If someone is developing applications in the Java, PHP, or Python then Google App Engine is a very good 

option. It is a Platform-as-a-Service provisioning, and you only have to worry about your own application 

and you are not concerned about the underlying infrastructure, load balancing, and scalability. It also 

provides Task Queue, XMPP, and Prospective Search mechanisms, in its APIs. 

 

Many powerful cloud vendors provide different types of cloud platforms which can be built inside 

enterprise data centers to leverage the benefits of virtualization. These run inside corporate firewalls. The 

other variant of Enterprise Clouds are those that run in public infrastructure but they specifically introduce 

enterprise related dependencies in the cloud e.g. high redundancy and enterprise-class latency. 

 

 IBM SmartCloud 

 

IBM, with its IBM SmartCloud platform provides very solid private cloud functionality for enterprises to 

build upon. HP also provides cloud services to the enterprises and its latest move to provisioning of IaaS is 

another move towards enterprise development. IBM has partnered with Redhat, SOASTA, and RightScale. 

 

 HP, CA, Oracle, and others 

 

HP partnered with Microsoft, and Oracle partnered with AWS, to develop enterprise cloud solutions. CA 

technologies’ AppLogic solution helps enterprises build cloud solutions using an intuitive graphical user 

interface (GUI). On the security level, UniSys Stealth Security Solution provides data protection 

technology. Other major players in the arena are Rackspace, GoGrid, Joyent, AT&T, EngineYard, NetSuite, 

Intuit, Intacct, 3Tera, Appistry, Elastra, RightScale, BMS, and Nasuni. 

 

 VMware vCloud Express enabled providers 

 

Terremark and Virtacore provide vCloud Express based public cloud. Terremark cloud is virtualized using 

VMware. Terremark uses its own datacenter, distributed among 160 networks, globally. Terremark gives 

API enabled web-based standardized architecture. There are more than 450 operating systems that can run 

over their VMs. Terremark also provides hardware-based load balancing which is not available in EC2. 

Terremark also claims to have fiber attached persistence storage. 

 

Virtacore delivers its vCloud Express on pay-as-you-go basis. Virtacore provides high-end availability 

which means if our VM dies for some reason then it is automatically replicated to a new server that is 

automatically created by Virtacore infrastructure. VMware vShield Edge is used for firewall control. OVF 
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format is supported by Virtacore vCloud Express. VMware vCloud Express’s API can be enabled over 

Virtacore.  

 

 VMware vCloud Datacenter enabled providers 

 

Verizon Terremark, Bluelock, Colt, CSC, Dell Services, SingTel, and Softbank provide VMware vCloud 

Datacenter enabled cloud. VMware vCloud Datacenter is used to deliver enterprise-class hybrid solution. 

VMware vCloud Datacenter gives Layer 2 isolation, Active Directory integration, and role-based access 

controls. These features are enabled in the above mentioned clouds. Terremark enables Interconnect 

services (Layer 1), Peering services (Layer 2), and Managed Routing services (Layer 3) within and from 

their data centers. All in all, these clouds enable hybrid model for clients using vCloud Datacenter.  

 
Figure 3: vCloud Datacenter

1
 Enabled Architecture 

 

 

2.3.2  Private Cloud Platform Providers 
 

 Microsoft (Hyper-V Server)
2
 

 

This is a Windows Server 2008 R2 based x64 virtualization solution. It can host multiple operating systems. 

It is a virtualization platform which runs windows hypervisor in between hardware and OS (Operating 

System). It does not contain third party device drivers. A dynamic datacenter with private cloud 

implications can easily be created from it. Linux distributions can be run as guest operating system on the 

Hyper-V. It has integrated virtual-switch support. It also supports live migration of VMs, VM Chimney i.e. 

TCP Offload, and the use of Jumbo Frames (which are good for high throughput). Currently .vhd file format 

can be migrated to Hyper-V. Hardware assisted virtualization should be enabled on the server on which 

Hyper-V based virtualization has to be applied. 

 

                                                 
1
 VMWare Base Enterprise Class Cloud Service, http://www.bluelock.com/cloud-hosting/vcloud-

datacenter/#.TpTIr5sr2so 
2
 Microsoft HyperV, http://www.microsoft.com/windowsserver2008/en/us/hyperv-main.aspx 

http://www.bluelock.com/cloud-hosting/vcloud-datacenter/#.TpTIr5sr2so
http://www.bluelock.com/cloud-hosting/vcloud-datacenter/#.TpTIr5sr2so
http://www.microsoft.com/windowsserver2008/en/us/hyperv-main.aspx
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 Openstack
1
 

 

It is open-source software that can be used to build private as well as public clouds. It is an initiative first 

started by Rackspace and NASA. It has three dimensions Compute, Object Storage, and Image Service. Due 

to its nature of being open source, it has gathered much industry attention. Different kinds of adapters can 

be produced using this technology which can work with other clouds e.g. Atlas-LB, which is a Load 

Balancing as a Service solution.  

 

Compute component of Openstack provides control panels, and APIs that can be used to orchestrate a 

Cloud. It supports seven major hypervisors, and can be built on multiple hardware configurations. Live VM 

management, floating IP addresses, Role Based Access, Security Groups, and Federated Zones are 

supported in it. It is a very powerful solution. It also supports RAW, Hyper-V format (.vhd), VirtualBox 

(.vdi), Qemu/KVM (.qcow2), VMware (.vmdk), and .ovf formats.    

 

 

 

 Eucalyptus
2
 

 

Eucalyptus is a private cloud computing platform, which provides a very powerful API that can easily 

integrate with Amazon cloud. It has commercial, community, and open source cloud dimensions. If 

organizations want to get the benefits of AWS without its public nature, then it can implement Eucalyptus 

into its own datacenter and can enjoy the same kind of power as has been provided by AWS.  

 

 

2.3.3 Open Platform Cloud Computing 
 

Open Platform is a new cloud build solution in which all the components of a cloud are build using open 

standards and solutions. One such introduction to the market which is robust is CloudFoundary. 

CloudFoundary provides very powerful solution which is based on this open platform. CloudFoundary is the 

initiative from VMware. 

 

 

 

2.4 ECE and Amazon Web Services 
 

 

2.4.1 Ericsson Composition Engine 
 

Ericsson Composition Engine
3
 is an Open application platform that provides an environment for service 

providers for management of feature interaction among IN, IMS, and internet services thereby creating 

converged and differentiating applications for heterogeneous platforms and access technologies. The 

underlying technologies are Java EE, Linux, and Open Multimedia Platform (OMP) framework. 

 

 

                                                 
1
 OpenStack, http://www.openstack.org 

 

2
  Eucalyptus, http://eucalyptus.com 

3
  Ericsson Composition Engine, http://archive.ericsson.net/service/internet/picov/get?DocNo=28701-

EN/LZT1089967&Lang=EN&HighestFree=Y  

http://www.openstack.org/
http://eucalyptus.com/
http://archive.ericsson.net/service/internet/picov/get?DocNo=28701-EN/LZT1089967&Lang=EN&HighestFree=Y
http://archive.ericsson.net/service/internet/picov/get?DocNo=28701-EN/LZT1089967&Lang=EN&HighestFree=Y
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2.4.1.1 Default Reference Deployment Architecture (RDA) 
 

Ericsson Composition Engine’s default runtime target platform is based on 

 COTS (Commercial off-the-shelf) hardware (Sun Blade Server and Extreme switches) 

 Linux based operating system viz. RHEL 6.0 

 Java EE/SIP application server -OCCAS (Oracle Communications Converged Application Server) 

and/or Glassfish 

 Database (MySQL) 

 

 

 OMP Basis 

 

ECE default RDA is based on the Ericsson Open Multimedia Platform framework (OMP) and serves as a 

model for building server nodes with open interfaces and standard components. OMP framework is based 

on common hardware architecture which is defined for building the software part in order to make it target a 

hardware setup that can cater OMP components and proper functioning of applications. 

 

 Processor Blades 

 

ECE uses blade configuration with each blade configured as either traffic blade or management blade. Two 

server blades are always reserved for management purposes and up to 18 server blades are supported for 

payload purposes. Management blades are called SC (Service Control) blades and traffic blades are called 

PL (Payload Blades). 

 

 

2.4.1.2 Highly redundant infrastructure 

 

For the redundancy purpose, ECE is inherently designed and deployed by a combination of hardware 

redundancy, network design and software architecture.  

 

 Hardware redundancy 

 

1. Blade server architecture with hardware redundancy 

2. Power redundancy 

3. Interface (active-standby) 

4. Ethernet switching redundancy 

 

 Network design 

 

1. VIP, load balancing 

2. Different networks for OAM and traffic 

 

 Software architecture 

 

1. Redundancy provided by Application Server middleware, e.g. clustering 

2. SAF (Service Availability Framework) middleware 

3. Database redundancy 

4. Application architecture is based on strategies of architecture patterns, and data persistency 

patterns 
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Figure 4: ECE-RDA on-premises solution 

 

 

2.4.2 Amazon Web Services (AWS) 
 

 

 AWS Compute Offerings 

 

Elastic Compute Cloud (EC2) 

 

EC2 provides on-demand compute capacity. This service is public cloud offering, and does not extend to 

private cloud. Multicast, broadcast, and multiple Ethernet switching are not supported in EC2. 

 

Auto-scaling: 

 

Auto-scaling service from Amazon provides an interface in which we can define conditions on when the 

scale out and scale in has to be applied to the cloud application. ECE in the Amazon Cloud can use this 

service, or it can use its own auto-scaling mechanism.  

 

 AWS Database Offerings 

 

Amazon provides three different types of database offerings. They are Amazon SimpleDB, Amazon 

Relational Database Service (RDS) and Amazon ElastiCache. Amazon SimpleDB is non-relational data 

store. Amazon RDS provides access to MySQL or ORACLE database, which is completely managed by 

Amazon. The capabilities of the database are in control of the customer, so any application that uses its own 

MySQL or ORACLE database in it, can also use Amazon RDS. ECE has also these two options, whether it 

should use its own MySQL or Amazon provided RDS service, which is specifically designed for cloud 

environment. ElastiCache provides in-memory cache deployment and management service. The main 

benefit of it is for read-heavy application workloads by improving their latency, and throughput. ECE can 

also use its own caching mechanisms or the ElastiCache. 
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 Amazon Deployment and Management Offerings 

 

Amazon Elastic Beanstalk: 

 

Elastic Beanstalk provides an interface using which a Java application that is based on Apache Tomcat 

software stack can easily be deployed just by uploading the .war format file. Scalability and load-balancing 

of the application is automatically applied to the deployed application.  

 

Amazon CloudFormation 

 

It is a templates-based deployment service where cloud resources are defined inside a template file. This file 

is used by the Amazon to deploy resources in the cloud that are to be used by the application. It is a great 

automation solution that can be used by ECE deployment. It supports almost all the Amazon services e.g. 

EC2, RDS etc. 

 

 AWS Messaging Offerings 

 

Amazon Simple Queue Service: 

 

Amazon SQS enables automated workflow of distributed components of a single application. Using it 

messages can be passed between individual components with states preserved in queues. This ensures a 

highly failure resilient mechanism. Applications which are loosely coupled can use this service. 

 

 AWS Monitoring Offerings 

 

Amazon CloudWatch 

 

Amazon CloudWatch is the monitoring tool used by Amazon and provided as a service for its customers. It 

provides information on resource utilization, latency, and performance metrics of the cloud resources. ECE 

can get benefit from this resource and apply its results to scaling mechanisms of the ECE in the Amazon 

Cloud.  

 

 AWS Networking Offerings 

 

Amazon Route53 

 

It is a Domain Name System (DNS) service. It can be used for AWS resources as well as non-AWS 

resources over the internet. ECE can also use AWS DNS offering to address DNS issues. 

 

Amazon Virtual Private Cloud (VPC) 

 

Virtual machines that are available in EC2 are also available in VPC. But VPC provides the ability to 

connect the public part of the cloud to the private part of the company. It also gives enhanced networking 

support like IP address-ranges. IPv6, multicast, broadcast, multi-Ethernet switching is still not supported in 

VPC. 
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 Amazon Storage Offerings 

 

Amazon Elastic Block Store: 

 

It is used to create storage volumes from 1GB to 1TB. It can be attached and detached to a computing node. 

It can be copied, transferred from one compute resource to another, and accessed at very high data rates. It 

is used for an application which uses persistent storage. 

 

If applications do not have persistence storage requirements then they can use the virtual machine’s local 

storage. 

 

 

 

 

2.5 Related Work 
 

This thesis work is focused on telecom sectors’ concerns and trends for adoption of cloud computing in 

general, and feasibility study for deploying telecom application in Amazon cloud in particular. Whilst 

several studies and research works have been done on cloud computing for IT sector, limited research work 

has been conducted on cloud computing for telecommunication. Also, majority of the research done in this 

area is based on industrial research perspective. 

 

In [48], authors have discussed importance of cloud computing for NGN applications in telecom sector 

along with examples of cloud based services offered by leading players in the telecom industry. Authors 

have also discussed different scenarios for combining grid/cloud computing and NGN [48]. In [30], 

emerging trends in the telecom industry has been outlined. In [6], essential characteristics that cloud should 

possess, in order to become viable for telecom and real-time applications, are detailed. It focuses on general 

issues that need to be addressed by the cloud e.g. locality, inter-cloud, networking as first class resource, 

and QoS management. Authors of [6] specifically suggest that SLA management, networking, security, and 

inter-cloud has to be on the cloud standardization agenda. 

 

Ward et al. [33] has illustrated Darwin framework for critical enterprise applications migration into cloud 

along with opportunities and gaps identified in the virtualized environment for application migration. 

 

In [14], authors have discussed new business model for telecom operators in cloud environment. Authors 

have introduced service storm, a self-service telecommunication service delivery platform (SDP) for 

deploying value added services based on platform-as-a-service technology. Similarly, service-oriented 

resource description method has been proposed by Huiyang et al. [3]. Extension of OVF (Open 

Virtualization Format) has been discussed for solving issues related to telecom services migration and 

deployment in cloud environment by the authors in [3]. Some research works are also done in mobile web 

services based on SaaS and PaaS model like in [71]. Authors in [71] have analyzed mobile operators’ 

approach on SaaS and PaaS based services and highlighted consequent benefits and challenges. [13], 

discusses on the Intelligent Network (IN) infrastructure in telecommunication with commercial off the shelf 

(COTS) hardware approach and introduces Virtual Resource Mediation Layer (VRML) for integration of 

existing telecom infrastructure and cloud platform. Miyuki Sato [12] has presented the use of social cloud 

OSS (Operation Support Services) for telecom NGN management over the cloud network. Also, various 

models and trends for integration of data intensive applications in the telecom industry to cloud computing 

are discussed in [31] [32] [69].  
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CHAPTER 3 
 

RESEARCH METHODOLOGY 
 

 

Research methodology is a way of conducting a research or solving the research problem scientifically. It 

involves the relevant research methods and techniques for developing the research activity and achieving 

research goals [64]. 

 

This master’s thesis has been conducted based upon exploratory approach for addressing the research 

questions and the objectives of the research. An exploratory study is a valuable means for seeking the new 

insight, finding out the trends and clarifying the research problems [65]. The research strategies used are 

literature review, survey and a case study. Literature review was conducted first for generating underlying 

theoretical concepts of cloud computing and the trends of involvement of the telecom sector in the cloud 

computing. An online survey was conducted with the professionals related to cloud computing and 

telecommunication industry for finding motivations, challenges and telecom application migration strategy 

in the cloud. Finally, for gaining an in-depth understanding of the issues and context of the research a case 

study is done. 

 

     

Research Methodology

Ch. 3

Literature Review

Ch. 3.1

Analysis of Data

Ch. 4.1
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Data
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Analysis of survey 
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Figure 5: Research Methodology Overview 
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3.1 Literature Review 
 

Literature review is the first and important step for any research. It is a means of identifying, evaluating and 

interpreting problems relevant to the research, based on the study and analysis of publicly available 

scientific articles, books and other resources relevant to particular research area [66] [67]. According to 

Kitchenham [66], there are different reasons for undertaking literature review, including identification of 

any gaps in current research and highlight areas for further research, and summarizing the existing evidence 

concerning the technology in a thorough and unbiased manner. The reason behind conducting the literature 

review was to find the current state and trend of cloud computing in general, to assess the trend of cloud 

computing adoption in telecom sector, to find different application migration models and issues related to 

cloud computing; so as to define the scope of the research in a better way.  

 

For searching the relevant literature, different database sources including IEEE Xplore, Inspec/Compendex, 

online database of Blekinge Institute of Technology, and ACM digital library were used. General search 

strategy as described by Kitchenham [66] was followed, and thus not limiting the search within the above 

mentioned databases only. Various other sources including journals and white papers published by 

companies, technical research reports and other online resources found on the internet were used. Key 

words including, Cloud Computing, Cloud Computing AND Telecommunication Trend, Virtualization, 

Telecom application deployment model AND Cloud Computing, Amazon AWS AND Application 

migration, Cloud computing for Telecom systems, NGIN AND Cloud Computing were used for conducting 

the search. After obtaining the literature, they were critically reviewed and, further search was conducted 

refining the key words. The search was continued throughout the project as there were very few research 

articles available in the research area. Reading on different websites which specifically deal with the market 

research in telecom and cloud areas was also conducted. A set of questionnaire was prepared later based on 

the knowledge and finding of the literature review for performing an online survey from the professionals of 

telecommunication industry and cloud computing experts for obtaining better insight of the research topic. 

 

 

3.1.1 Selection Criteria 
 
Initially, search was conducted on databases IEEE Xplore, ACM digital library, Inspec/Compendex, and 

online database of Blekinge Institute of Technology with the key words mentioned in section 3.1. For 

finding the research papers specific and useful for the research area, inclusion and exclusion criteria have 

been followed. Search was refined and limited to the literatures published between the year 2009 and 2011 

as current research publications were of prime importance for this work. Articles written in languages other 

than English were excluded and thus restricted our search only to the published papers available in English. 

Then, from the collected papers we removed the papers that have been duplicated, as same articles were 

found on more than one databases. Those articles were critically reviewed and further narrowed our 

selection criteria by reading abstract, introduction and conclusion of the papers. Only the papers relevant 

and useful for our study scope were included by finally going through the whole text. Further search was 

done refining the keywords. Besides the above mentioned databases, manual search of the related articles 

were done using Google and Google Scholar. 

 

As the objective of this thesis work is also associated with identification of current trend and application 

being deployed in cloud by telecom service providers and telecom vendors, various online resources, 

company whitepapers and technical research reports published from the telecom industries were included. 

We have used these whitepapers, as current industrial trends are mostly found in company whitepapers. 

These included whitepapers are the authentic document published by the companies and these trends are 

rarely available in journals and other published scientific articles (even if available, they are old enough). 
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For filtering the use of whitepapers and online resources, only those that have direct concern to our study 

scope are used and included such that the reader of this document can generate further knowledge on the 

related aspects. Cloud computing for telecommunication industry perspective is still in its early phase and 

research is being conducted by telecom industry. Company whitepapers not only advertise their products 

and services but also provide information on market trends and latest research in the field, which are openly 

available to the public. We have included the relevant research whitepapers from leading telecom 

companies and other open discussion groups focusing on cloud computing, including Ericsson, Nokia 

Siemens Network, Scope Alliance, and ABI research. 

 

 

3.2 Survey 
 

Survey is a popular and common strategy used for collection of data in exploratory research. The data 

collected from survey is useful in generating relationship of the research variables, produce models of the 

relationship and the possible reasons for particular trend [65]. For conducting this survey, questionnaire was 

prepared based on the finding from the literature review. 

  

3.2.1 Source of Data Collection 
 

For conducting the survey, internet based electronic medium was used. Web-based survey tool provided by 

SurveyMonkey
1
 was used as an online source of data collection. SurveyMonkey is a user friendly and 

powerful survey tools for researchers and contains simple interface for designing, collecting and analyzing 

the survey with real-time results and 24/7 customer support. We have used Microsoft Excel – Spreadsheet 

for analyzing the survey results. Result of each questions of survey is presented in bar chart and included in 

appendix A. 

  

3.2.2 Population of the Survey 
 

The target populations of the survey were cloud computing experts, professionals from telecom industry 

who have been working in cloud computing sector, and also engineers, system administrators, software 

developer and managers working in development or migration of telecom applications in the cloud. As, 

cloud computing is still in premature stage, there are limited number of experts in cloud computing. 

Moreover, since our survey focuses on cloud computing for telecommunication industry, there are even less 

experts available. 

 

For searching right candidate to participate in our survey, we have used our contact made while attending 

various seminars related to cloud computing. Initially, we made few contacts from seminar “Mobile 

Monday – Cloud” organized by TelecomCity, which was focused on “Cloud – a catalyst for innovation and 

faster development” and “Why Sweden has not embraced cloud computing. Learn how to reap the benefits 

by getting started today”. We also got contacts from the seminar organized jointly by TelecomCity and 

Logica for providing students from Blekinge Institute of Technology (BTH), information on cloud 

computing and also providing free access to TelecomCity Lab and access to cloud compute resources. 

We also contacted the participants of the survey conducted by other students from BTH, who had conducted 

survey for their master’s thesis, through email. Few of the participants were contacted through 

telecommunication and cloud computing communities’ on Linkedin
2
 social networking site by posting our 

survey links.  

 

                                                 
1
 SurveyMonkey, www.surveymonkey.com  

2
 Linkedin, www.linkedin.com  

http://www.surveymonkey.com/
http://www.linkedin.com/
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3.2.3 Designing Survey Questionnaire 
 

The survey was conducted based on the questionnaire which was targeted in a way so that latest trends in 

telecom applications in the cloud, migration strategy in the cloud and motivation and challenges faced 

particularly for telecom applications could be extracted. The survey questions were designed based on the 

literature review. Before opening the survey for participants, questions were modified couple of times 

according to the suggestions from Prof. Lars Lundberg and various informal discussions with colleagues 

interested in the topic for making the questions clear and focusing on aims of the research topic. 

 

 

 

3.3 Case Study 
 

Case study is one of the several ways of conducting research. Case study in general is the preferred strategy 

when there is little control over the events and when the focus is on generating a holistic understanding of 

the research being conducted within the real-life context [68]. 

This thesis work has been performed as an internship on Ericsson Telecommunicatie B.V., Netherlands. The 

main focus of the internship is to investigate the impacts of cloud computing on the telecom systems. While 

IT world has largely adopted cloud computing but its appliance in the telecom world is still very limited. 

The goal of this case study is to answer whether telecom services can be offered on a public cloud. 

In this case study, feasibility assessment for deployment of a telecom grade application platform on public 

cloud is performed. For this purpose, deployment issues of chosen Ericsson product, Ericsson Composition 

Engine on Amazon cloud is taken into consideration and description and analysis of possible gap that needs 

to be covered to fully utilize the cloud functionality for the product is presented along with the results 

obtained from the literature review and survey.  

 

 

3.4 Research Questions 
 

 RQ1. What are the trends and applications currently being deployed and maintained in the cloud by 

telecom service providers and telecom vendors? 

 

For answering the research question 1, literature review is performed. Details about the current state of art 

of cloud computing, key technologies in cloud computing and the trends in the telecom sector are analyzed 

from the literature review. Along with literature review, online survey is also conducted to answer the trends 

and applications currently being deployed in the cloud. 

 

 RQ2. Is it possible to migrate ECE in the Amazon cloud without significant change in the RDA? 

 

Research question 2 will be answered from the case study. For this detailed study of the technical feasibility 

for deploying ECE in Amazon cloud is performed. Outcome of research question 2 is used to further answer 

research question 3 in details. 

 

 

 

 RQ3. What are the porting issues while migrating Ericsson Composition Engine to the Amazon Cloud? 
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Research question 3 will also be answered from the case study. For this purpose, all the issues identified 

during the feasibility test for porting ECE in Amazon cloud will be listed. These issues are discussed and 

validated from the ECE-RDA team. 

 

 RQ4. What are the telecom sector’s concerns for the adoption of cloud computing? 

 

For answering the research question 4, literature review is performed. Based on the literature review and 

survey result, concerns related to technical and not technical aspects for adoption of cloud computing in the 

telecom sector will be identified and analyzed. 
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CHAPTER 4 
 

RESULTS AND ANALYSIS 
 

 

4.1 Literature Review Result 
 

This section details the results and findings related to the thesis from the scientific literature from 

recognized journals and conference papers, and research material from telecom research companies. These 

results contribute to research questions 1 and 4. 

 

 

4.1.1 Trends and Applications 
 

 

4.1.1.1 Inclination towards SaaS for Operators 
 

MNOs (Mobile Network Operators) are concerned about the issues of trust, control, and security [70]. 

Telecom managed service providers want to give services like SaaS to MNOs. An example SaaS platform 

provider scenario is discussed in [59]. Telcos want solution that has the benefits of the cloud computing but 

without the risks of public cloud. So in order to make SaaS for operators a reality, vendors have to think of 

creative ways to provide SaaS that ensure that risks are mitigated.  

 

SaaS entails provisioning of a multi-tenant and configurable SaaS application platform/tool, e.g. [72] [73], 

that satisfies the needs of multiple business customers of a telecom managed services provider. In order to 

design the model of SaaS using specific enterprise application, companies are designing feasible alternative 

of SaaS models of the reference SaaS model [74]. A SaaS approach for ECE (Ericsson Composition Engine) 

can be derived from the systematic way provided by [74].  

 

4.1.1.2 Inclination towards Private and Hybrid Clouds 
 

Telcos have the hardware, which they can use to build a private cloud instead of getting a service from a 

public cloud. This fact is strongly supported by companies like Korean Telecom when it launched uCloud 

Pro
1
 service in 2010, which is based on private cloud.  

 

Telcos are also leveraging the benefits of cloud computing in terms of augmenting their own network to the 

cloud or getting a hybrid approach. This approach satisfies the future need when telecom applications will 

be connected to multiple clouds at the same time [75]. Telcos are meshing the cloud networking and 

computing services along with access, networking, and QoS services from their own network e.g. as is 

proposed by NSN (Nokia Siemens Networks) Research [75]. The generalized path chosen is to get a private 

cloud first and then complementing it with a public cloud, in order to get a hybrid provisioning.  

 

 

 

 

                                                 
1
 Cloudscaling Press Release, http://cloudscaling.com/blog/cloud-computing/cloudscaling-and-kt-launch-private-cloud  

http://cloudscaling.com/blog/cloud-computing/cloudscaling-and-kt-launch-private-cloud
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4.1.1.3 Network Virtualization and Cloud Networking 
 

Network virtualization enables cloud-networking through the combination of virtual networking and cloud 

computing [58]. Bengt Ahlgren et al. in [58] suggest that cloud networking enables tighter integration of 

cloud computing with the enterprise network.  

 

Current network virtualization applies to switches; NICs (Network Interface Cards), Firewalls, load 

balancers, vLANs, Telecommunications 4G HLR and SLR devices, Ethernet, and fiber channel [57]. When 

private cloud connects with the external cloud such as Amazon in order to provide networking capabilities, 

then it is termed as external network virtualization. CloudSwitch
1
 and VPN-Cubed

2
 offer this kind of 

service. When these services are offered inside the same server e.g. vNICs (virtual Network Interface Cards) 

then it is termed as internal network virtualization. For example, this type of service is provided by VMware 

vSphere. 

 

4.1.1.4 Motivations and challenges 
 

Cloud computing enables the virtualization of servers, storage, network, and platform. This virtualization 

brings tight utilizations of system resources, and thereby reducing costs on infrastructure. This resource 

consumption, in terms of private, public, and hybrid models, brings service availability, security, access, and 

up-to-date service provisioning. These benefits become motivational factors for the Telcos, since they have 

the right mechanisms to orchestrate solutions for the cloud.  

 

Service availability and scalability becomes bottleneck when companies have limited hardware. When they 

move to a single cloud, these bottlenecks are catered [43]. Solutions provided by VMware, Microsoft, 

Openstack, and Xen enable double the availability than what ECE RDA has in the local datacenter. But due 

to issues like service disruption in public cloud [36], the hybrid and/or inter-cloud becomes a beneficial 

factor. Provisioning services through multi-cloud eliminate availability and business continuity problems. 

So with the maturity of cloud networking, virtualization, and new business models, new challenges are born. 

Current challenges include but not limited to availability [43], data lock-in [63], data-transfer costs [26], 

data confidentiality [28], data audit-ability [45], in-cloud monitoring of servers, scalable storage in the cloud 

[28], bug management, scalability in multi-cloud [38] and hybrid clouds, software-provisioning model, and 

licensing [54].   

 

 

4.1.1.5 Applications 
 

ABI Research defines mobile cloud applications as software programs that solely depend on remote servers 

for processing, and storage [35]. One particular example of these sorts of software applications is widgets 

[35]. Apple’s iPhone and android market is enabling widgets approach, specifically by the introduction of 

platforms like iCloud. Telcos are offering applications that augment cloud into their own networks, increase 

user base, and reduce CAPEX. 

 

 Examples of Current Telco cloud practices and applications 

 

France Telecom, Shanghai Telecom, and SK Telecom have piloted IBM Cloud Service Provider Platform. 

Its Orange business services unit is using IBM services to provide IaaS to business customers, optimized 

cloud networking, Security-as-a-Service, Real Time applications-as-a-Service and cloud-related support 

[24]. 

                                                 
1
 CloudSwitch, http://cloudswitch.com  

2
 VPN Cubed, http://www.cohesiveft.com/vpncubed  
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Huawei along with its partnerships, specifically with Cisco Systems, and Google is en-route to providing 

Cloud services to IT and CT (Communications Technology) arena. Apart from this, Huawei is also 

providing Cloud Desktop and Virtual Calling Center Desktop. Huawei’s platform enables it to enter into the 

mainstream IT. It is a cloud platform that delivers computing, storage, networks, platform software, 

engineering design, and infrastructure. Huawei has built out a solution that migrate telecom applications to 

the cloud. This solution includes software for migration, consulting, and integration practices. Current 

applications supported are SMS, MMS, mobile market, 139 Internet, IPTV, and few other value added 

services [52].  

 

Smoothstone
1
, part of InterCall, offers Unified Communications (UC) suite based on SaaS for Enterprises. It 

provides MPLS networking, voice services, managed security, unified messages and allied services, all 

using cloud.  

 

CORDYS
2
 delivers Business Operations Platform, and Process Factory to build business applications and 

MashApps in the cloud. It is a Cloud Provisioning solution that is suited for telecom operators. Since strong 

SOA integration is strict part of the telecom enterprise, CORDYS has managed to incorporate SOA 

elements into their platform.  

 

A-MEN, a Taiwan based mobile solutions company, is launching SIMCash
3
, a mobile payment solution 

integrated with telecom and cloud computing. It will enable banking and mobile payments value-added 

services.  

 

Cotendo
4
 has announced patent-pending Cloudlet Platform, that has CDN (Content Distribution Network) 

integrated into it. It provides cloud application environment, where it enables wired and mobile content 

providers to augment their business logic to the edge of the network.  

 

cVidyaCloud provides on-demand revenue intelligent for media, telecom and communication service 

providers. It offers two basic services that is, FruadView Cloud and BusinessView-OfferAdvisor which 

offers on-demand fraud management solution and recommendations via intelligent pricing analysis.  

 

Spirent
5
 helps with QoS benchmarking of Ethernet fabrics, storage networks, application networking, and 

cloud virtualization. It tests WAN optimization switches, fiber channel over Ethernet, firewalls, IPS, WAN 

Accelerators, Proxy Servers, SSL VPNs, virtual switching, and virtual appliances for blade servers. 

 

 

4.1.2 Telcos’ Concerns in the Cloud 
 

4.1.2.1 Application migration concerns 
 

Cloud Computing has a profound effect on Software Development Life Cycle (SDLC) [27]. Manual up-

gradations to cloud deployments or even making cloud deployments is conducive to errors, so there is a 

strong need to automate this process along with defining clear servicing of applications [34]. In many 

scenarios, it has been seen that reference deployment architecture used by the enterprise on-premises is 

different from the one in the cloud [29]. For example, the organizations might have broadcast at their 

                                                 
1
 Smoothstone, http://www.smoothstone.com/enterprise-solutions  

2
 CORDYS Cloud Platform, http://www.cordys.com/cordyscms_com/single_bpm_platform_with_soa_grid.php  

3
 A-MEN SIMCash, http://www.a-men.com.tw  

4
 Cotendo Cloudlet, http://www.cotendo.com/services/Cloudlet  

5
 Spirent Cloud Computing Testing, http://www.spirent.com/Networks-and-Applications/Cloud_Computing.aspx  

http://www.smoothstone.com/enterprise-solutions
http://www.cordys.com/cordyscms_com/single_bpm_platform_with_soa_grid.php
http://www.a-men.com.tw/
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network level but if they want to implement in the cloud vendor, it is strong likelihood that cloud vendor 

might not support it. There are many scenarios both technical and non-technical in which an on-premise 

application cannot be directly shifted to the cloud. Either you are going to make a new application that will 

harness the cloud or you are going to port your application to the cloud. Main issues to resolve, in 

application design, are encryption of cloud storage and transient data, integration with cloud backup 

services; load balancing across geographical regions, integration of cloud security mechanisms into the 

applications, patches for network [4] limitations, and identity management in clouds. 

 

A very good comparison between on-premise software development and cloud based software development 

is given by Stamatia Bibi et al. [9]. 

 

 

 

 

4.1.2.2 Security concerns 
 

Multiplicity of applications onto single server, as in public cloud, entails a solid VM isolation [47] in 

compliance with the standards. Systems have to be made which can address intrusion in SaaS applications 

e.g. Anomaly-based IDS (Intrusion Detection System) [39]. Grid computing addresses some security 

standardization issues, for integration with NGN, but cloud computing does not have it in current offerings 

[48]. Security concerns include but not limited to accidental release of protected data, user authentication, 

and access control. Virtualized systems come with security problems that specifically arise from miss 

configurations. There are mainly three security goals for virtualized systems [46] namely operational 

correctness, failure resilience, and VM isolation. An assessment in [47] has been made on undesirable 

information flow in virtual machines that reside in the same availability zone. Security can be integrated 

through the provisioning of cloud vendor’s provided firewall mechanisms e.g. security groups mechanism 

from Amazon Cloud. The question is then how well the IT and system administrators configure these 

options [5]. A number of tools are available which can address this issue e.g. puppet
1
, chef

2
, and cfengine

3
.  

 

Since cloud vendor own the infrastructure, enterprise does not have control over the commodity hardware 

platform on which applications are running. Recently AWS was struck by downtime [36]. This affected 

large applications, owned by large enterprises like Foursquare, Quora etc, and the only excuse that came 

from AWS was an undisclosed problem in servers [34].  

 

 Privacy Concerns 

 

Security solutions in telecom address integrity of data, availability of service, accountability of offerings, 

confidentially of privacy data, and authenticity of user-access issues. So a cloud provider has to comply 

with all of them [27]. Abuse of cloud computing technologies by professionals working in the public cloud 

is not in control of any customer, so there must be a standard to put limitations on malicious insiders. 

Insecurity in the APIs, shared technology and cloud software vulnerabilities, data leakage, account and/or 

traffic hijacking is some common threats for which we see examples in the cloud industry. 

 

4.1.2.3 Latency concerns 
 

Current clouds are incapable of providing telecom-grade latency solutions [53].  Intra-cloud latency adds up 

to the network or internet latency to give total systemic latency [49]. This issue has to be addressed by cloud 

                                                 
1
 Puppet, http://reductivelabs.com/trac/puppet 

2
 Chef, http://www.opscode.com/ 
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 Cfengine, http://cfengine.com/ 
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provider or a vendor who is providing SaaS. To curb these problems, VPNs and network overlays are being 

employed. One such network overlay is provided by Akamai [50] [51]. Latency guarantee has to be end-to-

end, in order for complete QoS (Quality of Service) provisioning and edge devices have to be reconfigured 

with respect to cloud computing [51]. 

 

 

4.1.2.4 Vendor lock-in and standardization concerns 
 

Since infrastructure hardware is owned by the cloud vendor, it is very hard for the enterprise to trust the 

vendor in many scenarios. One such scenario is when downtime or disruption in the service comes due to 

the hardware malfunction. At this point, the enterprise has to trust the cloud vendor that it will recover from 

the disaster without enterprise’s intervention. Open standards are needed to reduce vendor lock-in [61]. We 

have seen many such examples of this kind of lock-in in the AWS cloud. The enterprises have come up with 

a solution to this type of problem by backing up their application data in another cloud. This inter-cloud 

concept is on the verge, and enterprises are now seeing it as a requirement rather than an option [61]. 

 

 

4.2 Survey Result 
 

The survey was conducted on web-based tool provided by SurveyMonkey. It was focused on maximizing 

the number of participants by sending professionals of different companies actively working in cloud 

computing in the telecom sector. The survey was sent to 40 respondents. To eliminate the chances of 

collection of partially filled responses, all the questions in the survey were made mandatory to be filled for 

completion of the survey except the name of the respondent. This was done because, feedback was received 

from few participants, whom the request was sent, for making their personal information anonymous. The 

survey was made open for two weeks starting from 16
th
 august 2011. Till the end date of the survey, only 14 

responses were collected. The number of response was limited due to limited number of personal contacts in 

the industry and the time constraints as well. 

  

The survey questions were designed based on the literature review. Total eight questions were made for 

finding the trends in telecom sectors concern in adoption of cloud computing based on the views of 

associates currently working in telecom applications based on cloud computing. From those eight questions, 

it was generalized into three different concerns namely, motivation and challenges, current telecom trend 

and applications in the cloud, and telecom sector concerns and application migration strategy. 

 

 

4.2.1 Motivation and challenges 
 

Cloud computing has been widely adopted by IT industries. Due to cloud cloud’s attractive and promising 

offerings, the telecom industry is investigating cloud computing for deploying telecom-grade application. 

This survey was conducted to identify the motivating factors as well as the challenges for telecom industry, 

to embrace cloud computing. 

Respondents of the survey were asked about the strategic motivations behind the adoption of cloud 

computing for telecommunication companies and 11 out of 14 respondents answered with the reduced 

hardware infrastructure/staffing/administration cost. But combining literature review and this result, we 

argue that these costs might pile up in the long run. Also, 10 respondents answered with reduction in 

application deployment time followed by 8 respondents with reduced under/over provisioning of the 

infrastructure. Other motivating factors with higher response ration were identified as, providing 

environment for test and development, assessing the feasibility of new services and improved quality of 
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service. List of motivating factors along with the number of respondents is shown in the table 2. Also 

majority of the respondent, 10 out of 14, think that cloud computing is mature enough to cater high 

performance telecom applications. On the other hand, from the survey question 5, 12 out of 14 respondents 

said that there is major difference between telecom-grade-application developed for non-virtualized data 

center and applications developed for cloud. This entails modifications in the software to make it capable to 

work in the cloud with cloud specific metrics in-built. Respondents have different view regarding the 

telecom applications. One of the participants think that telecom applications are complicated while another 

participant thinks that telecom application for cloud should not be single point of failure. This result is 

obvious but it points to a fact that redundancy in terms of failure should be integrated with respect to cloud. 

This will enable multi-region or multi-cloud deployments as well. 

 

 

Motivating Factors No. of Respondents 

Reduced hardware infrastructure/staffing/administration 

cost 

11 

Reduction in application deployment time 10 

Reduced under/over provisioning of infrastructure 8 

Providing environment for test and development 6 

Assessing the feasibility of new services 4 

Improved quality of service 3 

Focus on core business activity 2 

Other: enable to deliver more flexible new services, 

reduced OPEX 

2 

Table 2: Motivating Factors 

 

 

In addition to the motivations for adopting cloud computing, different challenging factors were also 

identified. The biggest challenges for telecom companies in the cloud that were identified are security, 

integration with the existing systems, IT governance issues and so on. Security, control, and trust are still at 

the top. The detail of all the challenges and the number of response for the particular challenge is listed in 

the table 3. Security is the key concern for telecom companies but a relevant strategy is needed for security 

(literature review). Telecom companies have already invested on building the infrastructure for providing 

their customers with secure and quality-of-service enabled services. So integration of these already invested 

systems with the cloud is a major challenge. 

 

 

Challenges No. of Respondents 

Security 11 

Integration with the existing systems 9 

IT governance issues 6 

Control over the application scalability 5 

Migration of the application 4 

Networking in the cloud 2 

Other: Data confidentiality of enterprise customers, trust 

and business models 

2 

Table 3: Challenges in Cloud Computing for Telecom Systems 
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4.2.2 Current telecom trends and applications in the cloud 
 

While IT world has largely adopted cloud computing but its appliance in the telecom world is still very 

limited. Reponses for the survey participants were collected and analyzed for finding out the current trends 

of cloud computing regarding telecom sector and the applications currently being deployed in the cloud. For 

the current trends, mixed responses were obtained. Majority of the respondents said that telecom sector is 

currently evaluating the market for cloud computing. Same number of response was obtained for telecom 

companies changing application architecture for ensuring highly available and scalable performance in 

cloud environment. From section 4.2.1, it was found that there is a major difference in the application 

architecture developed for cloud and non-virtualized data center which supports the current trend of 

changing the application architecture based on cloud environments.  Lists of all the responses and the 

corresponding number of respondents are shown in table 4. 

 

 

Cloud Computing adoption Trend in telecom sector 

 

No. of Respondents 

Currently evaluating the market for cloud computing 6 

Changing application architecture for ensuring highly available 

and scalable performance in the cloud environment 

 

6 

Using for test and development 4 

Already in production phase 4 

Selecting prospective cloud providers 2 

No significant involvement 1 

Other (Studies) 1 

Table 4: Cloud computing adoption trend in telecom sector 

 

 

From current trends of telecom applications that are deployed in the cloud, list of applications has been 

identified from the survey. Majority of the participants mentioned multimedia and streaming as the currently 

deployed application in the cloud followed by web applications and content management. Detailed list of 

applications and the corresponding number of responses for the particular application are shown in table 5. 

 

 

List of applications No. of Respondents 

Multi-media and streaming 10 

Web applications 9 

Content management 8 

Mobile apps 6 

Location based services 5 

Desktop applications 2 

Messaging 4 

Gaming 3 

Social applications 3 

Other: Storage 1 

Table 5: Trending telecom applications in cloud 
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4.2.3 Telecom sector concerns and application migration strategy 
 

Telecom sector is implementing different application migration strategy and also developing new 

applications based on the cloud environment. For finding the migration strategies, respondents were asked 

about the road map for adoption of cloud computing for telecom-grade applications. It was found that 7 out 

of 14 respondents answered with the migration to hybrid solution and 5 respondents answered that telecom 

companies should first build their own private cloud from the existing resources and then later move to 

hybrid solution. Only two responses were collected for just using private cloud for telecom sector. One of 

the participant mentioned that migration of telecom application depends on type of application and some of 

the telecom applications are not suited for cloud. It was interesting to note that none of the participants 

mentioned of direct migration to public cloud. 

 

For getting the overall view of the participants, we asked the question what they believe about cloud 

computing regarding telecom applications. All the participants except 1 had positive opinion regarding 

cloud computing for telecom systems. 8 out of 14 respondents said the benefits achieved with cloud 

computing outweigh the risks and 5 of the participants said the risks and the benefits achieved with cloud 

computing are balanced. Only one participant mentioned that risks associated with cloud computing is 

higher than the benefits. 

 

 

4.3 Case Study Result 
  

4.3.1 Amazon Web Services feasibility 
 

 General EC2 and VPC limitations 

 

AWS Elastic Beanstalk, AWS RDS (Relational Database Service), and AWS Elastic Load Balancing are 

not available in VPC. Only 5 Elastic IP can be created in VPC. If ECE were to be deployed in VPC then 

ECE cannot get the benefit from above mentioned services. Only a single specific IP address range can be 

selected for creating a private network in VPC. Private IP address of a VPC instance cannot be changed 

while it is running or stopped.  

 

EBS does not support 10 Gbps connectivity yet, and does not entirely base on SAN (Storage Area 

Networks) capability. Due to this its response time is very much variable and unpredictable. One has to be 

very careful while making snapshots and backups. EBS storage and I/O is multi-tenancy based, that is each 

user share the storage with other users. This requires users to use large volumes to avoid contention, but 

increasing the cost of storage as well.  

 

 Network Limitations 

 

Since broadcast and multicast functionality is not available in VPC and EC2, we cannot use vLAN or 

tagged vLAN in AWS. Solutions which can employ layer 3 vLAN connectivity can be used, and are 

discussed later in section 4.3.2.  

 

Each instance, when started, gets two IP addresses from the Amazon infrastructure that is internal IP and 

external IP. Both IPs do not change if we reboot the server. But both IPs change when we stop the instance, 

and then restart it. This behavior entails that we cannot hardcode IP addresses of servers in to the 

applications. ECE has to overcome this issue in order to use addressing inside the cluster network.  
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In EC2, specific IP address chosen by the user cannot be given to the virtual machines. But, there is 

flexibility in VPC to provide one IP address range per VPC connection. In EC2, we are assigned IP 

addresses from a random pool of addresses, owned by Amazon. EC2 service also gives a functionality to 

create 5 IP addresses that can be retained even after the servers are deleted or down. This service is Elastic 

IP service. In VPC, we can create and control the routing table for our application. This routing table can be 

made using our own range of IP addresses.  

 

These sorts of limitations add another layer of application design change in the ECE application 

architecture. So while porting applications to the Amazon Cloud either in EC2 or VPC, we would have to 

tailor some changes with respect to these limitations also. AWS services are continuously being upgraded so 

it can be that these limitations are mitigated at the time of the publication of this thesis.  

 

 

4.3.2 Porting Issues 
 

4.3.2.1 AMI (Amazon Machine Image) provisioning issues 
 

It was noted that Anaconda type installations cannot be provisioned in the Amazon Cloud, using the same 

kickstart (.ks) files. Amazon provides two types of virtual instance building viz. custom made images and 

pre-built images [23]. We propose three other methods which can be used to automate the installation i.e. 

Puppet
1
, Chef

2
, and Boxgrinder

3
.  

 

In our approach, we made a custom image using Boxgrinder, which can be used as a reference image for 

making instantiations. A YAML appliance file (.appl) was created containing the core configurations, 

packages to be installed, and operating system specifics. This misses a lot of specifications that are in 

anaconda-based installation that ECE does. So some processes have to be shifted to the post-OS (Operating 

System) installation. There are significant differences in Anaconda kickstart based process and Boxgrinder 

appliance based process.  

 

It was seen that pre and post install were not completely supported in Boxgrinder type install. So, it wasn’t 

possible to get the anaconda type automation in EC2 environment by Boxgrinder completely.  

 

After the installation of certain ECE packages, we have found that VM shuts down, and is totally 

inaccessible, specifically via SSH (Secure Shell). 

 

All AMIs are digitally signed. A private and public key is needed along with an X.509 certificate. Owner of 

the AMI encrypts it using private X.509 key. Amazon cloud has the other part of the key that is used to 

decrypt the instance at launch time. One can launch instances from the base AMI. So, initial consideration, 

in this thesis, has been to get two AMIs, one for SC (System Controller) blades and one for PL (Payload) 

blades.  

 

In order to install program from one Node to another Node inside AWS, it is required to have root access. 

SC nodes install programs and change configurations on the PL blades. So it is required to have root access. 

The keys have to be kept safe as they are the only way-in to the VM. Key management is an important issue 

in Amazon and it has to be addressed in the ECE as well. Each machine image has certain specific 
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attributes. Selection of these attribute and using them to create a VM is an essential part. In [19], authors 

have created a procedure catering this using image selection as a service. 

 

 

4.3.2.2 Layer 2 connectivity issues 
 

In ECE type installations, where resource-aggregation via point-to-point and/or multi-point vLANs, and 

redundant routes for traffic are essential, it has been seen that Amazon cloud lacks these features [8]. So 

resource aggregation with respect to providing layer 2 communications, between cluster nodes, became the 

major bottleneck in this scenario.  

 

Multicast and broadcast is not supported in Amazon EC2 and VPC. The reason multicast is not working in 

cloud is due to the movement of virtual machines in the cloud’s virtual network. Machines move from one 

availability zone to another and not necessarily reside at the same hardware point. So this demands some 

other sort of mechanism for multicast/broadcast, and vLANs.  

 

These issues can be remedied if we provide an overlay networking containing virtual routers and switches to 

provide multi-cast, broadcast, vLAN using tunnels or taps, and node-to-node IPSEC based connectivity. The 

connection between the overlay and the clustered network of ECE in Amazon will be VPN enabled. This 

solution can solve the problem of Stream Control Transmission Protocol (SCTP), as SCTP can be tunneled 

using VPN inside EC2.s 

 

4.3.2.3 Automation issues 
 

Currently ECE uses its own automation mechanism where the complete software stack is installed using 

Ericsson provided mechanism. This mechanism ensures automation of the complete software stack and the 

allied processes which support the workings of the software packages i.e. creation of partitioning of hard-

discs, logical volumes, replication software environment-creation, and cluster formation.  

 

This sort of mechanism is also required to be provided in the Cloud. In case of AWS it is provided by the 

scripts, a CloudFormation
1
 orchestration, puppet, chef, and/or Boxgrinder.  

 

4.3.2.4 Scalability issues 
 

Servers can be scaled up or down using AWS auto scaling service, but DB servers aren’t yet supported for 

scaling. On the other hand, while scaling-out, the new servers are added at the end of the server queue, and 

while scaling-in servers are deleted from the beginning of the queue. This is done to preserve the fresh data 

on the newly added servers. 

 

Using this functionality for the ECE environment entails that new payload blades must be added as the 

service gets peak traffic for the current number of blades, and must be deleted as the traffic goes down to a 

point where the new servers aren’t needed. The question is how to address the newly added or deleted 

blades into the configuration files of the ECE. 

 

The triggers, coming from the auto-scaling feature or from native watchdog, to create or destroy new 

servers will have to adjust the configurations files in the ECE cluster setup. The question arises as to how to 

automate this auto-scaling process for the typical environment of ECE and whether auto-scaling will work 

for the type of cluster environment ECE has? 

 

                                                 
1
 AWS CloudFormation, http://aws.amazon.com/cloudformation  
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The tools that we required are auto scaling service from Amazon, scripts that can trigger this functionality 

and the software on the ECE system which measure loads, and give flags according to the traffic load. The 

major factor is the script that changes the configuration files of the cluster while the cluster is in running 

state. This should ensure that newly added or deleted server has no impact on the running system.  

 

At first we have 4 blades, 2 SC (service control) and 2 PL (payload) blades. New PL blades will be added as 

the traffic load increases, and old PL blades will be deleted as the traffic load drops. In on-premise 

deployment an operator can have 2 to 18 PL blades depending on the traffic requirements. In the Amazon 

environment the same scenario has to be provisioned, at least, i.e. scaling from at least 2 to18 VMs.  

 

4.3.2.5 Application Availability issues 
 

Load balancing is provided inside Amazon using Elastic Load Balancer (ELB) inside EC2 environment. 

Using this we can distribute incoming traffic across multiple servers. 

 

The traffic coming from the testing server will directly go to SC blades while the traffic coming from the SC 

blades will be input to the ELB. This ELB will distribute traffic among the PL blades based on the load.  

 

User session stickiness is also a feature of the ELB. This can be used in the ECE context. Using ELB APIs 

developers inside Ericsson can make their own custom scripts which can manipulate multiple useful 

scenarios for load balancing inside ECE cloud environment.  

 

Using this approach, we would be able to provide effective fault tolerance mechanism that is suitable in the 

EC2 environment. ELB enables the installation of SC blades in different zones, and/or regions, and then 

having PL blades in different supervising SC blades. This sort of architecture is used to provide fault 

resilience and disaster recovery.  

 

The functionality to connect AWS Auto Scaling offering to the ELB service provides a much more 

powerful solution that truly leverages the benefits of the cloud.  

 

As Amazon cloud was chosen to check the viability of deploying ECE, it has been noted that there is a 

significant difference in ECE architecture and Amazon application architecture.  

 

4.3.2.6 AWS based IP addresses 

 

AWS network provides two types of addresses for a virtual machine instance. One external IP and one 

internal IP address. Both IPs are not static. They change if we stop the instance and then re-run it at a later 

time. On the other hand, they don’t change if we are rebooting the instance. If we form a cluster inside VPC 

then we can create our own range of IP addresses and can assign to individual nodes. Multiple ranges of IP 

addresses can be used if we connect local data center to the Amazon VPC using VPN gateway. This way we 

can control addressing using Border Gateway Protocol (BGP). This means dynamic IP-address issue is 

partially solved in VPC. The introduction of DNS (Domain Name Service) in EC2 as well as VPC will 

solve the problem of VM’s dynamic IPs. 

 

4.3.2.7 Application specific dependence issues 
 

Applications that are tightly-coupled and synchronous in nature with frequent communications between 

nodes are not suitable candidates to be directly ported to Amazon Cloud [41].  
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If there are strict requirements in the application that the application should follow some specific type of 

installation, configuration path, and/or scaling, then all the processes have to be inclined with what services 

Amazon cloud already gives.  

 

For example, if your application wants Anaconda type installations then in Amazon you have to change this 

behavior and opt for other type of installation procedure.   

 

On the other hand if the application uses local storage mechanism, then in Amazon cloud it has to shift to 

the EBS based mechanism. AWS VM looses all data on the local storage, when it is terminated. This is also 

analogous to Linux Live-CD that uses RAM drives. However, in Amazon cloud, default storage data is 

retained when the instance is rebooted. EBS storage has its own costing, and data in and data out from EBS 

has its charges.  

 

4.3.2.8 Costing Issues 
 

Current EBS persistence nature and its costing dictates that it has to be considered in the 

application design. Applications having non-persistent data can store it in the ephemeral. This will 

cut a lot of costs against using EBS. But for applications with persistence data, it is required to use 

EBS.  
 

 

4.3.3 Solutions to overcome limitations 
 

In this section, we will provide recommendations about what remedies can be taken into considerations, in 

order to solve problems inside section 4.3.2. 

 

 Scalability in AWS 

 

Scalability demands to have tools that manage configurations, specialize in automation, parallel task 

execution. Puppet and Capistrano
1
 are one of the important tools that professionals are using inside the 

cloud environment to provision configuration management and automation. If it is required to use AWS 

RDS database service then AWS provides API through which we can increase the instance storage. On the 

other hand if ECE uses database which stores data on EBS then, in order to increase the size of the EBS 

volume, it has to follow following tasks. 

 

1. Snapshot the EBS volume. 

2. Create another volume with more storage as required. 

3. Base the new EBS volume on the snapshot of the old volume. 

4. Use linux file system expansion commands to scale the size of the file system. 

 

In AWS, applications which are highly transactional should use HBase oriented TATP (Telecommunication 

Application Transaction Processing) databases. Another such example is an open-source database project 

called Cassandra
2
. Cassandra is a highly scalable second-generation java-based distributed database. So 

ECE has three options TATP, RDS, and/or Cassandra. The best thing would be if ECE uses technologies 

which are best suited for the cloud.  

 

                                                 
1
 Capistrano, https://github.com/capistrano/capistrano  

2
 Cassandra, http://cassandra.apache.org  

https://github.com/capistrano/capistrano
http://cassandra.apache.org/
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Amazon provided Amazon Auto-Scaling
1
 APIs contain mechanism such as  

 

1. Creating groups of nodes, and giving them names (names can be used in scripts). 

2. Creating launch configurations based on CloudWatch metrics, or native watchdog (launch 

configurations can translate into application requirements). 

3. Creating new triggers or updating old ones (application-generated or CloudWatch generated). 

4. Deleting groups, launch configurations, triggers, and/or describing each of them (can be used to 

provide logging and status services). 

5. Setting capacity levels of groups (different regions, and/or traffic loads can have different levels). 

 

These mechanisms are needed for successfully scaling the application. We suggest that ECE should put PL 

VMs inside the AWS Auto Scaling Groups and let SC (Service Control) VM manage their configurations 

using Capistrano and/or Puppet/Chef etc. Auto-scaling works hand in hand with load balancing. So a very 

good load balancing strategy is needed for ECE as well. 

 

 Load Balancing for ECE 

 

If ECE is to be deployed in EC2 then AWS ELB service can be used. These specialized servers are 

specifically made to work and handle requests in the Amazon cloud. Their multi-zone and multi-region 

application yields highly distributed and available application. At this time, VPC does not contain the 

functionality of AWS ELB. But VPC is now available in all the regions. Amazon mentions that it will 

provision them in the future releases. VPC, while providing the secure environment that can act as a part of 

the enterprise network, can leverage load balancing mechanism of ECE.  

 

 Messaging between VMs 

 

It is recommended to use AWS SQS (Simple Queue Service) for messaging between VMs. The SQS acts as 

Service Buss. On the other hand, the root access between each VM has to be enabled for the reason 

mentioned in section 4.3.2. 

 

 AMI Provisioning 

 

AMI can be taken either pre-built or can be made from scratch. To create it from scratch is a complicated 

process [60]. Boxgrinder makes it possible to create VMs for different cloud environments including 

Amazon. It also helps to create a VM based on RHEL 6.0 ISO that we provide. There are certain scripts that 

shuts down the VM complete after their install in Amazon Cloud. We strongly suggest that these scripts and 

packages should be analyzed to see the conflict that is happening between local install and Amazon install. 

 

 Layer 2 Connectivity Recommendations 

 

Amazon lacks in Layer 2 offerings. The issues with Layer 2 can be found in section 4.3.2. It is 

recommended to use the following technique to provide layer 2 type services in Amazon. CohesiveFT’s 

VPN-Cubed
2
 will enable secure control over cloud networking infrastructure. But it will base Layer2 type 

services on Layer3. It will enable broadcast and multicast, the two most important services for Layer 2.  

 

 

 

 

                                                 
1
 Amazon Auto Scaling, http://aws.amazon.com/autoscaling  

2
 VPN Cubed, http://www.cohesiveft.com/vpncubed  

http://aws.amazon.com/autoscaling
http://www.cohesiveft.com/vpncubed
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 Resource Aggregation recommendations 

 

There are two ways to do this in Amazon Cloud. One possible way is, to provide vLAN connectivity and 

resource aggregation, to extend the Amazon based installation to the local datacenter. In this case, local-

datacenter will act as a vLAN connectivity-provider. But in this case we would have layer 3 vLAN.  

 

The other way is to use Open VPN
1
 inside Amazon cloud to provide vLAN [26]. But this type of vLAN will 

be established using tunnels and tap methods which are not integrated into the ECE software. Since it was 

required to check the standalone deployment inside the Amazon Cloud without connections from the local 

datacenter, this bottleneck remained a major issue. To support this claim Cluster-D project, from GENI, 

came to this sort of problem and they used Framenet service
2
 to establish layer 2 connectivity [25]. 

Flexibility in terms of provisioning of vLAN connectivity from outside Amazon cloud is important, that is 

standalone implementation will not address resource aggregation issues.  

 

 Tunnels based vLANs 

 

So in order to provide vLAN, we need to make tunnels insides a network or we have to create an overlay 

network on Amazon cloud. This overlay network will handle switching and routing mechanisms. 

CloudSwitch
3
 and VPN-Cubed

4
 provide these overlay services. When this is done, we need to change the 

ECE software architecture in such a way that all traffic passes through this overlay network.  

 

The new version of Openstack compute i.e. Cactus release will contain features for adding multiple Ethernet 

ports to the virtual machine instance. This will ensure that new cloud service providers that will base their 

deployments on Openstack Cactus release will provide layer 2 functionality. 

 

 Multicast/Broadcast 

 

Apart from an overlay network such as the solution from VPN-Cubed, Opsource Enterprise Cloud Hosting
5
 

provides layer2 multicast, so services can be deployed there in order to harness layer2. Since Amazon Cloud 

does not provide layer2 multicast, so any service inside ECE that uses or will use multicast can’t be 

supported inside Amazon, at the time of writing. A patch or some overlay mechanism is required to be 

integrated inside cloud deployment to achieve layer2 multicast/broadcast. 

 

 Dynamic IPs 

 

As Amazon Cloud contains dynamic IPs, we cannot hardcode the IPs for each node inside node scripts. This 

means that we need to provide a mechanism inside the cluster through which machines can be addressed 

with DNS based addresses or machine names. So while designing or porting an application to the Amazon 

cloud, it is must to have a DNS based strategy or dynamic-to-static IP mappings. So DNS is must in 

Amazon Cloud for ECE. 

 

 

 

 

 

                                                 
1
 Open VPN, http://openvpn.net  

2
 Framenet service, http://www.nlr.net/framenet.php  

3
 CloudSwitch, http://www.cloudswitch.com  

4
 VPN Cubed, http://www.cohesiveft.com/vpncubed  

5
 Opsource Enterprise Cloud Computing, http://www.opsource.net/Services/Cloud-Hosting  

http://openvpn.net/
http://www.nlr.net/framenet.php
http://www.cloudswitch.com/
http://www.cohesiveft.com/vpncubed
http://www.opsource.net/Services/Cloud-Hosting
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 ECE software packages automation 

 

There is another automation path available called OVF
1
 (Open Virtualization Format). This format not only 

promises automation of software installations but also enables simple and error-free deployment of virtual 

appliances across multiple virtualization platforms. This is a standardization approach is suitable for multi-

cloud environments. A good research study on how this can be used, and the development of a service 

framework, is given in [3].   

 

 Interoperability recommendations for future installments 

 

Since ECE is already deployed in VMware and the Amazon EC2/VPC has been analyzed, it is possible to 

orchestrate an environment in which a multi-cloud environment for ECE is taken into account. Enstratus
2
 

provides a single API to manage multiple cloud environments. So either Ericsson would have to buy that 

sort of solution or they would have to device their own solution in which they address interoperability. 

 

A very good abstraction has been developed in [37], which provides a single resource usage model, user 

authentication model, and API for compute providers that enable cloud-provider neutral applications.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
                                                 
1
 Open Virualization Format, http://www.dmtf.org/standards/ovf  

2
 Enstratus, http://enstratus.com/page/1/Independence.jsp  

http://www.dmtf.org/standards/ovf
http://enstratus.com/page/1/Independence.jsp


 

35 

 

CHAPTER 5 
 

DISCUSSION 
 

For cloud-based deployments of Ericsson Composition Engine (ECE), the main question is on choosing the 

right cloud model, cloud provider, and solutions that help resolve porting issues reported in this thesis work 

(Section 4.3.2 and 4.3.3). Scenarios have to be made so that ECE implementation complies with the trends 

in the industry (Section 4.1.1). Trends, applications, and concerns are analyzed in this chapter in order to 

form a clear landscape of cloud computing for telecommunications in general and ECE in particular. 

 

5.1 Implications of private and/or hybrid deployments for ECE 
 

Telecommunication companies have already got infrastructure that can be virtualized. Telcos want to 

employ their on-premises underutilized or redundant hardware than to entirely focus on public deployment 

of its operator-facing applications. If Ericsson has already virtualized most of its servers, and if it is 

providing services within the company to facilitate cloud adoption, then a smooth shift to private and hybrid 

would be far better option than public deployments. ECE has been ported to private cloud and can be a 

candidate of augmenting it to a hybrid strategy. In this respect, if the compute capacity is full on the private 

cloud, then an API call can be made to the public cloud, asking for additional PL (Pay Load) blade(s). VPN 

connection can be used to provide a point of contact between the on-premise infrastructure and the public 

cloud VM. Or the control can be shifted to the private cloud, and processing can be shifted to the public 

cloud. The basic thing is to find the right combination for ECE. 

 

Such example scenarios can be found in the industry. Survey results also show that this behavior is desired 

(Section 4.2.3). Sony Ericsson partnered with Akamai EdgeComputing to form a hybrid cloud utilizing 

applications at the edge of the cloud, and controlled them from centralized home datacenter [20]. This 

deployment case reduced cost, latency, and infrastructure needs, for Sony Ericsson. 

 

For public cloud deployments data transfer will become a costing issue. In [7], authors have analyzed 

costing issues in AWS and what part contributes to which costs. In our case study, we found that compute 

resources per hour did not cost us as much as the overall data-transfer did. As data-transfer started 

increasing, so does the cost, and there was not a clear view on how to control these costs. In Amazon cloud, 

data transfer in and data transfer out cost was more than VM costing. 

 

5.2 Implications of Cloud Networking for ECE 
 

Telecommunication companies are deploying solutions in the public cloud after examining application 

specific viability of public cloud. These applications are those that do not possess the sort of networking that 

normally is in the non-virtualized on-premises deployments. This means that applications that demand strict 

layer2 connectivity with QoS and throughput constraints are not currently being deployed. Cloud 

networking is a progression of cloud computing, and we see research and development on it for example, 

openflow initiative and VDI (Virtual Distributed Interface). It will enable management of inter-cloud 

networking and security [22]. In [21], authors mention technologies, projects, and research areas for cloud 

networking. For example, vLANs using vNICs, Layer 1, 2, and 3 VPNs, overlay networks, X-Bone, 

NetScript, etc [21]. Latest cloud networking solutions are being provided through hybrid mechanisms and/or 

with multi-cloud in consideration. So ECE should be analyzed on how it can benefit from cloud networking.  
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5.3 Telco Cloud provisioning and ECE 
 

Telco Cloud development is proceeding in the research. These clouds are addressing specifically the need 

for telecommunications requirement on virtualization, and cloud management. One such initiative is SAIL 

(Scalable and Adaptive Internet soLutions). This solution carries three major components namely NetInf 

(Network of Information), OConS (Open Connectivity Services), CloNe (Cloud Networking). 

 

Enterprise cloud vendors are also making their public cloud capable for telecom applications. They offer 

cloud services that are made specifically to satisfy the requirements laid down by telecom companies. 

IBMSmartCloud
1
 is one such example which provides a public cloud solution as well as hybrid that tries to 

meet the telecom requirements. 

 

Traditional telecom IT is still not switching entirely to cloud based IT and management. Telecom 

companies have made separate departments to deal with cloud based deployments instead of moving current 

IT professional to leverage the cloud by bridging the gap in developer and integrator learning. So in this 

domain third party companies are offering IT-as-a-Service solutions for telecom companies. An industry 

example in this case is the selection of NetApp and Flex Pod by Trusted Cloud
2
 to deliver secure ITaaS (IT-

as-a-Service). This model has been augmented in Cloud 2.0 Case Management initiative [62]. It also 

addresses issues like Cloud OSS
3
 (Operations Support System), Cloud Sourcing, and Cloud Office.  

 

The easiness of provisioning of private cloud for ECE is due to the ability of VMware vSphere to satisfy 

telecom needs for hardware and software. On the other hand, public cloud does not satisfy those needs, so it 

requires some specialized knowledge to transform the application to work in the public cloud. This can be 

done either by making Ericsson’s own version of packages that should address these issues, a partnership 

with cloud management company to supply these solutions, and/or finding the right public cloud platform 

that suites its need. Currently Amazon cloud cannot satisfy the exact requirements.  

 

 

5.4 Feasibility of AWS and related porting issues 
 

ECE
4
 is a mature telecom grade service delivery platform application that enables fine tuned service 

offering to/from multiple interfaces namely, SIP (Session Initiation Protocol), HTTP (Hyper Text Transport 

Protocol), IMS (IP Multimedia Subsystem), IN (Intelligent Network) and internet services. To enable these 

services ECE uses a Reference Deployment Architecture that is uniquely created to provide highly effective 

and agile service orchestration, using application-level open standards, and network redundancy. To achieve 

the same performance in the Amazon cloud, it has to first overcome the limitations posed by AWS. Amazon 

cloud runs on commodity hardware, has a single network in EC2, and has limited layer 2 capabilities. 

Among the benefits, Amazon cloud is very good if the service is made specifically for the cloud, taking 

cloud feature and limitations in mind. This, ECE and Amazon cloud, architectural conflict inhibits the exact 

migration. So in order to achieve it, one must understand the limitations, deliver solutions within the ECE, 

and perform the migration.  

 

                                                 
1
 IBM Smart Cloud IaaS, http://www.ibm.com/cloud-computing/us/en  

2
 TrustedCloud Press Release, http://www.trustedcloud.com.au/news/australian-first-as-trusted-cloud-chooses-netapp-

and-flexpod-to-deliver-secure-itaas  
3
 Cloud OSS, http://www.cloudbestpractices.info/Cloud-OSS  

4
 Ericsson Composition Engine Brochure, http://archive.ericsson.net/service/internet/picov/get?DocNo=28701-

EN/LZT1089967&Lang=EN&HighestFree=Y  

http://www.ibm.com/cloud-computing/us/en
http://www.trustedcloud.com.au/news/australian-first-as-trusted-cloud-chooses-netapp-and-flexpod-to-deliver-secure-itaas
http://www.trustedcloud.com.au/news/australian-first-as-trusted-cloud-chooses-netapp-and-flexpod-to-deliver-secure-itaas
http://www.cloudbestpractices.info/Cloud-OSS
http://archive.ericsson.net/service/internet/picov/get?DocNo=28701-EN/LZT1089967&Lang=EN&HighestFree=Y
http://archive.ericsson.net/service/internet/picov/get?DocNo=28701-EN/LZT1089967&Lang=EN&HighestFree=Y
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Even after this migration to VMs, the next requirement is the enablement of fault resiliency, service 

availability, and redundancy (specifically network redundancy).  

 

We have identified the integration points. But to deliver them for ECE implies introduction of patches and 

new software packages which specifically deal with ECE in the Amazon cloud. 

 

Broadcast/multicast, SCTP protocol provisioning, static network IPs, IP range selection, vLAN, multi-

Ethernet ports, and/or complete layer2 connectivity is a major challenge in Amazon Cloud. 

 

ECE like software which uses certain basic layer 2 connectivity features has to be updated to work in the 

Amazon Cloud.  

 

It has been noted down that ECE has been successfully working in private cloud environment via VMware 

vSphere 4.0. This means that if the public cloud, that is VMware vSphere enabled, can satisfy application 

migration issues. For this purpose, we saw that clouds like Terremark, Colt, and few others support 

VMware vSphere, but they lack in providing API access to multi-Ethernet support, and operating system 

installation and selection options. IBMSmartCloud offered complete access to VMware vSphere cloud 

hosting but at a much expensive package than that can be easily provisioned in private environment.  

 

ECE can run on a public cloud which offers complete suite of services, of VMware vSphere 4.0, via Public 

Cloud API (Application Programming Interface). ECE can run on other public cloud platforms if they are 

competitive or have the competitive edge over VMware vSphere. OpenStack initiative is a notable 

competitor.  

 

 

5.5 Telecom concerns 
 

Cloud networking, and standardization, which becomes solutions to questions posed by telecom concerns 

[22] [61], provide business use cases, network architectures, and cloud-management and provisioning 

software tools. These tools have to be identified and tested in cloud environments rigorously. Concerns 

dictate that if these issues are not resolved by the Telcos then IT sector might take a significant portion of 

the market revenue. We are already seeing examples like Google’s Google Voice Service
1
 and push from 

Skype into the ICT arena. Ericsson has the expertise, and strong motivation to enable cloud computing, 

overcome its challenges and leverage its benefits. Ericsson has already ported few applications to public and 

hybrid cloud. 

 

Allied concerns involve finding the right solution for SaaS services from the telecommunication 

applications, enabling cloud-based IT, developer-application testing, increasing service footprints, end-to-

end QoS, and accounting/auditing of cloud services.  

 

 

 

 

 

 

                                                 
1
 Google Voice Service, http://www.google.com/googlevoice/about.html  

http://www.google.com/googlevoice/about.html
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5.6 Reliability and Validity 
 

Reliability is the extent to which the results obtained can be reproduced later under similar conditions and 

the findings could be accepted by the scientific community for further research [65]. According to Saunders 

et al. [65], there are four threats to reliability namely participant error, participant bias, observer error and 

observer bias.  

 

During the collection of secondary data from the literature review, the data were evaluated prior to using 

them and also only those within the scope and objectives of the research were used. For the literature 

review, all the papers were collected from the reliable database sources namely IEEE Xplore, 

Inspec/Compendex, ACM, and Springerlink. Reference from trusted online sources and related important 

whitepapers published by research companies namely Scope-alliance were used by focusing on collecting 

latest industry related research. From the company-based whitepapers, only those whitepapers are chosen 

which tell us the nature of telecom applications (e.g. their particular product’s market area) that are being 

deployed in the cloud, thereby reducing the bias towards what they are selling. As continuous research is 

being conducted on cloud computing and telecom sector, maturity of the technology is also increasing day 

by day. So, we have included data from the latest research going on mostly around year 2009-2011. For the 

reliability of participant error and participant bias in the survey, only those participants were selected who 

had experience in cloud computing and those working in the telecom sector. Survey participants were kept 

anonymous so as to reduce the participant bias as participants may be biased by expressing opinion 

influenced by their organization or other authorities. For eliminating the observer error and observer bias, 

various source of data collection were used like survey, literature review and case study and analyzed before 

coming to the conclusion. This approach solidified our findings. Few important questions were augmented 

by additional comment section where participant can comment thereby giving us hidden-aspects which we 

might have missed in the question options.  

 

Validity assessment is an important factor in any research and should be considered at the planning phase 

[56]. Wohlin et al. [56], classifies four different types of threats to validity i.e. internal validity, external 

validity, construct validity and conclusion validity. The validity threats that are concerned while conducting 

this research work are discussed below. 

 

 Internal Validity 

 

Internal validity deals with the biasness during the design and conduction of the study [66]. During the 

conduction of literature review, the databases mentioned in section 3.1 are used. To eliminate the shortage 

of available literature on cloud computing for telecom systems, reliable online resources and white papers 

published by companies, that focus on research and are not biased or influenced by other companies, were 

also included, with emphasis towards finding trends. While conducting online survey, participants were 

selected from different organizations from different geographical locations. Due to the lack of personal 

contact and also less interest and trust from the participant of the organization, the participants of survey 

were limited which can affect the result of the survey. This limitation is eliminated since survey participants 

have 3-5 years of experience in cloud computing, and 5-11 years of experience in telecom, i.e. they are the 

professional which are experience in this domain and active as well. 

 

 External Validity 

 

Conditions that limit the possibility of generalizing the result and conducting the research that is deviated 

from the realistic environment are threats for external validity [56]. Internal validity acts as the pre-requisite 

for external validity [66]. All the available databases except mentioned in section 3.1 were not considered in 

the literature review which can be a threat for missing important publications. This thesis is based on case 
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study of feasibility of porting specific product (Ericsson Composition Engine) of Ericsson AB to a single 

cloud vendor (Amazon Cloud), which could be a threat for external validity. To reduce this threat, 

specifications of other cloud vendors is also discussed and further work for the feasibility test of ECE in the 

cloud other that Amazon for getting wider knowledge and applicability of telecom applications in the cloud 

is suggested. 

 

 Construct Validity 

 

Construct validity deals with the relation between the design of the study and the consequent result of the 

study [56]. For reducing this threat multiple methods were used to collect the data. Prior to the conduction 

of research, proper planning as mentioned in the research methodology section was done. This planning 

ensures viability of the conclusions.  

 

 

 Conclusion Validity 

 

Conclusion validity relates the results of the study to the reliability. To mitigate this type of threat, results 

obtained from different methods were critically analyzed before coming to the conclusion. For getting clear 

and contextual result from the survey, questionnaire was designed based on the literature review and before 

conducting survey, feedback from supervisor and colleagues were taken and iterated couple of times. For 

the reliability and specific conclusion for the case study, architectural study of ECE and Amazon cloud was 

done. And also the result was verified via various steering meetings with external supervisor and email 

conversations with the engineers of Amazon cloud. 
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CHAPTER 6 

 

CONCLUSIONS 
 

 

Cloud computing has a tremendous impact on resource provisioning, time-to-market, and service-

availability. Telecom trends in cloud computing suggest that Telcos have to become agile, in terms of 

business and technical cloud IT, in providing cloud-based services. Telcos have to specifically choose the 

right public cloud provider, build a private cloud, or implement a hybrid cloud. Apart from this, inter-cloud 

will ensure high availability, and standardization will disable vendor lock-in and security issues. Cloud 

networking, software design life cycle (SDLC) in cloud, latency, and security are still major public cloud 

issues. Reducing hardware/infrastructure/staffing/admin costs by deploying multimedia and streaming, 

content management, and web application are main motivations and trends respectively. 

Telecommunication companies have the benefit of control over end-user connectivity. Telcos shift to cloud 

computing would generate new business models, processes, cost-improvements, and service-dynamism and 

will enable end-to-end service management. 

 

 

6.1 Linking to Research Questions 
 

Telcos are concerned about integration of cloud computing with their existing networks and IT processes. 

Telecom companies are building telco clouds which specifically introduce concepts like network-of-

information, cloud networking; cloud OSS (Operations Support System) etc. Telcos have managed to port 

few applications to the private cloud, but they are getting significant challenges while porting them to public 

cloud. The reasons for it are trust, control, and security. They are inclined towards private, or hybrid 

strategy for cloud deployments. Multi-media and streaming, content management and web applications are 

the widely deployed telecom applications in the cloud. 

 

Ericsson Composition Engine cannot be ported to Amazon cloud, without significant modifications to 

Reference Deployment Architecture. Amazon cloud is best suited for applications that are designed from 

scratch that ensures the full leverage of public cloud functionalities. 

 

Amazon Cloud does not hold important application and network centric attributes, which are needed by 

ECE. So it is not possible to port ECE directly to Amazon cloud. But on the other hand layer2 connectivity, 

networking features like vLAN, and application automation were major porting issues for the public cloud, 

which were available in private or hybrid cloud environments. 

 

Security, cloud standardization, application migration, networking, latency, application design, and defining 

service-provisioning models are major telecom concerns in cloud computing. ECE porting issues confirms 

these concerns, and provides an input to future cloud deployment strategies. 
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6.2 Recommendations 
 

It is strongly recommended that ECE type application should be ported to the private or hybrid cloud. If 

Amazon cloud is desired for hybrid as well then all the porting issues should be considered and patches 

should be delivered against them. VMware vSphere compatible clouds should be preferred since ECE is 

already working on VMware vSphere. Public cloud still lacks telecommunications service provisioning 

attributes, so a strong strategy is required to consolidate processes in on-premise IT solutions and cloud IT 

solutions. This strategy should include inclusion of such deliverables in ECE that not only will enable ECE-

in-the-cloud but also ECE-in-the-inter-cloud deployments or migrations for future releases. So cloud 

networking, standardization, and inter-cloud augmentation should be kept in mind during issue resolution.  

 

Based on this thesis work, following points have been identified and recommended to the telecom sector 

while planning for the migration of telecom applications to the cloud. 

 

1. Identification of the applications and services to be migrated to the cloud based on reduction in 

service provisioning cost, application compatibility, maximization of resource utilization and 

test/development needs. 

 

2. Feasibility analysis for application migration. This includes study of technical dependencies of 

the application and choosing the right cloud vendor and the appropriate deployment model 

(Public, Private or Hybrid), security concerns, and SLA in terms of performance and analysis. 

 

3. Migration of the application and carry-out vigorous testing for finding issues. 

 

4. Resolving the issues identified in testing phase and final migration of the application to 

production phase. 
 

   

 

6.3 Future Work 
 

Since trends have been identified in this effort, proposed future work deals with finding how these trends 

can reshape the business strategies for cloud computing by telcos. Solutions that have been proposed against 

the porting issues should be tested in practice, on Amazon Cloud and/or other alternatives. A hybrid cloud 

strategy, based on standardized virtualization mechanisms, should be made that will not only answer trust, 

security, and control issues but also gives solutions for the current limiting factors of a public cloud. 
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APPENDIX A 
 

Survey Questionnaire 
 

1. Personal Background 

 

Full Name: 
 

Name of 

organization:  

Current Position: 
 

Experience in Cloud 

Computing:  

 

2. What are the applications currently being deployed in the cloud by telecom service providers 

and telecom vendors? 

 

Content management systems 

Desktop applications 

Gaming 

Location based services 

Messaging 

Mobile apps 

Multi-media and streaming 

Social Applications 

Web applications 

Other (please specify)     

 

3. What are the strategic motivations behind the adoption of cloud computing for 

telecommunication companies? 

 

Reduced hardware 

infrastructure/staffingadministration cost 

Focus on core business activity 

Improved quality of service 

Reduction in application deployment time 

Reduce under/over provisioning of infrastructure 

Assessing the feasibility of new services 

Providing environment for test and development 

Other (please specify)     

 

4. What are the biggest challenges for telecom companies in the cloud? 

 

Security 

Control over the application scalability 

Migration of the application 

Integration with the existing systems 

Networking in the cloud 

IT governance issues 

Other (please specify)    
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5. Do you think there is major difference between telecom-grade-application developed for cloud 

and developed for local non-virtualized data center? 

 

Yes No 

Depends on type of application (comment)     

 

6. Do you think cloud computing is mature enough to cater high performance telecom 

applications? 

 

Yes No 

 

7. Which of the following do you think is the current trend happening in cloud computing 

regarding telecom sector? 

 

Currently evaluating the market for cloud 

computing 

Selecting prospective cloud providers 

Changing application architecture for ensuring 

highly available and svalable performance in cloud 

environment 

Only using for test and development 

Already in production phase 

No significant involvement yet 

Other (please specify)    

 

8. What is the road map for adoption of cloud computing for telecom grade applications? 

 

Direct migration to public cloud 

Migration to private cloud 

Migration to hybrid solution 

First private and then hybrid solution 

Other (please specify)    

 

9. Which of the following in general do you believe about cloud computing regarding telecom 

applications? 

 

The benefits achieved with cloud computing outweigh the risks 

The risks of cloud computing outweigh the benefits 

The risks and benefits of cloud computing are more or less balanced 
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Bar charts of survey result 
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