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ABSTRACT 
 

Context. Trust and reliability are important issues in online communication. By 

rapid growth of online social networks (OSNs), online communication becomes 

richer by the integrating of social interaction into the communication model. 

However, E-mail communication systems concern about unsolicited messages. 

Objectives. In this thesis the aim is to investigate how to prioritize E-mails between 

recipients and senders by using information from OSNs.  

Methods. An algorithm is presented for computing trust by measuring users‟ 

interaction and similarity in online social networks and this trust is used by another 

algorithm for prioritizing the E-mail inbox.  

Results. An evaluation of the proposed method is performed via a case study and the 

prediction error of the method is compared with the prediction error of the random 

feedback. The error of the method is significantly lower than random feedback and is 

relatively low, given the small number of observations.  

Conclusions. This thesis contributes in its review and categorization of existing trust 

models. Furthermore, it provides an analysis on how to use social information for E-

mail prioritization. Based on the analysis, a method is presented for improving the 

reliability of E-mail communication by extracting information from OSNs. The 

information is used for computing the trust score between two OSN friends. In this 

thesis, it is suggested that, inbox prioritization is achievable using the selected 

method.  
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1 INTRODUCTION 
 

Trust and reliability are important issues in online communication. As the web 

mimics real social networks to simulate a virtual society, online communication 

becomes richer by the integration of social interaction into the communication 

model. However, user-to-user communication systems are vulnerable to unsolicited 

messages. It may be possible to address this vulnerability by improving the 

management of incoming messages. OSNs such as Facebook
1
, MySpace

2
, Orkut

3
 and 

LinkedIn
4
 receive the attention of millions of users. As a consequence, researchers 

are starting to recognize the potential of using online social information to address 

the lack of trust in E-mail communication. In this thesis, the term trust in E-mail 

communication refers to the credibility of the incomming messages based on the 

receiver‟s point of view. In contrast to the traditional web, OSNs are focused on the 

connection between individuals and their common interests. By joining social 

networks, people can meet others and start relationships via different kinds of 

connections (as friends, fans or contacts). One benefit of social networks is that users 

can traverse them to communicate not only with friends but with friends of friends. It 

has been claimed that, an arbitrary person in the world is connected to another 

arbitrary person through a short chain of social acquaintances (Milgram, 1967). 

Based on this claim and as OSNs imitate the real world social networks, it is 

theoretically possible for an OSN user to connect to any other user in the network 

through an average of six intermediary friends (Watts, 2004). Large number of 

people log into OSNs daily to update the profiles, share information and to interact 

with each other. Thus users have a great possibility to discover new friend 

connections as well as business connections. Currently, OSNs comprise large amount 

of data about user interests and interactions but these data have not been used to the 

fullest extent to improve user-to-user communication (Tran et al., 2010). 

 

In our everyday E-mail communication, we have to cope with large amounts of 

messages from different people. In a rapidly changing world, we have very small 

time to decide which messages to read first. We may know some senders and trust 

them differently. Consequently, we may decide to read some messages sooner 

because of the social relationship. This thesis transforms the trust from OSNs into a 

model to prioritize E-mails. This approach can be used to improve E-mail inbox 

management. Consequently, the approach may increase the reliability and 

effectiveness of E-mail communication. More concretely, the approach is to 

prioritize E-mails in the inbox based on the trust score between sender and recipient.  
   

1.1 PROBLEM STATEMENT 

The research question is how to best use social information to prioritize E-mails 

between users. The information about user relationships in OSNs is still limited. For 

example, the relationship between trust and user interaction as well as trust and 

similarity may differ in OSNs from reality. Understanding this difference and its 

implications is an open question. It has been suggested that similar minded users tend 

                                                   
1 700 million users, http://www.facebook.com/press/info.php?statistics  
2 100 million users, http://www.myspace.com/pressroom/fact-sheet 
3 100 million users, http://www.alexa.com/siteinfo/orkut.com 
4 90 million users, http://press.linkedin.com/about 
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to trust each other more than any random users (Matsuo and Yamamoto, 2009). It 

can be argued that internet-based life explains actual social life and thus this may 

explain for OSNs as well. It has also been stated that people intend to trust people 

with whom they have regular interactions (Fukuyama, 1995). The problem of 

inferring trust between users based on their online social life is complicated: the term 

trust is used ambiguously and user intentions are hard to capture by analyzing online 

interactions. In today‟s OSNs, relationships are represented by a binary variable: 

either two users are friends or not, there are no degrees of friendship. To prioritize E-

mails based on OSN relationship, a suitable means for extracting and using social 

information needs to be identified. 

  

1.2 AIMS AND OBJECTIVES 

The aim is to investigate how to prioritize E-mails between recipients and senders by 

using OSN data. The first objective is to examine the potential relation between trust 

and social information. The second objective is to compute a trust score between a 

recipient and a sender, based on their social interaction and similarity. The third 

objective is to construct a method that use trust to prioritize the messages in E-mail 

communication to decline, or assign a low priority to the messages sent from users 

with a low level of trust. The final objective is to evaluate the proposed method in a 

real world case. 

 

1.3 CONTRIBUTION  

This thesis contributes in its review and categorization of existing trust models. 

Furthermore it provides an analysis on how to use social information for E-mail 

prioritization. The thesis introduces two algorithms; one for computing the trust 

score between two OSN friends for E-mail prioritization. This prioritization of E-

mails does not depend on the content of messages. Rather, it is based on the senders 

and their trust toward recipients. There seems to be one other similar approach to this 

work; as presented by Banks and Wu (2009). The input of both approaches is 

extracted from Facebook, but, there is a basic difference between these approaches. 

In approach by Banks and Wu (2009) the weights of the interactions are assigned 

through a human-contributed survey. In contrast, this thesis presents an approach in 

which users contribute by rating E-mails that they receive from their friends in 

Facebook. The advantage is that users precisely rate senders via rating E-mails 

without needing a mechanism to map the answers to the user preferences. The final 

contribution is an evaluation of the proposed method via an empirical analysis.   

 

1.4 OUTLINE 

In the following chapter the existing approaches for preventing unwanted E-mail 

communication, as well as other related work will be described. In Section 3, the 

theoretical foundation, trust characteristics, categorization of computational trust 

models, and theoretical analysis will be outlined. Section 4 contains the research 

methodology, proposed algorithms and formula, and case study. Section 5 presents 

the results section 6 features a discussion about the presented model. Section 7 

addresses the validity threats and the last section presents the conclusions and some 

pointers to future work.  
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2 BACKGROUND 
 

During the last 40 years, the ways in which people communicate have changed 

several times. In 1971, the first E-mail was sent across a network. The first short 

message service was sent in 1992 and the first mainstream OSN
5
 was launched in 

1997. E-mail and OSNs represent two of the most recent forms of contemporary 

communication.  Ten years ago, people communicated online, mainly by using E-

mails but today E-mail represents just one type of digital communication. As the web 

become more interactive, unsolicited (unwanted) messages have become a 

ubiquitous problem. Unwanted messsages have been gone beyond E-mail and even 

users of OSNs have been targeted by unwanted friend requests, messages, and so on. 

This crisis has led studies for a broad range of potential solutions; ranging from more 

efficient spam filtering techniques to use social networks to fight unwanted 

messages.     

 

Traditionally, spam detection techniques such as content-based filtering systems 

were used to protect recipients from the tedious task of distinguishing legitimate E-

mail from spam in the inbox. Such techniques have been successful in filtering the 

great majority of spam messages, however, they also block many legitimate 

messages (Garriss, et al., 2006). E-mail acceptance techniques, including 

whitelisting, have been investigated in order to improve spam filtering. Although 

whitelists are effective in blocking unwanted messages and can help to prevent the 

blocking of legitimate messages, they are not foolproof. The first problem is that 

whitelists are restrictive since communication is just allowed between people who 

know each other. Second, users are responsible for creating and maintaining the 

whitelists. Finally, whitelists mainly classify valid E-mails as low-priority messages. 

Thus, in the presence of spam, it is still difficult to find valid messages (Golbeck and 

Hendler, 2004). By the rising popularity of OSNs, some approaches have shifted to 

use social networks for message filtering. Similar to the real society, trust exists in 

OSNs (Marsh, 1994). It may therefore be possible to make use of the trust between 

users in OSNs to cope with the uncertainties and complexities of social interactions. 

This idea has been investigated by Golbeck and Hendler (2004), Garriss, et al., 

(2006), Mislove, et al., (2008) and Tran et al., (2010) among others.  

 

In our society, people mainly trust each other based on prior knowledge about each 

other, past personal experience, the experience of others or possibly the combination 

of all of these factors (Abdul-Rahman and Hailes, 1998). In OSNs, information about 

trust can be provided to the user in several ways but usually the goal is to 

recommend users about how much to trust other users. In a system that is provided 

by Abdul-Rahman and Hailes (1998), individuals are enabled to judge about the 

trustworthy of others rather than depending on a third-party. In a model proposed by 

Yu and Singh (2001), agents determine trust by using reputation information they 

receive from other agents. An idea on how to aggregate reputation information from 

the individual and others is presented by Sabater and Sierra (2005). Abdul-Rahman 

and Hailes (1998) has suggested that in a predefined context, users develop social 

connections with people who have similar preferences. Later, in an empirical study 

                                                   
5 http://www.sixdegrees.com 
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of an online community, a correlation between trust and user similarity has been 

presented by Ziegler and Lausen (2004).  

 

2.1 TERMINOLOGY 

The importance of trust in social life has been considered extensively by various 

social sciences, e.g., psychology, sociology, philosophy and economics. Trust is 

difficult to define since it is used ambiguously in different contexts (Deutsch, 1973). 

As trust is a social phenomenon, any computational model of trust needs to be based 

on real world characteristics of trust. Consequently, it is instructive to identify those 

characteristics by reviewing works on this topic from the social sciences. First the 

notation of trust needs to be clarified by using the following definition by Gambetta 

(1990): 
 

Trust is a particular level of the likelihood with which a user evaluates that another 

user will perform a particular action, before he can monitor such action and in a 

context in which it affects his own action. 
 

The phrase level of likelihood suggests that there exist levels of trust between users. 

To avoid inconsistency, henceforth in this thesis, a high level of trust is regarded as 

better: the higher the trust level, the more trusted the person is. Particularly, in the 

context of this thesis, the term trust implies the credibility of the information in the 

message from the recipient‟s point of view. Social networks analysts regard 

relationships as the building blocks of the social world (Smith et al., 2009). In social 

networks, the focus is put on the connections between people rather than individuals 

in order to create a measurement that illustrate the location of each individual within 

the structure of all relationships (Smith et al., 2009). OSNs are web-based services 

that allow individuals to create a public profile within a bounded system, express a 

list of other users with whom they share a connection, view the list of connected 

users and traverse the network (Ellison and Boyd, 2007). A node (i.e., a vertex, 

agent, entity, or item) is one of the core components of OSNs. A node may represent 

people, groups, organization, states, and so on. A Tie (i.e., an edge, a link, a 

connection, a social connection or a relationship) is another component of OSNs. A 

tie connects two nodes and this represents a relationship between users in OSNs. 

Social network theory and analysis build on and use concepts from graph theory. In 

computer science, graph theory is the study of graphs, a mathematical structure used 

to model pair wise relations between objects from a certain collection. A graph in 

this context refers to a collection of nodes and a collection of edges that connect pairs 

of nodes (Biggs et al., 1986). Using network analysis, it is possible to visualize 

complex sets of relationships as graphs of connected nodes and to calculate the size, 

shape and density of the network as a whole (Smith et al., 2009). In Facebook, which 

is used as a case study platform in this thesis, the relationship between users is called 

a friendship. In this respect, a tie can be said to exist if two users are friends. In real 

life, friendship has a degree of intimacy and trust. Thus all friends are not regarded as 

equal in terms of the strength of the friendship. In Facebook, people are either friends 

or not: there is no level of trust or intimacy. There are two types of ties; undirected 

and directed. A directed tie (i.e., asymmetric tie) has a clear origin and determined 

destination nodes and is represented in a graph as a line with an arrow pointing from 

the origin node to the destination node (Smith et al., 2009). An undirected tie (i.e., a 

symmetric tie) exists between two nodes without any origin or destination and it is 

represented in a graph as a line without an arrow between two nodes. The tie also can 
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be unweighted or weighted. An unweighted tie (i.e., a binary tie) only displays an 

existence of a relationship. On the other hand, a weighted tie gives more information 

about the relationship. It includes values associated with each tie that denotes the 

strength of a tie.  
       

A user profile, in the OSN context, is a collection of information about a specific 

user including, but not limited to, personal information, interests, activities and 

friends. User profiles in Facebook contain photos and videos uploaded by the user, a 

list of friends and recent activities (e.g., friendship requests, comments from other 

users). In society, people know each other‟s personality but in OSNs, users 

distinguish each other via user profiles. The user profile can be viewed as a social 

identity that the user establishes during online communications. By using social 

identities, individuals can be distinguished (Tajfel and Turner, 1997).  In Facebook, 

the wall is a space on each user‟s profile page that allows friends to post messages to 

the user. The posted content on the wall is referred to as wallposts. A user's wall is 

visible to anyone with permission to view the full user profile. A comment is another 

feature of Facebook that enables users to write about their thought about content 

shared by others. Facebook users show their interested activities by adding movies, 

music, games, books, URLs, and so on into the user profile. A Facebook event is a 

way for users to let friends know about forthcoming event and organize social 

gatherings. Events can be made public or private. Photo tagging allows the user to 

tag friends in a photo. It is normally used when friends are included together in a 

photo or when the user wants a friend to see a photo. By default, photo tagging is 

visible to everyone. By using the mutual friends feature, it is possible to recognize 

the number of common friends between the user and a selected friend.   

 

In this thesis, social informatics or social information refers to any content available 

from OSNs, such as interaction data, user profile data, and so on (Wu, 2011). 

Therefore, social information includes social relationships and may be used to 

capture their dynamics (Wu, 2011). Social relationships might change: Some might 

be temporary, virtual, private, or mission-oriented. Social information also includes 

the communication activities or interactions over a graph of social relationships, and 

the policies, such as privacy or anonymity, guarding those activities. In practice, the 

availability of social informatics is usually constrained by the programming 

interface.   

In this thesis, the notion of unwanted communication in E-mail communication refers 

to any unimportant, unwanted or malicious message, such as junk E-mail, unsolicited 

bulk E-mail, marketing, unwanted invitation, and so on. Whitelisting is an effective 

method of blocking unwanted messages and it is used to classify E-mail addresses as 

legitimate. Messages from senders listed in whitelists can reach the recipient‟s inbox 

(Garriss, et al., 2006).  
 

2.2 RELATED WORK  

There is a growing amount of published work on the topic of using social networks 

for message filtering in E-mail systems. A number of highly relevant researches to 

this thesis are performed by Golbeck and Hendler (2004), Boykin and 

Roychowdbury (2005), Garriss et al. (2006) and, Tran et al. (2010). The difference 

between each approach concerns the way in which trust is computed. In TrustMail, 

which is a prototype E-mail client, an approach is proposed that users assign trust 
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score to people they know. Trust score is computed recursively for others. These 

scores connect thousands of users who have their own set of ratings (see Figure 1).  

 

Figure 1. Adapted from Golbeck and Hendler (2004) 

 

 
 

 

The trust scores are shown next to the messages in the inbox, and messages can be 

sorted according to these scores (Golbeck and Hendler, 2004). The actual benefit of 

this system is that, by using a social network, it spotlights the potentially important 

and relevant messages even if the recipient does not know the sender (Golbeck and 

Hendler, 2004).  

 

The approach of combining whitelists and social networks is proposed for Reliable 

E-mail (RE) (Garriss et al., 2006). RE exploits social relationships between E-mail 

senders and recipients to accept potentially valid messages by automatically 

broadening the user‟s whitelist among socially connected users (see Figure 2).  

 

Figure 2.  

 

 
 

 

Boykin and Roychowdbury (2005) construct a social network from the messages that 

a user has received. Regarding the structral properties of social networks, propensity 

of local clustering, messages are distinguished as spam, nonspam and unknown 

based on clustering thresholds. SoEmail considers trust as an integral part of 

networking rather than working alongside existing communication systems (Tran et 

al., 2010). SoEmail uses social information to rate the messages (see Figure 3).  

 

Figure 3. Adapted from (Tran et al., 2010) 
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The key feature of SoEmail is that, instead of directly connecting the sender and the 

recipient, messages are routed through existing friendship links (Tran et al., 2010). 

Although, all of those approaches use social relationships for filtering messages in E-

mail systems, the applications are not designed to be automated: the user must 

explicitly score other users, and messages, or create whitelists. Morover, RE and the 

technique used by Boykin and Roychowdbury (2006) build a social network from the 

user‟s own E-mail folder rather than using a network that connects users.  

 

Additionally, a number of studies have been published on how to extract trust from 

OSNs. It has been suggested that users build up social connections with others who 

have similar preferences (Abdul-Rahman and Hailes, 1998). Therefore, Abdul-

Rahman and Hailes (1998) proposed a model in which trust is calculated based on 

recommendations from similar minded recommenders on a specific context rather 

than using information from direct experience. In one proposed model (Yu and 

Singh, 2001), the trustworthiness of a user is computed based on the previous 

experience with that user as well as the belief rating of the user‟s neighbors. Social 

interactions like exchange of message between users have been suggested to be an 

indicator of interpersonal tie strength (Xiang et al., 2010). Thus, an unsupervised 

model has been developed by researcher to estimate relationship strength from 

interaction activity and user similarity on OSNs (Xiang et al., 2010). None of the 

aforementioned approaches are used to prioritize E-mail senders. 
 

 

 



8 
 

3 THEORETICAL FOUNDATION 
 

In E-mail communication, it is often desirable to rank messages according to 

importance. Some E-mail services, such as Gmail, automatically assign an 

“important” or “not important” label to messages based on a number of 

characteristics. For example, a message from a sender who has received messages 

from the user is considered as “important”. Moreover, Gmail allows the user to 

improve the ranking by assigning “important” or “not important” labels. E-mails can 

be viewed as means of social communication. This inspires the idea of using social 

information to rank messages in the inbox. In real life communication, people 

cooperate with others in part based on their trust relationship. It is argued that almost 

all transactions require an element of trust (Arrow, 1972). This implies that trust is a 

fundamental concept in social activities and differs among people depending on what 

kind of cooperation they are involved in (Gambetta, 1990, Zuo et al., 2009). It is 

reasonable to assume that there exist levels of trust in OSNs since people interact 

with each other and share their interest through their user profiles. In the case of trust 

in OSNs, the available information is social interaction data and user similarity. This 

information can be used to compute trust scores between users. The trust score can 

be associated with messages in E-mail communication between two users (if they are 

connected in an OSN) and thus let the receiver to understand how credible and 

important the information in the message is. Incoming messages can thus be 

prioritized automatically based on the associated trust score.   

 

Before reviewing ways to quantify the strength of friendship and thus infer trust from 

OSNs, it is worthwhile to understand how social relationships are defined and used 

in current OSNs. The fundamental idea of both Facebook and Google Plus is the 

sharing of information but these services use somewhat different approaches. The 

concept of groups is defined by Facebook. Similarly, circles are used by Google Plus 

to share information with a collection of people. Facebook groups can be described 

as representing communities, which contain collections of users who share interests 

and want to collaborate for several reasons by sharing information, ideas, photos, 

videos, and so on. Users can join a group, add other users and leave groups. All 

members of a group are visible to the other members. Furthermore, every member 

can share content and the other users in the group can view and reply. Circles 

represent a kind of selective broadcasting of content. All activities in a circle (e.g., 

creating or deleting circles, adding or removing users, sharing information, and so 

on) revolve around the user. Thus other users cannot view any information about a 

user‟s circle.     

 

Once users are added into a new Facebook group, all shared content, comments and 

activities will be displayed to all members even though the strength of different 

friendships in the group may vary. Thus Facebook groups are based on user interests 

rather than the level of friendship between users in the group. This implies that 

relationships are considered as a binary concept. Google Plus uses another approach: 

circles are designed to separate friends based on their relationships. For example, a 

user can create a circle and put close friends into it and then create another circle for 

colleagues. Consider a scenario that demonstrates a potential weakness of the circles 

approach. Assume that a user, Alice, changes her job. Now, everyone in the work 

circle needs to be moved to another circle with less access to Alice‟s daily thoughts 
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and activities. Due to that, the strength of all relationships in a particular circle is 

identical; Alice needs to create more circles to be able to put contacts with identical 

strength of friendship in one circle. Based on the number of circles and contacts in 

each circle, the organizational overhead will increase continuously. Therefore, in 

current OSNs, there is a need to quantify relationships in order to mimic the real 

world society and to avoid potential privacy and security issues such as unwanted 

access to private information. 

 

To infer trust from similarity and social interaction data, it is important to identify a 

relationship between trust and user similarity as well as trust and user interaction. 

Previous works suggest a relation between attitude similarity and friendship (Sabater 

and Sierra, 2005, Ziegler and Lausen, 2004, Massa and Avesani, 2004). In the real 

world, people from similar cultures are influenced by each other and attempt to make 

the culture unique (Deutsch, 1973). A relationship between trust and interest 

similarity in online recommender systems is examined by Sinha and Swearingen 

(2001). It is suggested that users tend to trust recommendations from friends (Sinha 

and Swearingen, 2001). Moreover, it is argued that users trust a system more if it 

recommends an item that they previously liked. (Luhmann, 1979). This implies that, 

if a system recommends an item which is close to the user‟s preferences, the system 

is regarded as more trustworthy. The strong relationship between trust and user 

similarity is shown by Ziegler and Golbeck, (2007); who state that the more similar 

two users are, the more trust there is between them. Furthermore, it is argued that 

frequency and intensity of interaction is important in the sense that the more 

interaction there is between two parties, the closer they are socially (Karakayali, 

2009). It is logical to expect this to hold in OSNs as well and therefore, in this thesis, 

it is assumed that there exists a relationship between user similarity and trust as well 

as interaction. However, an issue with user similarity concerns deciding about which 

metrics to use for measuring similarity in the OSN. In some studies, similarity have 

been measured based on the similarity of user preferences, the privacy setting of user 

profiles, the rating objects such as movies, the profile attributes, and so on. As 

Facebook is selected as the case study platform for this thesis, there was a need to 

choose similarity metrics that are available in the OSN. Therefore, similarity is 

defined as the similarity of user profiles such as common interest, background 

similarity of users such as where users currently live and where they come from, and 

so on. Moreover, the definition of interaction intensity is similar to that of Banks & 

Wu (2009). The motivation of selecting Facebook as a platform will be reviewed 

further in the case study design section. 

 

3.1 TRUST CHARACTERISTICS 

The trust model described in this thesis is based on sociological characteristics of 

trust. In particular, the model supports the following properties of trust: As it is 

specified by Gambetta (1990), trust is subjective, which means that users may have 

different perceptions of the concept. According to the definition of trust provided by 

Gambetta (1990), trust is context dependent. One may be trusted to do one task but 

not trusted to do a different task (Wu and Chen, 2008). Trust has a numerical value 

which represents the degree of trust (Wu and Chen, 2008). However, the meaning 

and the form of trust value is considered differently in various approaches (e.g., 

Boolean, categorical, continuous values, and so on). In the presented model, the 

degree of trust is associated with a range from distrust to complete trust. Trust is a 

binary (i.e., a trust relation has two parties) and asymmetric relation (Wu and Chen, 
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2008). Trust is asymmetric since one may trust a friend but the friend may not feel 

the same about the user. Trust is associated with uncertainty and risk (Marsh, 1994). 

To elaborate on uncertainty in this respect; in making a trust decision one is faced 

with an ambiguous path, which can lead to a beneficial or harmful event. This does 

not mean that trust is based on chance; rather, it is based on prior experiences and 

evidences (Abdul-Rahman and Hailes, 1998). In addition, trust is a dynamic concept 

(Abdul-Rahman and Hailes, 1998, Wu and Chen, 2008). This means that, trust may 

changes  continuously by additional experiences, evidences or observations. Usually, 

trust is likely to be more exactly estimated with more experiences or observation 

(Wu and Chen, 2008). Another interesting characteristic of trust is its propagating 

between nodes. Trust is considered as either a transitive or a non-transitive concept 

by different research studies. The approaches that suggest trust is transitive, argue 

that real world trust decisions are often transitive in nature. For example, one might 

trust a movie because of its director and the director may be trusted only because of a 

friend‟s recommendation. It is justified that trust can be passed between people 

although it is not perfectly transitive in the mathematical sense (Golbeck, 2005). This 

means that, if Alice trusts Bob and Bob trusts Carol, it does not always follows that 

Alice trust Carol. Other approaches argue that trust is not necessarily transitive. For 

example, if Alice trusts Bob and Bob trusts Carol, it does not necessarily result in 

that Alice must trust Carol by any degree (Abdul-Rahman and Hailes, 1998, 

Luhmann, 1979).  
 

3.2 CATEGORIZATION OF COMPUTATIONAL TRUST MODELS 

A number of trust models are categorized based on the following characteristics of 

the trust models (see Table 1)    

 

 The global or local trust metrics characteristic: the trust score can either be 

computed globally or locally. In the global trust metric, a single global trust 

score is computed for each user. In contrast, the local trust metric computes 

personalized trust scores for each user based on the viewpoints of other users.  

 The context-dependent characteristic: Trust can either be considered as a 

context-dependent or context-free concept. Context-dependent (i.e., content-

aware, situation-aware or situation-specific) trust models associate multi-trust 

scores per user based on the context (i.e., one might trust a user in one 

context but not in another). In the context-free trust models, a single trust 

score is computed for different situations regardless of the context.   

 The type of trust score characteristic: The trust can either be recognized as 

continuous score (e.g., a score between 0 and 1), categorical score (e.g., very 

trustworthy, trustworthy or untrustworthy) or binary score (i.e., either there 

exists trust or not). 

 The reliability measure characteristic: Trust models may provide the 

reliability measures for computing the trust score. Depending on the model, 

the reliability measures can be varied (e.g., the number of experience, the 

reliability of source of information, and so on).        

 The Input information characteristic: Trust models may use different source 

of information to compute trust scores. The source of information can be 

divided into three general categories: direct experience, witness information 

and social information. Direct experience represents the information that is 

obtained from interacting with other users as well as the information that is 
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acquired through observing the interactions among other users. Witness 

information includes the information that is obtained from other users (e.g., 

recommendations). Social information refers to information that is available 

from OSNs. 

 The Transitive trust characteristic: This characteristic is used to determine 

whether the computing trust models consider trust as a transitive, non-

transitive or hybrid concept.    

 

Note that the categorization is carried out based on the common characteristics of the 

reviewed models. 
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Table 1. Comparison of computational Trust models 

Model 

Trust  

metrics 

Context- 

dependent Type of trust value 

Reliability 

measure Input information Transitive trust 

Marsh (1994) Local Yes Continuous No DE No 

Castelfranchi & Falcone (1998) Local Yes Continuous No - No 

Schillo et al., (2000) Local Yes Binary No DE + WI Yes 

Abdul-Rahman & Hailes (2000) Local Yes Categorical No DE + WI No 

Yu & Singh (2001) Local No Continuous Yes DE + WI Yes 

Sabater & Sierra (2001) Local Yes Continuous Yes DE + WI No 

Esfandiari & Chandrasekharan (2001) Local Yes Continuous No DE + SI Yes 

Golbeck & Hendler (2004) Local No Continuous No DE + SI Yes 

Massa & Avesani (2005) Both Yes Continuous Yes DE + SI Yes 

Lathia et al., (2008) Global No Continuous Yes WI No 

Tavakolifard (2009) Local Yes Categorical No DE + WI Yes 

Banks & Wu (2009) Local No Continuous No SI Yes 

Marsh & Briggs (2009) Local Yes Continuous No DE No 

Tran et al. (2011) Local No Continuous No SI Yes 

Lavesson & Johnson (2011) Local No Continuous No SI No 

Note. Dashes indicate undisclosed information. DE= Direct Experience; WI= Witness Information; SI= Social Information; the „+‟ symbol 

implies that the model uses both information sources to compute the final trust score.    
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3.3 THEORETICAL ANALYSIS 

Comparing different types of computational trust models helps to understand which 

characteristics can improve the trust model for E-mail prioritizing. The 

computational trust literature contains many different kinds of algorithms that can be 

categorized into two main groups: global and local trust computation algorithms. The 

global trust computation algorithm computes a single trust score for each individual 

in the network. In contrast, trust in the local trust computation algorithm is based on 

the attitude and preferences of individuals toward a certain user. The difference is 

that in a network with the local trust computation algorithm, each user has several 

trust scores depending on the viewpoints of other users based on which the trust 

score is computed. But in a network with the global trust computation algorithm, a 

user always has a single trust score. In the global trust computation algorithm, a 

single trust score is publicly available to all members of the network. Thus, the trust 

score is vulnerable against the manipulation (e.g., a group of malicious users can 

collude to increase the trust score of a fake user). It has been claimed that any global 

trust system is exploitable by attackers (Massa and Avessani, 2005). Furthermore, 

the biased or non-accurate opinions of users can increase or decrease the trust score 

of a particular user in the entire network. This may affect the robustness of the global 

trust algorithm. Therefore, it is very important to consider the reliability of the users‟ 

feedback in the global trust algorithms. Furthermore, trust is subjective and different 

users may have different idea about a topic since there is no a global measure of 

trust. However, the choice of global or local trust computation algorithm depends on 

the context. The global trust computation algorithm is applicable when the opinions 

of users are very similar (Golbeck and Hendler, 2004). On the other hand, in a 

context in which users have very different idea about a topic, the global trust 

computation algorithm is not effective. In this thesis, the users‟ feedback about the 

validity of an E-mail can be quite different. Thus, the local trust computation model 

was used. 

 

According to the definition of trust provided by Gambetta (1990), trust is context 

dependent. One may be trusted to recommend a movie but not trusted to fix a car. 

Associating trust measurement with a specific context has a cost in terms of 

complexity, but it may help to infer a meaningful trust scores. In the context-

dependent trust model, different pieces of information need to be used to compute 

different trust scores related to different activities. This implies that there is a need 

for enough information for computing trust in each considered context and a 

mechanism for recognizing right context for a piece of information. However, the 

interaction data in the current OSNs are usually temporal, sparse and hard to capture 

(Xiang et al., 2010). Therefore, a context-free trust model was applied in this thesis.  

 

The computing trust algorithm can be based on a transitive, non-transitive or hybrid 

trust. Hybrid trust refers to the condition when the trust is considered both as 

transitive and non-transitive concept. Hybrid trust may be difficult to compute since 

the algorithm needs to identify where the trust is transitive and where it is non-

transitive. An algorithm based on transitive trust is also difficult to conceive, since 

trust diminishes along a chain of acquaintances. As a result, finding the precise 

method for propagating trust is hard. Thus, this thesis focuses on a relaxed definition 

of trust in which only non-transitive trust is considered. Generally, the trust can 

either be recognized as continuous or categorical value. Since the proposed model 
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works with ranks of the friends, the trust value was considered as a categorical 

measure. Table 2 shows the characteristics of the proposed trust algorithm.    

 

Table 2. Characteristics of the proposed model 
Trust 

metric 

Context 

dependent Type of trust value Input information Transitive trust 

Local No Categorical 
Social 

information No 
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4 RESEARCH METHODOLOGY 
 

This thesis investigated how to prioritize E-mails between recipients and senders 

who are connected in an OSN. For this purpose, the investigation began by 

identifying the existing approaches for E-mail prioritization and trust computation by 

literature survey. To understand and differentiate the properties of the existing 

models, a categorization was performed. The categorization was based on a number 

of important properties of the trust models. The next step was to compare trust model 

categories to understand and analysis the pros and cons of each category. The result 

of the comparison was used as a basis for recognizing the characteristics of suitable 

approach in the context of E-mail prioritization. A new algorithm was constructed 

based on the theoretical analysis and identified characteristics. The algorithm was 

evaluated via an empirical inquiry to investigate its behavior in a real world setting 

platform. It was decided to conduct a case study to examine the applicability of the 

proposed algorithm in one of the major OSNs.  

 

4.1 ALGORITHMS FOR TRUST COMPUTATION AND E-MAIL PRIORITIZATION  

An OSN user profile can be complex. The user profile can include different kind of 

social information such as personal information, communication data and, interest 

activities. In this thesis, social information was considered as a list of values, where 

each value was associated with a parameter (criterion). For example, the criterion of 

messages could be associated with the value of „5‟. That means five messages have 

been exchanged between the user and a certain friend. The proposed algorithm used 

the social information to compute the trust between a certain user and the friends. 

The idea was that, for a particular user, some criteria may have greater impact on the 

trust attributed to friends in comparison to the other criteria. Therefore, a weight 

should be assigned to each criterion.  

 

Let xi be the value of criterion i for a particular friend and wi be the unknown weight 

of that criterion. The value of trust t between the user and the particular friend was 

computed using equation (1).  

 

(1) t = w1x1 +...+ wixi +...+ wpxp + ε 

 

Where p is the number of criteria and ε is the error which accounts for the 

discrepancy between the actually observed response (actual trust) and the predicted 

outcome (computed trust). t and w have continuous values; although, x can have 

either a discrete or continuous value meaning that x can have information such as 

number of messages (continuous), current location (discrete, 1 if both the user and a 

friend live in the same town, 0 otherwise).  Consequently, for the case of n friends, 

the value of trust between the user and friend i was computed using equation (2).  

 

(2) ti = w1xi1 + ...+ wpxip + εi     i=1, …, n 
 

Where xip is the social information between the user and friend i regarding criterion 

p. Equation (2) can be written as equation (3). 
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(3) ti = xi
T
w + εi i=1, …, n 

 

Where, t is the n×1 vector of trust, w is the p×1 vector of unknown weights and x
T
 

denotes matrix transpose; therefore, x
T
w is the inner product between the vectors xi 

and w. Equation (3) appears to be a linear regression model with ti as regressand or 

dependent variables, xi as regressor or independent variables, w as regression 

coefficients and, εi as the error term (Haykin and Simon, 2003). The n equations can 

be stacked together and written in matrix notation.  

 
(4) t = Xw + ε 

 

Where ε is the n×1 vector of errors, X is the p×n matrix of social information. 

Usually the number of friends is larger than the number of criteria, n > p, meaning 

that there are more equations than unknowns. Therefore, the linear equation is an 

overdetermined system (Williams, 1990). In general, an overdetermined system has 

only an approxiamte solution. A large number of methods have been developed to 

estimate the unknown parameter in a linear regression model. In this thesis, the least 

squares method was used to find an approximation solution since the least squares is 

a standard approach to estimate the solution of overdetermined systems. In fact, one 

important application of least squares is to fit a function to a data set in an 

overdetermined system (Williams, 1990). Morover, the method of least squares is 

conceptually simple and computationally straight forward (Haykin and Simon, 

2003). Based on the method of least squares, the unknown vector w was computed as 

follows.  
 

(5) w = (X
T
X)

-1
X

T
t 

 

In the method of least squares, the overall solution minimizes the sum of the squares 

of the errors made in the results of every single equation (Haykin and Simon, 2003). 

The overall error was computed as follows.  
 

(6) εoverall = ε1
2
 +…+ ε i

2
+…+ ε n

2 i=1, …, n    

  

To represent how the trust score was computed based on the social information in 

OSNs; an algorithm (see Algorithm 1) was proposed. 

 

Algorithm 1. Prioritization Weight Estimation 

Require: X, an n-by-p matrix where n is the number of friends in the OSN and p is     

number of criteria  

Require: u, a vector of size p that holds ordered friends IDs according to feedback 

Ensure: t, a vector of size p that denotes the actual trust score 

Ensure: w, a vector of size n that holds the estimated weights of criteria  

   for i=1  p do 

         t[i]  u[i] 

   end for 

w  (X
T
X)

-1
X

T
t 

return w 
Note. ID= user identification (IDs can be changed to preserve anonymity). XT= transpose of matrix X 
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Algorithm 1 estimates an optimal set of weights for each criterion according to 

equation (5). The goal was to automatically compute a vector of trust scores as close 

as possible to the user preferences. In the proposed algorithm, the user preferences 

(user feedback) denoted a sorted list of friends based on the trust. To prioritize 

messages in the inbox based on the estimated weights, algorithm 2 was proposed.  

 

Algorithm 2. E-mail Prioritization 

Require: X, an n-by-p matrix where n is the number of friends in the OSN and p is 

number of criteria 

Require: w, a vector of size p that will hold the estimated weights of criteria 

Ensure: t΄, a vector of size n that will hold the computed trust 

Ensure: u΄, a vector of size n that will hold unordered user IDs 

   t΄  Xw 

    /* Order u΄ according to the computed trust to each user */ 

   u΄  sort (t΄,u΄) 

return u΄ 

 

Algorithm 2 computes trust scores based on equation (4) and then reorders friends 

according to the computed trust scores. In the algorithm, there is no limitation for the 

number of friends or the number of criteria. Note that the proposed algorithm 

prioritizes E-mails based on the senders, regardless of the content of the E-mails. 

This means that, if sender B is more trusted than sender A, all the E-mails from 

sender B are ranked higher than the E-mails from sender A in the inbox. Neither 

algorithms 1 nor algorithm 2 considers the content of social interactions (e.g., content 

of wall posts) between friends. However, algorithm 1 is capable of managing the 

situation in which friends send unwanted (spam) messages by adjusting the weight of 

the criteria. To this end, by decreasing the weight of a particular criterion, the trust 

score is avoided to artificially increase. Obviously, it is possible to combine a 

content-based filtering method with the proposed algorithms in order to prioritize E-

mails based on both the social relationship and the contents of the sent E-mail 

message. However, such a hybrid algorithm was considered out of the scope of this 

thesis. Algorithm 2 may fail to correctly predict an extreme situation in which the 

relationship between the user and a friend does not correlate well with the trust 

towards the friend. For example, very close friends that meet each other regularly 

might not have intensive interaction in the OSN since their interaction is face to face 

or via the phone. Such a friendship might get a low trust score by the algorithm in 

spite of the fact that the friendship is strong. The opposite scenario can happen when 

one decides not to deny an acquaintance and to have some interactions to be polite 

while the user does not actually trust the acquaintance. However, such a limitation is 

not entirely exclusive to this algorithm. The limitation is an inherent part of all 

algorithms that are based on the users‟ online social life since all aspects of real-

world social relationships of users are not reflected in OSNs. The primary goal was 

not to recognize the negligible extreme relationships. Rather, the goal was to 

categorize the majority number of friends to find the friends who were the least 

trusted. In this way, the proposed method could recognize the potential senders of 

unwanted E-mails.  

 

In order to evaluate the correctness of the computed trust vector, an algorithm (see 

algorithm 3) was proposed. Algorithm 3 compares the ranks of friends based on the 



18 
 

user feedback with the ranks based on the computed trust.  The overall error of the 

method was computed according to equation (6).   

 

Algorithm 3. Prediction Error Computation  

Require: u, a vector of size n that holds actual ranks 

Require: u΄, a vector of size n that holds predicted ranks 

Ensure: e, a vector of size n that is initiallized by 0 and holds errors 

   eoverall  0 

   for i=1  r do 

      e   u [i] - u΄[i] 

      eoverall  eoverall  + e
2
 

    end for 

 return eoverall  

 
For example, suppose that the actual rank vector is equal to [2, 5, 1, 4, 3] and the 

predicted rank vector is [1, 5, 2, 3, 4]. Thus, the error vector is [1, 0, -1, 1, -1] and the 

overall error (the sum of the squares of the errors) is equal to four.  

  

4.2 CASE STUDY DEFINITION AND DESIGN 

Besides the theoretical analysis, there was a need to evaluate how the proposed 

algorithm behaves in a real world setting. Furthermore, it was important to see if 

there is even a correlation between the user interactions and the trust as well as user 

similarity in OSNs.  

 

Yin (2009) contains a frequently referenced definition of case study. He states:  

 

“Case study research method is an empirical inquiry that investigates a 

contemporary phenomenon in depth and within its real-life context; especially when 

the boundaries between phenomenon and context are not clearly evident.” 

 

According to Yin (2009), there are some situations in which all research methods 

might be relevant. However, in some situations conducting case study has a distinct 

advantage. This is when there is a contemporary focus within a rel-life context. 

Likewise, case study is the preferred strategy when the researcher has little or no 

control over the events. In addition, case study is the preferred method when why or 

how questions are asked.  

This thesis examined a real-life phenomenon which is the correlation of trust and 

user interactions as well as user similarity. Moreover, the social relationships 

between users in the OSN are not under control since personal relationships outside 

of the OSN may affect the relationships in the OSN. In addition, the research 

question is “how to use social information to prioritize E-mails between users?” and 

more specifically “how the proposed algorithm behaves in a real world setting?”. 

Thus, case study is opted to conduct in this thesis.  

 

The case study focused on Facebook as it is currently a popular OSN and has the 

largest number of users. Moreover, Facebook is a rich OSN in terms of data 

availability and it is up-to-date in terms of frequently occurring status updates. 

Facebook popularity helps users to be in contact with friends, relatives, 

acquaintances as well as strangers. Consequently, Facebook users are highly 
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connected to each other; therefore, they have several varieties of relationships with 

each other. Facebook provides an application programming interface (API), Graph 

API, which is the core of Facebook Platform. Graph API enables developers to read 

and write data into Facebook by using an SQL-style interface. It is entitled the 

Facebook Query Language (FQL).  

   

4.3 DATA DESCRIPTION AND DATA COLLECTION METHOD 

Data was extracted from the profile of a user and a number of friends on Facebook. 

Facebook provides different types of social information which can be divided into 

three general categories; interaction intensity, interest similarity and background 

similarity. The interaction intensity category refers to the number of interactions with 

friends. The interest similarity category indicates number of common interest 

activities between the user and a certain friend, and the background similarity 

category implies the user personal information. When selecting which intensity or 

similarity criteria to use, it was tried to choose criteria that were common to most 

Facebook users and make sense to correlate with trust. The description of the 

selected criteria is presented in Table 3. 

 

Table 3. Description of Selected Criteria 

Category Criterion Description 

Interaction 

intensity 

 

Wall post Counts of wall posts that are exchanged between the user and a friend 

Photo tag Counts of photos that both the user and a friend are tagged in 

Comment Counts of posts friends put on the status updates of each other contents 

Interest 

similarity 

 

Interest 

Counts of common activities, interests, arts and entertainment (e.g., 

movies, sports, and so on) that the user and a friend are interested in 

Event 
Counts of events that the user and a friend attended 

Mutual 

friend 
Counts of common friends that the user and a friend share 

Background 

similarity 

Home 

town 
1 if both the user and a friend are from the same town, 0 otherwise 

Current 

town 
1 if both the user and a friend live in the same town, 0 otherwise  

Family 

member 
1 if both the user and a friend are family members, 0 otherwise  

 

Extracting large amount of data from the selected criteria from Facebook is a hard 

task. This is mainly because of the structure of terms of services, Facebook tables, 

and privacy reasons. Previously, Facebook's “robot.txt” file allowed anyone to crawl 

the site, although by adding the new terms of service, Facebook barred scraping 

without the company's written permission. Moreover, extracting data using Graph 

API and running FQL queries is limited to the indexable fields of tables. Indexable 
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fields are the fields marked as indexable in the Facebook documentation
6
. For 

example, to extract data about comments, Facebook table of “comment” is needed to 

be queried. A required part of table of comment is represented in Table 4.  

 

Table 4. Columns of Table of Comment 

indexable Name Type Description 

* Post_id string The ID of the post. 

 text string The text of a comment. 

 time int 

A Unix timestamp associated with the 

creation time of a comment. 

 fromid int The user submitting a comment. 

Note. Asterisk (*) indicates that the field is indexible 

 

Like SQL, FQL queries are of the form of SELECT [fields] FROM [table] 

WHERE [conditions]. For example, to identify if user A posted a comment on 

a photo shared by user B, the following query is needed.  

 

SELECT POST_id, text, time FROM comment WHERE fromid = „12345678‟ 

 

However, the query cannot be run by FQL since „fromid‟ is not an indexable field. 

Furthermore, for privacy reasons, some parts of the friend‟s data (those are visible to 

the certain user) are not accesible by applications running by the user. For example, 

by default, the information of „home town‟, „current location‟ and „likes‟ are not 

accesible by applications except that the friend changes the privacy setting and grants 

the required permissions.  

 

At first, data collection for the case study was performed by using a Facebook 

application
7
 which was developed for research reasons in Blekinge Institute of 

Technology (BTH). At the time of writing, the main problem of using the application 

was that the collected data were not reliable in terms of number of interactions and 

similar interests. For example, the number of received wall posts from a certain 

friend, returned by the application, was not equal to the number of wall posts 

received from the friend in the user profile. This problem remained the same even by 

specifying a time period. Similarly, the number of common “activities, interests, 

things I like” returned by the application was not equal to the number of common 

interests in the user profiles. This might affect the reliability of the results. Therefore, 

it was decided to extract the data via PHP scripts in Graph API Explorer by using 

PHP SDK. The Explorer is an application built on Facebook platform that uses the 

                                                   
6 https://developers.facebook.com/docs/reference/fql/ 
7A Facebook application which is called FriendDataScraper and is used to collect specific data from 

the user‟s friends.  The application is developed by Niclas Björner, and is available from 

https://github.com/Cromigon/FriendDataScraper 
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graph (with the permissions granted by the user) to explore objects and connections 

in the graph
8
. PHP SDK provides a rich set of server-side functionality for accessing 

Facebook‟s server-side API calls
9
. Howevere, extracting data via Explorer was not 

scalable in terms of number of participants. The reason was that each participant 

needed to authenticate to Facebook via a certain system, which was configured to use 

PHP SDK. Moreover, each participant needed to have the permission be access the 

friends‟ data. The participant then, needed to run the scripts. In this thesis, the 

reliability of data was more important than the amount of data since the main goal of 

the case study was to examine the applicability of the proposed algorithm for an 

average range of users. Therefore, the case study was conducted by looking at the 

relationship of one average facebook user (participant) with a number of friends. 

According to Facebook
10

, the average user has 130 friends and he/she is connected to 

80 community pages, groups and events. To select the friends of the participant, it 

was decided to choose 10 percent of the friends in a random manner to keep the case 

relatively small. Since, Facebook is changing regularly, both in terms of data 

availability and user interface, it was decided to have a short snapshot of 

relationships between the participant and friends. Data were extracted during 24 

hours (on Wednsday, September 14, 2011) to avoid the effect of changing the 

environment as much as possible. Assuming that users are more active during 

weekends, data collection was done on a weekday to achieve a more realistic 

snapshot of the activities of the participant and friends. However, the number of 

activities itself, can not affect the result if the activities of the participant and the 

friends increase together. The reason is that the proposed algorithm works with ranks 

of friends rather than the raw number of activities. Nonetheless, changes in Facebook 

platform may affect the functionality and thus cause an artificial decrease in 

activities of the particiapnt and friends. Hence, data collection scheduled according 

to Facebook‟s developer roadmap to avoid the changes periods
11

.  

 

The extracted data were stored in a table that was called social information matrix. 

Columns indicated criteria and rows represented the friends of the participant. An 

example of social information matrix is shown in Figure 4.   

 

Figure 4.  

 

Friend Criterion 1 Criterion 2 Criterion 3  

a 5 3 6 

b 4 2 1 

c 0 7 4 

d 9 1 2 

e 8 1 3 

 

 

 

 

                                                   
8 https://developers.facebook.com/docs/reference/api/ 
9 https://developers.facebook.com/docs/reference/php/ 
10 Retrieve from https://www.facebook.com/press/info.php?statistics, on Wednesday, December 14, 

2011 at 10:38 am.  
11 https://developers.facebook.com/roadmap 
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4.4 CASE STUDY 

The case study started by getting a sorted list of friends based on the participant‟s 

preferences. An example of sorted list of friends is [b, a, d, c, e], in which the friends 

are sorted from the lowest to the highest trust. Therefore, a is trusted more than b. 

Clearly, in the case that a and b are trusted equally, two lists of [b, a, d, c, e] and [a, 

b, d, c, e] are considered equal. It was assumed that the user would always give the 

same feedback. Creating the actual trust vector is shown in Chart 1. Note that less 

trusted friends get lower ranks.  

 

Chart 1. Creating Actual Trust Vector 
 
 
 
 
 
 
 
 
 
 
 

 

Therefore, the actual trust (actual rank) vector for sorted list [b, a, d, c, e] will be [1, 

2, 3, 4, 5]. By having the actual trust vector and social information matrix, the 

method continued to estimate the weights (see Chart 2). The objective function was 

to minimize the difference between the actual and computed rank by adjusting the 

weights of criteria. 

 

Chart 2. The Method 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Overall error 

Computed rank vector  

Computed trust vector 

Computed trust scores 

Weight vector 

Sorted list of friends based on 

the participant‟s preferences 

Assign lower ranks 
to the less trusted friends  

Actual Trust vector  

Social Information Matrix Actual Trust vector 

Compute trust score for 

each friend (Algorithm 2) 

Create a sorted list of friends 
based on the computed trust 

scores (Algorithm2) 

Estimate weights (Algorithm 1) 

Compute the prediction 
error (Algorithm 3) 

Rank friends based on the 
computed trust vector  
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The method was applied to the data of the participant and 13 friends and the overall 

error was computed based on algorithm 3. The reason of computing the overall error 

was that to be able to evaluate the method. Moreover, 100 random feedback vectors 

were generated by running (i.e., 100 iterations) sample function in R as follows.  

 
sample(x=100,size=13,replace=FALSE) 

 

Sample function took a sample of size 13 from the 100 elements of x without 

replacement. Then, for 100 random feedback vectors, the method (Chart 2) was 

applied and 100 overall errors were computed and the mean was calculated. In 

addition, the worst-case scenario was considered in which the values of the predicted 

ranks vector were arranged in the inverse order in comparison with the actual ranks 

in terms of vector indexes. Therefore, the overall error was maximized. Note that the 

maximum error rate depends on the number of friends in matrix X. Assume n is the 

number of friends. Then, if n is an odd number, the maximum difference between the 

actual and computed rank is 1/2(n
2
−1). If n is an even number, the maximum 

discrepancy is 1/2n
2
.  
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5 RESULTS 
 

Matrix X that is used as the case is shown in Table 5. 

 

Table 5. Matrix (X) 

a b c d e f g h i j 

100 0 0 0 0 0 1 1 1 0 

101 0 0 0 0 1 2 0 0 0 

102 0 0 2 0 2 6 0 1 0 

103 0 0 3 0 0 6 0 0 1 

104 17 0 7 0 0 17 1 0 1 

105 0 0 1 0 1 2 0 0 0 

106 2 2 0 0 1 17 1 0 0 

107 0 0 2 0 1 4 1 0 0 

108 2 0 0 0 0 7 1 0 1 

109 0 0 0 0 2 2 0 1 0 

110 10 2 7 0 3 15 1 0 0 

111 5 0 9 0 1 5 0 1 0 

112 0 0 5 1 4 0 1 0 0 

 

a Friend‟s id 

b Wall post 

c Photo tag 

d Comment 

e Likes 

f Event 

g Mutual friends 

h Home town 

i Current location 

j Family member 

 

The static user feedback vector, was equal to u=[3,1,9,8,13,7,2,12,6,4,11,10,5]. This 

vector reveals, for example, that the fifth friend has received the highest rank and the 

second friend has received the lowest rank. The feedback vector was then used as the 

actual trust vector (t=[3,1,9,8,13,7,2,12,6,4,11,10,5]). Consequently, the weight 

vector, w, was computed as [−0.570, −6.321, 1.246, −16.488, 2.705, 0.522, 4.436, 

−2.533, 0.276]. Notice that for readability purpose, the values were truncated to three 

fractional digits but in the actual computation, raw values were used. The computed 

trust vector t΄ was obtained as [2.425, 3.750, 8.502, 7.147, 12.627, 4.996, 2.232, 

11.722, 7.227, 3.922, 10.767, 11.151, 5.000]. This vector implies, for example, that 

the fifth friend had received the highest rank and the seventh friend had received the 

lowest rank. Therefore, the predicted ranks vector was equal to [2, 3, 9, 7, 13, 5, 1, 

12, 8, 4, 10, 11, 6]. The comparison of the computed ranks and the best-case 

scenarion is shown in Graph 1 where, the red dots represent the prediction ranks, the 

blue line shows the best-case scenario and, the vertical green lines indicate the errors. 

Note that the best-case scenario is when the computed ranks are equal to the actual 

ranks.   
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Graph 1. Comparison of the predicted ranks with the best-case scenario 

 
 

As seen in Graph 1, the error of the predicted ranks for friend one to 13 was equal to 

[1, 2, 0, 1, 0, 2, 1, 0, 2, 0, 1, 1, 1]. Consequently, the overall error of the real 

feedback (the sum of the squares of the errors) was equal to 18. The mean of 100 

overall errors was equal to 117 and the overall error for the worst-case scenario was 

equal to 728. Finally, the errors were normalized based on the overall error of the 

worst-case scenario (see Graph 2).    

 

Graph 2. Normalized value of the overall errors 
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6 DISCUSSION 
 

As presented in Graph 2, the error of the method is significantly lower than random 

feedback and is relatively low, given the small number of observations. The 

hypothesis was that the user interactions and the trust as well as user similarity are 

not correlated. If the hypothesis would be true, the error obtained using real feedback 

should not be lower than the mean error of random trials. In this thesis, it is 

suggested that, inbox prioritization is achievable using the selected method. 

Moreover, trust is arguably correlated with the user‟s interaction and similarity, at 

least when using the definition of trust provided in this thesis. The result of the case 

study agrees with the previous studies in which the correlation of trust and 

interaction as well as similarity in the real life. In addition, the result supports the 

earlier suggested advantages of using social information to apply trust in the context 

of E-mail prioritizing. The case study can be extended to include broader social 

information from user‟s profile and this can be done by adding dimensions to the 

user‟s interaction vector. No matter how many criteria or which criteria the designed 

vector may have, the computation of trust score will be carried out in the same 

manner.  

 

Although this thesis focuses on using trust to make E-mails more reliable, there are 

many other domains in which the method can be used, for example, in online 

recommendation systems. Generally, recommendation systems can be improved with 

using the trust score, since a user‟s preferences are more likely to coincide with those 

whom the user trusts more. For example, the trust score can be associated with the 

recommendation to prioritize the movies that the user might want to watch or the 

activities of related people that a user might like to join. Moreover, trust score can be 

incorporated into search engines to prioritize search results. In this way, the results 

can be prioritized not only based on the popularity and relevancy of the content but 

also regarding the trust between the user and people who have shared the 

information. In this way, the user is likely to find the most relevant results first. A 

recent study has focused on ranking the results for the user searches based on social 

information (Bhattacharyya et al., 2011). News aggredator is another domain of 

applying the trust score. A news aggregator such as Google Reader, aggregates news 

headlines, podcasts, text and video blogs in one web page for easy viewing. The 

aggregators can be improved by using the trust score to automatically prioritize the 

available content specially when there is a large number of web feeds. Additionally, 

by using trust scores for E-mail ranking and letting E-mails with scores lower than a 

threshold be marked as unwanted messages, the method can be used for spam 

detection in combination with content-based filtering methods.  

 

Although, the proposed method does not depend on the criteria, selecting different 

kind of criteria may change the result since criteria may not be equally valuable. For 

example, it can be investigated to see if the number of pokes is as valuable indicator 

as the number of messages in terms of social relationship. The least squares method 

is a standard approximate solution to overdetermined systems and worked well with 

the case study. Nonetheless, in the case that there are substantial uncertainities in 

independet variables the least squares method has problem. In this thesis, it is 

assumed that all criteria are independent while criteria may depend on each other and 
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this could affect the results. Thus, other techniques such as machine learning or 

artificial intelligence can be used to provide a more noise resistance weight 

estimation. Moreover, this thesis motivates further studies on understanding users‟ 

activities and the correlation of different types of activities in OSNs.  

 

Due to privacy reasons, Facebook terms of services, and the structures of Facebook 

tables, extracting large amount of required data was hard. Although, the case study 

was conducted in Facebook, but the proposed method provides a basis for 

automatically determining the rank of E-mails on the basis of social information 

regardless of the platform. Therefore, the method is capable to be used in other 

OSNs. However, choosing other OSNs such as twitter or Google Plus may affect the 

results in terms of availability and reliability of data. Performing case study was 

suitable investigate the applicability of the method. However, conducting an 

experiment with a large amount of data may be helpful to generalize the results to a 

large number of users.  
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7 VALIDITY THREATS 

Construct validity and reliability test have to be taken into account.  

7.1 CONSTRUCT VALIDITY 

Construct validity means to select the most appropriate measurement for the concept 

being studied (Yin, 2009). Choosing a different set of criteria for measuring 

interaction and similarity between users or using content of interactions instead of 

counting the number of interactions may affect the results. This effect is unavoidable 

since the information about how users act in OSNs and the users‟ perceptions about 

the activities are limited. Thus, whether a particular set of criteria correlates well 

with the trust toward friends or not can be debated. What is important is to examine 

the applicability of a set of criteria rather than to identify the best set of criteria. 

However, in the case study, it was tried to rely on the criteria that make sense in 

terms of social relationships.  

 

7.2 RELIABILITY TEST 

The goal of the reliability test in the case study is to make sure that, if another 

researcher follows the same procedure and conducts the same case study all over 

again, the same findings would be achieved (Yu, 2009). Therefore the general way of 

approaching the reliability problem is to document the procedure as much as 

possible. In this thesis, where the purpose of the case study was to evaluate the 

applicability of the proposed algorithm, the procedure of the case study is repeatable 

by following the algorithms. As the case was described in detail and the data were 

presented in the form of tables and vectors, the same case study is repeatable via 

running the algorithms by another researcher.              
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8 CONCLUSIONS AND FUTURE WORK 
 

This thesis has addressed E-mail prioritization through social network by using social 

information. The task has been done by focusing on the interaction and similarity 

between friends in the OSN. A theoretical analysis has been performed in order to 

identify the characteristic of suitable trust model. An algorithm (Algorithm 1) has 

been suggested to estimate weights of different criteria of social information. In order 

to have the trust predictions based on the user‟s preferences, the algorithm adjusted 

the weights based on the user‟s  feedback. In addition, another algorithm (Algorithm 

2) has been proposed to compute trust scores and prioritize E-mails inbox.  Finally, 

an algorithm (Algorithm 3) has been presented to evaluate the error of the computed 

(predicted) trust scores. In order to display the applicability of the method as well as 

to motivate the theoretical foundation, a case study was reported in which the 

proposed method was applied to Facebook. The analysis showed that the proposed 

method was feasible to be used, and it provided users a mean to prioritize E-mail 

inboxes based on the social information extracted from Facebook. The analysis 

indicated that least squares method was a suitable approach to estimate weights that 

were used in computing trust scores and thus prioritizing E-mails inbox.  

    

In general, the continued improvement of the proposed method is important because 

it can be used as a service by users in daily basis. In addition to E-mail systems, the 

proposed method can be used to enhance the effectiveness of different useful 

services such as search engines, recommendation systems, and news aggregators by 

ranking the relevant results first. The proposed method can also be used to shed some 

light on the meaning of the users‟ activities in OSNs and the correlation of trust and 

user interaction as well as user similarity in OSN. In particular, the hope is to run a 

proper experiment with a larger data set and more feedback to observe how the 

method works.     
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