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Abstract 

 

IMS is the buzz word in today’s telecom industry and believed to be the strongest candidate 

for the next generation all IP networks. Since it converge the traditional cellular network and 

global internet, it inherits all the IP based network security issues and exposed to a verity of 

threats in term of access and traffic security.  

In this thesis we will elaborate the IMS security architecture in term of inter-domain traffic 

security and will propose a security model for IMS network domain security. IMS Network 

Domain Security/Internet Protocol NDS/IP is based on Security Gateways (SEGs) 

implemented at the edge of each IMS core. There are security associations maintained by 

SEGs between each communicating entity to ensure ESP protocol tunneled links. A detailed 

study is taken on SEGs structure, protocols and security parameters implemented. The 

authentication and encryption algorithms implemented on SEGs for source authentication 

and data confidentiality are studied in detail. The performance of all supported algorithms is 

analyzed and compared to propose suitable algorithms. 

IMS Security model is implemented in a network simulator called OPNET. Due to the 

technology limitations data traffic generation between the two interworked-IMS networks 

using IMS Security model could not completely simulated. In this report I also tried to point 

out the known attributes and parameters that are not functional in OPNET preventing the 

traffic generation in IMS Interworked Model.          

Index Terms: IMS, Network Domain Security, Security Gateways, Traffic Security, 

Authentication and Encryption Algorithms.  
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  Chapter 1 

Introduction 

1.1 Problem Focused 

IMS is the convergence of traditional public cellular networks and global Internet. While 

using public internet as transit medium, IMS is exposed to a verity of threats in terms of 

Access and Network Security.  

Traffic security also referred to Network Domain Security, is responsible for provisioning 

secure traffic flow between intra-domain and inter-domain communication. Whether it is the 

case of inter domain or intra domain, data traffic is subject to a number of security threats for 

example eavesdropping, denial of service attacks and session teardown attacks etc.    

1.2 Goal/Objectives  

The main focus of the thesis is to study the IMS Interwork model with concentrated view on 

security architecture of IMS in context of Traffic Security, and propose a network domain 

security model based on Network Domain Security/Internet Protocol NDS/IP. 

Traffic Security will be investigated for protocols, security algorithms and security 

mechanism applied on the border gateways of IMS networks. A further probe will be made to 

investigate the SEGs for each attempt made to join the IMS network and the data or traffic 

flow security parameters used in SEGs to secure the transmission. 

1.3 Thesis Outline 

Chapter 1 consists of introduction, thesis outline and research objectives 

Chapter 2 is about historical background and evolution process of telecom systems 

Chapter 3 explains the architecture of IMS Network. The core Network elements and their 

functionally is elaborated in this section as without understanding of IMS network 

architecture it is not possible to have a clear view of IMS security. 

Chapter 4 The IMS reference points are the key factor in security implementation and are 

elaborated in detail including the protocols implemented and the functionality provided by the 

Interfaces (only concerned reference points) also referred to as reference points. 
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Chapter 5 is the key chapter of my research work which includes the inter-domain security 

model for IMS including all the security parameters, the operation of security elements and 

security gateways SEGs. The protocols, security model and security mechanisms 

implemented on SEGs are the target points this chapter. 

Chapter 6 is about the performance analysis of encryption and authentication algorithms. 

IMS security gateways are implemented with ESP Protocol in tunnel mode and the data 

confidentiality and source authentication is provided by encryption and authentication 

algorithms. The supported algorithms are discussed in detail and the performance analysis is 

made on the basis of results collected from tests conducted by Microsoft with Microsoft 

Application Center Test 1.0. This chapter also includes the elaboration of technology 

limitations faced when IMS security model is implemented and simulated in OPNET network 

simulator. 

Chapter 7 is about conclusion of the discussed and stated model for IMS traffic security 

followed by the proposed potential areas for future investigations. 
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Chapter 2 

Background 

The telecom system has a rich and prolonged history. Although it has prevailed a along way 

back but we will look into it from 1980s when analog cellular system was developed and this 

was the start of telecom technology evolution marathon. Every country/era started to develop 

their own cellular systems. The developments of analog cellular system with a great pace gave 

birth to new challenges including interoperability and compatibility of different systems 

developed in distinct geographical areas.  

It was needed to have some sort of standardization or standard system to be implemented to 

overcome the issues like economical market limitations, compatibility and interoperability 

etc. In late 1982 Global System for Mobile Communication GSM was developed and 

proposed as a system that should be used for future cellular communication system, and all 

the operators should follow the standard architecture of GSM mobile cellular system. In 1990 

the first GSM (so called 2
nd

 Generation 2G) architecture was proposed and implemented. 

GSM was the buzz word in mobile communication system at that time because this was the 

first transition phase from analog cellular system to digital cellular system. In late 1990s 

decade the already deployed GSM network was needed to be upgraded to provide better 

services in terms of Quality of Services QoS, Security, efficient use of allocated bandwidth 

and provision of multimedia services etc. 

In 1998 3
rd

 Generation Partnership Project 3GPP (joined by 3
rd

 Generation Partnership 

Project2 3GPP2 later) was established and its task was to create and develop 3G cellular 

system which was next in thrown after 2G communication system. Instead of creating a new 

system for 3G mobile communication system, 3GPP decided to evolve existing GSM Cellular 

System into the 3
rd

 Generation Mobile Communication System. The primary objective of 

3GPP was only to develop the robust radio access methodology, but due to the high demand 

and popularity of rich services like bulk data transmission, internet and multimedia 

communication it seemed necessary to transform the whole network infrastructure to meet the 

user‟s demands and to efficiently use the available bandwidth. In 3G communication system 

besides other factors like high bandwidth, efficient access mechanism, security and QoS etc 

there was a major shift i.e. shifting from traditional circuit switched network infrastructure to 
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packet switched network. IMS architecture is based on 3G principals defined by 3GPP and 

3GPP2 with collaboration with Internet Engineering Task Force IETF (IETF is responsible 

for protocol design used by IMS e.g. Session Initiation Protocol SIP). The detail of the 

architecture can be found in Chapter 3 “IMS architecture”. 
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Chapter 3 

IMS Architecture 

3.1 Evolution from 2G to 3G  

The Telecom Sector is one of the oldest systems that are in service of human being. It has 

been there in one or in other form since human being started communicating with each other. 

From Stone Age to the day it has been evolving continuously and this evolution resulted in 

many revolutions. The very first revolution in Telecommunication was the telegraph system 

and afterwards 1G and 2G systems give birth to a new era of communication system which 

evolved into the today 3G and 3.5G communication systems. 

The evolution from 2G to 3G is purely triggered by bandwidth requirements due to high 

bandwidth demanding application services introduced by different operators. This is the point 

where IMS jump into the business. 3G offers rich multimedia services, internet connectivity 

and much more including IP Telephony and Voice over IP VoIP for mobile users. This 

scenario compelled the telecom design engineers to think about converging the two most 

common and the most successful public networks already in service i.e. Cellular Networks 

and Internet. Technically this was the first point of migration from circuit switch technology 

to packet switched technology in telecom industry. 

On the other hand the subscriber link device manufacturers joined the race resulting in a rapid 

and non-stop development of sophisticated user devices with high processing speed capable 

of running applets and support for numerous application that were trade mark of broadband 

users, like java gamming, Internet Telephony tools, chatting application, VoIP clients, 

Geographical Position System GPS applications and support for world wide web etc. 

The IMS merge the traditional public cellular networks and global internet, provided the 

cellular device user the same function and services that a broadband user can have with the 

same QoS [17]. 

The transition of network structure from traditional 2G to 3G is evolved in different phases as 

shown in figure 3.1 [18].  There were multiple networks implemented in the same area 

working parallel for example Code Division Multiple Access CDMA, GSM and Public 
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Switched Telephone Network PSTN etc. As shown in Phase A, these networks were 

functionally independent from each other and this scenario leads to the needless utilization of 

resources and lake of interoperability. In Phase B an IP backbone network is introduced that 

enabled a shared IP network eventually saving the network resources and centralizes the 

network management task [18]. 

In Phase C IMS is introduced in Universal Mobile Telecommunication System UMTS (3G) 

networks and soft switch networks that give the connectivity to the users from different 

multiple networks. Similarly in Phase D the IMS is presented as the backbone IP architecture 

for all network infrastructures introducing independence from access technologies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.1 Evolution of Telecom Networks from 2G to 3G 

3.2 Introduction to IP Multimedia Subsystem 

From the past 10+ years popularity in demand of rich multimedia services has been rapidly 

increasing. To meet this demand the operators needed an architecture that should offer 

multimedia services, voice services, video conferencing, video streaming, positioning 

services, video on demand and much more in a single session no meter the user is in home 

network or roaming across the visiting networks. 

The 3GPP and 3GPP2 with collaboration with IETF designed IP Multimedia Subsystem IMS 

to provide the required network infrastructure capable of offering these services. IMS provide 

rich multimedia services regardless of access technologies with predicted QoS.    
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IP Multimedia Subsystem is an application layer network that merges the Packet Switching 

and Circuit Switching technologies. It has a basic categorization on architectural bases which 

includes IMS Core Network (CN) and Core Network Elements. IMS CN elements work 

together to offer multimedia services and session initiation and session control services etc. 

The end user connects to IMS core through any access network providing IP based 

connectivity i.e. IMS is independent of whatever access technology (UMTS, PSTN, WLAN, 

Broadband etc) is used. 

3.2.1 IMS Session Establishment  

IMS offers numerous services including text, voice, multimedia, video streaming, video 

conferencing and IP telephony etc. The IMS session can provide multiple services in a single 

session i.e. a user can engage multiple applications say voice call and video conferencing in a 

single session without compromising on quality of service or performance. Another 

prominent figure in IMS sessions is that a single user can create multiple sessions with IMS 

network e.g. a user can be connected to an IMS network through his cell phone while he is 

already connected via his laptop. 

3.2.2 IMS Service Integration/Non-Standardized Approach 

This is one of the most important characteristic of IMS architecture. It says that IMS do not 

need any standardization in its services and applications. The operators are usually interested 

in applications or services that are property of different vendors or 3
rd

 parties.  

IMS allow service integration that enables operators to pick services and applications 

designed by different vendors and integrate with services already implemented or other new 

services. This integration of services results as new services for end users. Service integration 

is what that save a lot of economical resources, time and efforts in application development 

process. 

3.2.3 Controlled/Intelligent Billing against Services Utilization 

One of the motivations for IMS development was the issue of charging users accordingly for 

multimedia services they avail. In packet Switched networks operators charge users for the 

number of packets they transmit or receive. This billing criteria lead to miscalculation of 

service utilization in some cases. For example if a user is involved in a voice or video call 

then he/she will be producing a huge traffic on the port he/she is connected to which will 

eventually result as an unexpected bill against the user. In this scenario the operator is not 
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aware of the service enabled by the user and it can only calculate the traffic generated by this 

user. 

IMS solves this issue by enabling operator to figure out which application or service is been 

started by the user. This ability enables the operator to implement service oriented billing 

system. For example if a user is making a voice or video call he/she can be charged for the 

duration of the session. Similarly if a user is browsing web then he/she might be charged by 

the number of packets received or transmitted.  

3.2.4 IMS Interworking 

As we talk about IMS the first thing that comes in mind is the convergence of Packet and 

Circuit Switched technologies i.e. merging or interworking the cellular networks and global 

internet.  According to M. Mogno, I. Petrilli, M. Listanti [19] Internet is the largest source of 

potential multimedia applications and providing interworking with Internet, IMS opens a huge 

market of multimedia spots for its users.  

IMS users can access and initiate multimedia sessions over internet which has exponentially 

increased the graph of available multimedia services and applications. 

3.2.5 Roaming Support 

The capability of user/caller to make, receive and continue an ongoing voice, data, video call 

or other services while he/she is traveling across the home network and visiting network is 

called roaming. IMS provide the roaming across IMS and non-IMS networks between home 

and visiting networks. During IMS roaming there are pre-defined session transferring 

mechanism already implemented to securely transfer the session between home and visiting 

networks. Session transferring also involves the transformation of signaling, accounting and 

billing procedures between the networks. 

3.2.6 QoS 

In 3G packet switched networks QoS was a vital issue for real time transmission of 

multimedia services. Traditional 3G network cannot guaranty QoS or bandwidth allocation to 

a session which result as fluctuation in QoS when a user is involved in VoIP call. 

In contras IMS provide guaranteed quality of service throughout a session. User experience 

predicted QoS while he/she is in a session; at the time of session establishment and during the 
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session as well. IMS also provide guaranteed QoS when a user roams between different 

networks, for details about IMS QoS follow the references [17], [23]. 

3.3 IMS Core Network (CN)  

IMS core network is defined by its elements. Apart from the core elements it is also logically 

divided into three layers, see Figure 3.2. 

 Application Layer 

 Session Control Layer 

 Access & Transport Layer/End Point 

These logical layers categorize the core elements of IMS which makes it easier to understand 

which element works at what layer, and it also somehow define the functionality of each 

network element. Furthermore the layered architecture enables operators to manage the 

service architecture.  

3.3.1 Application Layer 

Application layer consist of the Application Servers capable of providing verity of services 

including text, VoIP, multimedia and video services etc. The main elements in this layer are 

Home Subscriber Server HSS, Subscriber Location Function SLF and Application Server AS. 

AS include Open Service Access-Service Capability Server OSA-SCS, IP Multimedia Service 

Switching Function IM-SSF and SIP Application Server SIP-AS. 

3.3.1.1 Home Subscriber Server HSS 

HSS is a data base server that contains the information about the end users. It contains all the 

user related information or user profiles including location base information, security profiles, 

user base services information i.e. what services a user is entitled to? HSS controls the user 

call and session using their profile information stored in its database such as user location 

information is used for mobility management and security information is used for user 

authorization. Similarly user privilege profiles are used to allow or deny user for a specific 

service it requests.  

There can be more than one HSS in a single IMS network. If the number of users is quite 

huge to be handled by a single server or users are having complex and heavily populated 

profiles or even for redundancy purpose there can be multiple HSS servers. HSS 
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communicates with serving call session control function S-CSCF using Diameter protocol 

defined by 3GPP. 

 

 

 

 

 

 

 

  

 

 

                                       

                 Figure 3.2 Layered Architecture of IMS Core Network 

3.3.1.2 Subscriber Location Function SLF 

SLF is a data base containing information about HSS locations and the user addresses who‟s 

profile information are stored in that particular HSS.  

It is only used when there is a case of multiple HSS servers in a network. SLF keeps track of 

the HSS servers and the user‟s profiles it contains. In other words its function resembles to the 

function of DNS server in internet. The DNS server maps IP addresses against the domain 

names similarly in IMS, SLF maps the user address with the HSS server in the  network, that 

is which user‟s information are stored in which HSS server. 

3.3.1.3 Application Server AS 

AS provide application services including IP telephony, multimedia applications, voice call 

and video conferencing applications etc. It uses SIP to communicate and provides the service 

applications that a user requests for (if the user is entitled to use the requested services). There 

can be a verity of application servers in IMS network for the ease of management, each 
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dedicated to a specific family of services like web servers, VoIP server, multimedia servers 

etc. 

3.3.1.3.1 SIP Application Server SIP-AS 

SIP-AS is a SIP protocol enabled application server that offers the multimedia services and 

multimedia applications. A very fast and rapid development for IMS services is in progress 

due to the non standardized approach of IMS towards the user services and service 

applications. All these new services will be implemented on SIP-AS server. Different 

application servers in IMS are depicted in figure 3.3 [20]. 

3.3.1.3.2 IP Multimedia Service Switching Function IMS-SSF 

As it is clear from the name IMS SSF is an application server that act as switching entity 

between the GSM supported multimedia applications and IMS services. For this backward 

compatibility purpose, Customized Applications for Mobile Enhanced Logic CAMEL is 

implemented on IMS-SSF application server. CAMEL operates with CAP protocol [21].    

IMS-SSF has two interfaces, one with Serving Call Session Control Function S-CSCF 

signaling on SIP and the other is with traditional GSM multimedia service that attempts to 

access IMS applications using CAP protocol. 

 

 

 

 

 

 

 

 

 

Figure 3.3 Application Layer Elements 
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3.3.1.3.3 Open Source Access-Service Capability Server OSA-SCS  

In some cases the IMS user requests to access some services that are hosted by a third party or 

an external Application Server. In that case OSA-SCS which itself is also an application 

server provide connection between IMS S-CSCF and the external application server in a 

secure manners. In short OSA-SCS is an application server that is responsible to provide a 

secure link between S-CSCF of an IMS network and any 3
rd

 party application server. 

3.3.2 Session and Control Layer 

In session control layer there are numerous core elements that control, manage and initiate or 

dismiss a session. The user authentication, authorization, billing and resource allocation all 

functions take place in control layer. 

3.3.2.1 Proxy Call Session Control Function P-CSCF 

P-CSCF is the contact point between User Equipment UE and IM network; in fact it is the 

first element of IMS network that is exposed to EU. P-CSCF is a SIP enabled proxy server 

and all user requests, signaling and control information passes through it. 

During the IMS registration process P-CSCF address information and its allocation to user is 

taken care of. 

 As it is mentioned earlier that the first IMS element that a UE make contact with is         

P-CSCF so it is obvious that the security parameters (shared Authentication and Key 

Agreement AKA) and security associations SAs must be negotiated and agreed on at 

this point between P-CSCF and UE for IPSec and Encapsulated Security Payload ESP 

[22] 

 Once the SAs are agreed between these two entities, serving call session control 

function (S-CSCF) is informed by P-CSCF about the security associations established 

with UE  and UE then can forward a message (Register message) to S-CSCF which 

would not be re-authenticated but in case if UE send an unprotected message then     

S-CSCF will authenticate it with Authentication and Key Agreement AKA 

 P-CSCF transfers the user registration message to Interrogating Call Session Control 

Function I-CSCF 

 P-CSCF identifies the concerned S-CSCF address in user registration process. During 

SIP based transmission between UE and S-CSCF it acts as post man between user and           
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S-CSCF. P-CSCF also play a vital role in fast registration process by reducing the 

packet size with the help of compression algorithms  

 P-CSCF includes a policy decision function (PDF) which is responsible for 

implementing QoS on the media plan for efficient utilization of bandwidth providing 

QoS enhancement. PDF can be included in same server or it can also be a separate 

element 

 A single IMS network can have more than one P-CSCF for replication and backup 

purposes. 

3.3.2.2 Serving Call Session Control Function S-CSCF 

S-CSCF involves in verity of services and work as the most important element of IMS core. 

Most of its functions are related to user oriented services & applications including 

registration, session and application services. 

 Registration request from end user is received by the S-CSCF and authenticated by 

contacting HSS for user‟s security and authentication parameters. The reference point 

between S-CSCF and HSS is denoted by Cx and Diameter protocol is applied on this 

interface. During the connection with HSS it also downloads the user profiles to 

determine the services & applications they have subscribed to. During the whole 

registration procedure the concerned user and S-CSCF stay connected. 

 S-CSCF inform HSS about the concerned S-CSCF SIP Server allocated to the user for 

the rest of registration process, and all the end user‟s signaling traffic passes through 

S-CSCF. 

 S-CSCF accepts requests from end users and after translation the request it decides 

that whether the request should be process by S-CSCF locally or it should be 

forwarded to appropriate entity to process.   

 After a user gets register with S-CSCF, it controls and configures the registered user‟s 

sessions. It also acts as service monitor for operator and can allow user for session 

creation. Similarly it can deny a specific session for a specific user. S-CSCF takes 

decisions of allowance or denial of user sessions on the bases of user privileges and 

subscription for the requested sessions or services.   

 S-CSCF also works as user agent and can negotiate with different application servers 

on behalf of the end User to invoke the services provided by the ASs. It uses            
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IP-Multimedia Subsystem Service Control (ISC) interface to communicate with 

different application servers. 

 During the registration process of registration requesting unit, S-CSCF determine the       

I-CSCF address and then forward the request to the concerned I-CSCF (internal or 

external, depending on request).     

 S-CSCF has also an interface with Break out gateway control function BGCF. When a 

request or response is directed to an external circuit switched network then S-CSCF 

forwards it to BGCF for session routing.  

 S-CSCF plays a vital role in UE termination procedure. It forwards the request or 

response messages to the concerned P-CSCF to terminate the end user from the 

session. It applies in both cases, if the user equipment is logged to the home network 

then information is forwarded to home P-CSCF or to visited network P-CSCF in case 

of roaming.   

 One of the most important task that S-CSCF take care of; is modification of SIP 

request according to the pre-requisites of HSS for session roaming to circuit switched 

networks. This is an important factor in IMS to Non-IMS (circuit switched 

communication networks) communication.  

 Last but not the least is the contribution of S-CSCF in user billing procedure. It 

produces Charging Data Records CDR for user billing purpose. CDR includes the 

service usage details, applications invoked, traffic details etc. This helps the operator 

to charge the user according to the agreed tariff. Although a single S-CSCF is always a 

part of the home network but it may be possible to have more than one S-CSCF in a 

single network to provide redundancy or backup facility. Multiple S-CSCF can also be 

applied in a single network if the network size is reasonably large and a single           

S-CSCF server can not tackle the load.  

3.3.2.3 Interrogating Call Session Control Function I-CSCF      

Like other call session control function servers I-CSCF is also a proxy server which deals 

with numerous tasks. It is the point of contact during connection establishment of a user. It 

provides the contact point for user connections and sessions regardless of whether a user 

belong to the same network or it is a visiting or roaming user from another network currently 

in coverage area of the specified I-CSCF network. The address of I-CSCF is stated in Domain 

Name System DNS and made visible to the SIP servers when they follow the protocol for 

next hope identification [22]. 
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 During registration procedure of UE, I-CSCF assigns S-CSCF to the user. 

 Like S-CSCF, I-CSCF also communicate with HSS and the communication take place 

with the help of Diameter protocol. It downloads the user profiles from HSS and 

allocate a S-CSCF proxy server to the user according to the user needs 

 I-CSCF also work as router when it receives a SIP signal from another network, it 

ping HSS for the S-CSCF address and rout the SIP signal  to the appropriate S-CSCF  

 I-CSCF have the capability to supplement the security mechanism by the hiding the 

network topology details from external networks. This technique is called Topology 

Hiding Inter-Network Gateway THIG. I-CSCF encrypt the part of the SIP message 

which includes information that could be used by hackers to attack the network 

infrastructure. 

 As mentioned earlier that all call session control functions keep track of service usage 

for users. I-CSCF also play its part in user charging mechanism and forward the 

generated CDR, to the accounts management element.  

3.3.2.4 Breakout Gateway Control Function BGCF 

BGCF is actually a SIP server with routing functionality. It can create session based on the 

user telephone numbers instead of IP addresses. BGCF provide connectivity between the IMS 

packet switched network and circuit switched network (Public Switching Telephone Network 

PSTN and Public Land Line Mobile Network PLMN). It transports signaling through Media 

Gateway Control Function (MGCF), Media Gateway (MGW) and Signaling Gateway (SGW). 

In fact MGCF, MGW and SGW collectively act as a gateway to circuit switching networks. 

The main reason of existence of BGCF in IMS core is that when an IMS user initiates a 

request for a session with a non-IMS circuit switched network user then BGCF is what that 

has to offer this session establishment.  

When SIP signaling is received by BGCF from S-CSCF, it locates the PLMN network and 

also the breaking point between the packet switched and circuit switched network. If the 

session belongs to the same network then BGCF forward request to the specific MGCF and in 

case if the session establishment involve some external network then BGCF forward the 

request to the concerned network‟s BGCF. If security is the primary concern for the subjected 

session then the request can be forwarded through I-CSCF for topology hiding. Like every 

other core element in session control layer, BGCF also provide the billing information for 

account management in the form of CDR. 
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3.3.2.5 Media Gateway Control Function MGCF 

As it can be seen in figure 3.2 MGCF has a link with BGCF on one hand while on the other 

hand it interfaces with IMS-MGW and it deals with the connection control of media channels 

in IMS MGW [6]. It finds the next hope for the incoming call on the bases of routing number. 

The main task of MGCF is inter-conversion of SIP and Integrated Service Digital Network 

User Part/Transaction Capability Application Part ISUP/TCAP signals.  

3.3.2.6 Multimedia Resource Function Controller MRCF 

MRCF has two interfaces, one with S-CSCF on Mr Reference point which utilizes SIP 

protocol for communication and on the other hand it is linked with Media Resource Function 

Processor MRFP. It controls the media stream resources in MRFP and receives information 

from application server and severing call session control function S-CSCF. It controls MRFP 

according to the information received from S-CSCF and MRFP [6]. It also keeps track of 

billing and produces CDRs. 

3.3.3 End Point or Transport Layer 

Access or transport layer is the termination point of signaling to the end point entities. In a 

broad sense it is a gateway to the IMS core from PLMN or PSTN. It transforms the SIP 

signaling to the end point nodes and control the data traffic and routing [16]. 

3.3.3.1 Media Resource Function Processor MRFP 

As mentioned in section 3.3.2.5, MRFP is controlled by the MRFC and the reference point 

between the MRFP and MRFC is Mp. The Mp has not been specifically assigned a protocol to 

operate on, therefore the architecture of Mp is open for further standardization and H.248 

protocol is fully supported by MRFP. 

3.3.3.2 Signaling Gateway SGW 

Signaling Gateway is the gateway between circuit switch networks and packet switched 

networks, providing signaling conversion from circuit switched networks signaling to IP 

network signaling and vice versa. It provides the lower level protocols conversion services 

e.g. it converts Message Transfer Part MTP protocol into Stream Control Transmission 

Protocol SCTP [6]. 
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3.3.3.3 Media Gateway MGW 

MGW connects the media plan of PSTN/PLMN to IMS media plan [6] and provides 

interworking between IMS and PLMN/PSTN. Mn is the reference point between Media 

Gateway Control Function MGCF and IMS-MGW. MGW is completely supported by H.248 

protocol and is flexible in support of different media types. It can share physical resources and 

can be partitioned in virtual separate MGWs. It provides interceding services between IMS 

and CS domain when there is compatibility barrier between IMS and CS networks [6]. 
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Chapter 4 

IMS Reference Points 

4.1 IMS Interfaces 

In previous chapter “IMS Architecture” I have explained the IMS operational approach and 

evaluate core elements of IMS core network with their specific functionality. There is another 

important notion in this context called Reference Pints. It specifies that what type of 

connections and protocols are used to connect the IMS elements and what kind of functions 

they perform. 

The connections between the different elements of IMS are called interfaces or reference 

points and each interface has its own functions and protocols they operate on. These 

Interfaces are shown in Figure 4.1 [24]. 

4.1.1 Gm Interface 

It connects user to IMS network via P-CSCF and is responsible for transportation of all 

signals between user and IMS core network.  

During registration procedure of user with IMS network Gm is used by user to send 

registration request and other security parameters to P-CSCF. The user request for a specific 

service is sent to P-CSCF using the same Gm interface which may or may not result in 

Application Server assignment depending on user privileges. The user is informed about     

de-registration or de-authentication via Gm, which means Gm can also be used to send signals 

back to UE.   

Gm Interface point is also used in session control and transaction processes. It is utilized 

during session request and response from P-CSCF to UE and from UE to P-CSCF, similarly it 

is also used during transaction process for single request transmission like SIP 200 OK 

message. 
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                                                               Figure 4.1 IMS Interfaces [24] 

4.1.2 Mw Interface 

The reference point that connects all call session control functions is called Mw which is a 

SIP enabled interface. Mw provides services during different procedures including 

registration, session control and transaction procedure. 

During registration process of UE, P-CSCF receives registration request from UE and passes 

it to the concerned I-CSCF using Mw and I-CSCF then negotiate with S-CSCF via Mw 

reference point. The response from S-CSCF to UE flows back the same way. 

Session control process can be divided into two categories, mobile initiated sessions and 

mobile terminated sessions. In mobile initiated session Mw is used to pass on the received 

signal from P-CSCF to S-CSCF and from S-CSCF to I-CSCF. Similarly in the mobile 

terminated sessions the message travels the other way around, i.e. from I-CSCF to S-CSCF to 

P-CSCF. In transaction procedure the single message like OK message is sent as response and 

this is done through Mw reference point. 

4.1.3 ISC Interface  

As explained in previous chapters (See Section 3.1.3), in IMS infrastructure Application 

Severs are the entities that supposed to provide applications and services like Push to talk, 

video streaming, video conferencing, multimedia services and IP telephony etc. The ASs 
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communicate (send/receive SIP Signals) with call session control function and there must be 

an interface to be used for the flow of these services to the end user. IMS Service Control ISC 

is the interface that enable AS to transport services to call session control functions and then 

to the end user. ISC uses SIP protocol for communication with CSCF servers. 

4.1.4 Ma Interface 

As mention above in ISC reference point, It provides communication between AS and          

S-CSCF. But some times S-CSCF involvement is not needed in service execution and in such 

case passing through S-CSCF is not an optimal solution because it will cast extra time, 

complexity and extra load of processing on S-CSCF. To avoid this extra processing in these 

cases a new mechanism is introduced which excludes S-CSCF involvement in SIP request 

during the processing. Ma interface is a part of this new mechanism which provides 

connectivity between I-CSCF and concerned Application Server for information sharing 

without involving S-CSCF. This interface is normally used when SIP request is about public 

services.  

4.1.5 Dx Interface 

In IMS architecture section I have already explained that there can be more that one HSS 

Server depending on the size of network, user‟s strength and user‟s profiles complexity. 

Multiple HSS can also be deployed for the sake of redundancy. Whenever there are multiple 

HSS in a network there must be a server location function SLR to locate the HSS containing 

the user information, involved in registration or session procedure. In this case the CSCFs 

cannot directly contact HSS because they are not aware of the HSS that contains the specific 

user profile. 

CSCFs first make contact with the SLR and download the HSS location containing the user 

profile, and then make a connection with HSS pointed by SLR. The communication between 

CSCFs and SLR take place via Dx reference point which operates on Diameter protocol [25]. 

4.1.6 Cx Interface 

Cx interface or reference point connects HSS and CSCFs [15]. Home Subscriber Server 

maintains the user‟s profiles and location based data. As described in earlier chapter of IMS 

architecture, during the registration process and session initiating or session management 

procedures S-CSCF and I-CSCF ping HSS for user information regarding his/her signed up 

services, authentication, privileges and security parameters.  This communication take place 
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with the help of Diameter protocol and Cx is the link that is utilized by HSS and CSCFs for 

this communication.  

4.1.7 Mi Interface 

Mi reference point is usually refers to routing reference point from packet switched network 

to circuit switched network. It is used when a session requests for an outbound connection 

from packet switched network. It transfers the control to BGCF from where it is routed to 

circuit switched network. The implemented protocol on this reference point is SIP. 

4.1.8 Mj Interface 

The BGCF receives session information and then decides that through what gateway the 

signaling should pass to get to the concerned circuit switched network. If the requested circuit 

switched CS entity is in the same network, then signals are passed to the MGCF and the 

reference point used is Mj, which operates on SIP.   

4.1.9 Mk Interface 

When BGCF receives session request and it finds that the requested CS entity belong to some 

external network then it simply pass the request to BGCF of the concerned network to deal 

with the session. This transformation of session signaling between BGCFs of two different 

networks take place through Mk reference points, and it also use SIP protocol.  

4.1.10 Mg Interface 

As we can see in Figure 4.1; Mg reference provide is a link between MGCF and CSCF. 

Whenever a session request from a circuit switched network is received by MGCF, it uses Mg 

reference point to forward the session to I-CSCF, details can be found in 3GPP TS 23.002 [6]. 

In other words when a session signals seek entrance in IMS domain it has to be passed by 

MGCF to I-CSCF and Mg is the interface that facilitate this transmission. The key point in 

this communication is that Mg is SIP enabled interface while MGCF receives request from 

CS network as ISUP signaling. MGCF transform ISUP signals into SIP signaling before it 

forward it to I-CSCF.  

4.1.11 Mm Interface  

Mm reference point provides link between home IMS network and requested visited or routed 

IMS networks. The connection points of IMS with other IP Multimedia networks are S-CSCF 
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and I-CSCF, which transfer sessions to the external network whenever needed using Mm 

reference points.  

4.1.12 Mr Interface 

S-CSCF communicates with MRCF using Mr Interface using SIP protocol. 

4.1.13 Mp Interface 

IMS is notorious for rich multimedia services and there are a number of entities acting 

together to provide these services. Two of these entities are MRFC and MRFP, and the 

interface between these two entities is provided by Mp reference point [25]. Through this 

reference point MRFC communicate with MRFP for different tasks including playing user 

specific tones, eventual announcements, saving audio video files, conferencing, talking mail 

and playing audio video services etc. Mp reference point uses H.248 protocol for its 

communications. 

4.1.14 Mn Interface 

MGCF and the IMS media gateway IMS-MGW are linked by Mn interface which uses H.248 

protocol for its communication. This is actually the interface between the Session Control 

layer and End Point layer. The user from PSTN (circuit switched network) is accessed by 

MGCF through MGW via Mn. It controls the session initiation and termination between the 

CS User Equipment UE and IMS domain.    

4.1.15 Gx Interface 

Gx provide link between Policy and Charging Rules Function PCRF and GGSN (Gateway 

GPRS Support Node). It provides firewall related services, QoS of packets flow, traffic on 

access gateway and charging parameters etc.  

4.1.16 Rx Interface 

Rx reference point link the P-CSCF and PCRF to share charging and policy decision say QoS 

and charging tariff etc. 

There are some other reference points that are not directly related to my area of interest but 

they exist as depicted in table 4.1. Instead of explaining those one by one I will like to 

introduce the reference points with functionality and protocol they use with the help of a table 

below [24] to save time and resources. 
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Table 4.1 Summery of Reference Points in IMS [24] 
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Chapter 5 

IMS Security 

 

The communication system evolving from the day it came into existence. In the modern 

communication system there are some basic principal that has to be taken into consideration 

prior of going to design a system. Security is one of the most important elements of these 

principals, because with the evolution of technology the security threats are also evolving 

with the same pace. 

As stated in the introduction chapter, IMS is the convergence of global internet and tradition 

public cellular networks, which automatically nominate it as a prime target for IP based 

security threats. 

IMS security architecture can be categorized into two categories; Access Security and 

Network Security (Network Domain/Traffic Security). Access security is concerned with the 

signaling plan and provides the security between the UE and Network in term of user 

authentication and authorization while the network domain security protects data traffic 

between IMS user terminal and IMS core and also protects the traffic flow between the 

network elements both in inter-domain and intra-domain communication. IPSec Security is 

what IMS uses in both cases whether it is the Access Security or Network Security. 

5.1 Access Security 

When a user tries to access the IMS, he/she is subject to be authenticated by the IMS network 

to determine that whether it is an authorized user having authority to use any of IMS services 

or not. After authentication once a user is authorized, the first contact point is initiated and UE 

and P-CSCF generate SIP signaling for registration which is eventually protected by IPSec 

security association. P-CSCF and UE create the IPSec association to secure the SIP signals. 

Authorization of UE take place during the registration procedure also the UE authenticate the 

network to make sure it is communicating with the concerned body. S-CSCF is responsible 

for authentication and authorization process as it communicate with HSS for user specific 

profile information including, user services, authentication, charging profile and security 

profile etc. The Access Security mechanism is an immense area and not part of my study plan 
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as I will go for network security. Further details about access security can be found in 

technical specification 3GPP TS 33.203 [1]. 

5.2 Network Security 

As it is clear from the name network security is concerned with the secure transmission of 

traffic between the network elements. These network elements can be from the same network 

domain or from different domains, where the network domain is referred to a network 

administered and maintained by a single operator. The security parameters and security 

policies within a domain are usually identical because they are implemented by the same 

operator. 

5.2.1 Network Domain Security/IP (NDS/IP) 

As I already mentioned that network domain is suppose to be a single network managed by an 

associated operator. The security mechanisms are identical within a network because they are 

implemented with the same set of rules by the network administrator. NDS/IP provide 

security to the IMS inter elements communication and the traffic between home and visit 

network.  

5.2.1.1 NDS/IP Interfaces 

The interface between two different network domain is denoted by Za in NDS/IP. The Za 

interface is used to implement security parameters between two different security domains to 

protect transportation of data between the domains in question. As security parameters data 

Authentication and Data Integrity protection is mandatory to be implemented while data 

encryption is not compulsory but strongly recommended to implement to avoid any kind 

eavesdropping and date loss or alteration.   On the other hand Zb is the interface that provide 

secure link between the elements within a security domain. Like Za It is mandatory to 

implement data authentication and data integrity parameters and data encryption is optional.  

Data integrity, data authentication and data encryption are the main policies implemented on 

network domain interfaces and provided with the help of ESP, Security Gateway SEG and 

IKE (Internet Key Exchange).  

Internet Key Exchange is used by SEG to create and maintain an ESP tunnel for the sake of 

secure transmission of data traffic across the SEGs or in other words across the networks. 
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Since the Za interface provide the security services inside a network domain, it is obvious that 

the security policies implemented on Za is totally on the will of network operator. The 

operator decides the security services like firewalls etc to be implanted in the network 

domain. The interfaces between the same security domain element and different security 

domains are depicted in figure 5.1 [2].  

 

Figure 5.1 Inter and Intra Domain Security infrastructure and Interfaces [2] 

The traditional home and visited network scenario is inherited from 2G system by IMS. IMS 

is even more extensively involved and dependent on the home and visited network 

architecture. Obviously there can be two cases when a UE try to connect IMS core, whether it 

would be a home network UE or visited network UE. Similarly from the user point of view a 

network can be home network or visited network. The home and visited networks are 

distinguished by the location of P-CSCF. If the P-CSCF is within the home network then UE 

is connected to home network and if the P-CSCF belongs to an external network then the 

registration request is transferred to the concerned home network and in this case UE is 

registering through visited network using inter-domain communication. 

IMS offers hop-by-hop security which refers to hub-and-spoke model or chained-tunnel 

model as described in 3GPP TS 33.210 [3]. 
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5.2.1.2 Security Gateways SEGs 

SEGs are the gateway to the inbound and outbound data traffic to and from a network and 

implemented at the border of the IP security domain to provide traffic security. They 

communicate over the Za interface discussed in section 5.2.1. Since SEGs uses Za interface 

then it is obvious that it imposes Integrity, Authentication and Data Encryption in the network 

domain.   

All the NDS/IP traffic (incoming and outgoing data) has to go through security gateway. A 

network domain security can have more than one SEGs [6], depending on the situation. For 

example if the size of the network is too large to be handled by a single gateway or the data 

traffic is very often and a single SEG cannot handle it (load harmonizing). Also to avoid a 

single point failure or for redundancy issues more than one SEGs can be introduced in a 

single network.  

SEGs implement the security policies designed for the gateway and enforce it on the networks 

generating the data traffic transmission. Since SEGs are security implementation entities, it 

should be physically secured from malicious access. 

Each SEG is supposed to be paired with the communicating network SEG with at least of an 

IPSec tunnel to transport the traffic. Also it is the job of SEG to establish Security 

Associations SAs with the counterpart on the other end. The SAs are established with the help 

of a key exchange procedure involving Internet Key Exchange IKE protocol. It is the 

important factor to know that SA is one way traffic association and therefore every SEG 

should have at least a pair of SAs one each for incoming and outgoing traffic. For the sake of 

authentication SEG use Internet Security Association and Key Management Protocol 

(ISAKM). The SEGs architecture is depicted in Figure 5.2 [4]. 

There are two databases maintained by SEG the Security Policy database (SPD) and Security 

Association database (SAD). 

5.2.1.2.1 Security Policy Database (SPD) 

As clearly the name indicates it contain the set of policies that are used to distinguish inbound 

and outbound traffic for the sake of traffic forwarding to the concerned SAs. A decision is 

taken about the faith of a packet on the basis of security policies which could be one of the 

following three! 
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 Give IPSec services to the packet 

 Discard the packet 

 Let the packet bypass the IPSec services 

5.2.1.2.2 Security Associations Database (SAD) 

It is a database of all the security associations created between SEGs or Hosts and SEGs. 

Actually the data traffic is tunneled according to the security polices in SPD to SAs, and there 

is criteria or mechanism for deciding that to which SAs and how the traffic should be forward. 

This information should be shared between the communicating entities and both the 

communicating parties must be agreed upon. 

SEGs use an indexing technique to access and identify the SAs that have to be involved in 

prospected transmission. This indexing in SEGs is called Security Parameter Indexing (SPI).  

 

 

 

 

 

 

 

 

 

 

 

 

 

                          Figure 5.2 Inter-Domain Security Gateways SEGs 

5.2.2 Role of IPSec in IMS Network Domain 

IPSec is the major security parameter that is applied on IMS network domain security to 

secure data traffic between different networks and also within the same network by providing 

data integrity, source authentication and anti-reply protection [5]. It operates on Network 
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layer and provides security between two SEGs or SEG and Network Elements. IPSec 

facilitates the network in terms of selection of appropriate protocols and algorithms to be 

applied on the links supposed to be guarded. The major elements of IPSec are security 

protocols is uses, security association it create and maintain with the help of these protocols, 

secret keys management used for authentication and encryption procedures and the encryption 

algorithm to encrypt the data traffic between communicating nodes.  

5.2.2.1 Security Protocols  

IPSec security is network layer protection and implemented on Za and Zb (section 5.2.1) 

interfaces to provide protection to the data traffic between two communicating entities in IMS 

Networks. IPSec need to be implemented with the help of two protocols Authentication 

Header AH and Encapsulated Security Payload (ESP). These protocols can be implemented 

separately or in a combination/nested manner in two different modes; transport mode and 

tunneled mode. Both of these modes have different approaches towards security behavior, in 

transport mode the foresaid protocols secure the upper layer protocols and only IP header of 

the IP datagram packet is secured while in case of tunnel mode, the data traffic between the 

communicating network nodes is tunneled to provide protection against security threats and 

the full IP datagram is protected including IP header. A host should support both the transport 

mode and tunneled mode but in SEG must only support tunnel mode. In case if a SEG is 

supporting both the tunneled and transport layer then it must be a security gateway that also 

acts as a host e.g. a SEG that is equipped with network management functionality [8].     

In IMS the IPSec use Encapsulated Security Payload (ESP) protocol for data integrity, source 

authentication and data encryption. As mentioned earlier that ESP have two modes; transport 

mode and tunnel mode and IPSec use the tunnel mode of ESP to secure the whole IP 

datagram packet instead of only protecting IP header. The security parameters used are stored 

in security policy database and depend on the security associations. These parameters define 

the set of services that are provided for protection and are they are agreed upon at the time of 

security association establishment. If authentication of data source is selected to be a part of 

the security association then anti-reply service has to be selected and its selection is only 

dependent on the receiver [5]. 
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5.2.2.1.1 AH & ESP Protocol Formats 

In figures 5.3, 5.4 the AH and ESP is datagram is depicted in tunnel mode. ESP is the main 

functional protocol and responsible to provide protection to the IP Datagram of both IPv4 and 

IPv6. 

 The IP Authentication Header (AH) protocol provides connectionless data integrity, 

authentication and anti-replay services [8]. 

 The Encapsulated Security Payload (ESP) protocol offer data encryption, traffic flow 

encryption and anti-replay services [8].  

 As we can see in figure 5.4, after encapsulation the ESP header is always attached 

prior to the original IP Packet just before the encapsulated IP header. The original 

Datagram is tailed by ESP Trailer and ESP authentication packets. ESP provides 

security to the IP header and the whole IP Packet.   

 The IP datagram part from original IP header to ESP Trailer is encrypted while from 

the ESP header to ESP trailer is authenticated as described in figure 5.4. The inner IP 

header contains the source and destination addresses and the outer IP header contains 

the addresses of concerned  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.3 IPv4 and IPv6 Datagram with and without AH 
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Figure 5.4 IPv4 and IPv6 Datagram with and without ESP in Tunnel Mode 

 

SEGs. If authentication is selected at the time of SA negotiation then encryption is the first to 

be performed and authentication follow the encryption procedure and encryption do not 

include the authentication data field. This categorization of data fields in IP packets for 

encryption and authentication enable receiver to furiously reject the replayed packets with the 

help of authentication data and decryption take place only when the packet is accepted. This 

technique is designed to take care of denial of services attacks. 

5.2.2.2 Security Associations SAs 

Security Association is a virtual relationship between two SEGs consisting of a set of 

agreements about security parameters to be used to protect the traffic flow. The agreement 

detailed information must be agreed upon by both the communicating entities and shall be 

shared between them. In IPSec security associations are the most important aspect and both 

AH and ESP protocols use SAs as vehicle for transportation and implementation of security 

policies. It identifies how the security services are to be implemented. Security associations 

supposed to support different encryption algorithms, authentication procedures, secrete key 

negotiation and maintenance and other security parameters to assist IPSec and other protocols 

used in communication. Protocols use the security association to identify how the security 

services have to be implemented. Security Associations must also support host-oriented 
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certificates for lower layer protocols and user-oriented certificates for higher level protocols 

[7]. A security association is unidirectional virtual link and can only be used for unidirectional 

traffic, this is the reason that every SEG has to maintain at least two SAs with its counterpart 

to provide support for bidirectional traffic i.e. one SA each for incoming traffic to the network 

and outgoing traffic from the network. The security parameter index (SPI) from security 

association database and destination IP address is used to specify the concerned SA for each 

IP packet to be transmitted.  

5.2.2.3 SEGs Key Management and IKE Profiling  

In UMTS and IMS networks, Internet Key Exchange IKE protocol is responsible for 

cryptographic keys distribution between two communication security gateways. IKE 

protocols facilitate the negotiation, establishment and maintenance of security association 

when two network elements try to make a secure connection for data transmission. For 

security association IKE use encryption algorithms, hash algorithm, authentication 

mechanisms and information about the group for the sake of Diffie-Hellman. These 

parameters are must to be implemented by IKE; also it must have support for DES in CBC, 

3DES [9], AES [10] (encryption algorithms), MD-5 [11] and SHA [12] (authentication 

algorithms). The IKE use two methods for authenticated key exchange i.e. main mode and 

aggressive mode. Each of these modes makes use of Diffie-Hellman key exchange algorithm 

for key exchange. There is another mode called quick mode in which is responsible for fresh 

keying material. 

As explained in section 5.2.3.2, IKE is supposed to be used for SAs establishment for IPSec 

security. Besides the security association negotiation there are some additional parameters 

that IKE has to support in context of inter-domain security, explained below in the form of 

phases. 

IKEv1 Phase I 

(ISAKMP Security Association)   

- IKE must support the per-shared secret keys for authentication  

- In phase I main mode is the only mode that is supported 

- For identification the IP Address and fully qualified domain name (FQDN) should be 

used 

- For encryption 3DES and AES in CBC mode must be supported 
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- For authentication SHA-1 should be supported 

- For key exchange procedure the support of Diffie-Hellman is mandatory 

The life time of IKE SAs is dependent on the life time of IPSec SAs i.e. the shortest life time 

of IKE SAs should be equal to the life time of IPSec SAs. As for the expiry of a SA is 

concerned; a new SA must be created before the expiry of an old SA. Further more, there 

should be a time slot of reasonable length between the elapses of old and new SA to avoid any 

kind of data lose (there is a possibility of data lose if the packet is transported to the old SA or 

expired SA). 

IKEv1 Phase II 

(IPSec Security Association)      

- The secrecy forwarding procedure is optional in phase II 

- The address types that are compulsory to support are IP addresses and Subnet IDs 

- Notification procedure must be supported 

- The key exchange algorithm “Diffie-Hellman Group 2” must be supported [3]  

The IKE uses AES-CBC algorithm for authentication procedure. AES-CBC supports 64, 128 

and 256 bits key length and in case of IKE the AES uses 128 bit key both for phase I and 

phase II. 

The mandatory requirements for IKEv2 in case of inter-domain security are given below [13]. 

For IKE_SA_INIT Exchange 

- Support for 3DES in CBC mode 

- Support AES in CBC mode (with 128 bit key) 

- Support for HMAC-SHA1 (Pseudo-Random Function) 

- Support for HMAC-SHA1-96 

- Support for Diffie-Hellman Group 2, 1024-bit MODP [13] 

- Support for Pseudo-Random Function: AES-XCBC-PRF-128 

- Support for AES-XCBC-MAC-96 

- Support for Diffie-Hellman group 14 (2048 bit MODP) 
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For IKE_AUTH Exchange 

- Use of pre-shared secrets must be supported for authentication procedure 

- IP address and Fully Qualified Domain Names (FQDN) should be used for 

Identification. 

- Re-Keying (creation of new SA and when old SA is discarded) of IPsec SAs and IKE 

SAs should be supported. 

For CREATE_CHILD_SA Exchange 

- Optional support for Perfect Forward Secrecy  

5.2.2.3.1 IKEv1 and IKEv2 Interoperability  

As I have elaborated the IKEv1 and IKEv2 above and it can be seen that about 70% of the 

features are identical in both the versions of IKE but still they are not interoperable with each 

other. For interoperability of network domain security entities using different versions of IKE 

some additional setup is needed. 

- SEGs must be equipped with both the IKEv1 and IKEv2, to ensure the IKE SAs 

establishment with common version of IKE on Za interface. If a SEG equipped with 

IKEv1 and IKEv2 communicate with a SEG equipped with only IKEv1 then 

according the 3GPP standards the security association is established using IKEv1. 

- If both the SEGs are equipped with IKEv1 and IKEv2 then IKEv2 is used for security 

association. 

- If a SEG implemented with IKE v1 and v2 have to utilize Zb interface for 

communication with network entities that only support IKEv1 then the SA is 

established with IKEv1. 

- The network entities can be equipped with IKEv1 or IKEv2 or even both. 
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Figure 5.5 Implementation of IKEv1 and IKEv2 

 

- In case if two NEs of the same network domain need to communicate with each other 

(Zb Interface) and both of them have different versions of IKE implemented then as 

mentioned earlier IKEv1 and IKEv2 are not compatible with each other, SEG is 

introduced in this scenario as mediator. SEG must be equipped with both v1 and v2 

and it enables both the requesting NE to establish SA for communication. 

- It is recommended to install the IKEv2 on new NE as IKEv2 have some advantages 

over IKEv1 in terms of security and performance. 
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Chapter 6 

Encryption and Authentication 

 

IMS Network domain security both Inter and Intra Domain is dependent on the authentication 

and encryption algorithms used to provide data integrity, encryption and source 

authentication. 

The algorithms implanted in IMS can be categorized in two different categories i.e. 

authentication algorithms and encryption algorithms. MD5 [11] and SHA-1 [12] are used to 

provide authentication and integrity while triple DES-CBC [9] and AES-CBC [10] are the 

algorithms responsible for data encryption or data confidentiality. Although there is DES 

algorithm that can be used for encryption but the network security design engineers 

recommend the use 3DES instead of DES because of the weak key structure of DES. 

6.1 Encryption Algorithms 

Encryption is actually data encoding with the help of a secrete key to make it un-

understandable for unauthorized recipient. The encoded data is called cipher text and is 

decoded on the receiver end with the help of the encryption/decryption key. The decrypted 

data is also referred to plain text. 

Encryption algorithms as mentioned earlier are responsible for data confidentiality. The IP 

datagram traffic between two networks entities (between the entities of the same or different 

network) need to be encrypted to avoid any kind of security threat to the traffic flow. There 

are two types of encryption algorithm that are used in IMS for data encryption. 

6.1.1 Advanced Encryption Standards AES  

AES is the encryption algorithm standard which was selected by National Institute of 

Standards and Technology NIST in an open competition prevailed for four years. It has been 

selected from five finalists on the bases of security, free availability, 128 bits block size, 

support of different key sizes 128 (default), 192 and 256 bit, flexibility and computational 

efficiency. AES is supposed to be the successor or replacement of Data Encryption Standards 

after it would be obsolete and IETF recommends it to be the default encryption algorithm for 
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IPSec ESP protocol for data confidentiality. The AES used by ESP protocol in IMS is fixed to 

operate on 128 bit key which is the default key length of AES, it is also referred to Rijndael 

algorithm. 

6.1.1.1 Operational Modes 

NIST has defined five operational modes for AES and other symmetric ciphering algorithms. 

The algorithm should operate in one of these modes. 

 CBC (Cipher Block Chaining) 

 ECB (Electric Code Book) 

 CFB (Cipher Feedback) 

 OFB (Output Feedback) 

 CTR (Counter Mode) 

CBC mode is the recommended mode for symmetric ciphering and AES-CBC mode is 

implemented by ESP in IMS. In this mode there is a need of an initialization vector IV that 

must be equal in size to the block of the cipher. The IV is randomly generated, should be 

unpredictable and its task is to avoid the production of the same ciphered blocks when it 

encounters with the same data that has been ciphered in previous block. This technique is very 

much important from security point of view as an attacker with good analytical skills can 

conclude a lot when he/she hijack the traffic and see the same size and contents of ciphered 

blocks. IV also guarantee decryption on receiving end even if some of the datagram are 

lost/dropped or the order of the datagram is re-arranged, further more the IV size must be 

identical to the size of the data block. 

The operation of IV is based on XOR (exclusive OR), and IV is XOR‟d with the first block of 

the data before encryption and for the next data block the earlier ciphered block is XOR‟d 

with the plaintext data block [10]. 
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Figure 6.1 IP Datagram Format 

6.1.1.2 Supported Key Sizes 

AES is designed to support three key sizes starting with key length128 bit. The 128 bit is the 

default key size of AES and this key size must be supported wherever AES is implemented. 

With addition to the default key it also supports 192 and 256 bit key lengths. 256 bit is the 

largest key length supported by AES and it is obvious that the security level of 256 bit key is 

quite strong as one will need a hill of a time and processing power if he/she tries to break this 

key. Each key length uses different number of rounds for encryption. 

 With 128 bit key length implementation 10 rounds must be used 

 With 192 bit key length implementation 12 rounds must be used 

 With 256 bit key length implementation 14 rounds must be used 

6.1.1.3 Weak Key Elimination  

Although there are no known weak keys for AES yet, but the concept of weak key elimination 

in AES is the same as in other cipher algorithms. In case of manual key management weak 

keys are identified and discarded manually. But in case of IMS, which use dynamic key 

management implemented by IKE the weak key check/elimination should not be implemented 

because IKE take care of weak keys (if there are some) itself, and in this case weak key check 

implementation will result in needless complexity which might lead to a security breach 

because complex codes are usually more prominent to security threats. 
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6.1.1.4 Block Size 

AES use the data block size of 128 bits, which is managed as 16 octets or 16 bytes. AES uses 

padding to maintain this 16 octets format. The inclusion of padding is described in details in 

RFC 2406, IP Encapsulating Security Payload [5]. The padding is applied in such a way that 

the data subject to be encrypted is multiple of 16 octets, and the cipher text must end on 4 

bytes boundary.  

As the algorithm is specifying the padding, there is no need to include any additional padding. 

Maintaining 16 octets block size ensures that the pad length field and the next header field 

must be aligned with each other within the 4 byte.  

6.1.2 Triple Data Encryption Standards 3DES 

We know that ESP is responsible for provisioning of authentication and confidentiality as 

mentioned earlier in previous chapter. The confidentiality is provided by the encrypting the IP 

datagram payload with the help of an encryption algorithms. AES is already explained and the 

second algorithm that ESP protocol use for encryption is tipple data encryption 3DES. In 

section 6.1.1.1 five different modes are explained in which the encryption algorithms operate 

and like AES, the 3DES is also operated in CBC mode. 

The operation of 3DES is very much interesting as it process every plaintext block it receives 

three times and every time it use different key, unlike AES which process the received data 

block only once. 3DES is obviously much more secure and it is very much complex when it 

comes to creak the cipher code of 3DES. The crackers have to crack three keys for a single 

cipher text which is not an easy task. 

6.1.2.1 Encryption/Decryption Keys 

The encryption/decryption key is shared between the communicating entities. The key sharing 

is the responsibility of key management which in IMS is taken care by internet key exchange 

protocol IKE. As I mentioned earlier that the key for 3DES is somehow different from other 

algorithms, the collective length of the key used in 3DES is 192 bits. This is the collection of 

three 64 bits distinct keys, but the length that is available for key is 168 bits with 56 bits 

length for each key. It is because the last significant bit of every byte is dedicated to be used 

as parity bit. 
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6.1.2.2 Initialization Vector IV 

The initialization vector IV in 3DES is the same as in AES. The data block size in 3DES is 64 

bits and the IV length must be the same as of the data block i.e. 64 bits. The details of 3DES 

and AES data blocks and IVs are given in table 6.1. Each datagram is equipped with its own 

IV and the inclusion of IV in every datagram guarantees the decryption of the datagram 

received on receiving end, even if some of the datagram in the sequence are dropped or the 

datagram sequence is altered when it reaches the destination. 

The selection criterion for IV is dependent on what methodology is followed. One 

methodology is using a counter for IV generation. In this fashion a randomly chosen value is 

generated for the start and then a counter is used as an increment factor to the initial value for 

producing IV for the rest of the datagram. This technique is very good to prevent the 

repetition in IV values and also experienced to be robust. 

Another possible method for IV generation is a random number generation. In this case a 

pseudo random number is generated which should be unpredictable and unique.   

Both the input and output must be the same in terms of number of octets. In case data is 

received at the destination end and it is not multiple of eight byes then it is discarded as 

defected packet. 

AUTHOR COMMENT 

The design engineers state that the counter method is good to use and it is robust and the 

repetition is avoided in this manner [9]. My own opinion about this technique is that it has the 

qualities of avoiding key repetition and robustness but on the other hand it is exposed to 

security threats. If there is a pattern in IV generation then it is very much possible for an 

attacker to find and follow up the pattern which can lead to a security breach. Hence in my 

point of view there should be no pattern or fixed method for creating any key in security 

domain to avoid possibility of pattern recognition. 

 

 

 

Table 6.1Encryption Algorithms Key, Block and Initiation Vector Sizes 

Algorithm Key Size (Bits) Block Size (Bits) Initialization Vector 

3DES    192 64 64 

AES Rijndael  256 128 128 
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6.1.2.3 Operational Mechanism  

3DES is actually the upgraded form of DES. The DES was having 64 bit key for data 

encryption but 3DES operates on a bit different principals, although it has the same key length 

but in triple DES there are three 64 bit keys k1, k2 and k3 and unlike DES data is processed 

three times. It starts with encryption then decryption and then again encryption each time with 

distinct key. 

3DES operation has a very important factor of reverse compatibility with DES i.e. when 

dealing with DES algorithms if all the three keys are the same in 3DES then its functionality 

is almost the same as DES. This compatibility provides facility of 3DES implementation on 

DES hardware without any modification in the actual algorithm.  

6.1.2.3.1 3DES Encryption 

The encryption starts with affixing padding bytes to the plaintext. If the plaintext is not 8 

modulo 6 then padding octets are added and the padding length is added which represent the 

length of the padding bytes. 

The pay load octets are appended that contains the IP payload identifying the protocol header 

in the beginning of the payload and the Initialization vector IV if applied specified by security 

parameter indexing. Then the payload is encrypted with 3DES to have the cipher text of the 

same length as the payload length. In octets mapping against the 3DES, order is very much 

important i.e. most significant byte is the first octet. For example the 5
th

 octet should be bit 33 

to bit 40 of the input data block or plaintext. The datagram after encryption is forward to the 

destination target with specified SPI, IV and payload. In the IP header „Total Payload‟ 

represents the length of the encrypted data, SPI, IV, Padding and Pad length. 

6.1.2.3.2 3DES Decryption  

On reception of the encrypted datagram at the receiver end, SPI is identified and examined. 

With the help of SPI the agreed security parameters and decryption key is calculated as SIP 

provide the indexing services for security parameters table to locate the required parameters.  

The agreed format of IV identifies IV size. The IV bytes are detached at reception and the 

standard 64 bits initiation vector IV is calculated. Then the encrypted part of the payload is 

decoded with the help of 3DES. If the payload received is in unrecognized form then it is 

discarded and if the format is according to the expectation, it is accepted.  
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As mentioned earlier that padding octets are added to the plaintext to justify the modulo 8 

format. Now at the receiving end the added padding octets are removed from the payload after 

decryption to get the original data block of plaintext. At the end the IP headers and the rest of 

the portion of the payload are forwarded to the protocol indicated in payload field “Type”.  

6.1.2.4 3DES Security Aspects 

The level of security offered by 3DES is dependent on how the algorithm is implemented on 

both of the communicating nodes. It includes the implementation and correctness of the 

algorithm on both the communicating parties. The next important figure is the 

encryption/decryption keys and the key management schemes. As for as the key management 

mechanism is concerned; it is taken care of by IKE [3] protocol in IMS. The 

encryption/decryption keys in 3DES are very much important as the main security 

dependence is on these keys. The key should not be in category of weak keys or semi weak 

keys for any of the 3 rounds in 3DES. The weak keys, semi weak key and possible weak keys 

are given below in tables 6.2, 6.3 and 6.4 [26]. These keys are vulnerable to security threats 

and can be compromised when an attack is launched on the node. It is important to avoid 

weak and semi weak keys to provide a foolproof security. The weak keys and semi weak keys 

mentioned in tables below are listed without taking parity bits in consideration. The weak and 

semi weak keys some times encrypt the plaintext blocks into similar cipher text blocks that is 

the reason they should be avoided. 

 

 

 

 

 

 

           Table 6.2   Weak Keys                                                              Table 6.3   Semi Weak Keys 

There are also 48 keys that produce only four distinct sub keys (instead of 16) these are called 

possibly weak keys [26] as mentioned in table 6.4. 

 

Key (In Hexadecimal) 

00000000 00000000 

00000000 FFFFFFFF 

E0E0E0E0 F1F1F1F1 

1F1F1F1F 0E0E0E0E 

Key (In Hexadecimal) Key (In Hexadecimal) 

011F011F010E010E FE01FE01FE01FE01 

01E001E001F101F1 E01FE01FF10EF10E 

1FFE1FFE0EFE0EFE FE1FFE1FFE0EFE0E 

E0FEE0FEF1FEF1FE FEE0FEE0FEF1FEF1 
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Key (In Hexadecimal) Key (In Hexadecimal) Key (In Hexadecimal) 

0101E0E00101F1F1 1F1FE0E00E0EF1F1 E0E0FEFEF1F1FEFE 

0101FEFE0101FEFE 1F1FFEFE0E0EFEFE E0FE011FF1FE010E 

011F1F01010E0E01 1FE001FE0EF101FE E0FE1F01F1FE0E01 

011FE0FE010EF1FE 1FE0E01F0EF1F10E E0FEFEE0F1FEFEF1 

011FFEE0010EFEF1    1FE0FE010EF1FE01    FE0101FEFE0101FE 

01E01FFE01F10EFE    1FFE01E00EFE01F1    FE011FE0FE010EF1 

01E01FFE01F1F10E 1FFEE0010EFEF001     FE1F01E0FE0E01F1 

01E0E00101F1F101    1FFEFE1F0EFEFE0E    FE1FE001FE0EF101 

01E0FE1F01F1FE0E E00101E0F10101F1    FE1F1FFEFE0E0EFE 

01FE1FE001FE0EF1    E0011FFEF1010EFE    FEE0011FFEF1010E 

01FEE01F01FEF10E E001FE1FF101FE0E    FEE01F01FEF10E01 

01FEFE0101FEFE01    E01F01FEF10E01FE    FEE0E0FEFEF1F1FE 

1F01011F0E01010E    E01F1FE0F10E0EF1 FEFE0101FEFE0101 

1F01E0FE0E01F1FE E01FFE01F10EFE01 FEFE1F1FFEFE0E0E 

1F01FEE00E01FEF1 E0E00101F1F10101 FEFEE0E0FEFEF1F1 

Table 6.4   List of Possible Weak Keys 

6.2 Authentication Algorithms  

3GPP specifies Message Digest 5 (MD5) and Secure Hash Algorithm (SHA) authentication 

algorithms to be implemented by ESP protocol for data source authentication. One of these 

authentication algorithms is to be used with combination of one of the encryption algorithms 

explained earlier to provide authentication and encryption services [27].   

6.2.1 Message Digest 5 MD5 

MD5 is one of the two algorithms that are supported by IKE protocol in IMS to be 

implemented for authentication procedure.  It accept variable or random length message as an 
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input message i.e. the length of the input message is not fixed but randomly selected. As an 

output it produces 128 bits cipher text in the form of “Message Digest” or “Fingerprints”. 

Technically it is not recommended and should be avoided to have identical cipher text for two 

data blocks, due to security measures. The same block of cipher text or in case of MD5 the 

same message digests for two input data blocks are subject to security threats. MD5 compress 

a file it receives before encrypting it with the help of a private secrete key.  

6.2.1.1 MD5 in Terms of Time Utilization  

MD5 is designed to be implemented on 32-bit systems and supposed to be very fast in 

operation. It is compact as compared to the earlier versions like MD4 and although there is a 

tradeoff between the security provisioning and robustness but the most important thing is that 

the time factor is relatively very small as compared to the security preferences. In fact MD5 is 

a bit slower in process but far most secure in protection compared to MD4. In OSI based 

applications MD5‟s object identifier is “md5 OBJECT IDENTIFIER::=iso(1) member-

ody(2)US(840)rsadsi(113549) digestAlgorithm(2) 5}” [11]. 

6.2.1.2 Algorithm Description  

MD5 uses plaintext input which is independent of being multiple of eight like encryption 

algorithms already elaborated. It accepts non negative random number of bits as input plain 

text. The message is extended for the reason to attain the length of 448 bits. It is because the 

512 bit is the limit for input block in MD5 where last 64 bits are reserved and only 448 bits 

are subject to be used for plaintext block ciphering. This extension or padding is always done 

even if the length of the input block is already congruent to 448 modulo 512. The detailed 

mechanism and operation of MD5 can be found in RFC 1321 [11]. 

6.2.2 Source Hash Algorithm SHA1  

The SHA1 is the second authentication algorithm supported by IKE for source authentication 

in IMS. It has the more or less the same specifications as MD5. In SHA1 input text block is 

accepted when its length is between 0 - 2
64

 bits, and in response to the input it generates 

cipher text block of length 160 bit called message digest. 

6.2.2.1 Digital Signature  

As mentioned in section 6.2.2, plaintext message or input message is converted into message 

digest of 160 bits. The digested messaged is then given as input block to a signature 
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algorithms to digitally sign or to create a digital signature for the message digest. Here it is 

important to notice that the digital signature can be applied to plaintext too but in case of 

applying it on the digested message it provide double security and further more it is feasible 

to apply signature on digested message because the size of message digest is very much small 

as compared to the plaintext. If there is any amendment in the signature then most probably 

the digested message will automatically be changed. When it will be examined at the receiver 

end with the same signature that was implemented on message digest by the source, it will 

result in an unexpected message digest. That is the reason that SHA-1 is considered to be 

secure that its digest message will be altered if the digital signature is compromised. 

6.2.2.2 Padding 

SHA-1 uses the same padding technique as other algorithms do. The input text must be bit 

string and number of bits in the message is supposed to be the length of the message. In case 

of an empty message the length must be represented by 0 bits. The padding is implemented 

for the sake of making the total length of the message to be multiple of 512 bits as SHA-1 

processes 512 blocks for computing the message digest. 

Padding is applied by extending the message by 0 and 1 at the end. The number of zero 

depends on size of the message. Let‟s say that the message size is less than 2
64 

bits and the 

original message is  

01010100 11011100 00010111 00100000 

The length of this message is 4 bytes = 32 bits. Now padding is applied in a way that the 

message is extended by 1 at the end of the message 

01010100 11011100 00010111 00100000 1 

After appending the message by one the length of the message is  

32 bits + 1 bit = 33 bits 

448 bits – 33 bits = 415 bits 

This means that the original messaged is appended by 1 and then appended by 415 Zeros at 

the end of the appended message to make it 448 bits. 

6.3 Performance Analysis 

We have two type of algorithms used for encryption and authentication in IMS. MD5 and 

SHA-1 are used for authentication while 3DES and AES in CBC mode are used for 
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encryption. The security aspects and operational mechanism of the foresaid algorithms have 

been discuss earlier in this chapter. Here we will analyze and compare the results of the 

experiments taken by different sources including Microsoft for swiftness and time delay 

constrains about these algorithms. 

Table 6.5 shows the time taken by different algorithms in key setups and initialization vector 

setup. The comparative results of processing speed of these algorithms are also calculated. 

These results are calculated by Crypto++ 5.6.0 Benchmarks [28] coded in C. 

In table 6.5 if we compare the processing speed of authentication algorithms MD5 and SHA-

1, we can see that the highest processing speed is given by MD5 which is 255 MiB/Sec SHA-

1 is comparatively slow giving 153MiB/Sec. Similarly the results for AES and 3DES can be 

compared and AES is clearly giving higher processing speed of 109 MiB/Sec. 

 
 Table 6.5 The Speed benchmark of the algorithms of interest 

6.3.1 Performance Comparison  

There is always a tradeoff between the performance and security when it comes to selection of 

an appropriate algorithm to be used. Hence it is the design engineer‟s responsibility to analyze 

the preferences and priorities of the system he is designing and implementing algorithms on. 

As for my analysis is concerned about comparison of MD5 vs. SHA-1 and AES vs. 3DSS; I 

am going to analyze and compare the processing capability or processing speed of each 

algorithm against the users/clients load. The tests are performed by Microsoft using Microsoft 

Application Center Test 1.0 [29]. The results are collected from Microsoft MSDN website, 

under Security – Performance and comparison link. In these tests number of requests per 

Algorithm  MiB/Sec  Cycles Per 

Byte  

Microsec to 

Setup Key & IV  

Cycles to 

Setup Key and IV  

AES/CBC  

(128-bit key)  

109  16.0  0.569  1041  

AES/CBC  

(192-bit key)  

92  18.9  0.572  1046  

AES/CBC  

(256-bit key)  

80  21.7  0.619  1133 

MD5  255  6.8  

SHA-1  153  11.4 

DES/CTR  32  54.7  8.372  15320  

DES-XEX3/CTR  29  60.6  8.309  15206  

DES-EDE3/CTR  13  134.5  27.317  49989  

http://www.cryptopp.com/
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second is calculated against the user load using different sizes of data packet from 4 Kbits to 1 

Mbits. The same test is repeated for the response time of each algorithm against user load. 

Although Microsoft calculated the results for number of algorithms but we will stick to those 

of our interest i.e. MD5, SHA-1, 3DES and AES. 

6.3.1.1 Experiment Parameters  

The parameters that experiments are based on are Requests/Sec against User Load and 

Response Time against User Load. The requests/sec represents the number of data packets 

processed by the algorithm in one second. With the increase in user load the capability of data 

processing of an algorithm changes because in the same one second it has to process data 

packets for multiple users. The processing speed of an algorithm is inversely proportional to 

the user load i.e. as the number of users increases the processing load of the algorithm 

increasing accordingly and the capability of request processing decreases.  

Requests per Sec ∞ 1/Users Load 

Response Time represents the time taken by an algorithm to respond to the user queries for 

encryption or authentication. The response time and number of users are directly proportional 

to each other i.e. when the users load increases the load of algorithm task increase accordingly 

therefore the response time also increases in a constant fashion.  

Response Time ∞ User Load 

In the following experiments the user response time and processing power of algorithms in 

question is calculated. Another factor that is important in algorithm performance is the data 

packet size. It is obvious that when a large data packet is forwarded to an algorithm it will 

take greater time and will use more resources of the system as compared to small data 

packets. Therefore the tests has been repeated for different data packet sizes and the results 

calculated have clear indication that the input block size is the most important factor to be 

considered while choosing the algorithm. 

6.3.1.2 TEST 1: MD5 vs. SHA-1 for 4 Kbits Packet  

In this test it is clear from the graphs that MD5 have a slightly high processing power as 

compared to SHA-1. And also the response time of both the algorithms is more or less the 

same with a slight high response time given by SHA-1 



58 

 

6.3.1.3 TEST 2: MD5 vs. SHA-1 for 135 Kbits Packet  

Test 2 is the replica of test 1 but only the data packet is 135 Kbits. We can see in figure 6.3 

that the same behavior is prevailed by both the algorithms i.e. MD5 is slightly better than 

SHA-1 in terms of requests processed per second and as for as the response time is concerned 

it is observed that the response time difference given by both algorithms decreases. 

 

 

 

   

 

 

 

 

  

 

 

        

       

    

    
 

 

 

 

 

Figure 6.2 Test 1; MD5 vs. SHA1 for 4Kbits Packets       Figure 6.3 Test 2; MD5 vs. SHA1 for 135Kbits Packets 

6.3.1.4 TEST 3: MD5 vs. SHA-1 for 1 Mbits Packet 

Test 3 is conducted with 1 Mbits packet and we see that the behavior of the algorithm is the 

same but the difference in response time between these two algorithms is increasing as the 

packet size is increasing. 

6.3.1.5 TEST 4: AES (Rijndael) vs. 3DES for 4 Kbits Packet  

The graph in this test shows that AES (Rijndael) has better performance as compared to 3DES 

both in request processing and response time. 
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Figure 6.4 Test 3; MD5 vs. SHA1 for 1 Mbits Packets         Figure 6.5 Test 4; AES vs. SHA1 for 4 Kbits Packets 

 

6.3.1.6 TEST 5: AES (Rijndael) vs. 3DES for 100 Kbits Packet  

In contrast to test 4 the test 5 gives a surprisingly strange result. We see that when the input 

data size is increased then AES performance dramatically decreases as compare to 3DES. 

6.3.1.7 TEST 6: AES (Rijndael) vs. 3DES for 500 Kbits Packet  

In test 6 the same behavior is repeated by both the algorithms and AES is compromising on 

performance as the data size increases while 3DES has maintained its lead as in previous   
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Figure 6.6 Test 5; AES vs. SHA1 for 100 Kbits Packets   Figure 6.7 Test 6; AES vs. SHA1 for 500 Kbits Packets                                              

 

6.4 Experiments Summary and Conclusions  

In the above experiments we tested MD5 vs. SHA-1 and 3DES vs. AES for requests 

processing time against user load and the response time against user load. The experiments 

are repeated for different packet sizes between 4 Kbits to 1 Mbits. 

6.4.1 MD5 vs. SHA-1 

MD5 and SHA-1 both are hashing algorithms. It means that both algorithms accept input 

plaintext and hash it or digest it in cipher text. As for as the security measure is concerned; the 

hash size and security are directly promotional to each other i.e. larger hash size gives more 

security as it is more difficult to break the security of a large hash than a short hash. MD5 

produces 128 bit message digest (message hash) while SHA-1 produce 160 bit hash message. 

Hence it‟s obvious that from security point of view SHA-1 is more secure than MD5.  
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From performance point of view it is clear from the tests that MD5 is faster than SHA-1. But 

as I mentioned earlier in this chapter that there is always a tradeoff between the performance 

and security, In IMS I will suggest to go for MD5 instead of SHA-1. Because the performance 

factor difference between these two algorithms is huge i.e. MD5 is 33% - 43% faster than 

SHA-1 for data packets of sizes up to 1 Mb. On the other hand SHA-1 is around 25% more 

secure than MD5. It clearly reflects that performance difference is high than security 

difference. Further more in my point of view time delay is the vital factor in Telecom sector 

and it must be given the first priority instead of security. That is the reason I will propose 

MD5 for IMS authentication. 

6.4.2 3DES vs. AES 

The tests taken to compare the encryption algorithms have very un-predicted results. We see 

that for small data packets AES is giving us the faster processing speed and fast response 

time. But as we go for large packets the AES performance dramatically decreases and for 100 

Kbit and 500 Kbits test shows the tendency of AES performance towards degradation. But as 

we know that IMS is all about Multimedia Services which means huge traffic and large 

packets must be transmitted during sessions and also one of the most important factors in IMS 

is that it provide guaranteed QoS. In this scenario if AES is implemented then due to huge 

data traffic, performance will be degraded and the QoS will suffer. That is the reason I will 

propose 3DES to be used for encryption in IMS instead of AES as performance is the first 

priority in telecom industry. 
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6.5 IMS NDS/IP Model Implementation in OPNET 

OPNET is the most commonly used network simulator supporting a number of telecom 

networks including UMTS, MANET, Zigbee, FDDI, ATM and a lot more. Almost all the 

access networks operating in telecom industry are included as built-in network modules in the 

foresaid simulator but unfortunately IMS as an application layer network is not included as 

the built-in module of OPNET.  

My research is concerned with NDS model of IMS which can be described as interworked 

IMS architecture. In Interworked IMS architecture two IMS networks are supposed to be 

communicating with each other through SEGs as shown in figure 6.8.  

 

 

 

 

 

 

                                                Figure 6.8 Interworked IMS architecture in OPNET simulator  

In OPNET for call session control function (CSCF) entities we have proxy servers under the 

Node Model tree provided by SIP in Object Palette. Although these are proxy servers and 

have all three IMS CSCFs i.e. Proxy, Interrogating and Serving CSCF but still they are not 

fully IMS call session control function enabled [30]. 

The security gateways SEGs at the edge of both IMS Networks are taken from the same SIP 

module. Since no specific SEGs are included in OPNET therefore we can use an Ethernet 

fixed node IP router as a security gateway. All the nodes including SEGs and CSCFs of both 

the networks are connected using 100BaseT Duplex link. For the sake of IMS security model 

implementation there should be a tunneled link between the two security gateways SEGs as 

well as between the security gateway SEG and CSCFs of the home network. The following 

parameters need to be implemented on the tunneled links. 
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 IPSec Security 

 AH and ESP protocols in bundle stack manner 

 The above mentioned protocols need to be implemented in a tunnel mode 

 Internet Key Exchange IKE Protocol 

 Authentication algorithms SHA-1 and MD5 

 Encryption Algorithms AES and 3DES  

 Certification Authority or Authentication Mode  

 Security Association Database SAD (on SEGs only) 

 Security Parameters Database SPD (on SEGs only) 

 Grouping  

6.5.1 CSCF Attributes  

The parameters above need to be implemented on the links between CSCF and SEGs and also 

between SEG (Core1) and SEG (Core2). First we will go for call session control functions 

CSCFs. But we can see from figure 6.9 that SIP proxy server provided by OPNET have no 

functionality added to implement security. If security is not offered then it is not possible to 

implement IPSec on CSCFs which eventually means that the security implementation on links 

between CSCFs and its SEG is not practically possible in OPNET. This is the technical 

limitation I faced in OPNET which limits the possibility of IMS architectural Model 

simulation in OPNET. 

  

 

 

 

 

 

 

               Figure 6.9 Attributes of SIP Proxy Servers in OPNET 
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6.5.2 Security Gateway Attributes  

Security Gateways need to be configured for inter-domain and intra-domain traffic security. 

The SEG configuration is the most important task in IMS interworked security model because 

the SEG is the inbound and outbound data traffic hub. All the traffic entering or leaving the 

network has to pass through SEG. 

OPNET support numerous properties and security measures that need to be implemented on 

IMS SEG. I implemented a number of security parameters on SEGs of both IMS Netowrk1 

and IMS Network2 including IPSec Security Implementation and IKE implementation or 

enabling. 

The global properties of the IPSec security are very much important which include 

authentication algorithms, authentication methods, encryption algorithms, life time of session 

and DH groups. Global properties of IPSec support MD5 and SHA1 as authentication 

algorithms and also support the required grouping and authentication methods i.e. RSA 

Digital Signature and Gruop1 and Group2. But there is a huge draw back in terms of 

encryption algorithms supported by OPNET in IPSec global properties i.e. only DES and 

3DES are supported at this point and AES in neither included nor supported. AES is the most 

important encryption algorithm used by IMS for data confidentiality and supposed to be the 

replacement of 3DES in near future. 3DES is going to be obsolete in 2030 and yet both AES 

and 3DES both are deployed in parallel till then.  

From figure 6.11 it can be observed that IKE parameters include the IKE global properties 

and IKE proposals. IKE policies are also taken care by implementing digital signature RSA 

and certificate authentication CA. Furthermore AH and ESP Protocols are also applied on 

security gateways SEGs. Both of these protocols are implemented in a tunneled mode as 

mentioned in figure 6.10         

  

 

 

                                                                    

Figure 6.10 Configuring Tunneled Mode 
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                                                                   Figure 6.11 Security Gateway Attributes  

There is one thing need to be me mentioned that AES is neither supported nor included in 

global properties of IPSec Security provided by OPNET but is included in IKE Proposals and 

IPSec Proposals as shown in figure 6.12. It means that as long as AES is not given global 

access, it cannot be used or accessed by the dependent security parameters. 

6.5.3 Technology Limitation Using OPNET in IMS Simulation  

As mentioned in above sections there are some limitations in OPNET that limit the security 

model of IMS to be implemented using OPNET. These attributes are discussed in detail by    

J. Wright in “Reconciliation of IMS to OPNET IMS Model” [30]. Some of these attributes 

that are not supported and I faced them are described below. 
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Figure 6.12 IKE Proposal and IPSec Proposal 

 

 SIP Registration between client and server is not supported 

 No IMS application layer support [30] 

 Security Association Database SAD cannot be applied on SEGs 

 Security Parameter Database SPD cannot be applied on SEGs 

 CSCFs are included but not fully functional as IMS proxy servers [30] 

 AES is not included in global properties of IKE and IPSec 

 IPSec cannot be applied on CSCFs because OPNET do not provide security 

implantation on proxy servers. This limitation prevents implementation of IPSec 

tunneled link between CSCFs and SEGs.   

These are the known technology limitations that need to be fixed for a complete and fully 

functional Interworked-IMS Security Model implementation. After the fixation of limitations, 

an IMS interworked security model can be simulated and traffic can be generated between the 

two IMS networks communicating with each other. Furthermore once the security model is 

simulated then a number of experiments can be made to compare the performance of 

application layer protocols with transport layer protocols and pre-session or post-session delay 

caused by different authentication and encryption algorithms.     
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Chapter 7 

Conclusion and Future Work 

7.1 Conclusion 

This thesis work is a detailed study of IMS inter-domain data traffic security. It is concluded 

that Implementing AES-CBC and 3DES on ESP tunnel with the help of IPSec security 

provide protection to the data traffic. SEGs at the edge of each network domain are the crucial 

points in security implementation for provisioning data integrity, encryption and 

authentication for traffic flow between the IMS domains. IPSec security is implanted on SEG 

to provide application layer security. The security services offered by SEG are supposed to be 

bound by two Security Associations, one each for inbound and outbound traffic, and these SA 

define the security parameters to be implemented including encryption, authentication and 

secret key exchange algorithms. 

It is concluded that SAs are the target point of security implantation mechanisms and in future 

it is expected that more and more protocols are to be supported and implanted with the help of 

SAs 

Furthermore from the test results conducted by Microsoft on authentication and encryption 

algorithms, a performance analysis is made with the help of comparative study of the 

processing speed and response time given by the algorithms being tested. On the bases of 

performance analysis authentication and encryption algorithms were proposed to be used in 

IMS. 

The IMS Security Model is implemented in OPNET modeler 14 .5, the security parameters 

needed for security model implementation are applied. The technology limitations of OPNET 

preventing IMS Security Model simulation are identified and discussed. 

7.2 Future Work 

In my studies I have been in contact with some issues that need to be further investigated, and 

I am proposing these issues for future work. 
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7.2.1 Security Implementation between UE and P-CSCF 

The network security/data traffic security is implemented between the elements of home IMS 

network and between the SEGs of home network and visited network. The entry point to the 

IMS network is P-CSCF as the user first contact to the IMS is made through P-CSCF. Access 

security is what that take care of the link between UE and P-CSCF. The session, registration 

and all communication matters between UE and P-CSCF are protected by access security 

(SIP) and SEG cannot be implanted on this link because the UE in market are not very much 

sophisticated and have not been provided the processing power to process the IPSec Security 

mechanism or in other words SEG is not implemented between UE and P-CSCF because SEG 

need to implement IPSec security between SEG and UE but the UE cannot process the IPSec 

security due to technology barrier. This is the reason that UE and P-CSCF communicate under 

the Access Security. 

There is a possibility of modification in IPSec parameters and protocols (AH and ESP) to 

mold it according to the needs of UE and an Intrusion Detection System can be designed in 

parallel to Access Security to protect the SIP signaling between P-CSCF and UE.   

7.2.2 IPSec vs. TLS 

IPSec is the primary Protocol use in IMS for traffic protection between the communicating 

entities. It operates on Network Layer and provides protection IP Datagram by encapsulating 

it into ESP tunnel. Transport Layer Security Protocol TLS is another candidate for IMS 

security model. The detailed study of TLS and its modification according to the need of IMS 

can be a potential area to be explored. 
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Appendix 

List of Abbreviation 

 

GSM Global System for Mobile Communication  

QoS Quality of Services 

3GPP 3rd Generation Partnership Project 

3GPP2 3rd Generation Partnership Project 2 

VoIP Voice over Internet Protocol 

IP Telephony Internet Protocol Telephony 

GPS Geographical Positioning System 

ISUP Integrated Service Digital Network User Part 

TCAP Transaction Capability Application Part 

IMS Internet Protocol Multimedia Subsystem 

NIST National Institute of Standards and Technology 

CDMA Code Division Multiple Access 

PSTN Public Switched Telephone Network 

UMTS Universal Mobile Telecommunication Systems 

IETF Internet Engineering Task Force 

CN Core Network 

WLAN Wireless Local Area Network 

HSS Home Subscriber Server 

SLF Subscriber Location Function 

AS Application Server 
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IM-SSF IP Multimedia Service Switching Function 

P-CSCF Proxy-Call Session Control Function 

S-CSCF Serving-Call Session Control Function 

I-CSCF Interrogating-Call Session Control Function 

DNS Domain Name Service  

SIP Session Initiation Protocol 

SIP-AS Session Initiation Protocol-Application Server 

OSA-SCS Open Service Access-Service Capability Server 

UE User Equipment  

IM Network IMS Network 

CSCF Call Session Control Function 

AKA Authentication and Key Agreement 

TLS Transport layer Security 

PDF Policy Decision Function 

ISC IMS Service Control  

BGCF Breakout Gateway Control Function  

CDR Charging Data Records 

THIG Topology Hiding Inter-Network Gateway 

MGCF Media Gateway Control Function 

MGW Media Gateway 

SGW Signaling Gateway 

PLMN Public Land Line Mobile Network 

CAMEL Customized Applications for Mobile network Enhanced Logic 
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2G Second Generation Telecom System 

3G Third Generation  

3.5G 3.5 Generation Telecom System  

MRFC Multimedia Resource Function Controller  

MRFP Media Resource Function Processor  

CS Domain Circuit Switched Domain 

PS Domain Packet Switched Domain 

PCRF Policy and Charging Rules Function 

GGSN Gateway GPRS Support Node 

NDS/IP Network Domain Security/Internet Protocol 

ESP Encapsulated Security Payload 

SEG Security Gateway 

IKE Internet Key Exchange  

SA Security Association 

ISAKM Internet Security Association Key Management 

SPD Security Policy Database  

SAD Security Association Database 

AH Authentication Header 

SPI Security Parameter Index 

DES Data Encryption Standard  

3DES Triple Data Encryption Standard 

MD5 Message Digest Algorithm 

SHA Secure Hash Algorithm 
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AES Advance Encryption Standards  

IKEv1 Internet Key Exchange version 1 

IKEv2 Internet Key Exchange version 2 

FQDN Fully Qualified Domain Name 

NE Network Entity    

MTP Message Transfer Part 

SCTP Stream Control Transmission Protocol 


