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Abstract 

 
These thesis report deals with a range of secure high-speed networking over a 

metropolitan or wide area. Since this is quite active research area, a full report is given of 

the interfaces that thrive in removing the bandwidth burden from long distance networks. 

Only those with the status or potential of a standard are taking into consideration. Next, 

the position of security is evaluated. It is recommended that the access Interface enjoys 

certain advantages over the upper layers. Hence, the results of this work are directly 

applicable to virtually any layered communication architecture 

 

Amongst the security protocols that are available, the IEEE802.11 represents the only 

viable solution to have the CLS service properly secured. This protocol is designed for a 

different type of environment and the implications of this are known. In the real sense, 

IEEE802.11 proves to be a very valuable tool to built multi-level secure private and 

public networks using the most recent MAN/WAN technologies. Furthermore, it shows 

how to enhance the security issues related to Metropolitan and Wide Area Network 

considering the required security services and mechanism. 
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Chapter one 

Introduction 

Networking is one of the terms that best manage to capture the fundamental nature and 

spirit of the present information age. The global interconnection of systems irrespective 

of their size, that we experience today, has been greatly promoted over the years, as it is 

of very important in both business and day-to-day activities. The internet has becomes 

well-known and the services it renders continues to develop. These developments in 

internet did not leave behind the security problems associated most especially in the 

wireless networks. Every user want his/her traffic flow to be protected more especially 

the vital information such as e-commerce and real-time traffics (voice and video traffics). 

At present, high-speed interconnection is the most active field in the networking arena; 

special emphasis is given to communication over metropolitan and wide areas. These 

types of networks are experiencing rapid development similar to what LAN technologies 

witnessed in the last decades. But what makes this effort so significant is not only that the 

user notices an enhancement in performance. Until recently network size represented the 

major bottleneck for further technological advances. It brings about the creation of 

several independent networks, covering the same wide areas, but addressing various user 

needs. Having each type of network turned to the provision of a particular service, 

duplication of network resources is to be anticipated and the user faces an unpleasant 

financial impact. To deal with these problems, advanced broadband MAN/WAN access 

interfaces have recently arrived to fill the existing gap in technology.  

 

Nowadays, even though the word network makes most people think of a computer 

network as something not directly touching their lives, whereas network services are used 

one way or other without realizing it. 
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 In the future, any type of information is expected to be carried over a common network 

platform, as never experienced before. The user will be connected to this ultimate from of 

network by means of a single fiber, delivering any possible service. For the moment, 

BISDN is the goal, but there is always the option for it to be outdated by something else 

as the technology develops. Hence, our concept of networks will change dramatically as 

regards to the role these have to play in our lives. With the increase in the use of 

information Technology and communications, security becomes an important issue. As a 

result, the role of security needs to be re-evaluated, and approach taken in the past to 

achieve it should be reconsidered. 

 

Although security has always been an essential user requirement, only a small group of 

parties, primarily restricted to the military, banks, and other financial institutions, have 

presented a serious effort to achieve it. Most of these organizations seriously rely on 

privately run networks for security. Such a private network can be simply set up by 

leasing lines from one or more telecommunications companies. But a private network is 

not automatically a secure network. Hence, extra security mechanisms must be frequently 

engaged. Generally, it is the actual application that represents the most promising place 

for tailoring security to the user needs. One example is the Electronic Transfer Funds 

system in the banking community, where secure communications protocols and 

cryptographic techniques have been especially developed to protect efficiently sensitive 

materials, such as cryptographic keys and personal identification numbers (PINS).   

 

For the average user, security was always kept to a minimum. The two main reasons for 

these are: the security which is driven by economic cost and its negative impact on 

performance as it adds complexity and extra processing. For the most application in the 

past, this extra cost was simply unjustifiable. Until recently, the great bulk of sensitive 

information was primary passed over easily controllable local environments. 

Subsequently, the main concern was how to protect the machines from unlawful access 

rights to the files stored there and processes running. 
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Communication security was abandoned and this attitude toward security is reflected by 

the lack of security features that characterizes the early design phase of communication 

systems and protocols. When the connection with the outside world became necessary,  

bridges, routers and gateways were engaged not only to provide the required connectivity 

but also to safeguard the customer environment. The type of protection these devices 

offered initially was a simple access control mechanism based strictly on address 

monitoring. These front end security providers came to be known as firewalls, but the 

truth is that they could be bypass without much effort by a serious attackers. For this 

reason, sites with higher security requirements configure their networking devices to 

permit only for one – way establishment of connections (i.e. from the private to the 

public domain). Even communication protocols designed to provide connectivity over 

open environments, such as ftp, rlogin, and telnet, are biased towards the end system aim 

to ease their risk towards illegal access. These protocols do nothing, but to carry user 

security related information (i.e. passwords) in plaintext. By doing so, no protection 

whatsoever is offered over the network, and highly sensitive user information is exposed 

to an open environment. Recently, incidents involving tampered machines acting as 

servers have become routine in Internet, and the great number of compromised accounts 

that is made known in each case gives an indication of how serious is the problem. 

 

High – speed networking raises some very interesting questions from a security point of 

view. As described earlier in due course, the full spectrum of services will be offered to 

the user via a single interface. Most of these services will become available and it is 

predicted that the financial survival of many businesses will seriously depend on whether 

or not they will have access to those services. As the user will be able to pass more and 

more information over greater distances, we shall be steadily driven towards a very open 

and the provision of security will become necessity for all users. 
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On the other hand, the progress towards the full employment of the high – speed 

technologies, not to mention their success, will be determined by their cost effectiveness 

and the trust any potential customers will place in them. It is essential that both 

requirement to be met. A customer will hardly decide tom subscribe to be a new service 

unless he is absolutely convinced that by doing so, the security of his environment is not 

compromised. Obviously, the afore-discussed securities counter measured fail this 

challenge. 

 

This thesis aims to contribute to a better understanding of what needs to be done in this 

direction and proposed security enhancements where these are urgently needed to ensure 

a smooth transition period. Thus, a security strategy is to be defined rather than providing 

exact answer to every single aspect of security in future communication scenarios and 

applications. It can be claimed that secure protocol profiles offer a more an attractive 

starting point for the establishment of protected environments when these are designed 

for general scope connectivity, as in our case. Within the reach of this analysis, 

performance solutions are also presented as-needed. End system here are assumed to be 

completely reliable and physically protected, whereas the high-speed MANs / WANs are 

expected to be unprocessed, so they can become the focal point of this work. Due to the 

overall complexity of the topic of this thesis, several interrelated issues are to be 

considered. 
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Chapter Two 

 

Standardized High-Speed MAN/ WAN Technologies 

 

2.1 Introduction 

This chapter will discuss about the most important efforts towards attaining the 

establishment of broadband public metropolitan and wide area networks. Looking at 

several proposals, only the outstanding proposal with a great potential of standard are 

taken into consideration. 

 

Most of these technologies are based under fast packet switching (FSP). This is generally 

refer to as an art of packet switching where the main switching process is positioned at 

the OSI layer 2, and thereby implemented in hardware. For a good performance, packet 

processing done by the network elements is kept to a minimum. The initiative behind it, 

is that the functions must not be recurring in the network several times if the required 

service can still be accomplish when these functions are carried out only once at the 

networks‘ region. The benefit of this approach is that, now packet switching techniques 

apply to the real time applications domain as well. 

 

The following technologies such as the TDM carrier systems (leased lines), FDDI-(II) 

and N-ISDN, are possible solutions that can be use to achieve a smooth migration to the 

more technologically advanced FPS environments. 

 

Currently, there is much uncertainly regarding these technologies in the networking arena 

mainly because it is not always very clear what can be derived from each of them when 

they are seen simply from an application, and not a network infrastructure, point of view,. 

As a result, we often encounter them as appearing to be overlapping instead of 

complementing each other. One of the aims of this chapter is to discuss and explain the 

relationship that exists between these technologies.  
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Firstly, earlier solutions for MAN/WAN connectivity are briefly considered. The aim is 

to reveal their limitations using them as a reference point for the challenge faced by the 

technologies explained here. New ground rules in communications are also pointed out. 

A very brief historical review uncovers the reasons that led to its introduction and the 

standardisation involved. It provides a good understanding of steps that has been 

achieved through the technological growth from the early days of digitisation with the 

insertion of TDM carriers over the trunks of the telephone networks to the ultimate goal 

i.e. B-ISDN. Then, the main functional characteristics and the network access interface 

are presented with particular emphasis given to its applications and the elements that 

differentiate this technology from the others. 

 

Before proceeding, its worth mentioning that the categorization of these technologies in 

MANs and WANs should not be considered as perfect. The geographical scope can 

sometimes be a rather subtle characteristic. For example, FDDI-(II) technology can be 

used to build either LANs or MANs. In the same vain, highly populated metropolitan 

areas will be the first to be gain from N-ISDN and B-ISDN services, before full 

connectivity is achieved over a large area. Along the same lines, Frame Relay offerings 

apply to both metropolitan and wide areas. 

 

2.2   Earlier Solutions 

Up to recent years, the major option the user had for wide area connectivity was to take 

advantage of huge infrastructure of the telephone networks and make use of a modem to 

pass data over an analogue voice line. Alternatively, the user could be connected directly 

to a packet switched data network (PSDN). 
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2.2.1 Use of an Analogue Telephone Line and a Modem. 

Being specifically engineered to transport voice in the most cost effective way, traditional 

telephone network turn out to be a real mismatch for data applications. Even after the 

introduction of digital exchange and digital TDM transmission system internal to the 

network, the local loop remained analogue and a potential bottleneck will filters to keep a 

nominal 3.1 kHz bandwidth (i.e. 300Hz to 3.4 kHz )of user information. Note, this 

represents only a portion of the bandwidth the copper pair is capable of carrying over 

distance in the range of the local loop. 

 

According to Shannon‘s theorem, the upper bound to the information capacity I of a 

channel subject to thermal (i.e. random) noise, whose bandwidth is H Hz and a signal to 

thermal Noise ratio of S/N dB, is given by the formula I=Hlog2(l+S/N). In practice, 

lower rate are -not easy to achieve with the majority of modems operating in the range 

between 300 bit/s and 9.6kbit/s (56.8kbit/s with data compression). Modernisation of 

local loop is therefore inevitable, if telephone networks are to be used as the basis for the 

future multiservice network platform. 

 

2.2.2 Packet Switched Data Network. 

When there is a need for more flexibility, the approach has been to use routers to gain 

access to packet-switched data networks (PSDN).Basically, these networks adopt either a 

datagram or a virtual circuit approach for the transfer of user information. Network 

resources are shared as the information enters the network on a demand basis and 

transverse it in the form of packets instead of pre-allocated timeslots. Dedicated lines are 

still use but this time they interconnect a group of packet-switched nodes and have their 

bandwidth utilized by individually addressed packets for better efficiency. 
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 PSDNs also carry out data rate conversion, so that user equipment need no longer 

conform to each other at the physical layer. Unfortunately, packets switching is limited to 

traditional data communications applications. Packets need to be buffered and ‗processed 

at each node accumulating time delay that varies according to the existing network load. 

Thus, packet switching as originally conceived is unsuitable for delay-sensitive 

applications.  

The most characteristic case of PSDN, where information is passed as datagram, is 

Internet. Networks of this type are design to be highly reliable, routing packets 

independently and according to the state of the entire network. If a link network segment 

is under congestion or it has failed, packets will be dynamically redirected over 

alternatives routes. Datagram packets switching does not require a call set up phase and 

thus it suits well short sessions usually of interactive nature that involve busty traffic. 

 

Unfortunately the routing decision for each packet imposes a heavy delay burden. In 

internet, this is reflected by typical rates of around 2 to 4 kbit/s for the transmission of 

stream traffic over long period of time (e.g. raw file transfer application).0ther packets 

networks offer typical throughput up to 48 kbit/s. Beside the performance limitations, it is 

a rather cumbersome task for a customer to set up and manage its own private network by 

having to control resources in a public connectionless environment. 

 

On the other hand, virtual circuit operated PSDNs have been designed to emulate circuit 

switched connections without suffering at the same time their problems of greater 

connectivity and pay-by-use. Due to the connection - oriented service these network 

offer, packets associated with a connection always follow the same route. Hence, the 

performance and management pitfalls of datagram packet switching can be avoided as 

well. However, time sensitive traffic (e.g. voice and video) still faces queuing delays of 

an unacceptable level as it encounters variable length packets competing from the same 

network resources. CCITT‘s X.25 is the most known and widely used interface that 

provides access to a PSDN on a virtual circuit basis.X.25 has typical throughput figures 
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 in the range between 4.8kbit/s and 256kbit/s.There are also optimized implementations 

of X.25 running at T1/E1 rates. 

 

Most currently available packet-switched data network such as Tymnet, Arpanet, Telnet 

and Transpac make use of virtual circuit for their operation. Given that X.25 solely 

covers the customer to network interface, each of these network has to accept its own 

routing scheme. Other PSDNs, like Datapac, support a virtual circuit service at the user 

access interface while they follow a datagram approach. 

 

2.3 New Ground Rules 

So far we have covered the methods deployed most in the past to serve the requirement of 

the user for connectivity over areas much beyond the scope of LANs. It was shown that 

each of these technologies has been designed not as a generic networking solution but to 

address specific classes of applications. These technologies performed for a number of 

years, however , as time passes there insufficiency in coping with more powerful end user 

devices taking the place of early asynchronous terminals as well as with a new generation 

of contemporary applications, because more evident. 

 

Nowadays, a major broadband activity is undertaken aiming for communications with 

higher bandwidth, lower latency and more efficient than presently available over large 

geographical areas. The term broadband is used here with its straight meaning denoting a 

service or system that requires transmission channels capable of supporting rates greater 

than the primary rate as specified by CCIEE, viz.1.544 or 2.048Mbit/s and up to 

Gbit/s.one of the driving forces behind this intense broadband activity is that the nature of 

traffic has changed drastically over the last decade. 
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Computing is going through a transition period, with distributed systems fast replacing 

well established centralized systems due to their ability to give better information and 

resource sharing plus increased reliability. This has given rise to the Client – server 

architecture, the implementation of which produces busty traffic. 

 

Moreover, there is a strong trend to have the unstable growth of LANs followed by their 

interconnection at speeds of the same order, which are considerably higher than those 

feasible with conventional MAN/WAN technology. LANs also produce unpredictable 

traffic patterns of variable burst sizes. Even traditional real time applications are 

gradually driven from fixed rate into variable transmission. For example, video 

compression and synthesis techniques have reached a level where only the image changes 

are now required to be transmitted and the need for fixed bit rate is eliminated. Hence, 

packet switching appears to be more permanent than ever. 

 

Another issue that deserves attention is that foundations on which the conventional 

communications systems were based have changed drastically. These systems were 

designed to be highly sophisticated, supporting a heavy processing overhead to make 

them cope in analogue environments with very high error characteristics.X.25 offers a 

good example as it is a highly featured interface with multilevel error recovery which 

until recently had to be enforced on a link by link basis. Error rates are expected to be 

enhanced by a factor of 104. As a result, error recovery procedures can be moved from 

the link level to the network periphery or the end – to – end user transport level as needed 

and thus, much faster communication systems. In addition, the distinction that has been 

drawn over the years between voice and data networks tends to disappear. 

 

Digital networks are sufficient to handle various types of traffic concurrently, which 

makes them an ideal platform not only for their transport but also for multimedia 

integration. 
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2.4 Synchronous Physical Layer Network Interfaces. 

Synchronous Transfer Mode (STM) is a method that divides bandwidth into a number of 

specified channels, and implies an underlying mutilate circuit-switched transport 

structure. Being ideal for real time traffic with constant bit rate and thus for digitized 

voice session. STM has been adopted from the beginning as the basis of the digital 

transmission hierarchies in the existing telephone networks. Sufficient support to packet-

mode bearer services is not excluded. 

 

The most widely used STM – oriented physical layer interface are presented below with 

respect to the capabilities offered to the user and the role each of them is called to play. 

  

The carrier systems, known also as dedicated lines, that can be leased from public 

telecommunication network are taking into consideration first. It is shown that existing 

high order services have tended to be structured around a point - to - point plesiochronous 

sectioned concept. The approach requires total demultiplexing of the high order data 

stream to have a single channel extracted and a considerable amount of hardware 

equipments needs to be available. Hence, this method is very rigid and rather unsuitable 

to support flexibly new digital services at high speeds. To face this challenge, the 

SONET/SDH optical interfaces have started to find their way into the telephone network 

as described next. 

2.4.1 Leased Carrier Systems 

In 1962, T-carrier digital system in combination with pulse code modulation (PCM) for 

voice digitisation needed for economical voice communications which provide a good 

quality was introduced by AT& T .This was used for transport multiple voice channels in 

digital forms on the same wire pair of its interoffice trunks between switching nodes in 

the telephone network. The analogue carrier systems succeed and requires FDM channel 

bank at each switching centre to be demultiplexed and demodulated by means of  
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switched with space-division switch. After switching, the reverse process had to gain 

position resulting in an increase of noise as well as expenditure. In disparity to FDM, the 

digital TDM carrier has less stringent filter requirements, the ability to carry both voice 

and data, and high noise immunity. This was the first measure towards an integrated 

digital network (IDN), and was followed by other technological advances in digital 

switching. 

Afterwards, it became obvious that the development of digital transmission over the local 

loop was appropriate in certain cases. In particular, most important customers could be 

authorized to substantial level of bandwidth serving equally voice and data applications 

because of the service of digital transmission facilities across the telephone network on a 

sideways basis. 

 

Signal Hierarchies 

The TDM carrier system, similar to analogue FDM counterpart, is hierarchical. The 

different digital hierarchies used in the USA, Europe and Japan are based on frames 

containing groups of 64kbit/s channels. They are designated with a ―T‖ label in North 

America and an ―E‖ label in Europe. Each channel can carry a single voice session. The 

basis for the North American system is the DSI transmission layout, at which 24 digital 

voice channels (64 kbit/s) are time division multiplexed. In view of the fact that 

synchronisation must be maintained, one bit is added to produce an 8 kbit/s channel for 

this reason. As a result, the Tl level has a total rate of 1.544Mbit/s. Japan adopted a 

comparable hierarchy while Europe chose a different way of assembling the multiplex. 
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 In the European first level, thirty 64 kbit/s channels are interleaved with a additional 64 

kbit/s signaling channel and a 64 kbit/s synchronising channel. This gives an aggregated 

rate of 2.048 Mbit/s. 

 

Different ranges of systems have been developed from these primary rate multiplexes 

operating at transmission speeds of up to around 565.148 Mbit/s. Further development is 

unlikely with the advent of optical transmission systems. All three digital multiplexing 

hierarchies are illustrated in Table 2.1. 

 

 

Level 

 

North America 

 

Japan 

 

Europe I 

 
1 

 

1.544 

 

1.544 

 

2.048  

 2 

 

6.312 

 

6.312 

 

8.448 

 
3 

 

44.736 

 

32.064 

 

34.368 

 

4
 

 

274.176 

 

97.728 

 

139.264 

 
5 

 

Not defined 

 

397.20 

 

565.148 

 Table 2.1: Plesiochronous digital transmission hierarchies (in Mbit/s). 

Applications 

Carrier supply a wide range of transmission facilities related usually with the lowest three 

of these signal levels, commonly known as dedicated lines.  

Customers make use of these leased carrier systems first and foremost to connect their 

PABXs and LANs creating their private circuit networks. One common way of 

connecting distant LANs is to split the functionality of a local bridge into two halves, 

each called remote bridge and link them by means of a dedicated line. Now, remote 

bridges convey MAC frames across the dedicated line via OSI layer 2 framing (usually 

HDLC). Fractional services also exist, with the customer having one of these interfaces 
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 but actually using and being charged for only a fraction of it. In the United States, 

network configuration is offered as a service with digital cross-connect systems in the 

role of local exchanges serving several customer sites connected to it via dedicated lines. 

To make best use of such links, equipment such as multiplexers, concentrators, and 

PABXs are employed at the customer premises. 

 

Functional Characteristics 

Once established, a digital TDM carrier system offers a minimum transit delay circuit 

which is a requirement for some types of real time traffic. As a result, the majority of 

LAN-to-LAN traffic is carried over wide areas by leased TDM lines. Unfortunately, this 

is not without trade-offs. Each leased line requires a port per user resulting in a mesh 

topology. This in turn, restricts the applicability of this type of interconnection to a small 

group of users. Also, it is uneconomical because bandwidth is reserved and charged by 

the network even while not in use. It is estimated that the general consumption of private 

lines in LAN interconnection today is high. 

 

Another restraint is that all TDM carriers multiplexing are synchronous with timing for 

the entire system derived from a single atomic clock through a master/slave tree network. 

Current networks all over the world are synchronised at 1.544 Mbit/s, 2.048 Mbit/s, or at 

most 6.312 Mbit/s secondary levels. The European and the US systems have different 

clock sources making it complicated to obtain consistent links across the two networks. 

To cope with the outcome of non synchronised clocking, frames are either dropped on 

duplicated on a regular basis. This is known as frame slip. The effect on voice traffic not 

severe as it is particularly tolerant of frame slip. However, information becomes^ 

corrupted when passed over these links. 
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2.4.2 The Evolution of SONET/SDH 

The contributions of SONET /SDH, SYNTRAN and the mid-span get together the 

proposal in realization of the Synchronous Optical ‗Network or SONET standard. No 

universal fiber-optic system standards exist not until 1988. There have been-

developments in a different ways around the world on digital standards,untill when the-

multiplex hierarchies (hat manage the public networks of major commerce centers, such 

as North America, Europe, and Japan, supported different transmission rates.         

 As a result, the T-3 equivalent rate and above, each manufacturer's product are designed 

according to a special set of specifications. Thus, different fiber optic products from 

different manufacturers are incompatible with each other. These meant that 

corresponding product from the same manufacturer has to match together during 

installation of a connection between networks. This condition result to a strong tendency 

among carriers to prefer a single supplier of fiber systems, which resulted in losing some 

future economic and technical benefits from a competitive multi-vendor market. To 

ensure there is interconnectivity across network boundaries, any of the network operators 

had to agree to use the same fiber products or to restructure themselves by using and 

electrical interface that reduces the transmission rates beneath the actual bandwidth 

capacity of the fiber optic systems. This was usually prepared using multiple T-ls as an 

alternative for the higher capacity T-3s. 

 

In addition, a lot of manufacturers were already looking at synchronous multiplexing and 

a network approach to bandwidth offerings based on the hi-tech promise of the 

synchronous standard. Manufacturers were so anxious to get on the SONET bandwagon 

to the extent some were already setting up product rollouts based on little understanding 

without waiting for all of the standards to emerge. This makes it difficult for the
 

standards-development process. Telephone companies required SONET too much which 
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 encourage its design and standardization grew speedily. This originated from a joint 

effort between different standards bodies and private industry. 

 

 As mentioned above, in 1984, MCI anticipated a link between the fabric of multiple 

carriers and manufacturer fiber optic transmission associated to the ICCF .The ICCF, Tl, 

and ECSA, are working under ANSI T1X1, to make up standards for an optical interface.  

 

In 1985 February, Bellcore had anticipated to T1X1 the SONET proposal, which go 

beyond the MCI demand to agree to the interconnection of all network elements with 

fiber terminations. The Bellcore plans were based on the following assumptions with 

reference to the future trend of telecommunications networks: 

 

•  Fiber optic media is the transmission medium of choice                        

•  Customers will need broadband services.                                    
-
 

•    Remote switches connected by fiber optic media are highly desirable            

•    Switching equipment will eventually contain a direct optical interface 

 

 

SONET/SDH                                           - 

In August of 1985, the T1X1 Committee rolled out a proposal on SONET principle! It 

was based on input from a various manufacturers, groups and others. The greatest 

disagreement existed between Bellcore and AT& T at a time, due to the baseline speed. 

After much deliberation, an agreement was reached to have a rate of 49.94 Mbps sensible 

branches concept was introduced as a means to transport DS-1 based services (backward 

compatibility). 
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By 1987, the-SONET design was widely agreed upon. In 1986, the international 

community had observed the standardization effort in the United States, but these plans 

addressed the T-carrier hierarchy in the United States, not the one used in Europe. In 

view of these, ITU-T began an effort of its own that became known as the Synchronous 

Digital Hierarchy (SDH). 

 

Moreover, T1X1 discover SONET as the solution provider to several issues, most 

especially a way to prevent the practically uncontrolled growth of mismatched fiber optic 

terminals in the manufacturing sector to give mid-span meets easily. 

 

After a great deal of improvement and consideration, the United States formally proposed 

SONET to the ITU as an answer to the network node interface (NNI) study, begun in 

1986. NNI was a study established to find a non-media-specific interface, different from 

that specified for B-ISDN. 

 

Configurations 

The SONET/SDH interface allows not only the interconnection of multi-vendor 

equipment but also of network elements of varying functionalities such as digital cross 

connect systems (DXCs), add-drops multiplexers (ADM), and regenerators. The same 

network element can function in various modes. For example, [CCITT G 1.782] includes 

a list of the different types of multiplexer envisaged. Given that the SONET/SDH 

interfaces apply to various types of network arrangements, the local exchange and trunk 

networks of a public carrier as well as private networks, numerous configurations could 

become known. 

[CCITT G.sna 1] describes a set of basic architectural concepts which are then used to 

outline the types of these network structures and topologies. 
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2.5 Asynchronous Transfer Mode (ATM) 

ATM is an associate of the fast packet-switching family called cell relay. As part Sits 

heritage, it is develop from many other sets of protocols. The Asynchronous Transfer 

Mode (ATM) was developed as a set of standards-based specifications by a group of 

interested parties in 1992. This was a step to build up a single set of standards fir the 

integration of voice, data, video, and multimedia traffic on a single backbone network. 

Earlier to this development, the industries offered separate standards and networks for 

voice, another for data, and still others for video communications. Beyond that, data 

networks were also treated in a different way with separate data networks for point-to- 

point needs, dial-up data, and packet-switched data transmissions. 

 

Apart from being expensive, this concept also proved to be confusing to users of the 

networks. As a result the interested parties now come up with an idea that will solve this 

problem because what industries needed was a single way of handling all forms of traffic 

and network service that would clear up the confusion and make life simple for end users. 

 

ATM was planned from the ground up to work across the various places where we 

communicate: the Local Area Network (LAN), the Campus Area Network (CAN), the 

Metropolitan Area Network (MAN), and the Wide Area Network (WAN). 

 

2.5.1 ATM Traffic Management 

Some of the goals of ATM Forum and other developers in dealing with traffic 

management include the following: 

•  ATM must be flexible. It must meet the continuously changing demands of the 

user population. This implies that the demands for traffic will rise or fall as 

required and therefore managing this traffic is of vital importance. 
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•  ATM must meet the various requests of the end-user population. Many users will 

have different demands for both high- and low-speed traffic across the network. A 

user can determine the performance, capabilities and how ATM network will 

meet up their demands using a quality of service (QoS) capability throughout the 

ATM network. These demands have to be met in terms of the delay or the actual 

delivery of the cells across the network. Various needs are always going to be          

different, based on the type of service (voice, data, video, or other traffic) and 

meeting these needs for multiple users across the single threaded network is the 

main objective in traffic management and traffic delivery. 

 

•  Cost effectiveness is a must. Traffic management must also include the effective 

usage of all of the circuitry available if ATM is truly to be successful. Because is 

planned to lessen the inefficient circuit usage by efficiently mapping cells into 

dead spaces, mainly when data is involved. In the past, unpredictable amounts of 

data would be sent across the network. Although, it is good for data because the 

use of a fixed cell size and managing that fixed cell all over the network in terms 

of its performance, buffering and delay turn into the crucial issues addressed. 

 

•    Robustness in the event of failure w in the event of excess demand is a 

requirement of the traffic management goals. The network must be very robust to 

accommodate failures, link downtime, and so on. If is to be willingly available for 

all users to transmit information on demand. 
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            Fair distribution of traffic capacity is necessary on a fair and equitable basis. The 

objective of the traffic management scenario is to make sure that no single user 

would dominate the network; rather, all users would have equal access and shot at      

           using the capacity on demand. Particular goals of delivery can be achieved             

through committed information capabilities, but the aim is actually to fairly 

decide the traffic capacity and divide it up among multiple users. The measure 

taken by network devices to monitor and control the flow of traffic on the network 

is known as Traffic management. For example, a highway is built to carry amount 

of traffic and any additional traffic at a given time causes congestion. Each stream 

of traffic on a network is capable of carry a finite quantity of flow. If the flow 

exceeds the capacity, then measures must be taken to reduce delays (red lights and 

green lights are used for flow control), control losses, redirect or discard traffic 

and prevent collisions. 

 

When using ATM networks, traffic management becomes vital because networks are 

built around fixed resources, which are finite and must be managed to provide unbiased 

access and bandwidth to the end user. As a result of these, network suppliers and carriers 

are under constant pressure to get the best utilization from the networks. 

 

2.6 Wide Area Networks (WANs) 

The term Wide Area Network (WAN) typically refers to the network that covers a large 

geographical area and use communications circuits to connect the intermediate nodes. 

Transmission rates are typically 2 Mbps, 34 Mbps, 45 Mbps, 155 Mbps, 625 Mbps or 

more. 

Several WANs have been constructed, including public packet networks, large corporate 

networks, military networks, banking networks, stock brokerage networks, and airline 

reservation networks. 
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Some WANs are very widespread across the globe, but majority do not provide true 

global coverage. Organizations supporting WANs by means of the Internet Protocol are 

well known as Network Service Providers (NSPs). These form the foundation of the 

Internet. 

 

By relating the NSP WANs together using links at Internet Packet Interchanges 

(sometimes called ―peering points‖) a universal communication infrastructure is formed. 

NSPs do not usually handle individual customer accounts but instead of transacting with 

intermediate organizations that they can be charged for higher capacity communications. 

 

In general, they have an agreement to exchange definite volumes of data at a certain 

―quantity of service‖ with other NSPs. So practically any NSP can get in touch with any 

other NSP, but may need the use of one more other networks to reach the required 

destination. NSPs differ in terms of the transit delay, transmission rate, and connectivity 

offered.         

 

 

Fig 2.1 Typical "mesh" connectivity of a Wide Area Network 
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A typical network is shown in the figure above. This connects a number of End Systems 

(ES) (e.g. A, C, H, K) and a number of Intermediate Systems (IS) (e.g. B, D, E, F, G, I, J) 

to form a network over which data may be communicated among the End Systems (ES). 

In view of the fact that the topologies of WANs are more complex than those of LANs, 

routing algorithms also receive more emphasis. Many WANs also employ sophisticated 

monitoring measures to account for which users use the network resources. This in some 

cases, used to generate billing information to charge individual users. 

 

2.6.1 Narrowband Integrated Service Digital Network (N-ISDN) 

There are three types of communication networks: the telephone networks, the collection 

of data networks that make up the Internet, and the cable television networks. These 

groups of networks are not integrated with each other, but are not totally separate. Even 

though the telephone networks e.g. video phone and video teleconferencing were 

designed for voice, they can handle data communications and limited video likewise, the 

Internet and the cable networks, which were designed for data and video, respectively, 

can hold to some extent voice, data, and video. In regard to the recent development, it not 

advisable to maintain three groups of non-integrated networks. Instead, there should be 

an integrated network that can take care of all communications' functions. Advances in 

communications technology, particularly fiber optic technology, make this objective 

feasible. The basis for an integrated services digital network (ISDN) is to support diverse 

communication functions, including voice, data, and video on a single integrated 

network. Narrowband ISDN (N-ISDN) supports subscriber data rates up to T-l rates (1.5 

Mb/s) using existing twisted pair access lines. 
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N-ISDN provides a typical subscriber with two DSO (64 Kb/s) data channels and a 

separate signaling channel. The basic operation of N-ISDN involves circuit switching or 

channel switching of DSO channels under the control of the signaling channel. 

Subscribers can access the Internet using switchable ISDN connections to Internet service 

providers (ISPs). ISDN channels can be used to provide variable data rate physical layer 

connections between Internet switches. If ISDN switching centers perform certain extra 

functions, they can assume the role of ISPs. 

 

Although N-ISDN can accommodate voice and data communications with limited video 

capabilities. However, N-ISDN capabilities can be enhanced to support full motion 

video-on-demand. 

Enhanced N-ISDN 

It is advantageous to be able to improve current NISDN capabilities for better support of 

video and data communications. The desired enhancements to NISDN are described 

below: 

•    Provide asymmetric connections that allocate higher data rates in one direction 

than in opposite direction - In most video and data communication applications; 

much higher data rates are required in the direction from the network to the 

subscriber than in the opposite direction. 

•  Support dynamic changes in the number of assigned channels - Fast switching 

of the number of channels would develop the effectiveness of video-on-demand 

operation and permit large blocks of data to be transferred more efficiently. For 

established connections, it is advantageous to be able to switch the number of 

channels used for transferring data in each direction in a fraction of a second. 

The time required to establish a connection can be longer. 
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•  Multicast the same signal too many subscribers - This grant a capability to 

broadcast preferred video and multimedia signals through the network. 

•  Increase the number of DSO channels provided to each subscriber - the number 

of DSO channels provided over existing subscriber access lines can be 

significantly increased to support a full motion video capability. 

 

2.6.2 Broadband Integrated Services Digital Network (B-ISDN) 

 

Networks of nowadays are undergoing a rapid growth. The Broadband Integrated 

Services Digital Network (B-ISDN) which gives a wide range of telecommunication 

services is considered to be a great future network which can suit the demands of users 

and the network providers. One of the major factors that influence the increase of such a 

network is the emergence of a huge amount of teleservices among different requirements. 

In recent years, technological growth in the areas of VLSI, packet switching technology 

and fiber optic communications have made easier for the development of a high speed 

integrated services network which can transmit all basic media streams: data, voice and 

video. Such a network has been named B-ISDN (Broadband Integrated Services Digital 

Network), and the Asynchronous Transfer Mode (ATM) has being in use by the CCITT 

as an entire transfer mode for BISDN. The segmentation of the information stream into 

fixed-length packets are transferred asynchronously in accordance with the source 

demand. The connection establishment period and all information are routed with a 

virtual circuit assigned for the entire duration of the connection and all the characteristics 

of the service are negotiated between the user and the network. The information is written 

at the beginning of every cell and consists of a Virtual Path Identifier (VPI) and a Virtual 

Channel Identifier (VCI). 
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The planning procedure for B-ISDN is defined by [CCITT 1.321]. Two layers of the B-

ISDN protocol architecture relate to ATM functions. 'There is a layer of the ATM that is 

common to all services, which gives packet transfer capabilities, and an ATM adaptation 

layer (AAL), which is service-dependent. The information are been transported over B-

ISDN, then gathers information from the ATM cells for delivery to higher layers. The 

usage of ATM provides the need for an adaptation layer to sustain information transfer 

protocols not based on ATM. The protocol reference model refers to the user plane, the 

control plane and the management plane. 

 

The fears of B-ISDN traffic patterns and the difficulty of the traffic control propose a 

step-wise approach for defining traffic parameters, network traffic control and congestion 

control mechanism. 

 

In realistic, the means of the arrival rate and the mean service rate are frequently fuzzy, 

i.e., they can't be expressed in exact terms. Many design and control problems in 

communication systems are suitable for analysis using fuzzy set theory. Use of intelligent 

algorithms based on Fuzzy Logic (FL) can prove to be resourceful for traffic control in 

high speed networks. 

2.7 Metropolitan Area Networking 

Metropolitan Area Networks (MANs) are public networks that are targeted to offer high-

speed networking over metropolitan area distances. Desire to communicate over a wider 

geographical area has motivated the concept of Metropolitan Area Networks (MAN). A 

MAN is loosely defined, because to most people it is a way of enabling diverse computer 

facilities to communicate over high speed links within the citywide area. It provides a 

high speed data connections, across the city wide areas up to 50 km diameter between the 

following: local area networks that hold on to a published recognized standard; hundreds 

of PC's terminals, or host to host communication; work station to host communication. 
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 In existence for over a decade now, MANs have usually been designed for voice 

transmission based on time division multiplexing (TDM) technology. Then, voice traffic 

was significantly more important than data traffic. As a result, synchronous optical 

network/synchronous digital hierarchy (SONET/SDH) and Wavelength Division 

Multiplexing (WDM) became the main standard on these networks. This technology has 

been able to meet the initial requirements of MANs quite adequately and today, most of 

them are based on SONET/SDH technology. With the sudden increase in the demand for  

bandwidth for data transmission, it became relatively understandable that SONET/SDH 

networks needed to be reengineered to handle data traffic in a more efficient way. This 

lead to the emergence of next-generation SONET/SDH and also the increasing number of 

networks based on dense wavelength division multiplexing (DWDM) and Ethernet 

technologies. 

 

Technologies in MAN 

 

 SONET/SDH has been a basis of MAN over the last decade, serving as a primary 

transport layer for TDM-based circuit switched networks and most overlay data 

networks. Though it is measured to be very resilient technology but it's quite expensive to 

implement. Its inefficiencies in adapting data services and an inflexible multiplexing 

hierarchy remain a big concern. Another problem is its inability to configure and 

provision of end-to-end services, since it lacks a universal control mechanism to 

configure networks. 

 

ATM was considered to be very accepted on the market because of it ability to 

encapsulate different protocols and traffic types into a common arrangement for 

transmission over SONET infrastructure. It is very strong in Metropolitan Area Networks 

since it can accommodate higher speed line interfaces and provides managed virtual 

circuit services while offering traffic management capabilities. 
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Gigabit Ethernet is a confirmed technology for effortless migration from and integration 

into traditional Ethernet. Relatively cheap when compared to the other technologies, but 

does not provide the quality of services or error tolerance on its own. Since the collisions 

of carriers are not the concern, it results in very efficient use of the bandwidth. Gigabit 

Ethernet offers the technical advantages of a proven, adaptable, reliable and simple 

technology. 

 

Dense Wavelength Division Multiplexing (DWDM) is another very important 

technology related to MAN. One of its main characteristics is that it can suit the traffic 

demands for high-capacity networks. DWDM systems tolerate carriers to develop current 

network capacity 80 times or more. They increase network capacity by splitting light into 

individual wavelengths, each containing an independent signal, and transmitting all 

wavelengths simultaneously through a single fiber. A key advantage of DWDM is that 

it's protocol and bit rate independent and this is why it's widely used with MANs. 

 

 

2.7.1 FDD1 

The fiber distributed data interface (FDDI) is a multiple access packet-switching local 

area network (LAN) that performs operation at 100 megabits (Mb) per second. 

The physical layer of FDDI - links several stations, which helps to spread information to 

any other station in the network. 

Most of the physical layer protocols of the other station have packets of user data which 

are encoded according to the protocols and are transmitted as a serial data stream over a  
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physical media to other stations of the LAN. FDDI, though, structure to a ring network in 

the physical layer which is unique in its use of hundreds of individual, point-to-point, 

fiber-optic connections. 

 

The improvement of physical layer hardware, used in all FDDI products, included the 

physical protocol (encoding/decoding) device, a receive clock recovery device, a local 

clock generator, and optical transmitters and receivers. 

 

Operation of the Physical Layer 

The FDD1 physical layer is a group of point to- point links forming a "ring." The 

function of the layer is described in terms of physical links, physical connections, and the 

operations of individual stations. 

 

A physical link comprises of a transmitter, a receiver, and a segment of physical medium 

which controls the bits of a packet from one station to a second station. The topology of 

FDDI is put in such away that the collection of physical links forms a closed path, or 

ring, as shown in Figure 2.2. This simple topology illustrates the basic concepts familiar 

with the most complex topologies for FDDI. Each bit of information established from one 

physical link is transmitted onto another physical link in anticipation of the information 

travels around the loop and returns to where it started. The FDDI protocols give for a 

single originator of data packets; other stations repeat the data so that each station on the 

ring accepts the packet of information. The collection of point to- point links forms the 

ring, which is seen as a multiple access medium by the users. 
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The fundamental element in the topology of an FDDI LAN is the physical connection. A 

physical connection has two physical links, also shown in Figure 2.2 

 

 

Fig 2.2 Physical links forming a Ring for the FDDI physical medium. 
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2.7.2 Frame Relay Technologies 

The Frame Relay was initiated in response to the market need, i.e. the need for high 

speed and high performance transmission. The Frame Relay technologies also made a 

reasonable use of widespread digital facilities and inexpensive in end user devices. The 

bursty traffic is suitable for statistical sharing of bandwidth, low overhead, combined 

with high reliability, networking with other new service and applications, which are the 

current technologies of FR. 

For the FR network, the bandwidth is assigned to the path until actual data needs to be 

transmitted. The bandwidth in the network is allocated on a packet-by-packet basis. The 

FR network can be- carriage and protocol as far as the frame format is using 4.922 at data 

link layer. The FR combines the statistical multiplexing and port sharing characteristics 

with high speed and low delay. 

In figure 2.3 show the Frame Relay frame structure and its header in more detail. The 

DLCI is the Virtual Circuit number that corresponds to a particular destination. The 

network will remove frames, which is discovery of error in the information by PCS and 

congestion. For network congestion, there is receiver congestion at the network node 

which has more frame than it can process, line congestion at the network node needs to 

send more frames to a given line than the speed of the line allowed. The congestion 

management used two types of mechanisms such as Explicit Congestion Notification 

(ECN) and Discard Eligibility (DE) to minimize.  

The ECN have the Forward Explicit Congestion Notification (FECN) and the Backward 

Explicit Congestion Notification (BECN) bits. 
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The FR uses FECN and BECN bits to give notice and user devices about network 

congestion. The DE bit is set for response to network congestion. 

 

 

Flag Frame Relay 
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Information 
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PCS Flag 

 

 

 

   Byte 1    Byte 2 

DLCI CR EA DLCI FECN BECN DE EA 

 

Fig. 2.3 The frame structure for frame relay 
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Chapter Three 

Security for High-Speed MANs/WANs. 

3.1 Introduction 

 

Security plays a very important role in expansion and convenient use of the broadband 

service and there is a growing interest in the development of broadband services and 

networks for commercial use in both local area and wide area networks. The early drive 

some years ago was improvement of Asynchronous Transfer Mode (ATM) for use on 

broadband networks, under the banner of broadband ISDN (B-ISDN) .Recently there is a 

genuine realistic drive for broadband service to meet up the demand for increased 

bandwidth for remote site inter-connection, and high speed data transfer. This implies 

that distributed systems are more prone to attacks. The need for sensible solutions for 

secure network systems management is becoming more and more important. 

 

In developing these solutions, some vital issues need to be carefully addressed from a 

key depth. First it is important to recognize clearly the functionalities and interfaces of 

the trusted security management mechanism. Then it is necessary to consider whether 

some of these trusted management authorities can be grouped together to make things 

easier for the overall management depending on some factors such as the relationship 

between organisation or unit concerned in the network environment and the types of 

services offered as well as performance conditions. 
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3.2 Security Threats 

Information is a major asset of organizations. Companies' uses the information gather as 

an advantage in a competitive market. The threat comes from others who would like to 

get information or reduce business opportunities by intrusive attitude towards the normal 

business processes.       

The main aim of security is to protect important or sensitive organizational information at 

the same time as making it readily available. Attackers trying to wreck a system or 

disrupt normal business operations by taking an advantage of vulnerabilities using 

different techniques, methods, and tactics. System administrators need to be sensitive 

about various aspects of security to improve the procedures and policies to protect assets 

and limit their vulnerabilities.  

 

Human

 

 

Figure 3.1 a layout to break up security threats into different areas. 
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Natural Disasters 

Nobody can prevent the environment from taking its course. Earthquakes, hurricanes, 

floods, lightning, and fire can cause brutal damage to high speed networks. Information 

can be nowhere to be found; downtime or damage to hardware can affect other important 

services. Few safeguards can be carried out against natural disasters. The main approach 

is to have disaster recovery plans and unanticipated event plans in place. Other threats 

such as riots, wars, and terrorist attacks could be incorporated here. 

 

Human Threats 

Malicious threats consist of attacks within by restless or malicious employees and 

outside attacks that are not part of the establishment looking to harm and disrupt an 

organization networks.    

                     

Mainly dangerous attackers are usually former the employees, for the fact that they know 

many of the codes and security measures that are set in place in an organization. Insiders 

are possibly having some intend or goals and objectives despite all the legal access to the 

network system which gives them more chances to break into the network. 

 

Employees are the mostly conversance with the organization‘s computers and 

applications, and are most likely to be acquainted with damages caused by any action on 

the network. Insiders can set viruses, Trojan horses, or worms, and they can look through 

the file system. 

 

They can have an effect on all components of computer security. By browsing through a 

system, confidential information could be uncovered. Trojan horses are a threat to both 

the integrity and privacy of information in the system. They can affect ease of use by 

congesting the system's processing or storage capacity, or by making the system to break 

down. 
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Malicious attackers usually will have a specific aim and objective for an attack on a 

system. These motives could be to interrupt services and the progress of business 

operations by using denial-of-service (DoS) attack tools. They might as well want to steal 

information or hardware such as laptop computers. Hackers can market information that 

can be valuable to competitors. 

Non-malicious threats usually come from employees who are inexpert in computers and 

are ignorant of security threats and vulnerabilities. Users who open up Microsoft Word 

documents by means of Notepad to edit the documents, and then save them could cause 

damage to the information stored on the document. 

Users, data entry clerks, system operators, and programmers frequently make unintended 

errors that create to security problems, directly and indirectly. At times, such as a data 

entry error or a programming error that crashes a system is a threat. In other cases, errors 

create vulnerabilities. Errors can take place in all areas of the system life cycle. 

 

3.3 Threat Identification 

Implementing a security plan needs an evaluation of the risks of both Internal and 

external threats to the information and system. It does extremely little good to apply a 

high-security environment to keep a company from the outside if the threat is within the 

company. 

 

Internal Threats                             

This includes worker scam, abuse or alteration of data, and theft of property. These 

threats involve that both policies and systems be set in place to recognize and mitigate 

these possibilities. The key roles for computer security professionals are investigating and 

making recommendations to management on technical changes and policies. 
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 The majority of the well-publicized internal threats involve financial abuses. A few of 

these abuses are total fraud or theft. These types of threats, mostly in a computer 

intensive environment can be very complex to notice and examine. 

 

 From a computer security viewpoint, an internal threat can be as a result of negligence or 

failure in both financial, operational, and computer security controls. 

External Threats 

On the other hand, External threats are growing rapidly. Today, a lot of companies use 

online databases, take information, process payments, track shipments, supervise 

inventory, and manage others vital information using complicated systems. These 

systems are linked with the private corporate records, trade secrets, strategic plans, and 

many other types of important information. 

 

It has occurs when the security breaches remained insecure for years with no knowledge 

by the company that a compromise ever occurred. One of the greatest things is when a 

skilled criminal create and make use of this type of security breach. Early methods of 

cracking systems were primitive. 

 

Nowadays, software packages exist that locate targets automatically and then 

systematically attack the target to locate its vulnerabilities. This type of work is very 

interesting and involves a lot of skills that will be learning in this thesis. 

 

3.4 Security Concerns and TCP/ IP 

The Transfer Control Protocol/ Internet Protocol network protocol, used by most 

corporate networks, was planned to allow communications in a trustful setting. This 

protocol was mainly experimental and used by most schools and governmental agencies 

for research. While it is vigorous in its error handling, it is unsecured.  
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Several network attacks occur through the TCP/ IP protocol. Unfortunately, TCP/ IP are 

more protected than many of the protocols still installed on networks today. Practically 

all large networks, at the same time as the Internet are built on the TCP/ IP protocol 

which has become an international standard for large and small networks.  

TCP/ IP were intended to connect different computer systems into a robust and consistent 

network/The protocol offers a richness of capabilities and maintains different protocols. 

Because it is user-friendly and well documented network, the emphasis in this section is 

on the types of connections and services. 

 

TCP/ IP Attacks 

Attacks on TCP/ IP usually take place between Host-to-Host or Internet layers. Any layer 

of the protocol is potentially susceptible though. TCP/ IP are weak to attacks from both 

outside and inside an organization. The chances for external attacks are to some extent 

limited by the devices in the network, including the router. The router blocks a lot of the 

protocols from exposure to the Internet. Some protocols, such as ARP, are not routable 

and are not usually at risk to outside attacks. Other protocols, such as SMTP and  

ICMP, pass through the router and include a normal part of Internet and TCP/ IP traffic. 

TCP, UDP, and IP are all weak to attack. 

 

The particular attacks that a TCP/ IP based network is vulnerable to when using, in 

various cases are: 
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Network Sniffers 

A network sniffer is simply a device that captures and displays network traffic. Network 

cards usually only pass information up to the protocol load if the information is planned 

for that computer; any network traffic not proposed for that computer is disregarded. 

Promiscuous mode is where the NIC card is placed upon and it allows the NIC card to 

take into custody all information that it sees on the network. Most networks are bus-

oriented, during which all traffic is sent to all internal computer systems. Devices such as 

routers, bridges, and switches can be used to break up or section networks within a larger 

network. Every traffic in a specific part is visible to all stations in that section. 

By using a sniffer, an insider can capture all of the information transported by the 

network. Lots of advanced sniffers can reconstruct packets and create complete messages 

including user IDs and passwords. This susceptibility is mainly sensitive in environments 

where network connections are easily easy to get to by the outsiders. 

 

Port Scans 

A TCP/ IP network makes a lot of the ports accessible to outside users through the router. 

These ports will act in response in a predictable manner when queried. For example, TCP 

will attempt bringing together when a session initiation occurs.  

An attacker can query a network to verify on which services and ports are insecure. This 

process is called port scanning, and it can make known all about a network. Port scans 

can be done both internally and externally. Many routers, unless configured properly, will 

let the entire protocols pass through them. 
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3.5 Physical Security 

The computers and networks can be kept secure in different technical aspects of the 

systems and networks in which the physical environment and the business exist. This 

involves evaluating the physical security, social engineering issues, and environmental 

issues. 

Control 

The critical part of physical security is the Access control. Systems must function in 

controlled environments to be secure. These environments must be, as much as possible, 

be secure from intrusion. Computer system consoles can be a serious point of 

susceptibility because many administrative functions can be achieve from the system 

console. These consoles, as well as the systems, must be safe from physical access. 

Physical Barriers 

A main aspect of access control involves physical barriers. The aim of a physical barrier 

is to avoid access to computers and network systems. Mainly, effective physical barrier 

implementations need more than one physical barrier be crossed to get access. This type 

of approach is called a multiple barrier system. 
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3.6 Security Services and Mechanisms 

Preferably, security enhancements should have a minimum impact on existing routing 

and switching infrastructure, segmentation and access control techniques, and the similar 

to organizational structures that support these systems. Four elements support this: 

•  Presence: The network relies on the ease of use of certain controls within discrete 

nodes on the network, which seem to be the identity, access control, data 

inspection, and communication security, as well as newer application-aware 

capabilities that handle peer-to-peer content. Web services, voice services, and 

dynamic mobile content. 

 

•  Context: A user enters a network, instead of focusing only on permissions at the 

time. It's more effective to grant or cancel permissions based on behavior and 

associated context for the period of the user's connection with the network. 

 

•  Linkages: In order to deal with the latest forms of threats and misuse, networks 

have established linkages between devices through routing protocols. These 

linkages should extend all the way to the source and the destination of network 

traffic. 

 

•  Trust: In the past, trust has been tied mainly to the identity of a device or user. 
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3.7 Why A New Approach Is Needed. 

As we progress into an information-driven universal economy, today's networks must be 

able to act in response to attacks while maintaining availability and trustworthiness. 

Rather than giving way, networks must be able to take up attacks and remain prepared, 

much in the similar way the human immune system functions still in the presence of 

infections. 

 

Mainly, the abilities of the adaptive defenses, which-are built into the concept of a self-

defending network, include the following benefits: 

•  Remain active at all times 

•  Perform unobtrusively 

•  Minimize propagation of attacks 

• Quickly respond to as-yet unknown attacks. 

These capabilities can cause a reduction of the windows to be more vulnerable and 

minimize the .impact of attacks, and develop the overall infrastructure availability and 

reliability. They also assist in creating autonomous systems that can quickly react to an 

occurrence with little to no human intervention. Such a self-defending system should 

include the following elements explained below: 

* Endpoint Protection: By detecting and preventing viruses and worms from 

getting a foothold at an endpoint, you can prevent them from propagating across 

a network.  

* Admission Control: Allows you to know the level of network access to grant to 

an endpoint based on its security position, which is based on the security state of 

the operating system and associated applications 
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* Infection Containment: expand the security checks carried out at the time of 

admission for the period of the network connection.  

 

* Intelligent Correlation and Incident Response: offer services such as real-time 

correlation of events, quick assessment of the security impact of an event, the 

ability to choose what action to take, and the ability to know the closest control 

point to implement a response.  

* Application Security: To tackle new classes of threats, security software should 

offer granular traffic inspection services to critical network security enforcement 

points, thereby containing malicious traffic before it can be propagated across the 

network. 
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Chapter Four  

 

Applying IEEE802.11 for Secure WLAN Connection 

 

4.1 Introduction 

 

Wireless local area network devices have recently gained vast popularity. The reason for 

this achievement is from the fact that the equipment for setting up a WLAN has become 

economical and very easy to use. It lets laptops stay cordless within certain area. This 

implies that meetings or temporary office spaces could be assigned with less concern of 

the presence of permanent networking facilities. It‘s also possible for users to create ad-

hoc networks simply by being within a certain range of each other, which facilitates 

information sharing. 

In recent years, the market for wireless communication has enjoyed a remarkable growth. 

Wireless technology is now capable of reaching almost every location on surface of the 

earth. The major motivation and benefits from wireless networks is increased in mobility. 

However, there are facts of issues that anyone deploying a wireless network needs to be 

aware of e.g. security. The radio waves used in wireless networking usually penetrate 

outside the building; as a result, this creates a genuine risk that the network can be hacked 

from the parking lot or street. 

Another characteristic is to make the connectivity to the network as transparent as 

possible to the user. For both the user and the administrator the connection and 

authentication phase should be a simple procedure, without sacrificing security. The users 

should be able to connect to the wireless network and work as well as they would at a 

wired workstation. 
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4.2 Wireless Local Area Network Topology 

Two essential topologies exist are ad-hoc and infrastructure topology. The distinction in 

their names is mainly the distinction in their topologies. 

The infrastructure topology has Access Points (AP) that act as central controllers for the 

WLAN. The AP coordinates transmissions and receptions from various wireless devices 

within a specific range. It might also be used to bridge the WLAN to a wired LAN. The 

AP and the Access device can find each other in two ways. A laptop or other smart 

device can discover the accessible APs by sending out ―probing‖ frames to broadcast 

itself to the AP. The APs might also be configured to announce themselves by using 

―beacon‖ frames. An authentication and connection process is on track when the Access 

Device has settled for a particular AP. 
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In an ad-hoc topology the LAN is formed by the wireless devices themselves. There is no 

central position for controlling traffic flow. Each device communicates directly with 

other devices in the network. In ad-hoc mode the Accessing device carry out 

authentication and associations processes. 
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Figure4. 2. An Ad Hoc Network 
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4.3 IEEE 802.11 Standards 

Ethernet has turn out to be the predominant LAN technology in the wired world. Defined 

by the IEEE with the 802.3 standard, it has provided an evolving, high speed, widely 

available and interoperable networking standard. The release IEEE 802.3 standard 

resulted in a wide range of suppliers, products and price points for Ethernet users. 

Ethernet standards guarantee interoperability, enabling users to decide on products from 

different vendors, practically secure that they would work together. 

 

In 1991, Aironet with other wireless makers pressed for standards to govern wireless 

LAN technology in order for wireless LANs to gain broad market acceptance. 

 Around 1992, wireless LAN makers started developing products operating in the 

Unlicensed 2.4 GHz frequency band. This established two additional vertical markets; 

Healthcare, with a highly mobile workforce, began to access patient information by 

means of portable computers. Also as computers made their approach into the 

classrooms, Educational institutions began installing wireless networks to stay away from 

the high cost of wiring buildings. 

 

In June 1997 IEEE, the organization that defined the dominant 802.3 Ethernet standard, 

released the 802.11 standard for wireless local area networking (WLANs). This IEEE 

802.11 standard supports three transmission methods, including radio transmission within 

the 2.4 GHz band. In 1999, IEEE ratified two amendments to the 802.11 Standard-

802.11a and 802.11b—that define radio transmission methods and WLAN equipment 

based on IEEE 802.11b promptly became the dominant wireless technology. IEEE 

802.11b equipment transmits in the 2.4 GHz band, offering data rates up to 11 Mbps. 

IEEE 802.11b was projected to provide performance, throughput and security features 

comparable to wired LANs. 

 

In 2003, IEEE released the 802.11g improvement, which specifies a radio transmission 

system that uses the 2.4 GHz band and can support data rates up to 54 Mbps. In addition, 

IEEE 802.11g-compliant products are backward compatible with IEEE 802.11b-

compliant products. 
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Table 4.1 compares the fundamental characteristics of IEEE 802.11, 802.11a, 802.11b, 

and 802.11g. 802.11 wireless networking is also known as Wi-Fi®. 

Table 4.1 Summary of IEEE 802.11 WLAN Technologies 

IEEE Standard or 

Amendment 

 

Maximum Data Rate 

 

Typical Range 

 

Frequency Band 

 

802.11 

 

2Mbps 

 

50-100 meters 

 

2.4GHz 

 
802.11a 

 

54Mbps 

 

50-lOOmeters 

 

5GHz 

 802.11b 

 

11 Mbps 

 

50-lOOmeters 

 

2.4GHz 

 
802.11g 54Mbps 

 

50-lOOmeters 

 

2.4GHz 

 
 

All current and pending 802.11 amendments were not included in the table above because 

the first standard 802.11 emerged in 1997 several revisions have been made. The 

revisions include: 

 

•  802.11j which idea is to be compatible with HiperLAN. 

•  802.11i introduces a new security scheme. 

•  802.11h counters EU-area interference legislation issues. 

•  802.11e add quality of service capabilities to 802.11h. 

•  802.11n enhancements that will enable data throughput of at least 100 Mbps. 
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 Today several 802.11 standards exist but WLAN that will be addressed in this thesis is 

the IEEE 802.11b standard because of its popularity and its needs of enhances security. 

When 802.11b was developed it was consideration as a replacement for wired networks. 

The architecture of the 802.11b standard comprises the following layers of the OSI 

model: 

•  Physical 802.11 layer 

•  MAC 802.11 layer 

•  Data link 802.11 layers 

 

4.4 Security Threats in Link Layer 

 

A lot of attacks can be launched in link layer by disrupting the cooperation of the 

protocols of this layer. Wireless medium access control (MAC) protocols have to manage 

the transmission of the nodes on the regular communication or transmission medium. The 

IEEE 802.11 MAC protocol uses distributed contention resolution mechanisms which are 

based on two different Coordination functions namely Distributed Coordination Function 

(DCF) which is folly distributed access protocol and a centralized access protocol called 

Point Coordination Function (PCF). DCF uses a carrier sense multiple access with 

collision avoidance (CSMA/CA) mechanism for resolving channel contention among the 

multiple wireless hosts. 
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4.4.1 Threats in IEEE 802.11 MAC 

The IEEE 802.11 MAC is susceptible to DoS attacks. To launch the DoS attack, the 

attacker may make use of the binary exponential backoff scheme. For example, the 

attacker may corrupt frames easily by adding some bits or ignoring the ongoing 

transmission. 

 

Among the contending nodes, there is capture effect whereby the binary exponential 

scheme favors the last winner. Capture effect means that heavily loaded nodes tend to 

capture the channel by sending data continuously, thereby resulting lightly loaded 

neighbors to backoff endlessly. Malicious nodes can take the advantage of this capture 

effect vulnerability. Moreover, it can cause a chain reaction in the upper level protocols 

using backoff method, like TCP window management.  

 

Another vulnerability to DoS attacks is uncovered in IEEE 802.11 MAC through 

Network Allocation Vector field carried in the RTS/CTS (Ready to Send/Clear to Send) 

frames. During the RTS/CTS handshake, a small RTS frame including the time needed to 

complete the CTS, data and ACK frames is sent by the sender. All the neighbors of the 

sender and receiver update their Network allocation vector field according to the time 

that they overheard for transmission duration. The attacker in the local neighborhood is 

also aware of the duration of the ongoing transmission and may transmit to incur bit 

errors in a victim‘s link layer frame via wireless interference within this period. 

 

 

 

 

 

 

 



 57 

 

4.4.2 Threats in IEEE 802.11 WEP 

The first security scheme provided by IEEE 802.11 standards is Wired Equivalent 

Privacy (WEP). Basically, it was designed to provide security for WLAN but it suffers 

from various design flaws and some weakness in the method RC4 cipher used in WEP. It 

is acknowledged that WEP is susceptible to message privacy and integrity attacks and 

probabilistic cipher key recovery attacks. Now, WEP is replaced by AES in 802.11i. 

Some of the weakness of the WEP is described below: 

 

•  No specific key management in the WEP protocol. Lack of key management is a 

potential contact for most attacks exploiting manually distributed secrets shared 

by large populations. 

 

•    The initialization vector used in WEP is a 24-bit field which is sent in clear and is 

a part of the RC4 leads to probabilistic cipher key recovery attack. 

 

•   The collective use of a non-cryptographic integrity algorithm, CRC 32 with the 

stream chipper is a security risk and may possibly cause message privacy and 

integrity attacks.  

                  . 

4.5 Security Issues in IEEE 802.11b 

Recent research implies that WLAN devices have some potential vulnerability as they are 

delivered in their standard edition. The vulnerabilities utilize the nature of radio 

communication which implies the possibility to compromise confidentiality of data. Extra 

security measures have to be taken to strengthen the weak default security schemes. Since 

WLANs replace Ethernet cables with broadcast radio, confidentiality considerations are 

inherent different than in wired local area networks. In an insecure WLAN anyone within 
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reach from the radio signals could receive and send traffic. The 802.11b standard 

provides some fundamental technologies for authentication: 

•  Service set identifier. 

•  Media access control (MAC) address access lists. 

The 802.11b standard tries to guarantee integrity, confidentiality and authentication by 

the wireless equivalent protocol (WEP). 

 

 

4.5.1 Service Set Identifier 

The service set identifier (SSID) is used to let the Access Device users select from APs 

within the same reach or to create a roaming domain between multiple APs. The APs 

come with a default SSID for each manufacturer. If the APs are configured not to send 

out ―beacon‖ frames, they must know the right SSID to make use of an AP. If the 

wireless encryption protocol (WEP) is disabled as it often is when the AP is delivered, 

the SSID is sent in clear text, and it could easily be sniffed. SSID is a very weak measure 

of security because of the following reasons: 

 

•  Wireless equipment of the same product has the same default SSID. 

•  In some configurations the SSID is broadcasted in clear text by default. 

•  The SSID is stored by the AP and by the network interface card driver. 

•  Weather a connection is allowed when the SSID is unknown by the AD is 

controlled locally by the network interface card‘s driver. 

•  The SSID does not offer an encryption scheme. 
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4.5.2 MAC-Address Access List 

A stronger authentication is achieved by providing the AP with the unique MAC address 

that the Access Device carries. Each AP could be configured to contain a list of Access 

Devices MAC addresses that are permitted to access the WLAN. Access control could be 

based on this rather strong authentication. It also reduces possible that the equipment is 

stolen and then used on the WLAN. It exist no standard device for updating all MAC-

address lists on all APs from a central position. Therefore, the administration for a large 

network becomes extraordinarily demanding since no standard for central point updating 

of APs MAC-address listings, hi addition to the administrative drawback, a MAC-address  

could easily be spoofed by a potential malicious user. Another essential point is that it 

identifies an Access Device, and not a user. Although MAC-list filtering provides a 

strong means of identifying. It has the following drawbacks: 

•  A MAC-address could be spoofed by a malicious user. 

•  It authenticates the network interface card, not a user. 

 

 

4.6 Wireless Equivalent Privacy 

Wired Equivalent Privacy (WEP) algorithm is as the name implies a means to provide the 

WLAN with the equivalent security of wired LAN. WEP provides the 802.11b standard 

with authentication and confidentiality services. The WEP algorithm defines the use of a 

40-bit secret key for authentication and encryption. Many IEEE 802.11b implementations 

also permit 128-bit secret keys. WEP is useful because of the following reasons: 

•  It is built around the RC4 algorithm which believed to be indifferent to linear 

and differential analysis. 

•  It is flexible to environments where nodes move in and out of a WLAN 

coverage area. 

•  It is exportable to a variety of countries. 
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WEP operates via a shared key between the Access Devices and the APs. The key is 

stored in a memory that is write-only. This makes it impossible for attackers to read the 

key from a device that already has been authenticated. The shared key approach makes 

updating of keys relatively a manual work since it exist no secure way to update keys. 

Authentication with WEP from a mobile device to an AP is a four step process, and it is 

described below: 

 

•  The Access Device sends an authentication request to an AP in plain-text 

•  The AP responds by generating a 128 bytes random challenge^: text that is sent to 

the AD in plain-text. 

•  The Access Device copies the information into an authentication frame and 

encrypts the frame using the shared key. The shared key has previously been 

distributed to the Access Device. 

•  The AP then decrypts the frame using the shared key. Depending on the result of 

the decryption the Access Device is granted access to the WLAN or not. 

 

WEP also uses a symmetric key infrastructure. A major constraint to this security 

mechanism is that the standard does not define a key management protocol for 

distribution of these keys. This presumes that the, secret shared keys are delivered to the 

AP using a secure channel independent of IEEE 802.11b. This becomes even more 

demanding when a large number of stations are involved. 

 

The WEP algorithm is relatively unsuccessful in several areas. It has several flaws and 

has been widely criticized. The WEP algorithm is susceptible to traffic analysis and 

depending on how much the WLAN is utilized the encryption could be cracked in a few 

hours. The evaluation is summarized in the paragraphs below:  
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An encryption scheme called initialization vector uses a pattern that is possible to 

envisage and makes it possible to decrypt WEP messages. Hence it is vulnerable to the 

passive traffic analysis attack. 

 

•  Static-key architecture makes it tough to protect keys. 

•  No standard exist for updating shared keys at APs or devices. 

•  Another evaluation is that WEP is not an end-to-end solution only allowing 

secure traffic between the APs and between two devices. 

 

 

 

 

4.7 Deployment of Access Points 

 

According to some research many APs are deployed behind a firewall. This threat is most 

noticeable when there is no encryption or authentication. Deployed behind the firewall, 

the AP transmits authorized packets from within the firewall to anybody outside the 

firewall. A potential intruder can take advantage of this opportunity from outside the 

firewall. This is a classic technique used by prominent hacker Kevin Mitnick. 

 

To avoid this WLAN should be bordered from the LAN by residing in another subnet; an 

alternative would be to use a router which let the packets that belong in the address space 

of the wired LAN to remain in the wired network. A bridge would be a security hazard 

since it permits the packets of the wired LAN to be transmitted by wireless equipment. 
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 It is obvious that 802. 11b WLAN have several strong mechanisms to offer us with 

security services, but they all need improvement. Before evaluations of other techniques 

are performed, criteria of which areas that are essential to strengthen must be established. 

These are criteria that are important to the evaluation: 

 

•  Manageability of the network should be high. Administration of keys and MAC-

Addresses is an overwhelming trouble in a large network therefore improvement in 

manage ability is needed. 

 

•  Implementation of the more security scheme should be simple. 

 

•  Performance in the WLAN should not be affected by the additional security 

implementations. 

 

•  Level of security; various implementations of security services may offer various 

levels of security. Various users or applications may need different security levels. 

The level of security should be analyzed. 

 

•  Compatibility issues may delay the use of other desirable techniques or realization 

of a certain technique. The security technique should be well-suited with existing 

techniques. 

 

•  Cost; the cost of different implementations should be analyzed. 

 

•  Scalability is preferable since enterprises could grow in high pace. The network 

will uphold its security level while being able to scale. 
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5.0 CONCLUSION 

 

This thesis has gone through all the fundamental elements related to the issue. However, 

there is no easy way of designing overall security. In most cases the design relies on few 

prechosen mechanism, and this strength the solution to adopt with them. 

This research presented the security management mechanism which are grouped together 

to simplify the overall management depending on several factors such as  the relationship 

between organisation or unit involved in the network environment and the types of 

services offered as well as performance conditions to achieve a high speed 

MANs/WANs. 

 

TCP/IP network protocol was used to allow communication in a trustful environment. 

Though, it is very robust in its error handling as it is naturally unsecured. Unfortunately, 

TCP/IP is more secure than many of the protocols still installed on networks as of today. 

As it‘s obvious, keeping computers and networks secure involves more than technical 

aspects of the systems and networks. Physical environment and business as it exists was 

taking into consideration. This involves evaluating the physical security social 

engineering issues, and environmental issues. 

 

The future of security technology has changed more recently and complex that no single 

mechanism can be relied upon to keep them secure. Integrated, adaptive, and 

collaborative security solutions provide positive defenses. 
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