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Abstract

To be able to protect an organisation’s resources, it is important to understand
what there is to protect and what to protect it from. The first step is to try to
analyse the security threats that exist against an organisation’s resources to
explore the risks. Threats have to be identified, for the organisation to protect
its resources and find where the optimal placement against threats is.

This thesis analysis whether it is possible to obtain a Threat Tree Analysis that
is useful for developing an information security policy for the municipality in
Ronneby, using the SS 62 77 99-1 standard. A co-operation between the
technical solutions and the administrative security is necessary to achieve
information security, together with ordinary common sense. True, each of these
can help improve security, but none of them is a complete solution. Security is
not a product – it is a process. Threat trees form the basis of understanding that
process.

In this thesis, we have been using a qualitative method. The analysis method is
a case study at the Social Department, at the municipality in Ronneby. Through
interviews it has come us to hand, that the organisation has not established an
information security policy which should give the code of practice for how the
work of information security will pursue within the organisation. The
organisation does neither use a model for structuring threats nor a method for
collecting threats against information today.

Through the structure of possible threats, the personnel generates an
understanding of the organisation and takes active part finding adequate threats
within the Social Department. As users understand the importance of security,
how to use it, and where to report suspected violations, they can do a great deal
to reduce the risk to loose information. Important to remember is that the
education is an ongoing process, new users need training and trained users need
reminding, especially when new technologies or processes are introduced.
Thus, Threat Tree Analysis is useful for continuing towards developing an
information security policy according to SS 62 77 99-1 standard.

Keywords
Information security, administrative security, Information Technology security,
resources, vulnerability, security awareness, risk assessments, threats, Threat

Tree Analysis, information security policy.
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1 Introduction
This chapter contains background theories collected within the subject, our
main problem area through this thesis and its delimitations.

1.1 Background
Through the very fast development of the IT business comes new kinds of
vulnerabilities. While for e.g. having to increase the speed and visibility
through Internet-connections and using new techniques like Bluetooth and
Wap, possibilities for threats being overheard and penetrated, increases.
Penetration in different ways is not the only threat towards information
security. Human errors, insider attacks and hardware-problems is often more
difficult to protect from than outsider threats. [KEI97]

A survey, where 643 persons with security related jobs were asked about the
security issue, conducted by the Computer Security Institute (CSI) and the
Federal Bureau of Investigation (FBI), showed that 79% of computer security
breaches were conducted by insiders. [CSI00] This indicates that insiders
constitute a large threat against the organisation’s security.

There are no simple answers to the issues of security. Unfortunately, people are
too often convinced that all they need to do to secure their information systems
is to install a firewall, improve their authentication method or write a
information security policy. [PIP00] When conducting literature studies on the
subject security, we noticed that there has been a great deal of writing around
different techniques within information security and the importance of having
computer security within an organisation. Protecting is the reduction of
vulnerabilities by the application of safeguards. In the area of information
security, protection has received the greatest attention. A great effort has been
put into shoring up defences and plugging security holes. Nowhere is the
theory that having one weak link will compromise the strength of the entire
chain more true than in information security. [PIP00] And as newspapers report
security bug after security bug, it becomes increasingly clear that the term
“security” does not have meaning unless also you know things like “Secure
from whom?” or “Secure for how long?”

Clearly, a way to model threats against computer systems is needed. If we can
understand all the different ways in which a system can be attacked, we can
likely design countermeasures to thwart those attacks. We found from literature
studies within the subject that organisations' has a lack of security awareness
and knowledge in how important information security policies are. Is the
organisation aware of what their resources are and the risks to loose
information? Several organisations do not have an information security policy
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or the policy they have has not been communicated to all employees in the
organisation. The information security policy is part of the administrative
security illustrated and explained in the definition chapter. The policy should
give code of practice for how the work of information security will pursue
throughout the organisation. [STG99] A co-operation between the technical
solutions within IT security1 and the administrative security is necessary to
achieve information security, together with ordinary common sense. [SIP00]
True, each of these can help improve security, but none of them is a complete
solution. [PIP00] For this thesis we examine the first step towards an
information security policy called the treat analysis. It is a preliminary stage for
the relationship between information security policies and the IT security for
how to reduce the chance of losses on information security.

1.2 Purpose of thesis
The process of developing an information security policy is conducted in
several different steps, depending on the type of organisation and situation. The
first step is to try to analyse the security threats that exist against an
organisation’s resources to explore the risks. Threats have to be identified, for
the organisation to protect its resources and find where the optimal placement
against threats is.

Central theoretical aspects that have been stressed are: the need for structured
methodological aids for design; and the analysis of how threats is related to
each other in a specific work situation. The idea is that by creating a structure
of threats as a Threat Tree Analysis, there is a reduction of the chance to loose
information. The purpose of this thesis is to analyse whether it is possible to
obtain a Treat Tree Analysis that is useful for developing an information
security policy for the municipality in Ronneby by using the SS 62 77 99-1
standard.

This thesis could be viewed as a preliminary inquire which can serve as a
foundation for a policy within an organisation and a certification according to
standards as, for e.g. BS 7799. By making a certification, an organisation is
able to market itself as a goodwill company.

                                                
1 Information Technology security
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1.3 Problem Description
For this thesis a problem description was choosen before a hypothesis. It can be
seen below.

Is Threat Tree Analysis useful for developing an information security policy
for the municipality in Ronneby by using the SS 62 77 99-1 standard?

The definition for the above term useful, is whether the method of a Threat
Tree Analysis is practicable for developing an information security policy or
not.

1.4 Disposition
To read this report you will need some knowledge of information security
(vulnerabilities, the exposures, statements etc.). Other theoretical knowledge
you might need is given in chapter 4, 5 and 6. There you will find a description
of a security process, threats and theories for Treat Tree Analysis. Although the
descriptions are not complete, they should be enough to understand the rest of
the report. If you want to know more, please study the references in chapter 10.

Chapter 1 describes the task and chapter 3 present the working phases and a
discussion of the method used in this thesis. Chapter 7 contains a
documentation of the threat analysis at the Social Department in Ronneby. You
only need to read this chapter if you are interested in the modelling of threats.
The chapter 11, appendices, contains question asked to analyse the
vulnerabilities within the field to model the identified threats as well as
questions for testing the problem area. Chapter 8 contains a discussion of our
work, some of the difficulties encountered and a conclusion of the project.

1.5 Intended Audience
The essay is intended for both an academic and a professional audience, who
has at least basic knowledge in information security and its extended threat
picture, but who is missing deeper knowledge within the this subject.

1.6 Delimitations
In this thesis a discussion of co-operation between technical solutions and
administrative security is held. With a focus on threat analysis within
information security, at the municipality, Social Department in Ronneby,
which can increase security awareness towards developing an information
security policy.
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Following paragraphs are therefore excluded:

• Personal safety, for e.g. working environment questions.
• Threats not directly related to information security.
• Physical threats, e.g. fire, floods, and earthquakes is excluded from our

Case Study.
• Business strategies with belonging financial risks.
• Placements for optimal security measures.
• Proposal of technical solutions to the problem definition, however an

overview of existing techniques is given to empathise the importance of a
co-operation between technical solutions and administrative security.

• Other methods for identifying and structuring threats than Threat Tree
Analysis.
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2 Definition of Terms
Below are some definitions used in this thesis. These definitions are from
[KEI97] if nothing else is specified.

Information security
Protects information from a wide range of threats in order to ensure business
continuity, minimise business damage and maximise return on investments and
business opportunities. Information security is characterised as the preservation
of confidentiality, integrity and availability.

Administrative security
Security which is mainly achieved by administrative rules, routines and,
information security policies. Administrative security is often seen as a
complement to the Information Technology security.

Information Technology security (IT security)
Security within IT systems. Continuous we will use the term technical
solutions as the title of this thesis. IT security is split into ADP security and
communication security.

ADP security (computer security)
Security for protection of data and system from unauthorised access and
unauthorised or unintentional change or disturbance of data processing.

Communications security
Security when transferring information or set of controls. The purpose is to
prevent sensitive information from unauthorised persons, to protect the
correctness of the information or right delivery, but also for misleading
information controls are introduced in the communication or system.

Security
Working against violence, theft, sabotage, financial or organised crimes. Safety
is included in this term.

Safety
This is the concise term of measures, which stops or makes it difficult to
threats against the security of an organisation and/or integrity.
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The figure below defines the area of information security, which is discussed in
this thesis. Dashed lined boxes are therefore not included.

Figure 1: Internal relationship of the different parts within the security area.

BS 7799 and SS 62 77 99-1
British Standard BS 7799, Information Security Management, performed for
international use. BS 7799 is, the internationally acclaimed British Standard,
which addresses the subject of Information Security Management from a broad
based, business needed approach.

BS 7799 is not a standard for IT security, which is a common
misunderstanding, but a standard for information security.

SS 62 77 99-1 is the Swedish translation of the BS 7799 standard.

Information Security Policy
Information Security Policy is used to provide management direction and
support for information security. Management should set a clear policy
direction and demonstrate support for, and commitment to, information
security through the issue and maintenance of an information security policy
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across the organisation. Continued in our thesis, we will only use the term
policy.

Insider
A person with a connection to the organisation, who performs or is planning to
perform forbidden, intervenes against information security. Usually individuals
who has certain or limited access to the system is considered, and who
consciously exceeds or abuses its authorities.

Outsider
External threats caused by activities outside the organisation.

Resource
A resource is something that has value to the organisation, which if lost or
damaged, would cause a loss to the organisation as a whole. Resources are
more than just assets; they include employees, infrastructure, relationships with
customers or partners, and corporate reputation. All of these resources have
security requirements that vary depending upon the importance of the
particular resource. [PIP00]

Risk assessment
Assessment of threats to, impacts on and vulnerabilities of information and
information processing facilities and the likelihood of their occurrence.

Security awareness
Security awareness is the process of making people understand the implications
of security on their ability to perform their job. It includes the importance of
security, the use of security measures, and the process of reporting security
violations. [PIP00]

Security measures
Measures and controls taken to fulfil the security demands specified for the
system. [ITS94]

Vulnerability
Vulnerability is a condition, weakness, or absence of security procedures,
technical controls, physical controls, or other controls that could be exploited
by a threat. Vulnerabilities are difficult to predict. However, when a
vulnerability is discovered it is not uncommon for the same vulnerability to
appear in a wide variety of similar applications. [PIP00]
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3 Method
This chapter’s purpose is to give the reader information about what knowledge
this thesis is to provide and the data collection methods we have chosen to use.
Our motives for using case study as a method are explained and finally, we
conduct a discussion of the thesis’ reliability and describe how we have
proceeded through the analysis.

3.1 Qualitative method
In our thesis we use a qualitative method. Qualitative studies are used to obtain
a different and deeper knowledge than when using the quantitative method.
[PAT94] The ambition is to try to understand and analyse other people’s texts
from literatures, from what people have said, thought, written and done and the
results from people’s decisions and actions. By using this method, we
continuously make qualitative analysis by immediately after e.g. an interview
or data collection, get ideas for how to continue our work.

3.2 Overall Line of Action

3.2.1 Choice of Subject
This thesis is mainly a specialised course within information security, where
we by the title of  “Beyond technical solutions” of the thesis express our belief
that a co-operation between the technical solutions and the administrative
security is necessary to achieve information security.

Since, there have been much writing about technical solutions, but less about
administrative security we want to stress this part, and thereby start with
evaluating if Threat Tree Analysis is a useful model to accomplish the first step
towards creating a policy.

We hope and believe that our choice of subject will interest our readers. The
work is performed at the Department of Software Engineering and Computer
Science, at Blekinge Institute of Technology, and was initiated by our advisor,
Prof. Rune Gustavsson. We assume that our readers have at least basic
knowledge in information security and its extended threat picture. This thesis
does not intend to explain the basics of these subjects.

3.2.2 Choice of Theories
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Phase 1 – 6

We have used the theories in this thesis when identifying vulnerabilities and
modelling threats in the analysis. These theories have been selected not only
from various course literatures we have used over the years, but also from the
latest observations from scientific articles and reports found in librarian
databases and on the Internet. We have also accomplished literature studies
from other books within the subject information security and Threat Tree
Analysis as well as from Centre of Electronic Security (CES) in Ronneby,
which has provided us with information to be able to explore our problem area.
This has helped us finding the essentials within the problem area for gradually
making a delimitation. If you want to become more acquainted within the
subject, please study the future readings in chapter 10.

3.2.3 Choice of Working Method
We have chosen to work together on this work for two main reasons. Firstly,
we wanted to be able not only to theorise about a model, but also to actually
use one and learn how to work it. That would not have been possible for one
person to accomplish within the framework of this thesis. Secondly, we felt
that it would be good to have a person at the same level of education to discuss
and exchange ideas with.

3.3 Practical Line of Action

3.3.1 The Working Phases

Figure: 2 Working Phases through the thesis analysis.2

The work has been done in six phases, which to some extent, have overlapped.
In the first phase, we decided subject for the thesis which we were interested
in, gathered and sorted this material on information security and Threat Tree
Analysis. We also read and discussed the material. In the second phase, we

                                                
2 Source: Own
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formed the problem definition and started to write the PM, to achieve better
understanding of the theories and predict the goal. Writing continued as
developing the thesis and through the analysis phases. In the third phase, a
timetable was set up for to know when and where to do what during the
process. For phase four, we explored the vulnerabilities at the municipality,
Social Department in Ronneby, with SS 62 77 99-13 and modelled the
identified threats as the structure of Threat Tree Analysis. Phase five, we made
a synthesis of our analysis. Lastly, we verified our thesis by interviews,
gathered the result and finished the report.

3.3.2      Primary Data for Case Study
Case studies are a term, which means an examination on a smaller delimited
group. [PAT94] A “case” could be an individual, a group of individuals, an
organisation or a situation. For this thesis we examine a case study, which
concerns an organisation, which is in a need of a policy.

The purpose of case studies could be of different kinds, in our thesis to give an
example and illustrate a so-called descriptive case study. This type of case
studies is good when illustrating processes and changes, which will be included
when modelling threats which we discover in the thesis and for advises and
codes of practises towards a policy. [PAT94]

Our primary data sources were mainly scientific publications of computer
science and information security in the field as well as interviews. We obtained
knowledge through the data collection in SS 62 77 99-1 and CD-ROM
software specification. [AND99] This to form qualitative question-areas for the
interview with system administrator Björn Petersson. See Appendix 1.

3.3.3 Choice of Case Study
The choice of field to study is important to find a representative field, which
illustrates the present approach to the problem. Our case study is accomplished
at the Social Department of the municipality in Ronneby. This was carried out
through contacts due to the course: ‘Risk analysis and Security’ at D-level
under supervision by Prof. Rune Gustavsson. Together with system
administrator, Björn Petersson, we accomplished a threat analysis in the field.

3.3.4 Interviews
To perform our qualitative studies we have been using interviews. A qualitative
interview is characterised as simple, straight questions asked and complex and
substantial answers received. [PAT94] Questions are put to with the
interviewed person so that a dialogue is achieved. This person is within the

                                                
3 Swedish Standard 62 77 99-1
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scientific contexts referred to as a respondent. [LUN99] We will through this
thesis use the term respondent instead of the interviewed person.

Qualitative interviews are not a questionnaire with in advance drafted
questions. [LUN99] Our interview uses the qualitative method. We made a list
over areas of questions and let mostly the respondent decide the order to
answer within our conversation and sub questions to follow. The different areas
of questions are to be found in Appendix 1 and 2.

There is a separation between standardised and not standardised interviews.
Our questionnaire follows the non-standardised interview where both
questionnaire and order of the questions is more flexible and situation
adaptable. Non-standardised questions leave maximum scope for the
respondent to answer within. [PAT94]

When interviewing the respondent, a tape-recorder has been used to decrease
the risk to loose valuable information. A disadvantage using tape-recorders at
interviews could be for the respondent to be inhibited and feel uncomfortable.

3.3.5 Reliability and validity
To consider the reliability of a thesis, e.g. how reliable the examination result
is, terms of reliability and validity specifies the instruments for measuring the
chances of influence.

In our case study we use qualitative interviews for collecting data. To get
reliable results for our case study it is necessary to prove that the result is
trustworthy. This implies that our data must be collected to be relevant to our
problem area. Our thesis contains of a case study where we collect data from
the system administrator for the Social Department; we consider these data
trustworthy and relevant to the problem area.

The interviews started with the assumption of well-defined problem areas and
during the interviews we were careful to receive answers within each and one
of these areas. To secure the validity, we have carefully checked for eventual
misunderstandings, to avoid that answers differ from our questions. These
conducts further reliability in our case study.

3.3.6 Procedure for analysis
The big challenge of case studies, just as other qualitative studies, is to receive
something from large quantities of data. Difficulties are the lack of obvious
rules for how to construe and draw conclusions from qualitative data. [LUN99]
This implies that we are forced to use our own analyse ability. The authors of
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this book have still given us some code of practices, which we have chosen to
follow. These codes of practises are the following:

• First, a careful (and time wasting) description of the cases and data are put
together. This work is necessary for the readers to know what our construe;
result and conclusions are based on and for the reader to make his/her own
conclusion of our material. The description and cases of collected data are
to be found in chapter 7.

• The analysis is done to organise and study the data from the field, for it to
be easier to handle and construe. Our analysis is to be found in chapter 7.

• Our construction is made to make things clear, create an understanding of
the result and to draw conclusions and learn from. [LUN99]
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4 Threats
This chapter aims to explain what a threat is, as it represents the highest level
of security concern in any computer system. That is, vulnerabilities and attacks
are only matters of concern if they establish the potential for certain threats to
occur.

4.1 What is a threat?
A threat to a computer system is defined as any potential occurrence, malicious
or otherwise, that can have an undesirable effect on the assets and resources
associated with a computer system. [AMO94] It is first when it is known what
kind of threats there are, that a needed decision on countermeasures can be
taken.

By regularly conducting risk analysis a determination on how realistic the
threat is and what negative consequences it could give rise to can be reached.
The risk analysis should be performed during the development phase of the
system as well as when it is running.

Threat identification is a critical part of risk analysis. Threats are always
present. They are outside direct control of the organisation. The threats
themselves cannot be eliminated, only anticipated, but safeguards can be put in
place to minimise their impact. [LED91]

4.2 Types of Threats
The size and type of threats are based partly on the type of business the
organisation conducts and the kind of system used. For example the types of
threats are not the same for a CAD/CAM-system as for a system handling
payrolls, and a military agency has different kinds of threats than a company
producing diapers.

There are however certain threats that are common for several types of
systems. But even for these threats the likelihood for them to occur and the
consequences vary depending on the type of business. [LED91]

There are several different categorisations of threats and we have chosen the
following categories:

4.2.1 Human Errors
Error is the most common threat against an organisation’s resources. Human
errors are mistakes caused by individuals who have access and are authorised
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to use the system. Mistakes cost a company time and money. Every user,
developer, and administrator could make these mistakes. User-friendliness
increases ease-of-use, but it also introduces more possibilities for the users to
make mistakes. For example dragging and dropping information at an
inappropriate place can be disastrous. The users causing these errors are
internal users so internal processes are required to minimise these losses.
Human error can be reduced by educating users and by improving the safety of
the user’s environment through the process of reducing the user’s
authorisations.

4.2.2 System Failures
Information systems are composed of hardware, software, and infrastructure.
All of these have the potential of failure. Hardware systems can experience
mechanical difficulties, software can contain bugs, due to bad coding and
infrastructure is dependent on mechanical systems. Some, like power and
communications, also have to transport their services over long distances
during which they are physically vulnerable to several different threats.

4.2.3 Natural Disasters
All businesses are subject to natural disasters, however the type of disaster
varies by location. Natural disasters are often very devastating because of their
extent of impact. They will often kill or injure people and demolish property
and disrupt infrastructure, this leads to information being unavailable for a
shorter or longer period of time. Different types of natural disasters could be
fire, flood or earthquake. A solution to these threats could be a physical
separation between the primary site and the recovery site. Note however that
natural disaster threats are not discussed in the Case Study in chapter 7.

4.2.4 Malicious Acts
Malicious acts are performed by individuals or groups against a chosen target
system. The attacks are often aimed at attaining something the victim
possesses. If the system contains financial information, a wide range of
attackers will likely target it. If the system contains information that would be
damaging only to the company or of gain to its competitors, then the attackers
would more likely be disgruntled employees or corporate spies. [PIP00]

4.3 Threats against what?
To be able to identify what kind of threats there are against an organisation, the
organisation’s resources first have to be identified the value that they add to the
organisation and what a loss would cause the organisation.
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The process of identifying assets should contain some indication of the size and
type of investment that the asset represents, the impact on the organisation that
the loss of the asset would represent, and how easy it would be to replace the
asset. Unauthorised access to information could represent the loss of an asset,
even though the information is still available to the organisation. The
importance of a resource should decide the security requirements needed.
Security cannot eliminate the probability to suffer a loss, however it can
decrease the likelihood and make the cost of a malicious act too expensive
compared to the gain of the information achieved. [PIP00]

Resources can be divided into the following categories:

• People
People make the organisation work, they provide information, maintain
systems, etc. They could be creators, consumers, and caretakers of the
organisation’s information, like for example the employees. They are
everyone who adds value to the organisation.

• Property
Property represents the physical assets of the organisation. These assets are
usually assigned the greatest value on the books.

• Information
Information relates to those proprietary items that differentiate one
organisation from any other. [PIP00] Information can exist in many forms.
It can for example be printed or written on paper, stored electronically or
spoken in conversations. [STG99]

• Infrastructure
Infrastructure relates to the basic services that are required for the operation
of the organisation, such as electricity, communication, transportation, etc.

• Reputation
Reputation is the value of a good name. It could be hard to define the
monetary value of an organisation’s reputation. However, the cost to an
organisation when its reputation is damaged can be devastating. [PIP00]

4.4 Modelling Threats
Since threats represent the highest level of security concern in a computer
system it is important for an organisation to identify and be aware of its threats.
There are different techniques for modelling threats e. g. the Arbitrary Threat
List, which is characterised by system developers either brainstorming a
collection of potential threats or allowing such a collection to arise gradually as
they are noticed during a discussion or normal system operation [AMO94].
Another technique is the Threat Tree Analysis, which is the method we have
chosen. It will be described in chapter 6.
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In order to manage some of the threats, there is a need for both technical
solutions and administrative security, as explained in the following chapter.
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5 A Security Process
This chapter will give a general view of how a security process could be
structured to achieve information security through a set of sub goals. It is
difficult to follow a common structure for how a security process can be
achieved, though authors and organisations find their own structure to follow.
For this chapter, a partition between Information Technology security and
administrative security is made to illustrate that lack of co-operation can result
in loosing information within an organisation, due to absence of security
awareness.

Information is a vital asset in any organisation. The protection and security of
this information is of prime importance for many aspects of an organisation’s
business. It is important that an organisation should not only implement a set of
controls and procedures for information security but also manage and maintain
them.

5.1 Administrative Security
Security, which is mainly achieved by administrative rules, routines and
policies. A co-operation between the technical solutions and the administrative
security help to improve security, since none of them is a complete solution.

Protecting the information that resides on an organisation's computer system is
as important as protecting the assets within the facility and in some cases more
important. The first step in protecting this information is the establishment of
corporate policy to control access to the computers and the data.

5.1.1 Information Security Policy
Policies are technology-independent descriptions of the security precautions
that are required for different types of information and access. Quite often
security policies apply to more than just information, they apply to all
corporate resources. Policies are the primary building blocks for every
information security design, defining the responsibilities of the organisation,
the individual, and management. The policy specify what must or must not be
done to fulfil the principles and protect information, people, property and,
reputation. [PIP00]

The policy should give the code of practice for how the work of information
security will pursue within the organisation. Management should set a clear
policy direction and demonstrate support for, and commitment to, information
security through the issue and maintenance of policy across the organisation.
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[STG99] Creating policies and procedures is no small task, they should be
short, precise, and easy to understand.

It requires evaluation of information and systems, assignment of ownership and
responsibilities and, most importantly, it requires support from the top of the
company down. It is more important that the CEO4 of a company support and
follow the information security procedures than anyone else in the company.
This is because it both shows the importance of the polices, and because the
CEO has access to the most valuable information in the company.

The policy should make the following things clear:

• Policy-statement – A formal expression of management’s will over what is
priority and what has to be done, as well as what has not to be done.

• Goal – Why is a policy needed? What problems does it solve? Does the
extent need to be defined?

• Extent - Describe limitations. How far does the policy stretch? What areas
are compromised?

• Correspondence with the policy – What is needed to fulfil the policy? Is
there any occasion when deviation from the policy can be made?

• Sanctions – What are the sanction or consequences followed by not
working with the agreement of the policy?

The policy is then supported by the technique needed.

5.1.2 Code of practice
The code of practice specifies how the goals of the policy are to be achieved.
They are a support for those who are responsible for initiating, implementing or
maintaining security in their organisation. The code of practice has the support
of technique, methods and routines.

One way to develop code of practise is for the policy to create suitable sections,
which answers the questions what limitations, when it is to be done, who
should do what and how everything should be made. [STA98]

It is most common to develop code of practices within the following areas:
• Security policy
• Security organisation
• Asset classification and control
• Personnel security
• Physical and environmental security

                                                
4 Chief Executive Officer
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• Communications and operations management
• Access control
• Systems development and maintenance
• Business continuity management
• Compliance

A code of practise may be regarded as a starting point for developing
organisation specific guidance. Not all of the guidance and controls in a code
of practice may be applicable. Furthermore, additional controls may be
required for different organisations and situations. [STG00]

5.1.3 Certification
A certification of information security within an organisation can today be
made by a third part under accreditation. The certification is towards the British
Standard BS 7799, Information Security Management, performed for
international use. BS 7799 is, the internationally acclaimed British Standard,
which addresses the subject of Information Security Management from a broad
based, business needs approach. SS 62 77 99-1 is the Swedish translation of the
BS 7799 standard.

BS 7799 consists of two parts:
BS 7799-1: 1999 Code of practice for information security management
This British Standard is intended for use as a reference document by those who
are responsible for developing, implementing and maintaining information
security within their organisation.

BS 7799-2: 1999 Specification for information security management
systems
This part of BS 7799 specifies requirements for establishing, implementing and
documenting information security management systems (ISMS). It specifies
security controls to be implemented by an organisation following a risk
assessment to identify the most appropriate control objectives and controls
applicable to their own needs.

This part of BS 7799 forms the basis for an assessment of the information
security management system (ISMS) of the whole, or part of an organisation,
and is used as the basis for the BS 7799 certification bodies.

5.1.4 Accreditation
SWEDAC, the Swedish Board for Accreditation and Conformity Assessment is
a Swedish public authority, responsible to the Ministry for Foreign Affairs. Its
main duty is to be the national accreditation body.
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5.1.5 Certification bodies
The certification bodies are the companies, which carry out inspection of an
organisation according to BS 7799. The organisation which applies for a
certification, shall give a detailed documentation of statement of applicability,
what parts of the standard which they intend to meet and want to be checked
against, and as well as other extensive information.

The certification process is time-consuming and requires specialist knowledge
of the certification bodies. The responsibility for the right level of information
security is up to the certification bodies.

5.1.6 Keep the process alive
While the environment consequently is changing, system, hard- and software,
organisational changes and the threats there are, will affect the organisation.
Thereby, it is necessary to keep the security process alive.

Depending on the organisational complexity, size and how exposed it is,
components within the process must consequently be updated and change.
How often this is to be varies from case to case; typical is every six months up
to a year.

5.2 Information Technology Security
This chapter clarifies the security within IT systems, meaning technical
solutions e.g. cryptography and firewalls. There are a broad variety of different
computer security techniques available today, and below are some of the most
important techniques explained. This because to achieve information security
both technical solutions and administrative security is needed, only one of them
will not suffice.

5.2.1 Cryptography
Cryptography is a mechanism based on a mathematical algorithm, which in
plaintext can be transformed into chipertext. The chipertext then can be stored
or sent without unauthorised people being able to gain access to the content.
The authorised user can transform the chipertext back into plaintext when s/he
wishes.

All cryptographic system has at least one encryptation key, shared between the
authorised users. The security is dependent on that the key is secret, that an
unauthorised user cannot get hold of it and that it is not easy to figure out.
Therefore the generation, distribution and management of the key is as
important as having a strong crypto.
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There are several different kinds of cryptography, here two main categories of
cryptographic systems are explained. [OLO98]

5.2.1.1 Symmetric cryptography
By symmetric cryptography the encryptation key is identical with the
decryptation key. This cryptographic system is also called the secret-key-
cryptography. With this system you have to take in mind that the sender and
the receiver have to exchange a key before they can communicate. The security
of this system is therefore dependent on that the key used only is known to the
communicating partners. If the key is no longer secret, then this way of
communication is not safe. [STA00]

5.2.1.2 Asymmetric or public-key cryptography
In contrast to symmetric cryptography, the encryptation and decryptation keys
are by asymmetric cryptography not alike. This cryptographic system is also
called public-key-cryptography. When encryption is completed, a so-called
public-key is used, and by decryptation a private-key is used. Since the public-
key have to be known by all communication partners, the private-key should
only be known to the receiver. It should not be able to derive the private-key
from the public. The other way around should however be possible, because
the receiver uses her/his private-key to decryptate the message, encryptated by
the sender with the public-key. [STA00] In the next part a protocol for
confirming authentication is described.

5.2.1.3 Digital Signature
A digital signature is a block of data attached to a message or document that
binds the data to a particular individual or entity [DEN99]. The signature
should be unforgeable, only the originator should be able to compute the
signature value. But the signature should be verifiable; others should be able to
check that the signature does come from the originator. The general way of
computing digital signatures is with public-key encryptation, such that the
sender computes a signature value using her/his private key, and others can use
their public key to verify that the signature came from the corresponding
private key. [PFL00] Digital signatures are used to prove that the message
really came from the sender. Next comes a way to protect the integrity of the
data explained.

5.2.1.4 Hash functions
A hash algorithm is a check that protects data against most modification. With
a cryptographic hash function, the sender can compute the hash value of a data
block to be transmitted and send both the data and the hash value in the
communication. The receiver also has the cryptographic function and can
compute the hash value of the received data, if the two hash values are the
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same the data has not likely been altered. An intruder could modify data or the
hash value, but without knowing the cryptographic function, s/he would not
likely be able to modify both for a match. The likeliness that the message has
not been altered is however dependent on the strength of the cryptographic
algorithm used. [PFL00] The next paragraph is about the authentication of
users, that is when a user proves that s/he is who s/he claims to be.

5.2.2 Authentication of users
To protect systems from intruders, users can be authenticated by one or a
combination of the following approaches:

• something you know,
• something you hold,
• who you are,
• what you do,
• where you are

5.2.2.1 Something you know
The user has to know some “secret” to be authenticated, this could be for
example a password, a personal identification number (PIN), your birthdate or
some other personal information.

The password is the front line of defence against intruders. Practically all
multi-user systems call for that users provide user identification, id, and a
password. [STA00]

To prevent an attacker from cracking passwords to gain access to a system,
passwords should be hard to guess and hard to determine exhaustively,
therefore it is not only important to obtain a good management of passwords,
but also to have good password selection strategies. Here are some proposals
when selecting password:

• Use characters other than just A-Z, because such passwords only have 26
possibilities, using both uppercase and lowercase letters plus digits gives 62
different possibilities, such passwords are thus much harder to crack.

• Choose long passwords, they should have at least 6 characters, preferably at
least 8 characters.

• Avoid actual names or words, this force the attacker to use a longer brute
force search, instead of a shorter dictionary search.

• Choose an unlikely password. Passwords that have proven to be quite hard
to crack, are passwords like 2BoN2b, to be or not to be. They are made up
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of the first character in each word in a sentence, making them easier to
remember and harder to crack. [GOL99]

5.2.2.2 Something you hold
People have to submit a physical token to be authenticated; it could be a key or
a smart card. However a physical token could be stolen, therefore they are
often used in combination with something you know, e g bank cards are
combined with a PIN, to prevent a thief to use it. [GOL99]

5.2.2.3 Who you are
With this approach biometrics is used to authenticate persons. [GOL99]
Biometrics is a variety of biological characteristics that are used to build
automated authentic devices. These include fingerprints, hand geometry,
voiceprints, iris and retinal patterns.

The characteristics measured with biometrics systems can vary from day to
day. Voice, for example, is affected by cold. To compensate for these
variations, biometrics systems look for features that are immutable.

5.2.2.4 What you do
The user perform a task that is both repeatable and specific to her/him, an
example could be to measure typing speed and intervals between key strokes
on a keyboard to authenticate a user. [GOL99]

5.2.2.5 Where you are
To approve a login request, the system require the user to login from a certain
terminal, for example a system manager may only login from an operator
console. [GOL99]

5.2.3 Firewalls
A firewall defines a single choke point that keeps unauthorised users out of the
protected network, prohibits potentially vulnerable services from entering or
leaving the network, and provides protection from various kinds of IP spoofing
and routing attacks.
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Figure 3: Logical view of a firewall. [PFL00]

In figure 3, the part above the wall is the organisation’s local area network
protected by the firewall below and at the bottom a cloud, representing the
Internet can be seen.

The use of a single choke point simplifies security management because
security capabilities are consolidated on a single system or set of systems. It
also provides a location for monitoring security-related events. Audits and
alarms can be implemented on the firewall system. [STA00]

There are two different choices when it comes to default behaviour of a
firewall. The first is that which is not expressly forbidden is permitted, the
second is that which is not expressly permitted is forbidden. Users tend to
prefer the fist one, but security experts tend to prefer the second one. A firewall
implementation must choose one of these, although often the administrator can
achieve the other effect by setting the firewalls parameters. [PFL00]

One thing to bear in mind when working with firewalls is that they are only as
good as their access controls and filters. For example, if a computer behind a
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firewall has a dial-up connection an intruder can get access by dialling the
machine, and thereby evade the firewall.

5.2.4 Auditing and Intrusion Detection
Auditing and intrusion detection involves the preservation and interpretation of
an automated log of all security-relevant activity so that evidence of an
intrusion will be available when trying to identify the intruder. These
techniques earn as safeguards because intruders may not attempt attacks when
they are being observed, however, these techniques can also be
countermeasures by identifying attacks that have taken place. [AMO94]

An audit log is a listing of who accessed which computer objects, when, and
for what amount of time. The logged activities may be logins and logouts,
accesses or attempted accesses to files or directories, execution of programs,
and uses of other devices. Failures should also be logged. One failed login may
result from a typing error, but a series of failures in a short time from the same
device could be a result of an attempt to compromise the system. Unusual
events in the audit log should be analysed. For example when a new program
has been installed, an audit log of all files accessed should be scanned to
determine whether there are any unexpected file accesses, which could indicate
that there is a Trojan horse in the new program. [PFL00]

A problem with audit logs is that the information maintained in them is in a
format that is often incomprehensible to a human being. Potential intruders are
therefore much less likely to be discouraged by the presence of auditing,
because the risk for being noticed is rather small. Therefore an automated
support approach and a set of associated manual procedures that are referred to
collectively, as intrusion detection is needed. [AMO94]

Intrusion detection is intended as a means for identifying potentially malicious
or undesirable activity that may have occurred in a given environment as
recorded in an audit trail. Typical intrusion detection architecture involves
processing of audit trail information so that queries, reports, and alarms may be
set if strange behaviour is noted. Intrusion detection is based primarily on the
comparison of normal behaviour with observed behaviour. [AMO94]

5.2.5 Preventing Virus Infection
A computer virus is a program, sometimes (but not necessarily) destructive,
that is designed to travel from machine to machine, infecting each one along
the way. This infection usually involves the virus attaching itself to other files.
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To prevent infection by virus you should not share executable code with
another computer, however it is not possible to cut off all contact with the
outside world. But here are some techniques for obtaining a relatively safe
community for electronic contact:

• Use only commercial software acquired from reliable, well-established
vendors. Although there is a risk of receiving a virus even from a large
manufacturer with a name everyone would recognise, these organisations
have significant reputations that could be seriously damaged by even one
bad incident.

• Test all new software on a computer not connected to a network, and with
the boot disk removed. Run the program and check for unexpected actions,
then scan the computer with a virus-scan program.

• Make a boot diskette, before the system becomes infected. The diskette
should be write-protected during reboot.

• Do not run executables received by e-mail. [PFL00]

These were some mechanisms and procedures that exist today and can be
employed as safeguard and countermeasure approaches. In the next part a
description of how identified threats within an organisation could be modelled
and placed in a relation to one other is presented.
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6 Threat Tree Analysis
In this chapter we describe one technique for identifying threats, the Threat
Tree. It is an analytical threat derivation technique that has been designed to
assist system engineers during the security development of computer systems.

6.1 Threat Tree
This approach has its origins in the use of fault trees in system reliability
engineering, where the goal is to thwart system failures due to errors. Threat
trees can be used to ensure that the security requirements of a system being
developed, enhanced, or assessed are complete, justifiable, and well
documented.

The threat tree technique starts with a general, abstract description of all threats
that exists for a given system, and then iteratively revealing more details on the
threats.

The technique is referred to as a threat tree because the first abstract threat
description is generally portrayed as the root of a tree and the next level of
modification relates to a collection of new nodes connected to the root. Each of
these nodes then becomes the root of a different subtree. Finally, each leaf of
each subtree will provide a list of specific threats. A basic threat tree is shown
in figure 4. [AMO94]

Figure 4: Structure of a Threat Tree [AMO94]

Possibly the most critical notion related to threat trees is that at each level of
refinement for a given node, the set of connected nodes must sustain
completeness to make sure that nothing has been missed. It is only at the last
step that we should permit lists of threat and this should only be allowed in
cases where a meaningful complete partition can no longer be found. [AMO94]

Sub-threat

Threat
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When using threat trees normally the threats are categorised into three different
types:

6.1.1 Disclosure Threats
The disclosure threat concerns the propagation of information to an individual
for whom that information should not be visible. In the perspective of
computer security, the disclosure threat occurs whenever some secret that is
stored on a computer system or that is transported between computer systems is
compromised to someone who should not know the secret. [AMO98]

Thus, a disclosure threat results in loss of confidentiality. [PIP00]

6.1.2 Integrity Threats
The integrity threat involves any unauthorised change to information that is
stored on, or transported between computer systems. When intruders
maliciously alter information, or when an innocent mistake result in an
unauthorised change we say that the integrity of that information has been
compromised. [AMO94]

That is, destruction or corruption of information is an integrity threat. [PIP00]

6.1.3 Denial of Service Threats
The denial of service threat arises whenever access to a computer system
resource is deliberately blocked as a result of malicious action taken by a user.
The actual blocking may be permanent so that the desired resource is never
provided, or it may just cause the desired resource to be delayed long enough to
become useless. [AMO94]

A denial of service threat results in loss of availability. [PIP00]

6.2 Threat Trees Logical Relation
Certain types of values could be associated with each of the nodes in a threat
tree, these values might be probability of occurrence, possible damage if the
threat occurs, level of effort required to carry out the threat, and so on. When
the values have been associated with the different nodes in the tree, logical or
arithmetic calculations can be performed to obtain information about the
threats represented in the tree.

A threat tree could be developed using a relationship between the threat and
sub-threats that is disjunctive, conjunctive, or based on some other relation. A
disjunctive relation, as shown in Figure 5(a), is based on the logical OR
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relation in which a threat can occur only if one of the sub-threats could occur.
A conjunctive relation, as shown in Figure 5(b), is based on the logical AND
relation in which a threat can occur only if all of the sub-threats occur.
[AMO94]

OR AND

Sub-threat Sub-threat Sub-threat Sub-threat

(a) Disjunctive (b) Conjunctive

Figure 5: Threat Trees Logical Relation. [AMO94]

Threat trees ranges theoretical threats, all of them might not occur which
depends on the situation. To estimate the likelihood for them to occur is the
next step, however this is not conducted in this thesis. In the next chapter the
accomplishment and evaluation of a Threat Tree Analysis at the Social
Department of the municipality of Ronneby will be described.
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7 Case Study
The extent of this chapter is a presentation of our analysis and following
evaluation achieved through qualitative interviews. A description of the
interview questions can be found in Appendix 1 and 2.

7.1 Description of the organisation
The organisation we have conducted our case study at, is the Social
Department of the municipality of Ronneby. It is divided into three subgroups,
the Financial Section, the Children’s and Family Section and the Custody and
Non-Institutional Care Section. There are totally about 40 employees working
at the Social department.

Figure 6: The organisation of the Social Department in Ronneby.5

The core-activity of the Social Department is to investigate reports and
applications directed to (IFO) Individual and Family Care to find out what
contributions are needed to be made for the client, e. g. institutional care or a
contact person.

                                                
5 Source: Own.

Municipality

Social Department

Financial Section Children’s and Family
Section

Custody and Non-
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Individual and Family Care
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The Social Department is using an administration system called ISOX, for
managing information about individuals who after the investigation are granted
aid. ISOX is a flexible system owned and taken care of by the company Nectar.
ISOX is used for all kinds of cases within social services. The system
administrator, Björn Petersson, functions as a contact person between Nectar
and his colleagues at the Social Department. The system has been in operation
since May 8 2000. Nectar is responsible for ISOX, and they are continuously
working with improving the security of the system, therefore this system is
excluded from our threat analysis.

The financial system used at the Social Department is called Device. When
e. g. social allowance is disbursed the calculations are made via ISOX, then the
disbursements are placed in a file and distributed through Device, with help of
a modem.

7.2 Synthesis of interviews
When conducting an interview with system administrator, Björn Petersson, it
became clear that the organisation had no information security policy, e. g. the
employees are allowed to bring laptops and cases home for work. Since the
Social Department is handling sensitive information about e. g. addicts, incest
cases and recipients of social assistance, the question of secrecy is important.
The employees have great consciousness concerning the secrecy of clients’
paper acts, but risks to lose valuable information due to lack of code of
practises.

The personnel have no education in information security, but decisions are
made when a situation comes, these decisions are however only verbal
agreements. This could endanger both the integrity and secrecy of the client. It
could also endanger the working place wellbeing and reputation, because of
misuse of the information. If information becomes public, then all employees
will feel responsible and guilty as well as receiving bad reputation in the eyes
of the society. Therefore information is a huge security concern.

Here below the identified resources are listed. This table is based on
[STGTK99], however the resources and threats are specific for the Social
Department of the municipality of Ronneby. These threats will be more
thoroughly treated in the Case Study. Note that the identified threats against
resources are theoretical threats – not actual.
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R-no. Resource T-no. Threat
R1 People T1 The employees might be

discontented with the employer or
current salary.

T2 Professional secrecy has not been
established with employee.

T3 Newly employed do not become
requisite educated in information
security.

T4 The employees do not
continuously become requisite
educated in information security.

T5 Employees are not aware of their
responsibilities when accessing or
handling the information.

T6 There are no established
responsibility or routine for
handling of incidents.

R2 Computers T7 System failure
T8 Theft

R3 Information T9 Professional secrecy has not been
established with employee.

T10 Newly employed do not become
requisite educated in information
security.

T11 The employees do not
continuously become requisite
educated in information security.

T12 Employees are not aware of their
responsibilities when accessing or
handling the information.

T13 Actions are not taken when
employment comes to an end.

T14 The employees are not aware of
risks and protection against
harmful software.

R4 Financial system T15 Software bug
T16 Forged disbursement
T17 The employees are not aware of

risks and protection against
harmful software.

R5 Administration system T18 Software bug
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T19 The employees are not aware of
risks and protection against
harmful software.

7.3 Our analysis
Since the Social Department does not have a security policy developed which
is communicated throughout the organisation, the following codes of practices
are of most importance make an overview of: Security policy, Security
organisation and Personnel security. Concerns about the network of the Social
Department is left for the ADP-unit, who is responsible for that area as well as
for their administrative system, ISOX, which the supplier Nectar maintains.

The analysis is not complete, but covers and gives a well-arranged model for
threats within organisation- and personnel areas. Our purpose is to find out
whether it is possible to create a Threat Tree Analysis, that is useful for
developing a policy for the municipality in Ronneby by using the SS 62 77 99-
1 standard.

The phases for developing a Threat Tree are firstly an identification of
resources, and then possible threats against the resources are found and added
to the tree. The process is repeated down the tree until the tree is done. System
administrator, Björn Petersson studied the tree, and nodes could be added or
changed by his ideas.
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7.3.1 Threat trees

Information Threat Tree
 Here follows a threat tree, constructed of identified threats against information,
in general, at the Social Department of the municipality of Ronneby. At the
first sublevel in the tree the information is divided into information that is
important and not important to the organisation. At the next level you can see
the different people that come in contact with the information. They are former
employee, employee and outsider, and they are the actors that could perform
the threats. Then depending on how the threat is performed it is divided into
the sub-threats Malicious Act, which is when an actor perform the threat
deliberately, and Human Error, which is when she/he makes it by mistake. At
the next level the threats are dependent on the actor, because different actors
have different access in the process and it is also dependent on if the threat is
made by mistake or deliberately. Then you can see the sub-threats, which are
explained more closely after the tree.
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Figure 7: Information Threat Tree
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1. Former employee’s password not deleted, due to no actions were taken
when employment came to an end and

2. S/he is logged in to the system and can now perform a malicious act.
3. Former employee knows recent employees and
4. S/he persuades them to let her/him into the system and can now perform a

malicious act.
5. The employees could due to incautious actions of information security

equipment, e.g. bring laptop with them home, cause a Disclosure threat, if
e.g. their children reads the information and tell their friends.

6. From the Internet downloaded shareware or freeware, which could contain
virus or Trojan horses.

7. If the employees are not aware of their responsibilities when handling
information, e. g. bring floppy with them home, they could cause a
Disclosure threat, if they e.g. loose the floppy.

8. Newly employed do not become requisite education in information
security, they could e.g. leave their computer on, over night, still being
logged on, this could cause an Integrity threat if e.g. the cleaning personnel
changes information in a file.

9. If they are not aware of risks and protection against harmful software, they
could e. g. download freeware containing virus or Trojan horses.

10. The employees do not continuously become requisite educated in
information security, because of this they do for example not know that
there is a new software version accessible and instead use an old version
without patches, which could crash and cause a Denial of Service (DoS)
threat.

As seen, all of these threats could cause a Denial of Service (DoS), Integrity or
a Disclosure threat, which could be devastating for the organisation, if e.g.
information about the clients reaches media.
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Social
welfare
board

Information during decision-making process threat tree
Here follows a threat tree, constructed of identified threats against information,
during the decision-making process, at the Social Department of the
municipality of Ronneby. Also in this tree you can see the different actors that
could perform the threats and the threats are dependent on the access the actors
have to the information and if it is made as a Malicious Act or as a Human
Error. The sub-threats are explained more closely after the tree.
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Figure 8: Information during the decision-making process.

1. A client could threat an employee so that s/he let her/him into the system
and

2. have a disbursement to an account performed or
3. S/he could persuade an employee, e.g. with a bribe, to let her/him into the

system and
4. have a disbursement to an account performed, and thus conduct a financial

crime.
5. An administrator could forge a social security number and
6. make a disbursement to an account performed or
7. S/he could achieve a real social security number and
8. make a disbursement to an account performed, and thus conduct a financial

crime.
9. A person might cause a leak of information, due to lack in knowledge of

their responsibilities when accessing or handling information, e.g. leave a
document at the bus.
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People Threat Tree
Here follows a threat tree, constructed of identified threats against people, at
the Social Department of the municipality of Ronneby. Also in this tree
different actors that could perform the threats could be seen. Even here the
threats are dependent on the access that the actors have to the information and
if the threat is made as a Malicious Act or as a Human Error. The sub-threats
are explained more closely after the tree.

Figure 9: People Threat Tree.
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1. Bribe employee to cause financial damage to the organisation or out of
greed.

2. Employee takes a bribe because s/he is discontented with the employer or
because s/he has a small salary.

3. Newly employed do not become requisite education in information
security, they could e.g. leave their computer on, over night, still being
logged on, this could cause an Integrity threat if e.g. the cleaning personnel
changes information in a file.

4. If the employees are not aware of their responsibilities when handling
information, e. g. bring floppy with them home, they could cause loss of
information, if they e.g. loose the floppy.

5. If the employees are not aware of risks and protection against harmful
software, they could e. g. download freeware containing virus or Trojan
horses.

6. The employees do not continuously become requisite educated in
information security, because of this they do for example not know that
there is a new software version accessible and instead use an old version
without patches, which could crash and cause a Denial of Service (DoS)
threat.

So as seen all of these threats could cause a Denial of Service (DoS), Integrity
or a Disclosure threat, which could be devastating for the organisation. If e.g.
an employee is bribed to sell information to the media or to delete a person
from the database, then all the employees will be under suspicion in the eye of
the public.
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Financial Threat Tree
Here follows a threat tree, constructed of identified financial threats, at the
Social Department of the municipality of Ronneby. Also in this tree different
actors that could perform the threats could be seen. Even here the threats are
dependent on the access that the actors have to the information and if the threat
is made as a Malicious Act or as a Human Error. The sub-threats are explained
more closely after the tree.

Figure 10: Financial Threat Tree.

1. An employee could as a Malicious Act conduct a forged disbursement, this
could be seen as an Integrity threat to the financial system, since the
information in the system is changed.

2. The employees are not aware of risks with and protection against harmful
programs. This could lead to that an outsider gain access to the system,
through e.g. a Trojan software. The outsider could then perform an
Integrity, Disclosure or a Denial of Service (DoS) threat to the system.

3. A programmer could implement a bug in the software, deliberately, as a
Malicious Act or by mistake, as a Human Error. This could imply a Denial
of Service (DoS) threat to the system, if e.g. the system crashes as a
consequence of this bug.
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Computer Threat Tree
This threat tree is constructed of identified threat against computers. Since
technical equipment is not our main focus in this thesis, as well as for
responsible areas of the ADP-unit and the supplier Nectar, threats against
computers are not deeply investigated.

Figure 11: Computer Threat Tree

Computers

Theft System failure
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7.3.2 And, Or-Trees
To show how threats can be related to each other, according to the logical
relation, a description of an AND- OR- Tree is presented below. This is
developed from the Information Threat Tree.

Figure 12: And, Or-Tree

Former employee has access to old password, is has not been deleted,
and s/he is logged in, on the system.
or

Former employee knows recent employees,
and s/he persuades a current employee to let her/him into the system.

1. No measures are taken when an employment ends, former employee’s
password is not deleted.
2. The personnel do not know what consequence negligence or deliberate
crimes against the security rules result in.

When the former employee has gained access to/is in the system, s/he could
perform a DoS (Denial of Service), an Integrity or a Disclosure attack.
DoS are when the information is inaccessible, Integrity is when the information
is changed and Disclosure is when an unauthorised person can read the
information.
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7.4 Evaluation of Analysis
A summary of the analysis results is presented followed by a brief evaluation of
analysis result. The evaluation questions are found in Appendix 2.

7.4.1 Summary of the analysis result
To verify the problem description a qualitative interview has been conducted
with head of department, Eira Bring and system administrator, Björn Petersson,
and here is a summary of the most important results from this interview.

When conducting a discussion about if the threats found were commensurate
with the Social Department’s picture of possible threats, it became clear that
the threats corresponded with their picture. However a wish for a more
concrete description of the threats were expressed, this wish could unfortunaly
not be fulfilled due to the time limit for this thesis.

By analysing the complexity through The Threat Tree Analysis, a focus on
what is needed to be done within the organisation is achieved. In the way of an
iterative projectwork that the Threat Tree Analysis was conducted in, all
employees were involved and generated a deeper understanding of the
organisation. This process motivated the personnel to further security work.

Through the discussion surrounding whether the structure of threats generated
by the Threat Tree Analysis, the respondents found it useful for obtaining a
better understanding of the organisation.

The respondents did not know of any other method used today in the
organisation and were of the opinion that it was difficult to find an alternative
method that could be better than the Threat Tree Analysis.

They also thought that it was a useful model for developing an information
security policy for the municipality in Ronneby, because it offered a helpful
schematic picture of threats. This increased the personnel’s’ understanding of
existing threats against the organisation.

7.4.2 Evaluation
The organisation has not established a security policy, which should give the
code of practice for how the work of information security will pursue within
the organisation. The employees are working along earlier experiences, with
great consciousness concerning the secrecy of clients’ paper acts. But through
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the evolution of information technology, there is a lack of knowledge in
information security.

The organisation does neither use a model for structuring threats nor a method
for collecting data. The respondent has a fairly lack of acquaintance of different
threats within information security and how to take actions.

Using the method Threat Tree Analysis; threats against resources at the
municipality in Ronneby are identified and put in a relation to one another.
This is a learning process together with the personnel at the Social Department,
which gradually gets their thoughts towards security thinking, and focus to
what is required. Through the structure of possible threats, the personnel
generates an understanding of the organisation and takes active part finding
commensurate threats within the Social Department. The problem area was
tested through an interview with head of department, Eira Bring and system
administrator, Björn Petersson. By this the Threat Tree Analysis was verified
to be useful for continuing towards developing a policy according to the SS 62
77 99-1 standard.
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8 Discussion
This chapter covers our own points of view and reflections regarding the thesis
as well as present directions for further work and review of our method used
for this thesis.

To fully understand the threats, not only do the sources of the threats need to be
examined; one must also examine the organisation, which is the prospective
target. The malicious threat to an organisation is often based on the
organisation’s image, or the organisation’s activities and associations. The
Social Department in Ronneby is handling very sensitive information
concerning clients’ and an examination of the target is needed to minimise a
potential loss. We believe the ability to find commensurate threats within the
organisation depend on personality of the system administrator.

As technology and computer systems become more complex, they are more
prone to have security holes. A network also enables quicker spreading of
problems such as computer viruses and undesirable messages, whether they are
intentional or not. These problems might cause certain mission-critical
resources to be unavailable and the personnel cannot fulfil their chores.

The Social Department does not have an alternative method to the Threat Tree
Analysis for structuring the threats today. Own experiences reveal that the
model might be too complex for this department to use due to the limited
familiarity in modelling threats in information security. Also, this is a learning
process that should continue throughout a long period of time. This to obtain a
deeper knowledge about threats at the Social Department but however we did
not have this time in the scope of the thesis. “Arbitrary Threat List” according
to [AMO94] could perhaps be a more suitable method to identify threats and
increase the consciousness of the personnel within the Social Department. This
depends on the situation, the type of organisation and the developers' skills in
modelling threats. Both of these methods are general and suitable for other
kinds of organisations than the municipality in Ronneby, but it is entirely up to
the developers do decide which method is the more appropriate for the
organisation, as well as according to their previous knowledge.

The first impediment is the organisation’s unwillingness to place money in
increasing information security. Usually, the management is not aware of the
threats and costs of loosing information and it is most difficult to convince
them of the importance of security awareness. And that co-operation between
technical solutions and a security policy is necessary to obtain information
security. Another difficulty is for the developer and customer to understand
each other’s work and speak the same level of language. Several of the
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employees are neither interested in computers nor aware of the risks of
information security, which is a problem that needs to be solved by different
levels of education.

One can question the standard of SS 62 77 99-1 used in this thesis, whether it is
the pre-eminent solution for this type of organisation or not. It might be
interesting to investigate other standards and overlook the standards applied in
the third part organisations connected to the Social Department at the
municipality in Ronneby. A useful solution should be to try to aim for the same
goals of security throughout the organisation including third parties.

The situation that the system administrator is a key person of the Social
Department represents a very serious risk for the organisation. It is only this
person who has the access to the entire system and knowledge in its
weaknesses and capabilities, which is a huge vulnerability for the organisation.

8.1 Further Work
Due to lack of time we could not penetrate so deeply into the threat analysis, as
we would have wished to. Suggestions for further work might be to develop the
threats we have found, to se if they have yet unidentified sub-threats. We have
focused on threats against the organisation and personnel at the municipality in
Ronneby, which implies that the identification of threats against the other
resources of the organisation is not complete. One should also overlook other
codes of practices, explained in chapter 5, towards developing a policy, to
achieve information security.

Another suggestion for further work might be to place likelihood and
consequence of the threat to occur, to find out which of these that constitute
actual threats against the organisation. Different organisations meet different
situations and probabilities for a threat to become a risk. By the knowledge
from these estimations, the possibility to determine which countermeasures
needs to be inserted and where, is a part of a continuing risk analysis.

Error is by the most common threat against an organisation’s resource. Human
error involves authorised users making mistakes that cause losses. Mistakes
cost a company time and money, might be through a bad reputation or trust.
Instead of limiting the user’s authorisations one can invest in the most cost-
effective security program available: education. When users know how to use
the systems that they are expected to utilise, they are less likely to make
mistakes. They become more productive as well as engaged. When users
understand the importance of security, how to use it, and where to report
suspected violations, they can do a great deal to reduce the risk for the
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organisation. Important to remember is that the education is an ongoing
process, new users need training and trained users need reminding, especially
when new technologies or processes are introduced. Engaged employees and
good public relations can be the greatest tool to minimise malicious threats.

A future security organisation needs to be formed to reduce the vulnerability of
a key person in the organisation.

8.2 Method Review
Due to the scope of our thesis, the iteration between respondent and system
administrator could not be repeated for as long period of time as necessary, for
a good modelling result. Lack of earlier, practical experiences from modelling
threats restrained us from creating a thorough Threat Tree Analysis, which
would have been an advantage for our case study.

The qualitative questions put to system administrator Björn Petersson might
have been difficult to interpret, due to a general point of view out of the SS 62
77 99-1 standard. The meant discussion did not take place or was perhaps too
trivial and thin. It should be observed that the literature of the used method
Threat Tree Analysis is based on only one single book of literature.
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9 Conclusions
In this chapter, a discussion around the results of the analysis and the first step
towards a security policy is presented as well as the expression of our
acknowledgements.

9.1 Conclusions
A Threat Tree Analysis is presented in this thesis. We have investigated
whether this model is a suitable model for developing a security policy for the
municipality in Ronneby by using the SS 62 77 99-1 standard.

By analysing threats you achieve knowledge in from whom you need to secure
the information and where the optimal placement of countermeasures to thwart
these attackers can be found. By continuously performing this analysis an
answer for how long the information is secure is attained.

Threat trees provide a formal methodology for analysing the security and
provide a way to think about security, to capture and reuse expertise about
security, and to respond to its changes. Security is not a product – it is a
process. Threat trees form the basis of understanding that process.

The result from the interviews with system administrator, Björn Petersson and
head of department; Eira Bring, showed that the threats found corresponded
with their picture of possible threats at the Social Department. It is a useful
model for the first step towards a successful development of a policy,
according to the SS 62 77 99-1 standard.

According to the numbers of 79 % insiders presented in the background
chapter, can by the organisation be controlled by increased security awareness.
Individuals who have access and are authorised to use the system cause human
error. These are internal users so internals processes are required do minimise
these losses. Educating users can reduce human error. Education needs to be
comprehensive in that way that the users need to know how to protect the
information for which they are responsible. Education needs to be a priority – it
should be made part of every employee’s review process.

A policy cannot however alone ensure information security. For an
organisation to achieve information security, a co-operation between the policy
and the technical solutions is needed. The management also has to be
committed to, and have a general view of the security work, to be able to
stimulate the employees for the security work. Otherwise all the employees
might not observe the policy within the organisation. It is also important to
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remember that security is a process, the threat picture is always changing, and
the threat analysis needs to be continuously updated.
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12 Appendices

12.1 Appendix 1
These question areas are constructed from the BS 7799 software (Swedish
translation called SS 62 77 99-1), which serves as a foundation for the
interview with system administrative, Björn Petersson.

1. Discussion around codes of practices concerning information security
within the organisation.

2. Discussion concerning the condition around rules and routines.
3. Discussion around the responsibilities concerning information security.
4. Discussion surrounding the actions taken upon new employment, e.g. credit

report, professional secrecy.
5. Discussion concerning requisite education for employees in information

security.
6. Discussion about employees awareness of threats against information

security and responsibilities when handling information.

12.2 Appendix 2
Questions for interview with Björn Petersson and Eira Bring.

1. Discussion about threats found are commensurate with the Social
Department’s picture of possible threats?

2. Discussion about threat/s derived from this threat?
3. Discussion about relation between threats e. g. a conjunctive or disjunctive

relation?
4. Mode of procedure for how to analyse the complexity to get focus on what

needs to be done?
5. Discussion surrounding the Threat Tree Analysis and whether the structure

is useful for understanding the organisation better?
6. Discussion surrounding an alternative method to Threat Tree Analysis.
7. Discussion surrounding whether Threat Tree Analysis is useful for

developing an information security policy for the municipality in Ronneby
by using the SS 62 77 99-1 standard.


