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ABSTRACT 

 

The demand for ubiquitous networks has pushed the designs of networks all the way. The 

requirement for access point to be integrated into IEEE 802.3 standard and other networks 

has always been a sore point in the limitation of wireless coverage of IEEE 802.11 standard 

networks. Wireless Mesh Network (WMN) is expected to be the future of the next generation 

wireless network. It is experiencing a fast growing development due to its attractive features 

which includes high reliable connectivity, easy deployment, self healing, self configuring, 

flexible network expansion etc. Hence the mobility of the WMN nodes has been of 

paramount importance, which would make it independent of wired infrastructure and flexible 

interoperability with various networks and devices. The requirements like mobility, 

transparency etc. have led to the amendment of the WMN standard by the Institute of 

Electronics and Electrical Engineering (IEEE) 802.11 Working Group (WG), Task Group 

(TG) “S. 

The IEEE 802.11s standard tackles these issues by its operation on layer 2 of Open Systems 

Interconnection (OSI) reference model and creates a transparent IEEE 802 broadcast domain 

that supports any higher layer protocol. In our work we give the evaluation of the upcoming 

IEEE 802.11s standard based on its features some of which include routing at layer 2 and 

medium access control to enable its design and implementation in the existing mesh frame 

work of Communication Research Labs (CRL) using the proposed IEEE 802.11s routing 

protocols with focus on RA-OLSR and HWMP. We concentrate on how to integrate these 

features into the existing CRL‟s C-CORE which runs other layer 3 routing protocols and 

complex functions as Application Programming Interface (API) modules. 

The implementation of the IEEE 802.11s standard creates major challenges as we have to 

create a roadmap on integrating the new wireless kernel interfaces like the nl80211, cfg80211 

and the Wireless Extension (Wext) into the CRL‟s C-CORE framework for communication 

between user space and kernel space, especially taking into consideration of the existing HAL 

and madwifi wireless drivers of the CRL‟s framework.  

To support the evaluation of the features like the layer 2 routing and the modified MAC 

performance, we compare results of the CRL‟s real time mesh network test with our 

simulation result of the IEEE 802.11s standard using the Qualnet 4.5 simulator with focus on 

the basic network parameters like delay, jitter and throughput. The comparison shows that the 

CRL‟s network has higher throughput running its existing layer 3 protocols. The analysis also 

proves that the 802.11s is flexible, scalable and efficient in delivering multi hop capabilities 

to clients that cannot afford the deployment time or the cost for wired networks that use 

access points. 

With the complete integration, of the 802.11s standard specifications the CRL‟s C-CORE 

framework can be much more capable of supporting more diverse network scenario 

deployments.   

 

 

Keywords: IEEE 802.11s, Wireless Mesh Network, RA-OLSR, C-CORE, HWMP, IEEE 

802.3, WLAN 
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DEFINATIONS  
 

1. Link Metric - A criterion used to characterize the performance/quality/eligibility of a 

mesh link as a member of a mesh path. A mesh link metric may be used in a 

computation of a path metric. 

2.  ISO – International Organization for Standardization is an international-standard-

setting body composed of representatives from various national standards 

organizations 

3. Mesh Station - Any IEEE 802.11 entity that contains an IEEE 802.11–conformant 

Medium Access Control (MAC) and Physical Layer (PHY) interface to the Wireless 

Medium (WM), that is within a WLAN Mesh, and that supports WLAN Mesh 

Services.  

4. Mesh AP - Any Mesh station that is also an Access Point. 

5. Mesh Point Portal - A point at which MSDUs exit and enter a WLAN Mesh to and 

from other parts of a DS or to and from a non-802.11 network. A Mesh Portal can be 

collocated with an IEEE 802.11 portal.  

6. Mesh Link - A bidirectional IEEE 802.11 link between two Mesh Stations.  

7. Mesh Path - A concatenated set of connected Mesh Links from a source Mesh 

Station to a destination Mesh Station.  

8. Mesh Path Selection – The process of selecting Mesh Paths.  

9. Mesh Topology – A graph consisting of the full set of Mesh stations and Mesh Links 

in a WLAN Mesh.  

10. Mesh Neighbor - Any Mesh station that is directly connected to another Mesh station 

with a Mesh Link.  

11. Mesh Unicast - Frame forwarding mechanism for transporting MSDUs to an 

individual Mesh Station within a WLAN Mesh.  

12. Mesh Multicast - Frame forwarding mechanism for transporting MSDUs to a group 

of Mesh Stations within a WLAN Mesh.  

13. Mesh Broadcast - Frame forwarding mechanism for transporting MSDUs to all Mesh 

Stations within a WLAN Mesh. 

14. OSI model - A layered description for communications and computer network 

protocol design 

15. Path Metric – Criterion used for Mesh Path Selection 

16. WLAN Mesh – A WLAN Mesh is an IEEE 802.11-based WDS which is part of a 

DS, consisting of a set of two or more Mesh Stations interconnected via IEEE 802.11 

links and communicating via the WLAN Mesh Services. A WLAN Mesh may support 

zero or more entry points (Mesh Portals), automatic topology learning and dynamic 

path selection (including across multiple hops).  

17. WLAN Mesh Services – The set of services provided by the WLAN Mesh that 

support the control, management, and operation of the WLAN Mesh, including the 

transport of MSDUs between Mesh Stations within the WLAN Mesh. WLAN Mesh 

Services supplement DSS (Distribution System Services).  

 

http://en.wikipedia.org/wiki/International_standard
http://en.wikipedia.org/wiki/Standards_organizations
http://en.wikipedia.org/wiki/Standards_organizations
http://en.wikipedia.org/wiki/Standards_organizations
http://en.wikipedia.org/wiki/OSI_model
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AODV Ad-hoc On-demand Distance Vector 
AP Access Point 
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AS Authentication Server 
BPSK Binary Phase Shift Key 

BRP Border Resolution Protocol 

BSS Basic Service Set 

CCK Complementary Code Keying 
CCW Channel Coordination Window 

CLI Command Line Interface 

CPU Central Processing Unit 
CRC Cyclic Redundancy Check 

CRL Communication Research Laboratory AB 

CSMA Carrier Sense Multiple Access 

CTS Clear to Send 
DA Destination Address 

DSR Dynamic Source Routing 

DTIM Delivery Traffic Indication Message 
EDCA Enhanced Distributed Channel Access 

EEPROM Electrically Erasable Programmable Read-Only Memory 

ESS Extended Service Set 
FCS Frame Check Sequence 

FDR Frame Delivery Ratio 

FHSS Frequency Hopping Spread Spectrum 

FRP Fisheye Routing Protocol 
GAB Global Association Base 
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HWMP Hybrid Wireless Mesh Protocol  
IE Information Element 

IEEE Institute of Electrical and Electronics Engineers 

I/O Input  Output 
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LAN Local Area Network 
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1 INTRODUCTION 
 

With its increasing demand, Wireless Mesh Networks (WMN) have continued to be the Wireless 

Network Industry and the Academia‟s point of central focus because of its overwhelming 

advantages it offers to network range extension, resilience, fault tolerance and its high bandwidth 

capabilities. Wireless mesh networks allow IEEE 802.11 standard networks to extend their reach 

to other areas that are beyond the traditional WLAN technology. With these advantages it gives 

rise to a host of use cases like, residential, office, community, campus, public safety and the 

military to mention but a few. 

In today‟s WLAN technology, the IEEE 802.11 networks operate in infrastructure mode. In this 

mode, all the data transfers have to go through an access point connected to the external network 

with an IEEE 802.3 link (e.g. Ethernet cable) before it can obtain access to an external network. 

In the case of ad-hoc networks, the stations communicate directly with themselves in the ad-hoc 

mode with no access point present and these ad-hoc stations do not access an external network. 

The limitation of the centralized access and non flexible access in the infrastructure mode make 

the demand for cheap, infrastructure–less and deployments to increase due to diverse deployment 

scenarios. From our assessment, WMNs can effectively solve the problem of dependence on the 

wires by the Access Point (AP) by giving nodes the capability of accessing the external networks 

through Mesh Stations that are in a wireless distribution system or wireless backbone and not 

necessarily physically connected to an external network [1]. 

WMNs can have a large number of nodes within a coverage area of the same mesh station hence 

forming a multi-hop wireless network. Therefore Mobile Ad hoc Networks (MANET) routing 

protocols has been used in WMNs to select routes within and to an external network. Routes to 

an external network go through a Mesh Point Portal (MPP) with gateway functionality. The 

routing protocols include Ad hoc On-Demand Distance Vector routing (AODV), Optimized Link 

State Routing (OLSR), Temporally-Ordered Routing Algorithm (TORA), Tree-Based Routing 

(TBR), and Dynamic Source Routing (DSR) etc. [1]. These capabilities of WMNs are being 

maximized in 802.11s where the routing is done on layer two of the Open Systems 

Interconnection Reference Model (OSI Model). Here it combines the link metric and the routing 

function to make data delivery much more nimble and faster and less congested with the 

management frames as decisions are made promptly.  

Different Vendors have come up with proprietary off the shelf mesh products and solutions but 

the academia and the industry has been working on the IEEE 802.11s draft to create an 

interoperable standard for all vendors. Some of the capabilities of the draft could be analyzed 

through the use of simulation tools like the Qualnet 4.5. Qualnet 4.5 software contains a 802.11s 

suite built and designed by Scalable Network Technologies (SNT), USA. 

 

This Master‟s Thesis was assigned by Communications Research Laboratory (CRL) in Kalmar. 

CRL Sweden offers the state of the art in Mesh Networking Software Technology for Wireless 

Communications with customized services for development and integration to meet specific 

needs of companies. 
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1.1 Scope of the thesis   
 

The standardization of WLAN Mesh Networks in the IEEE 802.11s is an ongoing work as at the 

time of writing this thesis. The standard shall create framework that will enable   interoperability 

of Wireless Mesh Networks. The IEEE 802.11 is a family of standards where each member is 

characterized by a distinguishing peculiarity. These unique peculiarities might be data rate, 

security, quality of services (QoS), mobility (Multi-Hop Routing) etc. The scope of this work is 

the evaluation of the design and implementation of the pre IEEE 802.11s Mesh Station with 

Radio Aware – Optimized Link State Routing Protocol. Therefore, our aim of this work is to find 

the roadmap for an integration of IEEE 802.11s capabilities especially the multi-hop routing on 

layer 2 of the OSI model into C-CORE routing framework.   

Our evaluations and referrals will be done on the basis of the present draft standard D2.07 

January 2009. The unique question we will be tackling would be how to implement the OLSR 

being a layer 3 routing protocol on the MAC layer of the C-CORE framework since the draft 

standard stipulates routing in layer 2. 

 

1.2 Problem Statement, Research Questions, and Main Contribution 

 
The challenges posed by different network sizes and environments led to the rapid growth in 

wireless mesh network research. Many wireless network vendors have grappled with these 

demands for network expansion, in their own solutions creating different network interface cards 

that use different modulation techniques and different routing protocols [7]. All these proprietary 

solutions create an environment where interoperability is impossible, hence the 802.11s task 

group „S‟ are working on developing a unifying standard to solve the issue of interoperability.  

The present draft standard of 802.11s task group includes a mandatory routing protocol HWMP 

which all vendor devices must implement to ensure interoperability. The draft standard also 

includes an optional routing protocol RA-OLSR and provision for vendor specific OUI where the 

vendor could still use its proprietary protocols for unique environments.  

Routing protocols specified by this standard operate on link layer using MAC address and radio 

aware metric for packet delivery, this generates another challenge as most vendors are still 

routing their packets in the network layer. The existing CRL C-CORE routing framework which 

already has basic MANET routing capabilities also operates on network layer using Internet 

Protocol (IP) for packet delivery. In order to enable the design and implementation of 802.11s in 

the C-CORE routing framework to route information on data link layer, the C-CORE must be 

modified to implement the mandatory HWMP or RA-OLSR as stipulated in the standard. With 

these, different questions come up;  

 What demands are to be met at the MAC layer to support a layer 3 routing protocol?  

 How can topology information be sent according to the standard?  

 How mature is the IEEE 802.11s standard and if it could be adopted by the industry?  

 How can one implement the 802.11s in a generic way with vendor specific algorithms? 

 What solutions can be given to solve the inherent spatial problems as regards to the 

difficult radio environment in wireless networks which include the hidden and unaware 

station problems? 
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  How to integrate the use of an optional layer 2 routing protocol the RA-OLSR into the 

CRL‟s C-CORE routing framework? 

While solving these questions our main contribution of this work includes;  

 Critical analysis of the differences between the OLSR and RA-OLSR packet formats.  

 Investigation of the procedures required to integrate 802.11s multi-hop routing 

capabilities into the C-CORE routing framework,  

  Comparisons of the real life test result from CRL‟s C-CORE mesh configuration 

network and 802.11s network with HWMP routing protocol using the Qualnet 4.5 

simulator.  

 

1.3 Thesis outline 
 

This thesis work is organized as follows:  Chapter 2 introduces some work as a state of art and 

motivation for research with solutions proffered. Chapter 3 explains the 802.11 family of 

standards and also focuses on the IEEE 802.11s. Then we also will go through the Wireless 

Mesh Architecture. In chapter 4, we will analyze and review the routing protocols which include 

OLSR, AODV, Zone Routing Protocol (ZRP), Hybrid Wireless Mesh Protocol (HWMP), and 

Radio Aware – OLSR (RA- OLSR). In chapter 5, we shall explain briefly the C CORE test 

framework, and also explain and present experimental results, discuss industrial related problems 

especially as regards implementation. Chapter 6 presents the simulation and real life test result 

analysis and comparisons. Finally Chapter 7 concludes our work and suggests a future work.  
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2 BACKGROUND AND THE STATE OF ART 
 

In this chapter we provide the background information and the state of art, we also give an 

update on the draft standard review, generic implementation of routing protocols and topology 

information dissemination. 

 

2.1 Background  
 

IEEE 802.11 is a generic name for the various WLAN standards such as 802.11a, b, g, e, n, s etc. 

The 802.11 standard has always been enhanced with the ultimate goal of improvements in terms 

of data rate, throughput, mobility, QoS, Security etc. With these criteria, all the standards have 

different design goals and focus.  

The Institute of Electrical and Electronics Engineers (IEEE) specifically defines 802.11 

technologies at the physical layer and the MAC sub-layer of the Data Link layer [16]. By design, 

the 802.11 standard does not define relationships with the upper layers e.g. application, transport, 

session layers but pays more attention to the sub-layer in the MAC and the PHY-layer. Therefore 

the various standards emanate from the works of the MAC task group and the PHY task group 

[12] which developed three physical layer specifications infra-red (IR), Frequency Hopping 

Spread Spectrum (FHSS) and Direct Sequence Spread Spectrum (DSSS) [12]. These physical 

layer specifications operate at different frequency bands (2.4, 3.6 and 5Ghz) with modulation 

techniques like Orthogonal Frequency Division Multiplexing (OFDM), Binary Phase Shift Key 

(BPSK) and also media access methods like Carrier Sense Multiple Access/ Collision Avoidance 

(CSMA/CA). These are the key information for the manufacturing of different radio cards.  

The basic spatial problems like the hidden station problem in a wireless medium also affect 

wireless mesh networks. The main issue of the mechanism where a hidden station does not sense 

the transmission of another meanwhile trying to send packets or frame, hence causing a serious 

degradation of the signal quality or increasing signal to interference or noise ratio. 

IEEE 802.11 makes use of the handshake mechanism where the station A sending a data frame 

to the station B would first send a “request to send” (RTS) frames. Its duration field sets the 

Network Allocation Vector (NAV) of the surrounding stations around the sending station to the 

duration of the intended sending frame exchange sequence. Hence if B receives the frame, it 

replies by a “clear to send” (CTS) frame. The station B also sets the NAV of the surrounding 

stations therefore any station that receives the RTS or CTS stops sending a frame knowing that 

the medium is busy. 

 

Enhanced Distributed Channel Access (EDCA) 
 

The Enhanced Distributed Channel Access (EDCA) is a distributed, contention based medium 

access mechanism. It is an extension of the Distributed Coordination Function DCF. EDCA is 

the default and mandatory Medium Access Control (MAC) function for all mesh stations in the 

802.11s draft standard. It provides MAC QoS enhancement introduced by 802.11e. In EDCA, 

stations access the wireless Medium Using 8 different user priorities [8]. This means that packets 

forwarded by the stations are assigned priority values before access into the MAC based on the 
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information they carry. These packets are then mapped into four different categories called 

Access categories (ACs) implemented in EDCA which include:  

 Voice    

 Background 

 Best Effort 

 Video 

An AC has a specific parameter set that defines its probability to access the Wireless Medium 

(WM). A detailed introduction, analysis and simulation results of EDCA for single hop networks 

can be found in [8]. Since EDCA was designed for single hop networks, it has inherent problems 

like in the case of high load, EDCA devices throttle themselves as unsuccessful transmission 

leading to increasing contention window sizes and making EDCA less efficient in high medium 

usage. Another drawback for EDCA is that the devices have no means of cooperation. The 

device that is at the edge of the WMN detects the WM significantly more often as idle compared 

with devices in the core of the WMN. Thus, without feedback, the mesh station at the edge can 

easily congest its neighbor. In cases like this 802.11s defines where higher layer protocols like 

TCP provide rate control [9]. EDCA being an extension of the DCF still uses the basics of 

sensing i.e. virtual and physical carrier sense to ensure that other stations not authorized to 

transmit does not interfere with ongoing transmission. 

  

Mesh Coordinated Channel Access (MCCA)  
 

Mesh Coordinated Channel Access (MCCA) is an optional access method that allows mesh 

stations (STAs) that support MCCA to access the WM at selected times with lower contention 

than would otherwise be possible. Though the standard does not require all mesh STAs to use 

MCCA, it can only be setup among mesh STAs that operate on the same channel and that are in 

MCCA enabled mode. Since this is not a mandatory access method, some non-MCCA enabled 

devices may impact on the performance of the method since they don‟t respect the reservations.  

MCCA uses management frames to ascertain a succession of target transmission starting times 

and durations which are called Mesh Coordinated Channel Access Opportunities (MCCAOPs), 

between an MCCA sender and one or more MCCAOP responders. Using MCCA frames in the 

medium, MCCAOPs are advertised in a neighborhood around the sender of the MCCAOP and 

responders. When mesh STAs that support MCCA receive this frame, they understand 

immediately that the medium is busy and they refrain from sending out the frames that would 

cause interference in the medium until the MCCAOP period is over. These MCCA capable 

stations access the wireless medium during these opportunity windows using Hybrid 

Coordination Function (HCF) contention-based channel access (EDCA) [9]. 

 

2. 1.1 History of IEEE 802.11s Standard 
   

The IEEE 802.11s draft standard has gone through a lot of upgrades. It started as a study group 

of the IEEE 802.11 in September 2003. It became a task group in July 2004. A call for 

proposal‟s but mergers and elimination of these proposals reduced the number to two and these 

two the “See-Mesh” and the “Wi-Mesh” proposals were merged in January 2006 to form the 

initial Draft D1.01 after a unanimous confirmation of vote in March 2006. This draft has so far 

evolved through Draft 1.00 to Draft D2.00 in September 2008. A lot of changes have been made 
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in the process and at the time of writing this thesis we are working with Draft 2.07 of January 

2009. The draft D2.00 failed to reach approval through a letter ballot on September 18
th

 with 

61% approval though 75% was needed to pass. There is an overwhelming confidence in the 

industry that the latest draft will pass the 75% approval to become a standard in 2009 [10]. 

  

2.1.2 Generic implementation of routing protocols 

  

In recent draft D2.07, provisions have been made to implement vendor specific routing 

algorithms though maintaining the HWMP as the vendor neutral routing algorithm.  The draft 

standard includes mesh configuration element which can be used to advertise mesh services. The 

element to be transmitted by mesh station is contained in beacon and probe response frames.  

Table 1 presents the Active Path Selection Protocol Identifier as prescribed by mesh 

configuration element showing the Organizational Unique Identifier (OUI) and their 

corresponding values. The draft specifies that mesh stations support one or more path selection 

protocols and one or more path metrics. However, only one path selection protocol and one path 

metric shall be active in a particular Mesh Basic Service Set (MBSS) at a time. 
 

Table 1: Path Selection Protocol Identifier Values 

OUI VALUE MEANING 

00 – 0F – AC 0 
Hybrid Wireless Mesh Protocol 

(Default Path Selection protocol) 

00 – 0F – AC 1 – 254 Reserved for Future Use 

Vendor OUI 0 – 255 Vendor Specific 

 

Hence in a generic way the vendor could choose to use any of the Routing Protocols by making 

active only one value between 0 – 255 of the Vendor Organizational Unique Identifier (OUI) of 

the RA-OLSR routing protocol and would like to make the following suggestions to be able to 

adapt the protocol to work in CRL‟s routing framework. The standard has made provisions in the 

Mesh Configuration Element options for Active Path Selection Protocol Identifier and Active 

Path Selection Metric Identifier. In both cases we have options in the field called the OUI – 

Organizational Unique Identifier to include vendor specific that has a value set between 0 – 255. 

We have to take into consideration that RA- OLSR uses MAC addresses instead of IP addresses 

making it possible to using the OLSR protocol in the MAC layer. This is an absolute 

requirement. In our case of the framework, we have to see how we can modify this in the 

protocol algorithm. Hence we don‟t have to bother with the IP addresses or routing in Layer 3. 

Also we have to deviate from the original Hop count metric used in the standard OLSR since this 

was only useful with layer 3 information.  

As another requirement we need to include in the mesh data frame a radio aware metric in the 

topology control messages. For the legacy stations i.e. the IEEE 802.11 station that doesn‟t have 
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mesh capabilities, each Mesh Access Point (MAP) would have to maintain a local association 

base (LAB). It contains a list of all the IEEE 802.11 stations that are associated with this MAP, 

hence acting as a proxy. 

 

2.1.3 Topology information dissemination 
 

There are two distinctive approaches towards network discovery: an active approach and a 

passive approach which will result in basic network connectivity between the nodes in the 

network [11]. Topology information is sent by the Mesh station that is selected as the MPR and it 

periodically broadcast topology control (TC) messages in order to distribute its link state 

information. The TC messages contain a list of neighbors of the originating node. An advertised 

Neighbor Number is associated with the neighbor list making it possible to detect outdated TC 

information. A Mesh Station stores the information received from TC messages in the Topology 

set. The fish eye state routing (FSR) can be used as an optimization of the dissemination of the 

topology control messages for sending out link state information. To achieve this, FSR stipulates 

that the TTL is set in alternates from 2, 4 and the maximum. Finally all TC information stored in 

the repositories such as the topology set has an expiration time frame associated with it to make 

it robust against the loss of the RA – OLSR routing Control messages. 

 

1. Use the CRL existing link metric in place, the Receive Signal Strength Indicator (RSSI) 

of the airtime link metric as the radio aware metric since this is used as a good plug-in in 

the C Core framework. 

2. Include a metric field in  the topology information 

3. A FSR to be introduced to enhance optimal topology information dissemination for 

frequency control of the link state information. 

- A periodic link state exchange with only neighbors instead of event triggered 

 

The OLSR handles the neighbor sensing, Multipoint Relays (MPRs) detection, MPR declaration 

and routing tables, a brief explanation of the process is given as follows: 

Neighbor sensing: Each mesh station periodically broadcast a hello message that are not 

forwarded Time to live (TTL=1), this allow each mesh node to learn its 2-hop neighborhood, 

also each mesh station advertises its willingness to forward packet in hello message.  OLSR 

stores the local neighborhood information in several repositories such as the link set, neighbor 

set and 2-hop neighbor set. 

Each mesh station selects its MPR independently based on the received information about its 2-

hop neighborhood. The selected MPR is stored in the MPR set. 

Neighbors that were selected as MPR by the mesh station will have the link status indicating the 

MPR selection in hello messages, this information is used to identify the mesh station that 

selected it as MPR, these mesh stations are called mesh selector and are stored in the MPR 

selector list.  

Message type (hello): The Hello Message contains the following message format HTime, 

willingness, Link code, Link Message Size a list of all neighbors interface information. 
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The MPR is used to send a broadcast message throughout the entire wireless network with 

respect to the default forwarding algorithm. The MPR solve the problem of routing overhead in 

proactive link state routing protocol for wireless mesh network. 

MPR declaration (Topology Control): The MPR selected mesh station periodically broadcasts 

Topology Control (TC) messages to distributes its link state information within the wireless 

mesh network. The message contains the list of neighbors of the originating node. A TC message 

is also sent when a change to the MRP selector set is detected.  The TC message is stored in the 

topology set on the mesh station. 

 

2.2 The state of the art 

 
Many simulation and analysis works in respect to different routing protocols used in wireless 

mesh networks have been done. Most of these protocols are the same for MANETS which 

include AODV, OLSR, DSR, and TORA. In the same vein since the routing is done in layer 2 

different metrics have been proposed to be used to monitor optimal paths for data delivery. In 

[2], the airtime-based path selection has been analyzed in focus with the RA -OLSR. In [3], the 

IEEE 802.11s MAC Fundamentals have been discussed especially regarding to the physical 

layer. It explains the basic problems of the present 802.11 MAC and also highlights the 

engineering objectives of the present IEEE 802.11s and why this new extension fits more into the 

harsh radio environment of wireless mesh networks. Also in [3] Guido R. Hiertz et al explain the 

basic medium access control in 802.11s with the use of various mechanisms like the clear 

channel assessments, energy detection, virtual and physical carrier sensing, and collision 

avoidance mechanisms.  

Azzedine Boukerche et al introduce “A Self –X Approach to OLSR Routing Protocol in Large-

Scale Wireless Mesh Networks” [1] which proposes a new approach to design, management and 

evolution of communication and computing an architecture that provides self-organization for 

OLSR. They deploy software agents which acquire information concerning the overall network 

hence monitoring and discovering network density between mesh routers. Based on their results 

obtained this self configuration method shows increase in throughput and improves the delay and 

packet delivery of the overall network, when compared to the original OLSR protocol. 

The uniqueness of IEEE 802.11s ability as a layer 2 architecture is based on a default link metric 

“the airtime link metric” which may be used by a routing protocol to identify an efficient radio-

aware path. In [4] Qiang Shen and Xuming Fang proposes a new link metric, the multi-metric 

(MM) which takes into consideration the interference and mesh stations transmitting capability 

based on residual bandwidth, frame delivery ratio (FDR) and the mesh station‟s load. In [2] 

Thomas Aure and Frank Li explains more on how the air time metric can be implemented and 

deployed to provide an improved multi-homed OLSR network with load balancing. In [5] Ming-

Xin Hu and Geng-Sheng analyzes the performance of the IEEE802.11 networks based on delay 

and throughput with focus on a tree-based topology scenario like the hybrid wireless mess 

protocol (HWMP). They propose a model for different packet arrival rates of mesh stations and 

mesh access points and derive average throughput and average end-to-end delay. 

 Finally in [6] Luca Tavanti, Davide lacono et al have created a prototype to make an actual 

implementation of a 802.11s station based on their existing hardware and open source software. 
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Their prototype in [6] gives a good example of the design issues that could be faced in the 

physical implementation of the IEEE802.11s wireless mesh network and also gives a good 

framework showing a simple architecture of the implementation. 
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3 IEEE 802.11 STANDARD 

 

This chapter gives insight into IEEE 802.11 standard, we describe the overview of the IEEE 

802.11 family and the architecture design of wireless mesh network (802.11s) based on the 

current draft standard. 

 

3.1 Overview of the IEEE 802.11 family 
 

The 802.11a amendment was ratified in 1999 [12]. This amendment specifies that 802.11a radios 

transmit in three different 100 MHz unlicensed frequency bands in the 5 GHz Unlicensed 

National Information Infrastructure (UNII) range which is a less crowded band. These devices 

support data rates of up to 54 Mbps. It uses the OFDM for its modulation. 

The 802.11b amendment was also ratified in 1999 [12]. The radios operate in the Unlicensed 2.4 

to 2.4835 GHz Industrial Scientific and Medical (ISM) Band. The devices support data rates of 

up to 11 Mbps due to the modulation technique used. The modulation technique is the 

Complementary Code Keying (CCK) using the phase properties of the RF signal [12]. 

The 802.11g was ratified in 2003. The main goal was to achieve greater bandwidth but remain 

compatible to the 802.11 MAC. Here the Extended Rate Physical - OFDM (ERP-OFDM) is used 

as the modulation technique to achieve data rates of up to 54 Mbps. 802.11g‟s aim was also to 

maintain backward compatibility with earlier standards. 

As aforementioned above, other standards have different design goals like the 802.11s which has 

mobility and multi-hop design focus and capabilities. The family of standards all strives to solve 

specific issues in wireless networks. 

  

3.2 Wireless Mesh Networks – 802.11s 
  

With the design goals of 802.11s taken into consideration, the networks described in our thesis 

work make use of layer 2 path selection and forwarding which implies that routing is done at link 

layer. Before we progress further into path selection, we need to establish the basic architecture 

of wireless mesh networks with respect to the Mesh Basic Service Set (MBSS) model and also 

taking into consideration that this mesh station operates in tandem with other non- mesh 

compliant devices. 

Most of the Wireless Local Area Networks (WLAN) today has a clear distinction between 

network infrastructure devices like Access Points (AP) and devices that connect to the network 

infrastructure device to access the resources which could be gaining access to the internet or 

printing on a network printer to mention but a few [13]. Access points being the most common 

type of network device are usually connected to a (802.3) wired network and provide wireless 

connectivity to the client users. Client users are simply 802.11 stations (network devices with 

network interface cards (NICS) with 802.11 specifications) or legacy stations that must associate 

with an AP to gain access to the network [13]. An illustration is given in Figure 1.  
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Figure 1: Basic 802.11 deployment model (Infrastructure Basic Service Set) 

 

With this strict one hop arrangement, network topology creation is restricted based on the fact 

that the legacy stations must always go through the APs hence their mobility, range and services 

are limited. Single hop networks do not have the capability to dynamically adapt to interference 

or over-congested network access points as this access points will create a huge bottleneck. In 

802.11s which employ multi-hop capabilities, data can be routed along an alternate path to avoid 

interference. Also if a node requires a large amount of resources like in the case of single hop 

access points where bottlenecks are created, the network can dynamically route traffic through 

other network nodes hence avoiding the congested node. In the WMN where routing is done in 

layer 3 cooperation is only done between stations that are mesh enabled. Hence stations without 

mesh capabilities do not join in the network. The 802.11s provides an extension to the MAC 

frame header where APs could be able to connect to each other wirelessly establishing peer to 

peer wireless links creating a wireless distribution system (WDS) or a Mesh Basic Service Set 

(MBSS). This would create a backhaul infrastructure with no need of all the APs being 

connected to an 802.3 network and therefore merging the lines between infrastructure and client 

devices in some usage scenarios [13].The extensions in the MAC header of 802.11s frame makes 

it possible for addresses of legacy stations to be reached in a WMN.  

Also provided for in the standard is a robust and transparent data layer which supports all higher 

protocol layers. This was necessary so that the new devices could be compatible with the existing 

ones hence the only change being in the MAC layer header frame. IEEE 802.11s aligns with the 

802.11i amendment which concerns security and also 802.11e which concerns quality of service 

(QOS). 

 

3.3 Basic MBSS model  
 

As of the recent Draft D2.07, three key components define the MBSS. These components 

include:  

 The Mesh Station Portal  (MPP) 

 The Mesh Station  

 The Mesh Access Point. (MAP) 
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Mesh stations (mesh STAs) are 802.11s mesh network devices. They form links and establish 

paths to each other using layers 2 path selection protocols. A combination of mesh stations with 

established paths creates a wireless distribution system. Mesh STAs are individual devices that 

make use of mesh services to communicate with other devices in the network. A mesh station 

that has an AP capability is called mesh access points or MAP. They provide mesh services to 

non 802.11s stations (legacy). In most cases they act as proxy to the legacy stations providing 

addressing, support and security. This makes it possible for these stations to communicate to 

external networks through it and ultimately through the mesh point portal (MPP) if the mesh 

STA is not designated as one. An MPP is also a mesh STA that provides more mesh services. It 

also provides integration services that deliver Mesh Service Data Units (MSDUs) to non -802.11 

networks from other mesh STAs [14]. Figure 2 shows these relationships of a WLAN Mesh. 
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device
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Figure 2: A general Example of a WLAN-Mesh [19] 
 

In 802.11 specifications, a Basic Service Set (BSS) is an association of one AP with a set of 

stations. This is called infrastructure mode where the access point controls all other synchronized 

stations [15]. In 802.11s, a set of synchronized mesh stations linking each other and have 

established paths between them are called a Mesh Basic Service Set (MBSS) especially for the 

fact that in MBSS devices have capabilities of multi-hopping provided for by the MAC data 

frame of the draft standard D2.07. Figure 3 shows a basic MBSS model which comprises of 

connection between Mesh STAs, portals, Access Points, infrastructural Basic Service Sets and 

external networks [9]. The Extended Service Set is the combination of the Infrastructure BSS 

which makes it possible for STAs to move from one infrastructure BSS to another while still 
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connected to the network although it has to carry out re-association procedures with the new 

access point.  

 

 
Figure 3: MBSS Model [10] 

 

In MBSS devices could connect to each other as long as a path exists between them [7]. With 

additions in the MAC frame , especially the mesh control frame header, MBSS are transparent to 

other higher layer protocols making it appear as just another link from the view of other 

networks. Since the path selection is done in the link layer, other advantages are incorporated 

like the use of link metrics in the routing of frames or reducing the amount of data information 

overhead used by the routing protocols. The draft 2.07 briefly states the difference between the 

independent Basic Service Set (IBSS) and the MBSS. “In an IBSS, a frame is propagated only 

from one hop to another at a time and devices cannot communicate with all members of the 

service set. In an MBSS, frames can be propagated through multiple hops and connectivity is 

provided to all stations with established path. An IBSS is a standalone set, connected to no other 

external network or portal while a mesh can have one or more portals connected to it” [9]. 

 

3.4 The MAC frame format   
 

The 802.11s draft D2.07 Mac frame is made up of a set of fields that are arranged in a fixed 

order in all frames [9]. In our work, we will not dwell on all the fields but mention just a few. 

The full details of other fields could be obtained from [9]. Table 2 depicts in general the MAC 

frame format.  
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Table 2: MAC Frame Format [10] 

Octet: 2                         2                         6                      6                         6                          2 

Frame 

Control 

Duration 

ID 

Address 1 Address  2 Address  3 Sequence 

Control 

 

                           MAC HEADER 

         6                                 2                              4                          0-7955                       4 

Address   4 QoS 

Control 

HT 

Control 

Body 

Mesh Control 

 

FCS 

 

                           MAC HEADER 

 

Since our central interest is on path-selection, we would focus on the mesh control field which is 

the basis of the multi-hop addition of the wireless mesh network. 

 

3.4.1 Mesh control field 
  

The mesh control field is a 6 to 24 octet field [10] shown in the Table 3 below. The control field 

helps the MBSS to support all kinds of unicast, multicast and broadcast traffic [14]. The control 

field includes: 

 An 8-bit mesh flag field 

 Mesh Time to Live 

 Mesh Sequence Number 

 Mesh Address Extension 

 
Table 3: Mesh Control Field [10] 

Mesh Flags Mesh Time to 

Live 

(TTL) 

Mesh Sequence 

Number 

Mesh Address 

Extension 

Octets: 1                           1                                4                       0, 6, 12 or 18 

 

3.4.2 Mesh flags field 
  

The first octet contains an 8-bit mesh flags field which is used to control mesh specific header 

processing [9]. As an example, the first two bits indicate the presence of Address Extension 

(AE). Another bit indicates the power save level while the rest of the bits are reserved for future 

use. Table 4 shows the Mesh flags Field. 
 

Table 4: Mesh Flags Field [10] 

Address Extension 

(AE) Mode 

Power Save Level Reserved 

Bit: 2                                           1                                                        5 
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3.4.3 Mesh Time To Live (TTL) 

 
The second octet defines the mesh time to live (TTL). “The field is also 8 bits in length 

containing an unsigned integer that counts down depending on the number of times remaining 

that the frame can be forwarded [9].” It is used to mitigate the frame being forwarded in an 

infinite loop. Hence once the decremented integer in the frame goes to zero, the next hop device 

discards the frame. 

 

3.4.4 Mesh Sequence Number (SN) field  
 

The third and fourth octet defines the mesh sequence number field. This sequence number is 

used by the receiving station to detect duplicate broadcast frames and avoid unnecessary 

retransmissions. 

 

3.4.5 Mesh Address Extension (AE) field 
 

The mesh address extension field works in tandem with the mesh flag field when the entry in the 

address extension (AE) mode is a non-zero entry value. It contains 6, 12 or 18 octets in length. 

Table 5 shows the mesh address extension field which contains three additional address fields for 

mesh address extensions.  

 
Table 5: Mesh Address Extension Field [10] 

Address 4 Address 5 Address 6 

Octets: 6          6                                         6 

 

 “The address 4 field is used in the mesh management frames of subtype multi-hop action to 

include a fourth address that is missing from the MAC header of management frames. Address 5 

and Address 6 are very useful in cases where the endpoints are non-mesh entities. Their source 

and destination addresses are transported in this address field”, [9]. 
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4 WIRELESS NETWORK ROUTING PROTOCOLS 
 

We explain the wireless routing protocols in this chapter, we first describe the routing protocols 

developed for use in MANET (proactive, reactive and hybrid routing protocols). Later we finally 

describe the routing protocols developed for use in the upcoming WLAN mesh network based on 

the draft standard. 
   

 4.1 Wireless Mesh Network routing protocol 

  

Routing can be defined as the process of determining an end to end path for the exchange of a 

packet or packets between source node and destination node. Many research and development 

works are being carried out in the area of wired network, Mobile Ad hoc Network (MANET) and 

Wireless Mesh Network (WMN) in designing secure and efficient routing mechanism for the 

uni-cast and multicast communication in the network. 

The high demand in WMN in respect to paper [16] is a great challenge to vendors, which has led 

the interest of the IEEE 802.11 working group to the establishment of different standardization 

groups such as IEEE802.15.5 (WIMAX), IEEE802.11s Task Group (TG) etc. to develop suitable 

standard protocols to meet the market needs. 

For the upcoming IEEE802.11s standard, the IEEE802.11s TG has taken into account the routing 

protocols employed in the MANET to re-evaluate and propose a suitable routing protocol. In 

[17], the author explained wireless Mesh Network closeness in principles and concepts to 

MANET, hence routing protocols developed for MANET can be applied to WMN, the two 

support wireless multi-hop communication in a meshed network graph, efficient routing 

protocols, and reaction to dynamic change in the topology. But they are designed for different 

application usage, MANET basically focuses on mobile devices while WMN devices are static, 

sometimes mobile but limited [10]. 

Among the routing protocols proposed and accepted as experimental request for comment (RFC) 

for use in MANET includes the two well known algorithms, the Optimized Link State Routing 

(OLSR), and the Ad hoc On-Demand Distance Vector (AODV). These algorithms are proactive 

and reactive routing protocols respectively. The Zone Routing protocol (ZRP) is also used in 

MANET. ZRP is a hybrid routing protocol, it combines the strength of both the reactive and the 

proactive routing protocol techniques. 

 

4.1 Optimized Link State Routing (OLSR) 

 
OLSR is a proactive protocol based on table driven techniques. The proactive nature of the 

protocol makes it to maintain routes to all nodes in the network by frequent exchange of 

topology information with other nodes in the network. OLSR adopts the Multipoint Relay (MPR) 

mechanism to reduce the routing overhead caused by the flooding of control information in the 

network. Each node in the network selects a set of one-hop symmetric neighbor that can cover at 

least two-hop symmetric neighbor as MPR. It is only the selected MPR that is permitted to 

forward a control message across the network, thereby limiting the number of nodes in the 

network to retransmit control message. This approach significantly reduces the routing overhead 

in the network. The control message contains the list of link state information of the originating 
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nodes, which the MPR declares periodically to all its MPR selectors.  OLSR floods only the 

partial link state to enable shortest path routes and operates in a distributed approach without 

need for central entity. The local link information on each node and the link state information 

received from the MPR are used in route calculation from a given source node to any reachable 

destination in the network. Its reaction to change in topology can be optimized by reducing the 

time interval for the periodic control [18]. OLSR is suitable for large and dense network where 

large subset of nodes exchange traffics between each other. Each control message in OLSR 

contains sequence number to distinguish fresh information from stale information and does not 

require sequenced delivery of information. OLSR also support protocol extension such as sleep 

mode operation, multicast routing etc. 

There are fundamental message types that must be observed in the OLSR implementation and 

must maintain compatibility with old implementation if any additional message type is to be 

implemented in OLSR [19]. The messages are listed below. 

 Hello Message: It is used for conducting link sensing, neighbor detection and MPR 

signaling process. 

 Topology Control Message: this is used for the topology declaration (advertisement of 

link state) 

 MID Message: It handles the declaration of the presence of multiple interfaces on a node. 

OLSR is not treated in detail as it is not the focus of our work, further information on OLSR are 

given in [18], [19].  

 

4.2 Ad hoc On-Demand Distance Vector (AODV) Routing Protocol 
 

AODV is a reactive protocol i.e. route are created and maintained only when needed to forward 

data. It is developed for use in MANET and support both unicast and multicast communication. 

The protocol information elements contain sequence number for detecting current routing 

information and outdated routing information to ensure a loop free network. AODV uses a 

conventional routing table approach which allows one entry per destination [20], it permits nodes 

to react to link break and change in topology in a timely manner. 

Routes are only created when needed and maintained as long as it is active with data, routes that 

have no data traffic are not maintained making this approach to significantly reduce routing 

overhead in the network as compared to the proactive routing approach. 

Furthermore, AODV is capable of building trees to connect multicast group member which 

comprises of the group member and nodes that want to connect with the group member [21]. 

AODV uses the following information elements to carry out route discovery, link monitoring and 

link breakage notification. 

 Route Request (RREQ) Message: the message is used for triggering route discovery by 

node that needs a path to another node in the network. 

 Route Reply (RREP) Message: this message is sent in reply to the message received by 

the destination node to the originator node of the RREQ. 
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 Route Error (RERR) Message: the message is generated and sent whenever a node detect 

a link break in the network to notify other nodes that have link with the affected 

destination. 

A comprehensive explanation of the AODV mechanism can be found in [18], [22], and [20]. 

 

4.3 Zone Routing Protocol (ZRP) 
 

ZRP is a hybrid routing protocol developed for use in MANET [23], because of the hybrid nature 

of the protocol it combines the advantages of both the reactive and proactive routing techniques. 

In ZRP, network topology is segmented into zones hence deploying different routing techniques 

within and between the zones based on the requirement of the topology. A proactive routing 

protocol is known for continuous maintenance of route to all nodes in the network by periodic 

broadcast of the control message, therefore it is suitable for intra zone routing. While the inter 

zone routing is established by the reactive routing protocol since it only create and maintain 

route when needed to forward packet. ZRP defines a technique called the Bordercast Resolution 

Protocol (BRP) for traffic control between zones [24]. More explanations on ZRP are given in 

[24], [23]. 

 

4.4 Extensible Mesh Routing Framework 
 

The IEEE802.11s working group (TG) has defined an extensible mesh routing framework to 

ensure a common standard that will harmonize all WLAN mesh network devices from various 

vendors. The framework brought the routing in the upcoming IEEE802.11s on Layer 2 of the 

OSI reference model using the Media Access Control (MAC) address and radio – aware metrics 

[10]. This will be the first WMN technology to route on layer 2. IEEE802.11s is capable of 

forming a transparent 802 broadcast domain that support any upper layer protocols [14].  This 

approach is in contrast with the routing on Layer 3 of the OSI model with Internet Protocol (IP) 

address designed for MANET.  Routing on layer 2 is termed path selection in WLAN mesh 

network to distinguish it from Layer 3 routing. The mesh path selection describes the selection of 

single hop or multi hop path and the mesh forwarding describes the forwarding of multi hop 

action frame and data across these paths between Mesh Stations (STAs) at the data link. The 

standard supports unicast, broadcast and multicast communication. 

The extension in the mesh routing framework permits flexible implementation of different path 

selection protocols and path selection metrics. This gives IEEE802.11s the opportunity to be 

used in different environment according to vendor specific application need [9]. Figure 4 shows 

the extensible framework according to [2] which includes the following: 

 Default mandatory path selection protocol, Hybrid Wireless Mesh Protocol (HWMP) and 

default mandatory path selection metrics ( Airtime link metric) which every IEEE802.11s 

devices must capable of using to enable interoperability of devices from different 

vendors. 

 An optional path selection protocol,  Radio – Aware  Optimized Link State Routing  

(RA-OLSR) 

 Vendor specific path selection protocol and or path selection metrics for special 

application need. 
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Figure 4:  Extensible mesh path selection protocol framework of IEEE802.11s 

 

The standard recommends that a path selection protocol and a path selection metric shall be 

implemented at a time on mesh STA. 

 

4.5 Hybrid Wireless Mesh Protocol (HWMP) - Overview  
  

The information provided in this section is based on the Pre IEEE802.11s draft standard D2.07, 

2009. Hybrid Wireless Mesh Protocol is the default path selection protocol developed for use in 

the upcoming IEEE802.11s standard. Every WLAN mesh network devices from various vendors 

shall use HWMP and airtime link metric to ensure interoperability. The protocol combines the 

strengths of both the proactive and reactive routing protocols due to its hybrid nature.  

HWMP development is based on AODV specifications [25], it was redesigned to use MAC 

address and radio aware path selection metric for path selection at the data link. 

The mode of operation in HWMP is divided into two modes, where path selection protocol is 

allocated to each mode based on the protocol strength and weakness [9]. The different modes 

include: 

 On demand mode: this is a reactive approach mode, it establishes peer to peer path for 

forwarding of data between mesh STAs when there is no root mesh STA configured. 

 Tree building mode: The mode builds and maintains tree to link the configured root mesh 

STA and other mesh STAs in the network. 

                      Default protocol  

 

 Minimum functional requirement for all mesh nodes to 

guarantee interoperability     

 

                     Optional protocols 

RA-OLSR 

Future standardized optional path 
selection protocols 

Vendor specific path selection protocols 

HWMP 
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The information elements used in the HWMP follows closely the concept and principle of the 

AODV [3]. The elements are: 

 Path Request (PREQ) 

 Path Reply (PREP) 

 Path Error (PERR) 

 Root Announcement (RANN) 

  

The metric field is included in the HWMP information elements except the PERR in order to 

propagate the metric information between mesh STAs in the network, this metric cost of the 

links is used to build paths between mesh STAs in the mesh network. There is lifetime associated 

with each path in the path selection table entries which are updated each time data frame are 

transmitted over the time [10]. Path with no data traffic is automatically deleted when the 

lifetime expires. 

HWMP includes Sequence Number (SN) in its information elements to detect a fresh path 

information and stale path information. This enhances loop free network. The protocol 

propagates information element with an increasing HWMP SN. When HWMP SN of the 

received path information is less than the current HWMP SN of the path information in the table, 

this information is outdated and discarded. 

In requesting a path to a destination, the forwarding information to this destination includes but 

not limited to: the destination mesh STA address, the HWMP SN, the path metric, the number of 

hops, the next hop address, the precursor list and the lifetime of this forwarding information. 

 

4.5.1 Reactive On- Demand Path Selection Mode 
 

When a mesh STA needs to communicate with a destination mesh STA, it checks the path 

selection table for a valid path to the destination mesh STA. If there is no exiting path, then the 

source mesh STA triggers a path discovery using the on demand path selection protocol using 

the below information element: 

 

PATH REQUEST (PREQ) 
 

The source mesh STA generates and broadcasts a PREQ element to the destination mesh STA. 

HWMP allows multiple copies of a single PREQ element to determine more than one destination 

mesh STAs simultaneously, each PREQ uniquely identifies the path between destination mesh 

STA and the originator mesh STA. Table 6 shows PREQ element format as given in [9]. 

 
Table 6: PREQ ELEMENT 

Element 

ID 

Length TTL Flag PREQ 

ID 

Originator 

mesh 

STA 

Address 

Originator 

HWMP 

SN 

Originator 

Proxied 

Address 

Octet: 1                1              1               1                 4                  6                  4                   6 
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Life 

Time 

Metric Hop count Target 

count 

 

Per Target 

count #N 

Target 

Address 

#N 

Target 

HWMP 

SN #N 

4                  4                     1                    1                    1                      6                   4 

 

The originator mesh STA generates the PREQ as follows: 

1. The originator address is set to the MAC address of the source mesh STA 

2. Originator HWMP SN and PREQ ID are incremented by 1,   

3. Proxied address field  included if only the Address Extension (AE) in the flag field is set 

to 1,  

4. Metric field and the hop count field are initialized to 0,   

5. Lifetime field is set to the time interval the receiving mesh STA of PREQ consider the 

forwarding information valid,  

6. Target count field is set to the number of destinations to be discovered and  

7. Time to Live (TTL) field is set to the maximum number of hops allowed for PREQ 

information element.  

8. Target Address is set to the MAC address of the requested destination and target HWMP 

SN is set to the last known HWMP SN to the originator mesh STA for the path to the 

target.  

9. In the per target count field Bit 0 contains the Target Only (TO) flag and Bit 1 contains 

the Reply and Forward (RF) flag. If TO = 1, only the target mesh STA can send an 

individually addressed PREP to the PREQ.  If TO = 0, an intermediate mesh STA that 

have valid forwarding information to the target mesh STA can reply with an individually 

addressed PREP to the PREQ and forward the PREQ. This forward of PREQ is 

controlled by RF flag. When TO = 0 and RF = 0, the intermediate mesh STA does not 

forward the PREQ, but when RF = 1, intermediate mesh STA set TO flag to 1 before it 

forwards the PREQ so that other mesh STAs along the path does not respond to the 

PREQ. The PREQ creates a reverse path from the target mesh STA to the originator mesh 

STA who triggered the path discovery. 

The receiving mesh STA records the PREQ ID and the originator mesh STA address, creates or 

updates active forwarding information to the originator mesh STA. The update is carried out 

only when the received originator HWMP SN in PREQ is greater than or equal to the previous 

originator HWMP SN and the received path metric in the PREQ is better than the previous path 

metric. If proxied address is present in the PREQ, the mesh STA updates its proxy information 

i.e. proxied address, corresponding proxy, and lifetime of this forwarding information. 

After  creating and updating of path to the originator mesh STA, the mesh STA may responds 

with individually addressed PREP to the PREQ if the mesh STA is the destination MAC address 

or proxy of the target MAC address, also if TO = 0 and the mesh STA is the first to have path to 

the target mesh STA. Whenever the intermediate mesh STA sends PREP on behalf of target 

mesh STA, it updates the precursor list in its forwarding information for both the target mesh 

STA and originator mesh STA with the next hop from the originating mesh STA and next hop 

towards the target mesh STA respectively [9]. The life time of this precursor list is also updated 

with the longer one of the lifetime on each forwarding information of the originator mesh STA 

and target mesh STA. Otherwise, mesh STA decrements the TTL by 1 and increments the hop 
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count by 1 and propagates the PREQ to its peer neighbor mesh STA that is TTL is greater than 

or equal to 1 [10]. 

   

PATH REPLY (PREP) 
  

The PREP is generated by the target mesh STA or proxy of the destination MAC address or an 

intermediate mesh STA that has a valid path to the required destination. 

The PREP builds a forward path to the originator mesh STA. PREP frame format according to 

[6] is shown in table 7. 

 
Table 7: PREP ELEMENT 

Element ID Length Flag Hop count TTL Target mesh 

STA address 

Octet: 1                    1                        1                      1                       1                          6 

 

Target 

HWWMP 

SN 

Target 

Proxied 

Address 

Lifetime Metric Originator 

mesh STA 

address 

Originator 

HWMP SN 

         4                          6                    4                          4                       6                       4 

 The PREP is built as follows: 

1. The Target Proxied address present only if the AE is set to1 in the flag field. 

2. Hop count field and the metric field are set to 0. 

3. TTL is set to the maximum number of hops allowed for PREP 

4.  Target mesh STA address is set to MAC address of the target mesh STA or target proxy 

MAC address. 

5. Target HWMP SN is incremented by 1.  

6. Originator mesh STA address is set to MAC address of the originator mesh STA, and 

Lifetime field depends on the PREQ that initiated the PREP. 

The receiving mesh STA creates or updates valid forwarding information to the target mesh 

STA. The update is done only when the received target HWMP SN in the PREP is greater than 

or equal to the existing target HWMP SN and the new path metric information is better than the 

existing path metric otherwise the information is discarded. If proxied address is included in the 

PREP, mesh STA updates it proxy information with the target proxied address, target mesh STA 

address and the proxy lifetime [9]. 

When the mesh STA has successfully created and updated forwarding information to the target 

mesh STA, if the mesh STA is not the final destination (originator mesh STA) and the TTL is 

greater than 1, it decrements the TTL by 1, increments hop count by 1 and propagates PREQ to 

the next hop address towards the originator mesh STA and update its precursor list in the 

forwarding information to the target mesh STA and originator mesh STA. 

When the originator mesh STA receives the PREP, it creates a path to the target mesh STA. 

Target mesh STA updates the path to the originator mesh STA if subsequent PREQs offers a 

better metric and sends PREP via the updated path to the originator mesh STA. This establishes a 
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bidirectional best metric end to end path between the source mesh STA and target mesh STA 

[10]. 

 

PATH ERROR (PERR) 

  
The PERR element is used in HWMP for link breakage announcement in the WLAN mesh 

networking to all affected mesh STAs that have an active path across the broken link [10]. 

Mesh STA triggers a link break detection when is unable to forward data to it next hop mesh 

STA, it then generates and propagates PERR to inform all mesh STAs that have valid path 

information with it through the affected mesh STA. 

Table 8 shows the PERR element format as given in the standard [9]. 

 
Table 8: PERR ELEMENT 

Element ID Length Number of 

destination 

Destination 

address #N 

Destination 

HWMP SN 

Octet: 1                            1                               1                              6                           4 

 

The PERR is generated as follows: 

1. The number of destination gives total number of unreachable destination. 

2. The destination address is set to MAC address of detected unreachable destination. 

3. The destination HWMP SN is set to HWMP SN of the detected unreachable mesh STA. 

“PERR is the list of unreachable destinations which includes the affected mesh STA and 

unreachable destinations in the valid stored forwarding information that use the affected mesh 

STA as next hop” [9]. Mesh STA marks the PERR entries invalid and increases the HWMP SN 

before propagating.  

The receiving mesh STA creates list of unreachable destinations which contains the destinations 

in its valid stored forwarding information with destination in the received PERR and its direct 

neighbor as the transmitter of PERR. “Destination is considered unreachable if the received 

PERR is greater than the current HWMP SN for that destination it is considered unreachable 

destination” [9]. Mesh STA updates its forwarding information and forwards the new PERR. 

Subsequent forwarding of the PERR updates informs all source mesh STAs with valid path over 

the broken link [10]. 

  

4.5.2 Proactive tree building mode 
 

The proactive tree building is used when a root mesh STA is configured in the network, it is 

responsible for building a tree to connect mesh STAs to the root mesh STA. The mode provides 

mesh STAs path information required for reaching the root mesh STA. 

The draft standard [9] defines two approaches designed for tree building mode in HWMP for 

propagating path information to the root mesh STA. They include: 

 Proactive PREQ 

 Proactive Root Announcement (RANN) 
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Proactive PREQ  
 

The root mesh STA generates and broadcasts periodically proactive PREQ across the network in 

order to distribute path information to other mesh STAs for reaching the root mesh STA. Table 9 

shows proactive PREQ format according to [9]. 
 

Table 9: PROACTIVE PREQ ELEMENT 

Length Flag Hop count TTL 

Originator 

mesh STA 

address 

Originator 

HWMP 

SN 

PREQ ID 

Octet: 1                 1                  1                    1                      6                  4                     1 

 

Lifetime Proxy 

address 

Metric Target 

count 

Per target 

Flag 

Target 

address #N 

Target 

HWMP 

SN 

           4                   6                    4                    1                     4                   6                   4 

 

The root mesh STA builds the proactive PREQ as follows: 

1. Hop count field and metric field are initialized to 0. 

2.  PREQ ID and the originator HWMP SN are incremented by 1. 

3. Originator mesh STA address is set to MAC address of the root mesh STA. 

4. Target count is set to 1,  

5. Both TO and RF flag in the per target flag field are set to 1. 

6. Target address is set to all 1´s (broadcast address). 

7.  Target HWMP SN is set to 0.  

When mesh STA receives this proactive PREQ, it create or updates forwarding information to 

root mesh STA, it also updates the hop count and the metric of the proactive PREQ and records 

the HWMP SN, hop count and metric to the root mesh STA [9]. This updated proactive PREQ is 

broadcasted across the network to provide path information for reaching the root mesh STA to 

mesh STAs in the network. 

The receiving mesh STA updates its path information to the root mesh STA if only the received 

Proactive PREQ HWMP SN is greater than or equal to the HWMP SN of the current path 

information and the received path metric is better than the current path metric. Depending on the 

Proactive Reply (bit 2) in the flag field of the Proactive PREQ, if set to 1 the receiving mesh 

STA responds with Proactive PREP which enables path from the root mesh STA to the mesh 

STA. If Proactive Reply is set to 0, the receiving mesh STA replies only if there is data to 

exchange with the root mesh STA. 

 

Root Announcement (RANN) 
 

The root announcement (RANN) is adopted to advertise the presence of the root mesh STA in 

the network. Root mesh STA generates and broadcasts periodically RANN across the network 

which includes path information other mesh STAs will need for reaching the root mesh STA. In 

[9], the draft standard defined RANN element format given in table 10. 
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Table 10: RANN ELEMENT 

ID Length Hop 

count 

TTL Root 

mesh 

STA 

address 

Root 

HWMP 

SN 

Metric Flag 

 

Octet: 1             1                   1                 1                 6                 4                  4                 1 
 

The RANN element is set as follows: 

1. Hop count field and metric field are initialized to 0. 

2.  TTL set to the maximum number of hops allowed for RANN. 

3. Root mesh STA address set to MAC address of the root mesh STA. 

4. Root HWMP SN is incremented by 1. 

Mesh STA receiving the RANN creates or updates forwarding information to the root mesh STA 

with root mesh STA address, metric, hop count and root mesh STA HWMP SN, the update is 

carried out only if the received RANN HWMP SN is greater than or equal to the current root 

mesh STA HWMP SN and the path metric is better than the current path metric. 

“When the forwarding information to the root mesh STA has been created or updated, mesh STA 

triggers an individually addressed PREQ to the root mesh STA through the next hop the RANN 

was received” [9]. Mesh STA decrements the TTL by 1 and increments the hop count by 1 

before propagating the PREQ [10]. The PREQ creates a reverse path from the root mesh STA to 

the originator mesh STA in relation to the on demand mode discussed earlier. Upon the reception 

of the PREQ by the root mesh STA it replies with PREP which set up a forward path from the 

originator mesh STA to the root mesh STA. 

 

4.6 Radio Aware – Optimized Link State Routing (RA-OLSR) 
 

The information on RA-OLSR given in this section is based on the Pre IEEE802.11s draft 

standard D1.01, 2006. Radio aware Optimized link state routing is an optional path selection 

protocol proposed by the IEEE802.11s Task Group for WLAN mesh networking in the 

upcoming IEEE802.11s. It is proactive in nature and follows closely the concepts and principles 

of OLSR routing mechanism. RA-OLSR is an adaptation of OLSR to operate on layer 2 using 

the MAC address and radio aware metric e.g. airtime link metric instead of IP address and hop 

count metric used for Layer 3 routing [10]. This metric field is included in the control messages 

of the RA-OLSR to be able to disseminate metric information between mesh STAs in the 

network. 

The key concept of RA-OLSR transport mechanism in the mesh networking is based on the 

packet format and the optimized broadcast of the control messages [10]. RA-OLSR adopts the 

MPR mechanism for the optimization of flooding of the control message in the network. It also 

introduces the fisheye techniques to optimize the control of message exchange frequency in the 

network. RA-OLSR packet is employed in building the frame body of a mesh management 

frame which includes the messages. RA-OLSR packet format according to the standard [26] is 

shown in the table 11. 
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Table 11: RA-OLSR PACKET FORMAT 

Sender address Length Frame SN Messages 

         Octet: 6                               2                                       2                              variable 

 

The sender address, length and the frame sequence number are referred to as message header.  

Each time mesh STA exchanges control messages of the RA-OLSR it gathers information about 

the network which are used to compute the path selection table. These information are stored in 

various repositories of the RA-OLSR such as link set, neighbor set, 2-hop neighbor set, topology 

set etc. The message format of RA-OLSR as specified in [26] is given in table 12. 

 
 Table 12: RA-OLSR MESSAGE FORMAT  

Message 

type 

Vtime Originator 

address 

TTL Hop count Message 

SN 

Payload 

Octet: 1                 1                   6                     1                    1                     2               variable 

 

The message format is built as follows: 

1. The originator address is set to the  MAC address of the source node that initiated the 

message 

2. The message type is set as required. 

3. TTL is set to the maximum number the message is to be retransmitted which must be 

decremented by 1 before retransmission. 

4. Hop count determines the number of hops the message has gone which is incremented by 

1 before retransmission. 

5. The message sequence number is set to the originator node SN which enhances unique 

identification of each message in the network. 

The following are the control messages used to achieve an efficient path selection scheme 

between mesh STAs in the network and legacy IEEE802.11 station. 

 Hello message 

 TC message 

 MID message 

 LABA message 

 LABCA message 

 ABBR message 

 

4.6.1 Hello message 
 

Hello message is used to provide information about the local link status and neighbors. It is 

periodically broadcasted one hop away for conducting link sensing, neighbor detection and MPR 

signaling process. Hello message includes link status, neighbor´s interface address, link type 

(symmetric or asymmetric), and willingness of neighbor to act as MPR etc. this information 

allows each mesh STA to learn about its 2-hop neighborhood [18].  Each mesh STA configured 

with RA-OLSR stores this information in various repositories such as link set, neighbor set, and 

2-hop neighbor set. Hello message structure is given in table 13 based on [26]. 
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Table 13: LABA MESSAGE 

Message type (hello) Htime Willingness List of neighbor 

interface information 

           Octet: 1                                   1                             1                                  variable 

 

4.6.2 Neighbor Sensing 

 
Mesh STA broadcasts  hello message which is not forwarded (that is TTL = 1) to sense it 

neighbors, the receiving mesh STA (e.g. mesh STA B) sets the link status of the originator mesh 

STA to asymmetric in its path selection table and sends hello message, indicating the link status 

to the originator mesh STA. When the originator mesh STA receives the message, it sets the link 

status of the mesh STA B to symmetric in its path selection table and forwards hello message 

including the link status to the mesh STA B. Mesh STA B receives the message and changes the 

link status of the originator mesh STA from asymmetric to symmetric in its path selection table 

[18]. This enables link bi-directionality between originator mesh STA and neighbor and also 

confirms that the neighbor is alive, the originator mesh STA keeps record of the main address 

information of its neighbors, their willingness to relay traffic for other mesh STAs in the network 

and link information. The draft standard [26] defined the format mesh STA stores neighbors‟ 

information in a neighbor set, local link and remote link status in the link set.  

(N_neighbor_main_addr, N_willingness) 

N_neighbor_main_addr. represents the interface address on the peer mesh STA while 

N_willingness represents the willingness of the mesh STA to carry traffic on behalf of other 

mesh STA which ranges from the level 0-7. 

 

(L_local link_iface_addr, L-neighbor_iface_ addr, L_time) 

 

L_local link_iface_addr represents the interface address on the local mesh STA,  

L-neighbor_iface_ addr represents the symmetric interface address on the peer mesh STA and 

L_time represents the lifetime for this entry. 

 

4.6.3 Multi Point Relay (MPR) 
 

Proactive routing protocol is known for continuous maintenance of route to all participating 

mesh STAs in the network by frequent flooding of topology information across the network. 

This causes a routing overhead and bandwidth consumption in the network.  Multipoint relay 

MPR is one basic concept of the RA-OLSR for the optimization of the flooding of the topology 

information [19]. This approach significantly reduces the flooding problem. Each mesh STA 

selects 1-hop symmetric neighbor that can at least forward message to 2-hop symmetric 

neighbor. This reduces the number of mesh STA to retransmit message in the network. 

Hello message is used in conducting the MPR selection process. The hello message broadcasted 

one hop away includes list of neighbors‟ information which permit mesh STAs to learn about 
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their 2-hop neighborhood, willingness to act as MPR ranging from ``will never´´ to ``will 

always´´ and the link status and bi-directionality of the link [18]. 

The Mesh STA that receives the message now has information about its 1-hop and 2-hop 

symmetric neighbor which it uses to individually select the MPR. In [19], [27], the authors gave 

detailed explanation MPR selection algorithm. The selected MPR mesh STA includes a link 

status in the hello message to indicate its MPR selection. This enables mesh STAs to identify the 

mesh STAs that selected the mesh STA as MPR. These mesh STAs are called MPR selectors and 

are stored in the MPR selector set while the selected MPRs are stored in the MPR set. Though, 

MPR mechanism reduces the routing overhead in the network, the smaller the MPR set the lower 

the overhead [10]. 

In [26], the draft standard gives the entry format below for MPR selector set and 2-hop neighbor 

set respectively: 

 

(MS_main_ addr, MS_time) 

 

MS_main_ addr represents the main address of the mesh STA that selected MPR and MS_time 

represents the expiration time for this entry. 

 

(N_neighbor_main_address, N-2hop_neighbor_addr, N_time) 

 

N_neighbor_main_address represents the main address of the neighbor, N-2hop_addr represents 

the main address of a neighbor which has a symmetric link to the main address of the neighbor, 

and N_time represents the expiration time for this entry. In order to forward a broadcast message 

across the network default forwarding algorithm is adopted which permits only the selected 

MPRs to forward once broadcast message with larger TTL [10]. 

 

4.6.4 Topology Control (TC) Message 
 

TC message allows flooding of topology information across the network. The message is 

periodically broadcasted across the network and it is only the selected MPR that is permitted to 

forward TC message [18]. Table 14 presents the TC message structure as specified in [26]. 

 
Table 14: TC MESSAGE 

Advertised neighbor sequence number. List of advertised neighbors main address 

with link metric 

   Octet: 2                                                                     N*(6+M) 

 

The MPR periodically broadcasts the TC message across the network to distribute the link state 

information to its MPR selector mesh STAs [19]. TC message includes list of neighbors of the 

originating mesh STAs. The message is forwarded according to the default forwarding 

algorithm. There is an advertised neighbor sequence number included in the message to detect 

fresh topology information and stale topology information. A metric field is included in the 

topology information flooded in TC message which enables exchange of metric information 

between mesh STAs. Due to frequent update of change in topology in the wireless mesh work 

environment, RA-OLSR adopts the concept of Fisheye routing protocol (FRP) scope [28] to 
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optimize the frequency control of the flooding of topology information. In [29] [28], the authors 

shows detailed FRP mechanism. 

Mesh STA exchanges link state information with neighbors with frequency based on distance to 

destination. For the mesh STA that are closer to the transmitting mesh STA to receive link state 

information more often than mesh STA that are further away. The TTL of the TC message may 

be alternated between 2, 4 and maximum TTL [10]. The receiving mesh STA stores the topology 

information received in topology set, which are used in computing the path selection table. The 

topology set entry is entered in the format below as defined in [26]. 

 

(T_ dest_addr, T_last_addr, T_seq, T_time, T_link_metric) 

 

T_ dest_addr represents the main address of the mesh STA, which can be reached in 1-hop away 

from mesh STA with the last address, T_last_addr represents the mesh STA with last address 

that can reach the neighbor one hop away, T_seq represents the advertised neighbor sequence 

number, also T_time represents the expiration time for this entry and T_link_metric represents 

the metric cost of the link. 

 

4.6.5 Multiple Interface Declaration (MID) message 
 

The message is used to declare presence of more than one interface on a mesh STA in the 

network. It contains list of interface addresses associated to the mesh STA main address. When 

MID forwarded information in the network, each mesh receiving mesh STA uses the information 

to calculate their path selection table. In [26], the draft standard presents the MID message 

structure which is given in table 15. 

 
Table 15: MID MESSAGE 

Message type MID Vtime TTL RA-OLSR interface 

address 

           Octet: 1                               1                                1                                  6*N 

 

4.6.6 Route Calculation 
 

For the route calculation each mesh STA maintains a path selection table which includes entry 

for all reachable destinations in the network according to the proactive nature of RA-OLSR. 

The table contains all the RA-OLSR repositories entries gathered during the exchange of the RA-

OLSR control messages between mesh STAs across the network such as link set, neighbor set, 2-

hop neighbor set and topology set which are based on the radio aware metric e.g. Airtime link 

metric. Path selection table is computed based on the local link information and topology 

information according to classical shortest path algorithm. If there exist any changes in the 

topology information and the local link information the path selection table is recomputed. The 

entry format for the path selection table information according to draft standard [26] is given as 

follows: 

 

(R_dest_addr, R_next_addr, R_dist, R_metric, R_iface_addr) 
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R_dest_addr represents destination address, R_next_addr represents neighbor address, and 

R_dist represents number of hops away from the local mesh STA. R_metric represents the metric 

cost of the link, and R_iface_addr represents the local interface address. 

  

4.6.7 Support for the IEEE802.11 Station 
 

RA-OLSR includes the support for legacy 802.11 station which is based on Mesh Access Point 

(MAP). Legacy 802.11 stations that want to participate in the wireless mesh networking are 

connected through the MAP [10].  Each MAP  maintains a local association base (LAB) and 

global association base (GAB) table to store information about  list of legacy 802.11 station that 

are associated with it. 

A local association base advertisement (LABA) message is periodically broadcasted by MAP 

across the network to be able to distribute its associated legacy 802.11s information with other 

MAPs in the network. This broadcast message is forwarded according to the default forwarding 

algorithm. The LABA message structure according to [26] is shown in Table 16. 

 
Table 16: LABA MESSAGE 

Originator MAP  MAC 

address 

Lifetime A list of block 

               Octet:    6                          2                                              variable 

 

The receiving MAP stores the received message in its global association base (GAB), this table 

contains the association information for the entire mesh network. 

Each mesh STA may divide its LAB table into blocks of local association tuples to support larger 

number of station. LABA message causes a management overhead in the network as analyzed in 

[10], therefore MAP may propagates a local association base checksum advertisement (LABCA) 

message instead. Table 17 shows LABCA message format as defined in [26]. 

 
Table 17: LABCA MESSAGE 

Originator MAP MAC 

address 

Lifetime Number of checksums List of checksums for block 

       Octet:     6                             2                               1                                     variable 

 

The receiving MAP verifies the received association information with the checksum in its GAB, 

if the verification fails; the receiving MAP forwards an association base block request (ABBR) 

message to the originator MAP for an update of the LAB block [30]. Table 18 shows the ABBR 

message format according to [26]. 

 
Table 18: ABBR MESSAGE 

Originator MAP  MAC 

address 

Lifetime A list of block index 

requested 

     Octet:         6                                               2                                              variable 

 

Both the LAB and GAB are employed to compute the path selection table for the IEEE802.11 

station associated with MAP. 
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4.7 Airtime Link Metric 
 

This is the default radio aware metric defined by the IEEE802.11s TG for interoperability of 

WLAN mesh network devices [9]. It is used together with path selection protocol in building 

paths between mesh STAs at the data link. The extensible mesh routing framework permits 

flexible implementation with different path selection metric as specified by the active profile on 

each mesh STA beacon. 

Airtime link metric gives the cost of the of channel resources consumed while transmitting frame 

over a particular wireless link. 

The airtime cost for each link can be evaluated as: 

                                                          

Where channel access overhead   and the size of the test frame Bt, are constant based on 802.11 

modulation type used. The rate    in Mb/s is the data rate at which mesh STA would transmit 

frame of size  according to current conditions of the radio environment, and the frame error  

is the probability that the transmitted frame of size  at the current transmission bit rate  is 

corrupted due to transmission error. In [9], the draft standard presented the airtime cost constant 

which is shown in Table 19. 

 
Table 19: Airtime cost constant 

Parameter Recommended value Description 

 Varies based on PHY Channel access overhead e.g. 

frame header, access protocol 

frame 

 8192 Number of bits in test frame 
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5 DESIGN AND IMPLEMENTATION FRAMEWORK 
 

Most wireless mesh network companies have existing frameworks for their proprietary solutions. 

These frameworks are based on routing exclusively in the network layer and using modified 

MANET protocols to facilitate these networks. CRL is one of the leading companies in the 

provision of WMN software. The need to modify their existing layer 3 framework to be able to 

route in the MAC layer and also be able to implement other 802.11s draft specifications, cannot 

be overstated. Hence our implementation design is streamlined to the unique requirements of the 

C CORE framework. In the following sections in this chapter we will discuss the basic 

components of the design like the mac80211 kernel subsystem, the drivers to be used which will 

facilitate the optimization of the C-Core framework to be 802.11s compliant. Our design is based 

on the open80211s open source Linux.  

 

5.1 User space and Kernel space 
 

According to [31], “a user space is the memory area of an operating system where all user mode 

applications work and the memory can be changed and replaced when necessary while a kernel 

space is strictly reserved for running the kernel, its extensions and its device drivers”.  A kernel 

is the central component of a computer operating system. It manages the system resources like 

the communication between hardware and software. It provides the lowest level of abstraction 

layer [32] for resources like memory, processors and I/O devices that application software must 

control to perform its function [33] “it connects the application software to the hardware of a 

computer [33]”.  Figure 5 shows the illustration of computer architecture. 

 

Applications

Kernel

CPU Memory Devices

 
Figure 5: Computer Architecture 

 

More details of user space and kernel space can be obtained from [32], [33]. In our work the 

CRL‟s C-CORE framework sits in the user space with its predefined functions. The mac802.11 

is already integrated into the present version of the Linux OS version 2.6.26 and its successive 

versions hence the kernel has mac80211 integrated in it. 

 

5.2     mac80211 
 

mac80211 is a subsystem to the Linux kernel [34] it implements shared code for soft-Mac 

wireless devices. A soft-Mac is a term used to describe a type of wireless card where the media 
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access control sub layer management entity (MLME) is expected to be managed in software 

[35]. mac80211 is a driver API for soft-Mac wireless cards. MLME is where the physical layer 

(PHY) MAC state machine resides. As an example of different states they include: authenticate, 

de-authenticate, associate, disassociate, beacon and probe. MLME management is currently in 

the present version of Linux handled by net/mac802.11_sta.c. This handles the STA MLME. As 

at present the MLME is handled in the kernel space for STA but in the user space for AP. There 

are plans to take everything to the user space where the system utility could be used for all then 

linked from there to the kernel space. Hence the mac80211 supports integration of work from the 

802.11s standard. The general architecture of the mac80211 is given in figure 6 [34]. 

  

nl80211

cfg80211 ops

ieee80211 ops

Other Driversiwlwifi

mac80211

cfg80211

Userspace

Userspace

wext

wext

 
Figure 6: mac80211 architecture 

 

The brief explanations of this architecture are given in the succeeding sections. Different 

processes are handled by the mac80211 architecture where specifications based on the draft 

standard are implemented like the TX/RX paths which include software encryption and 

decryption. The mac80211 also specifies the control paths for managed mesh, IBSS are 

implemented here. The code and data structure that defines the functions of the drivers hardware 

configuration, current channel its running on are also included in the mac80211. 

 

5.3 Interfaces  
 

Wireless extension (Wext) is a generic application programming interface (API) based on the 

input output control (ioctl). It permits the control of specific statistics of wireless network 

interface parameters in order to interface between the user space and the kernel space [36]. There 

exist various wireless tools that are used with Wext such as iw, iwlist, iwconfig, iwspy etc. to 

achieve configuration manipulation. As at present the CRL‟s framework makes use of Wext 

The unstructured nature of the ioctl has shifted the focus of kernel developers from it. This has 

led to development of cfg80211 and nl80211 as a replacement. Wext is supported by mac80211 

and it will still be in use until it is finally replaced by both the cfg80211 and nl80211. There will 

be no further development in Wext but fixing of the bugs. 

Cfg80211 is a Linux wireless interface API designed to replace Wext. It includes the support for 

regulatory domain, it provides API for the mac80211 and driver which inform it when it receives 
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the country information element IE and when it should be obeyed. Each driver informs the 

cfg80211 which regulatory domain to set by providing an ISO-3166 alpha2 country code based 

on the device EEPROM [37].  The nl80211 command i.e. crda is adopted to configure devices.  

The nl80211 is developed and integrated into the netlink configuration interface for wireless 

hardware. It is intended together with cfg80211 to subsequently replace Wext. nl80211 is used in 

iw, crda; hostpad etc. configuration tools to achieve mesh interface capabilities. The following 

are newly included in iw configuration tool to enhance interface with mesh, addition of mesh 

interface, customer peer links, mesh path and peer link printing, customer mesh path setup and 

blacklisting. Netlink is a bi directional transmission link for the exchange of information between 

the user space and the kernel space, it has greater advantages over ioctl, proc file system and 

system call in the following ways: It supports multicast communication, independent of 

compilation time and allows the kernel to establish own session. 

  

5.4 Drivers 
 

The mac80211 is a Linux application programming interface used to develop softmac wireless 

drivers [35]. Presently, mac80211 supports various wireless drivers such as ath5k, ath9k, b43 etc. 

The iwlwifi is also a wireless driver developed by Intel, it uses the mac80211 subsystem for 

communication and included in the Linux kernel 2.6.24 upward.  Madwifi is a common Linux 

WLAN driver based on proprietary hardware abstraction layer (HAL) which uses binary form; it 

does not support the upcoming IEEE802.11s which led to the development of ath5k for its 

replacement. Ath5k does not depends on HAL, it is a free open source software (FOSS) Linux 

driver developed for Atheros wireless card. Presently, it supports mesh STA mode, station mode 

and Ad Hoc mode except the Access point. The CRL framework uses the madwifi WLAN card; 

therefore, we have to change the madwifi to ath5k to accomplish our implementation in the C-

CORE framework. 

 

5.5 The C- CORE Framework - Overview 
 

“The C-CORE framework is made up modules. It resides in the userspace and provides a generic 

functionality such as operating system dependent code, routing capabilities, network 

communication, list, timers, configuration functionality etc. It provides APIs for adding 

customized modules or plug-ins. Modules could be either algorithms or support modules which 

support algorithms for different purposes almost without limitation. The codes that run the 

framework are written in standard C. The C-CORE makes it easy to integrate or migrate to 

different operating systems. This functionality is made possible by the hardware abstraction layer 

(HAL) embedded in it” [38]. The framework architecture is given in Figure 7. 
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Figure 7: The C-CORE Mesh Framework Architecture [38] 

 

It‟s with the ease of creating customized quality module that makes the C-CORE excellent to 

work with. It provides a generic API for algorithms to use quality aware modules. Examples of 

available modules include but not limited to: 

 The Aggregated RSSI calculation for Atheros based WLAN-cards 

 Proprietary RSSI calculation for proprietary 400MHz WLAN-cards. 

 Manual quality configuration 

 Traffic load measurements and estimations 

Currently the C-CORE makes use of the AODV and OLSR as seen in figure 3 as its routing 

algorithm. Since our aim is to add the RA-OLSR module to the framework we look briefly how 

it handles the original OLSR based on RFC3626. The protocol sends and receives UDP data on 

port 698. It provides platform independent functions/callback functions to send and receive 

datagram. It also provides timer and event based callbacks for periodic, onetime and certain 

events. C-CORE provides generic list implementation to store 1-hop, 2 – hop neighbors and 

network information in its list. Finally it provides a generic routing table and platform 

independent routing functionality with link quality modules which provide link characteristics as 

a decision basis for algorithm to make routing decisions [38]. More information on the C-CORE 

could be obtained from [38]. 

 

5.6 Implementation Architecture  
 

Presently, the C-CORE framework makes use of OLSR and this plug-in in the user space 

communicates normally as defined by RFC 3626. It communicates using the UDP/IP datagram‟s 

on port 698. From the IP layer using the OSI model, it communicates with the MAC layer where 

the information resides or any request it made and then with the Hardware or PHY layer through 
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the drivers madwifi. In our upgrade we need to implement the RA OLSR which communicates 

directly with the mac layer. We will use the nl80211 configuration utility in the user space and 

talk directly with the mac80211s kernel bypassing the IP layer. All commands required and 

codes are in the nl80211 utility tool. Figure 8 shows the architecture. 

 

 

 

 

 

 

 

 

                     

 

 

 

                                    

 

                                       Figure 8: Implementation Architecture 

 

5.6.1 OLSR migration from IP to MAC addressing  
 

Since the C-CORE framework makes use of the OLSR as defined by RFC 3626, there is a need 

in our integration to migrate this structure to RA-OLSR. Hence, we consider the basic 

differences between the two, this approach provides information on what we need to add in 

developing routing plug in that would enable data forwarding on layer 2 and be able to 

communicate with the mac80211 kernel. First it‟s important to note that IP addresses of 

transmitting nodes need to be changed to the MAC frames of the transmitting nodes. Table 20 

shows the comparison between OLSR and RA-OLSR protocols based on their core 

functionalities. The comparisons are taken strictly from the RFC3626 [19], [13] and draft 

standard [26]. 
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Table 20: OLSR and RA-OLSR core functionalities comparison 

Protocol Core functionalities OLSR RA-OLSR 

Packet Format and 

Forwarding 

1. Uses IP packets for all data. IP 

packets are embedded in UDP 

datagrams for transmission. 

 

2. Each Packet encapsulates one or 

more messages. The messages share 

a common header format, which 

enables the nodes to correctly accept 

and possibly retransmit messages of 

an unknown type. OLSR packets are 

communicated using UDP on port 

698. 

 

3. For a node with one interface, the 

main address of a node must be set 

to the IP address of that interface. 

 

 

4. Packet Header must contain the 

packet length in bytes and the 

packet sequence number. 

 

 

5. Message Header must contain the 

message type, Vtime, message size, 

originator address, time to live, hop 

count and message sequence 

number. 

1. Uses mac frames- Change from IP 

to mac frames 

 

 

2. RA-OLSR messages are delivered 

in RA- OLSR Packets. 

 

 

 

 

 

 

 

3. For a sender address shall be set to 

the mac address of the interface 

which the corresponding frame was 

sent. 

 

4. The packet header must contain 

the sender address, length, frame 

sequence number and messages. 

 

 

5. The message format must contain 

the message type, Vtime, originator 

address, Time to Live, Hop count, 

Message Sequence number (MSN) 

and payload. 

Main Address and Multiple 

Interface 

Same with RA-OLSR except the 

fact that it has the OLSR - Interface 

address 

The MID message format as given 

by table [15] must contain the 

message type, Vtime, TTL and the 

RA-OLSR interface address. The 

main difference here is the RA - 

OLSR interface address which would 

be a MAC address while that of the 

OLSR would be an IP address 
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Hello Messages 

The difference here is that as 

defined as RFC 3626. The message 

format must contain fields for 

Reserved, Htime, Willingness, Link 

code, Link message size and 

neighbor interface addresses. 

The Hello message format as given 

in table [13] must contain the 

following fields: The message type, 

Htime, Willingness and a list of 

neighbor interface information. 

Topology Discovery 

The Topology message format and 

the Topology set is as given in the 

RFC 3626 

1. Topology Message format as 

given in table [14] must contain the 

following: The advertised Neighbor 

Sequence Number (ANSN) and a list 

of Advertised Neighbour Main 

addresses with their link metric.                                                              

 

2. Topology Set has included in it the 

T_link_metric. This value represents 

the link quality. The link with the 

highest metric is chosen if several 

other links exist. Example is the 

airtime link metric discussed in 

chapter 4. 

Routing Table Computation 

Routing Table as of RFC 3626 is in 

the following format:  

1. R_dest_addr    R_next_addr    

R_dist   R_iface_addr 

2. R_dest_addr    R_next_addr    

R_dist   R_iface_addr 

The Routing table is the RA-OLSR 

contains the link metric hence the 

format should be like this: 

1. R_dest_addr    R_next_addr    

R_dist    R_metric                                            

R_iface_addr 

2. R_dest_addr    R_next_addr    

R_dist    R_metric   R_iface_addr 

 

5.6.2 Integrating RA-OLSR into the MAC layer (mac80211) 
 

With the amendment in the existing wireless fidelity (Wi-Fi) set up to be able to support the 

upcoming WLAN mesh networking, the recent wireless card developed is softmac , thereby 

enabling  software management of the Mac Layer Management entity MLME at the user space. 

The mac80211 is the new wireless driver API responsible for creation of software wireless card 

[39]. There are lots of these wireless softmac drivers developed already and are supported by the 

new mac80211 subsystem in the kernel. Due to these changes the current wireless interfaces 

such as wireless extension (Wext) have some limitations which made the kernel developers to 

invent another wireless interface for its replacement. nl80211 and cfg80211 are being developed 

to replace Wext. nl80211, the new netlink public header is a wireless driver responsible for 
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building a communication link between the users pace and the kernel space. It comes in very 

handy in our scenario especially as the RA-OLSR needs to communicate directly to the MAC 

layer. For easy replacement or experimental purpose the nl80211 API is better implemented in 

the user space. To enhance the mesh interface capabilities, most of the interfaces configuration 

tools e.g. iw, crda, hostapd etc. use the nl80211. nl80211 source code is found in [40]. The 

wpa_supplicant is used by the mac80211 driver for roaming capability. In order to configure 

hostapd to use nl80211/cfg80211 to build a wireless interface between the userspace and the 

kernel space the following are to be fulfilled: 

1. Netlink Library (libnl) must be present. It is the transport layer that will be used to 

communicate with the kernel space through the netlink. 

2. udev should be included to allow the kernel to pass event or call to crda 

3. Linux kernel must include the supported softmac wireless card, the mac80211 subsystem 

for the packet generation and scheduling also the nl80211 subsystem for configuring the 

wireless interfaces for user space. 

4. iw is the Command Line Interface (CLI) to be used at the user space to test the libln and 

to create virtual wireless interfaces on the wireless card. 

5. Hostapd is the daemon that is responsible for the generation of beacons and other 

wireless packet, also for the encryption such as wpa-psk, wpa2. 

6. crda is the userspace program that will be queried by kernel to determine the power, 

channel and the frequencies used. 

7. Wireless Regulatory Database keeps the allowable transmit power level and frequencies 

used by crda. 

8. Wireless card responsible for the sending and receiving of the wireless packets. 

The procedures for building and installing each of the steps listed above are to be followed as 

recommended in [41]. 

 

 

 

 

  

 

 

 



                                                                                            

40 
 

6 NETWORK SIMULATION AND PERFORMANCE EVALUATION 

 
In this chapter, we start with a brief introduction of QualNet simulation tool, then we present  

test case network scenarios with the focus on measuring the different network parameters, a 

jitter, throughput and end to end delay. The simulation results of each test case scenario is then 

compare in terms of jitter, end to end delay and througput. Finally, we analyse our results with 

the results obtained from the real life testing of the CRL mesh network.  

 

6.1 QUALNET 4.5 simulator 
 

Qualnet is a fast,scalable and hi-fidelity network modelling software [42] developed by Scalable 

Network Technologies (SNT), USA, in order to predict, test, optimize or integrate network 

technologies in a simulated real testbed scenario. 

The network modelling software predicts performance of networking protocols and networks 

through simulation and emulation [ 42 ]. The Qualnet 4.5 is the latest version of the software 

upgraded to support IEEE 802.11s test bed scenarios. In our work, the network scenarios are 

built in this simulated environment with terrain altitude of (1200 x 1000) m to test the 802.11s 

basic performance in terms of delay, jitter and throughput and compare it with results obtained in 

CRL‟s real physical test bed. The simulator makes use of the HWMP being the default routing 

protocol for 802.11s and an omnidirectional antenna of 1.5 m height. This gives us enough 

information to know what the RA-OLSR gives in terms of the basic network parameters for the 

fact that both routing protocols are layer 2 routing protocols.From here we will be able to draw 

our conclusions and make our recommendations based on the result of the basic network 

parameters comparison.  

 

6.2 Simulation results and comparison of basic network parameters in 

Layer 2 802.11s and Layer 3 802.11b (WLAN) 
 

WLAN mesh network simulation 

 

The performance of a network is measured based on the effect of parameters such as the jitter, 

end to end delay and the throughput on the transmitted traffic. The periodic nature of  voice 

traffic has made it to be more prone to delay and jitter. Data traffic is less prone to delay and 

jitter, hence high throughput is necessary. The 802.11s network diagram shown in Figure 9 

contains a wired network with 2 nodes and a mesh network with 6 mesh stations and 2 legacy 

stations. Mesh station 5 is configured as access point (MAP) which permits the legacy stations to 

be associated with the mesh network. Mesh station 1 is configured as portal (MPP)  which 

interfaces the mesh network and the wired network.  Node 2, 3 4 and 6 are mesh stations and 

node 7 and 8 are legacy station (802.11) .  
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Figure 9: MBSS Network design 

 

The simulation design was carried out using Qualnet 4.5 simulation tool. Node 4 sends CBR 

packets to  node 6 , node 8 sends CBR packets to node 3 and node 2 sends CBR packets to node 

7 simultaneously. The default routing protocol HWMP is used to establish routes between the 

mesh stations. The constant bit rate CBR is used to determine bandwidth requirement, it is often 

used when transimitting data at a fixed rate, in our network scenario we sent 100 cbr packets into 

the mesh network to measure and compare the result of jitter, throughput and delay between 

WLAN network and 802.11s wireless mesh network. Appendix B gives the configuration file of 

the 802.11s network scenario in Qualnet 4.5 simulator. Figure 10 shows the CBR server average 

jitter in seconds i.e the jitter values of the nodes 3, 6 and 7 that receives the  100 CBR packet 

sent by the CBR clients, node 8,4 and 2.  



                                                                                            

42 
 

 
Figure 10: 802.11s CBR Server Average Jitter (in seconds) 

 

The result shows that node 7 has the highest jitter of 3.5 ms  followed by node 3 having a jitter 

value of 3.41 ms and node 6 having jitter value of 3.37 ms. The higher jitter values in node 7 and 

node 3  are as a result of  the CBR packet sent by node 8 and node 2 via node 5 (MAP)  before 

getting to node 3 and node 7 respectively, which adds to the jitter values at node 7 and node 3. 

The average end to end delay of the nodes that receives the 100 CBR packets i.e CBR servers, 

nodes 3, 6 and 7 sent by the CBR clients, node 8, 4 and 2 respectively is given in Figure 11. 

From the ouput node 3 has delay of 0.318 ms, node 6 has a delay of  0.298 ms and node 7  has a 

delay of 0.338 ms. Node 7 and Node 3  have higher delays than node 6 because the two nodes 

receive the CBR packets via node 5 being the MAP, hence the time the packets takes to get to the 

MAP from nodes 8 and node  2 respectively contributes to their delay time.     
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Figure 11: 802.11s CBR Server End to End Delay (in seconds) 
 

Figure 12 shows the CBR server throughput (bits/s) i.e. the throughput value of the nodes 3, 6 

and 7 that receives the 100 CBR packets sent by nodes 8, 4 and 2 respectively. It can be observed 

that node 7 has the highest successful packet delivery of 0.9 Mbits/s, next is node 3 having 0.855 

Mbit/s and node 6 with 0.850 Mbits/s. The higher throughput in node 7 and node 3 is enhanced 

by node 5 (MAP). 
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Figure 12: 802.11s CBR Server Throughputs (bits/s) 

 

WLAN network simulation 

 

The WLAN  network  desing show is Figure 13 is simulated using qualnet 4.5 simulation tool, it 

comprises of the Basic Service Set (BSS) or Infrastructure mode  having 8 nodes and wired 

network having 2 nodes. Node 1 in BSS network is the access point and node 2, 3, 4, 5, 6, 9, and 

10 are legacy stations.  
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Figure 13: WLAN Network (802.11b) 

 

The access point connects the BSS network to the wired network which includes node 9 and 10. 

Node 4 sends CBR packect  to node 6, node 8 sends CBR packect to node 3 and  node 2 sends 

CBR packect to node 7. Care had been taken to re-simulate the same scenario as in the 

IEEE802.11s case to compare the network parameters which include delay, jitter and throughput. 

The configuration file of this modelled WLAN network scenario in Qualnet 4.5 simulator is 

given in Appendix C. 

The simulation result in Figure 14 shows the CBR server average jitter values in seconds i.e 

nodes 3, 6 and 7 the receiving end of the 100 CBR packeks sent by CBR Clients, node 8, 4 and 2 

respectively. It can be observed from the output diagram that  node 6 has the highest jitter value 

of 41.5 µs, node 7 has value of 31.0 µs  and node 3 has value of 23.0 µs. This is as a result of the 

packet variation in the network over time. 
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Figure 14: WLAN CBR Server Average Jitter (s) 

 

Figure 15 presents the WLAN CBR server average End to End delay i.e. the average delay of 

nodes 3, 6 and 7 that receives the 100 CBR packet sent by nodes 8, 4 and 2 respectively. Node 6 

has higher delay than node 3 and node 7 because the sender of the CBR packet, node 4 is closer 

to the node 6 receiver of the CBR packet,  than other two receiving end nodes, node 3 and node 

7.  
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Figure 15: WLAN CBR Server End to End Delay (in seconds) 

 

Figure 16 shows the WLAN CBR server throughput (bits/s) i.e. nodes 3, 6 and 7 that receives the 

CBR packet sent by CBR Clients, node 8, 4 and 2 respectively. It can be seen from result that the 

3 CBR servers have equal successful packet delivery of 0.43 Mbits/s. This is because a BSS 

network requires an access point to communicate, therefore, ensuring equal throughput of the 

receiving nodes. 
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Figure 16: WLAN CBR Server Throughput (bits/s) 

 

We compare the simulation results of the two network scenario experiments. Simulation (sim) 1 

represents the 802.11s simulation output and Simulation (sim) 2 represent the 802.11 (WLAN) 

simulation output. 

 Figure 17 shows the output of the CBR server average jitter(s) comparison between sim 1 and 

sim 2. It can be seen that 802.11s network has the highest jitter value 1.12 ms. 
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Figure 17: CBR Server Average Jitter (s) analyses between 802.11s and WLAN Simulation 

 

Figure 18 presents the output of the CBR Server Average End to End(s) comparison between sim 

1 and sim 2. The result shows that 802.11s network has the highest CBR Server Average end to 

end delay. 
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Figure 18: CBR Server End to End Delay (s) analyses between 802.11S and WLAN Simulation 

 

Figure 19 shows the difference in the CBR server throughput(s) between sim 1 and sim 2. It can 

be observed from this output that 802.11s network has higher throughput than WLAN network. 

This confirms the theory and makes the adoption of this new standard attractive based on the 

data rates made possible. 
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Figure 19: CBR Server Throughput (bits/s) analyses between 802.11s and WLAN Simulation 

 

6.3 Real life test Results from CRL Mesh Performance Setup 
 

CRL carried out a real life test of mesh network configuration using the existing C-CORE 

routing framework. The outdoor test was conducted in Varvsholmen, Kalmar. Appendix A 

shows the placement of the nodes in the test area. Figure 20 shows the network diagram 

representation of this real life test scenario. 

 

Wireless 

cloud

10.2.0.50
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10.2.0.40

 
Figure 20: CRL Mesh Network design 

 

Three Cambria platforms with IP addresses given in Figure 20 were involved in the mesh 

configuration network. The test was carried out for both indoor and outdoor setup. Both UDP 

and TCP traffic were transmitted across the network differently and the performance output in 
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terms of throughput was recorded for one hop and two hop transmission for the two network 

scenarios setup. The network end to end delay for the test was 1.5 ms. The results of indoor and 

outdoor test are given in Table 21 and Table 22 respectively. 

 

INDOOR SET TEST RESULT 
 

ECLAIR/UX System I Eclair Alan Johnson-20090721 (build 200907211508) 

Copyright (c) 2009 CRL SWEDEN AB 

(r) All rights reserved 

• TC off (tc qdisc del dev ath0 root) 

Indoor (50 - 40 - 60) 

One-hop (40 -> 60) 

Two-hop (50 -> 40 -> 60) 

TEST50# /flash/netperf -H 10.2.0.40 -t UDP_STREAM -l 60 

UDP and TCP UNIDIRECTIONAL SEND TEST from 0.0.0.0 (0.0.0.0) port 0 AF_INET to 

10.2.0.40 and 10.2.0.60. 

 
Table 21: Indoor test result 

Type of 

traffic 

Number 

of hop 

Elapsed 

time (s) 
Socket 

size 

(bytes) 

Message 

size 

(bytes) 

Messages 

Okay 

Errors Throughput 

(Mbits/s) 

UDP 1 60.01 109568 65507 3699 0 32.30 

UDP 2 10.01 109568 65507 332 0 17.38 

 

OUTDOOR SETUP TEST RESULT 

 

Outdoor (50 - 40 - 60) 

One-hop (40 -> 60) 

Two-hop (50 -> 40 -> 60) 

TEST40# /flash/netperf -H 10.2.0.60 -t UDP_STREAM 

UDP and TCP UNIDIRECTIONAL SEND TEST from 0.0.0.0 (0.0.0.0) port 0 AF_INET to 

10.2.0.40 and 10.2.0.60. 

 
Table 22: Outdoor test result 

Type of 

traffic 

Number 

of hop 

Elapsed 

time (s) 
Socket 

size 

(bytes) 

Message 

size 

(bytes) 

Messages 

Okay 

Errors Throughput 

(Mbits/s) 

UDP 1 10.01 109568 65507 518 0 27.14 

TCP 1 10.03 87380 16384  0 23.58 

UDP 2 10.1 109568 65507 294 0 15.39 

UDP 2 3600 109568 65507 103471 0 15.03 

TCP 2 3600 87380 16384  0 11.72 
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6.4 Analysis of both the simulated network results and the CRL’s mesh 

configuration real time network results 
 

It can be observed from the result of the CRL indoor setup mesh configuration that 3 nodes were 

taken into consideration and UDP traffic of message size 65507 bytes was sent between the 

nodes for duration of 60 s at 54 Mbits/s data rate. The result recorded a throughput of 

32.08 Mbits/s for one hop away from the sender of the UDP traffic less than 60 seconds, the two 

hop throughput recorded 17.08 Mbits/s within 10 seconds. We limited our main comparison with 

the UDP traffic in both real environment and simulated environment knowing that from theory 

UDP throughput is usually higher than TCP throughput.  

Also it is noteworthy to mention than in real life scenario throughput is affected by other network 

elements like IC hardware considerations, analog limitations, socket sizes, etc. Hence the 

simulated environment can only help to predict the real life throughput values. The end to end 

delay between the nodes is given as 1.5 ms. In the simulated wireless network scenario carried 

out in QualNet 4.5 an indoor setup scenario was used. In the simulation 10 nodes were involved 

and CBR packet of size 1024 and message size of 12288 bytes were sent from nodes 8, 4 and 2 

to nodes 3, 6 and 7 respectively.  

The simulation duration was 30 s with a data rate of 2 Mbits/s. The result of the simulation gave 

varied throughput, delay and jitter for each receiving node. To be able to correlate and compare 

the CRL indoor mesh configuration result and the 802.11s indoor wireless mesh network 

simulation result, we decided to increase the data rate of the simulated networks from 2Mbits/s to 

54 Mbits/s by scaling factor of 27. This increment in the data rate will change the initial 

throughput and delay values of the 802.11s and WLAN simulated network results, while the 

jitter value is not affected. Table 23 shows the new 802.11s wireless mesh network CBR server 

throughput values with data rate increased from 2 Mbits/s to 54 Mbits/s by scaling factor of 27. 

 
Table 23: New 802.11s network CBR server throughput (bits/s) at 54Mbps data 

CBR Server Initial throughput(Mbits/s) New throughput (Mbits/s) 

Node 3 0.855 23.08 

Node 6 0.850 22.95 

Node 7 0.90 24.30 

 

It can be seen as compared with the simulated environment that the highest throughput obtained 

in the CRL test bed is more than that of the 802.11s simulated environment. In the Simulation, 

the highest throughput we obtained with the same bandwidth of 54 Mbits/s is 24.30 Mbits/s 

while the CRL test bed gave 32.30 Mbits/s. This disparity can be accounted for by various 

factors especially the ability of the CRL test bed to have more socket sizes available. Also by 

default the HWMP transmit a lot more information in the mac frames causing a reduction in 

throughput as it is carrying more information than the OLSR in the layer 3. Table 24 shows the 

reduced CBR server end to end delay by scaling factor of 27 of the simulated 802.11s wireless 

mesh network when the data rate was increased from 2 Mbits/s to 54 Mbits/s. 
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Table 24: New 802.11s network CBR server End to End Delay (s) 

CBR server Initial Delay (ms) New Delay (ms) 

Node 3 0.318 1.18 

Node 6 0.298 1.10 

Node 7 0.338 1.25 

 

It can be seen from the result that the 802.11s delay is much lower than the CRL test bed 

scenario. This obviously is a function of a lot of things but primarily because the HWMP is both 

a proactive and reactive routing protocol. Also most information are already transferred in the 

MAC layer making it faster not needed extra IP packets for transport. 

The new WLAN network CBR server throughput (s) is given in Table 25. The throughput value 

increases by scaling factor of 27 when the network data rate was extended from 2 Mbits/s to 54 

Mbits/s. 

 
Table 25: New WLAN network CBR server throughput (s) 

CBR server Initial throughput (Mbits/s) New throughput (Mbits/s) 

Node 3 0.43 11.61 

Node 6 0.43 11.61 

Node 7 0.43 11.61 

 

First in comparing the values in both simulated scenarios of the 802.11s and the WLAN, it can 

be seen that the throughput values of the 802.11s are much more than the 802.11b (WLAN). The 

highest throughput value of WLAN being 11.61 Mbps which corresponds to the theoretically 

highest achievable data rate for 802.11b while that of 802.11s reaching heights of 24.30 Mbits/s. 

It is also important to note that in our comparison here the 802.11b practically has a cap to its 

data rate capabilities at 11 Mbits/s. Hence 802.11s is definitely better in terms of higher 

achievable data rates. This is also evident in the simulated values obtained even though we tried 

to scale up the values to see theoretically how far we can go.  

Table 26 shows the reduced WLAN network CBR server end to end delay by scaling factor of 27 

when the network data rate was increased from 2 Mbits/s to 54 Mbits/s. 

Table 26: New WLAN network End to End Delay (s) 

CBR server Initial Delay (µs) New Delay (µs) 

Node 3 0.0168 6.200 

Node 6 0.017 6.300 

Node 7 0.0169 6.300 

 

Finally the delay of the WLAN is much smaller than the 802.11s in the simulated environment. 

This obviously also corresponds to the case where by the WLAN being in an infrastructure mode 

is a single hop infrastructure. Multiple hops as seen in the 802.11s will mean that information 

transfer will take more time especially for the fact that much of its information is carried in the 

MAC layer. 
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6.5 Implementation Problems 
 

In the QualNet simulator we found it difficult to match the socket sizes with the real life scenario 

to be able to make a one to one comparison of the throughput. We also could not increase the 

WLAN bandwidth above 2MB which made us to improvise and scale up the values to be able to 

compare for best case scenarios.  

In the 802.11s network simulation the two legacy stations were not associating with the MAP 

which was later discovered that they were at larger distance to the access point (AP) and was 

corrected. Also in the WLAN simulation the beacons sent by the access point (AP) were not 

received at the stations due to large distance between them, the distance was reduced and stations 

were able to receive the beacons. 

When we tried to have real life implementation of the 802.11s standard with our individual 

systems we had real issues based on Linux kernel we had available. We could not get our 

systems to associate themselves and set up an interface as a mesh station. When we issued the 

command “iw dev wlan0 interface add mesh type mp mesh_id mesh” we obtained the following 

result: root@emineimo-laptop:~# iw dev wlan0 interface add mesh type mp mesh_id mesh 

command failed: Too many open files in system (-23) 

We used using the latest version of Ubuntu 9.0.4. and our wireless card is an atheros WR50G. It 

supports the ath5k. With further investigations with the open80211s forum members we 

discovered that this was a prevalent problem especially with the present wireless kernel and also 

we needed to upgrade our wireless cards to ath9k. Though this was not a solution as new patches 

were at present being developed to solve the problem. Hence we couldn‟t have any stable 

operation. Hence we had to resort to simulating this part of our implementation. 
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7 CONCLUSION  
 

Our thesis goal was to evaluate the pre IEEE 802.11s in terms of its design and possible 

implementation into the CRL‟s C-CORE framework with a focus on layer 2 routing protocols 

like RA-OLSR. 

As a solution to demands to be met at the MAC layer to support layer 3 routing, we resolve that 

the inclusion of mesh control field in the MAC frame format which facilitates path selection and 

forwarding of data at the data link layer is necessary.  Therefore, the proposed routing protocols 

for IEEE802.11s standard such as RA-OLSR and HWMP were developed based on this 

amendment in the MAC frame format. The approach gives 802.11s devices the capability of 

routing in the MAC layer, transparency to upper layers and multi-hop capabilities.  

Since the upcoming IEEE802.11s standard recommends routing on layer 2, topology information 

dissemination at this layer poses a challenge. Hence, the standard resolved this problem by the 

inclusion of link metric in the topology control message (TC) which is broadcasted across the 

network, enabling participating nodes in the network to be aware of their neighbors and establish 

link between each other at the data link layer.  This capability gives the 802.11s the ability of fast 

deployments in various terrains like the mountainous battlefields with non-line of sight 

requirements for wireless network deployments.  

A brief history of the IEEE 802.11s was given to keep the update on the development of the 

standard, as at the moment the standard is scheduled to reach the final maturity stage by early 

year 2011. The readiness of companies to adopt the standard is evident by their continuous 

research with respect to current draft standards. This prompted CRL as the leading provider of 

wireless mesh software, to commission this thesis work so as to stay very competitive. From the 

performance results of IEEE 802.11s obtained through our simulations and real life test of CRL 

network parameters we conclude that the IEEE 802.11s has a better throughput than WLAN- 

IEEE 802.11b especially when we have mobility of the nodes. 

For our simulation we used the vendor neutral routing protocol HWMP which for the purpose of 

our work was sufficient to evaluate the network behavior of a layer 2 routing protocol in 

comparison to routing in layer 3 and not a one to one relationship between OLSR and RA-

OLSR. The RA-OLSR gave us a predictable picture of the behavior of how the 802.11s would 

perform with basic network parameters like delay and throughput in a vendor specific routing 

protocol scenario. We also conclude from the results of the test that though the C-CORE 

framework using layer 3 routing at present is capable of very good throughputs, low jitter and 

delay values. It will be a great addition to add the 802.11s capability for layer 2 routing in the 

case of diverse terrain network deployments since features such as multi-hop routing, easy 

deployment, self configuration, self healing etc. and capable of interoperability with other vendor 

devices will come in play. 

The flexibility and extensibility of the 802.11s routing framework make its implementation in a 

generic way using vendor specific algorithms achievable. The standard has made provisions in 

the Mesh Configuration Element options for Active Path Selection Protocol Identifier and Active 

Path Selection Metric Identifier. In both cases we have options in the field called the OUI – 

Organizational Unique Identifier to include vendor specific algorithms that have a value set 

between 0-255 for specific algorithms, 1-254 for future use and 0 for mandatory HWMP. 
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The inherent spatial problems which include the unaware and hidden station is one of the 

difficult radio environmental problems in wireless networks we raised and this was solved with 

the extension in the Distributed Coordination Function (DCF) that is the EDCA and the optional 

MCCA. These two medium access control functions ensure that other stations not authorized to 

transmit, do not interfere with ongoing transmission. 

In chapter 5 we introduced the roadmap on the actual design, implementation framework, and 

analysis on how to integrate the 802.11s into the present CRL‟s C-CORE framework operating 

with a HAL. We concluded with the recommendation that the use  of the new network interfaces 

as replacements to the existing wireless extension is important to have access to the mac80211 

wireless kernel which drives the 802.11s algorithm. The netlink library, cfg80211 and other 

interfaces were discussed in detail. Finally, this implementation framework could be a generic 

way how vendors could integrate the upcoming standard into their existing framework with 

specific algorithms. The framework led us to the step by step integration process of 802.11s 

capabilities into the C-CORE framework which gave a conclusive roadmap on how to implement 

the draft standard into the C- CORE framework. 

 

7.1 Future work  

 

For future work, emphasis should be given to develop codes for the present Linux kernel to 

enable a more seamless integration of the new network interface like iw, nl80211 and cfg80211 

into the C-CORE. These codes should take into consideration the HAL lying as the base of the 

C-CORE framework. With this, easy integration would be made possible and the subsequent 

changes made to the corresponding wireless cards will be successful. 

The results of network scenarios simulations are not always sufficient to predict exactly the 

performance of real life network scenario. Therefore, an attention should be focused on carrying 

out the real life implementation of the upcoming 802.11s wireless mesh network in the open 

source software running of Linux platform developed by the open80211s, the consortium of 

companies. This will give room to perform the indoor and outdoor tests of the standard and be 

able to develop on its design and implementation to enhance performance and deployment of the 

standard.  

In addition, further research work should be focused on the routing protocols developed for a use 

in the upcoming standard, especially the mandatory HWMP and optional RA-OLSR. This is 

quite necessary since most of these protocols are actual adaptations of the layer 3 MANET 

routing protocols. Multi-hop focused protocols could be designed to inform a more intelligent 

and resilient network. This will give vendors an understanding of conditions to apply to each 

protocol in new network scenarios, thereby making routing protocols adaptable for different 

scenarios.   
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