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Abstract	
 
A DDoS attack is an attempt to bring down a machine connected to the Internet. This 
is done by having multiple computers repeatedly sending requests to tie up a server 
making it unable to answer legitimate requests. DDoS attacks are currently one of the 
biggest security threats on the internet according to security experts. We used a 
qualitative interview with experts in IT security to gather data to our research. We 
found that most companies are lacking both in knowledge and in their protection 
against DDoS attacks. The best way to minimize this threat would be to build a 
system with redundancy, do a risk analysis and revise security policies. Most of the 
technologies reviewed were found ineffective because of the massive amount of data 
amplification attacks can generate. Ingress filtering showed promising results in 
preventing DDoS attacks by blocking packages with spoofed IP addresses thus 
preventing amplification attacks. 
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1 Introduction	
 
DDoS attacks have just recently started to become a huge problem. At first it was 
used for fun by hobbyists but soon it grew into a powerful tool used for organized 
crime and political protests [1]. 
 
It wasn’t until the late 90s, early 2000s DDoS attacks gained mainstream recognition. 
During the same time period DDoS attacks grew from a few Mbps to traffic reaching 
Gbps speeds. The first DDoS attack that successfully extorted a company to pay 
40,000 euros happened in 2005 and the number of attacks have only increased since 
[1]. According the experts on the field DDoS attacks are one of most dangerous 
threats on the internet [2]. 
 
As DDoS attacks keep increasing in both size and quantity making the issue one of 
great importance [3]. While research has been made on DDoS attacks, they mostly 
focus on how to defend against specific types of attacks [4], [5], [6], [7], [2]. None of 
the research papers that were reviewed found a general way to defend against DDoS 
attacks. It would be too expensive to implement all the solutions and that would 
leave them with an incomplete defense, making them vulnerable to other types of 
attacks. 
 
We are also going to look at some steps that can be taken on a network infrastructure 
level to see if there are any solutions that could need further research. We believe 
that solutions could exist on network infrastructure level that might be able to 
prevent DDoS attacks. This is because the attacks have gotten so big that they need 
be solved before they reach their target. A lot of the research done in the past is now 
obsolete. New types of DDoS attacks emerge rendering old protection useless. The 
scale of the attacks continues to grow and old solutions can’t scale well enough [8]. 
 
With this research we hope to find methods to efficiently defend against DDoS 
attacks. But as DDoS is a very hard problem to solve we only expect to find a few 
promising method to defend against this types of attacks. We suspect that a lot of 
smaller companies will have insufficient security solutions, and that includes DDoS 
protection. We hope that with this research we will find some general steps to protect 
themselves. 
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2 Background	
 

2.1 Overview	
 

Denial of Service (DoS) attacks aim to bring down a machine or a network resource 
by exhausting the services, connection capacity or the bandwidth. DoS attacks are 
simple to defend against because the attack comes from a single source [9]. 
 
Distributed Denial of Service (DDoS) attacks are made up of a group of computers 
coordinating attacks [10]. These attacks often consist of a network with infected 
computers called botnets [9].  Infected computers that are in a botnet are called 
zombies and the hacker that controls them is called a controller [11]. Most of the 
users are part of a botnet without ever realizing it [12]. From there the hacker can 
coordinates attacks using his zombies [9]. 
 
There are 3 main categories of DDoS attacks based on how they affect the victim 
[13]: 
 
Volume Based Attacks goal is to saturate the bandwidth of the victim’s site. The size 
of the attack is measured in bits per second (Bps). To succeed with such an attack, 
the only thing that matters is the attacker sending more data than the victim’s internet 
capacity. 
 
Protocol Attacks consumes actual server resources, or those of intermediate 
communication equipment, such as firewalls and load balancers. The magnitude is 
measured in Packets per second. 

 
Application Layer Attacks is comprised of seemingly legitimate and innocent 
requests but target resource demanding aspects of the service. The goal is to waste all 
available resources to crash the web server. The magnitude is measured in Requests 
per second. 
 
To generate traffic the controller can use two different methods. 
 
Direct attacks: These types of attacks are currently the most common DDoS attack. 
The controller uses his zombies to send enough traffic to the server making it unable 
to respond to any other legitimate requests [9]. 
 
Amplification attacks: Using amplification attacks [3] the controller can further 
increase the traffic his botnet can generate. The basic idea is that he gathers a list of 
publicly available servers that send responses that are larger than the requests. He 
then uses this response data from the servers to attack his victim. To make use of the 
traffic he changes the source IP address of the packages sent to the public server so 
that instead of responding back it sends the response to the victim (IP address 
spoofing). This means that the hacker can use publicly available servers to amplify 
his attacks. This type of attack can increase the attacker’s generated traffic by a 
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factor of 650% [14]. Because amplification attacks are often volume based there is 
no protection client side [15]. 
 

 
Figure 1 above shows an example how an amplification attack could be performed 
[3]. 
 
One standardized way to defend against different IT threats is to do a risk analysis 
[16]. Risk analysis is a structured method that aims to find how likely one are to get 
attacked and what the consequences of the attack are. This information is then used 
to decide what further need to be done to minimize the risk. With a risk analysis you 
try to answer the following questions: 
 

1) What can happen and why (by risk identification)? 
2) What are the consequences? 
3) What is the probability of their future occurrence? 
4) Are there any factors that mitigate the consequence of the risk or that reduce 

the probability of the risk? 
 

2.2 Previous	research	
 
As the problem with protection against DDoS attacks is still not solved a lot of 
technologies have been proposed to solve the problem. Mirkovic, Prier, Reiher [7] 
suggest a new defense mechanism named D-Ward. They claim that its defense is 

Figure 1 
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effective against DDoS attacks but is not able to defend against all types of DDoS 
attacks.  
 
Bardas, Zomlot, Sundaramurthy, Ou, Rajagopalan, Eisenbarth [17] describe that the 
industry still lacks effective tools to detect DDoS attacks that uses the transmission 
protocol UDP. They presented a solution that obtained 0% false positives in their 
controlled environment. There are however limitations in their suggestion, as it can’t 
handle spoofed IP addresses.  
 
There are however researchers that claim that no current or proposed technology is 
able to stop DDoS attacks. Alomari, Gupta, Karuppayah, Manickam [2] states that 
DDoS attacks on the application layer are the latest and most problematic trends in 
network security. They further state that DDoS attacks are among the most difficult 
problem to solve. Weeink [18] and Aamir, Zaidi [9] both review current techniques 
to defend against DDoS attacks. They came to the same conclusion that the 
technologies are not without faults. They are not accurate enough to identify DDoS 
attack traffic. Because it is next to impossible to identify attack traffic, they argue 
that DDoS attacks are not an easy problem to solve. 
 
Habib, Hefeeda, Bhargava [4] presents several network monitoring tools designed to 
detect DDoS traffic and makes almost the same discoveries. Their study shows that 
certain network monitoring tools excels at detecting certain types of DDoS attacks. 
They conclude that no network monitoring tool can detect all types of DDoS attacks 
accurately. Mirkovic, Prier, Reiher [7] write that to get a complete defense a 
combination of defenses are needed. 
 
 



  5

3 Purpose	and	Research	Question	
 
The current state of the art is that there currently exists no method to reliably protect 
against DDoS attacks. There are several new methods that are proposed but they 
have received mixed reception. The purpose of this research is to find if there are any 
methods that are able to successfully defend against DDoS attacks. As the problem 
with DDoS attacks keep growing it becomes even more important to find a solution 
to the problem. If we don’t manage to find a solution to the problem soon it is only 
going to get worse as the attacks continues grow in both size and quantity. With this 
research I hope to answer the following research question. 

 
 How could DDoS attacks be prevented? 
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4 Research	Method	
 
The research question was answered with a combination of interviews and literature 
reviews. 
 
To get information for the literature review we searched through several different 
databases for academic papers. Because this is a popular topic that is constantly 
changing we also looked at nonacademic papers to get a broader view. It was 
especially useful to look at different security companies’ reports to be able to tell 
how many attacks get reported each year and their predictions on their growth. We 
also took publications made by different security experts into consideration. To be 
able to include this information it has to be published on a news site or a site 
managed by a company that specializes in security. 
 
The databases we used are Google Scholar, Cornell University Library and BTH 
Library. With these databases we are searched for research papers using the words 
“DDoS”, “denial of service”, “botnet” and “botnets” search terms. We reviewed the 
results until they no longer provided research papers that were related to our 
research. There was no need of a year limitation because almost all papers found 
were not older than 10 years. A lot of research papers were discarded because they 
supplied no information that was useful to answer our research question. 
 
To get interviews we asked several different local companies and contacted some 
well-known companies online. The students we interviewed were contacted through 
the local university. The selection of interviewees was decided by their field of work 
and their potential knowledge about the research question. In total we managed to get 
6 interviews out of 17. Four of them were security experts working at different IT 
companies and two were master students in IT security. Their lack of real life 
experience could make them unable to answer certain questions but we believed that 
the combination of both security experts and students were going to give us the best 
overall picture of the problem. We only asked 2 students as it was apparent after the 
interviews that the students didn’t have enough knowledge in this field of study. The 
only valuable information we managed to get from the student interviews was that 
they had little to no knowledge about DDoS attacks. The reason we only choose 
security experts afterwards was because they were a good reliable source of 
information. This was the case because we believed they are more knowledgeable 
about the subject and are able to give us some information that might not be common 
knowledge.  
 
To let the participants feel as comfortable as possible we let them chose the time and 
place were interviews took place. This was also to make sure that they were not be 
distracted by the environment. 
 
The selection of method for the empirical study depends on the purpose of the 
research. We wanted to find out what security experts experiences and viewpoints 
are when it comes to preventing the threat of DDoS attacks; therefore we choose to 
do a qualitative method when collecting data [19], [20]. We choose to do in-depth 
interviews because they are optimal for collecting data on individuals’ histories, 
perspectives, and experiences [20]. We compared the answers and weighted in the 
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credibility of the interviewed person based on what field of expertise they are in and 
for how much experience they have. 
 
 
To get as much information as possible, we only asked open questions during the 
interviews. The questions were asked with no assumptions so that the answers were 
unbiased [19].  The questions were clear and easy to understand so they could not be 
misinterpreted. To ensure this we let other people review our questions. We also 
observed how they answered the questions to get a better feel how reliable their 
information was. Because of our previous knowledge about the subject that we 
gained during the literature review we were able to ask relevant follow up questions.  
 
When needed we asked them why they believed the way they did so that they were 
able to justify their answers. The interview questions were formulated to give the 
answers to the study’s research question. The questions were the following: 
 

 What precautions do you take to protect yourself against DDoS attacks? 
  

 Do you have any firsthand experience with DDoS attacks, if so please tell us 
about it? 

  
 How do you predict the future of DDoS attacks will look like? 

 
 How do you think we can solve the DDoS problem on a global scale? 

 
 What type of companies do you think are more threatened by DDoS attacks?  

 
 What do you think are the motives behind the attacks? 

 
 What type of DDoS attack is the most dangerous one? 

 
After we were done with our questions we asked the interviewee if they had any 
more information to add relating to DDoS attacks that they felt were left out of the 
interview. 
 
 
The research is going to follow the Swedish Research Councils guidelines [21]. 
 

 Information requirement the participant gets informed about the study and its 
purpose. 

 Consent requirement the interviewee have the right to choose if they want to 
participate in the study. 

 Confidentiality requirement all information is kept confidential. Personal data 
is kept inaccessible for unauthorized individuals. 

 Utilize requirement the gathered information about individuals must only be 
used in research purposes. 

 
To fulfill the first two requirements we informed the participant about both the 
information requirements and the consent requirement. The third requirement was 
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reached by anonymizing the data of the study. The Utilize requirement was met by 
data only using the data in research purposes. 
 

4.1 Validation	threats	
 
A threat to this study was that the interviewees didn’t have the same understanding 
of the problem. When an interviewee stated his opinion, we looked at his background 
to determine how trustworthy his information is. However, when his information is 
within his specialized field we viewed it as legitimate data.  
 
There was also a risk that data was on purpose withheld during the interview because 
of information secrecy. A reason why data were withheld was that it could expose 
potential vulnerabilities in the company. To avoid most of the vulnerable data being 
withheld from this study it was carefully anonymized to preserve the companies’ 
integrity. One reason why data might have been withheld was because of market 
secrecy to avoid other companies to take part of their research. 
 
There are several risks in our way of collecting and analyzing data. We were using a 
qualitative method to interpret the data which is always going to be more subjective 
than a quantitative method. There was also a risk that we read nonexistent 
information into the data to confirm our own beliefs. This was avoided to the best of 
our knowledge. 
 
To validate our solutions we are going to compare the results of both to the empirical 
study and the literature review with each other. We are also going to have some of 
the experts we previously interviewed to look at our conclusions to validate them. 
The validity of the paper was strengthened further by having it peer reviewed. 
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5 Literature	Review	Results	
 

5.1 NTP	Based	Attacks	
 
NTP [15] is a network time protocol used mostly by UNIX systems for time 
synchronization. NTP contains a command called monlist that is used for monitoring 
purposes. The command returns the addresses of up to the last 600 machines that 
contacted the NTP server. The command was classified as a bug and was removed 
2010. 
 
There are still a lot of unpatched badly configured NTP servers available publicly 
online, which hackers can utilize to amplify their attacks. To do this they send a 
request and have the source address changed to the site they plan to attack. The NTP 
server will then send a response which can be up to 206 times the size of the request 
to the fake source address [15]. The largest DDoS attack ever recorded is a 309 Gbps 
NTP based attack, making it the most dangerous type of DDoS attacks as sizes this 
big can disrupt core internet infrastructure [22]. 
 
NTP was used in 14% of DDoS events overall in February 2014 but 56% of attacks 
were over 10 GB/sec and 84.7% of attacks were over 100 GB/sec. Average NTP 
traffic in November 2013 was 1.29 GB/sec, and by February 2014 it had increased to 
351.64 GB/sec [14]. 
 

5.2 Blacklisting	of	vulnerable	public	servers	
 
Most mail servers on the internet used to be open relays; anyone could connect to 
them and send emails to anybody. Open mail relays were abused as spam forwarders 
for sending out advertisement. People and companies in the email security field 
reacted by setting up blacklists of vulnerable mail servers thus solving the problem 
[23].  
 

5.3 Detecting	traffic	
 
DDoS attacks are not an easy problem to solve because there is no common 
characteristic to DDoS that can be used for detection. It becomes an even a harder 
task to identify attack packets when the data is a mix of legitimate traffic and attack 
traffic. [9].  
 

5.4 D‐Ward	
 
D-Ward [7] is a firewall installed by the internet service provider (ISP) at routers 
facing their subscribers. It detects traffic anomalies by comparing them to the 
protocol specification and drops packages if it exceeds this amount.  There are 
however, several flaws with this system:  
 

1) Currently only supports TCP traffic.  
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2) It has a 0.1 % of false positives making it potentially drop legitimate traffic.  
 

3) The performance is heavily decreased by the computations to find traffic 
anomalies. 

 

5.5 Hop	Count	Filtering	
 
Hop Count Filtering [24] is a packet filtering software installed in the end users 
network. Using a mapping between IP addresses and their hop-counts, the server can 
distinguish spoofed IP packets from legitimate ones. It still has a few issues such as: 
 

1) The technique is only valid for static IP addresses. Legitimate traffic of 
clients working under a Dynamic Host Configuration Protocol (DHCP) 
suffers from the denial of service. 
 

2) The technique does not take into the consideration of legitimate users behind 
Network Address Translation (NAT) since all users behind a NAT usually 
communicate over the internet with the same public IP address. Such 
legitimate clients could suffer from potentially becoming flagged as DDoS 
attackers.  
  

3) Because the program is deployed at the end users network it doesn’t defend 
against volume based attacks. 

 

5.6 Ingress	Filtering	
 
Ingress filtering [25] is a method to filter packages going into a network. The 
filtering can be used on several different types of attacks but the most useful case is 
to protect against amplification attacks. To do this, the source IP address is compared 
with the subnet it receives the data from. If the package source address field and the 
actual IP address do not match up then the package gets dropped. Ingress filtering 
doesn’t cost much processing time and is completely accurate on dropping only 
spoofed IP addresses. There are however some problems with this technique as well: 
 

1) Attacker can spoof IP address within the subnet range making ingress 
filtering unable to detect the spoofing. 

 
2) It only protects against attacks that uses the UDP protocol. 

 
3) Mobile networks are currently dependent on spoofing IP addresses when 

switching to a new cellular tower [26]. 
 

4) While it is very easy to implement it needs to be implemented on each node 
that is facing internet consumers. 
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5.7 SYN	cookies	
 
SYN cookies [24] allocate no state for SYN in connections. Instead it encodes all of 
the required states into the sequence number transmitted on the SYN-ACK. If the 
SYN is not spoofed the sequence number can be used to reconstruct the state. There 
are however several issues with this method: 

 
1) SYN cookies’ commonly implemented schemes are incompatible with some 

TCP options. 
 

2) Does not protect against either volume base attacks or application based 
attacks. 

 
3) SYN cookies require additional computational power if the attack get big 

enough the servers resources can be saturated. 
 

4) If a SYN/ACK packet is lost the server is unable to resend it. 
 

5.8 WebSOS	
 
WebSOS [5] is an architecture to make sure that legitimate users have access to a 
webpage during a DDoS attack. To do this the user has to pass a graphic turner test, a 
simple test to verify if the request is made by a human. The architecture has a few 
issues such as: 

 
1) User experience is severely degraded. 

 
2) Must be implemented at an ISP level. 

 
3) Only limits the effects of DDoS attack rather than preventing it. 
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5.9 Literature	review	findings	
 

NTP	Based	Attacks	
NTP based attacks change the way we have to think about protecting against DDoS 
attacks because of their sheer size. If the attack is large enough, it doesn’t matter 
what kind of DDoS protection is used by the end user. 
 

Ingress	Filtering	
There are several methods to combat amplification attacks, but Ingress filtering is the 
most reliable way according to our review. It does not rely on the end-user, doesn’t 
cost much processing time, there are no false positives and it is easy to implement. 
 

Current	Defense	
There are several proposals on how to limit the DDoS problem client side but they 
almost all have at least one fundamental flaw. There is no way of determining if data 
is a legitimate request or part of a DDoS attack with an acceptable accuracy. Other 
research further validates this conclusion [18], [9]. 
 

Blacklist	vulnerable	public	servers	
Making ISPs blacklist vulnerable public servers is a potential solution to 
amplification attacks. The problem is how to keep the blacklist updated over several 
different ISPs and to make sure that no legitimate users get blacklisted. Another 
potential problem is syncing the blacklist, making sure that they get unblocked on 
every sub-network if they straighten out their act. This solution is how the problem 
with open mail relays used as spam forwarders were solved, so it is proven to work. 
It still needs more research to be able to tell if it is efficient at protecting against 
amplification attacks [23].  
 
Making	sure	users	that	are	using	updated	operating	systems	and	applications	
This solution could be really hard to implement in reality. How would one make sure 
that the users run updated versions of the operating system? The most obvious way is 
educating the users, but it is going to take a lot of effort to make sure that it is done 
globally. Another way is for the ISPs to block infected computers. But then one 
needs some way of detecting infected computers with no false positives, which is 
next to impossible. 
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6 Empirical	Study	

6.1 Interviewees’	Background		
 
The Security expert at a commerce company got a master degree in IT Security and 
has been working as a security expert at a big commerce company for several years. 
He has been working with both the designing the general security plans and testing 
the security of their systems. 
 
The Security expert at an ISP has been working at a big ISP for ten years. He has 
been working mostly with the general strategies but has in the past also worked with 
integrating security into software. He is currently the lead security expert at his 
division. 
 
The Security consultant started out his career working in the Swedish navy for 
several years where he learned a lot about general security precautions. He then 
decided to quit the navy to study software engineering. As soon as he was done with 
his education he started working as a security expert in the Swedish Military 
Intelligence and Security Service for two years. After that he worked as an IT 
security consultant for another five years. He then started working in more general 
security for a forest enterprise. Now he has started his own company and specializes 
in security solutions for different government owned agencies. 
 
The CEO of a Security Company has been interested in IT security since he was 15 
years old. He started out working at a security company for 8 years. He then decided 
to start his own security business where he has been working as a consultant. He has 
mostly done penetration testing and revising security policies. 
 

6.2 What	precautions	are	taken	to	defend	against	DDoS	attacks	
 
 
The Security expert at a commerce company tells us that every feature that gets 
implemented gets reviewed according to below scale: 
 
Severity of attack 

1)  Minor damage to the system or service from internal (safe) source and data 
2)  Minor damage to the system or service from external source and data 

(network traffic) 
3) Denial of service for other users or circumvention features  
4) Disclosure of confidential data, destruction of data, escalated privileges or 

financial fraud  
5) Full system (or component) compromised or undetected modification of data 

 
They also have a distributed system with good capacity, geo redundancy, systems on 
different network with load balancers. The load balancer filters traffic after resource 
limits per IP and traffic type. They currently have three of these distributed systems 
around the world each costing roughly a million dollar each. 
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The Security expert at an ISP states that they only protect their own infrastructure, 
unless customer buys additional protection. The only exception to this is when the 
attacks affecting the customer are so big that they are actually disturbing the core 
infrastructure of the internet in which case they disable the customer’s internet 
access. They have redundancy to protect themselves; basically they have twice the 
capacity with two separated networks labeled red and blue network which they can 
switch between on demand. 
 
They constantly monitor their network to find botnet controllers. Currently they 
don’t care about the source address of the attacks unless it is inside their network. If 
that is the case they send the customer a notice that he is participating in an attack. If 
the customer fails to act within a reasonable time he will get disabled until his 
computer is clean again. 
 
The ISP uses external security service for the network monitoring to detect botnet 
controllers. This is quite successful but the controllers get more sophisticated in their 
attempts to hide themselves. It is also not completely accurate, for example it 
identifies the office’s access points control traffic as gaming data. They also have to 
verify each botnet controller claim manually. 
  
The Security Consultant says that the main thing he do to protect against DDoS 
attacks is to do a risk analysis. He also says that he tries to make critical services not 
accessible to the internet unless they are dependent on it. He does extensive security 
testing of the system but in most cases no stress test is performed.  
 
The CEO of a Security Company states that if the DDoS is a volume based attack 
there is nothing that can be done. External services exist to protect against DDoS 
attacks but they are all very expensive. Against application layer attacks you have to 
make sure to have good software patching policies and make sure software is kept up 
to date.  
 

6.3 The	experience	of	an	attack	
  
The Security expert at a commerce company states that no DDoS attacks have been 
detected against their system. But to make sure that they are protected they have 
performed several tests in case of a DDoS attacks. 
 
The Security expert at an ISP says that almost every day there is at least one DDoS 
attack in their network that they detect. They follow the protocols mentioned 
previously and haven’t had any real issues with it themselves. 
 
The Security Consultant has heard a lot about DDoS attacks but has only a single 
firsthand experience of an attack. It was a DDoS targeting the mail server owned by 
a newly established forest enterprise in Australia. He managed to track down the 
source of some mail servers. The owners of the mail server were contacted and all 
owners outside of Australia made sure no further mails were sent. The problem was 
that in Australia there is a law that makes it legal to spam emails as long as it is 
stated to come from a valid person. Because of this law nothing could be done with 
the traffic originating from Australia. The attack lasted several days until the attacker 
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got tired and stopped. During the time of the attack the companies’ mail servers were 
unreachable. 
 
The CEO of a Security Company has never directly been affected by DDoS attacks. 
But when he was young he performed DoS attacks himself. He used a bug in 
modems to turn off people’s internet access. 
 

6.4 The	future	of	DDoS	attacks	
 
The Security expert at a commerce company believes that the number of attacks will 
grow but the size of the attacks won’t as grow much. Mostly because it is not worth 
the time to target big companies because of all the security they have. It is a lot more 
cost effective to target smaller companies. 
 
The Security expert at an ISP explains that five years ago no one could have 
predicted NTP based attacks of this scale would even be possible. He says that if we 
don’t change how internet as a service work we will never be able to get rid of 
DDoS. 
 
He also informs us that people have started to realize that there is a lot of money that 
can be made from DDoS attacks. So more security breaches will be found in old 
protocols and DDoS attacks will grow in both size and numbers. 
 
The Security Consultant believes that the attacks will continue to grow in numbers; 
the targets of the attacks will however change. He believes that more society critical 
services will be targeted more often for example: mass media, food production, 
power production and traffic surveillance. The reason is that these kinds of services 
used to be on their own intranet and is now becoming available to access online. This 
has already happened to some degree in USA and it will continue to increase 
worldwide. 
 
The CEO of a Security Company strongly believes that DDoS attacks will grow in 
size but its fundamentals will stay the same. They will keep trying to waste as much 
resources as possible against their target while trying to spend as little resources as 
possible themselves. 
 

6.5 How	to	solve	the	DDoS	attacks	global	scale	
 
The Security expert at a commerce company thinks that nothing can be done on a 
global scale; it’s up to everyone to protect themselves. In the current situation you 
can’t put the responsibility on the end user to make sure that he is not a part of a 
botnet. He believes that ISP can only solve DOS but not DDoS. 
 
The Security expert at an ISP tells us that the best way to improve the situation is for 
the ISPs to detect and shut down Botnet controllers. There is also talk to put infected 
users in a walled garden where the user only has access to an information page until 
his computer has been cleaned from the infection. 
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He mentions that there are currently laws being written to improve the sturdiness of 
the internet in Sweden. But because there are no borders in the internet world there 
would need to be international agreements to improve the situation. 
 
The Security Consultant doesn’t think there are any ways to solve the problem client 
side on a technical standpoint. Because there are so many different types of attacks 
and the definition of just making a site unavailable is impossible to stop. He strongly 
believes that the only way to solve the problem is to conduct new international laws. 
He thinks we need to find the root cause and not just trying to mitigate the problem. 
He also states that a lot of the internet uses protocols that are used today were not 
designed for the current internet. Those old protocols can be abused and bring new 
potential risks. To solve this we need to remove the old standards and replace them 
with newer more secure versions. 
 
The CEO of a Security Company doesn’t believe there is any way to stop DDoS 
attacks on a global scale. If the controller has enough botnets under his control he 
can bring down any site in the world with only legitimate traffic. To determine if the 
traffic is part of a DDoS is not reliable and is going to be too expensive to 
implement.  
 

6.6 The	most	dangerous	type	of	DDoS	attack	
 
The Security expert at a commerce company thinks the most dangerous kind of 
DDoS attacks are the ones using up processing capacity. They do however nothing to 
mask the processing heavy tasks but instead tries to do everything as fast as possible. 
It is also harder to defend against attacks if they come from the same place as the 
company operates in, as it can’t just drop IP address ranges. 
 
The Security expert at an ISP states that the most dangerous DDoS attacks are the 
attacks that attempt to exhaust the bandwidth capacity. 
 
The Security Consultant believes attacks that put a heavy load on traffic.  
 
The CEO of a Security Company thinks that UDP based attacks and amplification 
attacks are the most dangerous ones. 
 

6.7 Miscellaneous	Information	
 
The Security Consultant describes that during his years as a security expert they 
always tested for vulnerabilities in the code that could be abused. However no real 
stress tests were ever made. There are currently several vital government controlled 
sites that have no testing at all against potential DDoS attacks that are just waiting to 
be attacked. 
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6.8 Empirical	Study	Data	Analysis	and	Discussion	
 
Almost all of the interviewees considered redundancy in the system as an effective 
way to protect against DDoS attacks. This is very interesting as none of the previous 
research papers mentioned this solution [4], [6], [7], [18], [5]. The person that 
handled the security for the commerce system also had a load balancer to further 
improve capacity. The load balancer had some filtering options to protect against 
DDoS attacks but they were mostly designed to protect against application protocol 
attacks.  
 
When we analyzed the data on the load balancer we found a previously undiscovered 
issue that could potentially make it very easy to bring down a certain feature of the 
system. The load balancer has limits on different types of data and all traffic that 
exceeds this limit gets dropped. The limit is preconfigured based on how much of the 
specific type of traffic is going to be needed. So let say it has a limit of 1 % for NTP 
traffic, then you can do a NTP based attack amplification attack to reach this limit, 
making it drop all further NTP traffic. With this attack we have now disabled the 
system’s ability to sync it’s time with only 1 % of the data needed to bring the whole 
system down.  
 
According to the security expert at the ISP, if there is a DDoS attack so big that it 
actually disturbs the stability of the internet, then they are going to shut down the 
customer affected. So currently there is no way to protect against attacks of that scale 
on the client side. According to this he reasons that amplification attacks is the most 
dangerous type of attacks. This differs from the previous research as it was believed 
that application layer attacks were the most dangerous type of attack [2]. What can 
be done on the client side according to most of the interviewees is to protect against 
application layer attacks. The security expert at a commerce company states that the 
ISPs can only protect against DoS and not DDoS. What you have to consider is that 
he believes that application layer attacks is the most dangerous type of DDoS attack. 
This type of attack is very hard to defend at an ISP level so it is understandable that 
he makes this conclusion even though it seems to be possible for ISPs defend against 
certain types of attacks. 
 
Most of the interviewees stated that the hardest part of any sophisticated DDoS 
protection is to detect the attack traffic. One of the reasons stated is that volume 
based attacks is nothing more than a lot of traffic coming from an abnormal amount 
of computers. All of the interviewees agreed that right now there are no applications 
that can reliably filter data without false positives. This further validates the previous 
research that also made the same conclusion [17], [4]. The security expert at the ISP 
stated that the security software which the leading DDoS protection company has 
deployed at their office can’t identify data without false positives. An example of this 
is that their security solution can’t tell the difference between gaming traffic and 
router callback traffic. So if one of the most successful security organizations can’t 
reliable identify data without false positive, we doubt that any other software can do 
it. Several of interviewees stated that analyzing the data patterns to detect DDoS 
attacks would be the best way to protect against DDoS attacks but as both the 
interviewees and the data in our literature study suggests it is not possible with the 
current technology. 
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Another suggestion from two of the experts is new international laws legislation. 
They want laws that would force the ISPs to improve their infrastructure and security 
software to ensure the stability of the internet. The biggest problem with this 
suggestion is the time it takes to pass a law and enforce it. During this time the 
demands for internet infrastructure could have changed dramatically. There are also 
privacy issues with analyzing all of the data passing through the ISP. Several 
interviewees claim that the common internet user does not know the difference 
between someone spying on them or a program that automatically analyzes their 
data. This privacy issue could be a big problem when proposing new laws. 
 
The security consultant has worked closely with several government controlled sites. 
He found that none of the sites have any security at all against DDoS attacks. The 
CEO at the security company also states all the companies he has been working with 
have been lacking in general IT security. Also the students that were interviewed 
knew very little about DDoS attacks. This clearly shows that there seem to be a lack 
of knowledge about dangers of DDoS attacks. A way to combat this is to do risk 
analysis and revise security policies. With the data gained from this methods they 
can take proper precautions to defend themselves. While this methods seems 
common to apply in IT security [16] no previous research mentioned this as a 
possible solution to the DDoS problem [4], [6], [9], [18] showing a clear disparity in 
the academic world and in the field. 
 

6.9 Findings	Empirical	Study	
 
Security Companies DDoS solutions 
There are some protections against DDoS that are not mentioned in any of the 
research papers. They are complete solutions made by security companies, however 
they are very expensive and don’t protect against all types of attacks. These solutions 
are already implemented both on the client side and for the ISPs at the internet 
infrastructure level. 
 
Amplification attacks 
It doesn’t matter how much one tries to protect themselves client side. According to 
the security expert at the ISP if an attack big enough there is nothing that can be 
done. With the rise of NTP amplification attacks 
 
Laws 
Two security experts believe that to improve the situation new laws need to be 
enacted and enforced globally.  
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Lacking protection 
More companies lack information and need to start testing their systems against 
DDoS attacks. It must be made clear that it is a bigger threat than most believe. 
Performing a risk analysis and revising security policies could greatly increase the 
awareness. The information gathered during the risk analysis could then be used to 
defend oneself.  
 
Protection through redundancy 
Almost all interviewees agree that redundancy in the system is the best protection 
against smaller type of DDoS attacks. Load balancers can be used to improve 
redundancy. It was shown however that there was a big flaw with this system causing 
them to be susceptible to attacks using a lesser used traffic type. 
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7 Data	synthesis	and	Answers	to	Research	Question	

7.1 Findings	validation	
 

To validate some of our findings we did a follow-up with some of the security 
experts that were previously interviewed. First we presented our solution to the 
expert and then asked him if he thought it could work. If something was unclear we 
had follow up questions to make sure that we got all the information we needed. 
 

7.1.1 Protection	trough	redundancy	
 

Protection by redundancy was discussed with all security experts. They agreed that it 
is the best protection against small volume based attacks.  
 
The potential issue with the commerce sites load balancer was discussed with the 
commerce security expert. The issue was that the load balancer has limits for certain 
types of traffic. Traffic types that are barely used have as a result a low traffic limit. 
By abusing this limit the attacker can send this specific traffic to reach the limit 
making it drop all further traffic of that type. The security expert confirmed this issue 
and is going to investigate it further. 
 

7.1.2 	Ingress	filtering	
 
To validate our thoughts on ingress filtering at the ISP level, we discussed the issue 
with the ISP security expert and presented our potential solution. He claimed that it 
would work theoretically but was not sure about the technical solution. As ingress 
filtering is a potential solution to solving amplification attacks we believe that this is 
definitely something to investigate further. 
 

7.1.3 Blacklist	public	servers	
 
We tried to validate blacklist public servers with the security expert at the ISP. 
However he told us that blacklisting public servers was not possible to implement on 
the internet infrastructure level. We explained how blacklisting public servers were 
used to solve the problem with vulnerable email servers. But the security expert at 
the ISP stated that the reason behind why blacklisting public servers would not work 
is that it would be impossible to synchronize the blacklist between all routers. The 
blacklist public servers finding was dropped as a result of this validation. 
 

7.2 Data	synthesis	discussion	
 
Previous researchers have tried to find methods to defend against DDoS attacks 
client side [7], [24], [24], [5]. According to our research none of the mentioned 
methods are good enough to work in reality.  Some of the solutions DDoS companies 
offer is enough to protect against certain attacks. They are however very expensive. 
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Weeink [18] and Aamir, Zaidi [9] belives have previously reviewed methods to 
defend against DDoS attacks. They concluded that it currently exist no method to 
accurately defend against DDoS attacks. However in our research we came to the 
conclusion that ingress filtering could be a successful method to defend against 
amplification attacks. This method would block all traffic that has spoofed IP 
addresses from another subnet. There are some limits with this as certain legitimate 
traffic needs IP spoofing to work such as mobile networks [26]. 
 
Alomari, Gupta, Karuppayah, Manickam [2] states that DDoS attacks on the 
application layer are the latest and most problematic trends in network security. In 
our research it was shown that the most problematic methods of attacks are 
amplification attacks. This is because of amplification attacks can become so 
massive that the core infrastructure of the internet can go down rendering all client 
side protection useless. Our research showed that currently the biggest threat is a 
NTP amplification attack. 
 
In our study we found that risk analysis proved to be a reliable way of mitigating 
DDoS attacks. We found that a lot of companies are unaware of their vulnerability to 
DDoS attacks. Doing a simple risk analysis would make them aware what needs to 
be done to protect them and would greatly reduce the threat of DDoS attacks. None 
of the reviewed research papers mentioned risk analysis, making this a new finding. 
Another simple way of defending against DDoS attacks is to have a system with 
redundancy. This helps defend against smaller DDoS attacks and was somehow 
overlooked by the previous research. 
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8 Conclusion	
 

8.1 Contributions	
 
Recently the attention to DDoS attacks have increased because of the massive size of 
NTP based attacks. The attacks have become so big that they can disturb the core 
infrastructure of the internet, rendering all protection on the victim side useless. Of 
these attacks NTP based amplification attacks are the largest by size and the most 
dangerous threat. 
 
Ingress filtering at the ISP level shows great potential in preventing amplification 
attacks and is something that needs to be researched further. The major problem with 
ingress filtering is that ISPs worldwide need to implement it to make it work. The 
only viable way to enforce this is to enact international laws. 
 
The technologies used today on the client side can limit the impact of some types of 
DDoS attacks but they all have significant drawbacks. Currently there exist no 
methods to prevent against all types of DDoS attacks. 
 
We found that most companies are lacking both in knowledge and in their protection 
against DDoS attacks. The best way to minimize this threat would be to build a 
system with redundancy, do a risk analysis and revise security policies.  
 

8.2 Future	Work	
 
The research showed that Ingress filtering is a very promising method to prevent 
amplification attacks. By detecting packages with spoofed IP addresses and then 
filtering the traffic, it can prevent the harmful traffic from reaching its target. A 
prototype should be built and then tested in a controlled environment to ensure its 
efficiency in detecting and dropping spoofed packages.
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