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ABSTRACT 

Usability studies are important in today‘s context. However, 

the increased security level of authentication systems is 

reducing the usability level. Thus, to provide secured but yet 

usable authentication systems is a challenge for researchers to 

solve till now. Learnability and human errors are influential 

factors of the usability of authentication systems. There are 

not many specific studies on the learnability and human errors 

concentrating on authentication systems. The authors‘ aim of 

this study is to explore the human errors and the learnability 

situation of authentication systems to contribute to the 

development of more usable authentication systems. The 

authors investigated through observations and interviews to 

achieve the aim of this study. A minimalist portable test lab 

was developed in order to conduct the observation process in a 

controlled environment. At the end of the study, the authors 

showed the list of identified human errors and learnability 

issues, and provided recommendations, which the authors 

believe will help researchers to improve the overall usability 

of authentication systems. 

To achieve the aim of the study, the authors started with a 

systematic literature review to gain knowledge on the state of 

art. For the user study, a direct investigation, in form of 

observations and interviews was then applied to gather more 

data. The collected data was then analyzed and interpreted to 

identify and assess the human errors and the learnability 

issues. 

Keywords: Human error identification, learnability metrics, 

learnability evaluation, e-banking authentication. 
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CHAPTER 1 

PROBLEM DEFINITION 

This study is within the area of Human Factors (HF), and to be specific, usability 

aspects like human error and learnability. This exploratory study particularly focused 

on to find new insight (Robson, 2002), and explores the situation of human error and 

learnability issues of both 1-factor and multi-factor based authentication systems. 

The authors developed real world task scenarios for their direct investigation to 

acquire data regarding user experiences on the authentication systems. Observations 

and interviews are two of the most widely used and best methods to gather user data 

(Dawson, 2009; Nielsen, 1994; Yin, 2009). 

Previous direct investigations with usability study on both 1-factor and multi-factor 

authentication systems showed that, customers preferred more usable, but less 

secured authentication systems over more secured, but less usable ones, where 

usability aspects such as the human errors and the learnability were influential 

(Lichtenstein & Williamson, 2006; Weir et al., 2010). 

Other investigation showed the importance of human errors and learnability of user 

interfaces and authentications systems (Dix et al., 2003; Sharp et al., 2007; 

Grossman et al., 2009; Piazzalunga et al., 2005). However, these experiments did not 

cover detailed studies on authentication systems. Another learnability study focusing 

on the software interface discussed different learnability evaluation methods in more 

specifically (Grossman et al., 2009). 

Despite being important aspects of usability, researchers have not put much effort to 

identify or evaluate the human errors and learnability issues in the Human Computer 

Interaction (HCI) field. Moreover, most of the studies regarding authentications 

concentrated on security rather than usability aspects (Lichtenstein & Williamson, 

2006; Weir et al., 2010). These lacks of knowledge will raise human errors and 

learnability issues of authentication systems. 

Till now, there are very few studies on human errors and learnability exists. 

Although, these studies are essential to provide the knowledge to ensure usable but 

secure authentication systems; equipped for the future growths (Lichtenstein & 

Williamson, 2006). Moreover, users‘ preferences on usability over security 

discourage them to use difficult to use authentication systems and encourage them to 

work around to find easier but less secured authentication systems. Eventually, this 

tendency can compromise their confidentiality and security (Alzomai et al., 2008; 

Besnard & Arief, 2004; Lichtenstein & Williamson, 2006; Piazzalunga et al., 2005). 

The authors‘ goal in this study is to explore the situation of human errors and 

learnability aspects of usability in both 1-factor and multi-factor authentication 

systems. Authors believe it will narrow down the gap between usability and security 

in authentication systems by providing more proportional knowledge. The outcome 

of this study may assist researchers to propose more usable, but yet secured 
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authentication systems. This study may also open new possibilities and un-explored 

area of research and scope of improvements, and may assist researchers to evaluate 

the overall usability of authentication systems in future. 

The authors conducted direct investigations, and used the gathered user data in 

formative evaluation to identify human errors and learnability issues (Grossman et 

al., 2007; 2009; Nielsen, 1994). Identified human errors and learnability issues were 

used to compare different authentication systems. These comparison data was then 

further analyzed to identify the features of authentication systems that directly affect 

the human errors and the learnability. This further analysis also helped to compare 

studied authentication systems with respect to the human errors and the learnability. 

Finally, the authors provided generalized results in form of reports through 

investigative analysis and recommendations on human errors and learnability issues 

of both 1-factor and multi-factor authentication systems. 

1.1 Aims and Objectives 

The main aim of this master thesis is to explore human errors and learnability 

situation of both 1-factor and multi-factor authentication systems. 

The objectives of this study are as below: 

 Investigate and identify end users‘ experience regarding human errors and 

learnability issues in relation to 1-factor and multi-factor authentication systems 

 Identify features of the 1-factor and multi-factor authentication systems that are 

influencing the human errors and learnability of end users 

 Investigate different 1-factor and multi-factor authentication systems with respect 

to human errors and learnability 

1.2 Research Questions 

This thesis project intends to answer the following research questions (RQs):  

RQ1. What are the end users‘ experience, regarding human errors and learnability in 

relation to authentication systems? 

RQ2. What are the features of authentication systems that influencing the human 

errors and learnability? 

In chapter 2, literature review on the related field is discussed. In chapter 3, 

motivations of the chosen methods to achieve the aim and objectives are discussed. 

Chapter 3 also elaborates why and how the chosen methods assisted the authors to 

answer the above research questions. 
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CHAPTER 2 

BACKGROUND 

In this chapter, the related studies based on the literature review, that motivated this 

thesis are described. 

2.1 E-banking Authentication Systems: An Overview 

Most banks are currently providing or planning to provide e-banking features world-

wide. Through e-banking, they can serve more customers in a cost effective way. 

Meanwhile, authentication system secures or proves the subject‘s identity to the e-

banking system. Hertzum et al. (2004) argued that, some banks tend to demand that 

they are almost fully secured, but also expect their users to maintain a specific set of 

security requirements; despite the fact that most of the users are not technically 

skilled enough and do not have any special prior training. However, studies showed 

that, the lack of any special prior training on e-banking authentication system, makes 

the learnability aspect a concern (Hertzum et al., 2004). Moreover, the security 

requirements for the users are often too hard to follow and sometimes mislead the 

users (Mannan & Oorschot, 2009). 

The human error is another aspect which has been studied little in this domain. Most 

of the studies on e-banking are focused on security in order to provide theoretically 

secured system, rather than usability; and even less in the learnability and human 

errors (Adams & Sasse, 1999; Chung & Paynter, 2002; Hertzum et al., 2004; Jin & 

Fei-Cheng, 2005; Mannan & Oorschot, 2008; Nilsson et al., 2005; Sasse et al., 2001; 

Singh, 2006; Weir et al., 2006; 2007). However, studies also showed that, even a 

theoretically secured system can be in-secured because of human errors. For 

example, Sasse and Flechais (2005) showed that, hackers largely used users‘ Human 

Factors (HF), including the human errors, to hack the targeted authentication 

systems. So, secured technological solution does not always provide the desired 

secured service due to the human errors (Nilsson et al., 2005; Weir et al., 2010). 

Recent studies have defined authentication systems into two categories, as 1-factor 

and multi-factors (Weir et al., 2010; Schneier, 2005). Any authentication system may 

contain single or multiple factors. Factors such as ―What user know‖ (i.e. password, 

PIN), ―What user has‖ (i.e. security token, card reader), and ―What user is‖ (i.e. 

fingerprint) are important consideration while designing authentication systems 

(Smith, 2001). The 1-factor authentication system is designed with a single factor, 

and has much simpler structure (i.e. two layer password based authentication) 

compared to the multi-factor authentication systems, where multiple factors are 

considered during its design (i.e. personal number, PIN and security token) (Smith, 

2001). Recent studies showed that, to increase security, experts recommended multi-

factor authentication systems for commonly attacked authentication systems (Viega, 

2005). So, at present, the multi-factor authentication systems are used in a wide 

range in e-banking worldwide. Most of the European e-banking use security token or 

card reader (Appendix K) based systems; and sometimes, One Time Password (OTP) 

based systems (Hiltgen et al., 2006). However, security systems are getting updated 

constantly to meet the always challenging security threats (Schneier, 2005). This 
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constantly changing system created demands for user study on security processes 

(Weir et al., 2010). 

The authors‘ study is on two popular e-banking authentication systems. The studied 

authentications featured both 1-factor and multi-factors systems as different ways to 

login. For example, one of the studied e-banking authentication system‘s users can 

login using their defined password (1-factor) to check their balance. On other hand, 

to transfer money, they will need to login using the security token along with a 

random or response code. Meanwhile, the other studied e-banking authentication 

system‘s users have to use the bank card and a challenge response code along with 

the device to login to transfer money. It also has an OTP based method, where users 

may find the OTP by scratching the set of hidden passwords provided by the bank. 

Through usability evaluation of e-banking authentication systems, more human error 

free and learnable systems can be designed keeping the desired security. Such 

researches will provide information to develop equipped authentication system for 

future growths (Weir et al., 2010). 

2.2 Usability and Security 

Security is not the only goal of an interaction system such as e-banking. Most users 

are prepared to tolerate some security reductions to achieve more usability (Alzomai 

et al., 2008; Besnard & Arief, 2004; Lichtenstein & Williamson, 2006; Piazzalunga 

et al., 2005). Yet, human factors such as usability issues are often overlooked in 

desire to provide more technologically secured solutions (Adams & Sasse, 1999; 

Tognazzini, 2005). 

In case of the authentications, vendors often put less importance on gaining a 

feasible usability level for its users. Appropriate levels of security should be 

implemented, but users‘ willingness to adopt the security procedure also should be 

considered (Cranor, 2005; Weir et al., 2010). 

In a research on computer‘s security and its users, Besnard and Arief (2004) stated a 

compromise to balances actual security levels with usability. If security levels are 

complex in users‘ context, they (users) will work-around to find the solution/more 

usable processes and compromise security or feel discouraged to use. A usability 

study on e-banking authentication system shows evidence of customer‘s preferences 

for usability and convenience over increased level of security; where the learnability 

and the human errors were influential. The participants in the mentioned experiment 

defined few of the authentication systems as ―complex‖ to use. Participants preferred 

specific authentication systems due to more usability points, where the learnability 

and less human error rate were influential (Lichtenstein & Williamson, 2006). Other 

research showed that, different levels of users may have different perceptions on 

authentication. Novice users may prefer more automated systems, and users who 

have experienced similar system prefer their habitual authentication system more 

convenient (Furnell, 2005; Lichtenstein & Williamson, 2006). Still, there are almost 

no empirical tests on the above arguments (Weir et al., 2010). 

In a study on security devices, Piazzalunga et al. (2005) elaborated their observations 

on user experiences and evaluations of learnability, errors and preferences. They 
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stated general recommendations to minimize usability problems while deploying the 

security devices. There are different empirical studies focusing on usable securities, 

where different user experience levels on the authentication systems were 

investigated conducting novice users (Alzomai et al., 2008). Some empirical studies 

have been done in order to provide and improve authentication system‘s usability 

principles, along with guidelines for designers to help providing usable security 

(Smetters & Grinter, 2002). However, these studies did not cover the human errors 

or the learnabilities particularly (Weir et al., 2010). Moreover, these studies have 

minimum contribution on today‘s multi-factor authentication system‘s demands. 

Overall, there are very few usability studies on security systems, specifically on 

authentication system‘s usability (Braz & Robert, 2006). 

Users‘ tendencies to prefer usability over security may lead them towards less 

secured authentication system, and hence, compromise their confidentiality. 

Importantly, studies showed the learnability and human errors have influences on 

user preferences (Lichtenstein & Williamson, 2006; Piazzalunga et al., 2005; Weir et 

al., 2010). Hence user preferences should be an important aspect while producing 

and researching authentication systems. Identifying human errors and learnability 

issues may help researchers to narrow down this gap between usability and security 

and also may provide more proportional knowledge on usable and secure 

authentications. In addition, similar researches can be reviewed or extended to reveal 

changes in users‘ experiences and expectations as these technologies became well 

known in people‘s daily lives. Such Investigation may open new possibilities and un-

explored area of research. Moreover, while creating security solutions, consideration 

of the usability has been argued to result in noteworthy return on investment (Karat 

et al., 2005). 

2.3 Learnability: An Overview 

Usability is a part of HCI, and learnability is an important attribute of usability 

(Grossman et al., 2009; Nielsen, 1994). Many researchers have agreed that 

learnability is an important, and sometime, the most important aspect of usability 

(Abran et al., 2003; Dix et al., 2003; Nielsen, 1994; Shneiderman & Plaisant, 2005). 

The concept of usability has not been defined homogeneously. So, different 

definitions of usability, and hence different definition and standard of learnability 

exist in literature. These different concepts and definitions of learnability show how 

it has been perceived by researchers with the advances in technology. Some of the 

definitions and concepts of the learnability according to different authors are 

presented in this section. 

Some of the earliest usability research in the 1980‘s assessed user‘s learning within 

word processing tools (Carroll et al., 1985; Mack et al., 1983). Since then, HCI 

researchers have maintained an interest in the area of learning. In the mid 90‘s, the 

word ―learnability‖ became a popular term to describe this aspect of usability (Dix et 

al., 2003; Nielsen, 1994). Williams et al. (1997) defined learnability as ―how easily a 

user can get familiarity with the system to perform a specific task‖. Linja-aho (2005) 

defined learnability as “how quickly and comfortably a new user can begin efficient 

and error-free interaction with the system, particularly when he or she is starting to 

use the system”. She also argued that, it is feasible to concentrate on novice users to 

measure the learnability of a system. Nielsen (1994) defined a system‘s learnability 
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as how easy a system is to learn for the first time. Dix et al. (1998) define learnability 

as the ease with which new users can begin effective interaction and achieve 

maximal performance. 

Organizations like the International Organization for Standardization (ISO) also 

published different definition of learnability. Till now, there are three proposed 

standards by ISO exist, which are as follows: 

 ISO/IEC 9126-1 

 ISO 9241-11 

 ISO 13407 

Some other definitions of learnability also exist in the literature, and they differ from 

each other slightly. However, there is no such single agreed definition of learnability 

in literature (Grossman et al., 2009). From the reviewed literature, the authors can 

summarize that, most of the definitions have commonly addressed the initial usage 

experience and include a criterion such as proficiency or efficiency that can be used 

to measure the learning results. 

Grossman et al. (2009) argued that, there is no agreed upon definition for 

learnability. Definitions differ due to their assumptions about the user and defining 

what important measures are (i.e. errors, usage time, etc.). They surveyed 88 papers 

(76 from CHI, 12 from TOCHI), dating from 1982 to 2008, and found 90 instances 

where the context ―learnability‖ is used with or without any definition. They also 

organized the definitions into eight categories. The authors found five more literature 

(from 2009 to 2010), that also follow the two most common definitions of 

learnability (―first time performance‖ and ―change in performance over time‖) 

presented by Grossman et al. (2009) (see Table 2.3.1). The 90 instances in 88 

literature found by Grossman et al. (2009), and the five literature found by the 

authors, where the context ―learnability‖ had been used, are presented in the Table 

2.3.1, with the categories and number of definitions separately. 

Table 2.3.1 Learnability Definitions Used in Literature 
 

Category Number of Definitions 

• Used without a definition 45 

• First time performance 21 

• Generic learnability (i.e. ―easy to learn‖) 8 

• Change in performance over time 8 

• First time performance after instructions 4 

• Ability to master system 4 

• Generic usability (i.e. ―easy to use‖) 3 

• Ability to remember skills over time 2 

Total eight categories  

(Grossman et al., 2009) 

Table 2.3.1 shows that, the ―first time performance‖ (Nielsen, 1994), is the most 

common learnability definition used in the reviewed literature, which the authors 

believe is the most acceptable definition of learnability based on their literature 

review as well. 
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2.3.1 Initial Learning 

Defining learnability based on initial user experiences is common (Grossman et al., 

2009). Nielsen (1994) defined learnability as a novice user‘s initial learning 

experience with the system. He argued that a good learnable system should be 

capable of allowing users to reach a reasonable level of proficiency with short time. 

Shneiderman & Plaisant (2005) define it similarly as ―the time it takes members of 

the user community to learn how to use the commands relevant to a set of tasks‖. 

Alternatively, Holzinger (2005) defines learnability as ―allowing users to rapidly 

begin to work with the system‖. Butler (1985) defines initial learnability specifically 

as: ―Initial user performance based on selfinstruction‖. Although all these 

definitions only consider the initial learning experiences, they still vary. Whiteside et 

al. (1985) argued that, evaluation results of novice user‘s learnability should be 

similar to other users. He stated that the best system for novice users also was the 

best for expert users, and the worst system for novices was the worst for experts. 

2.3.2 Extended Learning 

Mostly suitable for complex or large systems, extended learning also can be referred 

as long term or larger scope of learning (Grossman et al., 2009). Dix et al. (2003) 

define extended learning as ―ease at which new users can begin effective interaction 

and achieve maximal performance‖. Their definition can be reflected to both initial 

and extended learning (Grossman et al., 2009). Rieman (1996) argued that the 

system should be useful (minimally) for users with no formal training, and they 

should be able to master the system. Butler‘s (1985) definition is similar except 

considering ―mastering‖ the system. He defines extended learnability as: ―[allowing] 

experienced users to select an alternate model that involved fewer screens or 

keystrokes‖. 

In short, the initial learnability applies to the performance for a single usage period, 

while the extended learnability applies to the nature of performance change over 

time. ―Performance‖ itself could have a wide range of definitions, such as 

completion times, error rates, or percentage of functionality understood (Grossman et 

al., 2009). Accurate evaluation of extended learnability needs to follow a group of 

users of the desired period of time, and can take years to complete (Grossman et al., 

2009; Nielsen, 1994). E-banking authentication system has limited scopes in 

extended learnability evaluation as its maximum execution time is much less 

comparing to dynamic systems such as Windows 7 operating system‘s learning (i.e. 

authentication process of Swedbank should be completed within 15 minutes). So, its 

learnability can be evaluated from research on its initial learnability. 

2.4 Learnability Evaluation 

User interacting hardware or interface plays important part on learnability (Elliott et 

al., 2002; Lin et al., 1997). Novice users are an important user group in learnability 

evaluation. An easy to learn system should be easily adopted and pass through the 

learning stage for novice users. Tullis and Albert (2008) argued that, frequently or 

semi-frequently used products, such as e-banking authentication systems, need to be 

both easy and highly efficient to use. Amount of effort required to do these tasks 



 

 

8 

 

needs to be kept to a minimum. Most users have very little time or patience for 

products that are difficult to use (Grossman et al., 2009). 

Different researches have been done on user interface‘s learnability engaging both 

novice and expert users. Some of these studies tried to develop learnability 

evaluation metrics, as requirement of such metrics are prioritized and well urged by 

different researchers (Butler, 1985; Gilb, 1996; Santos & Badre, 1995). Grossman et 

al. (2009) interpreted the most common learnability evaluation theories into a single 

framework and presented a single learnability evaluation metrics (see Table 2.4.1). 

They suggested it can help researchers and evaluation practitioners to identify and 

evaluate specific areas of learnability. They argued that, this single framework can 

be more acceptable than the scattered metrics and in most cases, can be easily 

adapted to the evaluation of both initial and extended learnability. For example 

metric T4 (see Table 2.4.1) could be used for initial learnability by instead 

considering it as ―number of task errors during an initial task‖. After defining the 

metric, the summary of the results can be categorized into different learnability 

issues. Grossman et al. (2009) learnability evaluation metrics are presented in Table 

2.4.1. 

Table 2.4.1 Learnability Metrics 

Task Metrics: Metrics based on task performance 

T1. Percentage of users who complete a task optimally. (Linja-aho, 2005; 2006) 

T2. Percentage of users who complete a task without any help. (Linja-aho, 2005) 

T3. Ability to complete task optimally after certain time frame. (Butler, 1985) 

T4. Decrease in task errors made over certain time interval. (Michelsen et al., 1980) 

T5. Time until user completes a certain task successfully. (Nielsen, 1994) 

T6. Time until user completes a set of tasks within a time frame. (Nielsen, 1994) 

T7. Quality of work performed during a task, as scored by judges. (Davis & Wiedenbeck, 1998) 

Command Metrics: Metrics based on command usage 

C1. Success rate of commands after being trained. (Carroll et al., 1985) 

C2. Increase in commands used over certain time interval. (Michelsen et al., 1980) 

C3. Increase in complexity of commands over time interval. (Michelsen et al., 1980) 

C4. Percent of commands known to user. (Baecker et al., 2000) 

C5. Percent of commands used by user. (Baecker et al., 2000) 

Mental Metrics: Metrics based on cognitive processes 

M1. Decrease in average think times over certain time interval. (Michelsen et al., 1980) 

M2. Alpha vs. beta waves in EEG patterns during usage. (Twidale, 2005) 

M3. Change in chunk size over time. (Santos & Badre, 1995) 

M4. Mental Model questionnaire pretest and post test results. (Paymans et al., 2004) 

Subjective Metrics: Metrics based on user feedback 

S1. Number of learnability related user comments. (Michelsen et al., 1980) 

S2. Learnability questionnaire responses. (Elliott et al., 2002; Lin et al., 1997) 

S3. Twenty six Likert statements. (Elliott et al., 2002) 

Documentation Metrics: Metrics based on documentation usage 

D1. Decrease in help commands used over certain time interval. (Michelsen et al., 1980) 

D2. Time taken to review documentation until starting a task. (Michelsen et al., 1980) 

D3. Time to complete a task after reviewing documentation. (Michelsen et al., 1980) 

Usability Metrics: Metrics based on change in usability 

U1. Comparing ―quality of use‖ over time. (Bevan & MacLeod, 1994) 

U2. Comparing ―usability‖ for novice and expert users. (Bevan & MacLeod, 1994) 

Rule Metrics: Metrics based on specific rules 

R1. Number of rules required to describe the system. (Howes & Young, 1991; Kieras, 1999) 

(Grossman et al., 2009) 
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After applying the learnability metrics (see Table 2.4.1), the summary of the primary 

analysis results can be further analyzed to identify learnability issues related to the 

studied object. Grossman et al. (2009) argued that, learnability issues related to the 

studied object is required to gain a general understanding of the factors influencing 

its learnability; and to improve the learnability of a system, a general understanding 

of the factors influencing learnability is needed (Grossman et al., 2009). 

2.5 Human Errors: An Overview 

The human error is a complex factor that has received wide attention from the HF 

literature. There are different arguments available while defining human errors. In an 

analysis on psychological theory of schema activation, Norman (1981) researched on 

categorizing a particular error scheme called ―Action Slips‖. He argued that 

sequences of actions are influenced by human knowledge and elaborated how the 

interactive schema can be used to explain ―why errors occur as they do‖. In another 

study, Wickens (2000) explained three main categories of errors as ―Slips, Mistakes 

and Lapses‖. There are researches to explore the psychological reason behind 

causing errors (Reason, 1990; Wickens, 2000). Few researches also discussed 

taxonomical approaches, considering different categories of human errors (Norman, 

1981; Reason, 1990). These taxonomies, also called as Human Error Identification 

(HEI) taxonomies, typically assist on human error analysis, reduction, prevention 

and recovery processes. 

There are also general classifications of the human error available in literature. These 

classifications have helped developing the human error anticipation and analysis 

scheme, and later on, contributed on the development of error prediction techniques. 

Contemporary human error studies have been done by various researchers (Norman, 

1981; Reason, 1990; Wickens, 2000). 

Formally, human errors are defined as ―All those occasions in which a planned 

sequence of mental or physical activities fails to achieve its intended outcome, and 

when these failures cannot be attributed to the intervention of some chance agency‖ 

(Reason, 1990; Stanton et al. 2005). He also argued that, design of the product which 

allowed the occurrence and continuation of such action also should be taken under 

consideration, and might be responsible to lead human to errors. According to 

Reason (1990) and Stanton et al. (2005), human errors can be predicted by analyzing 

individual‘s activity to investigate what wrong can happen. So the human error is 

predictable and can be evaluated from investigation. They also argued that, the error 

prediction technique is important assisting tool in human centered designs 

approaches. As human errors are no longer considered as random occurrences, they 

should be identifiable and predictable with the helping tools such as the taxonomies 

(Stanton, 2005; Stanton et al., 2005).  

Human errors are considered as a contributory factor in HCI (Stanton et al., 2005; Li 

et al., 2010). Yet, very few studies have been done with human error in usability 

field; specifically, there is almost no study available in authentication sector. 
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2.5.1 Human Error Identification Methods 

HEI methods, or sometime stated as human error prediction methods, are used to 

identify the potential errors that may occur during human-interface interactions 

(Stanton, 2003). It can be applied in the existing system as well as during the design 

process. Output of a typical HEI method will identify the category of the potential 

error, its recovery strategies, consequences, and will help designing recovering 

techniques (Stanton & Baber, 1996; Kirwan, 1992b; Stanton, 2002; 2007).  

There are different HEI approaches available in literature. Stanton et al. (2005) 

discussed different HEI methods and categorized these approaches into three types: 

 Taxonomy-based methods;  

 Error identifier methods;  

 Error quantification methods 

The taxonomy-based HEI method is typically cost and time efficient, simpler and 

have more success rates. It uses external error mode taxonomies for HEI. Though, it 

is being argued that the success rate of these methods also varies upon the judgment 

and related methodology conducted by the analyst. 

The Systematic Human Error Reduction and Prediction Approach (SHERPA) is one 

of the taxonomy based HEI methods available. The SHERPA (Embrey, 1986) is 

argued as the best method in practice (Baber & Stanton, 1996; Embrey, 1986; 

Kirwan, 1990; Salmon et al., 2010; Stanton & Baber, 1996; Stanton & Stevenage, 

1998; Stanton et al., 2005). The SHERPA uses an external error taxonomy including 

a behavioral classification such as action, retrieval, check, selection and information 

communication errors. It works by incorporating with Hierarchical Task Analysis 

(HTA) to identify behavioral error classifications, that is applicable to each bottom 

level task in the HTA (also known as operation). For the each behavioral error class, 

the error next also can be described with criticality, consequences and recovery 

steps. More about the SHERPA and the HTA are discussed in following chapters. 

2.6 SHERPA: An Overview 

The SHERPA represents the error-list approach, supported by the formal definition 

of human errors (chapter 2.5), and has taxonomy in its core. The idea is that each 

task can be classified into one of five basic types of error mode. The SHERPA, 

together with the HTA, (Annett et al., 1971) uses external error taxonomy to identify 

which error mode is credible for the bottom level task (also known as operation) of 

the HTA (see Figure 3.10.1, Chapter 3). Initially, hierarchy of goals, plans and 

operations to achieve the goals (also known as bottom level task), are formed for the 

HTA before conducting the task. When the task is completed, each bottom level task 

(operation) is classified into error mode types described in the SHERPA, as follows: 

 Action (e.g., pressing a button, pulling a switch, opening a door) 

 Retrieval (e.g., getting information from a screen or manual) 

 Checking (e.g., conducting a procedural check) 

 Information communication (e.g., talking to another party) 
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 Selection (e.g., choosing one alternative over another) 

Each error mode is then being described comparing to the SHERPA error taxonomy 

and error descriptions (see Table 3.10.1). Then the criticality and consequence of the 

error is evaluated. Probability of the errors and recovery steps are then identified. 

Finally, identified errors can be further analyzed and interpreted to identify the error 

types associated with the studied object (Stanton, 2003). 

2.7 HTA 

The task analysis is a technique to illustrate the collected data and helps analyst to 

understand any task. Different studies argued that, the task analysis is one of the 

most powerful techniques for data illustration in HCI practitioners (Diaper and 

Stanton, 2004; Kirwan, 1992a). One of the most popular and widely used task 

analysis methods is the HTA (Annett et al., 1971; Stanton et al., 2005). The HTA 

describes and divides the tasks in to goals, plans and operations.  An HTA‘s input is 

essential for evaluation methods such as the SHERPA (Stanton et al., 2005). Flow 

chart of HTA has been presented at Appendix D. 

2.8 Data Collection through Investigation 

The investigation is one of the most essential methods to collect large amount of data 

for analysis. There are different forms of investigations such as the interviews, 

observations, questionnaires and surveys exist. A brief discussion on the two 

common forms of investigations, such as observation and interviews, are presented 

in the following sub-chapters. 

2.8.1 Observation  

The observational method is used to gather data regarding the physical and verbal 

aspects of a task or scenario. These include the individuals performing the tasks, the 

tasks themselves (task steps and sequence), errors made etc. The observation has 

been extensively used along with the subjective data collection technique such as the 

Think Aloud Protocol (TAP). The observation is popular because it collects a large 

amount of data from operational activities (Stanton, 2005). 

Think Aloud Protocol 

The TAP is a technique often used in observations to collect the subjective data. In 

the TAP, users speak their thoughts while performing a task. It is useful to 

understand user‘s thoughts, feelings, and opinions while interacting with the system 

and thus results are more relevant to what users are experiencing. Observers can take 

notes from the TAP sessions while the user is using the product. It enables observers 

to find data regarding user‘s view of the product and misconceptions. It is a cost 

effective way to collect high quality data (Nielsen, 1993). 

Grossman et al. (2009) argued that in few learnability metrics, the question-

suggestion protocol is more efficient than the traditional TAP to gather learnability 

data from observations. However, this protocol needs a usability expert to be present 
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for each test and ask questions to the participants during the test. Thus, it is not cost 

effective, and neither feasible to identify human errors, comparing to the TAP. 

2.8.2 Interviews 

The interview can be used to collect a wide variety of data from an individual or 

group of individual directly. It has been widely used in the usability field (Kirwan & 

Ainsworth, 1992; Rubin et al., 2008; Stanton et al., 2005). There are different types 

of interviews exists in practice, such as the structured, unstructured and semi-

structured. In the structured interviews, interviewee asks specific questions to get 

specific data. There is no scope of further discussion. On other hand, there is no pre-

planned question in the unstructured interviews. Meanwhile, in the semi-structured 

interviews, though the questions orders are pre-defined, the interviewee controls it 

and improvises when required. Hence, the semi-structured is the most commonly 

used and flexible interview method among these three. It is also useful as analyst can 

ask improvising questions if required to reveal new and interesting information 

(Oppenheim, 2001; Stanton et al., 2005). 

There are three types of questions in the semi-structured interviews; open-ended, 

probing and close ended. These question types are described in the below sections. 

Open-ended questions  

Open-ended questions give interviewees the freedom to answer as they like and in a 

discussion‘s manner. It typically gives more significant data than close-ended 

questions. As an example, ‗What do you think about the learnability of Swedbank‘s 

authentication system?‘ could be an open-ended question (Stanton et al., 2005). 

Probing question 

Normally, probing questions follow an open-ended question to elaborate 

interviewee‘s answer in more depth. It helps interviewer to collect more specific 

data. As example of probing question can be, ‗Why did you think that Swedbank‘s 

authentication is hard to use?‘ (Stanton et al., 2005). 

Closed questions 

Typically, closed questions answer yes or no reply. For an example, ‗Do you think 

that Swedbank‘s security token is learnable?‘ (Stanton et al., 2005).  

According to Stanton and Young (1999), a semi-structure interview, starting with 

open-ended, elaborated by probing and ended by closed questions is the best 

practice. They also argued that this cycle of the semi-structured interview format 

should be followed for each topic until the topic is covered in depth. 

In this chapter, different aspects of the authentication system, its learnability and 

human error evaluation methods, and related literature have been presented. In the 

next chapter, motivation of the chosen methods of this study and how they would 

assist to achieve the study objectives have been discussed. 
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CHAPTER 3 

RESEARCH METHODOLOGY 

The conducted research methods are discussed in this chapter. This study‘s main 

intension was to explore human errors and learnability situations of the 

authentication systems to seek for new information and ideas. So according to 

Dawson (2009), this research would be categorized as exploratory study. 

The authors adapted a case study approach in this study to explore the human errors 

and learnability situation of authentication systems, and hence answer the research 

questions. According to Dawson (2009), a case study can be used to explore a 

situation in depth. It also generates a large amount of user data, which then needed to 

be analyzed and interpreted to produce meaningful and accurate conclusions. 

In a case study, data can be collected through indirect investigations, such as by 

studying the company documentations and report. However, as the studied object is 

the authentication system and directly affects company‘s privacy and security, 

appropriate company documentations and reports would have been difficult to 

manage. Alternatively, in a case study, data also can be collected through direct 

investigations such as interviews and observations (Dawson, 2009). In this study, the 

authors first conducted literature review to gain knowledge on the studied filed. Then 

the user data was gathered through interviews and observations. Initially, the 

gathered data was analyzed to identify human errors. Later on, the initially analyzed 

data was further analyzed to measure the learnability. Above mentioned methods, 

and motivation of choosing the methods are discussed in more details in the below 

sections. 

3.1 Literature Review 

The authors‘ main goal of the literature review is to gain knowledge in the studied 

fields. According to Dawson (2009), literature review is essential to justify the study, 

setting the limit and providing references for further improvements, and also 

essential in exploratory study. 

This study followed a systematic approach throughout the literature review process 

to find quality and appropriate literatures, and limited it by excluding the less 

important literature. 

3.1.1 Keywords 

Human error identification, learnability metrics, learnability evaluation, e-banking 

authentication. 

3.1.2 Search Method 

The authors identified keywords from the Research Questions (RQs, see Chapter 1). 

The selections of the keywords are based on those words which are directly related 
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to the RQs. The keywords (in section 3.1.1.) and their alternatives words were used 

in both Boolean and Non-Boolean search through electronic libraries, conference 

articles, journals and books. 

While choosing the databases, the authors considered those sources where most of 

the literature are peer reviewed. The authors used the following databases to search 

from: 

 ACM Digital Library  

 ELSEVIER 

 Google Scholar  

 IEEE Xplore  

 Inspec/Compendex  

 Scopus 

These databases cover most of the major published scientific literature. The search 

was mainly limited to publication years between 2000 and 2011 to gain the most 

updated knowledge. However, there were exceptions where the authors extended the 

search from earlier years in cases such as human error identification field, as the 

topic is well studied since 1970. 

A large number of literature were found from above search. From these literature, 

duplications of search hits from different databases were being removed first. Then 

the authors sorted the found literature by name to get a general idea about what to 

expect from the found literature. Then the authors went through the abstract and 

conclusion of the literature. From the above, the materials which do not include the 

topic relevant to the RQs were excluded. 

Finally, the authors carefully studied the literatures to reduce it further, considering 

the facts like: peer-reviewed, article structure, content presentation and 

understandability. The authors ended up with 82 literature to study. The conduction 

of the search was documented and stored for transparency and repeatability. 

The next step after the literature review is to choose multiple popular authentication 

systems for further study. It ensures the studied objects are widely used in practice. 

3.2 Choosing Authentication System 

The e-banking authentication is one of the most widely used multi-factor 

authentication system (Weir et al., 2007; 2010). This fact was taken into 

consideration in the beginning of this research when the authors reviewed the 

literature. Moreover, Rubin et al. (2008) argued that, researcher also can discuss to 

random users to gain more knowledge on the studied fields. He also argued that, 

researchers even can determine important decisions of the study such as determining 

the time limit of a task through gained knowledge from random users. 

The authors conducted an open discussion with 12 random participants to get 

information regarding authentication systems. Nine of them informed that the only 

multi-factor authentication system they used is the e-banking authentication system. 
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Two of them had no experience with the multi-factor authentication systems. Only 

one of them had experience with different multi-factor authentication system, but the 

only multi-factor authentication system she uses frequently is the e-banking 

authentication. All of them are experienced with the 1-factor authentication system. 

They also agreed that, it took around three to 15 minutes to authenticate them to the 

e-banking or left the task unsuccessfully at first attempt. 

Information from open discussion to the random users also supported the Weir et al. 

(2010) argument and motivated the authors to choose the e-banking authentication 

systems in this study. 

According to The Swedish Financial Supervisory Authority and Swedish Banker‘s 

Association, the four major banks in Sweden are Svenska Handelsbanken AB, 

Nordea AB., Skandinaviska Enskilda Banken (SEB) AB., and Swedbank AB. (Banks 

in Sweden, 2009; Finansinspektionen, 2009). Except the Swedbank, rest of the 

mentioned banks uses similar security code generating device (i.e. card reader) for 

the multi-factor authentication. They all use the 1-factor authentication system as 

well. For this study, the authors choose one authentication system from the three 

similar security code generating device (i.e. card reader) based authentication 

systems (Handelsbanken) and one authentication system with different code 

generating device (security token) based authentication system (Swedbank). They 

both provide the multi-factor and the 1-factor authentication systems to authenticate 

to their particular e-banking services. 

The authors‘ next goal was to collect user data using the chosen authentication 

systems. The authors used investigation methods to collect the user data, as it is the 

most widely used method and can collect large amount of user data (Dawson, 2009). 

More about the conducted investigation methods are presented in the below sections. 

3.3 Investigation 

There are different forms of investigation methods available, such as questionnaire, 

survey, interview, observation etc. However, questionnaires are time consuming, and 

surveys are not cost effective. Moreover, they provide only around 10% data during 

operational scenarios (Stanton et al., 2005). Instead, interviews and observation are 

both time and cost efficient (Dawson, 2009; Nielsen, 1994; Rubin et al., 2008). The 

authors considered the mentioned elements while choosing the direct investigation 

methods. To make it cost effective and time efficient, the authors applied the direct 

investigation in the forms of interviews and observations to gather the user data 

concerning human errors and learnability. More detailed discussion on investigation 

methods are presented in the later part of this chapter. 

Before conducting the investigation, an open discussion was conducted with random 

users to get their opinion regarding the multi-factor and the 1-factor authentication 

systems. Using gained information from the open discussion, a pilot test of 

observation and interview with two participants were designed and conducted. This 

pilot test provided the authors experiences and useful data which were used in 

planning more precise observations and interviews later on.  

http://www.seb.se/pow/wcp/english.asp
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Before conducting the main observations and interviews, the authors needed to 

recruit (choose) participants for the investigation. More about the participants are 

discussed in the sections below. 

3.4 Participants 

The main focus on choosing participants was to select those who never used the 

studied authentication systems, interested to participate, and thus can provide useful 

data. The participants were invited through email, authors‘ personal communications 

and from public places. Participant‘s personal information, such as name, age and 

occupation also were not used to preserve their privacy (Weir et al., 2010). 

Participant number was considered based on the authors‘ literature review on 

previous usability tests. Different researchers argued that, 10-12 participants are a 

good number for usability test (Nielsen, 1994; Rubin et al., 2008). Even a less formal 

usability test with four to five participants, who represent one audience cell, should 

expose about 80 percent of the usability deficiencies of a product (Rubin et al., 

2008). 

10 participants were selected randomly from the invitee who showed interest 

(Nielsen, 1994; Rubin et al., 2008) for the investigation and categorized as regular 

participants type (see Table 3.4.1). In addition, four other participants were also 

selected as a backup. All of the selected participants‘ backgrounds were 

representative of the e-banking intended users. The characteristics and desired 

number of participants are presented in the Table 3.4.1 

Table 3.4.1 Participant’s Description 

Characteristics Desired Number of 

Participants 

Participants type 
pilot (selected for the pilot investigation only) 

regular (selected to participate in the investigation) 

backup (selected as a backup of regular participants) 

 

2 

10 

4 

Total numbers who participated in the main investigation 10 

Experience level 

No experience with e-banking authentication 

Experience with 1-factor e-banking authentication 

Experience with multi-factor e-banking authentication 

 

3 

3 

4 

Gender 

Female 

Male 

 

3 

7 

Among the selected 10 regular participants (see Table 3.4.1), three had no previous 

knowledge about e-banking authentication system. Other three participants had 

experiences with 1-factor authentication system only. Rests of the four participants 

had experiences with other multi-factor authentication systems, but no experience 

with studied e-banking authentication systems. 

After choosing the participants, the authors conducted plans and designs for the 

observation process, which is the first phase of the investigation. More about the 

observational design and application process are presented in the below sections. 
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3.5 Observation Design 

The author‘s main objective of the observation was to collect user data on chosen 

authentication systems. However, the authors believe this chapter will also enable 

other researchers to apply the process in similar studies. 

The objectives of this observation are as below: 

 Investigate and identify end users‘ experience regarding user errors and 

learnability issues in relation to 1-factor and multi-factor authentication systems 

 Identify features of 1-factor and multi-factor authentication systems that are 

influencing the human errors and learnability of end users 

Before conducting the observation, the authors prepared and collected the required 

supporting documents and scenarios. The observational preparation, along with the 

supporting documents, scenarios and hierarchical task analysis design are discussed 

in the following sections. 

3.5.1 Setup, Accessories and Supporting Documents 

The observation took place in a controlled setting with calm and comfortable 

environment (BTH campus, Karlskrona, Sweden). Instead of any permanent setup, a 

minimalist portable test lab was developed and used (Appendix J). A minimalist test 

lab is cost-effective and reduces the dependency on any particular location for 

conducting the test (Rubin et al., 2008). It gave the authors the flexibility to move the 

lab to different place in case of any un-expected circumstances. 

Participants used laptop with the Windows Operating System and the Mozilla 

Firefox as web browser (supported by all the e-banking systems in test), with the 

Internet connection. The video and audio were captured directly. Each participant 

used the TAP while using a series of real-world e-banking tasks to perform. The 

observers (hence, the authors) positioned themselves in such way that, from where 

they could observe the participant‘s actions fully. 

Required accessories such as the security token, video and audio recording and 

capturing devices, note taking tools such as pen and paper, and the required 

documents were prepared and ready before the test (see Table 3.5.1). Refreshments 

were offered to the participants before and after the sessions. 

In the Table 3.5.1, the categories of required documents and samples of the 

observation, and their types are presented. 

Table 3.5.1 Required Documents and Samples for the Observation 

 Categories Document Type 

Check list Check list for the task to be completed 

Consent Informed consent 

Recording consent 

TAP sample A video showing how TAP works 
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Participant‘s list and schedule Contains participant‘s contact details, test 

schedule for each participant and summary 

of participants characteristics 

E-banking manuals Supporting guides to use the e-banking 

Orientation script Orientation script to be read to the 

participant 

Task scenario Two different scenarios for each e-banking 

authentication system 

Task list Step by step task breakdown for HTA 

Taxonomy and metrics SHERPA taxonomy and learnability 

metrics 

Prototype Paper sketches and mockups 

Interview documents Goal, basic questions, procedures 

Important supporting documents for the observation are discussed in the below 

sections. 

Orientation Script 

The participants were greeted at first meeting. Then, an orientation script was read 

through to each of them separately, to explain each stakeholder‘s role and what is 

expected from the participant. The orientation script also gave them an idea about 

what is going to be done in the test. It is a helpful tool to make participant 

comfortable by concerning them that they are not being tested; rather, the product is 

being tested. The authors put a conscious effort to make it short as possible, but 

meaningful. The orientation script used is presented at Appendix A. 

Informed and Recording Consent Forms 

The purpose of the informed consent and recording consent forms are to get written 

permission from the participants about their agreement of participation and 

observers‘ terms; and to record them during the test. The used informed consent 

form and recording consent form are presented at Appendix B and C respectively. 

3.5.2 Scenario 

The scenarios for the observation were designed in such way that the level of task 

difficulty remains moderate to ensure it is not too difficult for the participants and to 

encourage their real-world effort. The same two real-world task scenarios for each e-

banking authentication system were presented to the participants. The participants 

were asked to think aloud while doing each task. They were also asked to complete 

each tasks as accurately as they are in a real-world scenario, as if it is an ongoing 

project that they will be using in the future. The intension was that these scenarios 

would expose cases where users do not know immediately how to complete the task 

to expose the initial learnability issues and errors. The task scenarios were read and 

provided to each participant. Task scenarios are described in the Table 3.5.2. 

Table 3.5.2 Scenarios 
 

1. Authenticate to transfer money: You are at your home after regular work. Your teen aged sister 

calls you. She needs to pay for a nice dress (limited stock) which is priced more than her balanced 

amount in the bank. She is requesting you to transfer her a small amount ASAP. You already have 
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her bank account details saved in your transaction database. You will now login to your bank 

account in-order to transfer money. 

2. Authenticate to check balance: You supposed to get your salary by now. So you are curious to 

check if it reached your bank or not. 

These two tasks are then broken down into different sub-tasks in order to be 

evaluable through the Hierarchical Task Analysis (HTA), to ensure the quality of the 

observational data analysis. More about the think aloud technique and the HTA have 

been discussed in the following sections. 

Think Aloud Protocol 

To confine what participants are thinking during their tasks, they (participants) were 

asked to use the TAP and continuously think out loud whatever they are 

experiencing during the tasks (Lewis, 1982). Different researchers argued that, it is 

one of the most important usability testing methods and largely effective for 

exploratory studies (Nielsen, 1994; Rubin et al., 2008). Through the TAP, it is 

possible to confine participant‘s preferences data, trace the source of the problem, 

and participants were able to focus on their tasks (Rubin et al., 2008). 

A sample video of the TAP was shown and a brief description was provided to the 

participants to give them an idea of how the TAP works. The authors also welcomed 

participants to ask question or make comments during the process. 

3.6 Hierarchical Task Analysis 

The Hierarchical Task Analysis (HTA) is one of the most powerful and widely used 

techniques available for task analysis (Kirwan, 1992a). The authors used it to ensure 

the quality of the data analysis and meet the dependency of other methods on it, 

which were used in the later part of this study. It also gave the authors flexibility to 

analyze the collected data further if required (Annett et al., 1971; Diaper & Stanton, 

2004; Stanton et al., 2005). The main sections of the HTA can be divided into goals, 

plans and operations. Flowchart of the HTA is presented at Appendix D. 

The scenarios (see table 3.5.2) were broken down into four tasks. For scenario 1 (see 

Table 3.5.2), task 1 and task 3 were defined, where participants supposed to use 

multi-factor authentications to login. For scenario 2 (see Table 3.5.2), the defined 

tasks were task 2 and task 4, where participants supposed to use 1-factor 

authentication to login. For each task, the authors defined a goal, sub-goals, plan and 

operations (see Table 3.6.1). In the scenario 1 (task 1 and 3), participant‘s main goal 

was to authenticate him/herself to transfer money. A brief description of the goals, 

sub-goals and plans of task 1 and task 3 are shown in below sections respectively: 

Task 1 Goal: Authenticate to Swedbank to Transfer Money 

Sub-goals 

1. Select appropriate login method using available options and complete step 1 of the 

login process. 

2. Retrieve information from security token. 
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3. Use retrieved information from security token to finish the login process. 

Plan: Do 1, then 2, 3. 

Task 3 Goal: Authenticate to Handelsbanken to Transfer Money 

Sub-goals  
1. Select appropriate login method using available options and complete step 1 of the 

login process. 

2. Retrieve information from the card reader. 

3. Use retrieved information from the card reader to finish the login process. 

Plan: Do 1, then 2, 3. 

In scenario 2 (task 2 and 4), participant‘s main goal was to authenticate him/herself 

to check the balance. The authors divided the main goal into sub-goal and plan as 

shown in the below sections: 

Task 2 Goal: Authenticate to Swedbank to Check Balance 

Sub-goal 

1. Select appropriate login method using available options and complete the login 

process. 

Plan: Do 1. 

Task 4 Goal: Authenticate to Handelsbanken to Check Balance 

Sub-goal 

1. Select appropriate login method using available options and complete the login 

process. 

Plan: Do 1 

A complete task break down of the scenarios with operations is presented in the 

Table 3.6.1, where the sub-goals are divided into operations (also known as the 

bottom level tasks of the HTA). 

Table 3.6.1 Tasks Breakdown of Scenarios  

Task 1: HTA for Scenario 1 (Authenticate to Transfer Money) for Swedbank 

Step 1: 

1. Select appropriate login method using available options and complete step 1 of the login process 

1.1 Click log in 

1.2 Put information in appropriate place into the web interface 

1.3 Select the login method 

1.4 Click continue 

Step 2: 
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2. Retrieve information from security token 

2.1 Switch on security token 

2.2 Put appropriate information to security token 

2.3 Choose appropriate option from the token when it shows ―Appli‖ 

Step 3: 

3. Use retrieved information from security token to finish the login process 

3.1 Enter the information retrieved from security token into appropriate place in the web 

interface‘s login page 

3.2 Click continue 

Task 2: HTA for Scenario 2 (Authenticate to Check Balance) for Swedbank 

1. Select appropriate login method using available options and complete the login process 

1.1 Click log in 

1.2 Put information in appropriate place into the web interface 

1.3 Select the login method 

1.4 Click continue 

1.5 Put required information into the web interface 

1.6 Click continue 

Task 3: HTA for Scenario 1 (Authenticate to Transfer Money) for Handelsbanken 

Step 1: 

1. Select appropriate login method using available options and complete step 1 of the login process 

1.1 Select login option 

1.2 Click the appropriate login method 

Step 2: 

2. Retrieve information from the card reader 

2.1 Switch on the card reader 

2.2 Put appropriate info into the card reader from web interface 

2.3 Put right information to the card reader 

Step 3: 

3. Use retrieved information from the card reader to finish the login process 

3.1 Enter information into the first (top) blank box of the web interface 

3.2 Enter the retrieved information from card reader into the right place of the web interface 

3.2 Click next 

Task 4: HTA for Scenario 2 (Authenticate to Check Balance) for Handelsbanken 

1. Select appropriate login method using available options and complete the login process 

1.1 Select login option 

1.2 Click the appropriate login method 

1.3 Put information into appropriate place of the web interface 

1.4 Click next 

According to the Table 3.6.1, each participant supposed to complete 27 operations in 

all four tasks. So, all 10 participants supposed to complete a total number of 270 

operations. 

According to the previous open discussion, participants of the discussion expressed 

that the e-banking authentication should take around 15 minutes to complete. The 

authors also asked random users about how long it takes them to authenticate 
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themselves to e-banking. It also gave a general idea to setting up a time limit of 15 

minutes for each task (Rubin et al., 2008). 

During the observation, participants were informed that they can ask task 

clarification questions at any time before task starts, and given one task scenario at a 

time to complete. Participants were given 15 minutes to complete each task. They 

were asked to proceed to the next task if not finished after 15 minutes, or to stop 

working if they are in the final tasks. 

Counterbalancing Tasks 

With multiple tasks with small number of participants, transfer of learning effects 

might be an issue to deal with (Rubin et al., 2008). The authors counterbalanced the 

tasks, where the order of the tasks being balanced out to minimize such effect (see 

Table 3.6.2). By varying the order, the authors tried to ensure that, each participant 

will try to complete the tasks in different order, which should reduce the transfer of 

learning effect (Rubin et al., 2008). The list of participants and the sequence of task 

are presented in the Table 3.6.2. 

Table 3.6.2 Counterbalanced Tasks 

Participant Task Sequence 

1
st
 Task 1, Task 2, Task 3, Task 4 

2
nd

 Task 2, Task 3, Task 4, Task 1 

3
rd

 Task 3, Task 4, Task 1, Task 2 

4
th

 Task 4, Task 1, Task 2, Task 3 

5
th

 Task 1, Task 2, Task 4, Task 3 

6
th

 Task 2, Task 1, Task 4, Task 3 

7
th

 Task 3, Task 4, Task 2, Task 1 

8
th

 Task 4, Task 3, Task 1, Task 2 

9
th

 Task 1, Task 3, Task 2, Task 4 

10
th
 Task 2, Task 4, Task 1, Task 3 

Successful Completion Criteria (SSC) 

Setting time as a benchmark or success criteria might not be appropriate for this 

formative (exploratory) research, though it is a good measure for summative. Ruben 

et al. (2008) recommended not to use time as a benchmark as when using the TAP on 

participants; because it usually slows task performance. Instead, they recommended 

task error rates, such as completing a task with no errors. Weir et al. (2007) also 

suggested other benchmarks such as user errors are preferable instead of time in the 

e-banking authentication‘s usability study. The authors sat human errors as 

benchmark, but also measured the task completion time to gain additional 

knowledge. 

Note Taking Technique 

To fasten the note taking process during observation, the authors used shorthand 

codes where applicable. 
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Finally, after completing the observational preparation (see sub-chapter 3.5), the 

authors tested the equipments carefully before starting the observation process. 

Application of the observation process are presented in the below sections. 

3.7 Observation Application 

After successfully testing the equipments, the observation process of the first 

participant was started. The authors greeted the participant first. Then a brief 

description of the total procedure was provided. The authors also answered questions 

from the participants and then provided the informed consent and recording consent 

forms. The participant then was taken to the minimalist lab. An orientation script was 

then read and signed forms were collected from participant. A sample TAP video 

was then shown to the participant. Refreshments were being offered to the 

participant during the process. Finally, the authors read the first scenario for and 

asked the participant‘s permission to start the test. Both video and audio recordings 

were started after the participant‘s permission to start the test. The authors (hence, 

observers) positioned themselves in such way that they can observer participant‘s 

movement, expression and activities clearly (around 45 degree backward from left). 

The participant was given scenario for each task at a time. When the whole process 

was finished, the participant was thanked and engaged in a short discussion about the 

completed tests. The same process was followed for rest of the nine participants. A 

flowchart of the observation process has been presented at Appendix E. 

After completing the observation process, the authors conducted interviews with the 

same participants to collect further user data, which is the second and last phase of 

the investigation. More details about the interview process are presented in the below 

sections. 

3.8 Interview 

The authors‘ goal in the interviews was to gather data regarding participants‘ 

experience on the tested authentication systems. The authors followed a semi-

structured interview method that allowed them to ask probing questions as situation 

demands and which the author felt important for this study. It revealed new and 

interesting information for this study (Stanton et al., 2005). 

Before starting the interview, the interviewers (hence, the authors) asked the 

interviewee‘s permission to record the interview session. During the interview, the 

interviewers (hence, the authors) started with an open-ended question, and then 

probe it with related questions to elicit the topic. The interviewers finished asking 

question regarding the topic with a closed question (if required). The intension was 

to use generalized words for each question that the interviewee can understand it 

easily. It also helped to keep the interviewee comfortable while answering the 

questions. The same process was followed for each interviewee. Each interview 

session was completed within 20 to 40 minutes with covering all pre-planned topics. 

Paper mock-ups are been used to assist interviewee. A sample paper mock-up and 

flowchart of the interview is presented at Appendix F and G respectively. 
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After conducting the interviews, the authors needed to transcribe the audio and video 

data gathered from both observations and interviews into text forms, which is more 

analyzable. More about the transcription process are presented in chapter 3.9. 

3.9 Transcription of Observation and Interview 

The authors transcribed the observation sessions by going through the recordings and 

writing down everything that is being said and happened. For interviews, everything 

that is being said was transcribed. This transcription data was later on, used in the 

analysis process. Analysis processes are described in the next the chapter. 

The transcribed data enabled the authors to evaluate the human errors and 

learnability. The evaluation processes are presented in the below sections. 

3.10 Human Errors Evaluation 

The authors‘ goal was to use one of the best human errors evaluation approaches 

available. In terms of performance, reliability and validity, different researchers 

suggested that the Systematic Human Error Reduction and Prediction Approach 

(SHERPA) is the best method in practice (Baber & Stanton, 1996; Embrey, 1986; 

Kirwan, 1990; Salmon et al., 2010; Stanton & Baber, 1996; Stanton & Stevenage, 

1998; Stanton et al., 2005). Hence, the authors used the SHERPA (Embrey, 1986) to 

evaluate the human errors in the studied authentication systems. More about 

SHERPA are presented in the sub-chapters 2.5.1 and 2.6. 

Using the analyzed data as inputs, the authors first determined which error type is 

credible for the HTA‘s each bottom level task step (operation), according to the 

SHERPA behavior taxonomy as following: 

 Action (e.g., pressing a button, pulling a switch, opening a door) 

 Retrieval (e.g., getting information from a screen or manual) 

 Checking (e.g., conducting a procedural check) 

 Information communication (e.g., talking to another party) 

 Selection (e.g., choosing one alternative over another) 

For each error type, the authors described the error according to the SHERPA error 

type description (see Table 3.10.1). Then the consequences and remedial strategies 

were being determined (Appendix H). In the Table 3.10.1, error modes described by 

the SHERPA, error number, and their descriptions are presented. 

Table 3.10.1 SHERPA Error Types and Descriptions 
 

Error Mode Error Number Error Description 

Action A1 Operation too long/short 

 A2 Operation mistimed 

 A3 Operation in wrong direction 

 A4 Operation too much/little 

 A5 Misalign 

 A6 Right operation on wrong object 

 A7 Wrong operation on right object 

 A8 Operation omitted 
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 A9 Operation incomplete 

 A10 Wrong operation on wrong object 

   

Information Retrieval R1 Information not obtained 

 R2 Wrong information obtained 

 R3 Information retrieval incomplete 

   

Checking C1 Check omitted 

 C2 Check incomplete 

 C3 Right check on wrong object 

 C4 Wrong check on right object 

 C5 Check mistimed 

 C6 Wrong check on wrong object 

   

Information Communication I1 Information not communicated 

 I2 Wrong information communicated 

 I3 Information communication incomplete 

   

Selection S1 Selection omitted 

 S2 Wrong selection made 

(Stanton, 2005) 

The SHERPA flowchart has been presented in the Figure 3.10.1. 

Figure 3.10.1 Flowchart of SHERPA 
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(Stanton, 2005) 
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Finally, all identified errors through the SHERPA were further analyzed and 

interpreted to identify the error types associated with the studied object (Stanton, 

2003). 

3.11 Learnability Evaluation 

There are different frameworks available to evaluate the learnability (see sub-chapter 

2.4). Grossman et al. (2009) interpreted the most common learnability evaluation 

theories into a single framework and presented a single learnability evaluation 

metrics (see Table 2.4.1). The authors believe, Grossman et al. (2009) single 

framework can be more acceptable than the scattered metrics available through 

literature and in most cases, and can be easily adapted in the learnability evaluation. 

Hence, the authors used Grossman et al. (2009) metrics to evaluate the learnability. 

Figure 3.11.1 Flowchart of Learnability Evaluation Method 
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On the evaluation phase, using the gathered data, the authors identified different 

learnability issues, and later on, categorized those issues according to Grossman et 

al. (2009) learnability metrics. Then the authors described the each categorized 
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issues according to Grossman et al. (2009) learnability metrics (see Table 2.4.1, 

Chapter 2). The flowchart of the learnability evaluation process is presented in the 

Figure 3.11.1. 

The Identified learnability issues are required to gain a general understanding on the 

factors influencing authentication system‘s learnability (Grossman et al., 2009). 

Hence, the summary of the primary analysis results on the collected data were 

further analyzed to identify the influential features of the authentication systems that 

are responsible for the learnability issues. More about the learnability analysis 

processes are described in the chapter 4. 

In a summary, this research is conducted through a case study approach. Initially, the 

authors gained knowledge on the studied fields through literature review. Then 

investigation through the observation and interview were applied to collect the user 

data. The next chapters present how the collected user data was analyzed to identify 

the human errors through the SHERPA, and the learnability through the Grossman et 

al. (2009) learnability metrics (RQ 1). The analyzed data was then further analyzed 

to evaluate the features of the authentication systems that are influencing the human 

errors and learnability (RQ 2). 

The authors believe the best human errors identification method (SHERPA) and 

learnability evaluation metrics (Grossman et al. metrics) have been used in this 

study. Although, the authors admit that, more experienced analyst on the SHERPA 

and Grossman et al. metrics might have produced more meaningful and accurate 

results. 
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CHAPTER 4 

ANALYSIS AND RESULTS 

In this chapter, the authors presented the analysis process of the transcribed data (see 

sub-chapter 3.9), and later on, the results from the analysis. 

10 different data sets were sorted from the transcribed data. Each set of the data 

contained transcribed observation and interview data of one participant. The analysis 

process was started when all the 10 data sets were ready to be analyzed. The authors‘ 

primary focus on the analysis was to identify human errors from the gathered data. 

Through the SHERPA, the authors identified eight different human errors associated 

with the authentication systems. Then, further analysis had been conducted to 

identify the learnability issues, which identified nine different issues. Further 

analysis also identified three features of authentication systems which are influential 

for identified human errors and learnability issues. 

During the analysis process, the recorded videos and audios had also been checked 

when further reviews were needed. According to Stanton (2005), all the data 

regarding the identified human errors, learnability issues and influencing features of 

the authentication can be called as ―expected data‖. After identifying the expected 

data, the authors further analyzed the gathered data to find un-expected data, such as 

reasoning or suggestions from the participant. The authors then interpreted the 

collected data into numerical forms where required. 

4.1 Human Errors 

Participants completed only 236 operations out of 270 (chapter 3.6). Among these 

236 operations, the authors identified a total numbers of 367 instances (multiple 

instances of errors found in some operations), where errors done by all the 10 

participants in all tasks. All the five categories of errors (error types), along with 

their error numbers, descriptions (according to the SHERPA), numbers of instances 

where errors occurred and the percentage of errors (error rate) against the total 236 

operations attempted by the participants are presented in the Table 4.1.1. 

Table 4.1.1 Error Descriptions 

Error Type Error 

Number 

Description Instanc

es of 

Errors 

Error 

Rate 

Action A1 Operation too long 83 35% 

Action A2 Operation mistimed 2 1% 

Action A3 Operation in wrong direction 26 11% 

Action A4 Operation too much 2 1% 

Action A5 Misalign 16 7% 

Action A6 Right operation on wrong object 5 2% 

Action A7 Wrong operation on right object 18 8% 

Action A8 Operation omitted 22 9% 
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Action A9 Operation incomplete 9 4% 

Action A10 Wrong operation on wrong object 17 7% 

Total Number of Action Errors    200 85% 

Information Retrieval R1 Information not obtained 35 15% 

Information Retrieval R2 Wrong information obtained 24 10% 

Information Retrieval R3 Information retrieval incomplete 27 11% 

Total Number of Information 

Retrieval Errors 

   83 35% 

Checking C1 Check omitted 7 3% 

Checking C2 Check incomplete 13 6% 

Checking C3 Right check on wrong object 3 1% 

Checking C4 Wrong check on right object 3 1% 

Checking C5 Check mistimed 0 0% 

Checking C6 Wrong check on wrong object 2 1% 

Total Number of Checking 

Errors 

   28 12% 

Information Communication I1 Information not communicated 13 6% 

Information Communication I2 Wrong information 

communicated 

4 2% 

Information Communication I3 Information communication 

incomplete 

9 4% 

Total Number of Information 

Communication Errors 

   26 11% 

Selection S1 Selection omitted 3 1% 

Selection S2 Wrong selection made 27 11% 

Total Number of Selection 

Errors 

  30 13% 

Total Number of Errors (All 

Types) 

  367 156% 

According to the Table 4.1.1, participant‘s error rate against each operation is 1.56. 

Again, if the total number of individual error type has been compared against the 

total instances of 367 (where errors occurred), it can be found that more than 54.5% 

(200 errors) of the errors occurred had been action errors. Where, the information 

retrieval errors are 22.6%, and the rest of 23% are checking, information 

communication and selection errors. 

All types of errors are discussed in the below sections in details. The percentage of 

errors types against the total number of errors done by the participants are shown in 

the Figure 4.1. 

Figure 4.1 Percentages of Different Errors Types 
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4.1.1 Action Errors 

Amongst the 200 instances (in 236 operations), where action errors occurred (see 

Table 4.1.1), there were 83 instances where the participants took more than the 

average time to complete any single operation (A1; see Table 4.1.1). In 26 instances, 

the participants started to proceed in wrong direction during the operation (A3; see 

Table 4.1.1). Operations were omitted in 22 times (A8; see Table 4.1.1). There were 

18 instances where the participants did wrong operation in right object (A7; i.e. 

wrongly operated the card reader or the security token; see Table 4.1.1) or places in 

the interface (i.e. put PIN instead of password), and 17 instances where they did 

wrong operation in wrong object or places in the interface (A10; see Table 4.1.1). 

Operations were misaligned in 16 instances (A5; see Table 4.1.1), where the orders 

of the operations were wrong. Operations were incomplete 9 times (A9; see Table 

4.1.1), right operation in wrong object had been done 5 times (A6; see Table 4.1.1), 

and the participants mistimed the operation (i.e. security token switched off before 

next required operation) 2 times (A2; see Table 4.1.1). There were also two instances 

where the participants thought the operation is too much for them (A4; see Table 

4.1.1). 

Summary of the action errors are presented in the Figure 4.1.1. 

Figure 4.1.1 Summaries of Action Errors 
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4.1.2 Information Retrieval Errors 

There were 129 instances where the participants sought to get information from 

manual or interfaces. However, there are the 83 instances where information retrieval 

errors occurred in 236 operations (see Table 4.1.1). The participants could not obtain 

their desired information 35 times among those 129 instances (R1; see Table 4.1.1). 

Moreover, they retrieved wrong information 24 times (R2; see Table 4.1.1), and the 

information retrieval process were incomplete 27 times (R3; see Table 4.1.1). 

Summary of the information retrieval errors are presented in the Figure 4.1.2. 

  Figure 4.1.2 Summaries of Information Retrieval Errors 

 

4.1.3 Checking Errors 

There were 28 instances where checking (i.e. procedural checking) errors occurred in 

236 operations.  

Figure 4.1.3 Summaries of Checking Errors 
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Within these checking errors the participants did not do the procedural checking (i.e. 

what to do next after putting PIN code) in seven instances (C1; see Table 4.1.1). 

There were also 13 instances where checking were incomplete (C2; see Table 4.1.1), 

three instances where the participants checked in wrong objects or places (i.e. wrong 

section in the manual) (C3; see Table 4.1.1), three instances where they wrongly 

checked in right objects or places (i.e. checking ‗control code‘ instead of challenge 

code in challenge code section) (C4; see Table 4.1.1), and twice they did wrong 

checking in wrong objects (C6; see Table 4.1.1). There was no instance of mistimed 

checking (C5; see Table 4.1.1). Summary of the checking errors are presented in the 

Figure 4.1.3. 

4.1.4 Information Communication Errors 

There were 29 instances where error messages had been shown by the interfaces. 

Although in 26 instances, the messages from the interface (i.e. error message due to 

the participant‘s actions) were not communicated correctly. Information was failed to 

communicate 13 times (I1; see Table 4.1.1), wrong information was communicated 

four times, and information communication to the participants was incomplete nine 

times (i.e. participant skipped the error message). Summary of the information 

communication errors are presented in the Figure 4.1.4. 

Figure 4.1.4 Summaries of Information Communication Errors 

 

4.1.5 Selection Errors 

There were 53 operations where the participants had to selection their choice from 

multiple options. Among these 53 operations, there were 30 instances where the 

participants made selection errors. Among these 30 instances of selection errors, 

wrong selections (S2; see Table 4.1.1) were made 27 times and selections were 

omitted (S1; see Table 4.1.1) three times. Summary of the selection errors are 

presented in the Figure 4.1.5. 

Figure 4.1.5 Summaries of Selection Errors 
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4.2 Human Error Summary 

The errors descriptions in Table 4.1.1 were further analyzed and interpreted in 

relation to authentication systems to identify their nature and association with the 

authentication systems (Stanton, 2003). It identified eight error types, which are 

associated with the authentication systems. These errors are described from 

authentication system‘s context with the error no and the authors‘ description of the 

errors and its association to the authentication systems in the Table 4.2.1. 

Table 4.2.1 Identified Errors 

No. Identified Errors and their Association to the Authentication Systems 

1 Too long time (more than the average time) to locate login button or menu 

2 Too long time (more than the average time) and failing (unable) to select correct login method 

3 Failing (unable) to operate and authenticate to code generating devices 

4 Failing (unable) to retrieve random or response code from code generating devices 

5 Failing (unable) to retrieve information from error messages 

6 Failing (unable) to retrieve information from supporting documents 

7 Too long time (more than the average time) to login 

8 Failing (unable) to login 

All of the identified errors (see Table 4.2.1) found to be affecting the authentication 

process more or less. Most of the errors were not immediately recovered, or not 

recovered by the participants. However, according to the participant‘s feedback, 

these errors can be solved or reduced. Hence, the participant‘s feedback regarding 

the errors were interpreted and summarized to identify remedial strategies, which 

actually refers to the reason for the errors. For example, if the remedial strategy 

against the error ―Too long to find login button/menu‖ is ―Easily separable login 

button/menu‖, it can be identified that the login button/menu is not easily separable. 

All the identified errors (1
st
 column) are presented with their consequences (2

nd
 

column), recovery (3
rd

 column) and remedial strategies (4
th

 column) in Appendix H. 

4.3 Learnability Issues 

Half of the participants (five out of 10) had been able to complete all four tasks (see 

Table 3.6.1) successfully. Eight completed at-least three tasks successfully. All of 

them (10 participants) completed at-least two tasks successfully. Yet, none 
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completed any task without any error (T1, see Table 2.4.1). The Figure 4.3.1 shows 

the numbers of the participants who only completed particular task. 

Figure 4.3.1 Numbers of Participants Who Completed the Task 

 

According to the Figure 4.3.1, participants completed 18 times out of 20 in 1-factor 

authentication system‘s tasks (task 2 and 4). However, in multi-factor authentication 

system‘s tasks (task 1 and 3), they completed 15 times out of 20. So, the numbers of 

successful authentication completed in the 1-factor authentication system is higher 

than the multi-factor authentication system. Though, more participants completed 

task with the card reader (Appendix K) based multi-factor authentication system 

(task 3) than the security token (Appendix K) based one (task 1).  

None completed all four tasks without taking help (T2, see Table 2.4.1) from manual 

or online instructions. All of them took help (from manual and/or online instructions) 

to during task 1. Six participants completed task 2 without taking any help. Two 

completed task 3 and three completed task 4 without any help. Four participants 

failed to complete task 1 despite of taking help from supporting documents. None in 

task 2, one in task 1 and two in task 4 failed to complete the particular task despite of 

taking help from supporting documents. A summary of the task completion with help 

from manual and online instructions are shown in the Figure 4.3.2. 

The Figure 4.3.2 shows that, there are more instances (27) where the participants 

took help from supporting documents (manual or online instructions) during the 

multi-factor authentication system‘s task (task 1 and 3). Meanwhile, in more 

instances (9), the participants had completed the 1-factor authentication system based 

tasks (task 2 and 4) without taking any help from the supporting documents. 

Figure 4.3.2 Completed Tasks With/Without Help 
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There were 24 instances where the participants read the supporting documents before 

starting a task. Two participants did not read any supporting document during their 

four tasks. Seven, three, seven and four participants read the supporting documents 

before starting task 1, 2, 3 and 4 respectively. Average time taken to read the 

supporting documents before starting tasks (D2, see Table 2.4.1) and average task 

completion time after reading the supporting documents (D3, see Table 2.4.1) are 

presented in the Table 4.3.1. 

In the Table 4.3.1, the task number, the average time to read the supporting 

documents (manuals and/or online instructions) before starting the task, the number 

of the participants who read the documents, the number of the participants who 

failed to complete the task even after reading the documents, and the average time to 

complete the task after reading the documents are presented. 

Table 4.3.1 Average Time to Read Supporting Documents, and Time to 

Complete Task after Reading 

Task Average Time to 

Review Supporting 

Documents before 

Starting the Task 

(Seconds) 

Number of 

Participants Who 

Reviewed 

Supporting 

Documents before 

Starting the Task 

Number of 

Participants Who 

Failed to Complete 

the Task after 

Reviewing 

Supporting 

Documents 

Average 

Completion Time 

After Reviewing the 

Supporting 

Documents 

(Seconds) 

Task 1 33 7 1 55 

Task 2 36 3 0 62 

Task 3 45 7 1 130 

Task 4 97 4 1 127 

It is noticeable that, in more instances (14), the participants read the supporting 

documents for multi-factor authentication based tasks (task 1 and 3), with the 

cumulative average time of 39 seconds for reading the documents. Meanwhile, there 

are only seven instances, where the participants read the supporting documents with 

cumulative average time of 66 seconds for reading the documents in the 1-factor 

authentication based tasks (task 2 and 4). Cumulative average times to complete the 
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multi-factor authentication‘s tasks and the 1-factor authentication‘s tasks (after 

reading the documents) are 93 seconds and 94 seconds respectively. 

A task completion time summary, along with the average time taken to complete task 

1, 2, 3 and 4 (T4, see Table 2.4.1) are presented in the Table 4.3.2. Also, for each 

individual task, sum of the lowest completion time of individual operations have 

been calculated to evaluate the lowest possible completion time (6
th

 column of Table 

4.3.2). Lowest possible completion time can be measured by summing the least time 

taken to complete each operation included in the task. For example, for task 4, sum 

of the lowest completion time of 1.1, 1.2, 1.3 and 1.4 is the lowest possible 

completion time of task 4. The Table 4.3.2 also has task number, highest and lowest 

time taken to complete the task by any particular participant, average time to 

complete the task, number of the participants who completed the task in equal or less 

than the average completion time, and the median of the completion times from all 

the participants. 

Table 4.3.2 Task Completion Time Summary 

Task Highest 

Time Taken 

to Complete 

the Task 

(Seconds) 

Lowest Time 

Taken to 

Complete the 

Task 

(Seconds) 

Average Time 

to Complete 

the Task 

(Seconds) 

Participants 

Who 

Completed 

the Task <= 

Average Time 

Lowest 

Possible 

Completi

on Time 

(Seconds) 

Medi

an 

Time 

(Seco

nds) 

Task 

1 

448 115 198 4 62 137 

Task 

2 

170 70 121 6 50 83 

Task 

3 

528 117 261 5 77 158 

Task 

4 

498 80 177 5 45 105 

According to the Table 4.3.2, the participants spent more average time (229.85 

seconds) in the multi-factor based authentication system‘s tasks (task 1 and 3). More 

participants (11) had been able to complete the task less than average time (149.25 

seconds) in the 1-factor based tasks (task 2 and 4). 

There were common operations in between task 1 & 2, and in between task 3 & 4. 

Six out of the 10 participants completed task 1‘s operations first (1
st
 attempt) and 

then did the same operations in task 2 (2
nd

 attempt). Again, six out of the 10 

participants completed task 4‘s operations first (1
st
 attempt) and then did the same 

operations in task 3 (2
nd

 attempt). Rest of the four did the opposite. There were 

noticeable changes in their task completion time for the same operation between 1
st
 

and 2
nd

 attempts. Average completion times of common operations in 1
st
 and 2

nd
 

attempts and changes in time are presented in the Table 4.3.3. The Table 4.3.3 also 

contains the tasks and the operations, where average times taken in the 1
st
 and 2

nd
 

attempts, reduced time from 1
st
 to 2

nd
 attempt, average sequential time taken to 

complete the operations in sequence (to complete the corresponding task) for the 1
st
 

and 2
nd

 attempts, and reduced time from 1
st
 to 2

nd
 attempt in sequence. 

Table 4.3.3 Average Completion Time of Common Operations and Task 
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Task and 

Operation

s (Op) 

Average 

Completi

on Time 

of 1st 

Attempt 

(Seconds) 

Average 

Completi

on Time 

of 2nd 

Attempt 

(Seconds) 

Average 

Change 

of Time 

(Seconds) 

Average 1
st
 

Attempt 

Time to 

Complete 

Operations 

in Sequence 

(Seconds) 

Average 2
nd

 

Attempt 

Time to 

Complete 

Operations 

in Sequence 

(Seconds) 

Average  

Change in 

Time to 

Complete 

Operations 

in Sequence 

(Seconds) 

Task 1 & 2 91 53 -38    

(Op) 1.1 27 11 -16 27 11 17 

(Op) 1.2 36 21 -15 63 31 32 

(Op) 1.3 24 15 -9 87 47 40 

(Op) 1.4 4 6 2 91 53 38 

Task 3 & 4 160 64 -96    

(Op) 1.1 95 38 -57 95 38 58 

(Op) 1.2 65 25 -40 160 64 97 

The Table 4.3.3 shows that there are significant reductions of operation completion 

time in 2
nd

 attempt. In average, the participants took 38 seconds less to complete the 

common operations in 2
nd

 attempt for task 1 and 2, with a 42% reduction rate. On 

other hand, it took them 97 seconds less in average to complete common operations 

in 2
nd

 attempt for task 3 and 4, which the reduction rate is 61%. So, the cumulative 

average reduced time to complete operations in 2
nd

 attempt is 68 seconds and the 

reduction rate is 53% (M3, see Table 2.4.1). 

The Figure 4.3.3 shows the average completion time of common operations of task 1 

& 2 in sequence (1
st
 and 2

nd
 attempts). 

Figure 4.3.3 Average Completion Time of Operations of Tasks 1 & 2 

 

Average change in common operation‘s time between 1
st
 and 2

nd
 attempt of task 1 & 

2 in sequence is presented in the Figure 4.3.4.  
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Figure 4.3.4 Average Change of Completion Time of Operations of Tasks 1 & 2 

 

The Figure 4.3.4 shows that in common operation 1.1, where they were required to 

click the login button/menu (see Table 3.6.1); the participants completed it in lesser 

time in 2
nd

 attempt (average reduction 17 seconds). There was also significant time 

reduction (15 seconds) in the operation where the participants put the personal 

number. The average time to complete operations regarding selecting login method 

and clicking continue to proceed further, took almost same time for the participants 

in the both attempts.  

Task 3 and 4 also had two common operations (see Table 3.6.1). The Figure 4.3.5 

shows the average completion time of common operations of task 3 & 4 in sequence 

(1
st
 and 2

nd
 attempts). 

Figure 4.3.5 Average Completion Time of Common Operations of Tasks 3 & 4 
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Average change in common operation‘s time between 1
st
 and 2

nd
 attempt of task 3 & 

4 in sequence is shown in the Figure 4.3.6. 

Figure 4.3.6 Average Change of Completion Time of Common Operations of 

Tasks 3 & 4 

 

The Figure 4.3.6 shows that in common operation 1.1, where they were required to 

click the login option (see Table 3.6.1); the participants completed it in lesser time in 

2
nd

 attempt (average reduction 58 seconds). There was also significant time reduction 

(40 seconds) in the common operation 1.2, where they attempted to choose the login 

method. 

Average number of errors made by the participants in task 1, 2, 3 and 4 are presented 

in the Table 4.3.4. The Table 4.3.4 also contains the task numbers and their operation 

numbers, average completion time and average completion time in sequence, and 

average number of errors and average number of errors in sequence.  

Table 4.3.4 Average Completion Time and Average Errors 

Task Average Time to 

Complete the Task 

(Seconds) 

Average Time to 

Complete the Task in 

Sequence (Seconds) 

Average Number of 

Errors by 

Participants 

Average Number 

of Errors by 

Participants in 

Sequence 

Task 1 198  12.43  

1.1 22 22 1.00 1.00 

1.2 32 54 0.30 1.30 

1.3 18 72 0.80 2.10 

1.4 6 78 0.90 3.00 

2.1 59 137 4.22 7.22 

2.2 21 158 2.00 9.22 

2.3 21 179 1.14 10.36 

3.1 16 195 1.57 11.93 

3.2 5 200 0.50 12.43 

Task 2 121  5.91  
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1.1 16 16 0.60 0.60 

1.2 25 41 0.30 0.90 

1.3 33 74 1.80 2.70 

1.4 4 78 0.50 3.20 

1.5 40 118 2.60 5.80 

1.6 4 122 0.11 5.91 

Task 3 261.40  9.57  

1.1 37.80 38 1.50 1.50 

1.2 46.40 84 2.40 3.90 

2.1 15.60 100 1.00 4.90 

2.2 62.10 162 2.78 7.68 

2.3 20.20 182 0.67 8.35 

3.1 23.20 205.30 0.44 8.79 

3.2 51.60 256.90 0.67 9.46 

3.3 4.50 261.40 0.11 9.57 

Task 4 177.20  11.62  

1.1 68.70 68.70 2.90 2.90 

1.2 26.50 95.20 3.30 6.20 

1.3 76.40 171.60 5.20 11.40 

1.4 5.60 177.20 0.22 11.62 

According to the Table 4.3.4, the participants made 22.00 errors in average in the 

multi-factor authentication‘s tasks (task 1 and 3), which is higher than the 1-factor 

authentication‘s tasks (task 2 and 4), where their average errors were 17.53. 

If the operations are considered in two different categories such as the Security 

Token Operation (STO) and the Card Reader Operation (CRO), it can be found that 

the STO consists of operation 2.1, 2.2 and 2.3 in task 1, and the CRO consists of 

operations 2.1, 2.2 and 2.3 in task 3. According to Table 4.3.4, it took 100 seconds in 

average to operate the security token (STO) and 98 seconds in average to operate the 

card reader (CRO) (T5, see Table 2.4.1). 

The Table 4.3.4 also shows that, in task 1, the participants spent most average time 

(59 seconds) during the operation 2.2, where they were switching on the security 

token. It also produced the most average errors (4.22) within task 1. Overall, the 

most average errors occurred while operating and retrieving random code from the 

security token (operation 2.1, 2.2, 2.3 and 3.1). In task 2, the most average time 

consuming (40 seconds) and erroneous (2.60) operation was 1.5, where the 

participants supposed to put the password before clicking continue to finish the login 

process. 

The most average time consuming (62 seconds) and erroneous (2.78) operation in 

task 3 was 2.2, where the participants supposed to put the control code (challenge 

code from the interface) into the card reader. Moreover, the average spent time (38 

and 46 seconds) and occurred errors (1.50 and 2.40) are also high at operations 1.1 

and 1.2, where the participants supposed to select the login process and choose the 

appropriate login method respectively. The same two operations (operation 1.1 and 

1.2) were common in task 4, and they produced higher number of average errors 
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(2.90 and 3.30). Though, the most time consuming (76 seconds) and erroneous 

(5.20) operation was 1.3, where the participants supposed to put the password to the 

interface. 

For task 1, a proportional comparison of average operational time and average errors 

are presented in the Figure 4.3.7. 

Figure 4.3.7 Average Time and Error of Task 1 

 

A proportional comparison of average operational time and average errors in task 2 

are presented in the Figure 4.3.8. 

Figure 4.3.8 Average Time and Error of Task 2 

 

For task 3, a proportional comparison of average operational time and average errors 

are presented in the Figure 4.3.9. 

Figure 4.3.9 Average Time and Error of Task 3 
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A proportional comparison of average operational time and average errors in task 4 

are presented in the Figure 4.3.10. 

Figure 4.3.10 Average Time and Error of Task 4 

 

From the Figure 4.3.7 and 4.3.9, the cumulative average number of task errors of the 

multi-factor authentication‘s tasks (task 1 and 3; see Table 3.6.1) can be calculated as 

11.00. The Figure 4.3.8 and 4.3.10 show that the cumulative average number of task 

errors of the 1-factor authentication‘s tasks (task 2 and 4; see Table 3.6.1) as 8.77. 
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Total numbers of errors made in common operations of task 1 and 3 are 60 (39 in 1
st
 

and 21 in 2
nd

 attempt). Where, in task 3 and 5,the  total numbers are 101 (63 in 1
st
 

and 38 in 2
nd

 attempt). Numbers of errors in 1
st
 and 2

nd
 attempts are presented at 

Table 4.3.5. The Table 4.3.5 also contains the tasks and operations, total numbers of 

errors, number of errors in the 1
st
 and 2

nd
 attempts, numbers of errors during the 

operations in sequence (to complete the corresponding task) for the 1
st
 and 2

nd
 

attempts, reduced errors from 1
st
 to 2

nd
 attempt, and reduced errors from 1

st
 to 2

nd
 

attempt in sequence. 

Table 4.3.5 Average Errors in Common Task 

Task and 

Operation

s (Op) 

Total 

Error

s 

Number 

of 

Errors 

in 1st 

Attempt 

Number 

of 

Errors 

in 2nd 

Attempt 

Number of 

Errors in 

1st 

Attempt in 

Sequence 

Number of 

Errors in 

2nd 

Attempt in 

Sequence 

Change 

in Error 

Number

s 

Change 

(Reductio

n) of 

Errors in 

Sequence 

Task 1 & 2 60 39 21   18  

(Op) 1.1 16 11 5 11 5 6 6 

(Op) 1.2 6 4 2 15 7 2 8 

(Op) 1.3 24 13 11 28 18 2 10 

(Op) 1.4 14 11 3 39 21 8 18 

Task 3 & 4 101 63 38   25  

(Op) 1.1 63 32 12 32 12 20 20 

(Op) 1.2 38 31 26 63 38 5 25 

The Table 4.3.5 shows that, the participants made reduced number of errors in 2
nd

 

attempt. 

Errors made in 1
st
 and 2

nd
 attempts (in sequence) of common operations of task 1 and 

2 are shown in the Figure 4.3.11. 

Figure 4.3.11 Errors of 1
st
 and 2

nd
 Attempts in Sequence of Task 1 & 2 
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The Figure 4.3.11 shows that, there are significant reductions in error numbers in 2
nd

 

attempt in common operations of task 1 and 2, where the participants made 18 less 

errors. 

Again, errors made in 1
st
 and 2

nd
 attempts (in sequence) of common operations of 

task 3 and 4 are shown in the Figure 4.3.12. 

Figure 4.3.12 Errors of 1
st
 and 2

nd
 Attempts in Sequence of Task 3 & 4 

 

The Figure 4.3.12 also shows the significant reductions in error numbers in 2
nd

 

attempt in common operations of task 3 and 4, where participants made 25 less 

errors. 

So, both the Figure 4.3.11 and 4.3.12 showed that, the reduced numbers of errors in 

common operations of task 1 and 2 are 18 (46%), and of task 3 and 4 are 25 (40%). 

So, the cumulative reduction of error is 43% for 2
nd

 attempt (T4). 

During the observations and interviews, participants expressed their experiences 

regarding the authentication systems. There were 90 learnability related comments 

(S1, see Table 2.4.1). Their comments related to the learnability issues are presented 

at Appendix I. 

Again, according to Appendix I, most of the learnability related comments are 

regarding security tokens and card readers (Appendix K). According to them, it is the 

most difficult part to operate or learn of the multi-factor authentication systems. A 

large number of learnability related comments were made regarding the login menu 

and options/methods. It indicated that the login menu and options/methods were not 

easily understood by the participants. 

All the above human errors and learnability issues are more or less influenced by 

different features of authentication systems. The features of authentication systems, 

which are influencing the human errors and learnability issues, are discussed in 

below sections. 
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4.4 Learnability Summary 

There are nine major learnability issues identified, which are associated with the 

authentication systems. These major learnability issues are presented in the Table 

4.4.1. The Table 4.4.1 also contains the learnability issue no., the identified 

learnability issues according to the learnability metrics, the results for the Multi-

Factor Authentication‘s Task (MFAT), and the 1-Factor Authentication‘s Task 

(1FAT). In the Table 4.4.1, the Security Token‘s Operation is referred as ―STO‖, the 

Card Reader‘s Operation is referred as ―CRO‖, and the Seconds are referred as ―S‖ 

in-order to use the limited column space efficiently. 

Table 4.4.1 Identified Learnability Issue 

No. Learnability Metrics MFAT 

Result 

1FAT 

Result 

1 Percentage of users who completed a task optimally 0% 0% 

2 Percentage of users who completed a task without any help 0% 45% 

3 Average time taken to review documentation until starting a task 39 S 66 S 

4 Average time taken to complete a task after reviewing 

documentation 

93 S 94 S 

5 Average time taken until user completes operating code 

generating device successfully 

STO 100 S; 

CRO 98 S 

NA 

6 Decrease in chunk size over repetition of common task 

(operations)  

52.94% 

7 Decrease in error numbers over repetition of common task 

(operations) 

42.92% 

8 Average number of task errors 11.00 8.77 

9 Number of learnability related user comments 90 

4.5 Influential Features of Authentication Systems 

Most of the participants made errors while finding and selecting login method and 

operating security token or card reader. Most of the learnability issues arose while 

the participants tried to operate the security token or the card reader and used the 

manuals. The authors counted the manuals (along with online instructions) as a part 

of the authentication system as it supposed to assist the login process and come with 

or placed with it. Major features of the authentication system that are affecting 

human errors and learnability issues are described in chapters 4.5.1, 4.5.2 and 4.5.3. 

4.5.1 Login Options 

Almost all the participants found it difficult to identify or locate the login button at 

first attempt. However, in the 2
nd

 attempt (in common operations; see Table 3.6.1), 

they located the login button or menu faster. According to the participants, the login 

button or menu should be more visible or separable from the interface. Sample 

interfaces are presented in the Appendices L and M. 

More than half of the participants failed to choose the login method correctly, or took 

more than the average completion time to complete the operation. According to 

them, it was difficult to understand the login options due to the below reasons: 
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 Written options are too technical 

 Too many options 

 None or not clear enough visual icons 

 Given information are not detailed enough 

4.5.2 Security Token 

The participants found it difficult to switch on the security token (Appendix K) in 

task 1. According to the participants, it was hard to locate or identify whether there is 

any ―Switch On‖ button available or not. They preferred written instruction such as 

―On‖ or ―Login‖ around or on the button in the token. 

Some participants found it difficult to proceed further after switching the token on. 

According to the participants, the token should ask for PIN code (i.e. ―Put PIN ----‖) 

instead of just showing ―----‖. Even after putting the PIN codes, they find it difficult 

to proceed further as the token itself does not assist them in next operation clearly. 

They would prefer the token to assist by showing instruction on its screen (i.e. ―Press 

1 or 2‖) instead of just showing ―APPLI‖. Instruction such as ―And/or‖ written on or 

around the button (i.e. ―1/Random code‖; ―2/Response code‖) would have reduced 

the difficulty as par participants‘ suggestions. 

4.5.3 Card Reader 

Some participants found it difficult to proceed further after switching the card reader 

(Appendix K) on in task 3 as the reader shows ―Control code‖ without any further 

instruction. According to them, an on screen instruction in the reader would have 

resolved their issues (i.e. ―Put code from bank site‖). Even after putting the ―Control 

code‖, the reader should show further instruction to proceed (i.e. ―Put PIN code‖).  

According to the participants, there are too many buttons in the card reader where 

they feel getting lost. Lesser buttons would have reduced the difficulty as par 

participant‘s suggestion. 

In this chapter, the authors presented the results and findings of this study. In a 

summary, the authors first identified human errors made by each participant in each 

of their bottom level task of the HTA. Eight different human errors associated with 

the authentication systems were identified through this process. After identification 

of errors of all the tasks of all the participants had been completed, the authors 

moved to the next phase of the analysis to identify the learnability issues from the 

summary of the first phase, and statistical summary of the tasks. The authors 

identified nine different learnability issues through this process. After identifying 

both the human errors and the learnability issues, the authors further summarized the 

data to retrieve specific information, such as influential features of the authentication 

systems in relation to human errors and learnability issues (e.g. three issues were 

identified as influential features of the authentication systems). Based on the above 

studies, the authors discussed their recommendations in the next chapter. 
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CHAPTER 5 

DISCUSSION 

 
In this chapter, the authors discuss the important aspects of this study and 

recommendation based on their study results presented in previous chapter. Research 

questions for future work have also been proposed in continuation of this study.  

5.1 Human Errors 

The authors identified eight different human errors (see Table 4.2.1) associated with 

the authentication systems. These human errors are presented in the following 

section. 

The identified human errors are as below: 

 Too long time (more than the average time) to locate login button or menu 

 Too long time (more than the average time) and failing (unable) to select 

correct login method 

 Failing (unable) to operate and authenticate to code generating devices 

 Failing (unable) to retrieve random or response code from code generating 

devices 

 Failing (unable) to retrieve information from error messages 

 Failing (unable) to retrieve information from supporting documents 

 Too long time (more than the average time) to login 

 Failing (unable) to login 

The error ―too long time (more than the average time) to locate login button or 

menu‖ occurred when the participants tried to locate the login button or menu in the 

home page of the authentication system. Several participants took too long (more 

than the average time) to locate the login button or menu. According to the study, the 

authors believe the login button or menu is not clearly visible enough to easily locate 

in studied authentication systems. A bigger and separable login button/menu with 

different color from the interface might solve the issue. 

The error ―too long time (more than the average time) and failing (unable) to select 

correct login method‖ occurred when the participants tried to select the appropriate 

login method to achieve their scenario goal. Several participants took too long time 

(more than the average time) to select the correct login method, or even failed to 

select the correct login method. The authors believe, the written login options or 

icons are not clearly understandable by the users. Visual instructions or video tutorial 

indicating each login method‘s role should reduce the problem, and help users to find 

faster alternative ways to complete the authentication. 

The error ―failing (unable) to operate and authenticate to code generating devices‖ 

occurred when the participants tried to switch on and login to the code generating 

devices (i.e. card reader, security token) or operate the device after login in. Several 

participants failed to authentication themselves to the device. Few other participants 



 

 

48 

 

succeeded to login, but then failed to operate it further to achieve the scenario goal. 

The participants could not find helpful enough instructions to switch it on or operate 

it further. According to the study, the authors believe, it is difficult to switch on the 

security token. A written ―On/Off‖ button, or switching the token on by pressing any 

button might solve the issue. It is also difficult to proceed further after switching the 

token on (i.e. put PIN code to authenticate to the device), as the screen does not show 

any instruction. On screen instruction, asking to put PIN code might solve the issue. 

The card reader is also difficult to operate. Lesser buttons and on screen instruction, 

asking to put control code from the interface or put PIN code should reduce the 

issue.  

The error ―failing (unable) to retrieve random or response code from code generating 

devices‖ occurred when participants tried to retrieve the random code from the code 

generating devices. The participants could not find helpful enough instructions to 

generate or retrieve the random code. According the study, the authors believe it is 

difficult to retrieve random code both from the security token and card reader. A 

combination of on screen instruction, written ―Random Code‖ button in token and 

video tutorial in the authentication system‘s interface should reduce the problem with 

the security token. Meanwhile, an on screen instruction and video tutorial in the 

authentication system‘s interface should reduce the problem with the card reader. 

The error ―failing (unable) to retrieve information from error messages‖ occurred 

when several participants encountered and error message and unable to understand or 

retrieve information from it. The authors believe, the errors messages are not 

understandable or visible enough to the users. Larger font size and generalized texts 

(avoiding too technical terms), and visual representation of the reason and remedy 

process for the error might solve the issue. 

The error ―failing (unable) to retrieve information from supporting documents‖ 

occurred when the participants tried to get supporting information from the 

documents. Several participants were unable to retrieve the required helpful 

information from the documents. The authors believe, provided manuals and online 

instructions with the authentication systems are not helpful enough. Reduced text in 

the instructions, and more visual instructions instead of using text might increase the 

helping capability of manuals and online instructions. Video tutorials in the interface 

can be a useful alternative. 

The error ―too long time (more than the average time) to login‖ occurred when the 

participants were able to login, but took more than the average time to complete the 

task. Overall, the authors believe it takes too long time to login. The errors ―too long 

to select login button or menu and/or ―too long to select correct login method‖ are 

delaying the login time. Errors such as, failing to operate the code generating device 

or retrieving codes from it, failing to retrieve information from error messages or 

supporting documents are delaying the login process. Each of the error types 

individually or combined are responsible for increased login time. So, corresponding 

remedies of the mentioned errors should reduce the error ―too long time to login‖. 

The error ―failing (unable) to login‖ occurred when several participants were unable 

to login. Any particular from the above or multiple occurrence of the above human 
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errors may result it to this error. The authors believe, implementation of All of the 

above mentioned improvements should reduce the problem. 

Though all of the above errors were identified using the SHERPA, the authors 

believe there are scopes of improvement in the SHERPA‘s human error metrics. 

These scopes of improvements have been discussed in the following section. 

Recommended additions to the human error metrics of SHERPA 

There are instances where the participants spent a large amount of time to find 

specific information from supporting documents, comparing to other information 

retrieval processes. Mentioned case is beyond the SHERPA‘s error definition and 

could be added to the information retrieval errors category as ―Information retrieval 

too long‖. 

There are also instances where information were communicated or noticed (i.e. error 

message) and read by the users, but they failed to understand the message from the 

interface. Again, the SHERPA‘s definition of I1 and I3 (see Table 4.1) can not define 

the error. An additional error type such as ―Communicated information not 

understandable‖ can be added to the information communication errors category to 

define the mentioned error type. 

Not choosing the best method to complete a task can increase the task completion 

time and errors (i.e. choosing 2nd best method still can achieve the task goal). 

However, it can not be defined as ―Wrong selection‖ (S2, see Table 4.1) or 

―Selection omitted‖ in the SHERPA‘s human errors metrics. It can be added as 

―Alternate selection made‖ in the selection errors category.  

5.2 Learnability 

The authors identified nine major learnability issues associated with the 

authentication systems (RQ1). These learnability issues are discussed in below 

sections: 

None has been able to complete any single task without any error (optimally). So, 

none of the authentication system is error free. 

None has been able to complete any multi-factor authentication‘s task without taking 

help from the supporting documents. Though, 45% of them have completed the 1-

factor authentication‘s task without taking any help. 

The participants took 29% of the average task completion time to review the 

supporting documents before starting the operations for the multi-factor 

authentication‘s task. On other hand, for the 1-factor authentication, they took 41% 

of the average task completion time. After reviewing the documents, it took them 93 

seconds and 94 seconds respectively to complete the multi-factor authentication‘s 

and the 1-factor authentication‘s task operations (which is also 71% and 59% 

respectively, of the average task completion time). An on-site video tutorial and 

graphical supporting documents may reduce the errors, documents review time and 

task completion time. 
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The participants spent 51% of the average task completion time to operations 

regarding security token. On other hand, they spent 38% of the average task 

completion time to operations regarding card reader. The participants had most 

difficulties learning these two code generating devices. Less buttons and on-screen 

instruction should reduce the errors and time to operate the devices. Authentication 

systems, such as secured socket layer based 1-factor authentication can be used as an 

alternative to omit the errors and learnability issues regarding code generating 

devices. 

When participants repeated the common operations in different task, they spent 53% 

less time to complete the operations. 

The average errors for the multi-factor and the 1-factor authentication‘s task are 

11.00 and 8.77 respectively. However, when the participants repeated the common 

operations, they made 43% less errors. 

The participants made 90 learnability related comments from their experiences. Most 

comments (38%) were made regarding issues related to the security token and the 

card reader. 

Recommended additional measurable learnability issues 

According to this study, the authors believe Grossman et al.‘s (2009) learnability 

metrics can be updated to identify more learnability issues. The possible updates are 

discussed in below sections: 

Linja-aho (2005) suggested calculating the average time to complete a task. 

Although, let alone the average completion time had not give the authors any 

learnability issue. However, comparing the average completion time with the lowest 

possible completion time for a particular task should give information regarding 

reduce-able time in the task. Lowest possible completion time can be measured by 

summing the least time taken to complete each operation included in the task (see 

Chapter 4.3).  

Errors messages supposed to give information regarding what went wrong. Provided 

information should help users to improve their task. So, the number of encountered 

error messages, which solved their corresponding issues (Michelsen, 1980) could be 

calculated. Time spent to recover from the errors (Nielsen, 1994) also can be 

interesting from learnability‘s perspective. 

Michelsen (1980) argued that a good (easily understandable or effective) supporting 

document can reduce the learnability issues. Thus, measuring the effectiveness of a 

supporting documentation may produce important information to reduce the number 

of errors and decrease the task completion time. 

Nielsen (1994) argued that, ratio between operations and errors could be measured to 

identify an erroneous task. For an example, if the error ratio, o/e is ‗0‘ (where 

operations are ‗o‘ and errors are ‗e‘), then the error ratio is minimum or null, and the 

task is error free. Increased number of error ratio will point towards more erroneous 

tasks. The error ratio between operations and errors can be evaluated by calculating 
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the total number of operations performed by the users with the total number of 

errors. It will give the error rate against a particular operation, a set of operations and 

total operations respectively. 

The authors measured the time taken to review the supporting documents before 

starting a task (Michelsen, 1980). However, Nielsen (1994) suggested that, the total 

time taken to review the supporting documents before and during the task should be 

measured as well. The authors also believe that, conducting such measurement may 

expose interesting learnability related information. Frequency of using the 

supporting documents, and how many times it solved the corresponding issues 

(Nielsen, 1994) also can be measured along side. 

A common tendency of the participants in this study is to compare the learnability of 

the studied authentication systems with other similar systems, which they are 

familiar with. Hence, calculating the proportion of users who prefer other system 

(Nielsen, 1994) and investigating the reason of their preferences might provide un-

expected new information.  

There are multiple instances where the participants completed the given task in an 

alternative ways, with achieving the task goal. However, it increases the task time 

and number of errors as well. So, when there are alternate ways to complete tasks, 

the proportion of user who is using efficient working strategies, comparing to 

inefficient strategies (Nielsen, 1994) could be measured along with the reason of 

their choice. 

The authors believe the recommended additional measurable learnability issues and 

recommended additional human error categories are evaluable. It may help 

researchers to explore more human errors and learnability issues. 

In this chapter, the authors discussed the important aspects of this study and provided 

recommendation based on their study. In the following chapter, the authors presented 

conclusion and tried to answer the research questions. 
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CHAPTER 6 

CONCLUSION 

In this study, the authors addressed the usability experiences of users by exploring 

the human errors and the learnability situation of the 1-factor and the multi-factor 

authentication systems. First, the authors identified the human errors and learnability 

issues on the mentioned authentication systems from user‘s perspective, from the 

gathered raw data through user tests and interviews. Then further analysis had been 

conducted on the summary of the data to identify the features of the authentication 

systems which are affecting the human errors and learnability issues. The authors 

then compared both the 1-factor and the multi-factor authentication systems from 

gathered information through analysis. Finally, the authors argued the possible 

updates of the SHERPA‘s human error metric and additional measurable learnability 

issues. 

The studied authentication systems are not human errors free. The authors identified 

eight human errors associated with the studied authentication systems (see Table 

4.2.1) and three features of the authentication systems which are influencing the 

human errors (see sub-chapter 4.5). These errors occurred while the participants in 

this study took too long time locating the login menu or button or selecting the 

correct login method, and eventually took too long time to login. Errors also 

occurred when the participants failed to operate the code generating devices, or 

failed to retrieve information from errors messages or supporting documents, and/or 

eventually failed to login. As these human errors are identifiable and predictable 

through the SHERPA, they can be solved as well (Stanton, 2005; 2007). 

The authors also found the studied authentication systems have learnability issues 

and identified nine learnability issues (see Table 4.4.1) associated with them. These 

issues were identified when very few users could complete the task optimally, or 

completed without any help from the documentation. Issues were also identified 

while analyzing the participants‘ task completion time after reviewing 

documentations, operations on code generating devices, and average errors while 

performing the task. These learnability issues were identified through Grossman et 

al. (2009) learnability metric, and the authors believe more study on the identified 

learnability issues can improve the learnability of the authentication systems. 

Overall, the authors believe more studies should be conducted on the identified 

human errors and learnability issues to improve the overall human errors and 

learnability situation of the studied authentication systems at presence. Moreover, 

these issues also should be taken into consideration while developing future 

authentication systems. The authors believe, in future, the outcome of this study will 

also help researchers to propose more usable, but yet secured authentication systems 

for future growth. The summary of the outcomes of this study are presented in the 

following section. 

6.1 Outcomes 

The summary of the outcomes of this study are as below: 
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 Human errors of both 1-factor and multifactor authentications systems 

 Learnability issues of both 1-factor and multifactor authentications systems 

 A comparison report on authentication systems, focusing on their features 

which are influencing the human errors and learnability issues 

 Recommendation on possible updates of SHERPA‘s human error metrics and 

additional measurable learnability issues 

6.2 Answers of the Research Questions 

In this section, the authors tried to briefly answer the RQs, as follows:  

RQ1. What are the end users‟ experience regarding human errors and learnability 

in relation to the e-banking authentication systems? 

 

Eight human errors and nine learnability issues associated with the studied 

authentication systems have been identified from this study. Users are experiencing 

the most human errors and learnability issues with the multi-factor authentication 

systems, especially in operations involving the code generating devices such as the 

security tokens and/or the card readers.  

 

RQ2. What are the features of e-banking authentication systems that influencing the 

human errors and learnability of end users? 

 

The authors identified three features of studied authentication systems that are 

influencing the human errors and learnability issues. Most human errors and 

learnability issues are associated with the security token and the card readers. 

6.3 Future Work 

In this study, the authors used the SHERPA to identify the human errors. Though the 

SHERPA (and its metrics) is arguably one of the best methods to evaluate human 

errors, the authors believe there are scopes of improvements in the SHERPA‘s 

metrics. Human‘s perception and knowledge is getting changed, and to meet the 

challenge, the SHERPA‘s human error metrics can be updated as well. 

Grossman et al.‘s (2009) learnability metrics had been used in this study to identify 

learnability issues. The authors believe improving the current and adding new 

metrics may identify more learnability issues. 

Evaluation of learnability issues may have improved if researchers could have agreed 

upon a single learnability definition. The authors believe more studies should be 

conducted on the definition of learnability in order to achieve more acceptable 

definition of the learnability for further research. 

Finally, more studies should be conducted on the remedial strategies of the identified 

human errors, and improvement on the identified learnability issues, which the 

authors believe will help researchers to propose more usable, but yet secured 

authentication systems for the future growth. 
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APPENDICES 

APPENDIX A – Orientation Script 

“Thanks for participating in our research study. My name is Majid, and this is Khan. May I 

have your signed consent form, please? Thanks.” 

―During the rest of the session, we will be working from a script to ensure that my instructions to 

everyone who participates in the study are the same.‖  

―We are here to learn about the learnability and human error of e-banking authentication systems.‖  

―During the session, we will ask you to use the e-banking to do a variety of tasks and will observe you 

while you do them. As you do these things, please try to do whatever you would normally do.‖ 

―Please try to think out loud while you‘re working. Just tell us whatever is going through your mind. 

Please know that we‘re not testing you, and there is no such thing as a wrong answer.‖ 

―By the way, we are independent researchers who had nothing to do with the authentication system 

you‘re about to try out. So please be honest in your feedback – we need to know exactly what you 

think.‖ 

―The whole session will take about 20 minutes.‖ 

―Do you have any questions before we begin?‖ 
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APPENDIX B – Informed Consent 

Informed Consent 

We are conducting research to evaluate the learnability and human errors of the e-banking 

authentication systems. If you agree to participate, you will be asked to use e-banking authentication 

systems in the presence of multiple researchers and share your thoughts and insights as you use it.  

In this short session, you will: 

 Do the tasks by thinking aloud 

 Be interviewed by the researchers about using the e-banking systems and your overall experience 

Your participation will take approximately 40 minutes. There is no risk to you if you participate in 

this study. We will use the information that you provide, along with information from other people, to 

the evaluation. You identity and any information you share will be kept confidential with maximum 

extent allowable by law.  

Your participation is completely voluntary. You may choose not to participate a certain procedure or 

at all; or answer certain questions, or may stop at any time without penalty. Your decision to 

participate will not affect your relationship with any local, state, or Federal organizations, or the 

person who identified you as a potential participant. Agreeing to participate and signing this form 

does not waive any of your legal rights. Please provide us your information at below table: 

Name:                                  Gender (F/M): 

Please Select Yes (Y) or No (N) for the below questions: 

Do you have any experience with e-banking authentication system?:    Y/N 

Do you have any experience with 1-factor e-banking authentication system?:     Y/N  

Do you have any experience with multi-factor e-banking authentication system?:     Y/N 

If you have any questions about this study, please contact: 

Mohammad Ali Khan and/or Majid Nasir 

Blekinge Institute of Technology, phone: 0765595589 or email: makj07@student.bth.se. 

If you voluntarily agree to participate in this research, and have had all your questions answered, 

please sign below.  

  

 

____________________________  _______________ 

Participant‘s Signature         Date & Place 
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APPENDIX C – Recording Consent 

Recording Consent Form 

I am voluntarily taking part in a research study conducted by Mohammad Ali Khan and Majid Nasir 

for the purposes of learnability and human error evaluation of e-banking systems. I understand that 

my participation will be recorded on digital audio and photographs. 

I understand that data and information I share today will be handled confidentially and 

anonymously.  

I understand that the recordings will not be used for any commercial purposes, and will be destroyed 

six months after the conclusion of the study. The audio recordings and photographs may be part of 

information presented at professional conferences.  

I will not be identified by name or by showing my face. My personal information will be protected; 

taking part in this study and the results from the study are not part of my performance review. My 

information will be rolled up with the rest of the data from the other study participants.  

I waive any right that I may have to inspect or approve the final recordings, photos and report. I 

discharge Mohammad Ali Khan and Majid Nasir from any liability for making, editing or using the 

recordings and photographs from this study according to the uses outlined above. 

 

Signature: ________________________________________________________________________ 

Name: ___________________________________________________________________________ 

  

Date & Place: _____________________________________________________________________ 
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APPENDIX D – Flowchart of HTA 

START

State overall goal

State subordinate operatins

State plan

Check the adequacy of 

re-description

Revise re-

description

Consider the first/next sub-

operation

Select next operation

Terminate re-description of this 

operation

Is re-description ok?

Is further re-

description 

required?

Are there any more 

operations?

STOP

N

Y

Y

N
Y

N

 
(Stanton, 2005) 
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APPENDIX E – Observation Flowchart 

START

Define study 

requirements

Define scenario (s) 

to be observed

Prepare design observation

Conduct pilot observation 

session

Conduct observation 

of scenario (s)

Are there any 

problem?

STOP

For data analysis, choose 

from the followings:

--Transcribe scenarios

--Record task sequences

--Record task time

--Record any error observed

--Record frequency of task

--Record verbal interaction

--Task analysis

--Other

Y

N
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APPENDIX F – Sample Paper Mock-up 
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APPENDIX G – Interview Flowchart 
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topic to discuss

Ask open-ended 
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Any more open-
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APPENDIX H – Identified Errors and Remedial Strategy 

Error Description Consequences Recovery Remedial Strategy 

Too long to find login 

button/menu 

Increased login time Immediate Easily separable login 

button/menu 

Too long to select login 

method 

Increased login time Immediate Easily separable login method 

Failing to select correct 

login method 

Cannot 

proceed/alternate 

procedure 

None/Alternate 

login 

Visual online line assistance 

Failing to operate code 

generating devices (i.e. 

failing to select options , 

failing to switch on 

security token) 

Cannot proceed None/Long Instruction in device‘s screen 

(i.e. ‗Press 1 or 2‘, ‗Put 

control code‘, ‗Response code 

is ----‘), and written button 

(i.e. random code); press any 

button to switch on; written 

on/off button 

Failing to authenticate to 

the code generating 

devices (i.e. failing to put 

PIN code) 

Cannot authenticate to 

code generating 

devices/device locked 

None Instruction in device‘s screen 

(i.e. ‗Put PIN ---‘) 

Failing to retrieve 

response code from code 

generating devices 

Cannot proceed None Video tutorial 

Failing to retrieve 

information from error 

message 

Cannot understand 

problems 

None Visual error message 

Failing to retrieve 

information from 

supporting documents 

(i.e. manuals, online 

instructions) 

Cannot proceed None/Long Video tutorial 

Too long to login Session expires Immediate Separate video tutorials for 

each step of tasks  

Failing to login Looks for alternative None Video tutorial at start page 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

I 1 

 

APPENDIX I - Learnability Related Comments 

No. Participant’s Comments On Topic 

1 From where I login? I am  Searching for login Login button 

2 It is tough to find the login button. It (login button) is too small Login button 

3 I am taking time to login because the system is new for me Login menu 

4 Service button is not in the drop down box. But in manual they mentioned 

the service 

Login menu 

5 It does not have any button, where I should go for the next step? Login menu 

6 Here are so many options. I don‟t know what next step is. Login menu 

7 Why they have given lots of login options Login menu 

8 Here are so many login options Login menu 

9 Login button is at the place where it is very tough to search Login menu 

10 There are more options that is confusing Login menu 

11 The given options for the login are not particular (specific) Login menu 

12 There is a need of this type of instructions in the first page Login menu 

13 It is difficult to find and understand the drop down box Login menu 

14 Its better if they use the terms like „login for money transfer‟ or „login for 

balance check‟ in place of drop down box 

Login menu 

15 On first page actually we don‟t know which login process we have to 

follow 

Login menu 

16 Texts are too technical Login menu 

17 So many option for login, confused which one I have to select Login method 

18 So many login methods, I can‟t understand which method is which type Login method 

19 These options are too technical(to understand) Login method 

20 Here are four login methods. I don‟t know which one to use. Login method 

21 Confused, which method I have to select? Login method 

22 I don‟t understand which one I have to select Login method 

23 Here, I have lots of things to read. Lots of confusion for me Login method 

24 Four login methods here. Which one I have to select? Login method 

25 Where is the login here? I don‟t know what does it mean? Login method 

26 Confused to see so many login options Login method 

27 Options are not understandable Login options 

28 The icons don‟t clearly states what we can do with them Login options 

29 I don‟t know which „Appli‟ I have to choose Security token 

30 I don‟t know how can I use this machine Security token 

31 I don‟t know how to use this device Security token 

32 Using this machine is very difficult Security token 

33 I am not sure what to do. I don‟t know how to choose an application Security token 

34 Confuse about the „Appli‟. Which application? Security token 

35 Machine is locked. I don‟t know what is wrong Security token 

36 Confused what is the next after putting PIN in machine. Now, what I have 

to do? 

Security token 

37 From where I can get code? Security token 

38 When I put my PIN code it disappears from machine. There is nothing in 

the machine. 

Security token 

39 I don‟t know what the meaning of „Appli‟ is. Oh! It disappeared! Security token 

40 What is „Appli‟? Security token 

41 Why I always press 1? Why I can‟t press 2? What happens if I press 2? Security token 

42 Token is not so good (for use). Bank can make it easier for users Security token 

43 It was hard for me to put on the machine Security token 

44 I didn‟t know how to proceed after putting on the machine Security token 

45 It was difficult to work as it doesn‟t give any screen instructions Security token 
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46 Control code was written on the device. That was confusing for me, how 

will I get this control code? 

Card reader 

47 There was also four other options in device which was also confusing for 

me 

Card reader 

48 The device is quite difficult to operate Card reader 

49 The direction is not given Card reader 

50 Confused how to use the card reader Card reader 

51 What is the control code? Card reader 

52 So many options Card reader 

53 Machine is asking for some function. I don‟t know which function Card reader 

54 I got some code in the machine. But I don‟t know what to do with this 

code 

Card reader 

55 Where is the card reader screen? Card reader 

56 What is card PIN? Card reader 

57 There are so many options Card reader 

58 It is difficult to understand what is what, and what to do next Card reader 

59 It should provide some kind of hints about how to move on by itself Card reader 

60 All these buttons are confusing Card reader 

61 Clearing code, response code and the pin code of the device. I was 

confused about these three codes 

Card reader 

62 I don‟t know where I have to go (proceed) (After putting the control code) Card reader 

63 It is secured, but I don‟t know how to use this bank Card reader 

64 The devices are a problem Token & Reader 

65 Manual is complicated. I am confused Manual with 

security token 

66 I am not getting that what is the meaning of random code? Manual with 

security token 

67 Lots of theoretical things on the manual that is quite boring Manual with 

security token 

68 the manual it is not given correctly Manual with card 

reader 

69 The format is not good Manual with card 

reader 

70 Screen shots are not understandable Manual with card 

reader 

71 Why they write too much in manual? They only need to put the figures in 

manual 

Manual with card 

reader 

72 May be „control code‟ means personal number. Let me check manual. 

Putting my personal number 

Manual with card 

reader 

73 Enter the above „challenge‟ in card reader. Which challenge? Where is 

„control code‟? I don‟t know what to do. 

Manual with card 

reader 

74 But what is the response code? Which code? Manual with card 

reader 

75 We can‟t judge what the meaning of these figures are Manual with card 

reader 

76 I couldn‟t understand that where I have to give this challenge number Online instruction 

with card reader 

77 I couldn‟t find any online instruction Online instructions 

with card reader 

78 In online manual, they did not give clear view Online instructions 

with card reader 

79 If there is a video instruction on site, we can easily understand the whole 

procedure 

Supporting 

documents 

80 I didn‟t understand what I should enter here (after putting username) Password box in 

1FAS 

81 Confusing after error Error message 

82 I got an error message, confused, what I did wrong? Error message 
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83 I got stuck in errors, may be my total understanding is wrong MFAS 

84 It‟s very difficult for me to get login MFAS 

85 How should I login? Confusing for me MFAS 

86 All processes are time consuming. As a user, I can say that it‟s not good MFAS 

87 Why they are so secured? MFAS 

88 it‟s really complicated MFAS 

89 The login process is lengthy MFAS 

90 It is too much task for a new user MFAS 
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APPENDIX J – Test Lab for Observation 
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APPENDIX K – Card Reader and Security Token 
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APPENDIX L – Authentication System’s Interfaces 1 
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APPENDIX M – Authentication System’s Interfaces 2 

 

 


