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ABSTRACT 
 
 

Distributed Hash Table (DHT) systems are the basics for routing protocols in peer-
to-peer network, suitable for flat design (non-hierarchical systems) ensuring evenly 
distributed file storage. But a well structured and hierarchical system providing for 

scalability, fault tolerance and to cater adequately for web cashing and multicast 
resource control in Internet applications in mobile environment is the use of 
distributed sloppy hash table (DSHT).  

In our work we will be working on how a well structured overlay application that 
will perform better in terms of scalability, lookup time and ease of use. We will focus 
on the application of real time usage with the incorporation of ISP (internet service 

provider) based partitioning for DSHTs. The sloppy hash DHT is employed to take 
advantageous use of low round trip times. The ISP bash DSHT yields some 

additional benefits to regular DHTs. These benefits include the use of pointers to 
reference keys in particular layers, thereby avoiding data replication at nodes for 
bandwidth utilization. Also, effective use of spillover in concentric rings is employed 

for load balancing and the phenomenon of distance optimization by the introduction 
of geographical proximity. 
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1 CHAPTER: INTRODUCTION 
 

1.1 Introduction 
Peer-to-peer (P2P) are becoming widely spread and it is increasingly gaining 

popularity regarding to peer to peer organization in terms of data sharing, resource 
allocation, finding applications in real time use. The structuring of peer to peer 

network determines their performance and reliability of such network and the 
algorithms developed to ensure that these aims are fulfilled. 

One of the most attractive features of peer-to-peer is the ability for every pair to 

function independently without a centralized system to cater for the overlay network 
resulting in the advantage of no single point of failure in the network. DHT‟s has 

been able to provide for scalability for the fact that it can store data at every node 
which is not a good idea in terms of bandwidth usage. Bandwidth has to be 
effectively utilized and load balancing has to be another factor to be considered [1] 

here the DSHTs has a unique role to play as it is a technique for improving the 
performance and scalability of peer-to-peer in internet applications. Therefore the 

question with regards to if DSHT will perform better than a regular DHT‟  provides a 
self answer, where the importance of bandwidth cannot be overruled and excess data 
storage in various nodes that may cause hot spot which is not good for internet 

applications. Replication of data is important when we fetch data since one o f the 
major role of an ISP is to get data to its users as fast as possible not minding its 

location. Again storage of data in DHT‟S require moving data from on node to the 
other as node enter or leave the network for regular updating [2].  

Coral a collection of concentric rings of DHT‟s ensures that queries are restricted to 

the nearby node that are member of several DSHTs called clusters of varying 
diameters. When data is available in any of the clusters, a machine will only need to 

locate a nearby copy of such needed file, this is possible since machines in clusters 
use same key identifier. But in a situation where this is not possible locating a nearby 
node. The routing information will have to return to the lookup to continue such 

search for data in the next distant d iameter of clusters. DHT‟s may also increase 
performance by using the last  few available hops of the lookup path[1].But in terms 

of optimization and without use of clusters ,the very last few hops are least 
optimized. Examples of traditional DHT‟s like Chord, CAN, Pastry and Tapestry are 
flat DHT designs with no overlay topology for hierarchical routing, all peer are 

identical as they all use same rules for route for lookup messages. This differs 
compared to routing in internet which uses hierarchical structure. We are using 

hierarchical DSHT for optimization of the lookup performance with regards to data 
or content location as it provides for fault isolation, bandwidth utilization, good 
caching mechanism, hierarchical storage and access control. In situations where a 

clients web browsers are unmodified, they are redirected to nearby coral web cashes 
through a DNS (domain name server) redirection. This act minimizes load and caters 

for end to end latency experience by web browsers [3]. Therefore Coral that employs 
the DSHT which web browsers uses for locating static data, avoiding hot spot and 
finding nearby node without need to query a distance node is considered for use.  
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In our work we focused on lookup for DSHT for ISP based systems. We investigated 

the effect of increasing the number of clusters to affect the diameter to see the RTT 
and if actually this will give a lower miss rate. The use of a much reduced diameter 

signifies the effect of how clusters may be, for smaller diameter the faster the RTT. 
Therefore a hypothesis was formulated that the increase in number of nodes will 
improve the performance of ISP based distribution sloppy hash table. This 

assumption might totally not be right due to some factors like the distance of various 
nodes from their ISP‟s, the time for a message to get to a node on the far side of the 

network. Also to be considered is the fact that as nodes joins and leaves the network 
at different interval, there may be oscillations. For this reason coral based DSHT uses 
a preference function to remedy this situation. The issue of bandwidth usage should 

also not be left out.  

1.2 Motivation 
The fact that peer to peer network is gaining waves is not an understatement or a 
disputed fact and this should not be the utmost goal for any researcher or individual 

wishing to deploy this area. But the main questions that should come to mind are 
“why” and to “what extent has peer to peer network being able to contribute 
immensely to our growing development in area of modern technology”. Therefore in 

our thesis we have provided the answers to the above questions by working on peer 
to peer network that is structured using the hierarchical method which is self 

organizing, robust, resilience and scalable for location management in mobile 
networks were peers in clusters organizes themselves for file sharing and resource 
allocation using a decentralized system where peers function equally.  

Development in peer to peer network has led to the development of hierarchical 
network which uses structured overlay involving peers that are self organizing and 

taking the advantageous use of a decentralized system for scalability and effective 
performance compared to flat overlay systems where traffic issue is a major problem 
due to flooding of message at various nodes. DHTs are faced with the problem of 

network instability due to continuous changes of participating peers or the node 
joining and leaving the network during sessions in mobile environment  

The use of DHTs distributed hash tables has made a tremendous impact in file 
sharing in structured networks since DHTs uses different algorithms for different 
protocols employed using fast lookup mechanism to ensure data retrieval where the 

round trip times during download has to be reduced and this has being a major 
advantages to ensure quality of service to users since users will like to get fetched 

data as fast as it is needed. 

In our thesis work we do not limit our area of work to the performance analysis of or 
combination a particular protocol or protocols using the DHTs, but rather has taking 

a step further by combining a range of DHT‟s in concentric ring form by applying 
coral at different levels of hierarchy creating room for a better and reliable type of 

distributed hash table called the DSHTs. The use of concentric rings in DSHTs has 
helped to solve the problem of instability in networks by use of similar interface as 
the regular DHT except that it places multiple values on a key and for any particular 

key value exceeding the maximum. They are spread across other nodes, which are 
the sloppy part for load balancing. 
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The use of DSHTs has effectively reduced bandwidth wastage by use of pointers. 
These pointers only need to store popular data that are only connected to a set of 

cluster in a network. The use of cluster diameter is to ensure that node do not have to 
query a distant server when a nearby cluster has such data available and is cost 
effective since it involves pointer exchange. The use of cluster diameter reduces the 

round trip times. 

The continuity of a network is of great importance. Therefore DSHTs uses the return 

routing information to keep the system stable in the event of query failure with any 
cluster diameter to resolve a query since all nodes uses same identifier in the circle 
notwithstanding the number of node in a cluster.  

The use of DSHTs has provided a scalable, high performance in terms of content 
locality and very reduced round trip times for use by wide area network owing to the 

popular demand for internet usage for file sharing, music and other applications for 
real time usage at a reduced cost on the part of the internet system providers as well 
as the end users that make use of such resources. The use of the DSHTs a new idea 

of concept that will be able to handle the requirements of the growing need for such 
services.  

Therefore we have deployed these essential qualities to which the DSHTs has greatly 
outweighed the regular DHTs. 

1.3 Aim and Objective 
The main aim and objective of this thesis is to find out the performance of an ISP 
based DSHT (3- layer DHT) compared to regular DHT. 

 Discuss structured and unstructured P2P network.  

 Study the centralized and decentralized architecture for file sharing.  

 Analyze the key factor of system performance such as routing 

procedure, query traffic etc.  

 Study the hierarchical architecture for DSHT, Canonical DHT, 

Kademlia, etc. 

 Find out the look up time of regular DHT and an ISP Based DSHT.  

  Find out whether ISP based DSHT is achievable or not.  

 Find how the regular DHT be effected by ISP based DSHT or not.  

Find out, if DSHT suitable for real time use.  
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1.4 Research Questions 
In this thesis our main task is to answer our research questions. Some of the major 
research questions are formulated as follows: 

Q1. Does an ISP based DSHT provide better performance than a regular 
DHT? 

Q2. How will the users be allotted to a DSHT? 

Q3. Will lookup time of an ISP based DSHT be faster than a regular DHT? 

Q4. Will DHT be effected by ISP based DSHT system? 

Q5. Is there a user amount threshold where the DSHT perform better than 
regular DHT 

Q6. Is DSHT suitable for real time use?  

1.5 Research Methodology 
We will start by literature review. This is to give the reader an insight to knowledge 
on or area of research concerning DHT and DSHT.  
 

For us to be able to carry out the analysis of the performance of an ISP-based 
Distributed sloppy hash we need to collate data concerning RTT which is our basics 

for comparison as we focus on achieving a reduced RTT.  
 
We will effectively develop a code which is batch script software on Unix 

environment that can handle system environment variables, inputs and in-built 
commands, which will automatically ping various ISPs in Sweden. These various 
ISPs will be grouped into clusters and placed at the lowest level and the results of 

RTT for multiple ISPs will also be achieved.  
 

As the cluster size increases we will see the effect of cluster diameter on RTT of an 
ISP-based distributed hash table using hierarchical architecture in real time scenario 
suitable for mobile environment. 

           
 From the ping results of various ISPs we will create statistics per ISPs such as 

averages, median and standard variations from here graph will be developed.  
From histograms plot using collated values in  an excel program  we will see the 
effect of increasing nodes and how we have been able to reduce the RTT using 

cluster and hierarchical system were coral has been employed.  
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2 CHAPTER: BACKGROUND 
 

2.1 Peer-to-peer 
P2P networks are the basis for nodes or machine in a network to be able to 

communicate Therefore it is of importance to describe the network overlay which 
uses virtual connection to group node in a virtual network made to exist on top of an 

underlying network. In peer to peer network, end users of communication devices, 
including personal computer with network access, have become powerful machine 
that are capable of processing large amount of data. Communication networks 

(including access networks) have become fast enough to transmit large volumes of 
data from one terminal to another user. Flat rates have more times and replaces a 

payment model based on volume, making it friendly for users to stay connected for a 
long period and resulting in the average length of session participants significantly 
increased [19] [9] [55]. 

The evolution of P2P is a new model in networking and computing, basically to 
change the intelligence of the network edge. In other words, the content presented in 

a P2P system is established, maintained and required the user terminals. This is 
reflected in the three core tasks of each point in a P2P ‟s own content to  share with 
peers, research system of content provided by other peers and routing messages from 

one point of origin to destination of one or more peers [2] [37]. 

Steinmetz and Wehrle also characterize the P2P paradigm as a change of perspective 

in the view of technology, Internet communication, coordination, cooperation, 
centralization and decentralization of control incentives. In the design for distributed 
systems, the results of a focus on P2P systems without central authority, it is 

essential for other participants to cooperate. To this end, appropriate incentive 
mechanisms to ensure a balance between giving and receiving peer. P2P paradigm is 

very different from the classical approach of client-server. [9] 

The distributed nature of P2P systems introduces a number of challenges. Firstly, to 
join an existing P2P, the point of joining has to have at least a couple is already 

connected and serves as an entry point into the system. This problem is usually 
solved by bootstrapping using a boot server, either permanently connected to a pair 

that is known for all pairs of the union, or caching the addresses of peers who were 
contacted during the previous sessions. In addition, Steinmetz and Wehrle said that 
efficient retrieval of data elements is essential for the proper functioning of a P2P 

system. The challenge is to find (preferably) all peers in the same system to share 
relevant content, and at the same time to generate signaling traffic as little as possible 

at each visit. Once the peers to share relevant content are found, the content must be 
transferred to peered applicant to provide peers. In the literature, a number of 
strategies are use to find how to do it efficiently in a distributed fashion. In addition 

to these major challenges, namely boot data research and distribution of content, the 
most important aspects for P2P systems efficiency and reliability. Typical examples 

are also the subjects of ongoing research are the management of trust and reputation. 
[2] [55] [37] [33] 
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Nodes connected 

virtually

 

Figure 1: Overlay Network 

To be able to communicate with a nearby peer for resource sharing and allocation 
peer to peer networks uses lookup services. The grouping of peers in peer is to have 

decentralized functionality and lookup service making up a frame work for such 
hierarchical pattern. Structured peer to peer networks lookup services are employed 
in such areas as Chord, CAN, Pastry and Tapestry. These peers are organized into a 

flat overlay network that is based on the functionality of a distributed hash table. [9] 
[19] [35] 

2.1.1 Network Topologies 
Network topology brings about formation and differences between centralized and 
decentralized systems. The topology illustrates how information is to flow depending 

on the pattern that is established. 

2.1.2 Centralized systems 
Centralized architecture is the most common type which uses a star topology, the 
server is at the centre and the clients are located at the periphery. However for this 
topology type the entire network will have to depend on the central server. Every 

time the application is being launched because IP addresses are assigned dynamically 
there is need for the client to contact the central server by sending its IP address and 

the name of the file that it wishes to share as resources. For every client that has once 
contacted the server its data is store which serves as a database to the network. 
Usually a single point of failure is a one of the disadvantages of this topology type, 

once the central sever is down meaning the whole network will be shut down. 
Examples are data bases and web servers. [55] [19] 
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Figure 2: Centralized System 

A centralized P2P system offers two important benefits. First, the central body is 
fully aware of all the peers involved. This permits simple maintenance. Second, all 

queries can be resolved immediately and with little traffic signaling, as the central 
entity also has a thorough knowledge of all shared data elements (recorded). This 

also ensures a guaranteed resolution request to ensure that a query for a specific 
performance given to all partners in data sharing system and the possibility of 
negative responses ensuring that the data information requested is not available in the 

system.[19] [9] 

However, there are also disadvantages that outweigh the benefits mentioned. The 

central index server, as a bottleneck in the system is prone to single point of failure. 
Therefore, we must have the material resources to process all incoming requests and 
is vulnerable to attacks such as denial of service. Another drawback of a centralized 

P2P system can be seen in the example of Napster, the first set of popular P2P file 
sharing. In 2001, Napster had to close its index server due to a judicial decision. 

Consequently, there was no possibility anymore for Napster users to find items of 
shared data from other users. Napster has disappeared. [9] [2] 

2.1.3 Decentralized systems 
This type of technology uses mainly the mesh topology. Nodes communicate 
symmetrically, function equally and no central server. Therefore search and quarries 

are not centrally managed and this does not results in query flooding leading to 
traffic overloading in the network. There is usually no single point of failure and it is 
extremely fault tolerant from P2P connections. Gnutella and uses this topological 

system [5] [19]. 
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Figure 3: Decentralized System 

2.1.4 Unstructured Network 
To be able to differentiate network topology in P2P they have to be partitioned into 
structured and unstructured systems.  

 For unstructured systems, networks are dynamically formed since peers are free to 
connect freely with any other peer in the overlay networks. Unstructured systems are 

not very effective for content location since peer uses same rule in determining route 
for lookup messages when it comes to P2P communication. Its implementation is 
usually carried out by bootstrapping and they are grouped under unstructured system 

since their overlay grows organically and can take any form of resource location. 
Chord CAN, Pastry, Tapestry are all DHT designs that operate on a flat level non 

hierarchical routing [3].To improve on this lead to the development of a specific 
structured approach that allows for fault tolerance and content usage which depends 
on the distributed hash table. For fault tolerance decentralized connectivity is 

employed between super peers. Gnutella, limeWire, Skype and KaZaA are pure 
decentralized network that are extremely fault tolerant against single point of failure. 

[19] [55] [35]  

The high traffic of signals generated in unstructured P2P system is caused by the 
snowball effect. Each consultation begins with a message from the original question 

that continues to be copied and transmitted by all the peers who receives the 
message. The total number of messages generated depends on the connectivity.  

Another weakness of unstructured P2P systems remains the inability to ensure the 
resolution of a query. Unstructured P2P systems cannot guarantee to find all pairs in 
the system to share relevant content. Instead, positive responses in the form of query 

hit messages are possible [9].  
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2.1.5 Ring system 
The drawbacks mentioned above of the centralized system led to the development of 
the ring type topology. The arrangement of cluster of machine in a ring manner is to 

provide for availability and better load balancing where functionality is evenly 
distributed among clusters to avoid a situation whereby one central server is 

overworked. [41] [37] [19] 

 

Figure 4: Ring System 

This topology works well when the desired item of data is highly replicated. 

However queries, especially for rare data item it takes longer with this approach, 
because it may have to restart several items by starting pairs. Normally it is used for 
private enterprises where anonymity is not a priority, therefore suitable for open 

system of operation. [19] [33] 

2.1.6 Structured network 
The structured system offers efficient insertion and retrieval onto a decentralized 
systems, this yields dynamic development of layers, reducing message flooding 
peculiar to flat overlay. This structure is used to distribute information about the 

index of all elements of shared data in the system to all participating peers. Usually 
this is done using a distributed hash table (DHT). Coral [FM03] and Brocade are the 

only structured overlay that has recently implemented a hierarchical topology. [5] [9] 

2.1.7 DHT (Distributed Hash Table) 
DHT addresses makes the peers distribute data set among the other peers and enables 

their lookup priorities. It recognizes identity through keys kept in an ident ifier space 
I, the process is self organized. For this, it looks in the set of peers and data items in 

the system. Each user is given a unique identifier   (ID) and associated with ID a 
partition of identifier space making the peers manage those identified data.  This way 
peer provides all data items that are identified from the position by the keys. The 
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partition is the collection of peer‟s ID in a metric. In this way the identifier space is 

equipped with a distance function s.  Knowledge from the associat ion of peers is 
used to make up a routing graph for requesting forward lookup. Now we will define 

those four functions a DHT is equipped [18] [21] [22] [9]. 

Different DHTs track the following constitutive function: 

 A function id: P→I that assigns a unique ID to each of the peers in a set of 

peer P. 

 A function key: D→I this assigns an identifier for each of the data in a data 

group from the identifier space I, D is termed as the set of all shared data 
available in the system. 

 A function partition: P→2I connects every peer within P several partitions of 
I. 

 A function neighbors: P→2P whose role is to associate every peer with other 
peers within P and builds a directed graph.  

The function id maps the peers into hash values that prevent collision between them. 
Generally peer‟s IP address or strings, chosen randomly is used as input parameter of 
the function whose aim to balance the load distribution. Peers are distributed in the 

identifier space equally so that each peer becomes responsible for approximately 
same number of keys. The function key is also a hash function and converts the data 

into a collision resistant hash value. Typically the name or the keyword is the input 
parameter for the function key. Input parameter is the set of peers participating at any 
given time. The interpretation is the whole identifier space should be partitioned 

through all the peers who are currently in the system. DHT routing graph is built to  
form the function neighbors. It uses the identifier space metric to establish short-

range links to all peers in the neighboring IDs. In addition a small number of long-
range links are established with some selected peers. The peer further uses 
established routing graph for forward lookup requests to the other peers in the 

routing table with an aim to shorten distance from the required key [19] [32] [54].  
 So we can say that the design of a particular choice of DHT depends on the DHT ID 

space, the distance function, the partitioning of the identifier space and the linkage 
strategy. 

2.1.8 System maintenance of DHT 
The privilege of high efficiency in routing lookup comes with some difficulties. In a 
DHT based P2P system, peers particularly deals with the problem of churn where 

peers keep coming and going out of the system. Maintenance algorithm has to ensure 
the routing table‟s consistency in handling the churn, as freedom of choosing 
neighbor in the DHT is limited by conditions that are given by the neighbor 

functions.  This also happens in the case of partitions of the identifier space (and 
those of the shared data elements) with the responsible peers according to the 

function partition which is the precision of the DHTs mapping regulations. [2] [9] 
[19] 
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In a DHT based P2P system there are two different possibilities to solve a lookup of 

the responsible peer for key k. They are iterative routing and recursive routing. 

2.1.9 Iterative Routing 
With an iterative system, the peer that starts the lookup also starts the complete 
succeeding communication for resolving the lookup, by continuously contacting 

peers by the side of the lookup path and posing them for the peer in their routing 
table that is closest to k. 

 

Figure 5: Iterative routing in a DHT based P2P system 

The peers that start the lookup control the complete communication for the period of 
the lookup, it can immediately responds to peer failures by contacting another peer in 

the closeness of the failed peer. [19] [9] 

Iterative routing also presents the possibility of following various different lookup 
paths in parallel; thus, avoiding the lookup procedure from being delayed by a single 

timeout. In addition, with regard to system security features, an iterative routing 
system is also preferable in the sense of a lower vulnerability to attacks. [41] [19] 

2.1.10 Recursive Routing 
With a recursive system, the peer that begins the lookup launches the lookup request 

to the peer in its routing table that is neighbor to k. hereafter, each transitional peer 
next to the lookup path, forwards the request in the similar manner, until it reaches at 
the responsible peer. [9] [22] 

 

Figure 6: Recursive routing in a DHT-based P2P system 
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At first quick look, a recursive routing system looks to be preferable. It is faster 

(peers can instantly forward the lookup request to the subsequent peer along the 
lookup path) and produces less signaling traffic (only one message is produced per 

hop). There is a additional benefit of a recursive routing system. As peers may fail, 
each message should be checked by a timer that will begin a retransmission or one 
more appropriate failure revival method if no acknowledgement is received. When 

the DHT applies a recursive routing scheme, every peer communicates mostly with 
the peers in its routing table, so it can effortlessly maintain a past record of its 

neighbors response times and thus estimate a reasonable timer value for all neighbor. 
[19] [43] 

In a DHT-based P2P structure that applies a recursive routing system, an attacker can 

activate several subsequent messages with each initiated lookup request. The attacker 
can take advantage of this possibility by generating a huge amount of lookup traffic, 

to perform a DoS attack. [19] [54] 

2.1.11 Data storage system in DHT 
The function partition of a DHT links with each peer in the system by means of one 
or more partitions of the identifier space. Therefore, each peer is conscientious for a 
subset of all shared data elements in the system. Where doe's responsibility comes 

from stores the related data elements by copying them from the providing peers 
(“direct storage”), or just remain a reference to every item of data linked (“indirect 

storage”). A reference to a shared data element contains a keyword (usually the name 
of a file), a key (the hash value of the keyword) and contact information about the 
providing peer (usually its IP address and port number). [18] [32] 

In a DHT that uses direct storage a shared data element is copied to and permanently 
stored on the responsible peer. When the data element falls into the respo nsibility of 
another peer, upon a peer arrival, the data is copied from the formerly responsible 

peer to the new peer. As a result, the data item permanently exists in the P2P system, 
even if peer leaves the system. [21] [19] 

With regard to this overhead we abandon from a direct storage and focus on an 
indirect storage of data elements. Each peer stores only a reference to each data item 
it is responsible for, and the data element itself remains on the providing peer. Even 

with this possibility a shared data item is available only as long as the providing peer 
is obtainable, the storage and traffic weight in the DHT is considerably lower. 

[36][18] 

2.1.12 Super peer or hybrid systems (hierarchical routing scheme) 
In this network topology is a combination of the centralized and the decentralized 
system. Its combination is to take advantages of the outstanding qualities of these 
two topologies, which are the speed of centralized systems and fault tolerance of the 

decentralized systems. The peers are connected in such architecture were systems in 
a centralized way are connected in decentralized manner. Therefore the first overlay 

highly fault tolerant then provide information to a lower level that are centralized in 
way  and the cost of maintenance for such system is small since overlay network 
operates on virtual connections [48] [58]. Due to these qualities most P2P that are 

now developed operate on this architecture they find application in Fast Track file 
sharing used by KaZaA and Morpheus, DNS(Domain named services) 
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implementation and CIDR(Classless Inter-Domain routing. The super node in hybrid 

system can be used as caching server, therefore there will be less bandwidth 
consumed since only this server will provide the information needed to the 

requesting client. [58] [19] 

 

Figure 7: Hybrid System 

2.1.13 Hierarchical routing in internet 
The hierarchical routing in internet has a lot to offer as it deals with issues considered 
to be facing the flat level design. Among these benefits which include scalability and 

decentralized system, there is need therefore the role of an ISP (internet service 
providers) or IAS (internet access providers). [7] 

2.1.14 Lookup services 
Lookup services are the fundamentals for determining the peer that is responsible for 

a given key and to ensure that every key for a data item is given to a live peer with 
the “closest” node identifier, using the same metric [3].The idea behind this is for 
every pair to be able to use the lookup services to determine the pair that is 

responsible for the allocated key. DHT algorithm let overlay peers take a structural 
pattern called DHT geometry. Like Chord [SMK +01] uses a circle structure and it 

requires O(logN) peer hops and O(logN) routing table entries. Where N is the 
number of peers in the overlay, CAN uses N-dimensional hypercube. [5] Lookup 
services can be implemented into what is called DHT.DHT are simple hash tables 

that uses partitioning among participating node with no particular special role to any 
node, therefore it is a decentralized system where each node has no special 

administration describing which node will have to manage which partition. Any node 
can be a master in a cluster and at the same time could function as a servant in 
another group of collected participating node. For effective implementation of DHTs 

, nodes are arranged in an overlay network by so doing this is to ensure that quarries 
for every key can be easily routed to the appropriate node[4]. DHT technology uses 

logical identifier hash key space where peers and resources are mapped. The hash 
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key is numerical they take corresponding hash values which are indexes in an array 

of the hash tables. A collision may occur when two or more keys points to the same 
location in a hash table where data is stored. This can be rectified by rearranging and 

increasing area of the hash table, though this can affect performance of the system. 
For a given hash function with a given key it produces a set of hash value that 
identify the node with such key. DHTs usually replicated data at all nodes, all node 

having same key will all fetch data from the same nearby node. But for DSHT each 
node only needs to store a maximum value for a particular key. For any value 

exceeding the maximum value it is spread across multiple nodes this is to ensure that 
nodes are not overloaded. 

The efficiency of a lookup services uses the function of number of peers needed to 

route a message to the responsible peer and the size of the routing table maintained 
by each peer. [3] 

2.1.15 Hierarchical Lookup Mechanism 
The implementation of lookup services makes use of the outs tanding advantages of 

hierarchical architecture in network topology. The lookup services discover the 
group that is responsible for a given key and then finds a peer within that group that 
has the key. The peer in a group sends a query message to super peers in the higher 

level. The peer that has the key sends a response back to the querying peer depending 
on the design. This same query message can take same path or a reverse path or it 

can be directly from super peers to the peers at the lower level in a c luster. [3] [4] [7] 

2.1.16 Advantages of Hierarchical Architecture 
Stability by reason of design, top most level overlay in hierarchical framework are 

more likely to be stable than the lower flat corresponding overlay network.  

Open policy method: the exchange or movement of a key from one peer to another in 

a group and the process of finding which peer has the key, changing of intra-domain 
algorithm by any group or appearance of a new peer is made known to the other 
groups as well as the top level overlay. [15] [16] 

Faster lookup time: since the number of super peers in the top most layer is much 
smaller compared to the total number of peer it means that queries for top most layer 

will be faster as they will have to go through fewer hops with  much reduced round 
trip time reducing query delay for faster lookup times.  

Guaranteed data retrieval: hierarchical organization of peers in groups is adaptable to 

content cashing and effective data retrieval.  

Auto load balancing: with hierarchical systems were a decentralized role is made to 

operate therefore all node function equally sharing resources and there is no potential 
bottleneck on the central server resulting in even distribution of autonomy. The 
multiple storage key-value pair in a node is for effective load balancing. [9] [54] 

Self organization: at given time intervals node may join or leave a network merging 
and splitting of clusters may occur. Clusters are formed in hierarchical system and in 

an organized way they may fetch information from each other to avoid having to get 
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information from a distance server when a nearby neighbor has such data available. 

[3] [7] 

2.2 Chord 
A peer to peer lookup algorithm for DHT was established 2001. The use of chord is 
its ability to function effectively as node leaves or join the network. It is a structured 

top level DHT‟s, simple in the sense that it uses key that are mapped to a node, It 
provides good result and good performance. Chord lookup serves determines the 
peer that is responsible for a given key. It uses consistence hashing to assign key to a 

node and solves the problem of load balancing since all node are assigned the same 
number of keys in a reasonable amount even as node join and leave the network. 

These keys are hashed into an N-bit identifier space (0, 2N) on an imaginary ring 
assuming an increasing anticlockwise order, from this space each node is given a 
unique ID which is dynamically drawn [17] [38]. Key K is given to whose identifier 

is same for k or follows k in the identifier ring hence the peer is referred to as the 
successor of key k. There is always continuous tracking between a successor and its 

predecessor in the ring and with the fingers is what makes up the chord routing table. 
Each node maintains a link to its closest neighboring node with a distance 2 i away. 
Due to the distributive nature of the routing table a node need to resolve the node that 

has the function key by liaising a with a few other node. With the routing table each 
node in the circle takes maximum m entries called the finger table used to maintain 

successor pointer. A query from a specific key is answered by simply by routing with 
the key as its destination. [47] [20] 
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Figure 8: Finger of peer in a chord ring 
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2.3 Coral 
Coral is combination of concentric rings of DHTs which makes up several levels of 
DSHTs. The levels are each made up of randomly selected 160 bit cluster identifier, 

each of level is n160. Its current implementation is on 3- level DSHT hierarchy, one is 
the “low level” cluster level - 2 with many fast clusters and regional coverage. A 

“Higher level” level - 1 cluster are multiple clusters with continental coverage and 
lastly a one planet wide cluster level - 0.coral uses the hierarchical mechanism for 
distance optimized lookup. All coral node have same ID to all DSHT that it belongs, 

this is to ensure that all lookup at the beginning are fast. These DSHTs rings are 
clusters made up of diameters which allow for a maximum required network round 

trip time (RTT) and each ring representing a ping range and its own entity of a fixed 
hierarchical level. It was stated earlier that coral avoid hot spot which is the sloppy 
part that is avoided. For two or more rings that are experiencing high traffic overload 

in such layer what a node doe‟s is to simply ping or locate a nearby neighbor [1]. 
During this pinging process as the node with much traffic is reached the process is 

stopped and a closer node is pinged. Though this act tends reduce network activity, 
but for the fact that the sloppy part are avoided and reduced query archived to 
increase the round trip times  are features that has made DSHTs to be gaining more 

popularity. The sloppy part avoidance is achieved through an indexing abstraction 
referred to as the distributed sloppy hash. In the use of DSHTs the clusters are well 

structured connected machines which are exposed to higher level software that forms 
an important aspect of the redirection mechanism employed through the use of DNS. 
For an ISP there is need to be able to provide services that will enable client to get 

data across to themselves at fast rate and connections and at the same time through 
an affordable commercial content distribution network(CDN) [6]. 

Coral content distribution: coral uses content distribution network that is built on top 
of a novel key/value indexing infrastructure, the working mechanism that makes 
coral so effective. Capitalization on the flaws of a regular DHTs explained earlier 

one hot sport avoidance and ability of machines to locate a nearby node without 
having to query a distance one thereby reducing load on the main server and 

reducing latency or delay in getting across data form one machine to the other. Coral 
content distribution also allows for redirection in DNS where even an unmodified 
web browser can be made to interoperate with set of collected node using a 

redirection mechanism where this unmodified web browser are made to connect to a 
nearby node for web cashing. [1] [6] 

2.3.1 Coral Indexing Abstraction 
Unlike the regular DHTs that uses the put(key, values) to store value at specific m-bit 
key and the get(key) to return same stored value, the DSHTs uses value pairs which 

may be stored in same key. For values that exceed the maximum for a particular key 
they are spread across multiple nodes. This spreading is for load balancing among 

clusters. Coral queries node from higher to the lower level application. This help to 
quicken lookup time and increase the chance of returning values stored by closer 
nodes. The node (level, count, [target],[services])returns count of close clusters that 

are in same neighborhood as specified by “level”. DSHTs uses topological hint from 
probe “target” on the network. For specified services DSHTs only return those nodes 

that runs the specified services like that of HTTP and DNS servers. The node (level) 
need only return the number of hierarchical placement of node and their 
corresponding RTT (round trip time) threshold. To discover a cluster, coral may use 



  17 

one of the following mechanisms like IP multicast. A node attaches itself to a gate 

way of its high level cluster after leaving the low level cluster to which it has been 
previously attached to and at this stage it uses a get on its own router to learn about 

closer node in its domain. A node joins a new cluster when it is aware of availability 
of one in a peer to peer system, in situations where a node is unable to find a 
desirable cluster it will need to form a new one with random cid [1]. 

There may be a situation of cluster merging in the sense that a node might have 
access to two acceptable clusters at a given level from this it chooses the one with the 

larger cluster. The reason is the more peers in a cluster the greater its capacity and 
lower miss rate. This merging takes s a uniform distribution of roles in a 
decentralized manner. A cluster may also need to split so as to allow for acceptance 

to a node. This new nodes might raise the RTT threshold of the ping, though this 
problem is resolved by corals ability to use a cluster centre. The node joins this 

centre based on RTT and a put (cidi nodeaddr) on the previous old cluster and the 
higher level DSHT [1] with a pointer inserted. Coral also uses pointers as a cheap 
means for “sloppy stores” and “spilling over” for the lookup path with keys that are 

popular and the latter for load balancing.  

Routing table is utilized by DSHT to find a closer node with key k. The size of nodes 

routing table is the logarithmic in total of nodes making up the DSHT. It will always 
locate the closer node at least one that is of one bit shorter if the next available node 
does not have the key. The sequence of node visited will therefore take a decreasing 

distance. [6] 

2.4 Difference between structured and unstructured P2P 

system 
In the former parts, we have discussed the fundamental ideology of centralized, 

unstructured and structured P2P systems. Here we are finding out the comparison of 
unstructured and structured P2P systems. Note that we do not comprise the special 
case of a centralized P2P system in the comparison. In the Figure we tried to 

summarize the main differences of unstructured and structured P2P systems [19].  

The principle that we use for the contrast are the topology of the P2P system, the 

storage of provided data items, the routing of queries, the robustness to churn and to 
failures of participating peers, the generated signaling traffic and the resolution of 
queries. 

Table 1: difference between structure and unstructured peer to peer system 

 

Query routing 

Search or query routing 
based on flooding or 

random walk. 

Search or query routing 
based on predefined 

lookup path of responsible 
peer. 

 

 

 

 

Churn, peer failures 

Simple ping/pong 

algorithm is sufficient. If a 
neighboring peer does not 
respond to a ping message, 

it is simply replaced by 

Follow sophisticated 

maintenance algorithms in 
the presence of churn and 
peer failures (routing table 

and data mapping).  
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another, currently active 

peer. This system is highly 
robust to churn and peer 
failure. 

 

Signaling traffic Quite high, depends on 

algorithm. 

Significant amount of 

signaling traffic is 
required. 

 

 

Query resolution 

Query resolution is not 

guaranteed. Positive 
answers in form of query 
hit messages are possible. 

 

Query resolution is 

guaranteed. Negative 
answers (information that 
is not similar to data 

element currently 
available) are possible. 

 

 

2.5 ISP 
ISP‟s are bodies or entities that render internet services to its client or customer 
acting as a link or gate way between client and its clients. An ISP may be affiliated 
or connected to another ISP for services that it does not have ad need to offer such 

service. The upstream which it is connected to usually have a larger networks than 
that connected to it. For this reasons ISP may also involve in peering  where a 

collected group of ISP are interconnected at internet exchange point(IXs) to handle 
resource sharing and at same time reducing cost of having to go through a third party 
upstream ISP. Services of ISP may include email (electronic mails) using their ISP 

servers, remote data storage. The type of services rendered depends on the particular 
which is dedicated to the service provider. These services may be delivered through 

the use of physical means like wires, cables, modems or through wireless means. 
Datagram may be delivered through the use of internet protocol like IP protocol suite 
used by the internet for data transfer from the host to the required destination using 

IP address. Internet protocol suite is the TCP/IP protocol which is connectionless. 
ISP should ensure reliable quality of services to its clients and at reduced cost. [59] 

2.6 Mobility Management 
The mobility management protocol that has been discovered by researchers in the 

area of peer to peer network for mobile users in the internet is the mobile IP. For this 
purpose there arises the need for hierarchical organization in mobile IP to take care 
of the issue of scalability, performance to support for fast handoff control and fast 

round trip time when it comes to content location and sharing of resources 
notwithstanding the locality of such participating node in the mobile environment 

under consideration [10] [53]. 

Mobility Management is one of the major functions which help peer user to 
cooperate with each other‟s through peer ID. To carry out the mobility management 

in P2P overlay network its uses two important operations which are location update 
and handoff management.  Using the location update process peer user inform the 

network about the destination and at the same time handoff process send the meta 
data to proper peer. Both operations occurred on during the churn time. Mobility 
management approaches are based on the client/ server model. In the mobility 
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management, two type failure may occur which are Congestion and bottlenecks. 

Mobility management improves the scalability, availability, performance and 
robustness in the P2P file sharing [7] [10].  

Turning the application on/off is the only source of churn in the P2P network but in 
the mobile/wireless environment churn comes in different forms. Device may be 
unreachable while users move from one location to another location where it does 

not have a connection to any network. Sometimes it may connect with the network 
while it cannot get enough bandwidth in order to work properly. [7] 

For mobile usage we cannot use traditional P2P protocol because it is too heavy. It is 
suitable for laptop, desktop environment and also becoming available for some 
portable devices nowadays. Mobile environment requires much bandwidth which is a 

considerable factor in communication, as we have limited range of bandwidth. [8] 

Serving network

Fixed node

Server

Mobile node
 

Figure 9: Basic model of mobile communication 

There are various frameworks for hierarchy in mobility management namely the 
micro mobility and macro mobility.  

For internet ISP based mobility management we deploy the macro management 

scheme that involves mobility across domain.  

It is very imperative to discuss the advantages of an IP management protocol suitable 

for wide area networks in a mobile IP. This will be a protocol to handle inter-domain 
mobility and the supports IPv6. 

As far as the issue of mobility comes in when considering IP management then the 

physical location of mobile unit will not be able to determine IP address in the 
network. Therefore this problem of address translation is handled at the network 
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layer by changing the routing datagram that are to be transported from the source to 

the required destination. The network layer may also need to shield the upper- level 
protocol layer from the nature of the physical medium thereby making mobility 

transparent to applications at the higher level protocol. [10] 
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3 CHAPTER: RELATED WORK 

3.1 Chord 
Chord is a P2P algorithm for DHT. It was first difficult to efficiently put a node that 
stores an exact data item. To convene this problem Chord was first launched in 2001. 
Chord obtain used to comply as nodes join and leave the system, and be able to 

answer query even if the system is incessantly changing. chord supports one 
operation of mapping a given key onto a node and places no constraint on key 

structure, this node may be responsible for the stored value assigned with the key by 
using a consistent hashing which allows for minimal disruption as nodes leaves and 
joins the network thereby creating room for the purpose of load balancing and 

avoidance of single point of failure. [9] [17] 

It operates a flat key space giving application flexibility on mapping their own key to 

that of chord and a decentralized system in the face of partially inaccurate routing. 
Though performance degradation may occur as information gets outdated as nodes 
joins and leave the network thereby the consistency of O(logN) difficult to sustain. 

This is through a sequence key routing by O(logN). Chord systems need no 
parameter for tuning [9].  

Existing name and location service give “direct mapping” i.e. DNS among keys and 
values. In other hand Chord plans keys onto node by storing all key or value at the 
node to which the key plans. DNS decide hostname in IP address. Chord is also able 

to give hostname to IP address mapping but does not need the help from the set of 
root server for quires like DNS. DNS gives structured names at the same time as 

Chord requires no naming structure. DNS is used to locate named hosts or services, 
whereas Chord could as well be used to locate data elements that are in numerous 
distributed machines. The fundamental operation of Chord is uncomplica ted. We 

have to give a key and the key maps to node. The node might be responsible to keep 
a value related by that key. [38] [47] 

Chord protocol uses a b-bit hash function to find out an ID for each peer and a key 
for each shared data elements in the system. The identifier space is ring-shaped, vary 
from 0 to 2b − 1. Figure3.1 gives us an idea about a typical Chord ring. We choose b 

= 3 and set three peers that taking place the ring: peer P0 along with ID 0, peer P3 
along with ID 3, and peer P6 along with ID 6. The distance (s(x, y)) function of 

Chord is simple and spontaneous. The distance function for two identifier “x” and 
“y” is 

 

in clockwise direction. This distance function is used to associate data elements with 
peers. A data item with key k is put onto the peer whose ID has the least distance to 

k, i.e. the initial peer on the Chord ring clockwise from k. This peer is identified by 
the “successor” of k. From Figure3.1  
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Figure 10: Peers in a Chord ring 

Table 2: Finger table for the peers in Chord ring 

                      P0                         P3                           P6 

     i    xi  succ(xi)        i       xi succ(xi)      i     xi succ(xi) 

     0              1     P3      0       4  P6      0       7     P0 

     1    2     P3      1       5  P6      1      0     P0 

     2    4     P6      2       7 P0      2      2     P3 

 

We presume that two data elements are accessible in the system. Peer P0 gives data 
element d4 where key is 4, and peer P6 gives data item d1 where key is 1. From 
Chord‟s mapping rule, d4 is mapped on the successor of identifier 4, i.e. peer P6. The 

similar thing applies for d1, where successor is peer P3. P6 stores a key-value-pair (d4, 
P0), that shows P0 as source of d4, and P3 stores a key-value-pair (d1, P6) that shows 

P6 as source of d1. Chord‟s mapping rule assigns each shared data element to its 
direct successor lying on the ring. Partition of the identifier space is also implied by 
Chord mapping rule. The section of the identifier space that peer P is responsible for 

ranges from the ID of P‟s predecessor pred(P2) on the ring to P‟s ID: 

partition(P) = [id(pred(P)); id(P)] 

In the given Chord ring, peer P0 is considerable for the interval [7; 0], peer P3 is 
considerable for the interval [1; 3], and peer P6 is considerable for the interval. [4; 6] 

3.1.1 Routing 
For a lookup request of key k to the responsible peer, i.e. to the successor of k lying 
on the ring, all peers keep up a pointer to its succeeding peer lying on the ring. As far 

as these pointers are accurate a lookup request can be promoted from each peer to its 
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successor, until the lookup request arrive at the responsible peer, which then can 

answer the request. At that time, this routing scheme is not scalable, because it 
requires 1/2N hops on average to determine the successor of k, where N is the 

number of peers in the system. Consequently, a routing table is maintained by each 
peer, called “finger table” in Chord, up to b additional pointers to supplementary 
peers in the system. With N ≤ 2b, the finger table is logarithmic in N. The finger table 

of peer P is created as follows. [17] [38] Every entry, generally called “finger”, 
consists of the finger index i, the identifier xi of a predefined distance from P‟s ID 

lying on the identifier ring (= the finger ID), and the responsible peer for this 
identifier. We say successor of xi succ(xi) (= the finger peer). For the ith finger of P, 
the finger ID xi is considered by [9]: 

xi = (id(P) + 2i) modulo 2b    i   [0; b − 1] 

The right portion of Table 3.1 listing the finger tables of the three peers in typical 

Chord ring. The first finger peer in the finger table is constantly the direct successor 
on the ring. 
 

 The distances that fingers go around on the Chord ring rise exponentially by means 
of the finger index. Therefore, each peer is conscious of multiple peers that are 

intimately following it on the identifier ring and knows a small amount of peers that 
are beyond away. The highest distance that can be bypassed with the (b−1)th finger is 
2b−1 which is 1/2 of the identifier space. Therefore number of hops to determine the 

successor of a specified key k is minimized to 1/2 logN on average [32]. 
 

Chord makes an explicit segregation between the consistency of lookups and their 
duration. As far as each peer has right information concerning its succeeding peer on 
the ring, a lookup will constantly reach the responsible peer, even if the finger tables 

have lost or wrong entries. In this position, the lookup simply takes longer. This 
segregation is reflected in two separate algorithms to uphold neighbor information 

here in Chord, the “STABILIZE” algorithm for making sure the exactness of 
successor pointers, and the “FIXFINGERS” algorithm for filling in fingers in the 
finger table of peers. The routing of a lookup request replicates this segregation: In a 

initial step, the lookup request is routed to the immediate predecessor pred(k) of the 
preferred key k. Given that this peer has accurate information about its successor, 

succ(pred(k)) is the responsible peer for k, consequently pred(k) forwards this 
information back to the searching peer [9] . As an example, we assume that peer P6 
in Figure 3.2 starts a lookup to hit upon the responsible peer for its data element d1, 

to store the according reference lying on this peer (we also say that P6 “inserts” its 
data item d1 into the system). P6 first checks its finger with the highest index, i.e. 

finger 2, pointing to P3, since P3 does not precede the key of d1 (1), P6 obtains one 
step back and verifies the upcoming finger in its finger table, i.e. finger 1. This finger 
points to P0, which does precede key of d1(1) [9][38] . As a result, the lookup request 

is forwarded to P0 and P0 finds that key 1 is located between itself and its successor 
P3, thus P3 is the responsible peer. As an acknowledgement this information is sent 

back to P6 and the insertion of d1 can be placed. 

3.1.2 Joining the Chord DHT 
Chord follows some procedure for its joining of new peers 
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 Using the regular hashing function to create a peer identifier by means of the 

IP address of joining peer.  
 

 Building a link with existing peer in the system network that is the access 
point of the chord identifier succession.  

  

 Send the peer ID in the identifier for newly joining by existing peer to find 
the appropriate position for this fresh peer.  

  

 Later than receiving a suitable place, new peer receives information from the 
existing peer and joins this place. 

  

 Routing information in the system is to be updated at the similar time, so that 
new peer can have a valid successor pointer and finger table.  

  

 Lastly, the new peer obtains all the data from the successor peer which held 

the data element formerly. The data element that is retrieved by the new peer 
should only be linked with the key it is responsible for.  

 To place its successor pointer, a joining peer P contacts one more peer that is already 
contributing in the Chord DHT and invites this peer to look up the successor of P 

succ(P). After receiving the acknowledgement, P sets succ(P) as its successor and 
notifies succ(P) concerning its existence. Due to that, succ(P) alters its predecessor 
pointer to P. formerly the successor pointer of P is set, P populates its finger table in 

the similar method, i.e. by inquiring the other peer to look up the responsible finger 
peer intended for each of P‟s finger IDs. Lastly, P contacts its successor in order to 

forward from it all references whose keys lie down in P‟s responsibility at this 
moment. [56][17] 

3.1.3 Maintaining correct routing information 
To make sure an exact and proficient routing of lookup requests in the existence of 
joining and leaving peers, the successor pointers and finger table entries of all peers 

in a Chord are updated from time to time. The “STABILIZE” algorithm is used to 
periodically search a peer‟s successor lying on the ring. As previously mentioned, a 

qualification of this algorithm is that each peer upholds an extra pointer to its 
predecessor on the ring. This pointer is also updated during a “STABILIZE” process. 
Peer P begins a “STABILIZE” process by forwarding a request “PREDECESSOR” 

message to its successor S. the situations that can occur is given below: 

 The exact successor of P on the ring is still S. 

 An unused peer N has entered the Chord DHT and is situated between P and 
S, therefore being the new successor of P. 

 S has failed as a result P has an unacceptable successor pointer.  

In first case, S responds with a response “PREDECESSOR” message verifying P as 

predecessor of S. therefore, peer P find that S still is its exact successor, and forwards 
a “NOTIFY” message to S that authenticates that P still is the exact predecessor of S. 

This is the standard way of operation [17] [38].  
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In second case, S has already set its predecessor pointer to the new peer N in the 

period of the join method of N. therefore, the response “PREDECESSOR” message 
contains N as predecessor of S, so P learns about N‟s existence and put its successor 

pointer to N. after that, it forwards a “NOTIFY” message to N, and N puts its 
predecessor pointer to P, consequently ensuring the consistency of the entire 
predecessor and successor pointers of P, N and S. 

 
 In third case S has botched without informing its neighboring peers lying on the 

ring. Therefore, P has an obsolete successor pointer and the Chord ring is not 
working between P and its new successor S2, which still think S as its predecessor. 
To be capable to handle such peer failures, all peers uphold supplementary pointers 

to its N nearest successors lying on the Chord ring which are named the “successor 
list”. If the successor of P fails, P will not receive a response “PREDECESSOR” 

message from S, therefore a timeout will occur. [9] [56] 
 
After that P sees the failure of S and puts the next entry in its successor register, i.e. 

S2, like its new successor. In addition, P launches a “NOTIFY” message to S2, S2 
puts its predecessor pointer to P, and the ring break is renovated. Successor list 

length of n = O(logN). [9] [32] [4] 

3.1.4 Replication 
In Chord, the successor peer turns into responsible for ID with data element of the 
leaving peer i.e. data element is replicated to its successor register of peers.  

While the ring structure can be able to re-establish after a peer failure through the 

“STABILIZE” algorithm, every references that have been stored on the failed peer 
will be missing. Therefore, the consequent data elements cannot be looked up at all. 
This problem is typically resolved by replication with republishing strategies. 

Replication develops availability, reliability in addition to performance of the syste m 
by deleting particular point of failure as well as decreasing communication overhead 

and data access latency [17] [9]. 

As far as the “STABILIZE” algorithm guarantees correct successor pointers at all 
peer, a lookup request always hits the responsible peer. In case of lost or wrong 

finger table entries, any peer along the lookup path will be able to fall back on its 
successor pointer to route a lookup request nearer to its target. On the other hand, to 

respond to lookup requests as soon as possible in the existence of churn, as well the 
finger table entries have to be updated frequently. This is why, each peer implements 
“FIXFINGERS” algorithm. This algorithm periodically starts a lookup of the 

presently responsible finger peer for all fingers ID, and adjusts the finger table entry 
if essential. As a result, the “FIXFINGERS” algorithm guarantees that peer joining 

and leaving are reflected in all peer‟s finger table. [17] [38] 

3.1.5 Leaving the Chord DHT 
The “STABILIZE” and “FIXFINGERS” algorithms always update the information 
of neighboring peers, in that way detecting peers that is failed and are not existing 
any more. In such case Chord is opposed to peer failure to a definite extent, and all 

peers that leave the Chord DHT could disconnect without informing any other peer. 
On the other hand, to raise the system‟s stability and performance, it is logical to 

apply the following leave process. Each peer that leaves the system notifies its 
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predecessor and successor concerning its departure that, stay away from a short-term 

ring break, and moves the references it keeps to its successor on the ring, that avoid 
the unavailability of shared data elements. [9] [17] [56] 

3.2 Kademlia 
For each peer and shared data in a system Kademlia attributes a b-bit hash value. As 

identifier is represented bit-by-bit the ID space is characterized as a binary tree. 
Figure 3.2.1 shows an example of Kademlia tree. We set b=3 and allocate three 
peers: peer P1 with identifier 001, peer p3 with ID 011 and peer p6 with ID 110. 

Using a bitwise exclusive operation Kademlia measures the distance between IDs x 
and y defined as s(x,y) [51]. Here we use XOR operation: 

0≤ s(x, y) = x ⊕ ||y 

000 001 010 011 100 101 110 111

P1 P3 P6

0

0

0

0 0 0

0

1 1 1 1

1

1

 

Figure 11: Kademlia tree with 3 peers 

Kademlia uses chord approach where each data item has a key k and for this key it 
finds the peers ID closest to k for collaborating data item with peers. For instance, let 
a data item d4 whose key is 100 is entered in the system. According to bitwise 

exclusive operation (XOR), P6 is the peer that stores the corresponding data. [25] [9] 

Id (P1) ⊕  key (d4) = 001 ⊕  100= 101= 510 

Id (P3) ⊕  key (d4) = 011 ⊕  100= 111= 710 

Id (P1) ⊕  key (d4) = 001 ⊕  100= 101= 510 

Id (P6) ⊕  key (d4) = 110 ⊕  100= 010= 210 

This mapping rule is more perceptive when partitioning of ID space is considered 
that resulting from XOR distance function. A binary tree is again divided in sub-trees 
so that each sub-tree consists of exactly one peer. It helps to identify each peer‟s 

responsible section of ID space. In the example of Kademlia tree, peer P1 is in sub-
tree 00* and there for responsible for [000; 001] interval, peer p3 is in sub-tree 01* 

and there for responsible for interval [010; 011] and same way peer p6 is in sub-tree 
1** and responsible for [100; 111] interval. At this time we can observe that d4 falls 
into the responsibility of p6 [51]. 
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3.2.1 Routing of Kademlia 
To route a lookup request intended for key k to the responsible peer, i.e. the peer  

whose ID is closest to k according to the XOR metric, all peer upholds a routing 

table that is built as follows. For all part of the identifier space by means of distance  

si [2i; 2i+1[  i   [0; b−1] from peer P, i.e. for all subtrees that do not contain P, peer 

P upholds a list with up to k peers in this subtree (normally k = 20). Each such list is 

named a “k-bucket”. Figure 3.2.2 shows the k-buckets of the peers P3, P6, P10 as 
well as P26 in a Kademlia system with 18 peers. Here b = 5 and k = 3. 
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Figure 12: Routing scenario in Kademlia DHT 

The size of routing tables is O(logN), that is similar to Chord and the exponentially 

rising distance si to further peers in the routing table outcome in a number of 
O(logN) routing hops to find out the responsible peer in the DHT. Here in Kademlia 

a lookup request is routed as follows. We suppose that peer P26 in Table 3 starts a 
lookup to find out the responsible peer for key 00111. 

Table 3: Kademila DHT Routing table 

I 0 1 2 3 4 

Si 1 2…3 4…7 8…15 16…31 

P3 subtree 00010 0000* 001** 01*** 1**** 

K-bucket - P0P1 P5P6 P10P13P14 P16P19P27 

P6 subtree 00111 0010* 000** 01*** 1**** 

k-bucket - P5 P0P1P3 P10P13P14 P20P21P30 

P10 subtree 01011 0100* 011** 00*** 1**** 

K-bucket - - P13P14 P0P1P3 P16P20P26 

P26 subtree 11011 1100* 111** 10*** 0**** 

K-bucket P27 P25 P30 P16P19P23 P10P13P14 

 

It selects the nearest peer it knows in subtree 0****, which is P10 (value taken from 

routing table). P10 in turn returns P3 as the nearest peer it recognizes in subtree 
00****. In the subsequent routing step, P26 connects with P3, and P3 returns P6 as 

the closest peer it recognizes in subtree 001**. At last once the lookup request 
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arrives at P6, P6 finds out that it is the only peer located in subtree 0011*, so it is the 

responsible peer for key 00111. Therefore, P6 can answer the lookup request. We 
introduced a parallel routing of lookup requests in Kademila. the initiating peer 

contacts x peers in parallel in all routing step, and that all contacted peer returns its k 
nearest peers to the destination. For the reason of simplicity, we put x = 1 in our 
model and allow all contacted peer return just its nearest peer to the target. [51] [9] 

[6] 

3.2.2 Joining the Kademlia DHT 
When a peer connects to a system it knows the other peers those are already in the 
DHT. Then it puts the peer in the suitable bucket. P start‟s looking up responsible 

peer for his own identity in order to know its closest neighbor. Finally, P initiates 
lookup responsible peers farther away from the first one. In this process P enriches 
its bucket and also notifies other peers. When P setups it routing table, it takes over 

all references. [51] 

3.2.3 Maintenance of routing information 
Kademlia‟s maintenance algorithm is not explicit in contrast to Chord. In this case 
peer updates its routing table after every incoming massage. As the sending peer S is 
informing its identity in every message, it allows the receiving peer R to update its k-

bucket. It uses the following algorithm: If the sender S is already in R‟s k-bucket, it 
makes S the most-recently seen peer. Else if the k-bucket of R has entries less then k 

then it makes S the most-recently seen peer. Else if S is not present in R‟s k-bucket 
and P‟s k-bucket is also full then it sends a ping message to the peer that it has seen 
least-recently. If it gets any response from P, P is made the most-recently seen peer 

and discards information about S. But R replaces P with S if P does not respond to 
the ping [9] [25].  

This k-bucket updating algorithm provides two benefits. Firstly, long lasting peers 
online are not removed from the receiver‟s k-bucket. It‟s beneficial in a way that the 
peers are online for a long time has better chance of staying online. Seco ndly, it‟s 

keeping a limit to the bucket size otherwise it is possible to execute a DoS attack and 
capture peer‟s routing table by flooding the system. In some case when the peer is 

not initiating any lookups for a certain time being and k-bucket becomes outdated, it 
takes a key from the k-bucket and initiates a lookup with random key. [25] [51] 

3.2.4 Leaving the Kademlia 
Kademlia does not give information about the leave procedure, but routing table 
maintenance can detect the peer that left. Maintenance of correct data mapping on 

peers relays on the system that the leaving peer should transfer its stored references 
to the next peer.  
Kademlia delineates identifiers as a binary number and represents it as a binary tree 

of some height called identifier space. Using a distance function defined by bitwise 
exclusive metric. It maps data into the peers. Routing tables are of the size O(logN) 

and it has sections of identifier space known as k-buckets. Sections are made in 
exponentially increasing distance making it possible to response after O(log N) 
routing hops. [32] [51] 
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3.3 CAN (Content-Addressable Network) 
In CAN identifier space is shown in multi-dimensional torus. Figure 3.3 shows a 
two-dimensional model that the identifier space is separated along with 6 peers. (For 

function of transparency, we explain the identifier space as a plane instead of a torus. 
The synchronize space wraps at its boundaries.) Mostly, the partition that each peer 

is responsible for is the zone in which the peer is situated [34]. As for example, peer 

P0 is responsible for the region x ∈  [0; 1], y ∈  [2; 3]. 

 
Figure 13: Content Address Network (CAN) with 6 peers 

The size of the Routing tables in CAN is constant (2 entries per dimension if each 
region is of equal in size) and contain the instantaneous neighbors of the peer in the 
identifier space. From the Figure 3.3 the routing table for P4 consists of P1 (up), P2 

(right), P3 (left) and P5 (down). When P4 starts a lookup for key k = (1; 3), it will 
include the destination coordinates in the message and send the lookup request to its 

neighbor that is nearest to the destination, i.e. P1. As k is not placed in the zone of P1, 
P1 once more sends the message to its neighbor P0, which in turn is the responsible 
peer and can response the lookup request. By means of this greedy forwarding of 

lookup requests, CAN gets an regular lookup path length of 1/4D ·N1/D routing hops, 
where identifier space dimension is D and the total number of peers is N in the 

system [34] [9] .  
 
The greedy forwarding may fail if a node loses its neighboring node in certain 

direction and the rebuilt mechanism for such network yet to be established. Takeover 
procedures for such nodes are for nodes that will be able to merge such space left 

behind. This is done by signaling a takeover timing. Each node of a failed zone does 
this independently to initialize its timer in proportion to the nodes own area. Ones the 
timer has expired a node will have to send a takeover message of the volume of its 

area or zone to the rest of all failed node. This comparison of node volumes will 
determine if a node will cancel or receive a takeover message and based on this 

mechanism a node with smaller volume and is still alive is chosen. [6][9][34] 
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3.4 Comparison between DHTs 
We have explained the vital theories of structured P2P systems on the model o f four 
accepted DHTs (Chord, Kademlia, CAN and Pastry), now we close this section by 

means of a brief contrast of the presented DHTs. Table 3.1 summarizes their major 
characteristics by means of the identifier space, size of the routing table and the 

length of lookup path for routing hops. 

Table 4: Comparison of Chord, Kademlia and CAN 

Name of DHT Identifier space Size of the routing 
table 

Length of lookup 
path 

Chord 
Ring 

 
O(logN) O(logN) 

Kademlia 
Binary tree 

 
O(logN) O(logN) 

CAN D-dimensional torus O(D) O(D.N1/D) 
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4 CHAPTER: HIERARCHICAL DSHT 
 

4.1 Outline of Hierarchical P2P Systems 
There are various reasons why hierarchical Peer-to-Peer systems came into the focus 

of P2P study. The most significant ones comprises of the recognition that they 
decrease the overall traffic generated inside the underlying physical network, they 

present a better fault isolation moreover they fit better to the inherent heterogeneity 
of peer to peer systems. This is developed mainly due to the realization that size 
recall is increased when the system is kept in a small size specially when working 

with a very large signaling traffic. [9] [58] 
 

The same situation arises in case of DHT research field but the reason is different in 
this case. The main problem in this case is the maintenance of the chum. When the 
churn rate is high, the rate of fixing incorrect entries in the routing table becomes 

slow which decreases the performance of the system seriously. The maintenance 
algorithm runs in a decreased efficiency. Therefore it is logical to distinguish peers 

of different session duration and capacity and organize in several hierarchical layers. 
Then the peers that have better session duration are more favorable and are put in the 
superior level of layer [54]. In the research on hierarchical DSHT-based system the 

architecture distinguishes between the hierarchical DSHTs architecture. Nodes in the 
lower level are self-contained clusters of DSHT In-case of horizontal system 

architecture that follows a base line for the overall system. The midd le layer node 
may form dedicated gateway nodes which are link for both the upper layer cluster 
and lower layer cluster and manages the transition between these layers. These 

gateway nodes are called super peers. For different clusters, the super peers have  
multiple routing tables, while these peers have access to only one routing table for 

the cluster they are eligible for. This logical tree architecture combines different 
clusters with varying cluster diameter and this diameter is used for location 
management. [16] [9] 

4.2 Architecture of DSHT 
Previous DHT uses two layers for hierarchical structuring. Its implementation is 

based on chord which is a basis for all other protocol since they all take same 
identifier circle for routing procedure. Advancement has led to the use of DSHT with 

coral based application due to its provision for greater scalability and performance 
related issues simply achieved by the addition of extra level to the existing hierarchy 
[1] [6]. 

In our thesis work we focus on its current application that uses a tier or the three 
level DSHT architecture using coral. The use of coral in DSHT is to take advantage 

of data locality in hierarchical lookup. [6] [3] 



  32 

Lower layer, level 0 

Clusters

Intermediate or middle 

layer, level 1 clusters

Upper level, the level 2 

clusters

 

Figure 14: 3-Layer hierarchical P2P network for DSHT 

4.3 Reason for implementation 
The major target or goal is for the establishment of a group of clusters for content 

storage and much faster retrieval. This will be achieved by distance optimization 
using several level hierarchies for peers in the network with different coverage 
capabilities and availability. [1] [6] 

4.4 Classification based on capability and availability of 

participating peers 
 Ordinary peer (level 0). 

 The super peer (level 1). 

 The ultra super peer or planet wide peer (level 2).  



  33 

4.4.1 Ordinary Peer 
They are placed at the lower or bottom level in the hierarchical layer framework. 
Generally they are made up of a set of group of collected clusters with regional 

coverage. Nodes making up these clusters may leave and join the session at any 
interval this problem is resolved by use of stabilization function [1]. 

Every peer in the lower level is connected with its neighboring peer via a super per 
that it is associated with. 

4.4.2 The super peer 
They form intermediary peer between the ultra supper peer and the ordinary peer. 
Organized by single connection structure to both the ultra super peer and the lower 

level they play multiple roles. They are established as multiple clusters to handle 
intercontinental coverage. On its arrival it announces its presence to its own cluster 
and to the neighboring groups. This mechanism creates room for stability in the 

system. [1] [45] [53] 

4.4.3 The ultra super peer 
They are placed at the uppermost level in the hierarchical arrangement and are least 
with number of nodes. This is the level that coordinates the structured based 
hierarchical DSHT overlay network by implementation of coral at this highest level. 

Every ultra super peer communicates among themselves using the ultra peer they are 
associated with. [6] [52] [46] 

4.5 Selection of super peer 
Peer heterogeneity can be classified by the physical ability and permanence of the 

peers. Physical ability can be considered by the bandwidth, CPU processing power 
and storage capacity of storage device, at the same time stability can be determined 
by the period of accessibility of the peers in the P2P network. According to the some 

features super peer can be selected from an ordinary peer [7] [46] [45]. The features 
are given below: 

 Support of NAT or firewall.  

 Bandwidth of internet.  

 Processing speed of CPU.  

 Storage space of storage device.  

 Number of TCP connection supported.  

 Availability of peer. 

In the same way, Ultra super peers can be selected as of other super peers by 

contrasting the above stated features by means of other super peers. 

4.6 Hierarchical lookup services implementation with 

Coral and routing structure 
Coral employs several levels of DSHTs 
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Figure 15: 3-level hierarchical lookup in coral 

4.7 Lookup services in coral 
Coral employs the hierarchical layout to optimized lookup visualized in figure 4.2 
above  

DSHT only differ from regular DHT in that it uses multiple values and each node 
only store maximum number of values for required key.  

The retrieval of a key will first begin at the lower cluster where there are larger 
number of nodes ensuring the use of the principle of locality and if the node that has 
such key is found it will take a halt. Otherwise it will move to the next level where 

the search continues at level 1 for t2‟s closer node at this level. The same RPC is 
required for each level until the ultra super peer level or the global level wide is 

reached. 

4.8 Sloppy storage 
Coral uses sloppy storage mechanism to cache key/value of pair at node whose ID 

are close to the reference key. Cashed values help to reduce hot spot congestion and 
traffic congestion during P2P indexing infrastructure. Unlike DHT that uses the „put‟ 

operation on the next available node closest to the key, the DSHT goes beyond the 
closest node. 

Coral‟s sloppy stores ensure that pointers are inserted along the lookup path for 

popular keys. [1] [6] 
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4.9 Insert 
A node performs „put‟ operations on all levels of its clusters. This process makes all 
data of the lower level cluster to be replicated all over the level the higher level 

cluster which its members also belong thereby creating an open hierarchical data 
cache. [1] 

4.10 Retrieve 
Using the advantage of proximity in network area the lookup on key k will be started 

by r the requesting node with the lowest clusters t2 by using „find_closer_node‟, 
which solve the problem of latency. It may circle the globe to locate nearby host with 
the stored data. This process usually takes a ping and pong mechanism and if the 

node t2 does not store the key then the lookup will fail at this level and coral will 
need to move to a higher level having passed through the id space of t2.This process 

usually takes a ping and pong mechanism.t2 will need return routing information to 
the middle layer where r begins its search with the closest middle layer node in t2‟s 
routing table. No new remote procedure call (RPC) is required for search at 

subsequent level by coral even to the ultra-super level. Except left at idle state, then it 
will need to restart [1] [6]. 

As lookup begins with the point at which it was left at the last node t2 to the next hop 
t1 to the target key k it ensures 

 Fast look up at beginning 

 All pointer data in the higher level clusters reference data within their local 

cluster. 

 The system can tightly use same RPC timeouts 

4.11 Joining clusters 
Nodes will always ensure that nodes learn about a new cluster in P2P network before 

joining such cluster and this is normal for an ideal lookup. But coral put in place an 
addition role of requirement for acceptability for node to join a cluster which requires 
that latency to 90% of the node be below the cluster threshold or the cluster diameter 

[1].Node can therefore determine where this condition will hold by collating the 
round trip times to some subset of node in its cluster. A node unable to find one 

simply creates a new one with a random cid. 

Coral uses its DSHT to store hint if services are specified coral will only run the 
service required as in the case of DNS server or HTTP proxy. Addresses of routers 

are stored using an inbuilt fast trace route mechanism [1]. 

In scenario where nearby cluster A and B have similar size there may be inaccurate 

estimation can result in instability of the system for node arrival and departure. Coral 
uses a preference function ∂ that shift every hour to resolve this problem. [1] [6] 

(│log (size A- log(size B)│>∂(min(age A age  B)) 
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Where age is difference between current time and ctime (cluster creation time) and  

for  ∂ equals zero cluster of similar size always exchange members and as it changes 
node will migrate to cluster with lower cid. [1] [6] 

4.12 Splitting clusters 
Node may need to split in the event of overexpansion due to network partitioning to 

avoid rising the round trip time. If nodes atomizes and remerge to form larger 
clusters, it could lead to instability otherwise splitting may play an important role. 
Coral therefore specify some node c within cid as a cluster center [1]. All nodes near 

c during splitting will have to one join cluster while those far-off join a second 
cluster. This is defined by cidN =hash(cid)N. Therefore if F and N represents far and 

near nodes, coral will perform a „get‟ first on cidN and then cidF. The first of the two 
nodes to split is allocated cidN to the cluster center c. Nodes unable to find cidN will 
have to join cidF and if that is not suitable it will need to split again. [6] 

4.13 Merging clusters 
The fact that a node has been merged to a new cluster does not mean that it has to 

lose its routing table rather still retain it with its previous neighbours and can still 
make contact with the old neighbour perhaps alerts it of a more reliable cluster in the 

neighbourhood. The advantage of retaining its routing table is for faster lookup time. 
A node will attempt to join a new cluster it has learned about that is acceptable and 
by virtue of proximity a smaller diameter cluster will provide a faster lookup, but 

since a decentralised system is employed where every node can function equally, it 
means then that there is freedom for peer to merge to preferable cluster, therefore 
coral will choose a lower level cluster where the number of peers are more and will 

be joined by such merging peer since the larger area of lower level DSHT will give a 
higher probability of miss hit rate. [1][6] 
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5 CHAPTER: ANALYTICAL CALCULATION FOR 

PING RESULT 

5.1 Introduction 
As we propose a three layer DHT for location management and in previous work on 

DSHT grouped the lowest layer by the ping distance. When a node joins the system 
it pings all groups and will join the one that yields the lowest ping round trip time. 
We want the node to join the group of the ISP it is connected to. So in the lowest 

layer the nodes are grouped per ISP. To analyze the performance of these groups, we 
pinged a lot of IPs in Sweden and grouped them per ISP and created statistics of the 

ISPs. 

5.1.1 Code description 
To ping the IP addresses in Sweden we used code to retrieving all the IP addresses 

and domain names is a bash script on Linux environment. Bash Script is free and 
open-source software published under GNU GPL V3 licensing. Bash is the shell for 

Unix environment which can deal with system environment variables, inputs and 
built- in commands. The most important feature of bash is executing programs as 
commands. There is no difference between executing programs through Graphical 

user interface and command line. And there is also programming for bash with bash 
script, which can automate tasks. Scripting in bash greatly reduce human interaction 

with the system but still performing task automatically. There are other scripting 
languages like php, ruby, perl and python, also capable of executing system 
commands. But for the purposes of retrieving IP addressed and names domain bash 

is more suitable. 

5.2 Executing 
The bash script takes file name as the argument of the script from command line. The 
file it reads should contain the IP ranges in each new line like format given below: 

> ip_address_lower_bound ip_address_upper_bound  

There is space between the ip range that is used for separating two ip addresses. 

Example: 

 $ sh IP_READER.sh ip_ranges.txt 

5.3 Script Explanation 
There are several Linux system program is being used to develop this script. The 
system programs that is being used in this bash script are: 

5.3.1 Ping 
Ping is a small networking utility tool that helps network or software engineer to test 
availability of host with IP address and also calculates the round up time 
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5.3.2 Resolveip 
Resolveip is network utility that gets host names from IP addresses and IP addresses 
from hostnames. 

5.3.3 Grep 
Grep is Linux search utility that uses regular expression pattern matching to find 

through file system and text files etc 

5.3.4 Cat 
Cat is short acronym for concatenate. This helps to display text.  

5.3.5 Cut 
Cut is Linux utility that vertically splits files as columns and prints by columns. 

5.3.6 Gawk 
Gawk is a Linux utility implemented AWK programming language. This is suitable 
for writing one line applications. 

5.3.7 Sort 
Sort is a Linux utility that sorts files. 

5.3.8 Tr 
Tr is Linux utility that copies the given input to produce the output with substitution 
or deletion of selected character. 

5.3.9 Sed 
Sed is a Linux utility that edits streams. It can perform basic text transformation. 

There are two parts of this script the first one is used for pointing to the IP ranges 
text file  and the other part is for executing the main functionality, to check the IPs in 

that range. 

5.4 Code for reading IP range file 
This part is responsible for reading the lines from the external IP ranges file. The file 

variable hold the file name from the argument passed from the command line. Then 
with the while loop each line get passed to the processLine function with the IP 

ranges. 

5.5 Code for resolving IP addresses 
This processLine function which is the fist the lower bound and upper bound is 
stored into two separate variables the upper and lower respectively. Each IP 
addresses have three dots in them. Therefore, both lower and upper variable is split 

by those dots and stored into separate variables. So from the lower and upper 
variable now there are eight variables to work with. These variables are then used to 

loop through the ip range incremented by one at a time.  
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>  noreply=`ping -s 300 -c 1 $li.$lj.$lk.$ll | grep -c "0 received"` 

In the line above the system program ping is used to check an ip and conjunction to it 
grep program is used to search inside the ping result. The noreply variable holds the 

number of lines “0 recieved”.  
After that script checks if there any reply from the ping. In situation where there is a 
reply from ping then it retrives hostnames from the ip address and append it to a file 

name “hostnames” using program named resolve ip  

>  resolveip $li.$lj.$lk.$ll | cut -d' ' -f 4,6 >> hostnames 

Then in the following line of the code it stores the ping statics to a file named 
ping.results 

> ping -s 1400 -c 5 $li.$lj.$lk.$ll >> ping.result 

Then each ip address response time is stored it the file name ping.time with 
following command 

> date >> ping.time 

> cat ping.result | grep time= | gawk '{print $7}' | sort | tr '=' ' ' | gawk '{print $2}' | 
sed -n '3p' | tr ' \n' ' ' >> ping.mapping 

5.6 Outputs 
In our output of the code we got host names, ping time and ping results. From the 

ping result we have got lot of host name including some statistical data of Round 
Trip Time (RTT), like minimum time to ping, maximum time to ping, average time 

to ping, and mean deviation. Various values were gotten according to an IP. Shown 
below is an example for data values. 

PING 62.20.0.64 (62.20.0.64) 1400(1428) bytes of data. 

1408 bytes from 90.229.0.85: icmp_seq=1 ttl=245 time=47.1 ms 

1408 bytes from 90.229.0.85: icmp_seq=2 ttl=245 time=47.0 ms 

1408 bytes from 90.229.0.85: icmp_seq=3 ttl=245 time=46.8 ms 

1408 bytes from 90.229.0.85: icmp_seq=4 ttl=245 time=47.1 ms 

1408 bytes from 90.229.0.85: icmp_seq=5 ttl=245 time=47.3 ms 

 

--- 62.20.0.64 ping statistics --- 

5 packets transmitted, 5 received, 0% packet loss, time 4017ms 

rtt min/avg/max/mdev = 46.818/47.102/47.384/0.302 ms 

From the ping result of IP 62.20.0.64 

RTT minimum time = 46.818 ms,   

RTT maximum time = 47.384 ms 

RTT average time = 47.102 ms 

RTT mean deviation = 0.302 ms 
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We took these values of all IP that we have ping in addition, we separate all these IPs 

according to their host name or ISP. We have shown those RTT in histogram and 
divided the range of RTT values according to the frequencies gotten.  

To find out the statistical data of particular ISP we had to find the mean value “m” of 
all IP‟s Round Trip Time (RTT) including the standard deviation “σ”of all IP‟s RTT. 

5.7 Mean calculation 

Arithmetic Mean (m) =  

Where, 

n= Number of data 

x= Values 

5.8 Standard Deviation calculation 

Standard Deviation (σ) =  

Where, 

n = Number of data 

x = Values 

m = mean value 

5.9 Example graphs from the ping result with resultant 

data 
In all the histogram we used round trip time (RTT) of the peers along the horizontal 
axis and frequency of peers that falls within the bin size along the vertical axis for 

different ISPs 
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5.9.1 Representation of histogram of ISP Telia 

 

Figure 16: RTT Vs frequency for the ISP, Telia 

The histogram is skewed towards the left with mean 24.4 ms, median 33 ms and RTT 
ranging from 13.5 ms to 149.89 ms. There were 4136 peers in the ISP and our bin 

size was 4 ms. 

5.9.2 Representation of histogram of ISP Comhem 

 

Figure 17: RTT Vs frequency for the ISP, Comhem 

The histogram is intensely skewed towards the left with mean 24.28 ms, median 22.6 
ms and RTT ranging from 13 ms to 88.5 ms. There were 632 peers in the ISP and our 

bin size was 2 ms. 
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5.9.3 Representation of histogram of ISP Algonet  

 

Figure 18: RTT Vs frequency for the ISP, Algonet 

The histogram is skewed towards the left with mean 26.02 ms, median 23.8 ms and 

RTT ranging from 0.877 ms to 129 ms. There were 2048 peers in the ISP and our bin 
size was 4 ms. 

5.9.4 Representation histogram of ISP Bredbandsbolaget 

 

Figure 19: RTT Vs frequency for the ISP, Bredbandsbolaget 

The histogram is skewed towards the left with mean 29.17 ms, median 24.5 ms and RTT 
ranging from 13.8 ms to 148ms. There were 728 peers in the ISP and our bin size was 3.3 ms 
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5.9.5 Representation of histogram of ISP Tele2 

 

Figure 20: RTT Vs frequency for the ISP, Tele2 

The histogram is skewed towards the left and has a uneven frequency distribution up-
to mean with mean 42.37 ms, median 28.4 ms and RTT ranging from 14 ms to 234 

ms. There were 567 peers in the ISP and our bin size was 5 ms. 

5.9.6 Representation of histogram of ISP Glocalnet 

 

Figure 21: RTT Vs frequency for the ISP, Golcanet 

This histogram is also skewed towards the left with mean 28.28 ms, median 18.8ms 

and RTT ranging from 13.7 ms to 125 ms. There were 177 peers in the ISP and our 
bin size was 5 ms. 
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5.9.7 Representation of histogram ISP Bahnhof 

 

Figure 22: RTT Vs frequency for the ISP, Bahnhof 

The histogram is skewed towards the left and has some peaks around mean with 
mean 29.35 ms, median 23.8 ms and RTT ranging from 13.2 ms to 84 ms. There 
were 508 peers in the ISP and our bin size was 1.4 ms 

5.9.8 Representation of histogram of ISP Dataphone 

 

Figure 23: RTT Vs frequency for the ISP, Dataphone 

The histogram is skewed towards just left to the middle with mean 16.89 ms, median 
15.2 ms and RTT ranging from 13.8 ms to 32.21 ms. There were 281 peers in the ISP 

and our bin size was .833 ms. 
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5.9.9 Representation of Histogram of Multiple ISP, Sweden 

 

Figure 24: RTT Vs frequency for multiple ISP, Sweden 

The histogram is skewed towards left with mean 30.65 ms, median 23.6 ms and RTT 

ranging from .877 ms to 30.65 ms. There were 8288 peers in the ISP and our bin size 
was 2.5 ms. 

5.10 Comparison between ISP 
The table below shows the different values of statistics for ISP‟s in Sweden.  

Table 5: Comparison between ISPs 

Isp Mean value  Median Bin range (rtt 

range) 

Telia  24.4 ms   33 ms  13.5ms - 149.89 ms 

Comhem 24.28 ms 22.6 ms  13ms - 88.5 ms 

Algonet 26.02 ms 23.8 ms 0.877 ms - 129 ms 

Bredbandsbolaget 29.17 ms 24.5 ms   13.8 ms - 148 ms 

Tele2 42.37 ms 28.4 ms      14 ms - 234  ms 

Glocalnet 28.28 ms 18.8 ms    13.7 ms - 125 ms 

Bahnhof 29.35 ms 23.8 ms    13.2 ms - 84 ms 

Dataphone 16.89 ms 15.2 ms 13.8 ms - 32.21 ms 

Sweden 30.65 ms 23.6 ms  .877 ms - 30.65 ms 
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6 CHAPTER: ANALYTICAL EVALUATION OF DSHT 

6.1 Introduction 
Lookup efficiency and the success rate of a system determine how good a system is 
performing. Keeping success rate aside, lookup efficiency is the factor that can be 
controlled and it depends on the number of hops required for routing the information 

which is again guided by the routing table. 

6.2 Analytical evaluation 
We present the performance analysis of 3-layer overlay with ISP based DSHT on the 
basis of number lookup hops and the latency/ delay of these two models. For DSHT, 

we assume that: 

 Total Number of peers = N 

 Total Number of entries in Finger table = O(log N) 

 Total Probability of the number of forwarding = O(log N) 

 Peer and key identifier are random. 

The average hops required for lookup process for DSHT is ½ N to find the 
desired peer  

 Total number of peers in overlay = N  

 Total number of Ultra-super peers = U  

 Total number of super peers = S  

 Total number of ordinary peer = L 

 Total number of ultra- super peers = {N-(S+L)} 

 Total Number of peers in a group in highest layer: 

=    (Assuming all group size to be equal) 

 Total Probability of finding data item at super node = Q  

 Total number of entries in Finger table = O(log U) 

 Time complexity is O (log L +log S+ log U) 

Least amount of time required for executing a program is time complexity. For a 
unstructured P2P network system, when there are N peers time complexity is O(N) 

and for structured P2P network it is  [7]. In the model we proposed, we 
used decentralized topology for all three layers. For a large sized group, 

corresponding super peer can track every peer in the group. These super peers gets 
request from the ordinary peers in its group. The typical time complexity for ultra 

super peer is  and for super peer and ordinary peer it is  and 

 respectively. So the total time complexity for our model 

becomes  [32]. Where A, B, C are hit probability 
factor. 

The total number of hops in DSHT is given by 
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Look up 3- layer = C* ½ U + B* ½ S + A* ½ L 

Where A+ B+ C = 1 

Lookup is mainly dependent on peers capability and size of the peer group it need to 
face during the lookup process. In a regular DHT supper peers and ultra super peers 

search for peers all-over the world which gives a better and open wide chance of 
finding the required data but where it does the harm is, it does not follow any 
protocol regarding the ISPs it should search first which can dramatically change 

performance of the overall system. In our proposed DSHT were ISP based peer 
grouping can serve this purpose [7][32][4].  

The physical performance and the total number of peers needed to complete the 
lookup process are responsible for lookup latency. Link latency of regular DSHT 
should be more than ISP based DSHT because the probability of getting peers in ISP 

is more. Here we take mean and median value from our experiment as link latency. 
[54] 

6.3 Analytical Calculation 1 

We are taking total number of peer from our ping result of ISP, Telia 

Where total number of peer N = 4136 

We assume a lot of parameters to analyze the performance of ISP customer.telia.com 

Total number of ordinary peer L = 8 

Total number of super peer S = 32 

Total number of ultra super peer U= {N-(L+S)} = {4136-(32+8)} = 4096 

Number of peer in a group in highest layer =   =  = 128 

Hit Probability factor A = .5  

Hit Probability factor B = .3 

Hit Probability factor C = .2 

Average link latency for regular DSHT= 33ms/peer 

Average link latency for ISP based DSHT= 24.4ms/peer 

6.3.1 Number of hops calculation 

For lower layer or ordinary layer = A * ½ L 

= A* ½ 8 
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= A* ½ 23 

= .5 * 1.5 

= .75 

For middle layer or super peer layer = B * ½ S 

= B * ½ 32 

= B * ½ 25 

= .3* 2.5 

= .75 

For top layer or ultra super peer layer = C * ½ U 

= C * ½ 4096 

= C * ½ 212 

= .2 * 6 

= 1.2 

So the total number of hop for a 3- layer DHT (customer.telia.com ISP): 

= A * ½ L + B * ½ S + C * ½ U 

= .75 + .75 + 1.2 

= 2.7 

6.3.2 Required time calculation 
From our pinged results of customer.telia.com, we can find the average RTT of 
maximum number of peer is 25 ms. 

Lookup from lower level (level 1) to top level (level 3), the required time = 2.7 * 

24.4 = 65.88 ms. 

To perform the same calculation for regular DSHT, lower level RTT threshold of 

100 ms [1] 

Therefore lookup from lower level (level 1) to top level (level 3), the required time = 
2.7*100 = 270 ms 

Lookup time ratio =   

=   
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= 0.244 

= 24.4% 

6.4 Analytical calculation 2 

We are taking total number of peer from our ping result of multiple ISP  

Where total number of peer N = 8288 

We assume lots of parameters to analyze the performance of ISP customer.telia.com 

Total number of ordinary peer L = 32 

Total number of super peer S = 64 

Total number of ultra super peer U = {N-(L+S)} = {8288-(32+64)} = 8192 

Number of peer in a group in highest layer =  =  = 129.56 = 129 

Hit Probability factor A = .5  

Hit Probability factor B = .3 

Hit Probability factor C = .2  

Average link latency for regular DSHT = 30.65 ms/peer 

Average link latency for ISP based DSHT = 23.6 ms/peer 

6.4.1 Number of hops calculation 

For lower layer = A * ½ L 

  = A * ½ 32 

  = A * ½ 25 

  = .5 * 2.5 

= 1.25 

For middle layer or super peer layer = B * ½ S 

   = B * ½ 64 

   = B * ½ 26 

   = .3 * 3 

   = .9      
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For top layer or ultra super peer layer = C * ½ U 

   = C * ½ 8192 

   = C * ½ 213 

   = .2 * 6.5 

  = 1.3            

So the total number of hop for a 3- layer DHT (Multiple ISP): 

= A * ½ L + B * ½ S + C * ½  

= 1.25 + .9 + 1.3  

= 3.45 

6.4.2 Required time calculation 
From our ping result of Multiple ISP we can find the average RTT of maximum 
number of peer is 23.6 ms. 

Lookup from lower level (level 1) to top level (level 3), the required time = 3.45 * 
23.6 = 81.42 ms. 

To perform the same calculation for regular DSHT, lower level RTT threshold of 
100ms [1] 

Therefore lookup from lower level (level 1) to top level (level 3), the required time = 

3.45 * 100 = 345 ms 

Lookup time ratio =   

=   

= 0.236 

= 23.6% 

6.5 Analytical calculation 3 

As we were not able to get full ping results of Sweden because of shortage of time, 

now we assume lots of parameters to analyze the performance of multiple ISP in 
Sweden. 

Where total number of peer N = 1048896 

Total number of ordinary peer L = 64 

Total number of super peer S = 256 
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Total number of ultra super peer U = {N-(L+S)} = 1048576 

Number of peer in a group in highest layer =  = = 4096 

Hit Probability factor A = .5  

Hit Probability factor B = .3 

Hit Probability factor C = .2 

6.5.1 Number of hops calculation 

For lower layer = A * ½ L 

= A * ½ 256 

  = A * ½ 26 

  = .5 * 3 

  = 1.5    

For middle layer or super peer layer = B * ½ S 

   = B * ½ 256 

   = B * ½ 28 

   = .3 * 4 

   = 1.2 

For top layer or ultra super peer layer = C * ½ U 

   = C * ½ 1048576 

   = C * ½ 220 

   =.2 * 10 

   = 2 

So the total number of hop for a 3- layer DHT (Multiple ISP) 

= A * ½ L + B * ½ S + C * ½ U 

= 1.5 + 1.2 + 2  

= 4.7 
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6.5.2 Required time calculation 

From our ping result of multiple ISP we can find the average RTT of maximum 
number of peer is 23.6 ms. Here we take this value to calculate the required time for 

17 hops. 

Lookup from lower level (level 1) to top level (level 3), the required time = 4.7 *23.6  

= 110.92 ms. 

To perform the same calculation for regular DSHT, lower level RTT threshold of 
100ms [1] 

Therefore lookup from lower level (level 1) to top level (level 3), the required time = 
4.7*100 = 470ms 

Lookup time ratio =   

=   

= 0.236 

= 23.6% 

6.6 Look up time Analysis 1 

6.6.1 Representation of Graph 
In the graph, increasing number of peers is shown in the horizontal axis and lookup 

time for peers measured along vertical axis were only the number of ultra super peers 
is increasing. As expected, when we used ISP based DSHT lookup time decreased 

almost one third and the rate of additional time for additional peer search is also 
smaller. This indicates superiority of ISP based DSHT over regular DSHT  

 

Figure 25: No of peers vs. Lookup Time with peer increasing in ordinary level layer 



  53 

6.7 Look up time Analysis 2 

6.7.1 Representation of Graph 
The graph shows when the number of peer is varying the lookup time required for 

ISP based DSHT is approximately 24% of the time require for the DSHT system. It 
is the result of using ISP based DSHT. In this case each lookup time becomes 23.6 

ms instead of 100 ms.With increase of peer size it‟s a climbing graph where line 
graph for regular DSHT is steeper.  

 

Figure 26: No of peers vs. Lookup Time with peer increasing in super layer 

6.8 Look up time Analysis 3 

6.8.1 Representation of Graph 

1 million peers with an interval of 100000 peers in horizontal axis are plotted against 

their lookup time in the vertical axis. With increasing number of peers, lookup time 
increase rate is low and its lower for ISP based DSHT than regular DSHT. The 

number of hops required for finding the responsible peer is same for both DSHT. In 
our plot, hop time for ISP based DSHT is 23.6 ms and for regular DSHT is 100 ms. 
The graph shows these differences. 
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Figure 27: No of peers vs. Lookup Time with peer increasing in ultra super layer 
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7 CHAPTER: CONCLUSION AND FUTURE WORK 

7.1 Conclusions 
By use of bash script we have been able to ping numerous IP‟s in Sweden and 
grouped them according to their ISP to form clusters and observed their various 
RTT. These grouping and their separation have made us form clusters of varying 

diameter and application of coral at the each level using the three level hierarchical 
systems. 

Coral a new and promising idea or concept in peer to peer network that has come to 
stay with its outstanding capability and qualities that are remarkable due to its 
hierarchical application to several levels of DSHT that take advantageous use of 

distance optimization for locality management which we have adopted in ISP usage 
in mobile environment for much more reduced download times for file sharing in 

internet application. Its use  pointer for  indexing providing hints for reference data 
stored in a particular set of cluster has effectively solved the problem of data 
replication and flooding at all node  and  greatly minimizes the use of bandwidth and 

spill over applied in sloppy  hashing for  load balancing.  

From our value of results in chapter six we have realised a lesser lookup latency for 

an ISP based DSHT compared to the ordinary DSHT using hierarchical system 
achievable through coral at every level of DSHT which take advantage of distance 
optimisation for locality management and ensures that during continuous search on 

the next available node that it uses same routing table as the system will not need to 
restart and this makes for faster RTT for download and file sharing. 

7.2 Future Work 
Since this method will be applied is performance driven application that will be 
applicable for real time usage and has to do with ISP/internet and its users. Research 

should be carried out to implement encoding on the "hint" that is to serve as 
reference to stored data during key allocation in P2P, this encryption is for data 

integrity and authentication. This will cover security issues in P2P. 
 
It should be ensured that coral is able to retrieve data from failed peer or employs 

recovery mechanism for failing clusters.  
 

Simulations should be carried out to verify the analytical results.  
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APPENDIX 

 

Code for reading ip range file: 
FILE="" 

# Make sure we get file name as command line argument 

# Else read it from standard input device 

if [ "$1" == "" ]; then 

   FILE="/dev/stdin" 

else 

   FILE="$1" 

   # make sure file exist and readable 

   if [ ! -f $FILE ]; then 

   echo "$FILE : does not exists" 

   exit 1 

   elif [ ! -r $FILE ]; then 

   echo "$FILE: can not read" 

   exit 2 

   fi 

fi 

# read $FILE using the file descriptors 

BAKIFS=$IFS 

IFS=$(echo -en "\n\b") 

exec 3<&0 

exec 0<"$FILE" 

while read -r line 

do 

 processLine $line 

done 
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exec 0<&3 

# restore $IFS which was used to determine what the 

field separators are 

IFS=$BAKIFS 

exit 0 

Code for resolving IP addresses: 

  processLine(){ 

  line="$@" # get all args 

  # for example, F1 will store first field of $line, see 

readline2 script 

   

  lower=$( echo $line | cut -d" " -f1 ) 

  upper=$( echo $line | cut -d" " -f2 ) 

     

  li=$( echo $lower | cut -d\. -f1 ) 

  lj=$( echo $lower | cut -d\. -f2 ) 

  lk=$( echo $lower | cut -d\. -f3 ) 

  ll=$( echo $lower | cut -d\. -f4 ) 

   

  ui=$( echo $upper | cut -d\. -f1 ) 

  uj=$( echo $upper | cut -d\. -f2 ) 

  uk=$( echo $upper | cut -d\. -f3 ) 

  ul=$( echo $upper | cut -d\. -f4 ) 

   

  tempI=$(( $li )) 

  while [ "$li" -le $ui ] 

  do 

    tempJ=$(( $lj )) 

    while [ "$lj" -le $uj ] 

    do 
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      tempK=$(( $lk )) 

      while [ "$lk" -le $uk ] 

      do 

        tempL=$(( $ll )) 

        while [ "$ll" -le $ul ] 

        do 

          echo -n "Testing .... $li.$lj.$lk.$ll" 

          noreply=`ping -s 300 -c 1 $li.$lj.$lk.$ll | 

grep -c "0 received"` 

          if [ $noreply -eq "1" ]; then 

            echo " ===> No replys" 

          else 

            echo " ===> proceeding" 

            resolveip $li.$lj.$lk.$ll | cut -d' ' -f 4,6 

>> hostnames 

            ping -s 1400 -c 5 $li.$lj.$lk.$ll >> 

ping.result 

            echo -n "$li.$lj.$lk.$ll " >> ping.mapping 

            echo -n "$li.$lj.$lk.$ll " >> ping.time 

            date >> ping.time 

            cat ping.result | grep time= | gawk '{print 

$7}' | sort | tr '=' ' ' | gawk '{print $2}' | sed -n 

'3p' | tr '\n' ' ' >> ping.mapping 

          fi 

          ll=$(( $ll+1 )) 

        done 

        ll=$(( $tempL )) 

        lk=$(( $lk+1 )) 

      done 

      lk=$(( $tempK )) 

      lj=$(( $lj+1 )) 
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    done 

    lj=$(( $tempJ)) 

    li=$(( $li+1 )) 

  done 

  li=$(( $tempI )) 

} 


