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Abstract 

The subject of web server security is vast, and it is becoming bigger as time passes by. Every 

year, researches, both private and public, are adding to the number of possible threats to the 

security of web servers, and coming up with possible solutions to them. A number of these 

solutions are considered to be expensive, complex, and incredibly time-consuming, while not 

able to create the perfect web to challenge any breach to the server security. In the study that 

follows, an attempt will be made to check whether a particular firewall can ensure a strong 

security measure and deal with some security breaches or severe threat to an existing web 

server. 

The research conducted has been done with the CSF Firewall, which provides a suit of scripts 

that ensure a portal’s security through a number of channels. The experiments conducted 

under the research provided extremely valuable insights about the application in hand, and the 

number of ways the CSF Firewall can help in safety of a portal against Secured Shell (SSH) 

attacks, dedicated to break the security of it, in its initial stages. It further goes to show how 

simple it is to actually detect the prospective attacks, and subsequently stop the Denial of 

Service (DoS) attacks, as well as the port scans made to the server, with the intent of 

breaching the security, by finding out an open port.  

By blocking the IP Addresses of the attackers dedicated to such an act, preventing them from 

creating nuisance, the CSF Firewall has been able to keep alien intrusions away from the 

server. It also aids in creating a secure zone for the server, to continue smoothly, while 

alerting the server administrators of the same, and gives them an opportunity to check those 

threatening IPs, and the time of attack, makes sure that the server administrators stay alert in 

the future, and is able to keep an eye on such attacks. In doing this, the experiment adds 

valuable data in the effective nature of the CSF Firewall.  
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1. Introduction 

Every day datacenters are increasing in size [1]. More and more companies are using web 

servers to communicate with their customers. Businesses have begun to start online, on the 

Internet, to increase their profit by selling products, or providing services, not limited to or 

defined by a geographical location. These websites are increasingly becoming the first stop 

when one look for something, even when on the road, with the aid of smartphones and tablets, 

whose use have been increasing dramatically.  

Attacks are increasing continually, and every day it is heard and read in the news, about the 

new laws created to criminalize those who attack or hack a website. Cybercrime is becoming 

more popular every passing day and in recent news, CNN published an article about “Hackers 

access Federal Reserve website, data” [2] which described the latest events in cybercrime. 

There are many news articles about attacks against websites and hackers all over the Internet, 

the newspapers, the magazines and the TV. Some hackers have been using services from 

websites that allows them to archive their attacks, and such service like the one from zone-

h.org, which has recorded more than 8 million digital attacks [3]. 

 “The only truly secure system is one that is powered off, cast in a block of 

concrete and sealed in a lead-lined room with armed guards - and even then I 

have my doubts”. 

Eugene H. Spafford 

Websites are very common, extremely useful, everyday shopping portals. They gather details 

of many of the transactions made every day. There are many threats to the web services that 

require people to secure them against unauthorized access, disclosure of confidential customer 

information, data alteration, and spying network privacy [4]. 

Secure Shell (SSH) is one of the services that have always been under attack. It is a service 

that lets administrators to remotely connect to a machine to execute commands and manage 

the server remotely. Thus, this machine can be fully managed by a root user login. SSH 

dictionary attack is one of the common attacks against Secure Shell, and once the dictionary 

guesses the right login information, the server is then fully compromised and server may face 

real problems [5]. 
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Synchronize Packet Flood (SYN Flood) attacks are another security issue that prevents 

legitimate users from using a service such as the Hypertext Transfer Protocol (HTTP) web 

server service. It is a form of denial-of-service attack. An attacker floods a service by sending 

many synchronize (SYN) requests and that affects the server resources heavily which in turn 

leads to the point when the server may become overloaded and a user is not able to connect to 

it [6]. 

The Denial-of-Service Attack (DoS) impact is a very costly one, and it becomes popular every 

day. It does not result in a direct hacking to the system but its impact may lead to failure in a 

security service or application and then the hackers may get inside the server. Some attackers 

are making money by attacking a website [7]. 

Port scan is an attack whose object is to scan a server for open ports, and it is considered to be 

the first stage of an attack. Attackers are interested in all possible doors of the server, and are 

willing to exploit any window to attack the server. Detecting such attacks may prevent the 

server from being hacked or compromised [8]. 

Some server operating systems have many services that come attached with the core system, 

and a number of them are superficial. To have unused service in a server may lead to the 

whole server get hacked, and may create many security issues in it. Therefore, eliminating 

unnecessary services is a good start to decrease exploitation by hackers [9]. 

One of the server’s base security elements is the firewall which controls each of the incoming 

and outgoing packets, and decides, based on the firewall, the rules whether to pass the packets 

or not [9]. The firewall controls all the server’s services, connectivity, et al, with the aid of the 

iptables policy rules. Managing the firewall rules is not an easy task and a misconfiguration 

may lead to block traffic, which would mean that a user would not be able to connect to the 

network [10].  

Researching web security issues in general will take unlimited time, as there are many 

operating systems, tools, solutions and aspects to the matter. The operating system Linux 

seems to be the most used server operating system as Netcraft´s Secure Sockets Layer (SSL) 

survey shown in the figure 1 below [11]. 
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Figure 1: Operating System Share by Groups for Sites in All Locations , January 2012 

The web server security is a challenging task that involves many aspects. It requires long term 

planning, using the right hardware and software, isolating services in different environments, 

restricting server access, creating security policies, implementing methods to control the 

events, disabling unnecessary server modules, disabling unused service functions, disabling 

directory browsing, disabling services versions, and the requirements never end because there 

are always new threats emerging. 

As the search for researches and solutions continued, it was found that managing the iptables 

firewall to secure web servers is not a simple task and it requires considerable expertise. 

Many people seem to be looking for simple solutions to manage the firewall. Iweb.com is a 

reliable and scalable Internet hosting infrastructure solution, and they were seen 

recommending the CSF Firewall as a simplified interface to manage the iptables [12].  

The CSF Firewall is a Stateful Packet Inspection (SPI) firewall and security application for 

Linux servers. It has a suit of scripts to check and secure a few of today’s server security 

issues, and the following list is made of some of the solutions it provides [16]: 

 Login authentication failures  

 Performing a basic security and settings check on the server 

 Distributed Login Failure Attack detection 

 Exploit checks 

 Port Scan tracking and blocking 

 Ping of death protection 

 SYN Flood protection 
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 Directory and file watching 

Cpanel is one of the most well-known hosting control panel providers that successfully 

provide an accessible interface to help the website owners manage their sites, and also 

recommends the CSF Firewall in their websites, and tells that their technical analysts 

recommend using it [13]. The Cpanel Forums is a place where server administrators and 

technical analysts discuss different server management issues. When searched, the forums for 

the keyword “CSF” obtained around 280 threads about the CSF Firewall [17]. 

When Google search was used, with the keyword “CSF Firewall”, Google brought more than 

200 000 results about it [18]. Many discussions all over the Internet was about the CSF 

Firewall [14, 15], but no one has yet conducted an academic research. 

The aim of this thesis is to provide significant insights into the CSF Firewall and give new 

evidence on the way to resolve some of the security issues by using this application. 

My research questions:  

 Q1: What server security issues have been researched about in the recent years?  
 

 Q2: How does the CSF Firewall secure the server against DoS attacks, Port scan and 

SSH attack 

The methodology used in this thesis to answer the research questions is by reviewing the 

academic researches about the relevant web server security issues and investigating the CSF 

Firewall in an experiment. 

It began with a search into academic articles about the CSF Firewall and nothing relevant was 

found there.  As a second step, academic researches about each of the security issues that the 

CSF Firewall is providing solution for [5, 6, 7, 8, 9, 10] was searched for. Here, some 

evidence was found on the fact that these issues were researched upon, and the conclusions 

showed that there is room for further research.  

The experiment provide significant insights into the CSF Firewall, and also shows how this 

application can stop the SSH attacks at the first stage, by blocking the IP addresses of the 

attackers, and then preventing the hackers from getting inside the server. The experiment also 

shows how easy it is to detect and stop the DoS attacks and port scan to the server. These 

results add new experience and evidence to the existing researches [5, 7, 8] on to the way stop 

these attacks. 
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In the experiment conducted hereby, it was found that the CSF Firewall is an easy application 

and it does not require much time to be installed, although it requires some time to be 

configured for the first time. 

2. Theory  

Websites are a part of most people’s daily lives, and shopping sites gather information about 

the transactions made every single day. The threats that are received every day at the web 

portals require us to secure these portals against unauthorized access, confidential customer 

information disclosure, alteration of data and network privacy protection [4].  

One of the services that has always been under attack is Secure Shell (SSH), as it allows the 

administrators to remotely connect to a machine and manage the servers through it, executing 

commands without actually requiring to be where the server physically is. Thus, the machine 

can be used and abused through a root user, when the computer guesses the right user name 

and password, access the portal accordingly, and compromise the server thoroughly [5].  

Another common form of attack is Synchronize Packet Flood or SYN Flood, which is a 

denial-of-service-attack, that is, it does not let authorized users to use a service like the 

Hypertext Transfer Protocol (HTTP). This is done by flooding a service by sending too many 

synchronize requests to it, and falsely raise the server requests, using up the resources in the 

server, and disallow regular users from accessing it. The server will, in that case, get 

overloaded, and the user will not be able to connect to it.  

Denial of Service (DoS) attack is one which can cost the server very heavily, and its impact is 

destructive, which is the reason why it is becoming immensely popular as days go by. This 

does not involve any direct hacking into the server’s system, which is why it is less 

implicating on the hacker. However, the impact of DoS can lead into security service failure, 

and the hackers can get inside the server very easily, and the attacker makes money by 

infiltrating the site and wrecking it [7].  

Rather than a direct attack, Port Scan is more of a scouting attack, where the hacker tries to 

search for an open port through which an attack can be conducted. The attacker here looks for 

a channel to open up so that the server can be exploited easily through it, and hacked 

subsequently. Early threat detection can actively stop a server from getting compromised in 

the long run so port scan is deemed important [8].  
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Many servers have a number of services which are available with the core system, but are 

deemed useless by the user. However, their presence in the server can cost the server heavily, 

as such applications have a nasty tendency to be prone to hacking. They can easily create 

major security issues, and their elimination is a good beginning to stop unnecessary and 

unwanted hacks into the system [9]. 

The firewall that controls the incoming and outgoing packets to and from the server, and 

decide, based on the rules of the firewall, what should be included and/or excluded from it [9]. 

It maintains all the server services connectivity with the aid of the iptables policy rules, and 

the process is definitely not an easy one. One miscalculation can result in a blockage in 

traffic, and the loss of server connections [10].  

 

3. Methods 

To answer the research question a suitable plan was designed, that began by reviewing the 

literature to identify some of today´s web server security issues. After identifying the security 

issues, an experiment had to take place to answer the research question contained in this 

thesis. 

3.1 Literature review  

In order to conduct a thorough literature review, and to find out some of today´s security 

issues, it was required to identify the databases to be searched.  

 

Summon@BTH 

Blekinge Institute of Technology (BTH) has a search engine called Summon@BTH. It is an 

easy and flexible search engine that firstly searches the material that BTH has access to, 

whether it is print or electronic. There one can choose to search the central index, which 

contains more than 500 million records. Summon@BTH also covers many databases, like 

IEEE.org, metapress.com, engineeringvillage.com and metapress.com. 

 

The following databases have been chosen based on the results received after using 

Summon@BTH: 

 Google Scholar 

 IEEE Xplore 

 Inspec 
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The following keywords were used: 

 “Firewall” 

 “Web Server Security” 

 “CSF Firewall” 

  “DoS Attack” 

 “Web Application Security” 

 “SSH Attack” 

 “IPtables” 

 “SYN Flood” 

 “Web Vulnerability” 

 “Port Scan”, 

 “DoS Attack” 

Google Scholar was also used to find relevant publications about popular security issues and 

the following search strings were used: 

 “Security AND SYN Flood OR DoS Attack OR DDoS Attacks” 

 “Firewall security OR web server security issues” 

 “Firewall security AND Port scan OR Open ports” 

 “Web service AND attacks OR hacks OR Hackers” 

 “DDoS attack AND Linux security” 

Relevant articles were determined and chosen, to answer the research question based on the 

following approach steps: 

1. Reading the abstract and finding if it is relevant. 

2. Reading the introduction to understand the paper. 

3. Finding any relevant chapter. 

4. Checking the conclusions 

 

3.2 Experiment 

In order to answer the research question, the need to experiment with the CSF Firewall 

application, and in addition to this, using a number different testing software, were described 

succinctly to evaluate the CSF Firewall.  
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The CSF Firewall application collects some of the data that are needed to identify what attack 

has been made, on which service, and when. The CSF Firewall application also emailed 

subsequent notifications that provided information about the services and the attacks; those 

notifications have been used to collect relevant information about the attacks.  

 

The attacks have been manually generated by putting in wrong inputs and by using programs 

that generated such attacks on the server.  

This experiment provides insight at the CSF Firewall, and gives new experience and evidence 

on how this application provides solutions for the common security issues [5, 6, 7, 8].  

 

First operating system was installed in the server and then the web server service was 

installed, followed by the CSF Firewall, which was then configured. Then the software 

needed to attack the server was installed in the other computer. After the attacks began, a 

monitoring of the way the server reacted was conducted. 

3.3 Experiment requirements 

The CSF Firewall requires a Linux operating system. There are different Linux distributions 

and the Debian Linux operating system was selected, as it is a free operating system. To run 

the test two computers were needed - one to setup as a server and the other with any windows 

computer, to use to attack the server. The following table 1 contains the needed services and 

applications which are described below: 

 

Tools list Usage 

Apache2 HTTP Web server 

PuTTY Terminal Emulator 

Webmin HTTP GUI configuration 

CSF Firewall Firewall security application 

Low Orbit Ion Cannon Stress test software generating DoS attacks 

Network Port Scanner Tool Web based scanner tool for open ports 

Table 1: Evaluation tools and their usage 
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Apache2 

Apache2 is a HTTP Web server that is most commonly used on Linux systems. It’s an open 

source program to serve web pages. A user requests an address via a web browser, such as 

Chrome, Opera or Internet Explorer, and the web server answers and delivers the page to the 

user. Apache2 works on the Hypertext Transfer Protocol and it’s the most common protocol 

used to transfer web pages. 

 

PuTTY 

PuTTY is free open source software written in C for Microsoft Windows. It’s a terminal 

emulator and serial console that lets one communicate with the server, via SSH commands. It 

is useful to remotely connect to other machines and execute commands and manage services. 

 

Webmin 

Webmin is an open source control panel that comes with a web-based graphical user interface 

(GUI). It provides an easy administration of the system via web browser. It has a number of 

functions to manage the server, and has a file manager module that lets us to integrate the 

CSF Firewall inside it to get the CSF Firewall GUI working. 

CSF Firewall 

CSF Firewall is a Stateful Packet Inspection (SPI) firewall, Login/Intrusion Detection and 

Security application for Linux servers. It has a suit of scripts to secure some of the security 

issues, and has a simple GUI that provides an easy administration of the Linux iptables 

firewall. 

 

Low Orbit Ion Cannon 

Low Orbit Ion Cannon is a stress testing Windows software that is open source, and is used to 

stress networks, and to generate DoS attacks. It can be used to attack a website by flooding 

the server with Transmission Control Protocol (TCP) packets. Some security experts use it to 

ensure that the firewall rules can filter the traffic of the DoS attack. 

 

Network Port Scanner Tool 

Network Port Scanner Tool is a tool using raw IP packets, to find out what ports are open on a 

server. It is also used to identify available services running on a server [19]. 
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3.4 Experiment configuration 

In this section, a brief presentation would be made on the way the experiments were 

conducted for the project. All the discussed tools and programs will be used here to follow the 

defined goals in the thesis, and a step-by-step detailed guide will be hereby provided. The 

most of the setup would be done by following the information on the way to install from 

instructions on the application creator’s website.  

 

Server specification  

Linux Debian was used as operating system, with a server with the following specifications 

listed in table 2:  

 

Model IBM System x3200 

CPU Intel Pentium D 915 @ 2 x 2.80GHz 

RAM 1.00 GB 

HDD 60 GB 

NIC 10/100/1000 Full duplex 

Operating System Debian GNU/Linux 6.0 

Table 2: Server specifications 

Computer specification 

A Windows 8 AMD computer with quad processor, 8.00 GB RAM and 1.00 TB hard disk, 

connected to the internet. 

The use of PuTTY 

PuTTY was used to connect to the server through the secure shell (SSH). It provided a simple 

black screen with commando lines. Connecting to the server through PuTTY allowed the user 

to install the tools on the server remotely. 

Webmin installation 

In order to install the target application CSF Firewall, one had to install one of the control 

panels that they support. Webmin is an open source product, and is one of the control panels 

that CSF Firewall supports.  
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Based on the operating system (OS) chosen, some dependencies had to be installed first, in 

order to be able to install the Webmin control panel. The figure 3 below shows the commands 

used to install the dependencies. 

 

apt-get install perl libnet-ssleay-perl openssl libauthen-pam-perl libpam-runtime libio-pty-

perl apt-show-versions python 

Figure 2: Webmin dependencies installation 

 

 

The installation is easy to follow as they have concise instruction page [20] in their website 

that was followed. Figure 4 below shows the installation commando that was used: 

wget http://prdownloads.sourceforge.net/webadmin/webmin_1.620_all.deb 

 

dpkg --install webmin_1.620_all.deb 

Figure 3: Webmin installation 

 

The installation has been correctly done. A working control panel was obtained that could be 

reached via the web browser, by entering the domain name or IP address of the server and 

followed by “:10000” as a port number, where the control panel could be accessed. An 

example: 

http://lozd.com:10000  

 

CSF Firewall installation 

The creators of Configserver.com [16] have also an instruction manual that can be followed to 

install the CSF Firewall application. The easy steps begin with downloading the package file 

from their server and then beginning the installation. The file was subsequently downloaded 

and the application installed by the command as can be seen in figure 5 below: 

wget http://www.configserver.com/free/csf.tgz 

tar -xzf csf.tgz 

cd csf 

sh install.sh 

Figure 4: CSF Firewall installation 

http://lozd.com:10000/
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After the installation was successfully done, the Webmin control panel was logged into, and 

then the module to integrate the CSF Firewall GUI with the control to manage the CSF 

Firewall application was installed. 

 

After Webmin was logged in, the Webmin Modules were accessed under the Webmin 

Configuration in the Webmin menu link. In the Webmin Modules, “/etc/csf/csfwebmin.tgz” 

was located and then Install Module was clicked on. Figure 6 below shows a screenshot of the 

install module section: 

 

 

Figure 5: CSF Firewall Module installation 

 

The successful installation of the CSF Firewall application was completed, and it could be 

found under the System link in the Webmin Control panel. 
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CSF Firewall configuration 

After the CSF Firewall is successfully installed, one can subsequently access its GUI, to 

configure the functions. The figure 7 below shows the main section of the CSF Firewall 

application: 

 

Figure 6: CSF Firewall – Firewall Configuration section 

 

In the figure 7 above, the button “Firewall Configuration” has been highlighted with red line 

around it. This button takes the user to all firewall configurations for all of the functions. 

After the button was clicked, a long page of description with many sections and settings for 

different functions was obtained. There is a select box to choose from. From that select box 

“Connection Tracking” was chosen to check it out and see what features are provided by this 

section. It showed considerable information about this section, describing that it tracks the 

connections from the IP addresses to the server. This section can stop DoS attacks.  
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Figure 7: CSF Firewall - Connection Tracking section 

 

The figure 8 above shows the different settings for the connection tracking section. This 

section was configured by filling the “CT_LIMIT” with the value 300. This value is the 

connections from the same IP address. Then 10 in “CT_INTERVAL” were added, so that the 

CSF Firewall generates a scan, to scan the IP addresses based on this value. In the 

“CT_EMAIL_ALERT” 1 was added to get an email notification when an IP address is 

blocked. 

 

Next the SSH Login failure was configured. The CSF Firewall has a feature for the login 

failure. This function should prevent the hacker from trying to login by trying a combination 

of different usernames and password. By selecting the Login failure section from the select 

box on the top of the firewall configuration page, this could be configured. In the setting 
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“LF_SSHD” 1 was added, that blocks anyone who tries to login to the SSH from the first 

unsuccessful try. 

Next the port scan section was configured, to prevent the hackers from scanning to find open 

ports. This was configured by selecting the port scan tracking section from the select box on 

the top of the firewall configuration page. In the setting “PS_INTERVAL” 60 was added and 

In the “PS_EMAIL_ALERT” 1 was added, that blocks anyone who scan for open ports, and 

also sends an email to the user when someone is blocked, with information about the attack. 

 

3.5 Executing the Experiment 

The following attacks have been generated in the server, in order to check if the CSF Firewall 

can stop the attacks.  

DoS attack 

“Low Orbit Ion Cannon” program was started from the Windows computer to start attacking 

the server. As can be seen in figure 9 below, “lozd.com” was added in the URL field, and then 

“Lock on” button was clicked. The program brought the server IP address “66.85.169.140” in 

the selected target section. Then the “HTTP” was selected from the method select box and the 

attack was started by clicking on the “IMMA CHARGIN MAHA LAZER” button in the 

Ready box on the right top of the program window. 

Figure 8: Low Orbit Ion Cannon attacking the server 
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SSH attack 

A very simple set of attacks were generated to the SSH. They were started by starting the 

PuTTY and entered the information for the SSH server and clicking on open. Then “root” was 

entered as a username, and “123456” was entered as a password. The connection timed out 

and nothing happened. It was tried one more time, but it could not establish a connection to 

the server. 

 

Port scan 

Then “http://www.ipfingerprints.com/portscan.php” was accessed and from there, the web 

based Network Port Scanner Tool was used, by entering the targeted server IP address 

“66.85.169.140” and added “Start Port” to 0 and “End Port” to 20000 then clicking Scan. 

 

4. Results 

4.1 Result of Literature Review 

E-commerce based business depends heavily on the security of the websites and portals. It is 

very important for sites to have secured payment system as well as customer information, 

because their leakage can result into huge payment issues for the clients, as their banking 

security can be compromised. Moreover, a website in itself should be heavily insured against 

hack attacks. Without the protection from hack attacks, any site can be very vulnerable to a 

serious takeover, or compromise of system information, which is a very difficult situation for 

any site [4]. This is the key issue that this thesis would like to address, and provide remedial 

sources that would inherently deal with the same. 

To begin with, portals which do not have security are prone to be hacked easily, and if these 

sites have information of the people who deal with it, the same can be used to compromise 

users. For example, credit card details can be used to make purchases or withdraw cash. 

Similarly, information about a person’s address, phone number, email, et al, can be used to 

create fake IDs or accounts, and based on that, a number of things can be done. It is therefore 

imperative to take action against such crime [4, 16].  

Firewalls are a good way of securing the web server properly, and through our experiment, we 

have come to a decision about securing an SSH connection with a strong firewall, and its 

effective nature [4]. By securing the web server properly, a secured e-business will be 

http://www.ipfingerprints.com/portscan.php
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obtained that is not going to be vulnerable to hacks and common web service threats which 

include:   

• Unauthorized access 

• Data Alteration 

• Spying network privacy 

• Disclosure of configuration file/data 

• Message replay 

• SQL Injection 

• Scanning and Access 

• Identity Spoofing 

 

These threats have been summarized and researchers tell that one should be aware of them, 

and that it is important to implement a well-configured firewall, to stay protected against 

hackers. The firewall filters the data, and that increases the security and also protect against 

any scanning programs. As a conclusion, the researchers summarize that there are many 

spying programs scanning to find holes to breach the security. One can analyze the major 

threats and follow the tips to make a secure transaction in the websites. 

The SSH dictionary attacks is a serious security threat because it leads the hackers to the core 

of the server and then one finds himself with a compromised server, with all its data 

vulnerable and prone to theft. If a hacker continuously guesses a username and password pair, 

chances are he/she will guess the right login information sooner or later, especially with 

today’s multi-core computers which can come up with n number of user id and password 

choices. The researchers have proposed a method to detect the dictionary attacks to the SSH. 

The method they proposed also distinguishes if the attack succeeded or not [5].  

 

4.2 Experiment results 

The considerable experience obtained after testing the CSF Firewall prove that this 

application is a very detailed in its sections. The settings are easy and the functions are 

memorable, because they start with two letters which refers to the function name, like 

“CT_INTERVAL”, where C is “connection” and T is “tracking” and that is easy to remember 
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and can be followed by the word for the setting. The sections are categorized in three main 

simple categories. It’s easy to check if the CSF Firewall is enabled, as it shows the status in 

the header of the page clearly. There are different views to view the sections and this gives an 

easy way to manage a specific section quickly. 

DoS Attacks 

The function for the “Connection Tracking” in the CSF Firewall configuration section has 

been duly configured. Then a series of attacks were generated against the server. Within10 

seconds of the attacks CSF Firewall had begun scanning to track the connections, and the 

attack was stopped. When CSF Firewall application at the server was checked, it was found 

that in the “Temporary IP Entries”, the attacker computer’s IP address was entered. Farther 

on, when the consigned email was checked for any notifications, an email from the 

application was found about the attack as can be seen in the figure 10 below: 

 

Figure 9: An Email about the DoS attack from the CSF Firewall 

 

SSH attack 

After configuring the function, and an attempt to login was made to the SSH with the wrong 

username and password from the first try it was noticed that there were no any answer from 
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the server and when the deny list was checked in the CSF Firewall, it was found that the 

attacker IP address was in it.  

 

This function was protecting the SSH by adding the IP of  the attacker in the deny list, so 

when a user tried to connect to the server, first of all the CSF Firewall checked if the IP 

address was banded, and once that was confirmed, all the connections to the server from that 

IP address was succinctly denied. 

 

Port Scan 

The port scan stopped directly after the attack began. The email was checked for any 

notifications from the CSF Firewall about the attack. An email was obtained with the 

information about the attack as can be seen in the figure 11 below: 

 

  

Figure 10: An Email from the CSF Firewall about the port scan attack  
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5. Discussion 

The threat to security and breach of security is any server administrator’s nightmare, 

especially when it comes to large portals containing masses of user information and, more 

importantly, account information. With the high numbers of customers operating their bank 

accounts and other details online, it is incredibly difficult for people to keep track of their 

personal information, and the places they provided it in.  

Through the last decade, researches have been working on the different security issues and 

threats [4, 5, 6, 7, 8, 9, and 10]. Some researchers have been looking to find methods to stop 

the attacks, while others have listed threats to the web service and recommended 

implementing well configured policy rules. Although, when searching, any research about an 

application that secures different server services and security aspects was not noted by me, but 

it was found through my experiments that the CSF Firewall is a good application that stopped 

the attacks to the server at the very first stage, and filtered the incoming and outgoing packets 

in a simple way by configuring the tested functions.  

Filtering the hacker´s packets means that the hackers are being blocked from communicating 

with the server, which in turn misleads the hackers into believing that there is no server, and 

thus, hacking the unknown system becomes impossible. This means that the CSF Firewall is a 

useful application that actively keeps the threat of security breach under control and provides 

a web of safety for the server to function smoothly.  

 

6. Conclusion 

The aim of this thesis was to provide significant insights into the CSF Firewall and give new 

evidence on the way to resolve some of the security issues by using this application. The 

results provided the needed information to answer the research questions started in this thesis. 

Q1: What server security issues have been researched about in the recent years? 

The first research question was to collect data about the numerous server security issues in 

order to know the threats of today, and to find out possible solutions. The researches already 

made provided extremely valuable information about the security issues that threats the E-

businesses of today [4]. Some researchers have been researching the first stage of an attack 

and provided solutions for the Port scan [8], others have been researching the SSH attack [5] 

and its impact if the hacker successfully access the SSH. Another group has studied SYN 
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Flood [6] and its impact which leads to prevents legitimate users from using a service such as 

HTTP web server service to browse the target website. Other researchers were looking into 

the failure of a server caused by the DoS attack [7] and its impact on compromising the 

server. Last and not the least, the firewall and its functionality in the server [10]. In the end, it 

can be seen that firewalls create a web of security around a portal which is difficult to breach. 

Through my extended research it was found that there are ways to breach the security of a 

particular site, and to combat that, a good firewall must be installed, to ensure the security 

levels of the site. All the papers found [4, 5, 6, 7, 8, 9, and 10] answered the research question 

that SSH attack, Port scan, DoS attack and SYN Flood are the recently researched server 

security issues and that led to the second research question in order to investigate how the 

CSF Firewall provide solution for the hottest server security issues, and address them.  

Q2: How does the CSF Firewall secure the server against DoS attacks, Port scan and 

SSH attack? 

The experiment results provided extremely valuable results which show that the CSF Firewall 

is able to detect DoS attacks, Port scan and SSH attack. Based on the configuration made, the 

CSF Firewall blocked the connections from the attacker to the server in order to protect the 

server. Such defenses make it impossible for the attacker to communicate with the server and 

lead to secure the server services. Further on, it was found that the CSF Firewall emails 

notification to the administrators are meant to notify them about the attacks, and to let them be 

prepared for any future attacks and update their policies. 

In the conducted literature review I could not find any research conducted about firewall 

application that provides solutions for server security issues. The experiment provides insight 

at the CSF Firewall, and gives new experience and evidence on how to stop SSH attacks, DoS 

attacks and Port scan and adds new information to the existing researches [5, 6, 7, 8, 9 and 10] 

about how to resolve these security issues. This thesis with its answered questions and unique 

evaluation of the CSF Firewall is my contribution to the existing researches conducted 

already. 
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