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Abstract 
 
As computers are getting integral part of daily lives, threats to privacy 
and personal information of users are increasing. Privacy-Invasive 
Software (PIS) is common problem now days. A reputation system 
named the PISKeeper system has been developed as countermeasure 
against PIS. This thesis aims at evaluating this system in order to know 
how and to what extent the PISKeeper system helps users in selecting 
the right software for their computers. Quantitative approach was 
adapted to evaluate the PISKeeper system. An experiment was 
designed and executed on computer users from different age groups 
and experiences in controlled lab environment. The results have proved 
that the PISKeeper system helped users in selecting right software for 
their computer by providing essential information about the specific 
software and comments from previous users of that software. Apart for 
evaluating the PISKeeper system, this thesis also aims to suggest 
improvements for the system. 
 
Sometimes PIS is bundled with legitimate software and users are 
informed about this by stating in End User License Agreement 
(EULA). Usually the users do not read EULA before accepting it 
giving consent to whatever written in it. This thesis also aims at 
suggesting an alternative way to present EULA content so the user may 
be informed about the behavior of the software in more convenient 
way. 
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1. Introduction 
Now-a-days computers are increasingly getting integral part of daily 
life [6]. Computers are being used in almost all aspects of life and 
everyone is getting different advantages from computers in different 
ways. Different threats are emerging as the use of computers is 
increased for different purposes.  
 
This thesis will discuss Privacy-Invasive Software (PIS) and a 
countermeasure solution based on reputation systems. The main focus 
is to evaluate what users think of such a system by measuring their 
attitude towards a proof-of-concept tool. However, first we start with a 
background on spyware. 

1.1. Background 

In the past, the most dangerous threats were computer viruses. 
Computer viruses generally refer to programs that unintentionally get 
into computers, disrupt the normal operation, and cause damage to data 
and programs [32]. There are different types of viruses that cause 
different damages to information and programs stored on computers. 
The first virus “in the wild” is reportedly the 1986 Brain virus released 
by two Pakistani brothers [24]. After the first computer virus, 
thousands of viruses were created and distributed all over the world 
through different means. According to Symantec [33], 73148 viruses 
are found. Viruses destroyed and damaged a lot of information and 
computers in recent years. Different companies launched different 
software to tackle different kinds of viruses. A number of anti-virus 
software are available in the market to fight viruses. The providers of 
these anti-virus software also provide regular virus definitions to handle 
latest viruses. 
 
World is still fighting with viruses when another threat come into 
existence gradually in recent past. This development resulted in affecting 
user’s privacy by the occurrence of PIS, loosely labeled as spyware [6]. 
Computer user’s personal information is the main concern in this newly 
developed threat. According to the webroot’s spyware statistics for the 
first quarter in 2006, about 90% of all home computer users are 
infected with spyware [6]. 
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Spyware is defined as “any software that monitors user behavior, or 
gathers information about the user without adequate notice, consent or 
control from the user” [1]. Spyware can gather information about 
websites visited or something more sensitive like username and 
password, and credit card. 
 
Most of the users don’t know that spyware is running on their system as 
they rely on anti-virus software and/or firewalls to protect them. Anti-
virus programs are used for protection against viruses, worms, Trojan 
horses, and some from of spyware. Users sometimes receive spyware 
hidden in another application [19]. Such software sneaks into systems 
and hide deep inside the core, out of reach from user’s control [7]. 
Spyware run invisibly in the background and monitor user’s activities 
and send back that captured information to the originator. 
 
End User License Agreement (EULA) is a legal document that states 
terms and condition to use software. It is very important to read EULA 
before agreeing upon because spyware is sometimes embedded in 
another application, which is stated in EULA [19]. Usually users don’t 
read the EULA before accepting it, giving consent to whatever is 
written in it. PIS or spyware is discussed in detail in the following 
chapter. 

1.2. Thesis Outline 

Figure 1.1 depicts the thesis outline. Part I first constitutes an 
introduction and background for the thesis, before describing the 
research motivation, research objectives, and research questions. 
 
Parts II consists of actual contributions, which includes the experiment 
design, the way the experiment was carried out, data analysis and 
associated results. This part also includes the discussion, conclusion 
and future work. 
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Figure 1.1: Thesis Outline 
 

1.3. Definitions 

Throughout this thesis, we use a number of different key concepts, 
which are defined in the following as:  
 
PIS: Privacy-Invasive Software, or spyware, any software that 
monitors user behavior, or gathers information about the user without 
adequate notice, consent or control from the user [1]. (Further 
described in detail in chapter 2) 
 
EULA: End User License Agreement, a legal document that states 
terms and conditions to use software, which the user must agree upon. 
 
Malware: Malware is a set of instructions that run on your computer 
and make your system do something that an attacker wants it to do 
[29]. 
 
Adware: Adware is a category of software that displays commercial 
advertisements, often tuned to the users’ interests [18]. 
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Privacy: It is hard to define privacy in single line. Privacy isn’t just 
about hiding things, it’s about self-possession, autonomy, and integrity 
[13]. So, it’s all about a person’s private property like piece of land, 
personal information, etc. 
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2. Privacy-Invasive Software 
We will discuss the concept of privacy-invasive software (PIS), which 
is loosely labeled as spyware [5], including its distribution, 
implications, and countermeasures. At end of this chapter, a system 
named PISKeeper will be discussed. This system utilizes a 
collaborative reputation system for mitigating PIS. 

2.1. Retrospective 

In the past viruses were computer users’ main concerns for security 
breaches. However, today spyware is beginning to lead the race of 
computer security concerns [22]. In early 2000, Steve Gibson presented 
first definition of spyware. He came to define this after realizing that 
some software has stolen his personal information with out his consent. 
The definition states [14]: 
 

“Spyware is any software which employs a 
user’s Internet connection in the background 
(the so-called ‘backchannel’) without their 
knowledge or explicit permission.” 

 
This definition was the indication of spyware existence. As this concept 
was evolved later, much new functionality have been added and 
different behaviors have also been observed. This has resulted in 
formation of a number of synonyms, e.g. thiefware, evilware, 
scumware, trackware, and badware [5]. Because of all these synonyms, 
it’s hard to tell a single standard definition of spyware. 
 
Another definition of spyware says “any software that monitors user 
behavior, or gathers information about the user without adequate 
notice, consent or control from the user” [1]. 
 
A coalition named Anti-Spyware Coalition (ASC) has been constituted 
by public interest groups, trade associations, and anti-spyware 
companies. According to findings of this coalition, the term spyware 
should be used at two different abstraction levels [2]. The first level 
states: 
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“In its narrow sense, Spyware is a term for 
tracking software deployed without adequate 
notice, consent, or control for the user.” 

 
It looks similar to Steve Gibson’s original definition of Spyware. Since 
this definition doesn’t cover all identified synonyms, ASC also 
provides a wider definition that is more abstract compared to the first 
one: 
 

“In its broader sense, spyware is used as a 
synonym for what the ASC calls ‘Spyware (and 
Other Potentially Unwanted Technologies)’. 
Technologies deployed without appropriate 
user consent and/or implemented in ways that 
impair user control over: 
1) Material changes that affect their user 
experience, privacy, or system security; 
2) Use of their system resources, including what 
programs are installed on their computers; 
and/or 
3) Collection, use, and distribution of their 
personal or other sensitive information” 

 
In the above definition of spyware two central aspects are described. 
First is the appropriate user consent and secondly the impact that 
spyware impair on users and their computer systems. 
 
In addition to ASC, there is another group called StopBadware.org that 
has tried to define spyware. This group consists of actors such as 
Google, Oxford University, Lenovo, Sun Microsystems, and Harvard 
Law School [31]. Their proposed definition span over several pages, in 
short it looks like [30]: 
 

“An application is badware in one of two cases: 
1) If the application acts deceptively or 
irreversibly. 
2) If the application engages in potentially 
objectionable behaviour without: first, 
prominently disclosing to the user that it will 
engage in such behaviour, in clear and non-
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technical language, and then obtaining the 
user's affirmative consent to that aspect of the 
application.” 

 
Looking at the definitions by ASC and StopBadware.org, it is easily 
understood how difficult it is to define spyware. It is because of 
continuous evolution, addition of different functionalities and other 
behaviours shown by the spyware. Previous research has identified a 
problem with the lack of standard spyware definition [15]. A joint 
conclusion is that it is important, for both software vendors and users, 
that a clear separation between acceptable and unacceptable software 
behaviour is established [9, 27]. A commonly agreeable definition of 
spyware is not yet defined. The basic reason for this is the difference in 
believes of different users i.e., one user regards software as legitimate 
while others regard it as spyware. To encapsulate different behaviours 
and functionalities provided by different spyware, a new term is 
introduced by Bengt Carlsson and Martin Boldt [6]. It states: 
 

“We therefore choose to introduce the term 
privacy-invasive software (PIS) to encapsulate 
all such software. We believe this term to be 
more descriptive than other synonyms without 
having as negative connotation. Even if we use 
the word “invasive” to describe such software, 
we believe that an invasion of privacy can be 
both desired and beneficial for the user as long 
as it is fully transparent, e.g. when 
implementing specially user-tailored services or 
when including personalization features in 
software.” 

2.2. Distribution 

There are three different spyware distribution types. Firstly, spyware-
bundled applications with user consent. Secondly, ActiveX break-inns 
through Microsoft’s web browser, Internet Explorer [35]. And thirdly, 
deceptive means for installing any spyware from remote website. 
 
Spyware is sometime embedded in another application [19]. Software 
vendors offer some legitimate software “free of charge”. Users find that 
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software useful, and download and install them without questioning 
and being aware of bundled components. Such sort of spyware-bundled 
applications claim to inform user by stating their presence in the End 
User License Agreement (EULA). EULA is very important to read 
before installing any software because it is a legal document that states 
terms and condition to use software, which the user must agree upon. 
EULA is presented in inconvenient way e.g. displayed in small 
windows and in a manner that interrupts the installation process [16]. 
Due to this inconveniency and the length and formal language of 
EULA, usually users don’t read it before accepting it, giving consent to 
whatever is written in it. In this ways, users are agreeing to install 
bundled (piggyback) spyware on their machine. 
 
Exploitation of security vulnerabilities in the users’ computer system is 
another way of spyware distribution. Internet Explorer, a web browser, 
provided by Microsoft is often used for this purpose because of some 
security flaws [5]. Attackers are encouraged to run programs of their 
choice on users’ computers due to any software vulnerabilities present 
on users’ computers. While surfing through Internet Explorer, the 
attackers’ website asks for some ActiveX control to be installed on 
computer in order to start a spyware installation. Once the attackers 
gain the control of users’ computer, it’s possible for them to install any 
desired application on users’ computer without any notice. 
 
The third way of distributing spyware is the use deceptive means in 
order to install any spyware on users’ computer from a remote website. 
Modern Web browsers do not allow software to be directly installed 
from remote websites unless the user initiates the process by clicking 
on a link [5]. Software vendors sometimes offer online security tests in 
order to protect their computer from undesired installations by clicking 
on links provided on their websites. When users click on such a link, 
spyware installation starts behind the scene without user notice. The 
use of such deceptive tricks allows software vendors to manipulate 
users into unknowingly clicking on such links [20]. Another example is 
that a pop-up dialogue appears while surfing on the Internet and it 
looks like standard Windows dialogue box that asks to scan computer 
for any spyware. There can be two links that are similar as Windows 
standard buttons displaying, “Yes” and “No”. Drive-by download is 
started if user presses any of the buttons.  
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2.3. Implications 

As discussed in the previous section, spyware programs are distributed 
through different ways. This distribution leads to some implications. In 
this section, we will study how spyware affect the users’ computer. The 
major concerns relates to security, system performance, privacy and 
gradual degradation of users’ computers. These effects can be 
structured as follows [3, 26, 28]: 
 

• Privacy implications: Spyware monitors users’ activities and 
captures personal information with out users’ consent, which 
makes it privacy-invasive [5]. Personal information of the users 
is collected from their computers without consent that is used 
for any purpose. User’s behaviour, websites visited, and interest 
are monitored. Based on this information different ads are 
displayed while surfing on Internet in invasive and undesirable 
manner. Such software behaviour negatively affects both the 
privacy and computer-experience of the users [35, 37]. 

 
• Security implications: Spyware installation leads to system 

vulnerabilities [5]. Through Spyware, any attacker can get 
control of users’ computer system and install or uninstall any 
desired program. It’s a major threat to security as the attackers 
control and drive users’ computers to their desires [2]. 

  
• Computer capacity consumption: The spyware is installed on 

users’ computers without their consent or in uninformed way. 
Therefore spyware uses system resources without the 
knowledge or consent from the users. These resources include 
memory, storage, and CPU. Spyware execution results in 
overloading computer system thus affecting the performance 
[17]. 

 
• System usability reduction: As spyware is installed on 

computer, its affects the system usability by showing 
unexpected system behaviour. Instead of using the system 
capability in real task, a major portion of system resources is 
dedicated to unwanted spyware. In this way, computer 
performance is gradually degraded and users experience strange 
behaviour from the system. 
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• Bandwidth consumption: Bandwidth consumption is increased 

as spyware executes on the computer [8]. Moreover, it is badly 
affected when spyware shows ads with 3D graphics, sounds or 
heavy images. It is irritating for the users when they observe 
undesired behaviours from the system due to spyware and the 
bandwidth is used for other purposes instead of real important 
tasks. 

2.4. Countermeasures 

Due to unbearable implications of spyware on users, there is new group 
of software labelled spyware countermeasures or anti-spyware 
emerged. There exists different software for detection and removal of 
spyware. These software often work the same way as common anti-
virus software, using a signature database of spyware, and comparing 
these signature files on the local computer [10]. There are also software 
available that scan Windows registry in order to know presence of 
different spyware on the computer system. 
 
Sometimes legitimate software installs other related application in 
order to collect user information by informing users. These related 
applications are sometimes declared spyware by the anti-spyware 
programs. When a legitimate software or part of that software is 
removed by anti-spyware, it violates the EULA that user has agreed 
and removing part of legitimate software may result in malfunctioning 
of that legitimate software. It may also result in legal issues. 
 
To help mitigate the effects from PIS, the use of collaborative 
reputation systems for preventing the infection and distribution of PIS 
is proposed [5]. A proof-of-concept system named PISKeeper1 has 
been developed in this regard. In the next section, we will discuss 
PISKeeper. 

2.5. PISKeeper 

In this section we will describe a system that mitigates PIS based on a 
collaborative reputation system. When users install software on their 

                                                 
1 http://www.softwareputation.com/ 
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computer, no authentic information is available whether the software is 
PIS or not. The PISKeeper system will ask the user for permission if 
the software in question should be allowed to enter the system or not. 
The information presented consists of opinions from all previous users 
of that specific software. Based on the provided information, user can 
better decide if the software should be allowed to install on computer or 
not. In this way, PISKeeper increases user awareness about software 
behaviour and moreover, users are informed about the usability, rating, 
efficiency and quality of the software before letting it into their 
computer. 
 
The PISKeeper asks its users to grade all software they frequently use. 
User can share experience about any specific software in order to make 
it convenient for other users in selecting right software for their 
computers. In this way, it’s basically an opinion sharing system about 
the commonly used software that can be widely helpful in selecting 
legitimate software for the computer. 
 
The PISKeeper system is built with the aim to help users in selecting 
the right software for their computer. Apart from that, it also includes 
several security issues that must be considered. For example, vendors 
of PIS can boost the reputation of their software by increase the rating 
of the software. To address security threats, the following suggestions 
are recommended [5]: 
 

1. Single users should only be allowed to cast one single vote on 
specific software. 

2. Users can only cast their vote for specific software after having 
used it for a specific time. This is to make sure the user has been 
able to reach his/her opinion about the software. 

3. Ratings and comments by users should also be rated i.e. new 
users will have low influence as compare to the older ones. If 
the new users provide the system with useful information, they 
will become more trustworthy and will have more influence. 

4. Users will be allowed to anonymously rate the comments of 
other users about specific software in order to stop negative 
boosting of reputation of any software. 

5. Signing up for using the system should include non-automatable 
procedures to prevent an attacker from automatically signing up 
a large amount of new users. 
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This master thesis aims at evaluating to what extent this system affect 
users’ decision making. Secondly, this work should discover 
improvement suggestions for such a reputation system. 

2.6. Summary 

Privacy-invasive software are threatening security and privacy of 
computer users as the use of computers is increased day by day. In the 
past, computer viruses were the major threat to computer security and 
information about the users’ privacy was not threatened. There are 
different ways of distributing PIS without user consent. Application-
based distribution is the most effective way to entice users. EULA 
comes in question when users don’t read it before accepting it and 
giving consent to whatever written in it. Different countermeasures 
against PIS are built but their efficiency varies A newly built software 
reputation system has been proposed to tackle PIS. This master thesis 
will evaluate how soon a reputation system affects users’ decision 
making when installing software. 
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3. Research 
3.1. Motivation 

PIS is a major problem for both corporate and home computer users 
and it is an ever-increasing threat [6]. Spyware outbreaks are escalating 
from productivity problems to a security issue affecting vast number of 
computer user [25]. Now-a-days computers are increasingly getting an 
integral part of daily life [6]. This development affects users’ privacy 
by the occurrence of PIS, loosely labelled as spyware. Since, there is 
lack of information about PIS; there is a need of methods for informing 
users about the negative behaviour of such software. 
 
Today, several countermeasures against questionable software exist, 
but most of them use a reactive rather than a preventive approach, i.e. 
removing software once it already has found its way into the system 
[5]. A system named PISKeeper has been built as a preventive 
approach to mitigate PIS by telling users about software behaviour 
prior to installation. This system aims to help users in selecting the 
right software for their computers. The question is how helpful such a 
system really is according to computer users. 

3.2. Objectives 

As a collaborative reputation system against PIS now is available, the 
major question is whether this system is helpful for the users or not? 
The objective of this thesis is to measure to what extent the PISKeeper 
system is helpful for computer users. In addition to this, improvement 
suggestions for the PISKeeper system will be presented. Yet another 
objective of this work is to suggest alternative ways of presenting 
EULA. 

3.3. Research Questions 

We believe that the collaborative reputation system, the PISKeeper, 
should be capable of providing the expected results. Hence, we intend 
to address the following research questions: 
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1. How, and to what extent does the PISKeeper system affect 
users’ decision making in selecting software for their computer? 

2. How can the PISKeeper system be improved in order to inform 
the users about any software in a more reliable way? 

3. How can the EULA content be presented in a more user friendly 
manner? 

3.4. Research Approach 

The research will be conducted using both quantitative and qualitative 
research methodologies. An experiment will be conducted where a 
number of users will install different software on computers running 
both with and without the PISKeeper system. Then opinions of the 
users will be gathered using both self-compilation surveys and 
interviews. Statistical analysis on data gathered during experiment will 
be performed. From the users’ opinions a number of conclusions will 
be drawn on how the system influences the users. It will also be 
investigated if this system really improves users’ ability to distinguish 
legitimate software from questionable ones when installing new 
software on their computers. 
 
Qualitative research methodology will be adopted for presenting 
improvement suggestions for betterment of the PISKeeper system. 
Alternative ways to present EULA will also be suggested. 
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4. Experiment 
4.1. Design of Experiment 

Experiment design is not a simple task; a lot of preparation is needed to 
design an experiment [11, 36]. It is important to design experiment 
properly as it plays important role in the success of an experiment. If 
the design is not properly designed, results of the experiment can be 
affected adversely. This section discusses the steps involved in the 
design of experiment.  

4.1.1. Selection of Variables 

A variable refers to a characteristic or attribute of an individual or an 
organization that can be measured or observed and that varies among 
the people or organization [11]. 
 

• Independent Variables: Information provided by the PISKeeper 
about any software is used as independent variable. 

 
• Dependent Variables: ‘User decision’ is used as dependent 

variable. 
 

• Context Variables: The selection of context variables described 
below is based on research framework provided by Berander 
[4]. 
 

- Environment: The experiment is performed in a 
university environment. 

 
- Study Setup: Simple and easy to use web-based tool is 

used to gather data in a database. Web-based tool is used 
because it provides simple graphical user interface that 
is easily understandable, and changes can easily be made 
in design. Work mode is individual; all participants 
performed the experiment individually. The experiment 
was conducted in a closed environment in SecLab at 
BTH using Windows XP Operating System with Service 
Pack 2. Duration of the experiment was 30 minutes. 
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Time was estimated before the execution of experiment. 
As far as the role of researcher is concerned, he is 
master student at BTH and the supervisor was also 
involved in this experiment. 

 
- Subjects: This experiment was conducted on students 

studying in different programs at BTH. A total number 
of 51 subjects participated in the experiment. 

4.1.2. Selection of Subjects 

In this experiment, selection of subjects is based on convenience 
sampling. In convenience sampling, most conveniently or easily 
accessible participants are selected [36]. The students in different 
programs at BTH are easily accessible so they are selected as 
participants. It means participants were not employed at any company 
where they have to follow certain company policy.  

4.1.3. Experiment Design 

In this experiment, we have used “one factor and two treatments” 
design type. The factor is “decision making” of the users when they 
install any specific software on their computer and treatments are how 
and to what extent decision making is affected when users install any 
software “without adequate information” and “with adequate 
information”. 
 
Participants answered a set of questions after installing different 
software. There were also some general questions and follow up 
questions. All questions are presented in Appendix-A. We used Likert 
scale to rate the answers to the questions. 

4.1.4. Instrumentation 

• Object: The knowledge or information about any specific 
software prior to installation is used as object in this 
experiment. 

 
• Guidelines: Participants of the experiment were informed well 

in advance. A detailed guideline was sent to the participants by 
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email a week before experiment. 15 minutes presentation was 
given to the participants before the start of the experiment. 
Participants were provided with (1) aim of experiment, and (2) 
instructions to perform experiment 

 
• Measurement Tool: Data is collected in database. 

4.2. Threats to Validity 

When an experiment is executed and results are generated, the most 
important question is how valid are the results? In order to validate 
results, threats to internal validity must be minimized. Following are 
the threats to internal and external validity. 

4.2.1. Threats to Internal Validity 

• Time constraint: Time constraint can have impact on results. If 
participants have to perform experiment in a limited amount of 
time, the results would be affected. To overcome this threat, 
participants were given as much time as they needed. There was 
no time limit to perform experiment. 

 
• Knowledge about spyware: Another threat is knowledge about 

spyware. If the participants don’t have knowledge of what the 
experiment is all about, it would have impact on the results. To 
cope with this threat, most of the participants were selected 
from 1st and 2nd year of security engineering program at BTH 
and the rest from other fields related to computer science and 
software engineering. 

 
• Instrumentation: If the experiment is not properly designed and 

irrelevant questions are asked then this threat would have huge 
impact on results. To overcome this threat, pilot testing of the 
experiment was done, where experienced people tested the 
experiment before real execution. 

4.2.2. Threats to External Validity 

External validity threats arise when experiments draw incorrect 
inference from the sample data to other persons [11]. 
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We have selected experienced participants, most of them from security 
engineering domain. This is considered as threat to external validity of 
the experiment. We have focused on experienced participants, so the 
results cannot be considered for non-experienced or general public.  

4.3. Experiment Execution 

In this section, we will discuss different steps that were involved in 
performing real experiment. We start with checklist and preparations 
that were done before the execution of experiment. 

4.3.1. Preparations before Experiment 

Following are the tasks that were performed before the execution of 
real experiment. 
 

• Literature Study 
• Design of Experiment 
• Commit Participants 
• Pilot Testing of web-based system for data collection 

4.3.2. Selection of software 

Total number of selected software for the experiment is five. Two 
software were legitimate and three software were bundled with 
spyware. This categorization is further divided in two parts. Table 4.1 
shows further classification of the software categories. 
 

Category Software Knowledge 
1. TMR Unusual Legitimate 

software 2. WinZip Commonly Known 
1. ABC Scrabble Unusual 
2. RadLight Unusual 

Spyware 
bundled 
software 3. Italian Soccer Commonly Known 

 
Table 4.1: Selected software for experiment 

 
Software were installed in following sequence: 
 

1. ABC Scrabble 
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2. TMR 
3. RadLight 
4. Italian Soccer 
5. WinZip 

4.3.3. Execution 

Experiment was executed in two phases on 51 participants. In the first 
phase, there were 29 participants from Bachelor of Security 
Engineering program in 2nd year at BTH. In the second phase, 14 
participants were from Bachelor of Security Engineering program in 1st 
year and 8 participants from different Master programs like Computer 
Science, Software Engineering, and Intelligent Software Systems at 
BTH. 
 
In the phase one, 29 participants were divided into two groups because 
of the availability of computers in the SecLab at BTH. 17 participants 
were in group one and 12 were in group two. In the phase two, 22 
participants were divided into two groups, first group with 14 
participants and second with 8 participants. 
 
Participants were asked to answer few general questions in the 
beginning. Then every participant installed all five software one by one 
without any aiding mechanism and answered a set of questions after 
installing each software. 
 
Aiding mechanism i.e. the PISKeeper system was then enabled before 
proceeding further. This system will provide information about the 
software that is going to be installed on the computer. Now, all the 
participants were asked to install all five software again one by one, 
with the PISKeeper system enabled. After installing every software, a 
set of questions was answered by the participants.  
 
In the end, there were final questions that all participants were asked to 
answer. Total time consumed in experiment for each group was 30 
minutes. 
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4.3.4. After Experiment 

Data has been collected and the major task now is to analyze the 
collected data and produce the results. This is presented in the 
following chapter.  
 
After producing the results, all the participants were informed about the 
results through email and publication on WWW. 

4.4. Summary 

Design of experiment includes different steps. Starting with goal 
definition, it passes through defining hypothesis, selection of variables 
and subjects, experiment design, and instrumentation. When the design 
is complete, it was verified and all tasks were performed that were 
necessary to complete before execution.  Real execution was done in 
the SecLab at BTH. 
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5. Analysis and Results 
Data has been collected in database. This data was imported in 
Microsoft Excel workbook for the sake of simplification and ease of 
use. Results will be presented in graphical and tabular form. 

5.1. General Statistics Analysis 

We start with the general questions, which include age, computer 
experience, and knowledge of spyware. Provision of this data will 
enable the reader to keep in mind the basic stats of the participants, and 
experience in computers and spyware. 

5.1.1. Age and Sex 

Figure 5.1 shows the number of male participants in different age 
groups. There were no female participants in the experiment.  
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Figure 5.1: Age group of the participants 
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5.1.2. Computer Experience 

Computer experience of all participants is depicted in figure 5.2. It is 
defined in term of percentage against each group. 
 

0-5 years
8%

6-10 years
45%

11-15 years
35%

16-20 years
12%

0-5 years
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11-15 years

16-20 years

 
Figure 5.2: Computer experience of the participants 

 
Most of the participants were having computer experience more that 5 
years. 

5.1.3. Knowledge of Spyware 

It was important to know if the participants have knowledge of 
spyware. This factor affects the results. So, we measured three 
parameters in this regard, knowledge of spyware, if participants have 
previously had any bad experience from spyware, and their concern 
about the consequences from spyware. 
 
 
 
 
 
 



 23

 

8 8

21

24

19

24

14
12

6 5

8

0 0

4

0
0

5

10

15

20

25

N
um

be
r o

f P
ar

tic
ip

an
t

Stro
ngly 

Agree

Agree

Neu
tra

l

Disa
gree

Stro
ngly 

Disa
gree

Knowledge of Spyware
Bad Experience from Spyware in Past
Concerned about Consequences from Spyware

 
Figure 5.3: Knowledge of spyware 

 
10% of the participants didn’t have knowledge of spyware. All 
participants had bad experience from spyware in past except 24%. All 
participants showed their concerns about the consequences from 
spyware. 

5.2. Analysis of Users’ Decision Making 

After gathering some general stats of the participants, it is time to 
analyze the users’ decision making. We adopted the procedure that the 
participants installed five software. Once without aiding mechanism 
and secondly with the aiding mechanism i.e. the PISKeeper system. It 
has also been mentioned that two software were legitimate while the 
other three were spyware. 
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Now, we will analyze how and to what extent the PISKeeper system 
does affect users’ decision making in selecting right software for their 
computer. We compared the users’ decision for each software 
separately, both with and without the PISKeeper system. 

5.2.1. Software 1: ABC Scrabble 

The first software used in our experiment was “ABC Scrabble”. This 
software is PIS according to stopbadware.org [31. It is bundled with 
spyware and distribution mechanism is explained in section 2.2. It 
installs additional applications and components without telling the 
users. It also attempts to install additional software well after the initial 
installation. It fails to uninstall bundled software when the main 
program is uninstalled [31]. 
 
Information provided by the PISKeeper system regarding ABC 
Scrabble is shown in appendix B:1. 
 
Question 1: I am already familiar with this software. 
 

Agree
4% Neutral

2%

Disagree
94%

Agree
Neutral
Disagree

 
Figure 5.4: Familiarity with software 1 (ABC Scrabble) 
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Figure 5.4 shows that 94% of the participants were not familiar with the 
software in question. 4% participants knew this software before. The 
rest 2% were neutral. 
 
Question 2: This software is definitely legitimate. 
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Figure 5.5: Software is definitely legitimate (results without and 

with the PISKeeper system) 
 
Figure 5.5 shows 22% participants are agreed that this software is 
legitimate, 49% are neutral and 29% said this software is illegitimate 
without the PISKeeper system. 2% participants were agreed that this 
software is legitimate after providing adequate information by the 
PISKeeper system, 90% participants said this software is illegitimate, 
and 8% participants were neutral. Table 5.1 shows the difference that to 
what extent user is informed by the PISKeeper system 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 22% 2% -20%
Disagree 29% 90% 61%
Neutral 49% 8% -41%

This software is definitely legitimate

 
Table 5.1: Comparison of Software 1 with and without the 

PISKeeper system (Question 2) 
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Looking at table 5.1, it is clearly shown that all the agreed participants 
about the legitimacy of this software disagreed except 2% when the 
PISKeeper system was enabled because it provided correct information 
about the software right before installation. Similarly, there is increase 
of 61% participants, who agreed this software is illegitimate i.e. from 
29% to 90%. There is decrease in neutral participants by 41%, which 
agreed that ABC Scrabble is illegitimate software. Consider following: 
 

- Number of participants who changed their mind from agree 
to disagree with the PISKeeper enabled is 20%. 

 
- Number of participants who changed their mind from 

neutral to disagree with the PISKeeper enabled is 41%. 
 

- So, it indicates that the PISKeeper system helped 61% 
participants in order to change their decision about the 
legitimacy of this software i.e. ABC Scrabble is illegitimate 
software. 

 
Question 3: This software conveys negative consequences. 
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Figure 5.6: Software conveys negative consequences (results 

without and with the PISKeeper system) 
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41% participants thought ABC Scrabble conveys negative 
consequences, 24% participants said there were no negative 
consequences, and 35% were neutral without the PISKeeper system. 
86% participants agreed that this software conveys negative 
consequences, 10% disagreed with it while 4% were neutral when the 
PISKeeper system was enabled. 
 
Table 5.2 shows the difference to what extent participants’ decision 
was changed. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 41% 86% 45%
Disagree 24% 10% -14%
Neutral 35% 4% -31%

This software conveys negative consequences

 
 

Table 5.2: Comparison of Software 1 with and without the 
PISKeeper system (Question 3) 

 
Looking into table 5.2, consider the following: 
 

- 14% participants changed decision from disagree to agree 
that this software conveys negative consequences 

 
- 31% participants changed their decision from neutral to 

agree that this software conveys negative consequences 
 

- So, the PISKeeper system helped the 45% participants to 
change their decision that ABC Scrabble conveys negative 
consequences.   

 
Question 4: Would you allow this software to be installed on your 
own computer? 
 
Without the PISKeeper system, when the participants were asked if 
they would allow this software to be installed on their own computer 
71% answered no, while 29% participants said they would allow this 
software to be installed on their own computer. Figure 5.7 shows it 
graphically. 
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Figure 5.7: Will you install this software on your computer? 

(Results without and with the PISKeeper system) 
 
94% participants answered in no when they were asked to installed this 
software on their own computer while 6% said yes with the PISKeeper 
system enabled. 
 
Table 5.3 shows to what extent users’ decision was affected when the 
PISKeeper system was enabled. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Yes 29% 6% -23%
No 71% 94% 23%

Will you install this software on your computer

 
 

Table 5.3: Comparison of Software 1 with and without the 
PISKeeper system (Question 4) 

 
Table 5.3 indicates that the PISKeeper system helped 23% of the 
participants to change their decision from installing ABC Scrabble to 
not install it.  
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Detailed results were shown for the first software through graphs and 
tables. Only tables will be used to present results for the next four 
software. 

5.2.2. Software 2: TMR 

Second software used in the experiment was TMR. It is legitimate 
software. Its working is as follows [21]: 
 
TMR is a smart utility designed for people who need a lightweight 
reminder or are looking for a fast way to automate simple tasks. 
Messages or actions can be scheduled, like shutting down or restarting 
computer, opening a file, or starting an application, with either a few 
clicks or from the command line. TMR is designed to work on 
windows scheduled tasks, so it won't waste system resources running in 
the background, and provides all the advanced scheduling features 
provided by the OS. 
 
Information provided by the PISKeeper system regarding TMR is 
shown in appendix B:2. 
 
Question 1: I am already familiar with this software. 

 
Agree; 1; 2% Neutral; 0; 0%

Disagree; 50; 
98%

Agree
Neutral
Disagree

 
Figure 5.8: Familiarity with software 2 (TMR) 
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98% participants were not familiar with this software while 2% were. 
 
Question 2: This software is definitely legitimate. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 2% 72% 70%
Disagree 86% 12% -74%
Neutral 12% 16% 4%

This software is definitely legitimate

 
 

Table 5.4: Comparison of Software 2 with and without the 
PISKeeper system (Question 2) 

 
Without the PISKeeper system, 2% participants said this software is 
legitimate, 86% agreed that this software is illegitimate while 12% 
were neutral. 
 
When the PISKeeper system was enabled, 72% participants agreed that 
this software is legitimate, which means 70% participants changed their 
mind. Participants who were disagreed reduced to 12% from 86%. 16% 
participants answered in neutral indicating 4% change in decision. 
 
So, the PISKeeper system helped 74% participants to change their 
decision about the legitimacy of this software before installation. 
 
Question 3: This software conveys negative consequences. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 63% 12% -51%
Disagree 12% 18% 6%
Neutral 25% 70% 45%

This software conveys negative consequences

 
 

Table 5.5: Comparison of Software 2 with and without the 
PISKeeper system (Question 3) 
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Without the PISKeeper system, 63% participants thought this software 
conveys negative consequences, 12% said it doesn’t convey negative 
consequences while 25% were neutral. 
 
By enabling the PISKeeper system 12% participants said this software 
conveys negative consequences, 18% said this software doesn’t convey 
negative consequences, and 70% were neutral. 
 
So, the PISKeeper system helped 51% participants to make right 
decision before installation that this software doesn’t convey any 
negative consequences. 
 
Question 4: Would you allow this software to be installed on your 
own computer? 
 

Without 
PISKeeper

With 
PISKeeper Difference

Yes 6% 69% 63%
No 94% 31% -63%

Will you install this software on your computer?

 
 

Table 5.6: Comparison of Software 2 with and without the 
PISKeeper system (Question 4) 

 
Without the PISKeeper system 94% participants said they will not 
install this software on their own computer. But when the PISKeeper 
system was enabled, 31% said they would not install this software on 
their own computer. 
 
Hence, the PISKeeper system helped 63% of the participants to make 
the right decision to install this software before the installation process 
started. 

5.2.3. Software 3: RadLight 

Third software used in the experiment was RadLight, which is bundled 
with spyware and distribution mechanism is explained in section 2.2. 
This software does the following [12]: 
 
Installs SaveNow. SaveNow is an application that pops up adware 
based on keywords that the user enters in search engines. NewNet is 
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also installed and performs a great deal of damage to Internet 
connection. NewNet installs software without user permission. The 
sporder.dll is installed on the computer with the newdotnet3_36.dll. 
Winsock entries are adjusted and not fixed after uninstall, re-
connecting after uninstall would be difficult. Additionally Ad-Aware 
files and registry entries are removed. The uninstaller does not perform 
all functions required for a full uninstall. 
 
Information provided by the PISKeeper system regarding RadLight is 
shown in appendix B:3. 
 
Question 1: I am already familiar with this software. 
 

Agree; 3; 6%

Neutral; 3; 6%

Disagree; 45; 
88%

Agree
Neutral
Disagree

 
Figure 5.9: Familiarity with software 3 (RadLight) 

 
88% participants were unaware of this software, 6% knew this software 
before, and 6% participants answered neutral. 
 
Question 2: This software is definitely legitimate. 
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Without 
PISKeeper

With 
PISKeeper Difference

Agree 53% 4% -49%
Disagree 12% 86% 74%
Neutral 35% 10% -25%

This software is definitely legitimate

 
 

Table 5.7: Comparison of Software 3 with and without the 
PISKeeper system (Question 2) 

 
Without the PISKeeper system 53% participants agreed that this 
software is legitimate but when the PISKeeper system was enabled, 
percentage was reduced to 4 indicating 49% participants changed their 
decision about the legitimacy of this software.  
 
12% participants said this software is illegitimate without the 
PISKeeper system. The number of participants was increased to 86% 
when the PISKeeper system was enabled. So there is change on 74%. 
 
The number of neutral participants was reduced to 10% from 35% with 
the PISKeeper system enabled. 
 
So, the PISKeeper system helped 74% participants to change their 
decision about the legitimacy of this software before installation.  
 
Question 3: This software conveys negative consequences. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 14% 88% 74%
Disagree 45% 8% -37%
Neutral 41% 4% -37%

This software conveys negative consequences

 
 

Table 5.8: Comparison of Software 3 with and without the 
PISKeeper system (Question 3) 

 
There is change of 88% participants who agreed when the PISKeeper 
system was enabled i.e. from 14% to 88%. 
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There is decrease in number of participants who were disagreed when 
the PISKeeper system was enabled from 45% to 8% and from 41% to 
4% that were neutral. 
 
So, the PISKeeper system helped 74% of the participants to change 
their decision before installation that this software conveys negative 
consequences. 
 
 
 
 
Question 4: Would you allow this software to be installed on your 
own computer? 
 

Without 
PISKeeper

With 
PISKeeper Difference

Yes 53% 10% -43%
No 47% 90% 43%

Will you install this software on your computer?

 
 

Table 5.9: Comparison of Software 3 with and without the 
PISKeeper system (Question 4) 

 
When asked the participants if they would allow this software to be 
installed on their own computer, 53% said yes without the PISKeeper 
system and 47% said no. But when the PISKeeper system was enabled, 
10% said yes and 90% said no. 
 
So, the PISKeeper system helped 43% participants to change their 
decision to not to install this software right before installation. 

5.2.4. Software 4: Italian Soccer 

The Italian Soccer is PIS because it is bundled with adware that cannot 
be closed and it does not disclose during installation that its bundled 
adware will run automatically at startup [31]. It also displays pop-up 
ads and redirect to invalid web addresses [31]. Distribution mechanism 
is explained in detail in section 2.2. 
 
Information provided by the PISKeeper system regarding Italian Soccer 
is shown in appendix B:4. 
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Question 1: I am already familiar with this software. 
 

Agree; 1; 2%
Neutral; 2; 4%

Disagree; 48; 
94%

Agree
Neutral
Disagree

 
Figure 5.10: Familiarity with software 4 (Italian Soccer) 

 
94% of the participants didn’t know this software before, 2% knew it 
and 4% were neutral. 
 
Question 2: This software is definitely legitimate. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 0% 2% 2%
Disagree 84% 96% 12%
Neutral 16% 2% -14%

This software is definitely legitimate

 
 

Table 5.10: Comparison of Software 4 with and without the 
PISKeeper system (Question 2) 

 
Not even a single participant was agreed that this software is legitimate 
without the PISKeeper system while 2% were agreed when the 
PISKeeper system was enabled. 
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84% participants said this is illegitimate software without the 
PISKeeper system and 16% were neutral. Later with the PISKeeper 
system, out of those 16% neutral participants 14% said this is 
illegitimate software. 
So, the PISKeeper system helped 12% users that this software is 
illegitimate. 
 
Question 3: This software conveys negative consequences. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 90% 92% 2%
Disagree 6% 8% 2%
Neutral 4% 0% -4%

This software conveys negative consequences

 
 

Table 5.11: Comparison of Software 4 with and without the 
PISKeeper system (Question 3) 

 
Without the PISKeeper system 90% of the participants thought this 
software conveys negative consequences, 6% disagreed while 4% were 
neutral. 
 
By enabling the PISKeeper system, 92% participants agreed that this 
software conveys negative consequences and 8% were neutral. 
 
So, the PISKeeper helped 2% of the participants to change their 
decision that this software conveys negative consequences. 
 
Question 4: Would you allow this software to be installed on your 
own computer? 
 

Without 
PISKeeper

With 
PISKeeper Difference

Yes 2% 0% -2%
No 98% 100% 2%

Will you install this software on your computer?

 
 

Table 5.12: Comparison of Software 4 with and without the 
PISKeeper system (Question 4) 
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2% participants were agreed to install this software but when the 
PISKeeper system was enabled they disagreed along with other 98%. 
 
So, the PISKeeper system helped 2% of the participants to make right 
decision in not installing Italian Soccer on their computer.  

5.2.5. Software 5: WinZip 

WinZip is a compression utility for Microsoft Windows operating 
systems. It is used to compress different files. It is legitimate software 
and doesn’t show any bad behavior.  
 
Information provided by the PISKeeper system regarding WinZip is 
shown in appendix B:5. 
 
Question 1: I am already familiar with this software. 
 

Agree; 47; 92%

Neutral; 3; 6%
Disagree; 1; 

2%

Agree
Neutral
Disagree

 
Figure 5.11: Familiarity with software 5 (WinZip) 

 
92% participants were familiar with software, 2% were not, and 6% 
remained neutral. According to http://www.download.com, total 
downloads of WinZip are more than 167 million. So more than 90% 
participants have knowledge of this software. 
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Question 2: This software is definitely legitimate. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 84% 98% 14%
Disagree 4% 0% -4%
Neutral 12% 2% -10%

This software is definitely legitimate

 
 

Table 5.13: Comparison of Software 5 with and without the 
PISKeeper system (Question 2) 

 
84% participants were agreed without the PISKeeper system that this 
software is legitimate, 4% were disagreed, and 10% were neutral. 
When the PISKeeper system was enabled, 10% neutral participants 
changed their mind so making it 98% who agreed that this software is 
legitimate. 
 
So, the PISKeeper system helped 14% of the participants about the 
legitimacy of this software. 
 
Question 3: This software conveys negative consequences. 
 

Without 
PISKeeper

With 
PISKeeper Difference

Agree 10% 4% -6%
Disagree 78% 94% 16%
Neutral 12% 2% -10%

This software conveys negative consequences

 
 

Table 5.14: Comparison of Software 5 with and without the 
PISKeeper system (Question 3) 

 
10% participants were agreed without the PISKeeper system that this 
software conveys negative consequence, 78% disagreed, and 12% 
neutral.  
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When the PISKeeper system was enabled 4% participants were agreed 
that this conveys negative consequences, 94% disagreed, and 2% 
neutral. 
 
So, the PISKeeper system helped 16% users to change their decision 
that this software doesn’t convey negative consequences. 
 
Question 4: Would you allow this software to be installed on your 
own computer? 
 

Without 
PISKeeper

With 
PISKeeper Difference

Yes 82% 88% 6%
No 18% 12% -6%

Will you install this software on your computer?

 
 

Table 5.15: Comparison of Software 5 with and without the 
PISKeeper system (Question 4) 

 
Without the PISKeeper system, 82% participants said they will allow 
this software to be installed on their computer and 18% said they would 
not allow. 
 
When the PISKeeper system was enabled, 88% participants said they 
would allow this software to be installed on their computer while 12% 
denied installation. 
 
So, the PISKeeper system helped 6% users to change their decision to 
install this software when it provided appropriate information. 

5.3. Performance of the PISKeeper 

At the end, all participants were asked questions about the PISKeeper 
system. Figure 5.12 shows that the information provided by the 
PISKeeper system is very helpful and participants changed their 
decision in light of provided information. 



 40

20

7

27

35

2
4

2
4

0 1

0

5

10

15

20

25

30

35
N

um
be

r o
f P

ar
tic

ip
an

ts

Strongly
Agree

Agree Neutral Disagree Strongly
Disagree

Information provided by the PISKeeper system is helpful
Change of Decision

 
Figure 5.12: Information provided by the PISKeeper system and 

change of decision 
 
39% participants strongly agreed that the information provided by the 
PISKeeper system is very helpful, 53% participants agreed, 4% were 
neutral and 4% participants were not happy with the information 
provided. 
 
14% participants strongly agreed and 69% participants agreed that they 
changed their decision when the PISKeeper system provided 
information about the software. 8% participants remained neutral and 
9% participants didn’t change their decision based on the information 
provided by the PISKeeper. 
 
When the participants were asked if they would like to use the 
PISKeeper system on their own computers, 24% strongly agreed, 45% 
agreed, 18% were neutral, and 13% said no. Figure 5.13 shows is 
graphically 
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Figure 5.13: Use of the PISKeeper system 
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6. Discussion 
Data has been analyzed and results have been generated. In the 
previous chapter, results were obtained per question for every software. 
We will discuss these results question wise for all software in next 
section. 
 
Table 6.1 shows the results of question one, this software is definitely 
legitimate, for all software. First three software are spyware. 
 

Question 2: This Software is definitely legitimate 
Software Scenario Agree 

(%) 
Neutral 

(%) 
Disagree 

(%) 
Without PISKeeper 22 49 29 ABC 

Scrabble With PISKeeper 2 8 90 
Without PISKeeper 53 35 12 RadLight 
With PISKeeper 4 10 86 
Without PISKeeper 0 16 84 Italian 

Soccer With PISKeeper 2 2 96 
Without PISKeeper 2 12 86 TMR 
With PISKeeper 72 16 12 
Without PISKeeper 84 12 4 WinZip 
With PISKeeper 98 2 0 

 
Table 6.1: Results of Question 2 for all software 

 
Looking at the results in table 6.1, the following points are observed. 
 

1. Number of participants agreeing that software is legitimate is 
decreased for spyware while increased for legitimate software 
in terms of percentage with the help of the PISKeeper system. 

 
2. Number of participants disagreeing that software is legitimate is 

increased for spyware while decreased for legitimate software 
in terms of percentage with the help of the PISKeeper system. 

 
3. Number of neutral participants is decreased with help of the 

PISKeeper system for both spyware and legitimate software 
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except in case of TMR. These neutral participants changed their 
decision to disagree in case of spyware and agree in case of 
legitimate software.  

 
Question 3: This Software conveys negative consequences 

Software Scenario Agree 
(%) 

Neutral 
(%) 

Disagree 
(%) 

Without PISKeeper 41 35 24 ABC 
Scrabble With PISKeeper 86 4 10 

Without PISKeeper 14 41 45 RadLight 
With PISKeeper 88 4 8 
Without PISKeeper 90 4 6 Italian 

Soccer With PISKeeper 92 0 8 
Without PISKeeper 63 25 12 TMR 
With PISKeeper 12 70 18 
Without PISKeeper 10 12 78 WinZip 
With PISKeeper 4 2 94 

 
Table 6.2: Results of Question 3 for all software 

 
Following points are observed while looking at table 6.2, which shows 
results of question three, this software conveys negative consequences, 
for all software. 
 

1. Number of participants who agreed that software conveys 
negative consequences is increased for spyware while decreased 
for legitimate software when the PISKeeper system was 
enabled. 

 
2. Number of participants who disagreed that software conveys 

negative consequences is decreased in case of spyware and 
increased in case of legitimate software with the help of the 
PISKeeper system. 

 
3. Number of neutral participants is decreased when the 

PISKeeper system was enabled except in case of TMR. These 
neutral participants changed their decision to agree in case of 
spyware and to disagree in case of legitimate software. 
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Comparing the results of question two and three, the following points 
are interesting to note: 
 

1. With the PISKeeper system enabled, the number of participants 
who disagreed that the software is definitely legitimate and who 
agreed that the software conveys negative consequences are 
almost equal in case of spyware. These statistics proved that the 
PISKeeper system helped participants in right way. 

 
2. With the PISKeeper system enabled, the number of participants 

who agreed that the software is definitely legitimate and who 
disagreed that the software conveys negative consequences are 
almost equal in case of legitimate software except TMR. This 
also proves that the PISKeeper system helped participants in 
making right decision about the software. 

 
3. Number of neutral participants is decreased in both cases 

changing their decision to agree and disagree with respect to 
question. 

 
4. Results for TMR are interesting, as most the participants 

remained neutral when asked if this software conveys negative 
consequences with the PISKeeper system enabled. This may be 
because of the behavior of the software. TMR is legitimate 
software but during installation, a window flashes and files are 
copied. There is no formal wizard that progresses through 
different steps during installation and asks the users to select 
location where the software will be installed. Because of this 
nature, participants may have chosen to remain neutral. But 
when the participants were asked about the legitimacy of TMR 
with the PISKeeper system enabled, almost same number of 
participants agreed that TMR is legitimate software. 

 
Above statistics shows that the PISKeeper system helped participants in 
order to know the legitimacy of the software and their behavior. 
 
Table 6.3 shows the results of question four, would you install software 
on your own computer, for all software. 
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Question 4: Would you install this software on your own computer? 
Software Scenario Yes (%) No (%) 

Without PISKeeper 29 71 ABC 
Scrabble With PISKeeper 6 94 

Without PISKeeper 53 47 RadLight 
With PISKeeper 10 90 
Without PISKeeper 2 98 Italian 

Soccer With PISKeeper 0 100 
Without PISKeeper 6 94 TMR 
With PISKeeper 69 31 
Without PISKeeper 82 18 WinZip 
With PISKeeper 88 12 

 
Table 6.3: Results of Question 4 for all software 

 
Looking at the results in table 6.3, following points are interesting to 
note: 
 

1. With the PISKeeper system enabled, the number of participants 
is increased who said they would not install software on their 
own computer in case of spyware. 

 
2. In case of legitimate software, with the help of the PISKeeper 

system, number of participants is increased who preferred to 
install software on their own computer. 

 
The above statistics proved that the PISKeeper systems helped 
participants in making right decision in selecting software for their 
computers. 
 
In the following section, the research questions are answered. 

6.1. Research Question 1 

How, and to what extent does the PISKeeper system affect users’ 
decision making in selecting the software for their computer? 
 
As far as it is concerned “how” the PISKeeper system helped 
participants, before installation it is very important to know about the 
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legitimacy of any software, its behavior, performance, reliability etc. 
The PISKeeper system provides such information about the software. 
The results have proved that the participants who were not sure about 
the legitimacy of any software came to know that the software is 
legitimate with the help of the PISKeeper system and vice versa. 
Similarly, the participants who were thinking that the software conveys 
negative consequences came to know that the software doesn’t convey 
any negative consequences with the help of the PISKeeper system and 
vice versa. Answer to question “how the PISKeeper system has 
affected users’ decision making?” is the PISKeeper system has affected 
users’ decision making by providing relevant and correct information 
about the software that is going to be installed on the computer. 
 
To answer the other part of the research question 1, to what extent the 
PISKeeper system does affect users’ decision making in selecting the 
right software for their computer, the difference is obtained by 
comparing the results against each question without and with 
PISKeeper system. For all software, it is observed that the PISKeeper 
system showed positive results, which indicate in term of percentage to 
what extent the PISKeeper affected the user’s decision making. 

6.1.1. This software is definitely legitimate 

Table 6.4 shows the difference made by the PISKeeper system for 
question 2, “this software is definitely legitimate”. 
 

Software Difference 
(%) 

Average 

ABC Scrabble 61 
TMR 74 

 
Unusual 

RadLight 74 

Total: 61+74+74=209 
Average: 209/3=70% 

Italian Soccer 12 Commonly 
known/obvious WinZip 14 

Total: 12+14 = 26 
Average: 26/2 = 13% 

 
Table 6.4: Decision making affected by the PISKeeper system for 

question 2 
 
On average 70% participants improved their decision-making about the 
legitimacy of software in case of unusual software and 13% in case of 
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commonly known/obvious software with the help of the PISKeeper 
system. 

6.1.2. This software conveys negative consequences 

Table 6.5 shows the difference created by the PISKeeper system for 
question 3, “this software conveys negative consequences”. 
 

Software Difference 
(%) 

Average 

ABC Scrabble 45 
TMR 51 

 
Unusual 

RadLight 74 

Total: 45+51+74 = 170 
Average: 170/3 = 57% 

Italian Soccer 2 Commonly 
known/obvious WinZip 16 

Total: 2+16 = 18 
Average: 18/2 = 9% 

 
Table 6.5: Decision making affected by the PISKeeper system for 

question 3 
 
On average 57% participants improved their decision-making that 
software conveys negative consequences in case of unusual software 
and 9% in case of commonly known/obvious software with the help of 
the PISKeeper system. 

6.1.3. Would you allow this software to be installed on 
your own computer? 

Table 6.6 shows the difference created by the PISKeeper system for 
question 4, “would you like to install this software on your own 
computer?” 
 

Software Difference 
(%) 

Average 

ABC Scrabble 23 
TMR 63 

 
Unusual 

RadLight 43 

Total: 23+63+43 = 129 
Average: 129/3 = 43% 

Italian Soccer 2 Commonly 
known/obvious WinZip 6 

Total: 2+6 = 8 
Average: 8/2 = 4% 

Table 6.6: Decision making affected by the PISKeeper system for 
question 4 
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On average 43% participants improved their decision-making whether 
to install software on their computers or not in case of unusual software 
and 4% in case of commonly known/obvious software with the help of 
the PISKeeper system 

6.2. Research Question 2 

How can the PISKeeper system be improved in order to inform the 
users about any software in a more reliable way? 
 
Reliable way means the information provided by the PISKeeper system 
is conveyed precisely to the users. First version of the PISKeeper 
system is available for download at http://www.softwareputation.com/. 
After using it in our experiment, we have observed that it can be 
improved to make it more understandable, and user friendly. Following 
are the improvement suggestions for PISKeeper version 0.1a. 
 

1. There is too much information on a single window. It can be 
divided into several tabs on same window in order to make it 
more understandable. 

2. Size of the window is very big. When there will several tabs, 
size of the window can be reduced. 

3. The icons showing malicious behavior of the software do not 
express their meaning, so they must be clearly defined in the 
form of text. 

4. When the execution of any software is denied an error message 
pops up. It should be discarded. 

5. In a corporate setting, the PISKeeper information about any 
software can be connected to company policy. For example, if 
an employee installs a certain spyware program, it should 
indicate that policy is being violated. 

6.3. Research Question 3 

How can the EULA content be presented in a more user friendly 
manner? 
 
It is already discussed that End User License Agreement (EULA) is 
very important to read before agreeing upon because spyware is 
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sometimes embedded in another application, which is stated in EULA 
[19]. Usually users don’t read the EULA before accepting it, giving 
consent to whatever is written in it. In our experiment, we asked 
participants if they read EULA before accepting it or not. Only 4% 
participants answered in positive and 96% participants said they don’t 
read EULA. Figure 6.1 shows the results graphically. 
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Figure 6.1: Do you read EULA? 

 
Looking at the results, there is need to improve the way EULA is 
presented in order to inform users about the malicious behavior of the 
software before installation. Following is a suggestion to present the 
EULA content. 
 
Icons can be used to present important information of the EULA 
content like behavior of the software. For example, if any software 
collects users’ information and it is stated in EULA then a standard 
icon can be placed on EULA window, which will describe that this 
software collects user information. In this way, if users don’t read full 
EULA content, they will still be able to know the behavior of the 
software by just looking at the icon. 
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EULA can be divided into two levels. In the first level, there can be 
icons representing the information in EULA, and in the second level, 
detailed description can be presented. For example first level contains 
standard icons that show this software cannot be copied, this software 
cannot be distributed, this software is not shareware, this software is 
not spyware, etc. Just by looking at the icons, users will come to know 
a lot and there will be a link on same window leading to detailed 
description of the EULA in case if anyone wants to read it in full. 
Figure 6.2 show different icons that can be used to present EULA. 
 

 
 

Figure 6.2: Use of icons in EULA 
 
If such icons are used in EULA, it will be more understandable for 
users to know about the software. There will be link to read full version 
as shown in the figure 6.2. 
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7. Conclusion 
The goals of this thesis were to evaluate a specialized reputation system 
for blocking privacy-invasive software named the PISKeeper system in 
order to know that how and to what extent this system affects users’ 
decision making, improvement suggestions for the PISKeeper system, 
and suggestions for presenting EULA content in more user friendly 
manner. 
 
For the first task, we designed an experiment, which was executed on 
51 participants in SecLab at BTH. All participants installed five 
software, first without the PISKeeper system and then with the 
PISKeeper system enabled. After installing every software in both 
scenarios, participants answered a set of questions. Data was gathered 
in database, which was later analyzed and results were generated. 
These results proved that the PISKeeper system helped the participants 
to improve their decision making in selecting the right software for 
their computer by providing essential information about the specific 
software and comments from the previous users of that software.  
 
For the second task, we asked the participants during the experiment to 
suggest any improvements for the PISKeeper system. We used the 
PISKeeper system ourselves and studied different comments from the 
participants in order to propose improvement suggestions for the 
PISKeeper system. 
 
For the third task, we suggested EULA content could be presented in 
more user friendly manner by using standard icons for the important 
aspects of the software like behavior of the software. 
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8. Future Work 
During the study we found that the PISKeeper system requires 
improvements. We are looking forward to implement the proposed 
improvement suggestions. This will make its use easier and also help 
the users to better understand the working of the PISKeeper system. 
 
We have suggested a way to present EULA content during this thesis. 
We will look forward to implement this change, as it will help the users 
to know about the behavior of the software just by looking at the icon 
on the window containing the EULA. 
 
The experiment was executed on experienced participants. Most of the 
participants were from security engineering program and had 
knowledge of spyware. We would like someone to gather similar 
statistics from users from other walks of life i.e. not professionally 
experienced users. 
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Appendix-A 
Following are the questions that participants were asked during the 
experiment. 
 
GENERAL QUESTIONS 
 
Participants answered the following questions in the start of 
experiment. 
 

 Male Female 

Your sex? 
  

 
 0-17 18-23 24-29 30-39 40+ 

How old are you? 
     

 
 0-5 6-12 13-24 25+ I don’t 

know 
For how many years have you used 
computers on a regular basis? 

     

 
 
 Strongly 

Agree Agree Neutral Disagree Strongly 
Disagree 

I have good knowledge in 
spyware? 

     

I have previously had some 
bad experience from 
spyware? 

     

I am concerned about the 
consequences from spyware?  

     

I always read through the 
End-User License Agreement 
(EULA) before installing new 
software? 
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SCENARIO WITHOUT AIDING MECHANISM 
 
Participants were asked to answer the following set of questions after 
installing each software without the PISKeeper system. 
  
 Strongly 

Agree Agree Neutral Disagree Strongly 
Disagree 

I am already familiar with 
this software. 

     

This software is definitely 
legitimate. 

     

This software conveys 
negative consequences. 

     

 
 
 Yes No 
Would you allow this software to be 
installed on your own computer? 

  

 
 
SCENARIO WITH AIDING MECHANISM 
 
Following is set of questions answered by the participants after 
installing every software with the PISKeeper system enabled. 
 
 Strongly 

Agree Agree Neutral Disagree Strongly 
Disagree 

This software is definitely 
legitimate. 

     

This software conveys 
negative consequences. 

     

 
 Yes No 
Would you allow this software to be 
installed on your own computer? 

  

 
 
FINAL QUESTIONS 
 
At the end, participants answered following follow up questions. 
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 Strongly 
Agree Agree Neutral Disagree Strongly 

Disagree 
I found the information 
provided to me through the 
reputation system to be very 
helpful. 

     

I would like to use a similar 
reputation system on my own 
computer. 

     

I changed my decisions 
regarding the tested software 
when provided with the 
reputation information. 

     

 
What information in the 
reputation system did you  

 Software ratings 

find most interesting (choose 
as many you wish)? 

 Vendor ratings 

  User comments 

  Remarks on malicious behavior 

  Allow/Deny statistics 

 
What information in the 
reputation system did you  

 Software ratings 

find least interesting (choose 
as many you wish)? 

 Vendor ratings 

  User comments 

  Remarks on malicious behavior 

  Allow/Deny statistics 

 
Please specify if you can see any negative aspects by using such a 
reputation system: 
 
 
 
 
Please provide us with any feedback on how the reputation system 
could be improved: 
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Appendix-B 
Information provided by the PISKeeper system for all software used in 
experiment. 
 
1. ABC Scrabble 
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2. TMR 
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3. RadLight 
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4. Italian Soccer 
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5. WinZip 
 

 
 

 
 


