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Abstract 
 

Software security has always been an afterthought in 

software development which results into insecure software. 

Companies rely on penetration testing for detecting security 

vulnerabilities in their software. However, incorporating security 

at early stage of development reduces cost and overhead. Static 

code analysis can be applied at implementation phase of 

software development life cycle. Applying machine learning and 

visualization for static code analysis is a novel idea. Technique can 

learn patterns by normalized compression distance NCD and 

classify source code into correct or faulty usage on the basis of 

training instances.  Visualization also helps to classify code 

fragments according to their associated colors. A prototype was 

developed to implement this technique called Code Distance 

Visualizer CDV. In order test the efficiency of this technique 

empirical validation is required. In this research we conduct series 

of experiments to test its efficiency. We use real life open source 

software as our test subjects. We also collected bugs from their 

corresponding bug reporting repositories as well as faulty and 

correct version of source code. We train CDV by marking correct 

and faulty version of code fragments. On the basis of these 

trainings CDV classifies other code fragments as correct or faulty. 

We measured its fault detection ratio, false negative and false 

positive ratio. The outcome shows that this technique is efficient 

in defect detection and has low number of false alarms.  
 

 
Keywords: Static code analysis, NCD classification, security 

vulnerabilities, early defect detection, software validation.  
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INTRODUCTION 
 
 

         Source code is a common artifact which all software produces during their 

development life cycle. There exist many bugs and faults in the source code which are 

identified and corrected at some point in time.  Some of them are simple syntax errors which 

are identified by the compiler and corrected instantly. Whereas there are some defects which 

are not direct violation of programming syntax rules but they result into software failures or 

vulnerabilities during software’s actual execution. These defects are difficult to identify and 

correct. There are many methods and techniques to locate such defects if they exist in the 

code. Manual code review is one the effective but costly technique to identify such faults [2] 

[28]. It requires a lot of time and effect the overall cost of software production [28]. Another 

method to identify such vulnerabilities at an early stage is static code analysis. This technique 

helps developers or code reviewers by automatic tools and techniques. Its inherent nature 

helps to locate problems in the code at very early stage of software development. Static 

analysis is defined as analyzing the code without actually executing it. For static code 

analysis, complete source codes is not required or even a fully functional code. It can be 

applied on a subset of a source code. It is a complete opposite of dynamic analysis in which 

we require complete source code and the software is executed to test its actual outcome 

with its expected outcome [4][8]. 

 
         Static code analysis is a challenging task. Different methods and technique for this 

purpose are proposed over time by researchers. These techniques vary from basic search of 

vulnerable functions to complex techniques that vary from incorporating state automata to 

machine learning.  

 

          The technique proposed by Darius et al. [1] uses normalized compression distance 

NCD to compute distance between two code fragments. This technique requires two version 

of code with faulty instances and corrected one. On the basis of NCD values it can categories 

a new code as faulty or correct if its value is closer to either category of correct code or 

faulty.  Machine learning is used to train the learner with both versions and on the basis of 



6 
 

previous training it can analyze the new code and mark it accordingly. Code visualization is 

introduced to overcome the opaqueness of machine learning process. This feature helps the 

operator to visualize the information that machine learner is actually learning [1]. The 

operator can also rectify the learned instances and help in learning process. In order to 

validate the technique a prototype was developed named as Code distance visualizer or 

CDV. The problem with the NCD is that it cannot be applied directly on the source code 

because of programming language syntax so it is modified into more simplifier and general 

form. First the code is parsed into a more generalized form so that NCD can be computed 

and machine learner can be trained on these instances.  Two different version of the code is 

supplied to the learner to learn the difference between correct and faulty version of code so 

that it can identify the problem in other parts of the code on the basis of supplied training. 

The heatmap technique helps into categorizing the code by its coloring scheme which 

enhances the visualization component of training instances [1] [6]. The proposed technique 

appears to be effective and unique but its formal validation is required. Its initial validation 

gives encouraging results [1]. Where as its formal validation is still required to know the 

strengths and weakness of the techniques and the prototype. Emphasis of this research is on 

formal validation of this technique by conducting series of experiments using open source 

software. Different types of security vulnerabilities and other defects are selected from these 

software. Two different instances of code including faulty code and corrected one are used 

to train the Code distance visualizer and on the basis of these training other faults are 

detected. On the basis of the results the efficiency of this technique is reported. Strengths 

and weakness of the technique are also discussed at the end. 

 
         Structure of this thesis is explained as follows. Background and related work is 

explained in the first chapter. Problem definition and goal in the second chapter and 

research methodology is explained in third chapter. Details of technique, taxonomy of 

security vulnerabilities and other defects are described in fourth chapter. In the fifth chapter 

empirical studies and experiment is explained. In the sixth chapter results are presented. 

Results are analyzed and discussed in this chapter. Possible future work and conclusion are 

discussed at the end.  
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CHAPTER 1 BACKGROUND 
 
 

         Information theft is usually possible due to insecure and vulnerable software. If we 

secure the software we can minimize the hacking attempt at most levels. If we implement 

security in the software development process we can minimize the problems at an early 

stage.[5] Hackers look for the software with bugs and vulnerabilities that are exploitable. 

They can either look at the code directly or reverse engineer the software to look for 

vulnerable functions and technique used in the software. Software developers tend to be 

more casual towards security. Security has always been a second thought in software 

development. Developers rely on penetration test to check for security vulnerabilities in the 

software. The problem with the penetration tests is that it is employed at the last stage of the 

software development and any vulnerability detected at this stage results in extra overhead 

and increase in time and cost of software development. Some developers also rely on 

software testing to detect existing vulnerabilities in the software. The inherent drawback of 

software testing that it aims at validation of software requirements rather than finding 

vulnerabilities and bugs in the software. Same is the case with software quality assurance 

which verifies the software under different situation rather than detecting new vulnerabilities 

in the software. So we need to employ security at the earlier stage of software development. 

One of the most common and efficient method to achieve this goal is code review or manual 

audit. Experts examine the code in code review meetings and look for software vulnerabilities 

but this method is very expensive and requires expert knowledge in implementation.  One of 

the alternate and most viable methods is to conduct static code analysis using some tool at 

an earlier stage of software development. It can be conducted either by developer or a 

separate team. This method can improve efficiency and better utilization of resources in 

terms of time and effort. There are different open source and commercial tools available for 

this purpose. Each tool use different methods and technique for static code analysis. One of 

the inherent problems with static code analysis is its ability to correctly identify the existing 

vulnerabilities and to minimize the false alarms.  
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         There are different kinds of security vulnerabilities that exist in the software. These 

vulnerabilities are introduced implicitly into the software at different levels. Design level flaws 

can be detected by reviewing the software design by experts. When we talk about static 

code analysis we specifically speak about flaws in the implementation of the software. Static 

code analysis is designed to detect vulnerabilities in the implementation of the software. 

Static code analysis checks the source code of the software which can only detect 

vulnerabilities in the source code but it cannot detect design flaws as it is not intended for 

this purpose.     

 

1.1 Implementation Flaws: 
 

         There are different kinds of flaws that can be introduced into the software at 

implantation phase. There flaws are specific to programming language and developing 

environment. Each language has its own advantages and disadvantages. Those 

languages that provide system level control gives more power to developers as well as 

they also pose a serious threat if they are not properly used. We can safely state that 

system level control is directly proportional to security vulnerabilities. There exist 

different choices for implementing a specific functionality. It’s the developers choice to 

use secure functions or use insecure function but with specific care and bound checks. 

Developer’s choice varies from just implementing the functionality or having security in 

mind when developing the software. C and C++ are famous for their power and system 

level control but this feature also contribute towards implementation flaws. Higher level 

or modern languages are more secure but lack power and memory management. These 

languages provide security by obscuring system level details from developers. So when 

developers need system level control they tend towards lower or middle level languages 

like C or C++.  
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1.2       Security Vulnerabilities: 
 

         There are different kinds of problems that occur during software development. 

Programmers are used to make syntax mistakes but they get caught by compiler. There 

are some problems that are undetectable by the compiler and they constitute towards 

bugs and vulnerabilities. There vulnerabilities cannot be detected by compiler as they are 

not the violation of programming rules for a certain language rather these are improper 

implementation of certain functionality. In order to identify these problems or bugs we 

can use static analysis of code. There exist different kinds of vulnerabilities. Some 

vulnerabilities constitute towards software failures and some never result into a failure 

but these vulnerabilities are exploitable which can result into unexpected behavior of the 

software at a later stage. In this research work, we are especially interested in security 

vulnerabilities. These vulnerabilities can be exploited at some point in time and they may 

remain undetected unless they are exploited.  

 

1.2.1 CIA triad 
 

         The exploitation of vulnerabilities results into breach in security. There is well known 

CIA triad for security. CIA stands for Confidentiality, Integrity and Availability. Any attack 

on software which results into violation of these three notions results into security 

breach. Any attempt to unauthorized access to data is an attack on confidentiality. The 

data can be any kind of information which is sensitive enough to be protected e.g. 

customer’s data or passwords even in encrypted forms etc. Any modification of data 

stored, in process or during transfer result into attack on integrity whereas, unavailability 

of data or resources can be a result of attack on availability. Different kinds of attacks are 

associated to each type of vulnerability. 

 

1.2.2 Types of attacks  
 
         Vulnerabilities can be exploited and different kinds of attacks can be mounted. 

Details of these attacks are discussed below. 
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• Unauthorized access of data 

         In this type of attack data is accessed by unauthorized user. The data should only 

be accessible to authorized users. Attacker can exploit some vulnerability to gain 

access to secret data. This type of attack is on confidentiality.  

• Modification or destruction of Data 

         Corruption or modification of data can occur during transfer or on stored data. In 
this attack user access the data and modify it or delete it entirely. This type of attack is 
on integrity of data.  

• Denial of Service 

         In this attack the attacker tries to overrun resources so that legitimate access 
cannot be processed or entertained. Attacker tires to overrun the memory, hard disk or 
network traffic so that no other user can access any resource. This type of attack is on 
availability.  

 

1.3 Early detection 
 

         Vulnerabilities in the software constitute towards failure or information theft and 

leads to late updating and fixation of the code after release or at the end of development 

cycle. Late detection of vulnerabilities either by customers or penetration testers affects 

the overall cost and management. Studies have shown that early detection of security 

vulnerabilities help in reducing overall cost and late modifications [2]. So, we need early 

detection methods which detect vulnerabilities in the development phase. Static code 

analysis is one of the answers. Manual code review is another effective solution but it is 

very costly and time consuming. Automatic tools like static code analyzer can help 

developer or code reviewer in detecting flaws at the development phase and reduces 

overall cost [2] [4]. 

 

1.4 Static Code analysis: 
 

         Static code analysis means that we analyze the code without actually executing it 

[1][2][3]. In the static analysis we don’t require any test cases or complete source code. 

We can perform static analysis on a subset of source code. In dynamic code analysis we 
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require complete source code and full implementation of functionality in order to test 

the actual working of the software. The problem with dynamic analysis is that it can only 

be performed at the end of the development phase when we have complete source 

code. Any security vulnerability or fault detected by dynamic analysis increase in 

development cost. [2][4] Static code analysis is performed during development phase so 

any vulnerability detected at this stage can easily be fixed or removed. Static code 

analysis checks the usage of the function and their implementation in the specific 

context. There exist different methods and techniques for performing static code analysis 

which varies from performing analysis on the basis of database of vulnerable functions, 

context base analysis to searching for specific keywords. Each technique has its own 

advantages and disadvantages which contributes towards vulnerability detection and 

false alarms.  

 

1.5 Different Techniques for Static code analysis 
 

         There are different techniques used for static code analysis. Some of them are 

commercial and research technique. Each technique has a tool or prototype associated 

with that technique. Some of the technique builds maps to understand the complete 

layout of the code where as some techniques rely on the rules set in the database, where 

as some techniques use simple search to look out for vulnerable functions. The problem 

with these techniques is that none of them is perfect which means that none is able to 

identify all of the vulnerabilities and they also give lots of false positive. The well known 

commercial software known as “Coverity Prevent” builds complete DNA map of the code 

to understand the flow of the program. It has its own engine to understand the program 

flow and data flow [14] [24]. Another open source software named as “Find Bug” uses 

pattern matching based on state machines. These patterns are already stored in the 

program and it tries to generalize from these patterns to detect flaws. It can also detect 

control flow and data flow based on these graphs [9]. There also other tools available 

such as PMD and Metal [14][15].  

 
         The problem with all of these tools and technique is same as they cannot detect all 

problems and vulnerabilities and there are lots of false alarms. A developer or a code 
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reviewer must have adequate expertise to use these tools. Developers would probably 

never see a perfect tool for static code analysis because of different programming styles 

and variety of programming languages. Therefore, it is an ongoing research area. 

Researchers have proposed different techniques and some are quite useful.  

 

1.6 Using Machine Learning and Visualization for static 
code analysis 

 
         The use of machine learning in static code analysis is a unique idea. In this 

technique normalized compression distance NCD is used for code analysis. It is an 

approximation of normalized information distance NID. It computes the information 

distance between two individual objects. They use approximation because NID is 

incomputable in the real world [1]. It is further elaborated in chapter 4 where NCD is 

explained in detail. The main idea is that it requires two different objects to computer the 

distance between each other. So we need correct and faulty instance of the code to mark 

the new code as correct or faulty. It computes the distance between the code under 

observation and the correct code or faulty code. On the basis of its resultant value we 

can classify the new code as correct or faulty if its value is closer to either case. NCD can’t 

be applied directly to the original source code as it is prone to programming language 

syntax noise so it first changed to another form [1]. The source code is parsed into more 

acceptable form before calculating NCD values. The proposed technique uses 

information visualization in order to mark the learned patterns into a color scheme which 

helps the operator to visualize what machine learner is actually learning. It also helps the 

new identified code to be marked as correct or faulty based on its color scheme. It helps 

in human computer interaction and easy to use.  

 

1.7 Validation of Technique 
 

         The proposed technique appears to be very appealing and interesting. In order to 

verify that this technique actually works, we need to formally validate the technique by 

series of test. In this thesis, we focused on validation of this novel technique.  Our main 

focus in this research is to find security vulnerabilities using this technique which are 
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harder to detect and they are prone to keep themselves well hidden in the code.  A 

prototype was developed in order to formally validate the technique by [1] named as –

Code Distance Visualizer- or CDV. In our research we conducted series of experiments 

using real open source software to detect security vulnerabilities and other bugs in them 

and formally validate this technique on the basis of a metric.  

 

2. Related Work 
 
         There are several related articles which study the effectiveness of static code analysis 

technique. They usually use non commercial and research tools to detect faults in laboratory 

environment [7]. The subjects used in these experimentations usually custom built software 

to test for a specific technique. Related work can be of Evans and Larochelle [26] in which a 

case study is used to detect defect in an open source software wu-ftpd. They used an open 

source software splint. They concluded that static code analysis can be used for detecting 

security vulnerabilities but they did not mention total number of faults detected. Schuh[27] 

conducted experiments and used C++ and Java codes and used commercial static code 

analysis to find defects in the source code. He concluded that it depends upon the expertise 

of operator using the tool to detect maximum number of flaws. In his experiment he used 

seeded faults to detect known vulnerabilities and the coverage of defects is still a question 

mark. Carlsson and Baca [28] tested different static code analysis tools to detect security 

vulnerabilities in commercial telecom projects. They showed that static code analysis 

technique could be used to detect security vulnerabilities. Their results show number of 

defect detected but at the same time they produce large number of false positive.  The 

closet related work is that of Brun and Ernst[29] in which they used machine learning to 

identify problem by checking program properties but they used dynamic analysis which set 

apart our technique from them as we are using static code analysis. All in all, using machine 

learning and visualization is a novel approach and it requires proper empirical validation to 

test its efficiency in terms of fault detection ratio, false negative ratio and false positive ratio.  
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CHAPTER 2 PROBLEM DEFINITION / GOAL 
 
 
         Static code analysis is a challenging problem. Researchers and industry have focused 

on developing new methodologies and techniques for this purpose. The problem with these 

techniques is that none of them is very efficient in detecting security vulnerabilities and 

minimizing false positive alarms. Use of machine learning and visualization is proposed for 

static code analysis [1]. This technique uses normalized compression distance NCD to 

compute distance between faulty and correct version of source code. It also uses 

visualization component to enhance the machine learning process and usability of the 

software. To validate this technique a prototype was designed and developed named as 

Code distance visualizer. Its initial validation shows promising results, however in order to 

prove that above mentioned technique is feasible to implement and can be used in real 

system, a detailed validation is required. This research work aims to validate this technique at 

a greater level.  

 

2.1 Problem Definition 
 

         In order to formally validate the above mentioned technique we require in depth 

knowledge of technique and its implementation is required. Also we require detailed 

knowledge of taxonomy of security vulnerabilities and common programming errors and 

defects. To validate the technique a series of experiments and their result analysis is 

required so that we can analyze the working capability of code distance visualizer.   

 

2.2 Aims and Objectives 
 

         Previously the tool was tested on Samba application in an informal way and 

reported results were quite satisfactory, but the commercial use of this tool demands 

more deep evaluation in terms of security. Since the primary goal of this tool was to 

identify the software's non-functional requirements especially security vulnerabilities, it is 

very important to thoroughly check the behaviour of tool on different security related 
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conditions and syntactical issues. A detailed study and critical analysis is required for this 

approach in order to verify the performance related issues, identification of drawbacks 

and unpredictable behaviour if there is any. 

 

2.3 Goal and Results 
 

         The proposed approach will help software developers to test their code at initial 

level. It also helps project managers to incorporate this technique in their software 

development life cycle. It is only possible when the approach is formally validated and 

proved to be efficient and feasible in order to attain certain acceptable level. According 

to Wohlin et al. [10] we can formally state experiment definition as:  “to validate the 

machine learning and visualization based static code analysis technique for the purpose of its 

effectiveness, efficiency and reliability of perceived requirements, in terms of detecting security 

vulnerabilities and defects from a security point of view in the context of developers and 

researchers for developing secure software.”  

 

2.4 Research Questions 
 

We can formally state our research question as below 

 
1. Which different kind of security vulnerability exists in the C source code? 

         The main intent of this research question is to investigate various security vulnerabilities 

and problems that exist in the real world. In order to generate taxonomy of such 

vulnerabilities a literature review would be conducted along with the observations from the 

real world open source software. This technique would be most feasible method to validate 

our finding by searching for such vulnerabilities in various open source projects.  

2. To what extent various security vulnerabilities can be detected using code distance 
visualizer CDV? 

         The main objective of this research question is to study the process of finding security 

vulnerabilities in the real world open source projects using CDV. We would also measure that 

what kind of security vulnerabilities and other defects in source code can be detected and 

marked by it. By measuring this property we can measure the efficiency and detection ability 

of the technique and the resulting prototype.  
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3. Can CDV detect new security vulnerabilities by generalizing from its initial training? 

         This is the main objective of the research to validate the machine learning 

component of the software where it can generalize from its initial training and able to 

find vulnerabilities of same type in a different context.  

 

2.5 Hypothesis 
 

 From the above research questions we can formulate our null and alternative hypothesis 
 
Null Hypothesis: 

Ho: CDV cannot generalize the security vulnerabilities in the source code based on 

its training and it cannot detect new vulnerabilities as a result.  

 
Alternative Hypothesis 

H1: CDV can efficiently generalize the security vulnerabilities in the source code 

based on its initial training and detect new vulnerabilities as a result. 

 
         If we can prove our alternative hypothesis then we can formally validate that 

machine learning and visualization based static code analysis technique is efficient 

and effectiveness. 
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CHATER 3 METHODOLOGY 
 
 

         In this study we would use both qualitative and quantitative approach. This technique 

can also be stated as mixed method approach. First we would conduct a detailed and 

comprehensive literature review and then we would formally conduct experiments to 

validate the proposed static code analysis approach. 

 

3.1 Qualitative Approach 
 

         In the qualitative part, we would study and examine the machine learning based 

static code analysis technique. It would include the method and techniques used to 

implement this approach. Following methods and techniques would be studied as a 

qualitative part. Working of Normalized compression distance a.k.a. NCD, technique used 

to parse the code by sparse [16] and the heatmap technique used in visualization which is 

inspired by intrusion detection system by Stefan [6]. Different tools and techniques used 

in the implementation of prototype would be studied which include distance calculation 

by CompLearn suite for machine learning.  

 

         Another important part of the qualitative study would be to examine different 

security vulnerabilities that exist in the C programming languages. There are other types 

of defects or errors in C programming languages which explicitly doesn’t fall under 

security vulnerabilities but they affect overall robustness of the software. We would also 

investigate into these types of defects so that we can have more coverage and a greater 

class of defects.  

 

3.2 Quantitative Approach 
 

3.2.1 Instrumentation  
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         The common problem in experimentation is choosing right subjects on which 

we can perform the experiment. In validation of a technique, there can be different 

approaches for experimentation. One of the most feasible and most reliable 

techniques is to choose real life subjects. In our case, there exist two different 

possibilities to conduct an experiment. Either we can write our own code and 

introduce different security vulnerabilities by ourselves and later use CDV to identify 

them. There are lots of limitations in this technique as we can also miss some type of 

problems and cannot mimic the problems that occur in real life. This method to 

validate a technique is questionable. So we used real open source projects for the 

purpose of validation.  

 

         According to Wohlin et al. while planning, choosing appropriate subjects is very 

important factor [10]. For example in the inspection experiment, the number of 

defects must already be known. They can be either seeded or documentation can be 

used which provide known number of defects [10].  The reason for choosing open 

source project is that we can access the source code and their change repositories. 

Another advantage in choosing the open source software is that we can easily access 

their change log as they have well maintained repositories with latest tools. We can 

also have diversity in open source projects because different people/ developers 

work on an open source project and we can have greater class of common 

programming mistakes. We also choose those software which are developed in C 

programming language as the tool created for prototyping only support C language. 

Once we choose a set of software, we would go through their change log and 

repositories to collect different security vulnerabilities and defects reported in their 

change log. Two sets of source codes with faulty version and corrected version are 

collected. We would also look for same types of faults that occur at different places in 

the code so that we can later detect them using CDV and measure its detection 

efficiency.  

         From our experiment definition which is stated in chapter 3, we can design our 

experiment. Our independent and dependent variable are as follows. 
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3.2.2 Variable Selection: 
 

Independent Variables:  

• Actual number of faults present in the source code. X 

• Seeded number of faults into the source code. Y 

• Amount of initial training (both for the faults and the correct usage). N1 

• Additional training. N2 

Dependent Variables: 
 

         The dependent variables would be the fault detection ratio which can be 

further divided into correctly identified “CI” faults, false negative “FN” and false 

positive “FP”. 

 

3.2.3  Experiment Design:  
 

         In our experiment, there are different variable settings that are used for each 

treatment.  We select a source code as SC1 with two different versions. One which 

contains security defects and second with defects fixed. We train our CDV with these 

two different sets. In order to achieve maximum coverage we would vary the amount 

of training and the number of defects present in the source code. We would measure 

the defects found by CDV with different amount of training and total number of 

defects. By the help of these variations we can generalize the overall affect of amount 

of training and total number of defects present and new defects detected by CDV.  

There can be various approaches for training the machine learner. We would adopt 

the policy of having balance between faulty and correct usage of code fragments. The 

amount of training can have important affect on fault detection, false negative and 

false positive. If we have balance between number of correctly identified and faulty 

statements then we can provide the learner to classify the difference between correct 

usage and incorrect usage. On the other hand if we train the learner on just faulty 

code then we can have huge number of false positive or false alarms as the learner 

has no knowledge of correct usage of same function. Same is the case with training 

the learner with only correct usage. In this case there would huge number of false 

negative which means that it would miss faulty code. So, in general we must have 
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both training instances so that it can compress the new code with these instances 

and classify the new code fragments according to resultant values. If the resultant 

value is closer to faulty statements then it would mark them as faulty statements and 

vice versa. If the learner has only one type of training instances then it cannot 

compress it with other type of training instances which would generate wrong results. 

We also adopted same policy for additional training. For example, if CDV missed one 

type of fault then we have to provide the additional training of faulty usage along 

with correct usage otherwise it would generate false positive and vice versa.  

          

         Later on we would repeat our experiment with different source codes 

containing different number of faults or security vulnerabilities and amount of 

training. [12] 

 
Treatments: 

A: SCx containing X number of faults with n1% training. 

B: SCx containing X number of faults with n2% training. 

C: SCx containing Y number of faults with n1% training. 

D: SCx containing Y number of faults with n2% training. 

 
         SCx represents a C source code. X number of faults indicates original number of 

faults whereas, Y number of faults indicates extra faults seeded into the source code 

or already present in the code which were not explicitly marked. These faults would 

be seeded to gain maximum coverage for all types of defects or security 

vulnerabilities.  N1% of training reflects initial training and N2% reflects additional 

training of the machine learner.  

 



21 
 

3.3 Result Analysis: 
 
We would gather the data according to the metric given in the table 1.  

 
Number 
of actual 

faults 
Initial Training Additional Training 

 CI FN FP CI FN FP 

       

Table 1: Cumulative Metric 
 

         The CI indicates the correctly identified faults by CDV and FN indicates the false 

negative which means those faults that are missed by CDV. FP stands for false positive 

which means those faults that are marked as faulty where as they are correct ones.  

 

3.4 Validity Evaluation 
 

         The fundamental question in experimentation is how valid the results are [10]. In 

the planning phase it is important to care for validity of the results. Validity means that 

results should be valid for the population from which we have drawn our subjects and 

results can also be generalized to a broader population [10]. Campbell and Stanley define 

two types of threats that are internal and external threats [10] [11]. Campbell and Cook 

extended this list to four subtypes as conclusion validity, internal validity, construct 

validity and external validity [10] [12]. 

 

3.4.1 Conclusion Validity: 
 

         Conclusion validity can be stated as that it is concerned with the issue that 

affects the ability to draw conclusions about relationship between treatments and 

outcome [10]. In our experiment we are using two different versions of code which 

include correct and faulty source code and apply CDV to detect flaws that are already 

known to us. There is no other factor which affects the outcome which is the 
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detection ability of the technique. There is certain type of source code which is not 

supported by Code distance visualizer, so we are not including them into subjects. In 

the conclusion validity random heterogeneous group of subjects should be selected. 

In our case as we are choosing different open source software and various developers 

working on different projects, so we have moderate homogeneous group of subjects. 

If we have huge heterogeneous groups, it can affect external validity. These 

limitations don’t affect the overall outcome of the experiment.  

 

3.4.2 Internal Validity: 
 

         Threat to internal validity can be those factors which can affect the 

independent variable without researcher’s knowledge and affect the cause [10][13]. In 

our experiment all factors that can possibly affect the outcome are closely monitored 

and measured. Also, those factors that can affect the outcome are already known.  

 

3.4.3 Construct Validity 
 
         It concerns with generalizing the result of the experiment to the theory or 

concept [10]. In our experiment the results are direct measure of working efficiency of 

technique. We would use these result to generalize the efficiency of this particular 

technique but not to other static code analysis techniques so we can easily state that 

there are no threats to construct validity. 

 

3.4.4 External Validity 
 

         It concerns with the generalization of the result to industrial practices [10] [13]. 

As this technique is a research work and it is not mature enough to affect industry 

practices. This research works aids the improvement process and highlights the 

strengths and weakness of the technique.  
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CHAPTER 4 THEORETICAL WORK 
 
 
         In this section concept behind working of machine learning and visualization based 

static code analysis technique is studied and explained. Before conducting experiments and 

formally validating a technique, the need to explain basic concept behind its working is 

essential. Later in this chapter, machine learning and visualization based static code analysis 

technique is described in detail. Various components and tools used to implement this 

technique are also discussed. This novel approach uses similarity metric for finding difference 

between two code fragments. This method is known as learning through data compression 

[1]. Since the difference between two code fragments is quite minute as compared to 

similarity, representing this difference in plain numbers is quite difficult. Human interaction is 

required to further enhance the learning process. In order to enhance the human interaction, 

the concept of visualization is used. There are different visualization techniques and their 

level of visual mapping of data and feedback vary from each other. A technique used to 

incorporate visualization is called heatmap [1]. The reason for choosing heatmap technique 

was that it was successfully implemented to enhance the fault localization [15]. This 

technique is also used in training of intrusion detection system efficiently [6]. These two basic 

concepts are further explained below. 

 

4.1 Similarity Metrics 
 

         In this section similarity metric is explained in mathematical terms and its use in this 

technique. In mathematics a metric is a function which computes distance D between 

two points x and y [1]. In the real world, it can be expressed as distance D between two 

places named x and y. It can be measured in any metric like meters or inches etc. 

A method to compute similarity metric in this static code analysis technique is normalized 

compression distance. The basics for normalized compression distance NCD is provided by 

Kolmogorov complexity. Its mathematical proof is given in [16]. It is explained by [1] as: 

 
“The Kolmogorov complexity K(x) of a string x is the length of the shortest binary program 

x* to compute x on an appropriate universal computer—such as a universal Turing machine. 
Thus, K(x) = |x|, the length of x*, denotes the number of bits of information from which x can be 
computationally retrieved”.  
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         This concept is used by [14] to define the concept of information distance. It can be 

explained as the difference between two objects x and x’ so that we can computer x from x’. If 

two objects are similar enough then they are easy to compress together as we just need to store 

the difference between two. On the other hand if two objects are fairly dissimilar to each other 

then combining them together to achieve compression is useless. Thus, the difference between 

two objects doesn’t affect rather the similarity between two objects does. This concept is 

enhanced by Vitanyi et al. [17] to propose normalized information distance. Normalized 

information distance or NID represents similarity between two objects by common shared feature 

between two [1][17].  The problem with NID is that it is not computable in the real world. So, 

approximation is used to compress two objects together which formed normalized compression 

distance or NCD [17]. In other word, two objects can be compressed together efficiently if two 

objects are similar enough using normalized compression distance.  

 

4.2 Heatmap 
 

         In the heatmap technique data is represented by colors on a two dimensional map. In this 

technique real number is displayed to a particular color that is assigned to it [1]. Spectrum of color 

can range from red, yellow to green. Using this technique we can group data according to its 

associated color. It enhances the visibility and visualization component.  

 
 

4.3 Technique 
 

         In this section the technique is explained in detail. Basic ideas that work together to form a 

complete technique are explained. There are three major parts in the technique. First is to adapt 

the code so that it can be used for analysis. It can also be mentioned as parsing the code. In the 

second part fault detection process takes place. In this part NCD values are calculated according 

to faulty or correct code.  In the third part visualization is used to overcome the opaqueness of 

machine learning process and enhance visualization of code fragments according to their assigned 

colors. All of these notions are explained further below. 

 

4.3.1 Adapting the Code or Parsing 
 

         Source code cannot be directly applied for NCD calculation and machine learning 

because of programming syntax noise so it needs to be converted into another form first. In 
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order to achieve this goal, source code is first adapted to a middle form so that it can be 

processed for NCD calculation. In this process different irrelevant details are truncated.   

Certain symbol like brackets, colon and semicolons and white spaces are discarded [1].  

Identifiers names can be changed to a string with two characters that are randomly generated 

or they can be assigned a randomly generated ID. However, there is option to keep the 

identifier’s name unchanged because they might carry valuable information. The reason for 

changing identifier name is that some identifiers can have very long name which can 

contribute towards incorrect calculation of similarity metric. In C programming language 

combination of different operators are used for different functions. This difference in length 

of operators can also contribute towards incorrect calculation of NCD values so; they are also 

changed to length of two. There is option to change constant values to a fixed value or they 

can be left unchanged as they also contain valuable information. For example, in strncpy 

function the size of buffer is important information which can contribute towards buffer 

overflow flaw. In the process of adapting code to another form, the semantic property of 

source code is not changed whereas; only syntax is changed so that the different syntactical 

properties don’t affect the process of NCD calculation.   

 
 

4.3.2 Fault Detection 
 

         In the fault detection process NCD values are calculated from the adapted version of 

code. These values are used for learning code patterns from the code instances that are known 

in advance as correct or faulty [1]. Later, these values are used for classification of new code 

into faulty or correct. After NCD calculation, code ranking is performed.  

 
o Naïve NCD Classification 

 
First stage is to mark the instances as correct or faulty which is called as training 

process. After the training process, instance of new code fragment is selected and 

combined together to compress with each training instance and NCD values are 

calculated. Compressed size of each code fragment is calculated.  After this process, 

some or all code fragment pairs are compressed together to get pair wise compression 

value [1]. The details of naïve NCD classification is given in [18][1]. 

 
o Ranking 

 

Once the NCD values are calculated and code is classified into faulty and correct. 

Ranking of top faulty code can be performed. There are several advantages of ranking 

faulty code fragments. One of the advantages is that top ranked faulty code fragments 
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are easily accessible by clicking on ranking tab rather than searching for them in whole 

code. Another advantage is that if there are false positive among top ranked faulty code 

instances then it can be marked as correct which pushes the value of correct ones 

higher. It proves that ranking is an important factor in the static code analysis process.  

 

4.3.3 Visualization Component 
 

         Once the NCD values are calculated and code fragments are classified as correct or 

faulty. Result cannot be easily displayed in plain number. Also the machine learning process 

would be opaque to user in this way. In order to enhance the machine learning process 

visualization is used. Heatmap technique is incorporated to visually represent the 

classification with their associated colors. The user is able to see what machine learner is 

learning and it can judge its quality. Adapted source code is marked with different colors 

according to their classification. These colors range from green, yellow to red. It enhances the 

fault localization and detection ability [15]. 

 

4.4 The Tool - Code Distance Visualizer – 
 

         In order to implement this technique a prototype named as code distance visualizer [1] is 

built. In this section different tools and components are combined together to implement the 

technique and to achieve the required functionality. These components are described as below. 

 

4.4.1  Static Analyzer (Sparse) 
 

         In order to convert the original source code into adapted version of code a parser is 

used. The prototype was intended for C programming languages. There were different parsers 

available for this reason. Sparse1 is used to parse semantics of C programming language [1]. 

One of the reasons is that it is open source and free of charge and secondly it meets all of the 

requirements. It is used to generate parse tree of the original source code. It was also used to 

get rid of unnecessary information in code like white spaces and brackets. Semicolons, 

commas and other unwanted characters are also removed.  All in all, it provided all power 

which was required to parse the code into adapted version for NCD calculation and machine 

learning.  

 
 

                                                      
1 Sparse – a Semantic Parser for C, originally written by Linus Torvalds, now maintained by Josh Triplett, 
available at http://www.kernel.org/pub/software/devel/sparse  
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4.4.2  Machine Learner (CompLearn)  
 

         CompLearn suite2 comes with built in library support for compression based machine 

learning for various applications [1]. It is used to calculate NCD values for adapted code. It 

gives a nonnegative number as a result by compressing two fragments together which 

represents the difference between two.  

CompLearn was used to calculate NCD matrix which indicates the similarities between two 

code fragments. According to this similarity matrix naïve NCD classification is performed to 

classify the code into correct or faulty [1]. In order to represent this classification; 

visualization is used.  

 

4.4.3 Visualizer (GTK+) 
 

         GTK+ is used to implement graphical user interface which is a powerful cross platform 

widget toolkit [1]. It is also an open source and comes with Lesser General Public License 

which enables its use for open source software like code distance visualizer. It provides 

variety of widgets to implement graphical user interface like dialog boxes, menus and 

checkboxes etc. It is easy to implement and provides portability. One of its extension GTK 

Source view is used to enhance source code visualization. Detail of its implementation is 

given in [1]. 

 

4.4.4 Security Vulnerabilities in C Programming Language  
 
         In this section different security vulnerabilities that can exist in C source code are 

discussed. Security vulnerabilities are most common cause of software breaches these 

days [19]. There exist different types of security vulnerabilities that can contribute 

towards software exploitation [25]. Some of most common vulnerabilities are discussed 

below.  

 

4.4.5 Buffer Overflow 
 
         It is one of the most notorious and infamous vulnerability which exists in C 

programs. It can be easily created and it is also easy to exploit. A buffer overflow can 

occur when program attempts to store more data into it than its maximum capacity. 

                                                      
2 CompLearn Toolkit – Machine Learning Via Compression, written by R. Cilibrasi, available at 
http://www.complearn.org  
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It results into modification of unauthorized data, execution of malicious code and 

program crash. An attacker may take benefit of it to execute malicious code by over 

writing the appropriate values on decision control variables of unauthorized memory 

space and changing the program flow. Buffer overflow can be avoided with proper 

buffer bound checks or use of secure functions.  

 

4.4.6 Memory Leak 
 

         Memory leakage is a result of memory mismanagement by programs. A 

programmer allocate memory and forgot to release it when no longer required or 

programming bugs can also allow extra memory consumption. A program containing 

memory leakage problem affect the overall system performance by occupying 

memory or it can overrun memory resources which can result into program or system 

crash. 

 

4.4.7 Race Condition 
 

         Race condition can exists in a process sharing environment where multiple 

processes execute the common piece of code and manipulate the data concurrently. 

In such application, there is a risk involved that a process gets the data or access 

rights of other processes. An attacker can take the benefit of this by gaining the 

system access. It demands a well defined mechanism of (Lock/Unlock of process) to 

handle execution of such code. 

 

 

4.4.8 Incorrect API Usage 
 

         An incorrect API usage defect occurs when programmer uses a library or a 

function to implement certain feature but it doesn’t perform the task which was 

intended. It can occur at several places in the code and a deeper analysis is required 
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to correctly identify them as there might be cases where these functions are 

implemented correctly.   

 

4.4.9 Null Pointers 
 

         These defects occur due to usage of a null pointer without prior checking. This 

can be a case where a pointer is freed or explicitly changed to null and used again in 

the program. It can result into segmentation fault or complete system failure.  

 

4.4.10 Other defects 
 
         There is fairly large amount of programming mistakes that result into a bug or a 

defect. Mentioning all of them is not possible here. While conducting the experiment 

we came across variety of defects which doesn’t explicitly fall under security 

vulnerabilities but they can result into an unpredictable behavior and affect overall 

program robustness. Some of these defects are mentioned in Appendix A.  
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CHAPTER 5 EXPERIEMNT 
 
 
         In order to analyze proposed technique series of experiments are conducted to test its 

efficiency. The main objective of this research work is to empirically validate the efficiency of 

technique by testing its fault detection ability and ratio of false positive and false negative. 

One of the important factors in experimentation is careful selection of the subjects so that 

they don’t affect the outcome by unknown factors. A prototype of technique is readily 

available as Code distance visualizer CDV. We used this prototype to test our sample 

subjects with the intention of detecting defects in the sample set using proposed static code 

analysis technique. In this section excruciating details of our experiment are discussed which 

include selection of subjects, instrumentation, methodology, operation and data validation.  

 

5.1 Subject Selection 
 

         Selection of subjects is extremely important especially while validating some new 

technique. There are always various choices available for choosing subjects. In our case, 

subjects are the software source code which meets our certain requirements. There were 

different constraints and requirements that played important role while choosing 

software which are availability of source code, programming language constraints, 

coverage of different types of errors, defect repositories, access to these repositories and 

their corresponding faulty and correct version of source code. There were certain 

limitations of the prototype as it does not support certain type of source code. One of 

the choices for selecting source code for review is Siemens Programs by Siemens 

Corporate Research [20]. These programs are specially designed to test the efficiency of 

different testing techniques and approaches. They are also made open for researchers by 

Do et. al [21]. Two different versions of software with one containing defects and other 

with defects fixes are available in Java and C programming languages. The problem with 

these samples is that various defects are seeded to test the detection efficiency of 

different testing techniques. Test cases are also readily available on its home page. We 

examined these projects carefully and rejected them afterwards. The reason for rejecting 
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this sample is that errors are seeded by tester themselves and their coverage is 

questionable. Also, these defects do not represent actual real mistakes that can be 

implemented by system developers.    

 

         Second obvious choice was real open source software that are developed in C 

programming language by enthusiastic developers.  Random open source software were 

chosen from different domains or genre like security applications, desktop applications, 

network applications and commercial applications. Detail of these software is given in 

subsection 5.2 below. A sample is set is chosen randomly based on their different genre so 

that we can have maximum coverage. Another main reason for choosing open source 

software is that their bug reporting system is extremely developed and carefully 

maintained. There are different bug and change reporting system that open source 

software use like Revision control or version controls systems like VCS, source control 

management SCM and GIT etc. These systems log changes by different developers 

working on same files or different files. They also provide a visual display of changes 

from previous version to the next version. Different commits performed by developers 

with time stamps and revision number is also available. These details are handy and 

easily accessible. Using these repositories, we were able to find various kinds of defect of 

our interest and their resulting faulty version of code with bugs and corresponding 

corrected code with bugs fixed. These details are crucial for the technique under study.  

 

5.2 Software Subjects 
 

         We have selected five different types of software from different domains ranging 

from desktop, networking, visual modeling, system administration to security 

applications. Details of these software are as under.  

 

5.2.1 BRL-CAD 
 

         It is powerful cross platform modeling system for interactive constructive solid 

geometry and solid modeling computer generated design CAD. It provides facilities 

for graphic rendering and computer network distributed frame buffer support. It was 
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originally started in 1979, by U.S. Army Ballistic Research Laboratories BRL. It was first 

released in 1983 and made as open source project in 2006.  It has in total 1336651 

line of code.  

 

5.2.2 TCL 
 

         It is a powerful dynamic GUI programming language and provides support for 

various kinds of programs ranging from Web, Desktop, Networking, Administration 

and Testing etc. It is a cross-platform interactive mature but evolving programming 

language.  

 

5.2.3 LibVNC Server 
 
         LibVNC Server is a library to create VNC server. It requires frame buffer and 

some I/O functions and it calls a function each time the frame buffer is changed. It 

include HTTP server from XVNC3. It also include LibVNC client to create a LibVNC 

client. Total number of line of code of LibVNC server is 33803. 

5.2.4 Crypto  
 

         Crypto is used to create virtual encrypted drives. A container file can be created 

using password protected drive. It can mount a secure virtual drive. Files and other 

data can be stored in this drive. A passphrase is required for authentication. 

Applications can also be installed in this drive.  It has in total 155525 line of code. 

 

5.2.5  Netatalk   
 

         Netatalk is open source software designed to serve as a fast and reliable file 

and print server for Apple Macintosh clients on a UNIX system. It is quite similar to 

SAMBA but it is designed to work for Macintosh clients. It is also designed to work as 

a Macintosh router. It has in total 82617 line of code.  

 

                                                      
3 http:/ /freshmeat.net/projects/libvncserver 
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5.3  Instrumentation 
 

         In this phase of experiment all of the subject data is collected and made ready for 

execution. All of the required subjects, experiment design and result metric were readily 

available before actual execution of experiment. Instrumentation process includes 

searching for various defects in the source code repositories of the chosen software 

subjects. There were various defects with minute or irrelevant changes and they were 

discarded. We chose those changes where bugs are fixed.  Set of two different versions 

of source code as one containing defects or faulty version and other with defects fixed or 

correct versions of code is stored. All of this material is prepared and readily available for 

experiment execution. Methodology is already explained in chapter 3 with greater detail.  

Experiment design is explained in section 4.2.3. Experiment is carried out according to 

the set design and its outcome is measured on the basis of metric explained in Table 1.   

 

5.4 Operation 
 

         Experiment is conducted and detailed observations are measured and noted down. 

The main objective of experiment is to use code distance visualizer CDV to detect defects 

in the source on the basis of training and the behavior of CDV is measured for its 

efficiency of detection of new faults that are not explicitly marked as correct or incorrect. 

First of all two different versions of code; one containing faults and other with faults fixed 

are loaded into CDV. Then these source codes are parsed to convert them into adapted 

version of code so that static analysis can be performed on them. Once the code is 

parsed into an adapted version; faulty code is selected and marked as incorrect and its 

correct version is also marked. This process is called as initial training.  The resultant 

training instances were used to identify the remaining presence of faults in code by the 

tool. The number of faults detected, false positive and false negative is measured and 

noted down. These training instances can be imported or exported and they can be used 

to detect defects in other source files containing same type of errors and tool can 

distinguish between the faulty statements and corrected version of those code 

fragments. Faulty code fragments can be detected on fly due to their colored marking. 

After this process, the source code is examined by operator and visualization component 
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makes this process easy by visually marking these codes fragments into different tones of 

colors ranging from green to red. After careful examination of visually marked code, if 

some correct code is marked as faulty or in other words false positive exists; it can be 

marked as correct manually. Same is the case with false negative where a faulty code 

fragment is missed by CDV, we can mark it as incorrect. This process is referred as 

additional training. Additional training brought us more accurate results and one can rely 

on such training instances for future static code analysis. It is not necessary that we 

always perform additional training since tool gave good recognition of errors without 

causing false alarms in most of the cases. 

  

5.5 Experiment Sample  
 

         One of the examples is explained to give an overview of experiment process. In this 

sample we discuss an incorrect usage of stncpy() function in ad_open.c on line 652 in 

Netatalk software. This fault was reported and corrected in the next version.  Source code 

for both versions are obtained and fed to NCD for parsing and these files are renamed as 

open1.3.6.6.c and open1.3.6.7 as faulty and correct version respectively. Once the code is 

parsed to adapted version; incorrect usage of function is selected to mark as incorrect. 

The process is shown in figure 1. The correct version of the code is also marked in the 

next version for the sake of initial training so that learner can learn the pattern of correct 

and incorrect version of code. In the correct version stncpy() function was replaced with 

strlcpy() function. Selecting correct version of code is shown in Figure 2. After the initial 

training remaining code was marked as correct and incorrect according to NCD values 

and learned patterns. When the code is examined carefully there was another strncat() 

function on line 670 and 671 which was used incorrectly and tool detected it and marked 

them as incorrect on the basis of initial training. In the next version of code this fault was 

fixed by using strlcat() function and it was detected and marked as correct on the basis of 

initial training. It is an interesting example in which the classifier was able to detect 

another strncat() function as vulnerable and marked it as faulty. This shows the efficiency 

of the tool that it was able to generalize from its initial training and detect other flaws on 

the basis of these trainings. In the same revision a block of incorrect code was changed 



35 
 

to another block  on line 658 of open1.30.6.7.c file from a previous version of 

open1.30.6.6.c file on line 655 on which a vulnerable strcpy() function was used. In the 

newer version the corrected version was marked orange which leads to its additional 

training which is shown in Figure 3. In order to train the machine learner with incorrect 

usage of same function previous faulty version was marked as incorrect so that we can 

have balance in training. It is shown in Figure 4. We measure the number of actual flaws 

present in the code and correctly identified, false positive and false negative defects 

detected by tool after initial training and additional training.  

 

         There were cases where we do not require additional training because tool was able 

to detect all types of defects on the basis of initial training. We repeated this process for 

all list of defects found in five different subject software.  

 
 

 
 

Figure 1: Initial Training for incorrect version of code. 
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Figure 2: Initial Training for correct version of code. 
 

 
 

Figure 3: Additional Training for correct version of code. 
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Figure 4: Additional training of incorrect version of code. 
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CHAPTER 6 RESULTS 
 
 
         Results are measured according on a set scale and they are computed on the basis of 

initial training and additional training. Experiment which is described in previous chapter is 

carried out for all defects present in five different software.  Cumulative results are shown in 

Table 2 in which total number of defects and correctly identified CI, false negative FN and 

false positive FP are shown on the basis of initial training and additional training. CI in 

additional training indicates number of defects that are correctly identified after additional 

training that were not identified from initial training. FN in additional training represents 

number of false negative that are still missed by the tool. Whereas, FP in additional training 

stands for number that are still marked as incorrect even though they are correct code 

fragments.  

 

Total 
faults 

Initial Training Additional Training 

 CI FN FP4 CI FN FP 

438 381 57 67 18 39 47 

 
Table 2: Cumulative Result Metric  

 
         In total there were more number of defects but syntax in those source files was not 

supported by the CDV prototype. There are certain features of C programming language 

which are not supported by parser of tool. We are only including those defects which we 

were able to successfully parse and convert the code to adapted version and apply static 

code analysis on them.   

 
 
 

                                                      
4 It is an important point to note about false positive that they might not correspond to actual total 
number of defects and total number of correctly identified. False negative are those defects that are 
not actually faulty code fragments but incorrectly marked by tool as faulty code fragments. 



39 
 

Types of faults 
Total 

Number 
of Faults 

Initial Training Additional Training 

  CI FN FP CI FN FP 

Incorrect API 
Usage 

206 174 32 16 6 26 16 

Buffer Overflow 100 91 9 23 6 3 9 

Improper File 
Handling 

26 18 8 8 2 6 6 

Obsolete 
Function 
Handling 

8 8 0 0 - - - 

Memory Leak 
and null pointer 

reference 
28 26 2 20 2 0 16 

Overheads 44 38 6 0 2 4 0 

Dirent Handling 8 8 0 0 - - - 

Wrong 
Operator Usage 

10 10 - - - - - 

Race Condition 8 8 0 0 - - - 

 
Table 3: Result Metric according to types of faults. 

 

6.1 Fault Description 
 

         There is different number of defects of various types in our software subjects.  In 

our experiment we used variety of defects and mentioning all of them here is not 

feasible. Some of these defects are briefly explained below from various categories. 

Various details like type of defect, software name, file name and revision number and 

vulnerable or defective function is also described. Corresponding behavior of tool is also 

described according to its various behaviors.   
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6.1.1 Buffer overflow 
         There was a buffer overflow problem with strncpy function which was not used 

correctly in ad_open.c file of Netatalk software. The bug was present in Revision 

1.3.0.6.6 and corrected in a revision 1.3.0.6.7. In this revision strncpy() was replaced 

into strlcpy(). It was present at various positions in the source code. The tool was also 

able to generalize according to the training instances and it detected another usage 

of strncat() function.  

 

         Another buffer overflow problem was encountered in Canonlib.c file of BRL CAD 

software. The problem was present in revision 30009 and corrected in 30030. Use of 

bu_strlcpy and bu_strlcat was replaced which ensures null terminated strings instead 

of calling strcat, strncpy and strcpy functions. The tool was able to find vulnerable 

functions in term of bound checking (buffer overflow), inconsistent Null termination 

which can allow attacker to get control on program flow. Tool detected other 

function too with same pattern like strncpy and strncat. 

 

6.1.2 Memory leak  
 

         Memory leak problem is handled in tclUnixPipe.c file in TCL software. This issue 

was present till revision of 1.38 of this file and fixed in revision 1.39 on line 488. In this 

version Tclstackfree() function takes void type pointer (void*) which is intended to be 

freed when Tclstackfree function panics. It would help to release memory before 

exiting. Tool was able to detect maximum number of faults but at the same time it 

generated so many false alarms (all expressions, structures started with faulty 

function name were also detected as faults). The function calls were different with 

each other on the basis on their type cast's parameters. Additional training was not 

helpful to decrease number of false positive.   

 

        There was another memory leak fault in BRL CAD software in the slave.c file. This 

fault was present till revision 24858 and fixed in revision 24867. flush() function was 

used to free memory. Tool detected the block without flushing the memory as faulty 
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and correct block was also identified as valid block. However, some blocks were 

detected as defected which were correct, but later additional training corrected this 

problem. 

 

6.1.3 Race Condition 
 

         These types of defects occur in multi process sharing environment. This type of 

defect was detected in BRL CAD software in bomb.c file and it was present till revision 

21450 and corrected in revision 21431. In this revision they acquire a semaphore 

when using the resource so that they don’t interleave with jobs that are going on. 

bu_semaphore_acquire(bu_sem_syscall) and bu_semaphore_release(bu_sem_syscall) is 

used to handle this problem. We selected the code block where this issue was not 

handled as faulty and the code block where this problem was handled as correct. 

With the help of this training it detected other code blocks where same issue was not 

handled as faulty and it correctly identified all defects that can lead to a race 

condition problem.  

 

6.1.4 Improper File handling 
 

         In this type of error proper access modes for file reading and writing were not 

properly handled. This type of fault occurred in Add_open.c file of Netatalk project 

and these were present in Revision 1.13 and corrected in Revision 1.14 of this file. 

Tool detected these problems but some correct expressions were marked as faulty 

because the correct expressions were very similar to faulty expressions.  

 

6.1.5 Denial of Service  
 

         A type of defect which can lead to possible denial of service attack was 

detected in Netatalk software in ad_open.c file. As it is a file and print sharing server, 

this type of attack can be devastating.  The problem persisted in the software until 

the Release 1.30.6.1. It was fixed in Release 1.30.6.2. Use of sys_ftruncate was 

appropriate for sending large files instead of ftruncate. Dbd socket is closed (sleep a 

little rather than DoS). Usage of sig_setmask rather sig_unblock with dsi function is 
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appropriate. On the basis of training the tool worked well and identified all of the 

faulty statements.  

 

6.1.6 Improper program exit  
 

         Improper program exit can occur in BRL CAD software in canonlib.c file. This 

problem was present till Revision 22798 and corrected in Revision 320917 by passing 

bu_exit() a NULL instead of an empty string. Tool detected all other occurrences of 

NULL absence bugs in correct source code. The faulty part was reported by tool with 

less ranked color despite full red color (red color indicates highly faulty statements) 

as expected. Twenty five faulty statements were labeled and suggested to be risky 

enough to be considered as dangerous piece of code. 

 

6.1.7  Incorrect Type casting  
 

         This type of defect was detected in TCL software in tclUnixTime.c file. It was 

present in software till Revision 1.29 and corrected in Revision 1.30 by eliminating 

usage of (VOID*) casts when calling memset or memcpy. An interesting limitation was 

detected during this experiment. Two expressions for function were marked as 

correct and wrong respectively but the tool was unable to distinguish between those 

two function calls and marked code good or bad on the basis of first selected rule. 

The function calls were different with each other on the basis of their type cast's 

parameters. However tool detected other functions with same pattern but color 

marking was incorrect (rule for memset detected memcpy too but with incorrect 

color marking). 

 

6.1.8  Obsolete Function 
 

         This type of defect was discovered in TCL software in tclUnixTime.c file. It was 

present in the software till revision 1.15.2.6 and corrected in revision 1.1.5.2.7 by 

removing obsolete use of 'struct timezone' in the call to 'gettimeofday'. Tool detected 

usage of obsolete structure on the basis on created training instances where 
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gettimeofday(&date, &tz) was marked as incorrect and gettimeofday(&date, NULL) 

as correct. 

 

6.1.9  Wrong Pointer Usage 
 

         It is a type of defect in which pointers are not used properly. This type of fault 

occurred in TCL software in tclLoadAix.c and it was present till Revision 1.6 of this file 

and it was corrected in Revision 1.7. In this case programmer was using the pointer 

value to reference its object and data members, which was corrected in next version 

by using the pointer reference. Tool detected vulnerable and correct statements 

efficiently where  (*mp->info->init)(); was marked as incorrect and usage of mp-

>info->init(); was labeled as correct statement. 

 

6.1.10 Problems where tool was unable to parse code e.g. Portability Issue 
 

         This kind of issues was found in CanonLib.c file in BRL CAD and it exists in 

Revision 29729 and it was corrected in 29735. There was an old non ANSI function 

bzero() which can be a portability issue when code is run on various platform as it is 

not supported on all platforms. Its can result into un-predictive behavior. In the next 

revision this function was replaced by memcpy() function. The tool was not able to 

parse all of the code so we were not able to train it on the faulty or correct usage. 

These types of mistakes are not counted in total result and discarded.  

 

6.2  Result Analysis 
 

         The objective of this research is to test the efficiency of the technique. We used the 

prototype built to implement this technique to detect faults in five different software 

which were already known. We can use simple formula to calculate the efficiency of the 

technique by dividing number of faults detected by the tool by total number of defect 

present in the software. We are not counting those defects which were present in the 

source code that was not parsed by the tool in the total number of defects.  
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         We can also divide the efficiency on the basis of initial training and additional 

training. The original formula can be presented as 

 
Efficiency = (number of faults detected by tool / total number of faults) * 100 

 
         We can also apply the same formula to calculate false positive and false negative 

percentage after initial training and the affect of additional training.  

 

• Efficiency of tool after initial training 

Fault detection Efficiency = (number of faults detected after initial training / total number of 

faults) * 100 

Efficiency after initial training = (381 / 438) * 100 = 86.98% 

False Negative Percentage = (false negative after initial training / total number of faults) * 

100 

Initial False Negative Percentage = (57 /438) * 100 = 13.01%  

False Positive Percentage = (false positive after initial training /  total number of faults) * 

100 

Initial False Negative Percentage = (67/438) * 100 = 15.29% 

 
• Efficiency of tool after additional training 

 
Efficiency = (number of faults detected by initial training + additional training / total number 

of faults) * 100 

Fault detection efficiency after additional training: (381+18 / 438) * 100 = 91.08% 
 

False Negative Percentage after additional training = (false negative after initial 

training /   total number of faults) * 100 

False Negative Percentage after additional training = (39 /438) * 100 = 8.90% 
 

False Positive Percentage after additional training = (false positive after initial training /  

total number of faults) * 100 

False Negative Percentage after additional training = (47 /438) * 100 = 10.73% 
 

6.3 Discussion 
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         Result analysis shows the overall efficiency of the tool in terms of its fault detection 

ability, false positive and false negative percentage. We have further divided it into two 

sub categories of after initial training and after additional training.  It shows that its 

defect detection efficiency after initial training is 86.98% and if we round off this value 

then we can safely state it as 87%. When the additional training is imparted; the defect 

detection percentage further increases to 91.08 percent. The false negative ratio after 

initial training is 13.01 percent and when additional training is applied it decreases to 

8.90 percent. The false positive ratio after initial training is 15.21 percent and after 

additional training it decreases to 10.73 percent.  

 

         On the basis of above mentioned results we can state that the technique works 

efficiently even after initial training and additional training further enhances its efficiency 

by increasing fault detection ability and decreasing false positive and negative to an 

acceptable level. The only limitation is due to its parser which is unable to parse certain 

type of source code as full functionality of C programming language is not implemented 

in it. It can also be justified by the fact that it is just a prototype and built in a time and 

resource constraint environment. If the parser of the technique is further enhanced or re-

implemented using a suitable tool, it would highly affect the ease of use and coverage. 

However, the technique itself gives promising results and the limitations are only due to 

prototype not the technique.  

 
 
 
 
 
 
 
 



46 
 

CHAPTER 7 EPILOGUE 
 

 

7.1  Conclusion 
 

         In this research work, we have conducted a series of experimentation to test the 

efficiency of machine learning and visualization based static code analysis technique. On 

the basis of our experiments we have gathered data according to a set scale and 

measured the defect detection efficiency, false negative ratio and most importantly false 

negative ratio. The experiment design, subject selection and treatments are important 

factors when validating a technique. We choose real life open source software as our test 

subjects and the real bugs that were present in a version and corrected in next version. 

We used code distance visualizer CDV to detect defects that were fixed in next version.  

First we train the tool on the set of correct usage or correct instances of code fragments 

and at the same time incorrect usage or faulty code fragments.  We choose a strategy to 

train the machine learner on the basis of equality between correct and faulty code 

fragments.  Choosing correct type of instances is an important factor that can affect the 

overall outcome in terms of fault detection, false negative and false alarms. Maintaining 

balance between correct and faulty training is important otherwise if we train only on the 

basis of correctly identified code fragments then our false negative would increase or if 

we train on faulty statements then our false positive would increase. Our results show 

that the strategy that we used for training gave encouraging results with 91.08 percent 

fault detection ratio, false negative to 8.90 percent and false positive to 13.07 percent. 

This shows that novel idea of using NCD values for classifying code fragments into 

correct and faulty usage and visually marking them with their respective color using 

visualization is an efficient technique. The only limitation is due to its parser 

implementation which limits its application. The capabilities of this technique can be 

applied on any programming language with which its specific parser.  
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7.2  Research Questions revisited 
 

In this section we would be try to answer our formed research question in section 2.4.  

 

1. Which different kind of security vulnerability exists in the C source code? 

         The main intent of this research question was to investigate various security 

vulnerabilities and problems that exist in the real world. In section 2.4 we describe 

various general types of security vulnerabilities that exist in C source code. Furthermore, 

it is validated by finding such type of vulnerabilities in five different open source 

projects. We also used these vulnerabilities in our experimentation and used CDV to 

detect these defects.  

2. To what extent various security vulnerabilities can be detected using code distance 
visualizer CDV? 

         The main objective of this research question was to study the process of finding 

security vulnerabilities in the real world open source projects using CDV. In our 

experiment we first we collected bugs fixes from their respective bug reporting 

repositories. We used CDV to detect these defect or vulnerabilities and showed that the 

technique is very useful in fault detection and has a minimal number of false negative and 

false alarms.  

3. Can CDV detect new security vulnerabilities by generalizing from its initial 
training? 

         The main objective of the research was to validate the machine learning component 

of the software where it can generalize from its initial training and able to find 

vulnerabilities of same type in a different context. Our result shows the number of defect 

correctly identified and it also shows that tool was able to generalize from its training 

using NCD classification it successfully detected various defect in most of cases. It also 

shows that additional training also helps in defect detection, decreasing false negative and 

false positive.  

         On the basis of result analysis and research question we can reject our null 

hypothesis and our alternative hypothesis is proved which validates this technique in 

terms of its efficiency. It shows that the technique is effective and it helps in detecting 

new faults on the basis of its training instances.  
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7.3  Future Work 
 

         This research work indicates the potential of the technique. The possible research 

work would be to re-implement the parser which supports all kinds of C syntax. One of 

another future work would be towards implementation of parser for other programming 

language with machine learning and visualization so that its general applicability could 

be enhanced and validated. In this research we described fault detection and 

visualization on the basis of our experience and research. It can be further validated 

using different developers so that they can mark the faulty code and correct code on the 

basis of their experience and affect of visualization on the usability of the tool. 

Visualization can also be applied on specific kind of faulty statements like different 

security vulnerabilities can be assigned different colors so that their identification can be 

enhanced. Furthermore, the use naïve NCD classification can be compared with other 

implementation of machine learning approaches so that efficiency of NCD classification 

can be further validated. For example according to [18], there are different applications 

that can be used along with NCD i.e. neural networks and support vector machine [22].   
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APPENDIX A 
 
Type of 
Fault 

Portability issue. Convertion of the lingering getopt calls to bu_getopt, libbu's (bu_getopts()) getopt 
has the benefit of being re-entrant and is portable to environments where getopt() may not be 
available. 

Total 
Number of 
Faults 

17 

Basic 
Training 

CI 13 

FN 4 

FP 0 

Additional 
Training 

CI 15 

FN 2 

FP 0 

Description The tool was able to detect functions with same name. functions with same pattern were not being 
identified and the colour for other correct and wrong functions was same. Later on additional 
training improved the results but again those were not up to the mark in this case. 

 

Type of 
Fault 

Corrections. global structures/functions should have "rfb", "sra" or "zrle" as prefix, 
while structure members should not.

Total 
Number of 
Faults 

10 

Basic 
Training 

CI 10 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Tool detected all faults because the faults had almost of the same syntax as in rules. 

 
Type of 
Fault 

Buffer overflow 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 4 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 
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Description All the defects were detected. 

 
Type of 
Fault 

Opening forks in RO/RW mode. small fix for file open read only and then read write. 

Total 
Number of 
Faults 

9 

Basic 
Training 

CI 5 

FN 0 

FP 4 

Additional 
Training 

CI 6 

FN 0 

FP 3 

Description Tool detected faults those were quite similar to the rules instance. Corrected expressions were 
marked as faulty because the correct expressions were similar to faulty expressions. Additional 
training corrected one false positive and another bug was also detected. 

 
Type of 
Fault 

strncpy --> strlcpy fixes 

Total 
Number of 
Faults 

12 

Basic 
Training 

CI 9 

FN 3 

FP 3 

Additional 
Training 

CI 11 

FN 1 

FP 1 

Description Faults were identified correctly. 

 
Type of 
Fault 

Send file for LARGE_FILE. use of sys_ftruncate() instead of ftruncate() 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 4 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Tool worked well for same function calling and identified such occurrences correctly. 
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Type of 
Fault 

bcopy -> memcpy 

Total 
Number of 
Faults 

8 

Basic 
Training 

CI 8 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Faulty functions were detected correctly. 

 
Type of 
Fault 

Fix some errors. Wrong use of operators(== vs. =). 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 4 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description All expressions containing comparison operator instead of assignment operator were detected. 

 
Type of 
Fault 

Fix a small leak in UAM handling. 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 4 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Tool suggested to check other risky statements where there were chances of error occurrence. 

 
Type of 
Fault 

Use of strlcpy instead of strncpy 
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Total 
Number of 
Faults 

12 

Basic 
Training 

CI 12 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Tool has a ability to work perfectly when code contain same vulnerable functions as mentioned in 
rules database. 

 
Type of 
Fault 

Invoking call backs without visual junk. 
 

Total 
Number of 
Faults 

18 

Basic 
Training 

CI 18 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Tool detected vulnerable and correct statements efficiently. 

 
Type of 
Fault 

generic/tclInt.decls: Revised the interfaces of the routines generic/tclExecute.c: TclStackAlloc and 
TclStackFree to make them easier for callers to use (or more precisely, harder to misuse). 
TclStackFree now takes a (void *) argument which is the pointer intended to be freed.  
TclStackFree will panic if that's not actually the memory the call will free.  TSA/TSF also now 
tolerate receiving (interp == NULL), in which case they simply fall back to be calls to   
Tcl_Alloc/Tcl_Free. 
 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 3 

FN 1 

FP 8 

Additional 
Training 

CI 4 

FN 0 

FP 8 

Description Tool was able to detect maximum number of faults but at the same time it generated so many false 
alarm (all expressions, structures started with name similar to faulty function’s name were also 
detected as faults). 
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Type of 
Fault 

Dirent Handling. 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 4 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description The code was updated with function (lseek() to  lseek64()) with more memory space. Tool correctly 
identify others similar defects.  
 

 
Type of 
Fault 

Removed obsolete use of 'struct timezone' in the call to 'gettimeofday'. 
 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 4 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Tool detected used of obsolete structure. 

 
Type of 
Fault 

Eliminate use of (VOID*) casts when calling memset() or memcpy(). 
 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 1 

FN 3 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Two expressions were marked as correct and wrong respectively but the tool was unable to 
distinguish between those two function calls and marked code good or bad on the basis of first 
selected rule. the function calls were different with each other on the basis on their type cast's 
parameters. However tool detected other functions with same pattern but incorrectly. Colour 
marking was incorrect (rule for memset detected memcpy too with incorrect color marked). 
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Type of 
Fault 

Buffer overflow. Sweeping string management changes to help ensure more secure/consistent null 
termination and bounds checking. Use bu_strlcpy/bu_strlcat where appropriate passing the size of 
the buffer (expected to be a NULL-terminated C-string) instead of calling 
strcat/strncat/strcpy/strncpy. This lets us get rid of most of the sanity/manual null-terminations. 
Also update to use sizeof() instead of hard-coded constants where useful. Hopefully not too 
many/any bugs getting introduced though the entire commit was painstakingly reviewed at least 
three times over and passed all manual testing as well as the regress tests. 

Total 
Number of 
Faults 

16 

Basic 
Training 

CI 16 

FN 0 

FP 7 

Additional 
Training 

CI 16 

FN 0 

FP 3 

Description Tool was able to detect vulnerable functions in term of bound checking ( buffer overflow), 
inconsistent Null termination and allow attacker to get control on program flow.  Tool detected 
other function too with same pattern like strncpy and strncat. 
 

 
Type of 
Fault 

Convert usages of bcopy to memcpy throughout. Although none of them should be buffered that 
overlap per machine.h history, all calls were individually checked regardless new code should not 
use bzero/bcopy any more. 
 

Total 
Number of 
Faults 

16 

Basic 
Training 

CI 4 

FN 4 

FP 8 

Additional 
Training 

CI 5 

FN 3 

FP 8 

Description This time tool could not detect all the defects. After going through the results it was observed that 
tool didn’t parse the code properly. So, it was difficult for NCD calculator to find difference 
between wrong parse code and then results were not predictable. 
 

 
 
Type of 
Fault 

tlist memory leak fixed. Used of flush() function. 
 

Total 
Number of 
Faults 

4 

Basic CI 4 



59 
 

Training FN 0 

FP 2 

Additional 
Training 

CI 4 

FN 0 

FP 0 

Description Tool detected the block without flushing the memory as faulty and correct block was also identified 
as valid block. However, some blocks were detected as defective block which were correct in real. 
Additional training corrected this problem. 
 

 
Type of 
Fault 

Pass a NULL as a second parameter in bu_exit() instead of an empty string 

Total 
Number of 
Faults 

52 

Basic 
Training 

CI 27 + 25(which were near to faulty colour) 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description Tool detected all other occurrences of NULL absence correctly in source code. The faulty part was 
reported by tool with less ranked colour despite full red colour (red colour indicates highly faulty 
statements) as expected. Twenty five faulty statements were labelled and suggested to be risky 
enough to considered as dangerous piece of code. 

 
Type of 
Fault 

Race Condition. Fix race-condition problem with parallel crash report generation. Acquire a 
semaphore when printing into the tracefile filename and acquire the BU_SEM_SYSCALL 
semaphore when printing so we do not interleave with other printing that may be going on.  Do the 
same when printing the intentional core dump message. 

Total 
Number of 
Faults 

4 

Basic 
Training 

CI 4 

FN 0 

FP 0 

Additional 
Training 

CI - 

FN - 

FP - 

Description A block was selected as faulty with unhandled race condition and fixed block was selected as 
correct. Tool indentified correct and incorrect code block and further blocks containing this 
problem with other set of expressions were also identified correctly. 

 
 


