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ABSTRACT 
 

Some applications on mobile handheld devices are involved in exchanging critical 

information e. g. sending positioning data of heavy-good vehicles as a basis for road toll. This 

information must not be accessed or modified illegitimately; however, there is the risk that 

can be accessed or modified by modifying the application or during communication of the 

handheld device with its counterpart. This thesis report investigates concepts to shelter 

software from modification and how the communication of these applications running on a 

handheld device over public mobile network can be made more secure. This work was 

performed by carefully identifying relevant literature and developing the concept that how a 

smart card can enhance the security of the software running on it particularly for handheld 

devices. It also discusses the issues and threats to smart cards. Furthermore it proposes a 

solution based on the specified scenario. The security of the software comprises on two 

layers; one layer is for analysis prevention, making it hard to understand the behaviour of the 

program both at static and dynamic levels. The other layer is responsible for verifying the 

integrity of the software to ensure that it is not modified. The software is installed on smart 

card which acts as an extra security layer. The communication relies on the security features 

of the public mobile network with some enhancement. In order to shelter the communication 

via public Internet, a border based VPN solution is deployed between the public mobile 

network and the remote server using the network assisted approach. This thesis will serve as 

basis for designing a secure communication path for Swedish road toll system.  
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1. Introduction 
This chapter introduces the area, goal and the structure of this research thesis.  

1.1. Background 

The world of technology has changed rapidly. The portable computing devices are most 

prominent in last few years. Handheld devices are among the most fertile forms of 

technology in today’s world. This has also made it possible to combine some key functions 

and services into a handheld device (PDA or Smartphone). As a result an increasing share of 

software applications is available for these handheld devices. So, handheld devices are 

rapidly becoming major technology for different jobs or services and especially for 

communication. Handheld devices are not likely to replace other technologies. Instead they 

can address specific needs and problems.  

 

Handheld devices are playing key role in the rapidly growth of e-commerce and online 

information services. Many Software applications are being developed for handheld devices 

that are being used to provide the different services and facilities through a handheld device. 

These applications are being installed directly on handheld or being provided on smart card. 

These software applications are also being involved in some critical data or information 

exchange between the devices or with the remote server. The key issue is this information 

should not be accessed or available to an unauthorized user. If so, then may cause a valuable 

loss to an individual or an organization. So, theses application or software’s providing 

different functions or services on the handhelds must be secure enough that an un-authorized 

user can not access or modify data being communicated. Thus, authenticated access, secure 

information and secure communication are critical prerequisites for the secure functioning 

and constant growth of e-commerce and online information services. 

 

Today’s technology and environment also assist the un-authorized users to get unwanted 

access to data or information. This unauthorized access or modification of data can be done 

by modifying the software application running on the handheld device. This is also possible 

during communication of devices. The software applications are running in a hostile 

environment; so the software applications have to be sheltered against modification both 

regarding code and communication.  This means that it must be hardly possible to reverse-

engineer and replace an application or find out about its functionalities by analyzing it 

working or listening to network traffic. Also, the unauthorized user can listen or capture the 

data/information being exchanged then later on which can lead to the modification of 

communicating data. So, the risk to modifying the network traffic should be as small as 

possible. So, both the communicating would be sure that whom it is communicating is 

authenticated and data being exchanged is not modified. 

1.2. Objective  

This research report will investigate the how a software application installed on handheld 

devices for utilization of different features or services can be made secure. So, that a user 

cannot modify the application and the application provider can check the integrity of the 

application installed. How a smart card can play role in enhancing the security of the software 

application installed on it? Also the communication of this software application to the service 

provider through public mobile networks must be secure. This thesis research report will look 

into the features for security of data provided by the public mobile networks and then finally 

will conclude how this communication can be made more secure? 
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1.3. Research Questions 

The research questions we are going to address in this subject area are: 

1) How it can be assured that software running on a handheld device is not modified? 

2) What is the most appropriate technique(s) to protect the software against 

modification? 

3) How can be ensured that communication using public mobile networks is secure? 

1.4. Research Approach 
The problem will be investigated through a detailed and comprehensive literature study of 

current research in this research discipline. The main source of information will be articles, 

books and web references from sources, which are well known and importantly authenticated.  

 

The literature study is conducted with the purpose of finding relevant martial related to 

software security in handheld devices and communication security over public mobile 

networks in a predefined scenario.  This detailed literature review will discuss the different 

possible techniques to secure software and communication. Finally, this review will enable to 

provide, proposal(s) how to implement a “safe” solution. 

1.5. Thesis structure 

Chapter 2: In this chapter we have discussed the scenario on which thesis research is based. 

Then the assumptions are made and the limitations of the scenario are presented.  It also 

provides a real world scenario as an example for understanding.  

 

Chapter 3: In this chapter we have discussed how smart card can be beneficial in this 

particular scenario. How it can be used to protect and make software more secure? 

Discussion about the threats to smart card and then defensive measures to protect it from 

theses threats has also been done.  

 

Chapter 4: In this chapter we have highlighted the importance of the secured software. 

Then we have described the different techniques to make a software resistant against 

modification. Then the weakness and strengthens of these different technique have also been 

discussed.  

 

Chapter 5: In this chapter we have talked about the secure communication through public 

mobile network of handheld devices to a remote server. This gives a brief overview of the 

public mobile networks. What kind of security they provide? Then also discusses available 

solution from public mobile network to the service provider.  

 

Chapter 6: In this chapter the solution for the given specified scenario to secure software on 

a handheld device and to secure communication of this software to a remote server over 

public mobile network has been presented.  

 

Chapter 7: In this chapter we have presented the final discussion of the thesis. This gives 

the motivation about the solution presented in the previous chapter. 

 

Chapter 8: In this chapter we have given the concluding remarks of this thesis report. 
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Chapter 9: In this chapter we have highlighted the future work related to this thesis report. 

The problems and area that need more research in this particular domain are presented.  
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2. Scenario  
With widespread acceptance of mobile technology and the excess of networked handheld 

devices entering the market, users are being offered a variety of applications and services for 

their devices. These applications can be installed on the handheld devices directly or can be 

installed on smart cards then used through handheld devices. Integrating the application 

directly in a handheld device may restrict its use while using a smart card ensures the wide 

spread use of it. The user will not be restricted to single handheld device; as user only has to 

insert the smart card in any of his handheld device and then just use the applications. Also, it 

will benefit in improving the delivery of services and reducing the administration cost. 

 

There is a service provider; who is providing a particular service that can be used through a 

handheld device. To use this service a software application is required which is provided to 

the registered user on a smart card by the service provider. This software application on a 

handheld is communicating to the service provider through public mobile networks.  

 

An intended user of this service just has to ask the service provider for the service by 

registering his/her handheld device (can be more than one). When the user will register, then 

the service provider will provide the user an application on a smart card. The user just simply 

has to insert the smart card to his handheld device (the register one) and use the service.  

 

 

 

 

  

 

 

Figure 1: Scenario Diagram 
 
Service provider: It provides the service that user intended to use and also will responsible 

for providing the software application on a smart card to its registered users.  

 

Handheld device: It is the user end device on which software application for that particular 

service is running through a smart card. This can be a mobile phone, personal digital 

assistants (PDA), or any lightweight device designed to be held in one hand during its 

operation.  

2.1. An Example 

Consider a taxi service provider company. To monitor and track the vehicles, handheld 

devices are provided in all vehicles. On the handheld device an application is run by inserting 

a smart card. This application is continuously communicating to the taxi service provider 

company so the company knows the current position of vehicle.  

 

There is no specific vehicle (taxi) for a deriver employed by the company. Each deriver is 

provided by a smart card, when it first starts the day on a vehicle then it inserts its card in the 

handheld device (provided in the vehicle). The application on the smart card starts 

communicating with company and verifies the deriver and other information; then also this 

card enables the company keep track of vehicle’s current position. 

 

Handheld 
device 

Service 
Provider 

Public Mobile 
Network 
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Now, if the application or information on card is modified then the company may loose 

vehicle. As the company will no longer be able to monitor that particular vehicle, or may 

mislead company about its position and other information. It may cause a valuable lose to 

company. Now, It is needed that the application running on the smart card must be protect 

against illegal modification and also communication of this application to the company must 

secured. 

2.2. Criteria & Assumptions 

In this section criteria, assumption and limitations of the scenario are discussed which are 

considered while investigating and presenting the final solution and discussion. 

 

In this particular scenario, the users or attackers do not want to crash the system or 

application; only want to modify the program or data being sent to obtain some unearned 

benefits. So, this research report will be focused on how can software be secured against 

modification? The authenticity, confidentiality and integrity of application that is 

communicating to its service provider are ensured only. It will not deal with restoring or 

recovering the software application if modified.  

 

The underlying operating system or any other application cannot provide any integrity 

guarantee; some techniques that are helpful in making software resistant to modification are 

implemented at program level may help to prevent security compromises [14]. So, the 

protection mechanisms that can effectively protect and help in securing the software 

application running in un-trusted environments should have the following characteristics 

[16]: 

• Hard to understand the behavior of the program. 

• Able to detect modification in software. 

• It must not have single points of failure and must be hard to disable. 

• Protection strength should not be based on its secrecy but rather on 

knowledge of secret key.  

 

Considering the scenario; our investigations and results will be based on the following 

context: 

• There would be a service provider, who will register the user and provide 

the software application on a smart card to utilize the service. 

• The smart card will contain the software application to utilize the service 

and some configuration information of user or service provider.  

• The registered user will use the service through its handheld device by 

simply inserting the smart card into his handheld.  

• The handheld device will be connected to the service provider through 

public mobile networks. 

• The communication between the handheld device and the service provider 

would be secure. 

• A registered user can utilize the service only. 

• The integrity of application will be ensured to the service provider. 
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• The authenticity and integrity of the data will be also be ensure to the 

service provider. 

Security means different things in different context. There is nothing that is perfectly secure. 

This thesis will produce the technique that will help to improve the security of software 

applications. It will make resistant an application against modification. Then will provide best 

possible solution to make the communication of this application more secure while keeping 

an eye on performance issues as well.  
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3. Smart Card 
The use of smart card applications is rapidly expanding. The main reason of recognition of 

the smart cards is more security of software applications installed on it. As, smart cards 

provide the required functionality to secure the application and also ability to assure the 

software is not modified along with the opportunity to upgrade or replace a security solution 

when it becomes compromised. Some sectors of industry have introduced the smart cards for 

more security, convenience and flexibility for example banking sector.  

 

“A smart card is a card that is embedded with either a microprocessor and a memory chip or 

only a memory chip with non-programmable logic. The microprocessor card can add, delete, 

and otherwise manipulate information on the card, while a memory-chip card (for example, 

pre-paid phone cards) can only undertake a pre-defined operation.” [11] 

 

The software application can be installed directly on a handheld device or can be used by 

smart card on which application is installed. The application on smart card would be more 

secure than running directly in the handheld device. The use of smart card will benefit in 

improving the delivery of service and reducing the administration cost as well. Also it would 

help in securing the software application, authentication of the holder and also securing the 

communication. So, it will increase the opportunities to secure the software against its 

modification and also later on will help to assure that the software communicating is not 

modified or data sent is not modified.  

 

The smart cards are facilitating to enhance the security of applications. The first step, the 

development of software for smart card must deliver secure, safe and reliable code. Then later 

on smart card can used to enhance the resistance in the software against modification. For 

example, their could be need to store the any secret key or information as well as some 

routines to check the integrity of the software. Smart cards provide this functionality as well 

as the ability to upgrade and/or replace a security solution when it becomes compromised 

 

The integration of smart cards in networked environments made them more exposed to the 

attackers. So, the smart cards, which considered as facilitators in securing the applications, 

are also facing threats. Some of these threats can help in determining the environment in 

which smart works or in which it must survive. For example, few micro–probing techniques 

can be used to access the chip surface directly, thus one can observe, manipulate, and 

interfere with the integrated circuit [17].  The other threat is differential power analysis (a 

side channel attack) where keys are extracted from the differences between runs of data 

dependent power emissions [19].  So, along with the security of software, it is also needed 

that smart card on which the software is installed should support the purpose. 

3.1. Smart Card Security 

Smart cards security also holds the key role in this scenario. It will help to enhance the 

security not only to the software application but also will protect other sensitive data like 

configuration data. The smart must not provide the means of software analysis exposure. 

There are number of factors that must be considered for security of smart card. The following 

factors/features make the analysis of a smart card more difficult [20, 49].  

Layering: It consists of many layers of logic. The elements that are vulnerable to analysis 

should be buried as far as possible in a lower layer.   

Bus scrambling: Buses are not laid out from chip. The busses are fabricated on lower layers 
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makes it impossible to directly connect them from surface. The buses for the memory are also 

scrambled. The individual bus lines are not laid out next to each other in increasing or 

decreasing order, but are instead arranged randomly next to each other or even arranged in 

several layers on top of each other. This acts an extra hurdle for an attacker, finds it difficult 

to know that which bus is associated to which bit or function.   

Memory design: The ROM is located on the lower layer, so is not easily accessible. This 

makes harder an optical analysis.  

Memory scrambling: Memory is not laid out in the same order as its logical addressing 

would suggest. So, it is extremely difficult for an attacker to discover how the memory cells 

are actually addressed without the relevant scrambling information. 

Dummy structures: The dummy structures are added where space allows. These are not the 

actual components or performing any functions. These are just there for security reasons to 

confuse and mislead the attacker. These dummy components must be kept secret and 

regularly monitored for any changes. These may cause in increasing the size of the chip. 

Active components or Links: There are also final metalization and passivization layers, 

which protect the chip against atmospheric effects and must use usually be removed for any 

intrusive analysis. If these layers are removed by chemical etching, the chip will no longer 

operate properly. These layers also protect RAM contents to be read out as RAM also 

contains some critical data.  

Voltage monitoring: A voltage monitor is present to detect the major increase or decrease in 

the voltage level.  If voltages level crosses allowed upper limit or lower limits it shutdowns it.  

Frequency Monitoring: This detects attempts to operate the chip very slowly for analysis or 

to introduce short pulses, which might induce errors. 

Temperature Monitoring: These shut down the chips when it approaches its maximum 

temperature. This is as much for reliability as a security feature. However, it can lead to an 

artificially increased failure rate without providing the user of the smart card with any 

additional security. 

Light detection: Detects exposure to the light after removal of the non-transparent epoxy 

resin covering the chip.  

Etching detection: The passivization layer must always be removed before any sort of 

manipulation of the chip can be performed. Sensor circuits detect the removal of 

passivization layer; which is removed using etching acids. 

Irreversible switching from the test mode to the user mode: It must be irreversible to 

switch from test mode to the user mode. The test mode is used for verifying the chip. The test 

mode allows reading data from EEPROM. Thus change from tester mode to user mode must 

not reversible. 

 

If a chip has all these functions, then cost of that smart card would be relatively expensive. 

These are the feature or functions that are to be considered while designing the smart card. 

There are also some techniques that suggest some improvements in the design of smart cards 

against some specific threats. For example: for security-sensitive applications self-timed logic 

may have some advantages; as the absence of a clock, as a reliable timing reference, makes 

conventional power analysis attacks more difficult [18].  

3.1.1. Eliminating Data Dependent Power Consumption 

One approach to reducing data dependent power consumption is to use an alternative data-
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encoding scheme. For example: dual-rail encoded data drastically reduces data dependent 

power consumption, removing any useful power signature. [19]  

3.1.2. Randomized Clock Signal 

For some attacks or threats it is required to predict the time at which a particular instruction is 

executed. It may lead to get some key information by counting clock cycles after a known 

event. So, the precaution measure against this is; insert random-time delays between any 

known event and critical operation that might be a door to an attack. 
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4. Software Security 
The concept of the secure software is there basically to secure the information. Information 

needs to be secure because what it is and how it is acted upon by other entities [9]. 

Information itself is not vulnerable; it only becomes vulnerable because of how it is created, 

stored, manipulated and transmitted [9]? In today’s IT enabled world a major part of the 

information is handled by the means of software applications.  So, securing the information 

also compels to make software secure too. Presence of vulnerabilities in a software 

application will give an opportunity to attacker to exploit these vulnerabilities; ultimately will 

result in illegal access to the information.   

 

Development of secure or reliable software is still a challenge; as security or reliability of 

software cannot be measured or defined. So, the basic questions that arise are; what is meant 

by secure software? How can be assured that the software is secured? These questions have 

got an importance in today’s software world not only for users but also for the developers.  

 

Software security is the ability of software to protect itself form external threats that may be 

deliberate or accidental [9]. Secure software is software that is resistant to both intentional 

attacks or unintentional failures or defects and accidents [9]. The threats to software can be 

internal or external. The vulnerabilities in software provide a way to both intentional and 

unintentional threats. There are also some other software applications are being developed 

that can invade to other software applications and attempts to modify it or tries to exploit its 

vulnerabilities. So, the security of software is more dependent on the vulnerabilities in it then 

the environment in which it is working. So, protection of software implies to minimize the 

vulnerabilities in it; which will also decrease the external threats to the software as most of 

the external threats exploits the vulnerabilities in the software. Ultimately, these 

vulnerabilities can surly lead to the software modification.  

 

Application developers who want to protect their software’s from modifications by malicious 

users or malicious software’s need to make their software tamper resistant. Software tamper 

resistance is the art of crafting a program in such a way that potentially malicious attacker 

can’t easily modify it, without the attack being detected [3]. As in fault-tolerant computing, 

potentially dangerous changes in program state are detected at runtime [14]. Same 

methodology is used in software tamper resistance. It attempts to detect changes in program 

execution caused by a malicious contender rather than attempting to detect hardware or 

software flaws [14]. There are a number of questions that must be considered while 

developing secure software.  The question that plays very important role in the securing the 

software are [10]:  

• What is security means for this application? 

• What are the implications if the objects protected are compromised? 

• What security infrastructure services already provided and can be used? 

 

The main objective of software security is to produce software that will not be vulnerable to 

unauthorized modification or denial of service during its execution [9]. This research focuses 

on pure software-based mechanisms for self-defense. The approaches do not consider that 

require changes to the hardware, operating system, or any other part of the computing system, 

other than a program itself. 
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4.1. Techniques for Securing Software 

Software protection in general attempts to address the hostile host problem [23]. It is the 

assumption in the hostile host problems that the attacker has control of the system on which 

an application is running and it shouldn’t be attacked [23]. Now that machine is not trustable. 

Input/output, storage of data either on disk or in memory and in extreme case, the hardware 

on which that application is running is not trustable. The attacker can analyze the application 

by the tools he has like debuggers, disassemblers, and emulators. There are different 

approaches to make application secure against the hostile host attack. 

 

Today’s software is riddled with both design flaws and implementation bugs, which result in 

unacceptable security risks [8]. These security risk or vulnerabilities in software may result in 

software modification and may cause a valuable lose to user later on. That means elimination 

of vulnerabilities from the software takes away attacker’s tools, which in result enable to 

protect the target, they aim for. So during the development, it is important to get security 

things right. 

 

The security of software is not only the elimination of the vulnerabilities during development 

phase but it also includes that making sure that software is not modified by the user later on. 

So, software must be vulnerability free (in the context of environment being run) but also be 

temper resistant that is should not be modifiable by the user.  

 

To make software temper resistant, it is important that software must not provide any 

opportunity to be examined while executing or must not be understandable if reverse 

engineered. It could not be made impossible but can be made more difficult to understand or 

analyze the executing application or it’s reverse engineered source code. There are few 

techniques like code obfuscation are available to ensure this, but are used in during 

development of the software. Theses of few techniques are going to be discussed later in this 

chapter.  

 
How could it be made sure that software is not tempered?  Most common mechanisms are 

calculating the hashes of the program code and check-summing-based software tamper 

resistance. Cryptographically secure hashes are used in signed code systems to ensure the 

integrity and authenticity of downloaded programs and patches. Example is Microsoft’s 

Windows Updates [1]. Another use of hashes is periodically check on-disk code integrity in 

systems for example Tripwire [2]. These mechanisms are useful for protecting against third 

party attackers and malicious software’s.  

4.1.1. Protection against Program Analysis  

In this scenario an attacker does not required to crash the software application. The attackers 

are interested in gaining the some benefits by just modifying the application. So, for this an 

attacker needs to have some understanding of the program behavior. For this attacker has to 

analyze the program code being reverse engineered or during execution to understand its 

behavior. So, to make the analysis hard there must be some protection mechanism as first 

wall for protecting software against modification. There many proposed approaches for 

protecting software against analysis. Some of theses have been discussed here.  

4.1.1.1. Obfuscation 

Obfuscation is useful for software protection in several areas. Obfuscation attempts to make 

the attackers job of understanding an application infeasible by protecting against static 
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analysis. Obfuscation gains it strength by combining a number of heuristics and algorithms 

that are designed to hide the true purpose and function of the machine language code [25, 26]. 

It makes difficult for attacker to understand the program flow at high level. The high level 

access can help to understand the algorithms and code from the application. The high level 

understanding is also useful for the attacker when he wants to modify the application 

according to his purposes. The thing to consider is; at which level obfuscation is to be used, 

before compilation, at compilation time or after compilation in low-level transformations. For 

automated obfuscation it is to be implemented before compilation. Software modification can 

be made impossible through the use of strong obfuscation techniques.  Goto et al. [4] propose 

a quantitative approach to measuring the difficulty of understanding a section of code. There 

are different techniques for obfuscation. 

 

Control-flow Transformation: This type of transformation concentrates on the flow of 

instructions as the program is executed. There are numerous different methods employed in 

order to hide the purpose of a section of code, as well as how it interacts with the rest of the 

application. 

 
Data Transformation: By this transformation an attempt is made to hide both static and 

dynamic data that might be used during the execution of the application. Data can split up 

and distributed throughout the application. Also the encryption and encoding can be applied 

on the data to hide true contents.  

 
Layout Obfuscation: The presentation of the program source is focused in this type of 

obfuscation technique. It is important for the applications that are executed by the interpreter. 

These applications are distributed in source form. The potential obfuscation can be done to 

the source include identifier mangling, removal of developers comments, and formatting 

changes.  

 
Preventive Transformation: It focuses on the shortcomings of the current analysis tools like 

disassemblers, debuggers and emulators. By thwarting methods that tools use to analyze 

software, the tools are less useful in analyzing obfuscated applications (e.g. thwarting 

breakpoints in a debugger by modifying the debugging interrupt during execution). 

4.1.1.2. Software Diversity 

Most often all copies of specific software are made to look identical. The application is once 

compiled from the source code and the compiled version is copied onto the distribution 

media. All customers receive the same bit string encoding. If every copy of the application is 

identical then the attacker has to break into only one copy and then he can gain access to all 

other copies of the application. Attacker can attack the application with a patch to the 

application which is not a complete application it self. If software diversity is been applied 

then it will be hard for an attacker to distribute a generic patch to the systems running the 

application. Now the attacker has to distribute a complete copy of the application. This 

procedure will increase the cost of distributing the cracked application dramatically.  

4.1.1.3. Fingerprinting of the Software 

Fingerprinting can be used to track the source of the attacked application. Fingerprinting is 

one form of software diversity, which can be used by the application developer to track each 

copy of the application. This allows pinpointing the copy of the application, which is used by 

the attacker to develop a crack. If the attacker can be identified then legal action is possible 

against him. Because the legal recourse possible through fingerprinting, it has been proposed 
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as a technique to cater software piracy [5]. 

4.1.1.4. Watermarking 

Software watermarking is concerned with tracking where a piece of software goes [6]. 

Watermarking does not distinguish between different copies of the same application. The 

developer wants to protect an intellectual property or trade secrets in the application. By 

embedding a watermark into the application, the developer may be able to demonstrate 

legally that the application is his property. So it is a mean to protect software through legal 

method. Fingerprinting can be used additionally to determine who distributed the application 

illegally as discussed above. 

4.1.1.5. Instruction Camouflage / Hiding 

This method made it difficult to analyze the program by hiding a large number of instructions 

in the program. An arbitrary instruction is in the program is camouflaged by a different 

instruction. Then in a certain period during execution the original instruction is restored. 

Even if attacker attempts to analyze the range containing the camouflaged instructions, it is 

impossible for him to correctly understand the original behavior of the program unless he 

notices the existence of the routine that rewrites the target (restoring routine). So, attacker has 

to analyze a wide range of the program instructions containing the restoring routine for 

successful analysis. [13] 

 

There are two routines that are added to the program: one responsible for rewriting the 

original instruction with a false/dummy instruction (rewriting routine – RR). It is also 

responsible for the execution of only the original instructions. Other routine is responsible for 

the rewriting the original instruction in place of a false/dummy instruction (hiding routine – 

HR). It is also responsible for hiding the original instruction from the attacker. The dummy 

instruction takes the form of original instruction only between the execution of the rewriting 

routine and the execution of the hiding routine. [13]  

 
 

Figure 2: An Example of instruction hiding [13] 

 

The algorithm for writing the original instruction in place of dummy during execution and 

then rewriting dummy instructions again is not explicitly discussed here. The process of 

hiding an instruction is repeated several times in order to make the program difficult to 

understand. The attacker attempts to analyze the program cannot determine the original 

behavior of the program by analyzing a particular part of the program. The attacker to 
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understand the program has to know that there is some kind of instruction rewriting is being 

performed. Then he has to determine the content of dummy instructions; in the range being 

analyzed before it is overwritten by original instruction. For this purpose he has to locate the 

routine, which is responsible for rewriting the original instruction in the program. It requires a 

great deal of effort and labor. [13] 

4.1.1.6. Program Encryption 

This technique also makes hared to understand the program. In this technique program is 

encrypted using a suitable encryption method. The encrypted program has two parts the 

encrypted code and non-encrypted decoding module. This decoding module decrypts the 

program during the execution. It is difficult to understand the encrypted program. But the 

problem in this technique is that attacker has access to decoding module. He analyzes and 

understands decoding module, it enables him to decrypt the encrypted program. [47] 

 

All the techniques discussed above make it hard that an attacker can analyze the software 

code or examine its execution. If an attacker gets some critical information regarding 

software application by analyzing it. Then this information may result in software 

modification. So these discussed techniques are initial step to make the software temper 

resistant.  

4.1.2. Protection against Software Tempering 

Software-tamper resistance attempts to protect the application against malicious modification 

[14]. For software to be temper resistant it must be immune from observation and 

modification with in the bounds [3]. For making software immune from observation some 

techniques already been discussed. In this part of the research report we will discuss how to 

ensure the software is not tempered.  

4.1.2.1. Remote Verification 

In remote verification, a program A is protected against tampering by the use of another 

program B to verify the integrity of program A. B program may be on the same machine on 

which A is or it can be located remotely on another system. [51] 

4.1.2.2. Trusted Computing Systems 

This system is similar to the digital signatures that are used to verify the downloaded 

application to verify it before installing it. The trusted computing also works same lines and 

verifies the digital signature of the system. Within hostile host environment trust in operating 

system is established through a secure bootstrapping process [7].  

4.1.2.3. Independently Verifying Computations 

In this approach, a third party independently verifies the integrity of the software. There are 

several methods that verify the program components integrity by the third parties. For 

example, a trusted and un-trusted copy of the program is running. The computations are done 

on the by the third party and then compare the results these to ensure the software integrity. 

4.1.2.4. Secret Sharing based Compiler Solution 

In this solution, some critical data values are automatically identified by the compiler, where 

as some others are specified by the user. These critical data values decide the control flow of 

the program and most often serve as the starting points for the attacks. The compiler 

generates the code for scattering/assembling and verifying of those critical values using secret 
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sharing scheme. Finally, the code optimizations are done to reduce the performance 

overhead. This solution is to achieve the confidentiality, integrity and availability unlike other 

solutions as most of the solution deals with confidentiality or authenticity and integrity. [12] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Phases of secret sharing scheme [12] 

4.1.2.5. Self Checksum or Hashing 

It is a traditional technique to ensure the data integrity. The major advantage of this is that to 

verify the integrity of the software is independent of external environment support, as the 

check-summing code is integrated in to the program at the compile or link time [14]. In this 

mechanism, the checksum computation and verifications are inserted throughout in the 

program code. Checksum algorithm computes a hash over a range of critical code that should 

not be altered. Verification compares the result of check sum computation against a know 

value hard-coded in the program body. A failed verification indicates unexpected 

modification of program, and the program’s integrity no longer assured [15].  

 

Single checksum is relatively easy for an attacker to disable; stronger proposals rely on a 

network of interconnected checksums [14]. Disabling the hashing routine or modifying it 

easily defeats traditional approach of self-hashing. It is strengthened by a runtime encrypting 

and decrypting program within an integrity verification kernel (IVK). IVKs are small temper 

resistant sections of code that perform critical functions [3]. To prevent it being disabled, the 

IVK incorporates code for few key application operations. Then this IVK periodically 

verifies the digital signature of the application code, which involves the computationally 

expensive operation on executable code (encryption/decryption, hashes and public key 

operations). This IVK must be regularly invoked for proper protection, which can 

significantly affect application performance. [23] 

 

Self check-summing or hashing is being used with a number of different deviations for 

verifying the integrity of program.  The basic idea in all these deviation is same. The most 

appropriate approach of self check-sum or hashing uses the testers, which compute a 

checksum of specific section of the code [14, 16, 24]. A tester reads the area of memory 

occupied by the code and read-only data, building up a checksum result based on the data 

read [14]. A subsequent section of the code may operate on the checksum result, affecting 

program stability or correctness in negative way if the checksum result not the same as know 

good value pre-computed [14, 23].  

 

User Specified Critical Variables Identification 

Automatic Critical Variables Detection 

Code Generation for Secret Sharing Scheme 

Compiler Optimizations 
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The figure 4 illustrates the distribution of the checksum code with in the application. There 

may be hundreds of checksum blocks hidden with in the main application code. Each of these 

blocks is responsible for the integrity verification of a predefined section of the code. The 

read only data blocks may also be check the same way. The check summing code is inserted 

at compile time and integrated with regular execution of code. The application requires a 

correct check sum result for each block for proper working. [14] 

 

 
Figure 4: Distribution of checksum blocks within a code segment [24] 

 

The main hurdle for a successful attack by a potential attacker in this check summing 

technique is the overlapping network of the block potential attacker has to disable almost 

every check sum block at the same time [23]. This method has its own disadvantages as well 

there also know attacks on this kind of self hashing based on the memory management 

functionality with in the processor [14].  

 

Self-check sum assume that main memory is von Neumann: code and data share the same 

memory space and is subject to evasion by a page-replication attack [15, 22]. The self check-

summing technique is strengthened with self-modifying code to detect the page replication 

attack [15].  
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5. Secure Communication 
In the communication part, there are two different types of network. One is public mobile 

network and other is VPN network. In the given scenario the software that is providing the 

service is communication to its service provider through public mobile networks. The 

security of software against modification will not alone serve the purpose. The increasing use 

of mobile communication networks results in ever more stringent security requirements. In an 

information society, availability, integrity and confidentiality are essential. Especially the 

provision of the latter is hard to demonstrate. If someone or some component is able to 

collect and store personal data, one cannot be sure that this data is not gathered and not 

misused. But this “being sure” is essential with respect to privacy and data protection. 

 

The following requirements resulting from data protection should be met: 

• Protection of Confidentiality 

1. Message contents should be kept confidential towards all parties except the 

communication partners. 

2. Sender and/or addressee of messages should stay anonymous to each other, 

and third parties (including the network operator(s)) should be unable to 

observe their communication. 

3. Neither potential communication partners nor third parties (including the 

network operator(s)) should be able to locate mobile stations or their users. 

• Protection of Integrity 

1. Forging message contents (including sender's address) should be detected. 

2. The recipient of a message y should be able to prove to third parties that entity 

x has sent message y. 

3. The sender of a message should be able to prove the sending of a message 

with correct contents, if possible, even that the addressee received the 

message. 

• Protection of Availability 

1. The communication network enables communication between all parties who 

wish to communicate (and who are allowed to). 

 
Data to be protected, when communicating, can be subdivided in user data and switching 

data. User data is data given to the network to be transmitted. Switching data is data needed 

for connecting sender and recipient. Data of content, data of interest and traffic data can be 

derived from user and switching data. Protection of user data can be achieved by encryption, 

digital signatures and authentication codes.  

Switching data can be protected by  

• Link-to-Link Encryption: The contents of a message can be sufficiently hidden by 

end-to-end encryption at the ISO layer 4. If protocols of the layers 1 to 3 also contain 

personal data then it is also necessary to protect this information by link-to-link 

encryption. This information could be the address of a mobile terminal or the address 

of a smart card. This data is strongly related to the owner because such equipment is 

of a very personal character and will not be changed after every usage. 

 

• Recipient Anonymity by Broadcast and Addressing Attributes: Receiving a message 

can be made completely anonymous to the network by delivering the message 

(possibly end-to-end-encrypted) to all stations (broadcast). If the message has an 

intended recipient, a so called addressee, it has to contain an attribute by which he and 
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nobody else can recognize it as addressed to him [40]. This attribute is called an 

implicit address. It is meaningless and only understandable by the recipient who can 

determine whether he is the intended person. In contrast, an explicit address describes 

either a place in the network or the place of a station. Implicit addresses can be 

distinguished according to their visibility, i.e. whether they can be tested for equality 

or not. An implicit address is called invisible, if it is only visible to its addressee and 

is called visible otherwise. 

 

• Sender Anonymity by Using DC-Network or MIX-Network: A powerful scheme for 

sender anonymity is superposed sending which is published in [41, 42] and is called 

DC-network (dining cryptographers network) there. For DC-networks it is proved that 

the anonymity of the sender is protected as long as stations are linked by exchanged 

keys unknown to the attacker. Un-link ability of sender and recipient can be realized 

by a special network station, a so called MIX, which collects a number of messages of 

equal length from many distinct senders, discards repeats, changes their encodings, 

and forwards the messages to the recipients in a different order [43]. This measure 

hides the relation between sender and recipient of a message from everybody but the 

MIX and the sender of the message. 

 

5.1. Security in GSM Networks 

Mostly public mobile networks are GSM networks. Security in wireless networks is an 

important issue since users are likely to put personal, important or mission-critical data over 

an infrastructure that is not truly secure. The security weaknesses stem from both using 

multiple incompatible security schemes and design flaws in security protocols, which is 

inherent. The greatest danger is that the user may perceive the entire structure as secure and 

may mistakenly trust it to convey confidential information. The general security flaws are 

confidentiality, authentication, integrity, authorization, non-repudiation and accessibility in 

wireless environment. Other issues may include convenience, speed, ease-of-use and 

standardization [27]. Therefore, the security strategy must be devised and implemented with 

respect to the type of data being transported and the estimated loss in case of eavesdropping 

or tampering with the data.  

 

 
 

Figure 5: Security issues in wireless networks [28] 
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The GSM standard specifies the A5 algorithm, used for encrypting the speech, data and 

signaling information over the radio link. The A5 algorithm is a stream cipher. It is 

implemented very efficiently in hardware and the design was never made public. There are 3 

different versions of A5: A5/1 a strong versions, A5/2 a weak version and A5/3 based on 

algorithms used n 3G phones. There is also A5/0 but it has no encryption.  

5.1.1. GSM/GPRS Authentication Mechanism 

Each GSM/GPRS subscriber is assigned an IMSI (International Mobile Subscriber Identity) 

which stored both in subscriber’s SIM (Subscriber Identity Module) card and in the HLR 

(Home Location Register) entity of the home GSM/GPRS network. IMSI consists on three 

parts: Mobile Country Code (MCC) identifying the country of the subscriber, Mobile 

Network Code (MNC) identifying the home GSM network of the subscriber and Mobile 

Subscriber Identification Number (MSIN) identifying the subscriber within a GSM network. 

That’s why a subscriber can be identified by the unique IMSI, and the home GSM network 

can be determined by MCC and MNC. Each GSM/GPRS subscriber has a Ki (individual 

subscriber authentication key) with 128 bits in length and is stored in SIM and in 

Authentication Center (AuC) of the home GSM/GPRS system. Algorithms A3 and A8 are 

implemented in SIM and in the GSM AuC and are used to authenticate the subscriber and to 

generate the ciphering key Kc. 

 

The authentication triplets (RAND, SRES and KC) are essential components for 

authentication procedures in GSM/GPRS systems. RAND (random number) with 128 bits in 

length is used in different authentication procedures; SRES (signed response) with 32 bits in 

length is gained by A3 algorithm with RAND and Ki as inputs. It is used for subscriber 

identity verification. Using RAND and Ki as inputs for A8 algorithm, Kc is obtained with 64 

bits length and is used for session key in message ciphering. 

 

The authentication of GSM/GPRS systems is as follows: 

1. When a GSM/GPRS MS (Mobile station) is switched on, it will searched for an 

available GSM/GPRS network and will send a registration message containing 

individual IMSI read out from SIM, to initiate the authentication procedure. 

2. The GSM/GPRS base station system (BSS) pass the IMSI from MS to home 

HLR/AuC to ask for the authentication triples coupled to this IMSI. 

3. After getting IMSI, HLR/AuC finds out the Ki corresponding to the subscriber SIM. 

The home HLR/AuC generates several authentication triples by using A3 and A8 

algorithms and sends to BSS as reply.  

4. The BSS selects a triplet after receiving authentication triplets and sends the RAND to 

the MS via the wireless link.  
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Figure 6: The authentication procedure of GSM/GPRS systems [29]. 

 

5. After receiving RAND from BSS and Ki stored in the SIM, the MS calculate the 

corresponding SRES and Kc using A3 and A8 algorithms within SIM. The MS replies 

the calculated SRES to manifest that the subscriber couples to the claimed identity 

IMSI. 

6. The BSS verifies the equivalence of the SRES received from the MS and the SRES in 

the selected triplet. If they are equivalent, the authentication process is successful 

otherwise it is failed.  

5.1.2. A User Authentication Protocol for GSM 

As described earlier, authentication in GSM uses the key embedded in the SIM card of the 

mobile device. By the new approach, the user authentication can be done by his password 

instead of the embedded key avoiding the dependency on the SIM card for authentication 

[30]. User can access his account without SIM cards, via any cellular phone, internet etc. this 

new approach uses GSM user authentication protocol (GUAP).  

 
The protocol starts with the user’s authentication request by sending its unique identity 

(IMSI) to VLR (Visitor Location Register). VLR generates and sends a random number 

RAND to the user. User generates three random nonces n1, n2 and c and encrypts RAND 

with his password. Then he encrypts n1, n2, c and ∏ (RAND) HLR’s public key and sends it 

to VLR with a random challenge rA. VLR encrypts the RAND with its symmetric key and 

sends it with HLR’s portion of the message to HLR. HLR, having VLR’s symmetric key, 

decrypts the message then asymmetrically decrypts the message come from the user, finally 

decrypts ∏ (RAND) to get RAND. If both Rand are equal then HLR is sure about the 

identities of both VLR and the user. HLR generates a session key for VLR and for the user, 

encrypts it with VLR’s symmetric key for VLR and encrypts the masked session key (n2    

k) and n1 with the user’s password then sends both messages to VLR. VLR decrypts its 

portion of the message to get session key k, encrypts the challenge rA with key k sent by the 
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user in the first message, forwards the user’s portion of the message with the response to his 

challenge and a new challenge rb. The user decrypts the message coming from HLR and gets 

the session key k. after this, the user responds to VLR’s challenge. In consecutive sessions, 

the user and VLR can use the generated session key k without need of re-authentication.   

5.1.3. GSM Confidentiality 

The signaling information components, which relate to the user, need to be protected after the 

establishment of the connection. To achieve confidentiality, a ciphering method, key setting, 

the starting of the enciphering and deciphering procedures and synchronization are needed 

[31]. The GSM standard specifies A5 algorithm to encrypt the speech, data and signaling 

information over the radio link [32]. GSM network initiates the encrypted communication by 

a ciphering mode request command. MS starts encryption and decryption, after receiving this 

command, of data using A5 algorithm and key Kc. This process is done by symmetric 

encryption function. A5 is stream cipher algorithm. The layer 1 data flow which is 

transmitted, either on Dedicated Control Channel (DCCH) or on Traffic Channel (TCH), is 

obtained by he bit per bit binary addition of the user data and a ciphering stream [31]. The 

enciphering stream at one end and deciphering stream at the other end must be synchronized. 

5.1.4. Mitigating the DOS attacks in GSM 

There are several forms of DOS attacks in which the most common is causing the network 

not to transmit messages. The obvious reason for the DOS attacks is that the preliminary 

communication takes place before the authentication. When a call is initiated, no 

authentication or ciphering is done during the VEA (Very Early Assignment). The mobile 

sends the 1st message Channel Request of 1 byte long which contains the reason for request 

(answer to paging, emergency call etc.) and an identifier for the type of channel which MS 

prefers. By this the BSC (Base Station Controller) presents its resources to unauthenticated 

MS which can cause problems. By adding some form of authentication at the time of 

requesting a communication channel, these problems (DOS attacks) can be avoided [28].  

5.2. GPRS 

GPRS (General Packet Radio Service) has two important network nodes: 

• The Serving GPRS Support Node (SGSN) which is connected to the base station 

subsystem with Frame Relay contains functionality required to support GPRS. In 

one PLMN (Public Land Mobile Network), there may be more that one GSN. The 

SGSN serves the MS. It establishes a mobility management context containing 

information pertaining to e. g., mobility and security for the MS. The SGSN 

establishes a PDP (Packet Data Protocol) context at PDP Context Activation 

which is used for routing purposes inside the GPRS PLMN. 

• The Gateway GPRS Support Node (GGSN) provides internetworking with 

external packet-switched networks, and is connected with SGSNs via an IP based 

GPRS backbone network. The GGSN is accessed by the packet data network due 

to evaluation of the PDP address. It contains the routing information for attached 

GPRS users. The routing information is used to tunnel PDU to the MS’s current 

point of attachment, i.e., the Serving GPRS Support Node.  

 

The GGSN and SGSN functionalities can be either in the same physical node or may be in 

different physical nodes. SGSN and GGSN contain IP routing functionality and can be 

connected with IP routers. SGSN provides Mobility Management, MS Authentication, Data 
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Encryption, Data Compression, and Radio Resource Management. It also handles Packet 

Routing and Transfer, Address Translation, Logic Link management, Packet 

Segmentation/Re-assembly, and Tunneling [33]. The SGSN receives packet traffic from BSS 

via Frame Relay over Els (the GSM Gb interface). After compression, encryption etc. of the 

packets, the traffic is sent to the GGSN for the transfer to the Packet Data Network.  

 

 
 

Figure 7: GPRS Logical Architecture [34] 

5.2.1. GPRS Nodes 

In GPRS, the MS logically attaches to a SGSN which provide data support services to the 

MS. The SGSN is responsible to keep track of the location of GPRS mobiles within a SGSN 

service area. It also performs security checking and controls the access to the GPRS network. 

The SGSN is logically connected to a GGSN via the GPRS Tunneling Protocol (GTP). The 

GGSN provides the data gateway to external networks such as the public Internet or 

corporate network. 

 

 Some of the key functions of SGSN are: Mobility Management, Mobile Station 

Authentication, Data encryption, Data compression, and Radio Resource Management. In 

addition the SGSN must handle Packet Routing and Transfer, Address Translation, Logical 

Link Management, Packet Segmentation/Re-assembly, and Tunneling. The SGSN receives 

the data packet traffic from the BSSs via Frame Relay over Els (The GSM Gb interface). 

Once the packets have been handled at the SGSN (compression, encryption, segmentation, 

etc.) the traffic is sent to the GGSN for transfer to the Packet Data Network [44]. 
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The GGSN is the node, which is accessed by the packet data network based on the IP 

addressee of the user data. It contains routing information for attached GPRS users. The 

routing information is used to tunnel PDUs to the MS’s current point of attachment, i.e. the 

SGSN. The GGSN may request location information from the HLR via the optional GCS 

interface. The GGSN is the first point of PDN interconnection with a GSM PLMN supporting 

GPRS. The Gi reference point is supported by the GGSN [44]. 

5.2.2. GTP 

GTP encapsulates packets in different protocols and carries on the IP core network. However, 

GTP does not optimize packet encapsulation and introduces overhead in data transmission. 

HTP packets are composed of a 20 bytes GTP header and user data. The header is used in 

both signaling and transmission plane packets. GTP is consisted on signaling and data 

transfer procedures. In signaling, GTP establishes mobility management (MM) and PDP 

contexts on SGSN and GGSN for a specific MS. To identify a unique tunnel in GPRS 

network, GTP defines a 32 bit tunneling identifier. Therefore, GTP packets can be tunneled 

and routed in a GPRS network. Unfortunately, GTP is not optimized for data transmission. A 

GTP header consists of some unused fields in the transmission plane. Moreover, user packets 

carried by GTP already have their own addressing capability to identify the end-to-end 

session, and the tunneling identifier seems redundant [44]. To reduce the tunneling overhead 

and improve the network throughput, an enhanced GTP is required. 

 

The 16-bit identification in IP header can be used to replace the 8-bit sequence number in 

GTP. In signaling phase, two more data fields are set up in PDP context on GPRS support 

nodes (GSNs). Combining with the extra information and some original information in PDP 

content, can uniquely identify a tunnel [44]. This enhanced GTP will reduce the tunneling 

overhead will improve network throughput 

5.3. Virtual Private Network 
Many companies have their offices spread around the world. Those companies need a way to 

communicate fast, secure, and reliable, wherever their offices are. For this purpose, these 

companies started the use of leased lines to maintain Wide Area Network (WAN). But the 

maintenance of the WAN is quite a big concern especially when the distance between offices 

a too long.  With popularity of the Internet, the companies have used it for their networks 

starting with intranets which are password-protected sites designed for use only by companies 

employees. Now companies are using their own Virtual Private Network (VPN) for the 

communication between remote offices and employees.  

 

VPN uses public network usually Internet to connect remote sites or users together. Instead of 

using a dedicated, real-world connection such as leased line, a VPN uses "virtual" 

connections routed through the Internet from the company's private network to the remote 

site or employee [35].  
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Figure 8: A typical VPN [35] 

 
VPN can be used to [35]: 

1. Extend geographic connectivity 

2. Improve security 

3. Reduce operational costs versus traditional WAN 

4. Reduce transit time and transportation costs for remote users 

5. Improve productivity 

6. Simplify network topology 

7. Provide global networking opportunities 

8. Provide telecommuter support 

9. Provide broadband networking compatibility 

10. Provide faster ROI (return on investment) than traditional WAN 

 
A well-designed VPN has following features: 

• Security 

• Reliability 

• Scalability 

• Network management 

• Policy management 
 
There are two common types of VPN. Remote-access, also called a virtual private dial-up 

network (VPDN), is a user-to-LAN connection used by a company that has employees who 

need to connect to the private network from various remote locations [35]. Typically, a 
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corporation that wishes to set up a large remote-access VPN will outsource to an enterprise 

service provider (ESP). The ESP sets up a network access server (NAS) and provides the 

remote users with desktop client software for their computers. The telecommuters can then 

dial a toll-free number to reach the NAS and use their VPN client software to access the 

corporate network. Remote-access VPNs permit secure, encrypted connections between a 

company's private network and remote users through a third-party service provider. 

 

 

 
 
 

Figure 9: Types of VPN [35] 

 
The other type is Site-to-Site VPN. Through the use of dedicated equipment and large-scale 

encryption, a company can connect multiple fixed sites over a public network such as the 

Internet. Site-to-site VPNs can be one of two types [35]:  

• Intranet-based - If a company has one or more remote locations that they wish 

to join in a single private network, they can create an intranet VPN to connect 

LAN to LAN.  

• Extranet-based - When a company has a close relationship with another 

company (for example, a partner, supplier or customer), they can build an 

extranet VPN that connects LAN to LAN, and that allows all of the various 

companies to work in a shared environment.  

5.3.1. VPN Technologies 

For data encapsulation, encryptions, and authentication, secure protocols such as Internet 

Protocol Security (IPSec), Layer Two Tunneling Protocol (L2TP) or Point-point Tunneling 

Protocol (PPTP) is added to the existing protocols which are used in the Internet. These 

technologies provide secure data tunnels over an insecure network, which is referred to as 

VPN.    

 

5.3.1.1. IPSec 

To establish a secure VPN connection, IPSec provides a collection of standardized protocols 

and techniques. Internet Protocol (IP) packets are basically not secured because data (such as 

IP address in IP header, the payload, etc.) can be changed can be changed or wiretapped 
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during transmission. As IPSec enables transmission security at IP layer therefore, it cannot be 

used in combination with other network-layer protocols.  IPSec makes sure the data security 

by means of packet authentication, checking packet integrity and encapsulation. VPN tunnels 

can be established between IPSec gateways of different manufacturers because IPSec is a 

standardized protocol.  

 

IPSec determines basic exchange methods and protocols but it does not explicitly prescribe 

which level of security should be used. IPSec has two basic connection modes, transport 

mode and tunnel mode. IPSec header is added to the original IP header in transport mode. 

This IPSec header contains authentication and integrity information. In Tunnel mode, each 

original IP packet is surrounded by a new IP packet which contains a new IP header and 

IPSec header. That is why, information on the content of the original IP packet is hidden in 

the payload of the new IP packet. 

 

Both connection partners have to agree upon a common Security Association (SA) to 

determine the IPSec mode. SA contains information of the IPSec mode, symmetric ciphers, 

and keys which are used during secure data transmission. Both partners have to keep their SA 

secret, and SA information exchange must be done through public key protocol. IPSec has 

two different types of headers; Authentication Header (AH), and Encapsulating Security 

Payload (ESP). AH provides data authenticity and integrity, and contains a Security 

Parameter Checksum (SPI). AH does not provide privacy because it has no encryption 

methods. ESP has data encryption mechanism. ESP header has an initialization field, which is 

used by symmetric block ciphers. IPSec provides maximum of security in Tunnel mode. The 

Internet Key Exchange protocol (IKE) is used to establish IPSec connections, exchange 

encryption keys, and sharing authentication data. 

5.3.1.2. L2TP 

L2TP has two types of messages [36]: control messages and data messages. The control 

messages are used to establish control connections (L2TP tunnels) and have a flexible 

configuration mechanism called AVP (Attribute Value Pair). The data messages are used by 

data sessions that encapsulate PPP sessions. L2TP begins by establishing some L2TP tunnels, 

and then communicates with peers using data sessions within the tunnels.L2TP [37] initially 

emerged as a combination of Cisco’s Layer Two Forwarding protocol (L2F) and Microsoft’s 

PPTP which implemented in point-to-point and point-multipoint dynamic layer 2 tunnels 

across one or many packet-oriented networks. It enables encapsulation of a complete data-

link-layer frame (e. g an Ethernet frame) into a UDP packet at transport layer [38]. There, a 

data packet with local (or private) network addresses can be sent through the Internet. 

 

The UDP packet carrying the layer two frames has UDP header. After UDP header, it has 

several control bits representing various options, version, and length of the packet. Then 

follow sequence number and tunnel ID fields which keep track of the current VPN 

connection in order to ensure correct packet processing. Then layer two frame follows, 

containing Media Access Code (MAC) addresses, and the payload. Encapsulating a layer two 

frame into a UDP packet does into provide data authenticity or privacy. That is why; L2TP is 

often combined with IPSec by adding the IPSec header in front of the L2TP header.           

 

5.3.1.3. PPTP 

It is an extension of the Point –to-point protocol (PPP). PPTP uses two different packet types 

to establish a VPN connection [38]. In the first packet type, generic routing encapsulation 
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(GRE) packets carry the VPN payload by adding the GRE header to the original packet. The 

GRE header is quite similar to the L2TP header, and contains various control bits, sequence 

and tunnel numbers. The second packet type is the PPTP control message. This is simply a 

TCP packet containing control information, such as connection requests and responses, 

connection parameters, and error messages. PPTP must be combined with additional security 

methods because neither GRE nor PPTP messages provide authentication or encryption. For 

this purpose, Microsoft Challenge Authentication Protocol (MS-CHAP) is used in order to 

authenticate both tunnel partners. For data privacy, GRE payload is encrypted using 

symmetric RC4 stream cipher. 

  

PPTP works by encapsulating the virtual network packets inside of PPP packets, which are in 

turn encapsulated in GRE packets sent over IP from the client to the gateway PPTP server 

and back again [39]. In conjunction with this encapsulated data channel, there is a TCP-based 

control session. The control session packets are used to query status and to convey signaling 

information between the client and the server [39]. The control channel is initiated by the 

client to the server on TCP port 1723. In most cases this is a bi-directional communication 

channel where the client can send requests to the server and vice-versa. 

5.3.2. IPSec based VPN 

The IPSec works in two modes: transport and tunnel mode. Transport mode is typically used 

in peer-to-peer communications as only the payload of the packet is encrypted, not the IP 

header. Tunnel mode is used for site-to-site security given that the entire packet (header and 

payload) is encrypted. IPSec also grants two choices of security service: Authentication 

Header (AH), and Encapsulation Security Payload (ESP).AH provides support for 

connectionless integrity, data origin authentication, and protection against replays, but does 

not provide secrecy. On the other hand, ESP supports confidentiality, connectionless 

integrity, anti-replay protection, and optional data origin authentication [45]. 

 

A key concept that appears in both security services is the Security Association (SA) [45]. An 

SA is a one-way relationship between a sender and a receiver that affords security services. 

The two hosts must agree to apply compatible policy and cryptographic algorithms before SA 

establishment between them. They must also share a secure mechanism for determining 

keying material over an insecure channel. The default IPSec method for secure key 

negotiation is the IKE protocol. IKE consists of two sequential phases. First phase generates 

an Internet Security Association and Key Management Protocol (ISAKMP) SA (or IKE SA) 

that establishes a bi-directional secure channel between the security end-points. In second 

phase, an IPSec SA negotiates using the pre-established secure channel. Multiple IPSec SAs 

can be established from a single ISAKMP SA, which may be considered as a “control 

channel” where IKE is the control protocol.  

 

There are two general approaches in VPN deployment. The first is based on Customer 

Premises Equipment (CPE) approach, where the VPN capabilities are integrated into CPE 

devices. The second approach pertains to network-assisted, where the security functionality 

and the VPN operation are outsourced to the network operator, or a service provider. There is 

significant interest in such solutions both by customers seeking to reduce support costs, and 

by network operators seeking new revenue sources. 

 

There are three different security models for dynamic and on demand IPSec based VPN 

deployment. In these models, security end points are placed at different levels within the 

mobile network infrastructure to make feasible the realization of the secure mobile Internet.  
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5.3.2.1. End-to-end Deployment Scheme 

In this approach, communicating end points (MS and SG) establish a pair of IPSec SAs 

between them which are extended over the entire multi-nature communication path. Sensitive 

data is been secured when it leaves the originating sites (MS or SG) and is remained 

protected over the radio   

 

 
 

Figure 10: End-to-end Deployment Scheme [47] 
 
interface, GPRS backbone network and the public Internet [47]. By this approach, the 

possibility of data interception or alteration by any one is completely eliminated.   

5.3.2.2. Network-assisted Approach 

In this approach, the VPN functionality is integrated into the GRRS network infrastructure. 

The network operators provide the security aggregation facilities, which are shared amongst 

the network subscribers, as a complementary service granting added value. They have solid 

network management expertise and more resources to effectively create, deploy, and manage 

VPN services originating from mobile subscribers. 

 

For network assisted approach, the enhancement of MS must be done by a Security Client 

(SecC) which is used to request for VPN services and express the end-user preferences. A 

fixed GPRS node should act like a Security Server (SecS) to establish, control, and manage 

VPNs between itself and remote Security Gateway (SG) at corporate LAN. SecS main 

component is the security manager which manages the SecS sub- modules, and facilitates the 

VPN configuration. The security manager maintains the security policy databases, handles 

the user requests, and reports on errors.  

5.3.2.3. Network-wide Deployment Scheme 

This approach pertains to the network-assisted security model where the SecS is integrated 

into the RNC node. This approach gives the maximum level security service to  
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Figure 11: Network-wide VPN scenario 

 

the communicating peers by employing the existing UTRAN ciphering over the radio 

interface and extending a VPN over the lu interface, the GPRS backbone and the public 

Internet. Thus, sensitive user data remains encrypted in the entire network route between the 

originator and the recipient [47]. 

5.3.2.4. Border-based Scheme 

In border-based scheme, the SecS is placed in the GGSN and network-assisted approach is 

used where VPN is deployed between GPRS border (GGSN) and a remote SG. Thus, this 

model protects data conveyance over the public Internet, which is a vulnerable network 

segment in the considered communication chain. The IPSec is configured in tunnel mode 

because both security peers are gateways. ESP employments give confidentiality and 

integrity [47].
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6. Solution 
In this chapter the solution according to the scenario is presented.  

6.1. Smart Card Security 
A smart card not only provides secure storage of software application and data but it also 

protects the software application against analysis exposure. By this approach smart card 

provides an extra security layer to software application running on it. Smart cards also 

provide an opportunity to upgrade or replace a security solution when it is compromised by 

simply replacing the card. 

 
Type of Smart Card 

Self-timed or asynchronous circuits significantly improve the security of smartcards. In self-

timed circuits, instead of global timing signal for reference, there are many local timing 

signals for synchronization. This kind of circuits is more resistant to the attacks like 

differential power analysis (discussed in section 3.1.1). The smart card also includes some 

particular functions and features like layering, dummy structures etc (discussed in section 

3.1) for enhancing the security.  

6.2. Message and smart card Authentication 
There is a separate module on smart card, which is responsible for verifying the authenticity 

and integrity of the data packet being transmitted on the public mobile network along with 

authenticity of smart card. For this purpose, a hashing algorithm SHA1 is implemented. This 

is serving both purposes; authenticity and integrity verification of the message. 

 

This module is also responsible for verification of the card. It computes a hash value of based 

on a random number send by the server in combination with its secret key stored on the card 

and sends it to the server. The server verifies this value to verify the card authenticity.  

6.3. Software Protection 

The main purpose is protection of software against modifications. To modify the program, an 

attacker needs to understand it. That is why; the major concern here is making it harder for an 

attacker to analyze the program and then to understand it. The solution is based on the same 

thought; it makes harder for an attacker to understand the program both at static and dynamic 

level. Then it also verifies the integrity of the program to ensure that program is not modified. 

 

 

 
 
 
 
 
 
 

 
Figure 12: Different layers of software protection mechanism 

 

It consists of two layers of protection; one layer is responsible to make it hard to analyze the 

program and the other layer is responsible to verify the integrity of the program as is 

explained in the figure 12. 

Self Hashing/ 

checksum 

Instruction Hiding 

 

Obfuscation 

 

Making program analysis hard 

both at static & dynamic level 

Verifying the Integrity of the 

program  



    31 

 

6.3.1. Analysis Prevention 
The layer responsible to make analysis of the program difficult works in two levels. It uses 

obfuscation (discussed in section 4.1.2.1) to make analysis of the program difficult at static 

level and implements instruction hiding/camouflaging routines (discussed in section 4.1.2.5) 

during execution.  

 
6.3.2. Integrity Verification  
The other layer is responsible for verification of integrity of the program during execution. 

For integrity verification, a self hashing/check-sum approach with overlapping blocks, being 

hashed, (discussed in section 4.1.3.5) is used. This layer is responsible for checking the 

program whether it is modified or not.  

6.4. Communication security 

In the given scenario, the application running on the handheld device is communicating with 

Service Provider through Public Mobile Network and Internet. Securing the software against 

modifications is not serving the purpose single handedly. There is also a need to secure 

transfer of data at network level.  

The following measures are taken to provide secure data transfer at network level: 

• It is relied only on the "standard" security measures in a mobile operator's network for 

the security in the Mobile Intranet, which is hardly accessible from outside.  

• To make the user data more secure the encryption is done at the application level.  

• To make GTP more optimized for data transmission, the 16-bit identification in IP 

header is used to replace the 8-bit sequence number in GTP. In signaling phase, two 

more data fields are set up in PDP context on GPRS support nodes (GSNs). 

Combining with the extra information and some original information in PDP content, 

a tunnel is uniquely identified. 

• VPN deployment is border-based using the network assisted approach which is 

presented in the figure 13. The MS is been enhanced with a security client (SecC), 

which is used to request for VPN services and express the end-user preferences. 

Moreover, a fixed GPRS node is incorporated with a security server (SecS) that 

establishes, controls, and manages VPNs between itself and remote SGs. Thus, this 

model protects data conveyance over the public Internet, which is a vulnerable 

network segment in the considered communication chain. 
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Figure 13: Border-based VPN deployment 
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7. Discussion 
Considering the environment and resources available to the attacker, the industry needs 

techniques to ensure that their applications can not be modified by unauthorized users. 

Number of methods has been proposed for protection of software against modification. Some 

of these methods require few additional supports from other resources and few are limited to 

the methods implemented within the program itself. 

7.1. Smart Card 

In this scenario, the software application is provided on a smart card. The main reason of 

providing the application on smart card is to add an extra layer of security to the application. 

Thus the smart card must not provide any breach to the application. Smart card benefits in 

improving the delivery of service and also reduces the administration cost. It also helps in 

securing the software application, authentication of the holder and to secure communication. 

Its design, type of card, and implementation plays important role to gain the benefit of the 

smart card. 

 

The alternatives to smart card are; one is that service provider integrate the application in the 

specific device (handheld), in that case if any user wishes to use the service has to buy the 

device (handheld).  The second possibility is that the application be installed directly on 

user’s handheld device. The first solution (application integrated in a device) is expensive but 

safe and more reliable. The second solution (software directly installed on the user handheld) 

is simple and cheap but safety and reliability can be a problem.  

 

Considering the fact application needs to be upgraded in future or if the application is 

compromised by an organization (attacker). Then the service provider has to replace all the 

devices or user just has to upgrade the software (a simple solution). The problem in the case 

of a security breach is that the service provider may be up against well-organized 

professionals. Then just reinstalling the new software will not serve the purpose. Integrating 

the application in the device is safe but economically is not that feasible. It is impossible to 

replace the whole device each time the application is compromised or needs to be upgraded.  

 

Then providing the application on smart card is more feasible. It provides the ease of use as 

the application is directly installed on the handheld device. It is very much like providing the 

security of application as it is in the case of application integrated in a device. The attacker 

also has to be on same level as of the service provider in order to distribute the compromised 

solution. This gives an opportunity to the service provider to upgrade the application easily 

with more sense of security.  

 

There are threats related to smart cards as well. For example, for smart card probing a number 

of techniques are available; an increase or decrease in voltage and temperature can affect 

some critical bits. This can result in overwriting the bits such as bits responsible for security 

alarms. Self-timed circuits are suggested for the smart cards as these circuits provide more 

resistant against a number of probing techniques. For example, introducing the local clocks; 

eliminates the clock glitch attacks. It also makes the analysis of power more difficult. 

Moreover it also improves the performance as small bit wise self-timed circuits operates at 

higher rate in comparison to slow clocked parallel circuits due to the decrease size of silicon 

area. Thus smart card type, its design and implementation must be handled in the context that 

it acts as an extra level of security for application installed on it.  
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7.2. Message and Smart Card Authentication 

This is a separate module responsible for verifying the message integrity and authentication 

being transmitted over public mobile networks. The SHA1 is proposed for this purpose. 

Some weaknesses in SHA1 are exposed recently. The attacks against SHA1 are not feasible 

with today's computers, but will be if the attacks are improved or Moore's Law continues to 

make computing power cheaper [48]. The attack recently announced on SHA1 indicates that 

the algorithm isn’t quite as strong as it was thought to be: it takes 2
69

 steps to find a collision 

instead of the expected 2
80

 steps, but it’s still such a vast number that there’s no need to panic 

yet [50]. The algorithms SHA-256, SHA-384, and SHA-512 could be considered as 

alternatives but these have not been extensively analyzed yet and could be vulnerable as they 

belong to the family of SHA1. The performance of the application must be considered while 

going for the latest discussed algorithms. 

 

This module is also responsible for the authenticity of the card. The smart card also stores 

secret key. After getting a random number from server it computes the hash of this random 

number combining it with its secret key. Then the computed hash value is sent to the server 

for verification of the card. This is a simple technique and is used for verifying the card 

authenticity; as each smart card is registered to particular user (handheld device). Also this 

does not introduce any considerable increase in performance overhead. 

7.3. Software Protection 
In context of the scenario, solution is based on the following two facts for the software 

protection: 

• It is impossible to ensure that software is absolutely secure. There is always a 

chance that some attacker or threat can stumble it.  

• The intended attacker has no intensions to crash the running program but he only 

wants to get some illegal benefits by modifying it. 

7.3.1. Analysis Prevention 

In recent years, program analysis technology has introduced many tools for program analysis 

and software development. These tools also being used to analysis or reverse engineer the 

software application to find the vulnerabilities, making modification in application [21]. As 

large number of software applications are being distributed in the form of executable code 

[21]. The first step to make the application secure is to make it difficult to be reverse 

engineered. If it is reverse engineered then it should be very difficult to analyze the codes. 

Regarding reverse engineering the application helps the attacker to learn about the structure 

of the program and how it functions? This information can be very useful to exploit the 

application for example patching.  

 

To make the software modification hard, it must also be hard for an attacker to analyze the 

software application. So, to protect a software application against analysis and reverse 

engineering, code obfuscation is used as obstructive measure. Other described techniques like 

water marking, fingerprinting of the software (discussed in section 4.1.1) does not 

specifically fulfill this purpose. These techniques, more often deal with the pirated copying of 

the software. It is also to be considered that an illegal user is handed over the copy of 

application to reverse engineer it. But the fact is that it is impossible to make sure that the 

registered user is not an attacker or a user has not handed over his smart card to an attacker to 
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modify it. 

 

Obfuscation is serving as lower level of security layer for software protection. A key problem 

in obfuscation is that the larger the size of the code, the more complex it is. Thus requires 

more time to execute the code and also causes higher cost. Yet, it provides a cost effective 

solution for reverse engineering. Also software diversity can be given a valuable 

consideration along with the code obfuscation; as it is helpful to make it difficult for the 

attacker. This way, the attacker is supposed to distribute the complete application instead of 

the patch for that particular application for modification or any other illegal use. The service 

provider also will have an opportunity to analyze the attack and can know about the particular 

copy application that is compromised.  

 

The behavior of the obfuscated program can be understood correctly, completely or partially, 

by analyzing the execution of the program for a long time. By adding the self-modifying 

functionality the application is ensured to be strengthened against analysis. The instructions 

are modified during the execution of the program. It hides the original instruction by a false 

instruction with different contents to hide the original instruction from an attacker. Code 

obfuscation makes it harder to understand the reverse engineered code and this instruction 

hiding technique also makes the analysis of the program harder during its execution. 

 

To understand this program, now the attacker has to discover that there is instruction hiding 

and then rewriting is being performed. Then attacker has to distinguish between dummy 

instructions and original instruction, as all the instruction are not overwritten with dummy 

instructions. For this the attacker has to locate the routines responsible for the instruction 

hiding and rewriting. All this requires resources, efforts and labor. The understanding of a 

particular part of the program will not serve the purpose as well. 

  

The location which original instruction is overwritten plays an important role in this 

instruction hiding technique. Considering the overheads of size, performance, extent to which 

the dummy instructions are used; is difficult to put in the picture. The program’s nature, 

scenario and the algorithm for overwriting the instructions play a vital role in defining the 

extent to which dummy instructions are used.  

 

The size of the program increases as the overwritten dummy instructions increases. The more 

dummy instructions, the greater the effect on the performance of the program. Eventually 

increase in the execution time of the program. In this particular scenario, as the program is 

running on the smart card so the memory is limited, thus have to adjust the number of dummy 

instruction so that it stays with in an acceptable range and importantly not effect the over all 

security of the program. This increase in execution time is also affected by algorithm used for 

overwriting instructions routines and most importantly where these routines have been placed 

in program. As our application is periodically communicating with the server, so it depends 

on the duration of the reporting period. So the performance would not be a major problem in 

this scenario.  

 

The instruction hiding technique is combined with obfuscation; it makes the analysis of the 

program more difficult. An attacker now needs to perform at least two tasks for successful 

analysis of the program; firstly obtain a state of the program without any dummy instruction 

and then to understand the obfuscated code. But combining these two approaches causes 

further increase in size and execution time of the program. In this scenario, the performance 

is not a big issue to an extent as the application is communicating periodically. Thus the 
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reporting period will decide the performance overhead. It is a trade off between performance 

and protection of software. The performance of the application can be improved by 

considering the factors “extent to which obfuscation is used” and “extent to which dummy 

instructions are used”. But for security, the extent to which instructions are hided must not 

also exceed to a limit. 

7.3.2. Integrity Verification 

For modification of the software, first the attacker disassembles the program and tries to 

understand the resulting assembly program [21]. But for a large-scale program this approach 

is not realistic, it requires a considerable amount of time and labor to understand the entire 

program [13]. Consequently the attacker restricts the instructions range to be considered and 

tries to understand it; it repeats this process until it finds the vital information [13].  This 

technique for software protection must have not one single point of failure and must be hard 

to be disabled it. It must also be able to detect any modification. These are the concerns 

basically considered while drafting a solution to verify the integrity of the program in this 

particular scenario. 

 

In this scenario for software protection, a self hashing/check-sum approach with overlapping 

blocks, being hashed (discussed in section 4.1.3.5) is proposed. In this technique, there are 

hundreds of checksum blocks hidden with in the main application code. Each of these blocks 

is responsible for the integrity verification of a predefined section of the code. So, to modify 

the program an attacker has to disable all these blocks, disabling one single block is not 

serving the purpose. Thus this technique has no single point of failure and it is hard to locate 

and then to disable all the blocks. 

 

A technique “secret sharing based compiler solution” (discussed in section 4.1.3.4) is not 

proposed because it also deals with availability, which makes the application in this particular 

scenario more complex. At this particular point, only the need to verify the integrity of the 

application running, for which self-hashing serves well works well. Self-hashing is also 

simpler in implementation than secret sharing based compiler solution. So it will cause fewer 

overhead in terms of execution time and overall performance of the system.  

 

This part of the program also exchanges some critical information with a separate module on 

smart card (responsible for encryption of data packet being transmitted to public mobile 

networks and authenticity of smart card). This exchange of information enables this module 

to determine information integrity of the program, i.e. whether modified or not. Then in 

response it communicates with the server.  

7.3.3. Combining Analysis Prevention and Integrity Verification  

The key issue in this proposed solution is that when the check sum code calculates the 

checksum value, as we have added self-modifying functionality in the program. The 

checksum to be calculated covers dummy instructions or actual instructions that are being 

executed. There are two routines responsible for this. Also not all the instructions are being 

over written, there is a limited number of instructions that are being overwritten for a 

predefined section for which a checksum block is responsible to verify integrity. The block 

responsible for verifying the integrity of a section has to calculate the checksum each time 

when a dummy instruction is overwritten by original instruction based on the lastly calculated 

checksum value. After calculating the checksum at each instruction replaced in the section, a 

final checksum value is calculated in the end. This is the value that must be matched to the 
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already known value. The boundaries of these predefined sections and where the instructions 

are overwritten are very critical here. 

 

It is not fully guaranteed that this software cannot be modified by a prospective attacker but 

can be made difficult to modify it. A better solution to protect software against modification 

is to increase costs for understanding the program. Also most attacks require some level of 

understanding of the program behavior (as in this scenario the attacker has no intensions to 

crash the software but intended to modify it to gain some benefit), which can only be 

obtained through program analysis. So, the basic concern in the software protection is that the 

software application must be difficult to be analyzed at execution level or source code (may 

be assembly code) level if reverse engineered. So, in the proposed solution it is tried to make 

the analysis of software application harder. This is the reason that this proposed technique 

increases complexity while executing the program, which in result increases the cost of 

understanding the program. 

 

For that purpose, two levels of security are suggested one at execution level (instruction 

hiding) and other at code level (obfuscation). The method of hiding instructions makes 

program analysis more difficult during the execution of program. The upper layer of 

obfuscation makes it more difficult to analyze the code. For integrity verification a self-check 

sum is proposed; ensures the integrity of the software is not compromised.  

 

This mechanism combines two approaches obfuscation and hiding instructions for making 

program analysis difficult. The attacker has to get program with all actual instructions or has 

to understand the obfuscated program to successfully analyzing the program. The integrity 

verification of the program is based on a simple approach calculating the checksum of 

overlapping blocks of the program. The overlapping nature of blocks ensures that attacker has 

disabled all the checksum calculating the modules to compromise the integrity of the 

program. 

 

This solution also has some performance overhead in terms of execution time due to the 

complexity at execution time. But the execution time of the program for this particular 

scenario is not a big issue to be considered; because the application running is 

communication to the service provider after a minute. The vital issue is to secure the program 

against modification in this scenario which it servers. But a point to note is that the proposed 

measures do not guarantee that now software is perfectly secured, but this ensures that it 

would be required a great skill, effort and labor to modify this software application. 

 

7.4. Communication Security  

The data which is being sent by the handheld devices from the client to the Service Provider, 

is been encrypted in the application running on the handheld device. The public mobile 

network and Internet is been used for the transfer of data between client (handheld device) 

and the Service Provider. Security provided by public mobile network is been considered 

enough till the GGSN because it is very hard and costly for an attacker to break into public 

mobile network. The authentication process in this network and this encryption on the links is 

considered strong enough to protect against illegal users.  

 

Enhanced GTP is been used to improve the network utilization significantly. The GTP 

signaling messages are extended in order to construct mobile specific tunneling information 

so that user packets can be transmitted over GPRS networks without introducing GTP. The 
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enhanced GTP uses PDP address as tunneling identifier so that the GTP header can be totally 

eliminated in the data transmission plane.  

 

The main security consideration is from GGSN to Remote Service Provider’s Server through 

Internet. A VPN connection based on IPSec in tunneling mode adds at least 22 Bytes to each 

packet, which can be a considerable amount of overhead considering that GPRS has limited 

capacity. According to [46], an end-to-end VPN connection through GPRS mainly 

experiences problems typical to the GPRS network itself such as considerable jitter, high data 

loss in the downlink direction and volatile conditions. The different VPN tunnel 

configurations do not have any major affect on the throughput characteristics at the sender, 

besides the additional overhead introduced by the ESP [46]. That is why there is need of a 

solution that can avoid end-to-end VPN implementation through the GPRS. 

 

For this, network–assisted border–based VPN deployment approach is been used which is 

already presented in the figure 11. The advantages and disadvantages of this approach are 

addressed as follows:    

 

7.4.1. Cost and the Complexity 

The introduction of security services in mobile network does not come for free. It is 

necessary to check out how much cost and complexity is needed for the security 

implementation. In the above presented solution, the network-assisted scheme is used to 

deploy VPN from GGSN to the SG. GGSN has the SecS which is responsible for 

establishment of VPN between itself and remote SG. There is also a lightweight module 

SecC which is responsible to request VPN services and express the end-user preferences. 

Extra processing capability and memory capacity is not required to integrate this module in 

the mobile device. The relevant cost as well as the configuration and computation overhead 

can be reduced as well. 

 

Additional investment from the mobile network operator is required to add SecS in existing 

mobile network. This module will also increase the signaling load on the network.     

 

Alterations in the present mobile network require minimum implementation of End-to-End 

model. The alterations in Security end-points (MS and SG), which integrate the IPSec 

functionality are inadequate. 

7.4.2. Performance 

The security features can cause negative outcome on the quality of service. For example, it 

can affect the overall throughput of the system due to inclusion of extra network traffic 

during connection establishment. In mobile networks, due to limited bandwidth, this effect 

needs to be minimized to improve quality of service. 

 

The network-assisted security model uses existing security features of the GPRS like 

encryption and encapsulation; thus eliminating the need of implementing security features 

once gain. There is no extra overhead on the radio access network using this scheme, as 

security is implemented at endpoints and the GPRS backbone network needs not to know 

about it.    

 

Implementing security in mobile devices (with limitation of power and processing 

capabilities) causes significant increase in processing latency can cause service latency in 
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end-to-end VPN model. For packet data transmission over the radio interface GPRS also 

employs uses optimized encryption. This security scheme duplicates encryption (packet 

encapsulation) over the scarce radio interface, which increases the overall communication 

cost, and decreases the access network capacity. 

 

7.4.3. Reliability and Scalability 

Reliability is perceived as the ability to use VPN services in terms of authorized usage at all 

times, at a level similar to that of the public telephone network. The border-based scheme 

using network-assisted model is more reliable because there is no interrelation between the 

network management and the VPN management. 

 

In the end-to-end security model, VPN service reliability depends on the mobile network 

reliability. The MS makes sure network connectivity and guarantees the required resources 

but security features may reduce the system availability. VPN provision is restricted by the 

mobile network throughput, the access network capacity, and the terminal processing power. 

 

Scalability represents the ability of a particular approach to grow when it reaches the upper 

limit of its throughput. Scalability in the network-assisted model can be achieved by changing 

the configuration of the SecS module by using more than one Security Policy Database 

(SPD), Security Association Database (SADB), and IPSec base protocol sub-modules (e.g., 

one for incoming, and one for outgoing traffic). Another possibility is the incorporation of 

more than one SecS in the corresponding GGSN, for handling the incoming and the outgoing 

processing, separately. 

 

In the end-to-end security model, VPN scalability corresponds to mobile network scalability. 

7.4.4. Management 

In the network-assisted models, VPN establishment and maintenance are performed by the 

network infrastructure, eliminating the technical skills and the specialized knowledge 

required by mobile users. An end-station simply initiates a VPN establishment, while 

outsourcing authentication, key exchange, and encryption/decryption process to the network 

operator. 

 

While in the end-to-end security model, end-users are involved in the management and 

configuration of their VPNs. Thus, they must be aware of when encryption is required, since, 

the end-station software may require from the user to take decisions on the appropriate 

security policy. 
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8. Conclusions 
This research has proposed a solution to secure the software installed running on a handheld 

device for the discussed scenario. This solution also suggests most appropriate and secure 

way to communicate with server through public mobile network.  

 

The proposed solution suggests that the software is installed on smart card. The smart card’s 

role is supportive to enhance the security of the software installed on it. It acts as an extra 

security layer and also provides the opportunity to upgrade or replace a solution when it 

becomes compromised.  

 

This research concludes that the attacker must find it hard to understand the behavior of the 

software to modify it. Thus, the software integrity-verifying techniques must be strengthened 

by combing them with the analysis prevention techniques. Thus, the proposed solution makes 

the analysis of the software harder both at code level (obfuscation) and during execution 

(instruction hiding mechanism) along with the integrity verification (self–hashing technique) 

of the software. 

 

This software protection mechanism may impose a considerable performance overhead. It is 

always a trade off between performance and security of software. In this scenario 

performance is not a big concern but it could be improved further by improving the 

algorithms used in software protection. 

 

The communication relies over the security features of the public mobile network with the 

enhancement in GTP. The border based VPN is deployed between the public mobile network 

and the remote server using the network assisted approach. The usage of an enhanced GTP is 

proposed which uses PDP address as tunneling identifier so that the GTP header can be 

totally eliminated in the data transmission plane, resulting in more efficient packet transfer.  

 

IPSec-based VPN deployment provides maximum level of security but IPSec suffers from a 

complex tunnel negotiation process, causing interoperability problems between different 

implementations. That is why end-to-end VPN is not considered necessary due to scalability 

issue and extra overhead, and more resources are needed especially at the server side. In the 

border-based security model, each GGSN connected to the server needs a VPN, which might 

give raise to scalability problems. The given solution provides the base for designing a secure 

communication path for a Swedish road toll system.  
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9. Future Work 
The future work related to this research is the practical testing of the solution presented. A 

prototype of the software security part of the solution can be created and thoroughly tested. 

Then the results can be studied and investigated in the above specified scenario. The 

quantitative study of risks and overheads involved should also be conducted for more 

explanation of the results. 

 

The algorithm used for instruction hiding mechanism can be improved and also the location 

of this algorithm in the program can be reviewed for further improvement in performance of 

the system.  

 

As IPSec suffers from a complex tunnel of negotiation process that is why there is need to 

improve this approach. Currently, the feasibility of applying the proposed technique to the 

revised version of GTP in 3GPP is being studied.  

 

It is strongly recommended to conduct a detailed study to ascertain the communication risks 

involved in public mobile networks. 
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