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Abstract 
 
 

Context: Due to rapid increase in the population of elderly people, sharing healthcare information has 

become an essential requirement for the development of e-health system. By conducting a research in 

e-health and cloud computing we have explored the advantages and disadvantages of sharing 

healthcare information for elderly people through cloud computing. 

Objectives: The main purpose of this research is to investigate the suitability of cloud computing to 

share healthcare information. The study is conducted by exploring the advantages and disadvantages 

of cloud computing for e-Health systems. Investigating a suitable cloud computing platform is also 

one of the objectives of this research.  
Methods: In order to identify and get deeper understanding of these issues, we have performed 

literature review of E-health, EHI and Cloud Computing technologies and we have develop a 

prototype application as experiment.  

Results: Based on the finding of literature review, we came to know that E-health was huge field. It 

needs a huge infrastructure to establish. The healthcare information in e-health requires quick and 

easy sharing. In EHI research, we defined EHI and find reasons for sharing elderly healthcare 

information. At cloud computing research, we knew the concept of cloud computing and found out 

advantages and disadvantages of implementing e-health in cloud computing. From literature review, 

we developed sharing application which was used to share EHI in cloud computing. In experiment, we 

proved our supposition and discussed advantages and disadvantages of sharing EHI in cloud 

computing by using Google App Engine (GAE). 

Conclusions: We conclude that cloud computing meets the requirements of sharing EHI, but it also 

has some limitations due to its architecture and network condition. In this research we have identified 

further research area that can help in enhancing security and privacy in cloud environment. 

 
 

 
Keywords: E-health, elderly healthcare information, 
sharing, cloud computing, Google App Engine. 
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1 INTRODUCTION 
 

Due to rapid increase in “Aging population” [1], elderly healthcare become one of important 
social issues and generate many challenges about the pace of future Medical Treatment 
System in developed and developing countries like USA, Japan ,and South Korea are 
focusing on developing e-health service to integrate healthcare information and healthcare 
resource. 
 
But the problem is numbers of medical institutions are entered in the race of e-health 
implementation according to different policies classification by national strategy [2]. So this 
problem directly influences medical institutes to develop their E-health system according to 
their policies, requirements and standards and it also creates a big gap in information sharing 
among medical institutes [4]. 
 
The information sharing gap also exists in elderly healthcare, because elderly healthcare is 
connected with different medical institutes like hospital, clinics and healthcare center. Each 
medical institute requires elderly healthcare information (EHI) to diagnose, and treat elderly 
people “How to solve the information gap which appears in elderly e-health service” is   an 
important issue to develop elderly e-health service.  Many researchers have done their work 
in this area [8][13][14][15]. Some researchers focused on semantic standard [17] which is a 
basic information structure in Information Communication Technology (ICT); and this 
standard can be used to share healthcare information among each other.  
 
We are not the first to implement e-health information sharing service in cloud. The famous 
attempt of sharing e-health information was made in May 2008 by Google, when they built 
Google Health in Google cloud. The main function were storing and sharing healthcare 
information among users in cloud. “Google Health” offered some self- diagnosis services to 
help users to check and monitor their health status. Though “Google Health” is closed in 
2010, but still it can be a good example to prove cloud computing a good platform to process 
and share healthcare information. 
 
Cloud Computing is an innovative idea for new Internet service [65]. The main idea of 
Cloud Computing is “everything in cloud as service” [65]. It means cloud users have no 
concerns about hardware and software, because everything they see and use in cloud is 
service. Thus researchers defined three service models as “Software as a Service”, “Platform 
as a Service” and “Infrastructure as a Service” based on different users’ requirements. They 
also defined two deployment models as “Public Cloud” and “Private Cloud” based on the 
requirements of different cloud developers. Therefore “Which cloud model is suitable to 
implement EHI sharing service” is an important part in our research. 
 
In our research, we use two research methods - literature review and experiment to reach our 
goal. In literature review, we emphasize to find enough references to support our research 
“cloud computing can share EHI among medical institutions”. Then, according to scenario, 
we developed a prototype to verify this research. Finally, based on the result of experiment, 
we discussed advantages and disadvantages of sharing EHI in cloud computing. 

app:ds:one's
http://www.iciba.com/opinion
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2 BACKGROUND  
 

In this chapter we describe the Challenges of elderly healthcare, citizen healthcare needs, 
sharing healthcare information regarding interoperability, implementing e-health in cloud 
computing. 

2.1 Challenges of elderly healthcare (EH) 
 
Now a days, elderly healthcare has become a serious problem. According to the facts 
presented by World Health Organization (WHO), people with aged 60-and-older are 
increasing quickly. The ratio presented by WHO about elderly people is 7.6 percent of total 
population of world in year 2010 which will reach to 16.2 percent in 2050. It clearly shows 
that the world's elderly people population – age 60 years and older – will increase from 650 
million to 2 Billion in 2050. [1] 
 
 This number leads to both developed and developing countries which will face big 
challenges including “strains on pension and social security systems”, “increasing demand 

for health care”, “bigger need for trained-health workforce in gerontology”, “increasing 

demand for long-term care, particularly in dealing with dementia” and “the raising of 

pervasive ageism that denies older people the rights and opportunities available for other 

adults.” [1] 
 
To overcome these, challenges it is important to implement new measures in elderly 
healthcare.  “Ensuring that aging population have a basic level of financial security”, 
“Developing age-friendly environments”, “Availability and accessibility of effective health 

care” and “Maintaining social patterns that influence the well-being of aging adults”[1] are 
three new requirements for research to be solved. So that Elderly people can be handled in 
right way and get any medical treatment easily and quickly 
 
As we know, elderly population is the largest consumers of health care resources. Generally 
speaking, an elderly person consumes more healthcare resources than other groups of people 
[2]. From economic dimension, the healthcare sectors are under great pressure of limited 
financial resources, human resources, lack of qualified doctors, nurses, and home healthcare 
staffs. This is other challenge for countries whose aging population is quickly increasing 
before their social welfare system gets well developed and established. 

2.2 The Elderly E-health Needs 
 

With the development of technology and civilization, Elderly people healthcare services 
needs have increased. Since the medical care systems have implemented in great extent of 
countries, people living in cities are healthier and can live longer. Consequently, demands 
for healthcare services have increased and changed to “Development of medical technology 

(increased possibilities)”, “Ageing population (increased need)” and “Increased mobility of 

people (changing the requirements for healthcare delivery)” [3]. The availability of hospitals, 
clinics and different medical institute make the city people healthier and get treatment on 
time as compared to the rural area people. That’s the reason the cities elderly people are 
healthier than rural area elderly people. 
 
With new requirements for healthcare services, e-health will develop on the trends related to 
“Monitoring”, “Communication /accessibility”, “Knowledge and decision making”, “Support 

for relatives and citizens’ social life” and “Cross-border or cross-regional care” [3].  

app:ds:in
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Thus, we have to develop the database of health care records which can be easily manage to 
handle healthcare information sharing as well as to fulfill the needs of elderly health. By 
doing this we will be able to share the EHI in a right and easy way. 
 

2.3 Sharing healthcare information regarding 

interoperability 
 

According to EC Recommendation, “interoperability of electronic medical record systems" 
is defined as the ability of two or more electronic medical record systems to exchange both 
computer interpretable data and human interpretable information and knowledge [66].  
 
Interoperability is a major challenge in e-health which needs to be addressed when we share 
healthcare information among healthcare centers and hospitals. There are two major 
challenges which are created in e-health interoperability. They are described respectively as 
“problems are in communication among healthcare departments” and “problems with 

communication with different organizations” [4]. The importance of providing 

interoperability among different healthcare centers is significant. This statement is justified 
with the definition of e-health interoperability itself. “Interoperability means the ability to 

communicate and exchange data accurately, effectively, securely and consistently with 

different information technology systems, software applications, and networks in various 

settings and exchange data such that clinical or operational purpose and meaning of the 

data are preserved and unaltered” [4]. It describes that sharing healthcare information is a 
method to achieve e-health interoperability in e-health services. 
 

2.4 Implement E-health in Cloud Computing  
 
Cloud Computing is a suitable platform to support E-health development and information 
sharing. It is also a solution to integrate E-health services.  
 
According to technology point of view, the main focus is to provide safe, fast, reliable and 
efficient healthcare information sharing regarding interoperability, a platform of high 
performance and quality should be introduced. Data persistence, durability and security as 
well as high computational power are of utmost importance to achieve the goal [5]. 
 
Cloud computing technology is considered to be relevant for this purpose. This approach is 
based on delivering software, infrastructure and the whole computation platform as a service. 
Unlike traditional web hosting providers, cloud computing offers pay-as-you-go services. It 
means users only have to pay for the resources they use over time [5]. These services are 
offered over the Internet by large data and computing centers [6]. This approach is not only a 
conceptual model of software, but a brand new technology which is suitable for distributed 
applications development [7]. Cloud computing platforms provide low cost, transparent, 
convenient and flexible services to small, medium scale businesses (SMBs) as well as large-
scale corporations. Cloud computing offers a number of advantages such as economy of 
scale, availability, management effort, efficiency, consolidation, cost and energy savings. 
The services are provided on demand and accordingly to pay-as-you-go model. This allows 
the users to competently use the resources and reduce the overall costs. 
  
From medical point of view, cloud offers special channel to access electronic medical 
records easily. This ability of quick access to personal medical history can speed up 
treatment, help to avoid complications, and even saves lives. Cloud also can make it easy for 
the patients to locate and keep track of their own medical history (health record) [8]. 
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3 RESEARCH DEFINITION 
 

In this chapter we will go through the Research description, problem definition, aim and 
objectives, research questions, research expected outcomes and research description.  

3.1 Research Description 
 

Information sharing among different organizations is necessary, especially when some 
services are crossing outside their own organization like healthcare. Sharing of information 
is essential for elderly healthcare in e-health. To accomplish the needs for EHI sharing in E-
health we suggest cloud computing .Cloud computing is a new technology which has good 
performance in storing and accessing information. Our research will mainly focus on the 
implementation of cloud computing platform to share EHI.   

3.2 Problem Definition 
All the hospitals and healthcare centers use their own e-health system but they are unable to 
communicate and share data among each other, especially in case of sharing elderly health 
care information [8][13]. Hospitals want to share healthcare information with healthcare 
centers and healthcare centers also need healthcare information from hospitals. In this case 
when the hospitals and healthcare centers use different e-health systems with different 
standards, they cannot communicate with each other, so it directly creates a big gap in 
sharing healthcare information. 
To solve this issue, we have done some research on cloud computing and suggested Google 
App engine to bridge this information gap among hospitals and healthcare centers so that 
they can share information with one another easily and quickly.  

3.3 Motivation 
Cloud computing has many features like data storage, sharing of resources, scalability and 
reduce in cost. Because of these features, other fields are implementing cloud computing to 
make their work efficient. Although health sector can get many benefits from cloud 
computing but it still hesitates to implement it. So we would like to identify problems which 
make postponing the adoption of cloud computing in healthcare through associate 
perspectives. 
 

3.4 Aim and Objectives 
 

To achieve our research, the following aims and objectives have been raised: 
 AO1: To identify the requirements of EHI. 
 AO2: To select an appropriate service model of cloud computing for EHI sharing. 
 AO3: To analyze the existing service model of cloud computing for sharing EHI. 
 AO4: To develop an application for sharing EHI in selected service model of cloud 

computing. 
 
 
 
 
 
 



  5 

3.5 Research Question 
 

To reach our research purpose, the following questions have been raised: 
 Q1: Which Cloud Computing service model is suitable to implement EHI sharing 

service? 
 Q2: What are the advantages and disadvantages of cloud computing platform to 

share EHI?   
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4 RESEARCH METHODOLOGY 
 

In research methodology chapter we will write overview of our research topic, research flow, 
literature survey and experiment.  

4.1 Overview 
 

The Research topic “Sharing EHI in cloud computing”, presents three main concepts in our 
Research area: 
“Sharing” – we will define this concept as one interoperable action in different 
information system. We will focus on the research in interoperability of elderly e-health 
service of “sharing”.  
“EHI” – It is an important research point, Information mean a pile of data combined 
which makes it meaningful. Since healthcare information has a large number of types, 
patient records can be some healthcare information, the data of patient’s blood pressure, 
blood sugar, heart rate also can be healthcare information. The phrase “healthcare 
information” had made our research wide. We have minimized our topic according to our 
master thesis time frame. That is the reason for us to choose “EHI” to minimize our research 

area. 
“Cloud computing” – It is also an important point in our research. We will focus on 
technology level by using cloud computing in our research. We will present this part around 
cloud computing framework, cloud computing model, cloud computing platform etc. After 
presenting, we can discuss advantages and disadvantages of sharing EHI in cloud computing. 
 

Literature Review

Elderly 

Healthcare 

Information

E-health & E-

health 

information

Cloud 

Computing

Cloud 

Computing

Developing 

What is E-
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What is 

requirement 
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information
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elderly needs 

in E-health

What is 

elderly 

information

What is 

elderly needs 

in healthcare

What is 

Cloud 

Computing

What is 

Cloud 

Computing 

framework

What is 

Cloud 

Computing 

Service

What is 

Cloud 

Computing 

benefit

Google App

Amazon EC2

Hadoop

Build Simulation

Cloud Computing 

Provider Choose

Simulation

 Data

Develop Document

Conclusion
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Figure 4-1 Research Flow Overview 
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In literature review, we focused on getting knowledge of elderly healthcare information, 
cloud computing and cloud computing development. Then, we applied that knowledge to our 
experiment, according to our scenario, we built simulation environment and developed a 
prototype. Figure 4-1 shows the research flow 

4.2 Research Methodology Related to Research Question  

AO1

Literature 

Review
AO2

AO3

Q1Answer

Simulation

Related

AO4 Q2Answer

 
 

Figure 4-2 Research Flow 

4.2.1 Literature review:  
 

In literature review, we focused on finding the answers of “Which cloud service model is 
suitable to implement EHI sharing service?” and “How to build application in cloud 
computing?” 
 
According to Dawson [10], a literature review is the first step to any research work which 
performed in two phases, respectively known as literature search and literature review. This 
approach has been selected since it is suitable for beginning to reach the research topic and 
identify gaps in the previous and current research. We have used keywords such as e-Health 
strategy, e-health service, elderly health care, EHI, information interoperability and cloud 
computing to do literature review. The publications have been searched in digital libraries 
provided by the library of Blekinge Institute of Technology (BTH). Libraries such as ACM 
Digital Library, Google Scholar, Scopus, and IEEE Explorer have been used. Through our 
research, we would like to get knowledge about “What is e-health”, “What is EHI”, “What is 

interoperability in EHI” and “What is Cloud computing”.  
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Through the literature review, we have answered RQ1:“What cloud service model is suitable 

to implement EHI sharing service?” Then, find AO1:“What are the requirements for sharing 

EHI” and AO3:“How to build application in cloud computing?” Like Figure 4-2 shows. 

4.2.2 Experiment: 
In our research, we have verified the topic “sharing elderly healthcare information in cloud 

computing” through simulation.  
 
We have real case scenario from Blekinge Hospital Sweden.  This scenario is described as 
“Blekinge County has two main hospitals and several healthcare centers (caregiver) which 
using electronic health record (EHR). Hospitals use SYStem Cross while municipality 
healthcare centers use MAGNA CURA. These two systems are different in technology and 
medicinal  terminologies. The hospitals are interoperable with each other but they are not 
interoperable with municipality healthcare centers. ” [11] 
 
In simulation environment, we have built a cloud of four computers for the sharing services 
according to AO2. One of them played a role as information sharing server while other three 
computers were installed as clients like hospital, healthcare center and home to share 
information with each other. From the results of simulation, as well as the requirements for 
sharing EHI and process of simulation, we discussed and answered research question 
Q2:“What are the advantages and disadvantages of cloud computing platform to 
share EHI?”  As shown in Figure 4-2  
 



  9 

5 RELATED RESEARCH 
In this section, we describe about concept of e-health, e-Health definitions, e-health main 
technology, e-health advantages, Challenges. We will discuss potential applications of cloud 
computing for health care. 

5.1 Concept of E-health 
 

Through literature review, we find many definitions of “E-health” concept. 
 
In 1999, Mitchell defined “E-health” as “A new term required describing the combined use 

of electronic communication and information technology in the health sector. The use in the 

health sector of digital data transmitted, stored and retrieved electronically – for clinical, 

educational and administrative purpose, both at the local site and at a distance”[12] 
 
In 2001, WHO (World Health Organization) defined keyword “E-health” as “use of 

information and communications technologies (ICT) in support of health and health-related 

fields, including health-care services, health surveillance, health literature, health 

education, knowledge and research”[13] 
 
In the introduction of Action plan in 2004 which published by the EU Commission defined 
“E-health” as “e-Health tools or solutions include products, systems and services that go 

beyond simple Internet-based applications. They include tools for health authorities and 

professionals as well as personalized health systems for patients and citizens. Examples 

include health information networks, electronic health records, telemedicine services, 

personal wearable and portable communicable systems, health portals, and many other 

information and communication technology-based tools assisting prevention, diagnosis, 

treatment, health monitoring, and lifestyle management.” [14] 
 

5.2 Main E-health Technologies  
 
From the chapter “What is e-health” we know “e-health” includes products, systems, 
services and educations. 
 
 Electronic medical records (EMR): 

 
The electronic medical record develops for managing medical infrastructure. EMR stores 
and shares different kinds of electronic health care information from different medical 
departments which focus on integrating and interaction between different departments in 
medical area. It includes “Patient management system”, “Pharmacy management system”, 
“Laboratory management system”, “Radiology information system”, “Billing and insurance 
system” and “Staff management system”. [15] 
 
 
 
 Computerized physician order entry: 

 
In this process physicians’ prescriptions and directions are processed. CPOE is a promising 
technology that allows the physicians to enter orders into computer instead of handwriting 
them. It can decrease cost and medical errors. The employees receive the orders through 
EMRP [16]. 
 



  10 

 Multipurpose smart card: 

 
Smart cards store data in IC chip, so they can retrieve and transfer patient personal data 
by using an integrated circuit. Currently smart cards are adopted in a few countries of 
Europe [16].  
 
 Picture archiving and communication systems: 

 
Through this system, patients’ digital images can be examined by more than one 
physician through computer network. The purpose of this system is to replace the 
manual imaging system. It reduces the possibility of images being lost and reduces the 
cost of retaking images [16]. 
 
 Electronic health records (EHR): 

 
Electronic health records can be divided into two levels. In basic level, Electronic Healthcare 
Record (EHR) digitally store patient’s information. EHR also called Electronic Patient 
Record. Records which EHR stored include blood group, medical history, checkups, 
laboratory tests, diagnostic image reports and so on. [17]  
In advance level, it can offer self diagnosis service through analyzed storage records in EHR. 
The patient can use this service to check health situation by himself. 
 
Electronic health record is focus on: 
 
 Make a platform to collect healthcare information. 
 Integrate different structures and standards of records. 
 Improve communication among different health care providers. 
 
 E-Prescription Service: 
 

“E-Prescription is the electronic transmission of prescription of pharmaceutical products 

from legally and professionally qualified/registered healthcare practitioners to registered 

pharmacies (or dispensing system).” [18] The E-Prescription service allows user orders and 
gets prescription medicine from remote place or healthcare service. 

5.3 Requirements of E-health in Sweden 
 
In Sweden national strategy report [20], it evidently shows the national interest of e-health 
development by using three scenarios. 
 
The individuals have access to easily accessible and quality-assured information on all forms 
of health and social care as a citizen, patient, end-user and close friend or relative. He shall 
have access to documentation on previous care interventions and treatments as well. The 
individuals also be offered interactive and customized eServices so that he could be able to 
participate and exercise self-determination on the basis of his own requirements” This is how 

Swedish government is focusing on e-health sector [20]. 
 
Health and social care staff shall be given access to well-functioning and concurrent 
electronic decision support. The system shall provide both quality and security and it must 
also facilitate their day-to-day work. Decisions on care interventions and treatments shall be 
taken on the basis of important structure information. 
 
In order to monitor the quality and security of activities and obtain, updated and 
comprehensive basis for decision making on governance, planning and resource allocation, 

app:ds:self
app:ds:diagnosis
app:ds:prescription
app:ds:medicine
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the decision makers shall have all the appropriate tools. High quality data shall be made 
accessible to both public and private research with a respect for integrity of citizens [20]. 
 

5.4 E-health Advantages  
 
The big advantage of E-health for users like patients, physicians, and nurse is by handling 
health information from one platform. A survey which has been conducted in United States 
has said that 75% of applications deduct the chances of errors; 70% suggested that use of IT 
in health care improve productivity; while over 60 % stated that it has the potential of 
reducing costs and helps patients act more responsibly [21]. 
 
The paper based system used before have errors, time consuming and cannot be accessed 
everywhere. In EHRs, data is stored in a simple and efficient way which can be accessed 
everywhere. EHRs also provide a complete and error free data storage method [22]. 
According to Mullner and Chung “records of paper have within many errors and inefficiencies, 

and they block the communication between health care providers” [23]. So this means that e-
health also improves communication between healthcare providers. The doctors can 
easily access a patient data stored in a single location. In a case, patient wants to move to 
another hospital; his data can easily be transmitted electronically. E-health becomes an 
important tool to share health care information which can reduce the cost of managing 
chronic diseases, medication and wellness programs [24]. 
 
 Physicians: Physicians have ease of controlling ordering process for patients 

including drug prescription and dealing with allergies etc. Physicians prescriptions 
are stored electronically which help in avoiding the problems of elucidation of hand 
written prescriptions. It also helps in reducing the time of locating patient’s health 

charts. 
 

 Patients’ management: Patients receive more advantages from e-health. 
Interdisciplinary communication for patients is improved by e-Health because 
handwritten errors are avoided in electronic prescriptions. It also plays a very 
important role in medication safety. 

 
 Ancillary departments: Now the pharmacists and nurses spend more time on 

patients’ care instead going through the orders. Most of the resources in ancillary 

departments are free from engaging in administrative tasks. 
 

5.5 Disadvantages of e-Health 
 
Although e-health developed with time span, it also meets some disadvantages: 
 

5.5.1 Technical Disadvantages:  
There is a probability of increased misuse with the advancement in technology. The same 
applies to e-Health as well. The security risks associated with e-Health have been widely 
discussed but it is still one of the main risks in implementation of e-Health. Security 
issues in e-Health are the same as threats to any information security. CIA 
(Confidentiality, integrity and Availability) model should be followed in e-Health as well 
[25].e-Health infrastructure is focused on patients and their relevant data, but the record 
of people gaining access to patient data should be kept. 
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5.5.2 Operational Disadvantages:  
Operational challenges are related to the interoperability of systems provided by e-Health 
[27].In order to communicate with a new system introduced by e-Health an interface 
should be developed for the existing system. Then a standard electronic language should 
be used for cross communication between different healthcare organizations regarding 
medical data. In order to do this, there must be a formal agreement for using a method of 
communication between organizations [27]. 
 

5.5.3 Legal Disadvantages:  
Enforcing privacy of data is one of the major legal barrier faced by healthcare 
organizations [28].Since health care organization are mostly related to patients, it 
becomes utmost important to take care of patients privacy while adopting e-Health 
solutions. The main purpose of privacy laws is to protect the rights of individuals. In e-
Health the main hurdle is to make sure that only authorized persons have access to patient 
data, depending on their daily work [29]. Another problem is to define who should have 
right of access and how to differentiate different groups based on their right of access. 
Both the hospitals and clinics have their own access rights, but e-Health facilitate cross 
communication of patient data between different healthcare organizations. This cross 
communications is a major source of concern for privacy laws. In U.S e-Health 
implementation is still facing strict legal barriers. 
 

5.5.4 Cost / Benefit Disadvantages:  
In order to implement e-Health systems the cost benefit analysis of implementing the system 
should be performed first. It should be made sure whether the implementation is feasible or 
not. Are the benefits more in comparison to the cost? Speaking from a technical perspective 
e-Health has got advantages as compared to the paper based methods, but from the 
perspective of e-Health organizations these benefits may be less in comparison to its cost. 
The reason is the at the cost of implementing an e-Health system may be thousands of 
dollars. And the cost of hiring team of IT professionals for support and maintenance of the 
system is not even included in that cost [30]. 
 

5.6 Concepts of Cloud Computing 
 

“Cloud computing model is enabling on demand network access to shared pool of 

configurable computing resources (e.g., servers, applications, networks, services, storage etc.) 
that can quickly be purveyed and issued with less management effort or service provider 
interaction.” [36]. 
 
Cloud computing is a combination of both software and hardware, it can be divided as 
Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service 
(IaaS) by services provider; and it also can be divided as public cloud and private cloud by 
different usage. When we made cloud as pay-as-you-go; it is called public cloud. If we deal 
with internal data-centers then it called private cloud and it is not available for public. 

5.7 Overview model Cloud computing 

This model is composed of five essential characteristics, three service models, and four 
deployment models 
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Figure 5-1: Cloud computing overview model. 
 

5.7.1 Important characteristics  
 
There are five essential characteristics of cloud computing. Those are listed below [36]. 

 
 On demand self –service: 

Users unilaterally can increase or decrease computer capabilities like servers, 
application, networks, services, storage according to requirement without any need of 
human interaction. It will help user to focus more on its business and get good results. 
 

 Access to Broad network: 
Users can access applications by using heterogeneous thin or thick client platforms 
.i.e. PDAs, laptops, mobile phones etc. 
 
 

 Resource pooling:  
According to User demand, different physical and virtual resources (networks, storage, 
processing, bandwidth and virtual machines). Dependent on consumer demand, different 
virtual and physical resources (networks, storage, processing, bandwidth and virtual 
machines) dynamically assign or reassign to the specific application. These resources 
will assign to the applications based on multi-tenant model i.e. computer resources are 
pooled to serve multiple consumers. Consumer does not know the exact location 
where the data is stored but consumer may have a choice to choose the location of 
data center where he wants to store the data by specifying country, state or location 
of data center. 
 

 Quick elasticity: 
Consumer has the ability to increase the resources whenever the demand is high and 
he is also able to reduce the resources like servers, virtual machines if the demand is 
less. For example, one website has more traffic in weekends and less in weekdays then 
we can use the resources rapidly and elastically.  
 

 Deliberate service: 
Cloud systems can automatically measure the usage of resources by the type of service 
(storage, bandwidth, processing etc) provided and usage resources are monitored, 
controlled and reported by both consumer and cloud provider [36]. 
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5.7.2 Service models  

Figure 3 shows the abstract layers of cloud service model. It maps the three service 
models with different security measures at various cloud operational levels.  

 

Figure 5-2: Cloud Service Models [36]  

 
 Software as a Service (SaaS):  

 
Software as a service actually refers to on-demand software. SaaS is software 
distribution model where the applications are hosted by service providers and available 
to customers over a network or the internet. The end users get rent software from cloud 
provider as service. Software delivers to consumers on the basis of “one-to-many”. 

Cloud service provider assert service level agreements to manage operating systems, 
servers, individual applications, storage and network infrastructure .while the user does 
not require any upgrades or changes to the software and also does not require to manage 
any server, operating system or any individual applications [36]. 
 

 Platform as a Service (PaaS): 
 
Platform as service is one of category of cloud computing which provides cloud 
computing platform and solution stack as a service. It is way to rent storage, operating 
system, hardware over the internet. The service delivery model allows the user to rent 
the virtual servers and related services to run existing program or develop and test new 
ones. The customer or user has the control over the application hosted configurations it 
does not need to control cloud infrastructure like networks, application, storage etc. 
PaaS use multi-tenant architecture so it can concurrent multiple users who can use the 
same development application [36]. 
 

 Infrastructure as a Service (IaaS):  
 
IaaS is sometimes call hardware as service (HaaS).The IaaS is provision model in which 
organization outsources the equipment used to support hardware, servers, 
networking ,storage and other resources to the customer, where user simply place and 
run the arbitrary software like applications. The service provider have the equipment 
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and totally responsible for maintaining , running and debugging it, while the user or 
customer has control over operating systems and pay per use basis of these services [36].  

5.7.3 Cloud computing Deployment models  
 

Clouds  are  classified  into  four  models  based  on  their  infrastructure  and  these  are 
distinguished by their architecture and functionality [36].  
 
 Private Cloud: 

Private  cloud  is  operated  for  specific  organization  and  it  may  be  managed  by  the 
organization or third party. SLA‘s are based on mutual understanding of cloud provider 
and the organization.  
 

 Public Cloud: 
Public cloud is owned by specific cloud service provider. This public  
cloud infrastructure is available for large organizations and public. SLA‘s are same to all 

the customers those who are using public cloud.  
 

 Community Cloud: 
This cloud is shared by a group of organizations and supports a specific community that 
has shared concerns. This may be managed by organizations or third party.  
 

 Hybrid Cloud: 
This cloud is a combination of private and public cloud. These clouds are bound together 
by standardized technology that enables data and application portability.  

5.8 Benefits of Cloud Computing  
 
Benefits of cloud computing can be divided into four categories. These categories are: 
Technical, Users, Infrastructural, Companies and Environmental. The benefits under each 
category have been described in the following sections.  

5.8.1 Technical Advantages 
 

Cloud computing has the following advantages from a technical point of view [31].  
 
 
 Power Management:  

Managing virtual server is easier compared to physical server from a power management 
point of view.  

 
 Scalability: 

Scalability is one of the most important aspects of cloud computing. For example cloud can 
easily handle sites with large number of users or high traffic without additional hardware 
infrastructure or disturbing user’s activities.  
 

 Data Storage: 
Since there are a large number of data servers all over the world, it becomes easier for 
business organizations to choose a data center which is easier for them to access. It 
enables them to access their data easily and quickly on servers with unlimited data 
storage.  
 

 Trouble Shooting and Backup (Disaster) Recovery: 
With cloud it is easier to detect hardware failures rectify it. It is also easier to assess data 
anytime. It can help IT industry in reducing workloads and making data recovery easier.  



  16 

 
 Efficiency and Reliability: 

 Due to the fact that cloud computing is efficient, many organizations are shifting 
towards cloud computing. Beside this cloud computing enables organizations to 
maintain backup for all their remote sites and branch offices. It can also help in coping 
with many challenges like disaster recovery, security and bandwidth allocation [38]. 
Cloud computing applications for all services are available and reliable. According to [39] 
an executive of cloud industry services said “Any business leader worried about the 

security and reliability of their data in the cloud should remember that they have been 
trusted, saving and storing their personal financial assets in an external, virtual banking 
cloud for years.” 
 

5.8.2 Users’ Advantages  
 

Cost reduction is one of the major advantages of cloud computing from the perspective of 
user’s benefit [31]. 
In cloud computing the consumers do not need to worry about updating the software or 
hardware. The consumers get the latest services and resources in the least possible time. The 
consumers don’t get the least bother by configuration issues and storages capacity because 

they are handled for them by the cloud service providers. Besides they can use the resources 
according to their needs and pay according to their usage. 

5.8.3 Companies Advantages  
 

Cost reduction is also one of the most important benefits of cloud computing from a 
company perspective [31]. 
The main reason organizations are shifting towards cloud is that it can help in saving the cost 
required for building an infrastructure for a data center. Small scale organizations can also 
opt for cloud system because of the cost saving. It enables organization to pay more attention 
to their core competencies, which will help them gain more advantages in the future.  
 

5.8.4 Environment Advantages  
 

In the fact, resources that shared in cloud computing helps in protecting the environment. It 
helps in making the environment go green because it controlling the amount of power 
required for running and maintaining data centers. By adopting cloud, work required for 
running the servers inside the organizations can be reduced [40]. 

5.9 Limitations of Cloud Computing 
Following are some limitations of cloud computing.  

5.9.1 Segregation of Data 
 

Due to the fact that the same data center, server or hard disks store data of many users, there 
could be mismatch between users’ data. It is not clear as to how would the cloud isolate 

users’ data securely and how will it differentiate the data of each unique user. Due to this 
problem in the cloud information leakage from one customer to another could occur [41]. 

5.9.2 Data Deletion  
 

As we know that the consumer’s data will probably be stored on the same data center, server 
or hard disk. If a user want to cancel the contract and withdraw the Service Level Agreement 
(SLA) after fulfillment of his tasks, it would be very difficult to erase a user’s data 

completely. The reason is that data can only be erased by erasing it completely and re-
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writing the sectors with random data. The user may most probably need to format the server 
which is impossible. The threat of recovering a user’s data is always there if it is not 

perfectly overwritten with random data [45].  

5.9.3 Offline Cloud 
 

 Due to the dependency of the cloud on internet connection, it will be impossible for a user to 
access his data or application in case of a problem in the internet connection [41].  

5.9.4 Privacy 
 

Privacy is one of the most important issues in cloud computing. In order to solve the issue of 
privacy high degree of trust is required among the users and cloud service providers. It is the 
responsibility of the cloud service provider not to compromise users’ data [31]. 

5.9.5 Data Lock-In 
 

In case of SLA with another cloud service provider, it is very difficult for customers to 
extract their data stored on the previous cloud. This problem is preventing many 
organizations from adopting cloud services. The issue of data lock-in or customer lock-in is 
in a way better for cloud service providers, but it is not good for customers in case of rise in 
prices or reliability problems, or if the providers are leaving their businesses [30]. 

5.9.6 Data Audit ability & Confidentiality  
 

 Data confidentiality is one of the major concerns for the customers because data stored in public 
cloud is at the risk of exposure to third party and could be compromised in the absence proper 
security [42]. In the same way audit ability could also be added to provide more security to 
the applications [30]. 
 
 

5.9.7 Network 
 

 In order to use cloud applications and services effectively, a high speed internet connection is 
required. It is very difficult to access cloud if the speed of internet is slow. In the same way 
the company can have a loss due to network failures [31]. In the countries where the internet 
speed is not very high adopting cloud computing is still a matter of concern. 

5.9.8 Software Licensing 
 

Due to the fact that licensing model for commercial software is not good for utility computing, 
cloud computing platforms providers rely heavily on open source software [31]. Besides paying 
for the software the users pay for annual maintenances as well. 

5.9.9 Security 
 

Security is yet another important issue in cloud computing. Because the user data stored in a 
data center is not under the direct control of the user. The data is normally stored somewhere 
where the user is not able to access the data physically. There is also a potential risk of 
exposure of information. Although cloud systems are provided with encryption and identity 
management, people still don’t want to move to cloud systems [40].  

5.9.10  Control 
 

When a user adopts cloud services, he is giving control of all his data to the cloud provider. 
The cloud service provider has the ability to shut down user account in case the user 
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accidently violates a policy of the provider. The users can also face problems in case the 
providers leave the business due to loss. These issues should be solved for cloud computing 
to be adopted by users [40].  

5.10 Service Level Agreement (SLA) 
Service level agreement is mutual agreement of Client and Service provider about a 
particular service. That legal binding between the client and Service Provider is known as 
Service Level Agreement (SLA). SLA keeps record about services, responsibilities, 
warranties, priorities, and guarantees between service provider and customer. While in case 
of violation of agreement is immense penalty, normally mentioned in the agreement [40] 
[31]. 
 
 Service Delivered:  

Service delivered SLA has to be in very detailed so that it is absolved to the customer, 
as what he is going to receive. It describes the services and the way they are delivered. It 
also describes the issues of unanticipated disturbance or failure within the system. 
 

 Problem Management:  
In this part of the document unplanned or unexpected incidents are explained. This part 
also explains how will these problems be solved and what will be done to prevent these 
problems in the future.  
 

 Performance: 
By monitoring and measuring the services, the performance of the system can be 
measured. This will make it clear as to what was written in the contract is actually being 
offered or not 
 

 Warrant and Remedies: 
This part of SLA contains information about quality of service, third party claims and 
exclusions.  
 

 Security: 
Security is the most important part of SLA. It defines all the security approaches and 
features that must be followed and respected. 
 

 Termination: 
This part of the SLA covers the details of termination of the contract. It describes the 
full details of contract termination from all the aspects for example ending the contract 
period or violation of terms by the user. 
 

 Customer Duties: 
This part of the SLA explains the relationship between the customer and provider. The 
document also explains the responsibilities of both the customer and service provider.  

Preparing a well-documented SLA is not an easy task. It is a very important and critical task 
especially from a business point of view. Errors in SLA can enforce legal penalties, so it is 
very important to prepare SLA by paying full attention [40][31].  

5.11 Cloud Computing Service Providers  

5.11.1 Google (Google App Engine) 
Google App is great for all types of applications such as Business, Consumer, Marketing, 
Mobile, and Website [62].  
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 Easy to Build: By using the familiar development tool it will allow the user to 
buildup and get started app quickly 

 Easy to Scale: It can serve any number of users and automatically responds to data 
traffic change. 

 Easy to Manage: Administer app through the centralize app web console always 
actives and works, can’t need software installation, server or backup etc. 

 Easy to Storage: GAE advanced storage infrastructure gives benefits to companies 
to store and access their data  
 Highly Scalable: In the high scalability, GAE manages and stores infinite 

number of objects  
 Flexible Security and sharing: The OAuth 2.0 supports the enhance 

security and Adds flexibility. The ACLs authenticate the individual or group 
to share the data 

 Fast data access: GAE storage provides very quick and easy access to 
consumer data around the world and it can give facility of hosting option in 
highly optimized data centers. 

 Reliable Storage Access: The data reliability of Google is high and SLA 
helps to ensure that the data is available 100% when need it [62]. 

5.11.2 Microsoft (Windows Azure) 
 
Microsoft windows azure is an open cloud platform which enable user to build deploy and 
manage applications across global network of Microsoft datacenters. The user can build 
applications by using any kind of language, tool or framework.net, node.js, java, php, it give 
facility to its customer that whatever language you want to install you can install and use it 
[64]. 
 
 Always up and always on: Microsoft window azure claim that its deliver services 

99.95% to its users and enable its users to build and run highly available application 
without focusing on its infrastructure. 

 Open: MWA is open source, it give facilities to its customer for using any kind of 
language, framework, or tool to build their applications. 

 Unlimited Server and Unlimited Storage: MWA enable its customer to easily 
scale their applications to any size. Window Azure is available on multiple 
datacenters around the world, which enable its users to deploy their application near 
to their customers. 

 Powerful Capabilities: MWA can deliver flexible cloud computing platform which 
can assure any application need. Its distributed caching and CDN service allow user 
to minimize latency and deliver great application performance anywhere in world 
[64]. 

5.11.3 Amazon EC2(aws.amazon.com) 
 
 Compute: Amazon is scale to meet user application demands whether it’s one 

server or large cluster [63]. 
 

 Amazon Elastic Compute Cloud (EC2) 

AEC is web service which provides resizable compute capacity in cloud. 
Amazon EC2 web service allows users to obtain and build up with minimal 
friction. Amazon EC2 provides complete control to their users for 
computing resources and let them run on Amazons computing environment. 

 
 Amazon Elastic MapReduce (EMR) 

AEMR is web service that enables businesses, researchers, data analysts, 
and developers to easily and cost effectively process huge amounts of data. 
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 Database: It controls scalable database solutions which is managed by MySQL, 

Oracle and SQL Server database services, hosted enterprise database software, or 
non-relational database solutions. 

 Storage: Amazon utilizes cost-effective solutions for storing and retrieving any 
amount of data, anytime, anywhere which are Amazon simple Storage service (S3) 
and Amazon elastic Block Store (EBS). 

 Networking: In networking Amazon customize and control user network resources, 
both inside and outside the cloud [63]. 

 

5.11.4 Features of  Google, Amazon and Microsoft Cloud 
 

Through literature review, we list some features of Google, Amazon and Microsoft Cloud 
[62][63][64]. 
 Google [62] Amazon [63] Microsoft [64] 

Cloud Provider Google App Engine Amazon EC2 Azure 

Service Mode PaaS /SaaS Provider PaaS/ SaaS Provider and 
IaaS 

PaaS/ SaaS 
Provider and 
IaaS 

Develop 
Support 

Web service Web service; 
 Windows console 
application; 
Virtual Instance 

Virtual machine 

Feature Easy to build; Easy to scale; 
Easy to manage, 
inexpensive.  

Elastic; Completely 
Controlled; Flexible; 
Designed for use with 
other Amazon Web 
Services Reliable; Secure; 
Easy to Start. 

Always up. 
Always on; 
Open; Unlimited 
servers. 
Unlimited 
storage. 
Powerful 
Capabilities. 

Compute 
model[65] 

Predefined application 
structure and framework; 
programmer-provided 
“handlers” written in 
Python, all persistent state 
stored in MegaStore 
(outside Python code); 
Automatic scaling up and 
down of computation and 
storage; network and 
server failover; all 
consistent with 3-tier Web 
app structure 

x86 Instruction Set 
Architecture (ISA) via 
Xeon VM; Computation 
elasticity allows 
scalability, but developer 
must build the 
machinery, or third party 
VAR such as Right Scale 
must provide it 

Microsoft 
Common 
Language 
Runtime (CLR) 
VM; common 
intermediate 
form executed 
in managed 
environment; 
Machines are 
provisioned 
based on 
declarative 
descriptions 
(e.g. which 
“roles” can be 
replicated); 
automatic load 
balancing 

Storage MegaStore/BigTable DynamoDB;SimpleDB;Rel Azure storage 

http://aws.amazon.com/documentation/dynamodb/
http://aws.amazon.com/documentation/simpledb/
http://aws.amazon.com/documentation/rds/
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ational Database Service 
(RDS); ElastiCache 

service 

Support SQL Cloud SQL -  SQL Azure 

Availability 100% 99.97% 99.95% 

Free Usage Limitation usage in 1 GAE 
unite  

Micro-Linux-instance  3 month for free 

Develop 
Language 

Java; Python Java; Python;Rubby;.net .net 

Table 5-1 Features of SaaS provider – Google, Amazon and Microsoft [62][63][64]. 
 
 
 

http://aws.amazon.com/documentation/elasticache/
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6 SHARING EHI IN CLOUD COMPUTING 
 
In this section, firstly we will give very clear definition of EHI, then we will discuss about 
sharing EHI in Cloud computing in detail and give simple definitions and concepts of EHI in 
cloud computing to the readers. We will start with E-health and cloud computing 
relationship comparison model, sharing EHI in Cloud as SaaS and features of SaaS Providers  
 

6.1 The EHI in our research 
EHI is totally a new concept and different from traditional health record information. Indeed, 
it includes elements of traditional health record information. As we know “Elderly” people 

are special group in world population. The definition of “elderly” people means person 
whose age is more than 65. “Elderly healthcare” is a professional healthcare service which 
will focuses on “elderly” people only.  Thus, when we research in EHI, we ought to concern 
with some special requirements in “elderly healthcare service” like disabled person care, 
chronic illness care, continues care etc. It means “elder healthcare service” has to be handled 
with special and professional experiences which includes [44]: 
 
 Pain and other symptom prevention and treatment 
 Adequate support for families and caregivers including bereavement 
 Continuity of health care 
 Treatment consistent with patient and family preferences and medical knowledge 
 Effective, empathic communication about diagnoses, prognosis, and care plans 
 Well-being, including addressing existential and spiritual concerns 
 Function and self-determination 
 Length of survival 
 
The above experiences show that checking the status of elderly people health is a very 
important issue which directly influences diagnosis and health care plan. So more and more 
detail data of basic health information can help healthcare center (caregiver) to make right 
decision, which can help healthcare centers implement elderly healthcare (EH) plan more 
efficiently and correctly.  

6.1.1 New EHI Source – Home Setting 
 

Main sources and users of EHI are medical institutions and professional caregiver agencies. 
Due to the aging society rapid increased, more and more aging people prefer to be cared at 
home [44].Those group of elderly person will easily involve in elder abuse [45], elder mental 
illness [46] and some aged diseases. To avoid those negative influences when elderly take 
care at home, complete information about elderly who stay at home is needed. In this case, 
home becomes another source of healthcare information.  

6.1.2   The Format of EHI 
 

Two formats of EHI can be used for sharing. One is file format of EHI, while another is data 
format of EHI. The file format is something like traditional health record document, but it 
should be based on medical document standards like HL7 (Health Level 7) [47]. Through 
standard document interface, each user will share EHI. The data format is based on dataset of 
healthcare information. The dataset will convert to data table which save in database. User 
can get and update data in dataset to achieve EHI sharing. 

app:ds:aged
app:ds:diseases
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6.1.3 The Dataset of EHI 

  
The dataset of EHI is from two research papers. Dataset of basic health status is from China 
national standard “Basic dataset of older health management” [48]. Dataset of health record 
history and health care history are from the interview in paper “Achieving e-Health 
interoperability via peer-to-peer communication Using JXTA Technology” [11] 
 
Dataset of Basic Health Status 

Item Name Description 

Follow-up cycle Cycle time to track elderly health 

Exercise frequency How long time for elderly take exercise 

Eating habits Behavior for eating 

Drinking frequency How long time for elderly drink 

Alcohol types What kind of alcohol elderly drinking 

State of mind The state of elderly mind 

Existing major health problems The main geriatrics elderly have 
 
Dataset of Health Record History 

Item Name Description 

ID Record Number 

Date Update Time 

Symptom Patients’ symptom record 

Treatment Patients’ treatment record 

Drug Patients’ drug information 
 
Dataset of Health Care history 

Item Name Description 

ID Record Number 

Date Update Time 

Care Items Personal healthcare plan 

Notice Notice 
Table 6-1 DATASET OF EHI 

6.1.4 Issues in Sharing EHI 
 

The authors [58] had pointed out the following issues regarding sharing EHI. 

6.1.4.1 Security 

The security of personal information is one of the main issue in sharing EHI on cloud 
computing. Because these information contains patients personal data, in order to keep the 
privacy of patients health record, health care provider should keep the data private and do 
not share it without the consultation of patient, also need to follow the HIPAA (Health 
Insurance Portability and Accountability Act) rules, Only allowing by the authorize 
users[58]. 

6.1.4.2  Accessibility 

Accessibility is another issue and it means who has the right to access the patient data. The 
access should be given to the concern persons only patients who should know about his/her 
health record and the nurse or doctor who should see the patient’s data and update it after the 

treatment [58].  
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6.1.4.3 Interfacing 

Interfacing is a big problem for sharing the EHI; it is the boundary or layer where the two 
systems interact with each other. When two systems communicate with each other their 
languages and codes will be same [58]. 

6.1.4.4 Integration 

Integration is the combination of diverse applications for functioning as joint coactions to 
single entity. It require different standards and suitable platform for implementation, 
otherwise integration would not take place [58]. 

6.1.4.5 Privacy 

Privacy is one of important issues. When the information is available, there is a problem 
known as privacy. To deal with privacy, information ought to be accessed simply by the 
authorized users who have permission to use the system [58]. 
 

6.2 E-health and Cloud Computing 
In literature review, we find currently e-health meets bottlenecks in “infrastructure” “storage” 
and “interoperability”. In “infrastructure”, the main role of e-health changes from 
management system to public service. E-health require huge infrastructure to store patients’ 
data and also needs a stable, available and maintainable architecture of infrastructure to 
support all e-health services that run all the time in the year. In “storage”, e-health service 
needs access e-health data quickly in real-time. And the information is large. E-health also 
needs to support large data storage. In “interoperability”, e-health services distribute to 
different medical institutes like clinic, hospital and healthcare center, those e-health services 
need the patient data from other medical institutes. So “interoperability” becomes one 
bottlenecks of e-health development.  
 
Also in literature review, we find cloud computing is a powerful technology in IT. Cloud 
computing can give huge infrastructure space to users for running the applications and those 
infrastructures maintain by cloud provider. It means cloud user don’t needs infrastructures 
are maintained their remote infrastructure; they can put more cost to improve their own 
business. For storage, cloud computing use paralleled architecture to provide high speed 
storage. Cloud users can use multiple processor units to handle their storage task. For 
interoperability, cloud computing can bridge gap among different device, system and 
platform. In cloud, everything will be running in same framework; cloud services don’t 
needs concern information obstacle when they communicate in cloud.  
 
So, we get Table 6-2 and propose Cloud Computing is a good solution to solve the 
bottlenecks of E-health. We propose building EHI sharing service in cloud. 
 
 E-health Cloud Computing 

Infrastructure  Needs a huge infrastructure 
to establish different E-
health service 
 
Needs very easy maintain 
and high availability 

A huge computing 
infrastructure which 
connect, access and 
distribute with huge 
numbers of small computing 
units 
 
Cloud computing offer self-
maintain hardware and 
operation system. 
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Storage Needs access and store large 
data quickly and efficiently 

Support  user to access and 
store large data quickly and 
efficiently 

Interoperability The service is distributing to 
every medical institutes; it 
needs delivery information 
to other medical institutes 
and get information from 
those medical institutes. 

Support information 
transmit in same framework 
without concern devices and 
services  

Development Tendency Integrate different E-health 
services to be a platform 

It support user to build 
platform in cloud   

Table 6-2 Relationship between E-health and Cloud Computing 

6.3 Sharing EHI in Cloud as SaaS 
From Figure 6-1, as we know, each cloud service model has different relationship between 
users and cloud providers [65]. So sharing EHI in different Cloud Service, the solution 
should be different; the requirement also should be different.  
 

 
 

Figure 6-1 Relationship between SaaS, PaaS and IaaS [65]; 
 
According to our research, hospitals and healthcare centers have their own local database; 
patients’ data are stored in local database. In this case, we need a service as middleware to 
bridge among hospitals and healthcare centers. SaaS is the best choice to build sharing 
service in Cloud computing [65].  
 
From figure 8-1, we know SaaS is a web application which develops and runs on PaaS. So 
SaaS sharing service can be middleware to bridge among hospitals and healthcare centers; as 
figure 8-2 shows.  
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Figure 6-2 Structure of sharing EHI as SaaS 
 
From literature review, Google, Microsoft and Amazon provide users to develop SaaS 
application in their platform. Through table 6-2 in section 6.1.3, we know Google App 
Engine and Amazon EC2 can support develop web service. Between GAE and EC2, we 
prefer to choose GAE. According to our research, GAE is simpler to learn, easier to develop 
and easier to manage. The free usage of GAE is more powerful than free instance of EC2. So 
we choose Google App Engine to be a SaaS provider which we use in our simulation. 
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7 SIMULATION IN GOOGLE APP ENGINE(GAE) 
From Chapter 6, we find that build sharing EHI service in PaaS or SaaS provider is good 
sharing solution. So for proving our research, we choose Google App Engine to be our 
simulation platform which can build and share EHI 

7.1 Scenario for Sharing EHI 
The basic scenario in our research is actually we take help from research paper “Achieving 

e-Health interoperability via peer-to-peer communication Using JXTA Technology” [11]. In 
that research authors gave a very clear scenario which required in county of Blekinge 
between hospital and healthcare center (caregiver). 
 
The scenario is describe as “Blekinge County has two main hospitals and several healthcare 
centers (caregiver) using electronic health record (EHR). Hospitals use SYStem Cross while 
municipality healthcare centers use MAGNA CURA. These two systems are different in 
technology and medicinal terminologies. The hospitals are interoperable with each other but 
they are not interoperable with municipality healthcare centers. ” [11] 
 
Through this scenario we will get the domain problem about “hospitals need healthcare 
records from healthcare centers (caregiver) and hospitals. However, hospital and healthcare 
center (caregivers) use different E-health system, so hospital and healthcare center 
(caregivers) cannot directly access to each other to get information from each other”, as 
figure 7-1 shows.  
 

 
 

Figure 7-1 interoperability gap in our scenario   
 

In our research, we mainly propose using cloud computing to bridge this 
interoperability gap between hospitals and healthcare centers (caregivers).  And 
combine with some features of EHI interoperability to achieve results of sharing EHI 
in cloud computing.  The basic structure of our simulation is shown in Figure 7-2. 
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Figure 7-2 Simulation Environment  
 
From figure 7-2, we define three sources of EHI - hospital, healthcare center 
(caregiver) and home. With combination of main scenario, we add source “home” 
into our scenario, the reason we have described in chapter 7. In this case, hospital 
and healthcare center (caregiver) want to directly access and get information from 
each other. The activity of home is upload basic physical information to support 
healthcare plan and treatment. Also users are allowed to maintain their records at 
home. 
 
We will use Google App Engine to simulate this scenario and find out advantages and 
disadvantages of sharing EHI in cloud computing. 

7.2 Technology Description of GAE 
 

GAE, platform as a service (PaaS) is a cloud platform for developing and hosting web 
applications in Google-managed data centers. Those applications can be run across multiple 
servers.[47] GAE offers automatic scaling for web applications—as the number of requests 
increases for an application, GAE automatically allocates resources for the web application 
to handle the additional demands.[48] 
 
GAE is a pay-as-you-go cloud platform. Fees are charged for additional storage, bandwidth, 
or instance hours required by the application.[49] It was first released as a preview version in 
April 2008, and came out of preview in September 2011. 

http://en.wikipedia.org/wiki/Platform_as_a_service
http://en.wikipedia.org/wiki/Cloud_computing
http://en.wikipedia.org/wiki/Web_application
http://en.wikipedia.org/wiki/Web_application
http://en.wikipedia.org/wiki/Google_App_Engine#cite_note-0
http://en.wikipedia.org/wiki/Google_App_Engine#cite_note-1
http://en.wikipedia.org/wiki/Google_App_Engine#cite_note-2
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7.2.1 Development framework in GAE 
 

Currently, from Google Development document, GAE only supports two programming 
languages  Python and Java. [50]  
 
Python: 

 
It runs on GAE which includes the  GAE  framework [51], Django, CherryPy, Pylons, Flask, 
web2py and webapp2, as well as a custom Google-written web app framework. And several 
others designed specifically for the platform are emerged in the release. Python framework 
supports WSGI using CGI adapter which can be used to create an application; the framework 
can be uploaded with the developed application. Third-party libraries written in pure Python 
may also be uploaded. [52][53] 
 

Java: 
 
GAE supports many Java standards and frameworks. Core of java web frameworks is the 
servlet 2.5 technology using the open-source Jetty Web Server [54] along with 
accompanying technologies such as JSP. In data storage, GAE support JPA, JDO and other 
methods of reading and writing data. 

7.2.2 Data Storage in GAE [55] 
 
The App Engine Data storage is a schema-less object data store providing robust and 
scalable storage for web application, with no planned downtime, atomic transactions, high 
availability of reads and writes, strong consistency for reads and ancestor queries, and 
eventual consistency for all other queries. In Google Java SDK, the data store support Java 
Data Objects (JDO) and Java Persistence API (JPA) interfaces, as well as a low-level Data 
store API [55]. 
 
Entities are main objects in the App Engine Data store; an entity has one or more elements 
which named properties; each property can have one or more values. Same kinds of entities 
have different properties, and an entity values for a given property can be different data types. 
 
The Data store supports a variety of data types for property values. These include: 
 
 Integers 
 Floating-point numbers 
 Strings 
 Dates 
 Binary data 
 
In entity, a key has very important properties like main key in database. Each entity in the 
Data store has a key that uniquely identifies it. The key consists of the following components 
[55]: 
 
 The kind of the entity, which categorizes it for the purpose of Data store queries 
 An identifier for the individual entity, which can be either  

 A key name string 
 An integer numeric ID 

 An optional ancestor path locating the entity within the Data store hierarchy 
 

http://en.wikipedia.org/wiki/Programming_language
http://en.wikipedia.org/wiki/Programming_language
http://en.wikipedia.org/wiki/Python_(programming_language)
http://en.wikipedia.org/wiki/Java_(software_platform)
http://en.wikipedia.org/wiki/Django_(Web_framework)
http://en.wikipedia.org/wiki/CherryPy
http://en.wikipedia.org/wiki/Pylons_(web_framework)
http://en.wikipedia.org/wiki/Flask_(programming)
http://en.wikipedia.org/wiki/Web2py
http://en.wikipedia.org/w/index.php?title=Webapp2&action=edit&redlink=1
http://en.wikipedia.org/wiki/Web_Server_Gateway_Interface
http://en.wikipedia.org/wiki/Java_Servlet
http://en.wikipedia.org/wiki/Jetty_(web_server)
http://en.wikipedia.org/wiki/JavaServer_Pages
http://en.wikipedia.org/wiki/Java_Persistence_API
http://en.wikipedia.org/wiki/Java_Data_Objects
http://java.sun.com/jdo/index.jsp
http://java.sun.com/jdo/index.jsp
http://java.sun.com/developer/technicalArticles/J2EE/jpa/
https://developers.google.com/appengine/docs/java/datastore/entities#Properties_and_Value_Types
https://developers.google.com/appengine/docs/java/datastore/entities#Kinds_and_Identifiers
https://developers.google.com/appengine/docs/java/datastore/entities#Kinds_and_Identifiers
https://developers.google.com/appengine/docs/java/datastore/entities#Ancestor_Paths
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An application has accesses only to entity which has created itself; it can't access data 
belonging to other applications. The application can fetch an individual entity from the Data 
store using the entity's key, or can retrieve one or more entities by issuing a query based on 
the entities' keys or property values [55]. 

7.2.3 Interoperability mechanism – Java Servlet  
 
Servlet is a main technology used by GAE Java development framework. Servlet is a java 
based server side web technology. It is the core technology in Java Web. It serves a client 
request and receives a response from the server. Servlet doesn’t need to build specific client-
server protocol, it most often directly use the HTTP protocol. Therefore, the word "Servlet" 
is often used in the meaning of "HTTP Servlet". A software developer may use a servlet to 
add dynamic content to a Web server using Java platform. Generally, Servlet generate 
content in HTML, but it also support to generate other data such as XML[55].  
 
To deploy and run a Servlet, a Web container is used. A Web container is essentially the 
component of a Web server that interacts with the servlet. The Web container is responsible 
for managing the lifecycle of servlet, mapping a URL to a particular servlet and ensuring that 
the URL request has the correct access rights. The servlet API, contained in the Java package 
hierarchy javax.servlet, defines the expected interactions of the Web container and a 
servlet[55]; as figure 7-3 shows. 
 

 
Figure 7-3 Servlet Structure [56] 

A Servlet is an object that receives a request and generates a response based on that request. 
The basic servlet package defines Java objects to represent servlet requests and responses, as 
well as objects to reflect the servlet's configuration parameters and execution environment. 
The package javax.servlet.http defines HTTP-specific subclasses of the generic servlet 
elements, including session management objects that track multiple requests and responses 
between the Web server and a client. Servlets is packaged in a WAR file as a Web 
application [55]. 
 
Servlet response and request can directly catch http response and request. So through URL 
response and request, servlet can get the sharing data from client and send sharing data to 
client to approach information interoperability [55].The response and request structure is 
shown in figure 7-4. 
 

https://developers.google.com/appengine/docs/java/datastore/queries
http://en.wikipedia.org/wiki/HTTP
http://en.wikipedia.org/wiki/Software_developer
http://en.wikipedia.org/wiki/Dynamic_web_page
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Java_platform
http://en.wikipedia.org/wiki/HTML
http://en.wikipedia.org/wiki/XML
http://en.wikipedia.org/wiki/Web_container
http://en.wikipedia.org/wiki/Application_programming_interface
http://en.wikipedia.org/wiki/Java_package
http://download.oracle.com/javaee/6/api/javax/servlet/package-summary.html
http://en.wikipedia.org/wiki/Web_container
http://download.oracle.com/javaee/6/api/javax/servlet/Servlet.html
http://en.wikipedia.org/wiki/Object_(computer_science)
http://download.oracle.com/javaee/6/api/javax/servlet/http/package-summary.html
http://en.wikipedia.org/wiki/HTTP
http://en.wikipedia.org/wiki/WAR_(Sun_file_format)
http://en.wikipedia.org/wiki/Web_application
http://en.wikipedia.org/wiki/Web_application


  31 

 
 

Figure 7-4 Servlet Request and Response [56] 

7.3 Simulation 

7.3.1 Simulation Environment  
The simulation environment includes Google App Engine and three clients. Google App 
Engine is simulated as current sharing EHI platform. Three clients are simulated as hospital, 
healthcare center/caregiver and home, as figure 7-5 shows. 
 

 
Figure 7-5 Simulation Environment  

7.3.2 Prototype Structure 
The prototype consists of two parts, clients for local users and server in Google App Engine. 
Clients simulate as hospital and healthcare center. Clients send and share data through the 
service.  
 
Figure 7-6 and figure 7-7 shows the work flow in clients and Google App Engine. In client, 
it collects data from interface; store it in local database and package data to be servlet 
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command. Then through http protocol it sends servlet command to servlet in Google App 
Engine. In Google App Engine, servlet catch http response and analyze the URL; filter 
operation and contents; send operation and contents to service provider in Google App 
Engine. Google App Engine executes function code equal operation which servlet send. The 
contents will be the arguments in function execution or be the data which are stored in entity. 
When task is finished, Google App Engine responses to servlet; then servlet transports the 
response to client.  
In our case, the clients are programmed in C# .net and the server is programmed in Java.  
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Figure 7-6 Client Working Flow 
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Figure 7-7 Service in Google App Engine Work Flow 

7.3.3 Input in Simulation  
String data and picture file are input variables in simulation. The format of picture file 
includes jpg, bmp and png. Table 7-1 gives detail picture input when we do experiment in 
picture sharing part. 
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Sample ID Type Large 

(pixel x pixel) 

Size 

(KB) 

01 Jpg 839 x 1000 59.2 KB 
02 Jpg 1024 x 818 138  KB 
03 Jpg 1024 x 1024 153  KB 
04 Jpg 1280 x 960 218  KB 
05 Jpg 1944 x 1200 279  KB 
06 Jpg 1794 x 2480 396  KB 
07 Jpg 1175 x 762 482  KB 
08 Jpg 1280 x 960  502  KB 
09 Jpg 1200 x 1202 530 KB 
10 Jpg 1280 x 960 600 KB 
11 Jpg 2164 x 1717 693 KB 
12 Jpg 2000 x 1500 979 KB 
13 Jpg 2592 x 1944 1.25 MB 
14 Jpg 4000 x 3000 1.70 MB 

Table 7-1 Picture input 

7.3.4 Simulation  
In our simulation, it includes four parts:  
 Healthcare center shares EHI to hospital; 
 Hospital shares EHI to healthcare center; 
 Online service shares EHI to healthcare center and hospital; 
 Sharing picture files between healthcare center and hospital 

7.3.4.1 Sharing EHI from healthcare center to hospital 

 

 
Figure 7-8 Healthcare center – Data Sending 
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Figure 7-9 Hospital - Data Receive 

Figure 7-8 and Figure 7-9 show string data which stores in healthcare center system can be 
shared to hospital system by using same personal number account. This part of simulation 
achieves data sharing from healthcare center to hospital. 
 

 
Figure 7-10 Online Data Management for healthcare plan 

 
Figure 7-10 shows user can get data which stores in healthcare center system and be shared 
to hospital system through login their personal account through online interface at GAE. It 
means elderly can trace and check their healthcare plan by using online interface. 

7.3.4.2 Sharing EHI from healthcare center to hospital 

 

 
Figure 7-11 Hospital - Data Sending 
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Figure 7-12 Healthcare center - Data Receive 

 
Figure 7-11 and Figure 7-12 show string data which stores in hospital system can be shared 
to healthcare center system by using same personal number account. This part of simulation 
achieves data sharing from hospital to healthcare center. 

 

 
Figure 7-13 Online Data Management for health record 

 
Figure 7-13 shows, user can get data which stores in hospital system and be shared to 
healthcare center system through login their personal account through online interface at 
GAE. It means elderly can trace and check their health records by using online interface. 
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7.3.4.3 Sharing EHI from online service to healthcare center and 

hospital 

 
Figure 7-14 Online Add New Data 

 
 

Figure 7-15 Hospital and healthcare center receive data from online service 
 

Figure 7-14 and figure 7-15 show the data add in online service at GAE also can be shared to 
hospital and healthcare center; this simulation achieves the goal of users who stay at home 
can share their healthcare data to hospital and healthcare center. 
 

7.3.4.4 Sharing picture file between healthcare center and hospital 

 

 
Figure 7-16 Picture Sharing  
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Figure 7-16 shows picture sharing application in our prototype. Hospital and healthcare 
center use one data entity to share the picture; by using sharing area, it can achieve picture 
sharing between hospital and healthcare center. In current version, we can distinguish picture 
source through pic source elememt in list. 

7.3.5 Output of Simulation 
In our simulation, we use two application IDs to do the test. ID “lu850915” is used to test 
string data sharing in cloud computing. And ID “elderlyhealthinfo” is full version for 
prototype, it is used to test picture sharing in cloud computing. As figure 7-17 shows, we can 
get very detail and clear log file from GAE. Through analyze log file, we can achieve our 
goal and get performance of GAE when run the prototype.  
 

 
 

Figure 7-17 Log output of application in GAE 
 

app:ds:distinguish
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8 RESULTS IN SIMULATION 

8.1 Description 
In this section, we will describe results of simulation; and will clearly show data analysis and 
advantages of EHI in GAE. 

8.2 Parameter Description 
[Latency]: This parameter is described as response time. It is the user request to GAE 
application. It shows “latency” in experiment.  
[cpu_ms]: This parameter is described numbers of 1.2GHz Intel x86 processor unit which 
spend time to handle the task. Because we use free account services, we only can use 1 
processor unit to perform our simulation. 
[api_cpu_ms]: This parameter is described as the time of GAE to adjuests process units to 
handle API usage. 
[cpu_ms]+[api_cpu_ms]: It is described as cloud cost which show the cost of GAE spend to 
process the task.  

8.3 Data Sending 
In data sending test, latency and stability of operation request are two main items in this 
experiment. In the experiment we send 10 jpg sample files to GAE. The binary length of 
sample are from 88 k char to 3038 k char. Table 8-1 shows latency and custom time of this 
10 sending operation. 
 
Sample 

ID 

Ty

pe 

Binary Length 

(kchar) 

Latency 

(ms) 

Cpu_ms 

(ms) 

Api_cpu_ms 

(ms) 

Cpu_ms+Ap

i_cpu_ms 

(ms) 

01 jpg 88 856 363 215 578 
02 jpg 237 1279 360 224 584 
03 jpg 327 727 418 242 660 
04 jpg 371 568 525 233 758 
05 jpg 700 1242 600 270 870 
06 jpg 702 1882 830 279 1109 
07 jpg 720 1818 923 252 1175 
08 jpg 930 1716 1116 261 1377 
09 jpg 1185 Error:Overflow X X X 
10 jpg 1034 Error:Overflow X X X 
11 jpg 1413 Error:Overflow X X X 
12 jpg 1440 Error:Overflow X X X 
13 jpg 1784 Error:Overflow X X X 
14 jpg 3038 Error:Overflow X X X 

Table 8-1 Latency and Stability of Sending Operation 
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Figure 8-1 Latency and Stability of Sending Operation 
 
From figure 8-1, we obviously know the cloud cost- [Cpu_ms+Api_cpu_ms] increase very 
smoothly with data size. But latency has no relationship between data size and binary 
length.it means latency in GAE is unpredictable. 

8.4 Data Receiving  
 

The aim of data receiving test was to check the latency and stability of receiving operation in 
different times of day. In the experiment, we took 5 records of receiving operation in log file 
which was requested at different days. All records were requested with the same size of data, 
as table 8-2 shows.   
 
Date Request Size  

of Data(KB) 

Latency  

(ms) 

Cpu_ms 

(ms) 

Api_cpu_ 

ms 

(ms) 

Cpu_ms 

+Api_cpu_ms 

(ms) 

2012/5/8 339 207 338 67 405 
2012/5/8 339 164 242 67 309 
2012/5/8 339 191 338 67 405 
2012/5/8 339 285 242 67 309 
2012/5/8 339 238 338 67 405 
Average  217 299.6 67 366.6 

2012/5/9 339 370 728 67 795 
2012/5/9 339 528 222 67 289 
2012/5/9 339 177 242 67 309 
2012/5/9 339 399 202 67 269 
2012/5/9 339 350 202 67 269 
Average  364.8 319.2 67 386.2 

2012/5/14 339 310 222 67 289 
2012/5/14 339 165 222 67 289 
2012/5/14 339 220 202 67 269 
2012/5/14 339 216 222 67 289 
2012/5/14 339 209 378 67 445 
Average  224 249.2 67 316.2 

 
Table 8-2 Latency and Stability of Receiving Operation regarding Date 
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Figure 8-2 Latency and Stability of Receiving Operation regarding Date 
 
From Figure 8-2, we take 5 times test which receives same size of data from GAE. Then get 
average latency and cloud cost (cpu_ms+api_cpu_ms) in experiment. 

8.5 Results Analysis 
After the analysis of simulation results, we get the following conclusion. 
 
 Network conditions directly influnce the latency when requests are sent to GAE. At 

beginning, we think the latency  = cpu_ms + api_cpu_ms, cpu_ms+api_cpu_ms is 
paramater described as cloud cost, but actually latency is not equal to  
cpu_ms+api_cpu_ms. In 23 groups of data, 13 groups of data are latency < 
cpu_ms+api_cpu_ms; and 10 groups of data are latency > cpu_ms+api_cpu_ms. So The 
latency only means the requestion waiting time for processing. 

 Data Sending will spend more time to wait for processing than Data Receiving. In 23 
groups of data, 8 groups data are from Data Sending and 15 groups data from Data 
Receiving. In 8 groups of data from Data Sending, 6 groups are latency >  
cpu_ms+api_cpu_ms, it occupies 75% of Data Sending dataset; only 2 groups of data 
are latency < cpu_ms+api_cpu_ms, it only occupies 25% of the dataset. In 15 groups of 
data from Data Receiving, 4 groups are latency > cpu_ms+api_cpu_ms, it occupies 
26.67% of Data Receiving dataset;  11 groups are latency < cpu_ms+api_cpu_ms, it 
occupies 73.33% of the dataset. 

 Latency in GAE is unpredictable. From Figure 8-17, we can see the tendency of latency 
has no relationship to cpu_ms+api_cpu_ms. Cpu_ms+api_cpu_ms increase very 
smoothly when data size increases; but the latency is not. From figure 8-18, we can see, 
in three  different days, the cpu_ms+api_cpu_ms changes in area from 19.8 ms to 70 ms, 
the changeablity of cpu_ms+api_cpu_ms is from 5.56% to 19.16%. And the latency 
changes in area 7 ms to 147.8ms, the changeablity of latency is from 2.61% to 55.02%. 
So it means latency changes unpredictable. 

 Large data storage. From Figure 8-17, we can know a single request can maximun send 
990,000 binary chars to GAE.  
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8.6 Discussion  
Through process of simulation and final results, we have discussed advantages and 
disadvantages of sharing EHI in cloud computing.  

8.6.1 Discussion  about EHI sharing  

8.6.1.1 Advantage 

 Interfacing: 

In this case, cloud computing is a third party service provider. It is independent of e-
health systems. The sharing service only focuses on sending and receiving EHI. It 
doesn’t care how e-health systems working. The gap of language and code in different 
systems cannot influence sharing. So interfacing is an advantage for sharing EHI in 
cloud. 

 
 Integration 

From simulation, it clearly shows that sharing services which run in cloud store data 
which come from healthcare center and hospital and it also accepts data from home. So 
this sharing service becomes an information platform to store and share data from 
hospital, healthcare center and home. In our simulation cloud successfully integrate with 
three information sources together. Integration is another advantage of sharing EHI in 
cloud. 

8.6.1.2 Disadvantage 

 Security: 

The security issue for EHI sharing in cloud is a very complex issue. Cloud providers 
only give users cloud service. Users and developers only know how to use. They don’t 
know how cloud run and what technique cloud provider use. So in security point of 
view, cloud users can only believe cloud providers, “The cloud is safe”, but the users 
don’t and cannot know how this cloud is safe.  Because user cannot control and master 
the security issues when they use the cloud, we believe security is a disadvantage in this 
case. 

 
 Privacy 

Privacy is one of important issues. Personal medical record is a privacy document. 
Medical institutions are authorized to see the patient’s data. However, cloud providers 
are the thirds party service provider. So if giving cloud provider the authorization for 
sharing and storing their data, the problem arises that how to judge and trust cloud 
provider that they will use their data in a right way. When someone hakes the data or 
other circumstance happens, the patients will get the wrong data from provider. So 
privacy is also a disadvantage of sharing EHI in cloud computing. 

8.6.1.3 Neutral 

 Accessibility: 

Hospital, healthcare center and patient access their data by using Swedish Personal 
Number through simulation. Because cloud is a development platform, all accessibility 
functions can be developed by user’s demand. So we can hardly say accessibility is 
advantage for sharing EHI in cloud, but it even not a disadvantage.  
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8.6.2 Discussion about scenario simulation 

8.6.2.1 Advantage 

 Quick Development: 

From technology point of view, we learn that cloud computing is a business service. So 
cloud providers offer good developing tools for users to support and choosing their 
cloud service model. Google App Engine provides google-appine-sdk which allows 
developer use java and python to develop applications in GAE. Amazon EC2 cooperates 
with multiple developing platforms like Microsoft Visual Studio .Net development 
platform, Eclipse Java development platform and gives users professional development 
experiences.  
 
In our case, we only need add HTTP sending and receiving function to communicate to 
cloud into e-health systems which are used in hospital and healthcare center. 
 

 Easy Maintenance: 

In our case, if hospital and healthcare center don’t use cloud computing to share service, 
the hospital and healthcare center will use their own server to handle sharing services 
and they need to take good care of security and maintenance. It will cost hospital and 
healthcare center a lot for buying new servers, manage software and hiring professional 
employees. When we use cloud computing to build sharing healthcare services, 
hospitals and healthcare center can directly use cloud server to handle sharing service, 
and automatically maintain by cloud providers.  

 
 Large Data Table Storage:  

Cloud computing can handle large data table storage. From the results of simulation, we 
can obviously know GAE can handle 990,000 Chars data in one time. Compared with 
the requirement of sharing EHI, EHI needs large data table storage to store complex 
patient records. So it is good to use Cloud computing for sharing EHI because of its 
huge storage capacity of sharing or sending and receiving data online.  

8.6.2.2 Disadvantage  

 Unpredictable Latency: 

From the results of simulation, we obviously know network condition can directly 
influence performance of sharing services. The latency in both sending and receiving 
operation are unpredictable, latency will change day by day. So it means that cloud 
computing cannot give stable sharing environment to e-health medical institution. In 
this case, doctor and patient may face time delay in sharing data and if latency is 
predictable, we perform some function to control latency rate. That’s why; 
unpredictable latency is a disadvantage of sharing EHI in cloud.  
According to the actual situation of scenario, hospital and healthcare centers need 
sharing of information in real-time.  

 

8.7 Validity Threat 
 
Validity threat can be tackled to determine the key element which affects accuracy of the 
results. Validity threat section highlights a string of threats which related to the study. So this 
actions performed by the authors to reduce and divert counter validity of any threat. We will 
discuss here two kind of validities which are threats external and internal validity threat.  
External validity is concern with generalizability of action or outcomes. Internal validity is 
concern with experimental action whether it makes difference or not and also there is enough 
proof to support the claim [66]  
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8.7.1 External Validity Threat to Experiment 
 
Internet connection and location could be limiting factors affecting performance result. The 
threat was overcome running same test at different times to avoid changing the test 
implementation location. 
 
 

8.7.2 Internal Validity Threat to Experiment 
 
In order to avoid missing any important publication the authors develop systematic review 
protocols and adapted them in the same way. Both the researchers performed the search 
individually using same protocol in order to minimize the risk of missing publication 
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9 CONCLUSION  
 

 We can certainly answer the following research questions through our research conducted 
on the EHI in Cloud Computing.  

 Which cloud service model is suitable to implement EHI sharing service? 
 What are the advantages and disadvantages of cloud computing platform to 

share EHI?” 

In our research, we suggested SaaS model which is suitable to implement EHI sharing 
service. Because sharing service in SaaS is a separate service which is not dependent on e-
health systems. E-health systems only need to add communication model and to handle 
sending and receiving of sharing information. Application developed as SaaS has good 
independency. We chose SaaS development model to develop our EHI sharing service.  
 
According to our research on “Sharing elderly healthcare information in Cloud Computing”, 

we conclude that cloud computing can share elderly healthcare information and we have 
given a detail in the discussion about the advantages and disadvantages of sharing EHI in 
cloud computing. Through simulation and related to EHI sharing requirements, we have 
found cloud “interfacing” and “integration” are advantages of sharing EHI in cloud, 
“security” and “privacy” are disadvantages of sharing EHI in cloud while the “accessibility” 

has very less relationship to cloud in our experiment. Related to the relationship between e-
health and cloud, we conclude that “easy maintenance”, “easy development” and “large data 
storage” are advantages of sharing EHI in cloud and “unpredictable latency” is a 
disadvantage of sharing EHI in cloud. 
 
We suggest cloud computing is not a good solution for sharing EHI. If “privacy”, “security” 

and “unpredictable latency” can be solved then cloud computing would be a good solution 
for sharing EHI.  
 
We suggest further research in this area as future work to make solution improved. 
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10 FUTURE WORK 
 

Cloud computing is a new technology and many people are still unaware of its features. 
Security is one of the main issues which could be addressed in future work , like security of 
data, confidentiality of patient data are the main issues which are totally dominating the 
adoption of cloud computing in e-health. The cloud service provider can give the assurance 
of full security to clients’ data by increasing the confidence level among clients.  
 
For future work the cloud provider need to provide some of their service in free basis so the 
researchers can conduct experiments on it and get the better solution about security and 
privacy kind of issues. 
 
Furthermore we can compare different cloud computing service providers like GAE with 
EC2; GAE with Hadoop to find out which cloud computing can make sharing EHI easily and 
efficiently.  We can also build private cloud to implement this kind of sharing service as well. 
 
We have tested the data in simulation environment, so validating through real data should be 
done in future to get accurate results of experiment. Surveys and interviews from concern 
healthcare persons can also a part of future work.  
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