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Abstract 

 

How amazing would it be to prevent illegal copies of computer games? Game developers 

work with the hope that they can make good profit out of their games, but when they know that 

they would not sell much they will be so disappointed and that is because once a few original 

copies of their games are released, soon or late, there will be illegal copies available in the 

market. Working on how to distinguish between a legal copy and an illegal copy is the general 

topic of this thesis. 

 

In a game there are many images and textures used for graphical purposes. One of the 

most recent texture file extensions used in modern games to store Microsoft DirectDraw Surface 

which is the basic image unit in Microsoft DirectX graphics is DirectDraw Surface or DDS in 

short. In this thesis, it was attempted to embed as many bits (watermark/ message) as possible 

and retrieve the bits after embedding to mark the file in a distinguishable way. The result has 

been very promising under different circumstances.  
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Abbreviations 
 

Digital Watermark 

 

Secret information which is hid into digital media using watermarking algorithms in a 

way which is not perceivable is called Digital Watermark. 

 

Embedding 

 

Watermark is planted throughout the digital media through process of Embedding. 

 

Detecting 

 

Embedded information is retrieved to verify the validity of digital media through process 

of Detecting. 

 

Collusion 

 

A group of customers having the same watermarked content working together in order to 

come up with ideas of attacks on the watermark is called Collusion. 

 

•  The members of collusion are called colluders. 

 

Collusion Attack 

 

Any attempt to spot the watermark bits on the watermarked digital media by collusion is 

called Collusion Attack. 

 

Finger Printing 

 

It is type of watermarking but it also enables us to trace back the illegal distributer. 
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 Introduction 
 

Nowadays physical world has found another life partner called “digital world” which has 

some similar defects such as security issues, but in different aspects. Different aspects of security 

in different fields of multimedia should be highly considered as important factor for this new 

world to maintain its existence in a healthy way. Multimedia developers should be able to easily 

sell their products with no worries. This hope can highly be disappointed if one tries to illegally 

copy the product and distribute it for example over the internet for everyone’s use. A solution to 

this problem is Watermarking. This technique is to make sure that each original copy which is 

sold has a watermark embedded in it to make it distinguishable from the other original and fake 

copies. This way one can easily distinguish and verify the original copy and illegal copy. 

 

 

1.1 Motivation 
 

Video games developers are widely using DDS files which are compressed files to store 

for example character textures, game surrounding textures. What is tried to be solved is accessing 

the pixels of a DDS file and embedding the watermark message into the image in a way which 

introduces the least artifacts to the image. These changes should not be perceivable with naked 

eyes. Robustness of the watermark should be calculated based on the application. Although there 

are many aspects regarding the watermark characteristics which should be taken into accounts. 

The last part is of course detection. After embedding, in the detection process enables us to 

extract the embedded message to verify the integrity of watermark.  

  

 

1.2 Scope of thesis work 
 

The main focus of this work is to know how DDS files compression works and what is the 

algorithm used to achieve the compression. This work is not an optimal solution, but it is a very 

big step towards watermarking video games and prevents distribution of illegal copies. This work 

is only focused on watermarking embedding and detecting but not fingerprinting. Manipulation 

of pixels in order to embed watermark is only intended and not creating or destroying DirectDraw 

Surfaces and also not losing and restoring DirectDraw Surfaces. 

 

  

1.3 Outline of the thesis 
 

Why are DDS files used in video games? Why are they compressed using TXT1, TXT2, 

TXT3, TXT4 and TXT5 compression techniques? 

 

  



12 
 

 Background and related work 
 

2.1 Background 
 

The problem originates from illegal copies which are distributed every day and damage 

the game developer companies because they invest huge amount of time, money and effort to 

design and create games. Demonstration below indicates how the basic concept of watermarking 

is. The digital media creator watermarks its digital product using watermarking technique and 

then sells the watermarked copies to the customers. This way an illegal copy of the product and a 

legal one can be distinguished. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Original Copy 

 
Figure 2-1: Watermarking concept 
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The watermarking algorithm consists of two parts namely “Embedding” and “Detecting”.  

 

 

 

 

 

 

 

 

 

 

 

 

There are several attempts to prevent unauthorized copying such as: 

 

 Using username and a password or serial number which is provided to the user at the 

purchase time of the game. This works like a one-time key and can be solely used for one 

user. 

 Using phone activation code. The user needs to contact the game producers support by 

phone to register his authorized copy to obtain an activation code. 

 Using Device ID: Allowing a copy of a software to be usable only by a particular 

computer or mobile device using a unique identifier which is purposefully only known to 

that particular device [1].  

 

 

 

Figure 2-3: Detection Process 

Figure 2-2: Embedding Process 
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2.2 Comparison to this work 
 

There are several reasons to support this work over other solutions in preserving the video 

games copy right. 

 

 Embedding watermark is a very clean work and is not perceivable with naked eyes. This 

characteristic of watermarking enhances the security and robustness. 

 

 Detection of watermark is also a hard work, because different types of attacks should be 

initiated with detecting the watermark first and then designing and implementing an 

algorithm to remove the watermark which removing the watermark is also not an 

optimum solution to overcome the watermark because in most cases it would deteriorate 

the texture quality. 

 

 After embedding the watermark in a texture, the new texture is tightly mixed with the 

watermark in a way that it becomes an inseparable part of its nature because only the 

pixels are being changed and nothing is added to original texture.  
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 Foundations/ Design and Implementation 
 

3.1 Requirements 
 

The purpose of this work is to embed watermark (message) into DDS texture files and 

retrieve the watermark after the detection process. This procedure should be done with the least 

artifacts introduced to the texture and the watermarked texture should be as close as possible to 

original texture for quality and security purposes. The quality range is measured using the PSNR 

(Peak Signal to Noise Ratio) which is in decibel (dB). Where the signal is the original texture and 

the watermark is the error or artifacts introduced to the texture after embedding. PSNR is an 

approximation to human perception of reconstruction quality. The result of PSNR is interpreted 

as the higher the better in reconstruction quality, showing that watermark is less perceptible to 

human eyes and has introduced lesser artifacts to the texture. 

 

3.2 Watermarking properties 
 

 Watermarks are application dependent and depending on the type of watermark, there are 

various properties that the watermark requires to hold. These properties all help for a better 

watermark with higher capability and security, but the most important properties are capacity, 

robustness and transparency. These three properties can be imagined as three vertices of a 

triangle. To enhance once property other properties are sacrificed to some extent and this is again 

application dependent, but in general these tree properties are kept at balance point which is the 

centroid of the triangle.  

 

 

 

 

 

 

 

 

 

 

Transparency 

Robustness 

Capacity 

Figure 3-1: Watermarking Properties 
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3.2.1 Capacity (Data Payload) 
 

The number of bits embedded within the work or a unit of time is called Capacity. Since 

this work deals with images, therefore the number of bits encoded into the image is referred to 

Capacity or Data payload. If N bits are embedded within an image it is referred to as an N-bit 

watermark. Using this N bits there are 2N combination of messages to embed. 

3.2.2 Robustness 
 

Normally, ability to detect the watermark after common signal processing operations are 

referred to as Robustness. Examples of common operations on images consist of spatial filtering, 

printing and scanning, lossy compression and under the category of geometric distortions there 

are rotation, translation and scaling. Attackers may employ various ways to break the watermark. 

The degree of tolerance that the watermark can withstand is another definition of Robustness. 

3.2.3 Imperceptibility 
 

One of the most important properties in watermarking is imperceptibility. It is always 

tried to embed as many bits as possible in an image, but this should not mislead into image 

quality degradation. Image quality is of important factor in watermarking and if degradation 

comes to a point where the watermark deteriorates the image quality and makes a visible 

difference between the original image and the watermarked image then the imperceptibility turns 

into an issue. 

Another matter is if a watermark is not imperceptible and can be easily detected with 

naked eye or simple programs then the attacker gets to know that a watermark exists then this 

itself could actually be a big motivation for the attacker to break the watermark.  

 

There are additional watermarking properties such as Embedding Effectiveness, Fidelity, 

Blind or Informed Detection, False Positive Rate, security and so on. These additional properties 

are also application dependent and vary from application to application. These properties are also 

explained shortly below. 

 

I. Embedding Effectiveness 

 

Embedding effectiveness refers to the probability of detecting the message 

(watermark) right after the embedding. For example if 10 bits were embedded in an image 

and those 10 bits are immediately detected using watermarking detector then the it is said 

that the watermarking system has a 100% embedding effectiveness. Effectiveness 

specifies the probability of success in embedding process. Although 100% effectiveness is 
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always goal to catch, but it often comes at a very high cost with respect to other 

properties. 

II. Fidelity 

 

Fidelity is the similar properties as imperceptibility where despite the fact that 

embedding watermark brings changes to the original image, but still the changes should 

not be perceived by naked eye. 

 

III. Blind or Informed Detection 

 

To retrieve the watermark from a watermarked work in the detecting process 

sometimes the original work is required and sometimes not. The detecting process where 

the presence of original work is a must is called Informed Detection and when it is 

possible to detect the watermark without using the original work, it is called Blind 

watermark. 

 

IV. False Positive Rate  

 

A false positive is referred to a work which does not contain a watermark but the 

presence of a watermark is approved by the detector. Therefore by false positive rate the 

intention is to calculate the probability of number of times that a false positive may occur 

in a certain amount of runs of the detector. 

V. Security 

 

Any intentional attack on the watermark to thwart the watermark’s goal is 

categorized under security property. There are several types of attacks but the most 

common ones are fallen into the following wide categories. 

 

 

 

I. Unauthorized removal 

II. Unauthorized embedding 

III. Unauthorized detection 

 

The first two (unauthorized removal and embedding) are active attacks which 

means they are intended to alter the watermark, but unauthorized detection is a passive 

attack which has no intention on modifying the work rather it is just to check if a 

watermark is available in the work. 
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VI. Architecture: 

 

To implement this work, a high realization of DDS files structure is required. The 

structure of compression applied to DDS files is of important matters. The current state of the art 

in graphical computer games texture compression is S3 Texture Compression (S3TC) (also 

known as DXTn or DXTC). S3TC is a lossy compression algorithm which leads to image quality 

degradation. There are 5 types of S3TC algorithm named DXT1 through DXT5. DXTn formats 

are widely deployed in realistic 3D games to diminish memory footprint of their texture maps and 

they are also known as BCn [2]. BC stands for “Block Compression” which is explained in later 

chapters. One of the most used DXTn in the video games is DXT1 which will be the main focus 

of this work and will be explained in details in later chapters. 

VII. Why Texture Compression? 

 

Computer memories and in general hardware have been drastically growing in the last 

couple of decades in capacity, speed but of course cheaper, you might still wonder whether there 

is still a need to compress textures at all. Bear in mind that along with growth of hardware, video 

games are also growing with the same pace that is why the need for texture compression is still a 

requirement in video games.  

Another fact is the quality hungry of the market. Consumers expect to have better 

resolution which improves the visual details and lower repetition. All of these urge game 

developers for more textures with higher resolutions. 

Additionally, despite the huge improvement and growth in hardware capabilities, texture 

sampling in a shader is turning into an overhead expense. Over the years, processors have 

become faster and faster and so has memory, but memory is falling behind. Knowing these facts 

tells us that texture compression is not just about fitting more data and pixels into a game, but it is 

also an important performance optimization because it by far reduces the memory bandwidth 

required to fit those pixels into the GPU’s shader cores.  

 

What is Color space? 

Color space or color model is a mathematical model to describe and represent colors in 

numerical ways. A color space typically represents colors in three or four channels or color 

components which each channel normally refers to a color. RGB and CMYK are common 

examples of color spaces.  

What is RGB? 

RGB is one of the most popular and common color spaces due to human eye perceptions. 

RGB is what the human eyes see by looking at monitor. RGB is combination of Red, Green and 
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Blue which are the primary colors to form any other color by mixing different amount of each 

color together. R8G8B8 means that there are 8 bits representing each channel which in total one 

pixel takes up 24 bits of memory. This is the normal file format called bitmap which has not gone 

through any compression format. The more bits available for each channel, the better quality and 

more color shades can be represented. A channel with 8 bits can basically represent a range of 0 

to 255 (28
 = 256) where 0 shows this channel is not used in the pixel and 255 indicates that full 

amount of this channel is use. Therefore to represent white color on the display all the three 

channels of RGB should be set to 255 and to display black the three channels are set to 0 [3]. 

The cube below depicts the RGB dimensions. 

As it can be seen from the cube, 0 is the origin of this cube which represents 0 point of 

each of the three primary channels. The main diagonal of the cube which is drawn from the origin 

to the farthest corner of the cube represents white color where all the three components are 255. 

 

 

 

 

 

 

 

 

Another channel which plays an important role in displaying a pixel is Alpha channel. 

Alpha channel is used for transparency level. It is typically used to specify how color components 

of one pixel is mixed or overlapped with another pixel colors. Alpha channel is not typically 

employed for a single pixel, but per object basis. Of course different part of an object need 

different transparency and alpha channel defines this characteristic of the texture and specifies 

how transparent the background should be. 

 

 

Figure 3-2: RGB Cube 
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Block Compression 

Now that the crucial need for texture compression is vivid and inevitable, a smooth 

understanding of BCn texture compression [4] is the basis foundation of this work.  

All the BCn formats are structured based on 4*4 blocks of pixels meaning that the image 

is divided into these blocks. Each block is independent and the block size is fixed either 8 or 16 

bytes depending on the BCn format.  

How Does Block Compression Work? 

Block compression is deployed as a method to decrease the amount of memory required 

to store color data. In BC, some of the colors are stored in their original size but other are 

compressed using this technique. This way the amount of memory saved has a shocking result. 

An advantage to BC method is that since the hardware routinely decodes compressed data, there 

is no overhead work and no performance reduction quality for using compressed textures. 

Storing Uncompressed texture 

A simple illustration shows how much memory is saved using DXTn texture compression. 

The following image shows an uncompressed 4*4 texture. Knowing that each color has 4 

channels (RGBA) and taking up one byte of memory for each channel and total of 32 bits. 

 

1 2 3 4 

5 6 7 8 

9 10 11 12 

13 14 15 16 

 

Table 3-1: Indices structure 

The uncompressed data is stored in the memory in a one dimension array taking 64 bytes 

of space in the memory as illustrated below. 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 

 

Table 3-2: Indices structure in the buffer 
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Storing Compressed texture 

DXT1 (BC1) 

DXT1 compression format stores the 2 most extreme colors among these 16 pixels as the 

minimum and maximum colors (reference colors) in the 4-color palette; say C0 and C1. The other 

2 colors (C2 and C3) are simply calculated using linear interpolation of two reference colors as 

illustrated below. When compressing this 4-color palette using DXT1, the two reference colors 

are compressed from R8G8B8 to R5G6B5 color format meaning that each of them only takes up 

16 bits now instead of normal 32 bits per pixel. And there will be 16 2-bit indices for each pixel 

which represents each color of the palette. This signifies that these 16 pixels of the texture only 

take 64 bits (32 bits for 2 reference colors of the palette and 32 bits for 16 indices) of memory 

space instead of normal uncompressed memory usage of 512 bits before the compression which 

leads to a compression ratio of 1:8. 

As mentioned, C2 and C3 are calculated using linear interpolation of C0 and C1. If C0 is 

numerically greater than C1, then C2 and C3 are calculated as shown below:    

C2 = 
𝟐

𝟑
 C0 + 

𝟏

𝟑
 C1   

Equation 3-1: C2 based on C0 and C1 

 

And  

  

C3 = 
𝟏

𝟑
 C0 + 

𝟐

𝟑
 C1   

Equation 3-2: C3 based on C0 and C1 

 

On the other hand, if C0 is numerically less than or equal to C1, then C3 would become 

transparent black which is corresponding to a pre-multiplied alpha format showing 1 bit of alpha 

channel because in DXT1 there is one bit for alpha channel to be used under this circumstance, 

but C2 is obtained using the following equation: 

 

 

 

 

 

 

 

 

 

 

C2 = 
1

2
 C0 + 

1

2
 C1 

Equation 3-3: C2 with alpha 

 

Table 3-3: DXT1 data block layout 



22 
 

DXT2 (BC2) 

DXT2 is employed where there are data that contains color and alpha data with low coherency (It is highly 

recommended to use DXT3 for highly-coherent alpha data). In DXT2 RGB data is stored as a 5:6:5 color 

which is 5 bits red, 6 bits green and 5 bits blue and alpha takes up another separate 4-bit value. Colors are 

stored with the same number of bits and data layout as the DXT1. Alpha data itself requires 64 bits of memory. 

 

DXT2 data layout for a 4*4 blocks of pixels is shown in the table 3-3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

     

 

 

DXT3 (BC3) 

 

DXT3 is to store highly coherent color data with the same bit format of 5:6:5 for colors and one 

byte for alpha data. In DXT3 colors are stored with the same number of bits and data layout as 

the DXT1 with only difference in alpha storage which occupies an additional 64 bits of memory. 

Alpha data in DXT3 is handled in the same way as how DXT1 stores RGB color using two 

reference values and interpolating between them.  

 

Table 3-4: DXT2 data block layout 
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A 16 pixels block format is shown in the table 3-4. 

 

 

 

 

 

DXT4 (BC4) 

 

If there are less color components to store then DXT4 is the best option. This is due to the fact 

that DXT4 stores one-component color data using 8 bits for each color. This helps in increasing 

the accuracy in comparison with DXT1. To store floating-point data in the range of [0 to 1] and  

[-1 to 1] DXT4 is ideal. The algorithm stores two reference colors and 16 3-bit color indices for a 

block of 4*4 texels. 

 

The data layout is illustrated in table 3-5. 

 

 

 

 

Table 3-5: DXT3 data block layout 
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DXT5 (BC5) 

 

DXT5 is used to store two color components using 8 bits for each color. Increased accuracy of 

this algorithm makes it ideal for storing floating-point data in the range of [0 to 1] and [-1 to 1]. 

DXT5 stores only 2 reference colors for each component (red_0, red_1, green_0, and green_1) 

and 16 3-bit color indices for each component (red a through red p and green a through green p), 

as shown in the table 3-6. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3-6: DXT4 data block layout 

Table 3-7: DXT5 data block layout 
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Notes: 

 

Due to the compression ratio which converts from 8 bits per color to 5:6:5 meaning 5 bits 

red, 6 bits green and 5 bits blue, there will be some colors lost in the compressed texture and also 

if there various close shades of the same color, those also will be partially lost in the compressed 

texture using DXT1.  

 

This also should be taken into account that if colors on the palette which are 

representative of those 16 pixels are not on one linear line in the color space, there will be more 

color loss in the compressed texture.  

 

The following image nicely illustrates the difference between the original image and 

compressed image when various colors exist in one 4*4 block of pixels. This presence of such 

different colors is a rare case to happen in normal textures especially in high resolution ones. 

 

 

 

 

 

 

 

For better perception of DXT1, image below is shown from before and after texture compression. 
 

This is a very extreme case because it rarely (almost never) happens for a 4*4 block of 

pixels to contain 16 different shades of one color. Anyhow, on the left 16 shades of red is 

indicated ranging from pure red to pure black each using one pixel. Corresponding 16 pixels of 

compressed texture using DXT1 is shown on the right side and it is obvious, there are only 4 

different colors (colors of the palette) used in the compressed texture. As depicted below, there 

will be some color shades loss using DXT1 and that is the reason DXT1 is a lossy compression. 

 

  

  

 

 

 

 

Figure 3-3: R8G8B8 to R5G6B5 

Figure 3-4: R8G8B8 to R5G6B5 
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3.3 Work Design 
 

There are various ways to embed watermark to an image but to find the best catch many 

tests are required and also the characteristics of the texture confine these options. These ways 

highly depend on the pixels format of the texture and how they are arranged to form the texture. 

DDS files as explained earlier are compressed using DTXn compression formats. In DXTn pixels 

are clustered in blocks of 16 (4*4) and there is a palette for each block determining the colors of 

the block.  

As discussed earlier, the algorithm of the watermark is of importance matter due to 

amount of artifacts introduced to the image, therefore a good watermark first needs to satisfy the 

quality factor. If the watermarked image deforms the original image in a perceivable way and be 

detectable with naked eyes then it is of no use because of quality and security reasons.  

In order to embed the watermark in a texture a programming language which is powerful 

enough to modify the image is needed. In this work, watermarking embedding and detecting are 

done using C++ language in Visual Studio 2010 environment and this is due to great libraries 

available for C++ and it is a well-known language and has been used for many years [5]. 

The library used in this work is called DirectXTex from Microsoft which is a texture 

processing library has variety of tools to manipulate DDS files such as loading, saving, decoding, 

encoding and many more functions to work with. The version used in this work is November 

2012 edition of this library.  

Along with the texture filename there are other parameters passed to the program. During 

embedding process the following Command Arguments are needed; 

1. Original file name (input): 

This is the texture DDS file which is fed into embedding process to plant the 

watermark in it. 

 

2. Embedded file name (output): 

What comes out of the embedding process and carries the watermark. In simple 

words, it is the watermarked texture. 

 

3. The message (watermark): 

This is the watermark which is embedded into the input.  

4. Password: 

Password is used as the seed to the root of the random number generator to shuffle 

the blocks and randomize them. This is called password because it is again used to 

generate the same randomized blocks in the same sequence and order to detect the 

watermark. 
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3.4 Implementation 

3.4.1 Base Algorithm 
 

The foundation of the implemented algorithm in this work is called Patchwork which has 

been used as a data hiding technique since 1996. It was developed by Bender et alii.  Patchwork 

works on pseudorandom, statistical model. This technique tries to embed particular statistic using 

Gaussian distribution into the original image. Patchwork splits the image into groups to apply the 

statistic model, and then every two groups are clustered as a couple to satisfy the statistical 

model; say cluster_1 and cluster _2. In this work for every two groups, one bit is embedded. In 

patchwork two groups are pseudorandomly selected. Then using Gaussian distribution a 

statistical threshold is defined to leave a signature in these two groups based on the statistical 

threshold. 

This work uses patchwork due to its characteristics similarities to the palette of colors. 

Each palette has 4 colors which this work assumes that C0 and C3 are even numbers of the 

palette and C1 and C2 are odd numbers of the palette. Using this assumption we can model a 

statistical measurement to embed the watermark. The palette is shown below depicts that the two 

most extreme/reference colors (C0 and C1) are the minimum and maximum colors and the other 

two colors (C2 and C3) are the colors calculated based on the reference colors. 

 

 

 

 

 

 

 

As dds textures are block based files. To embed the watermark we group the blocks and 

compare each two group against each other to embed a bit. Therefore in this work there will be a 

bit embedded for every two groups. There are some pre-defined factors which should be 

determined before the embedding. 

 

 

 

 

C0 C2 C3 C1 

Figure 3-5: Color Palette 
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1. α:  

Is the watermarking strength and is defined in the range of [0.0 to 1.0]. 

2. β: 

 

 

Is the watermarking threshold which varies based on Alpha and shows the 

threshold on the Gaussian distribution as shown below. 

 

𝜷 = 𝐥𝐨𝐠𝟏𝟎

( 𝟏 + 𝜶 )

( 𝟏 −  𝜶)
 

 

 

 

 

 

 

 

 

 

Equation 3-4 

 

 

 

 

3. Group Size: 

Group size determine the number of blocks to be in one group and actually define the 

number of bits to embed. For example, assume a 64*64 pixels texture then there 

would be 4096 pixels which constitute 256 blocks. Since for every 2 blocks only one 

bit is embedded therefore if 4 bits are required to be embedded then the group size 

should be set to 32 meaning that each group should contain 32 blocks. 

 

 

0 -β β 

0 1 
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Number of pixels = width * length 

Number of blocks = Number of pixels / 16 

Number of groups = Number of blocks / Group Size 

Number of bits to embed = Number of groups / 2 

 

Having considered the pre-defined parameters, the next step would be to randomize the blocks in 

order to obtain a better color distribution within the texture for better embedding quality and 

effectiveness. 

As already mentioned the colors 0 and 3 are assumed to be even numbers and colors 1 and 2 to be 

odd numbers. For every group the number of even numbers are counted to check if their quantity 

satisfies the following inequalities. EN stands for even number and EN1 indicates the number of 

even numbers in group 1 and EN2 indicates the number of even numbers in group 2. 

 

𝛌 = 𝐥𝐨𝐠𝟏𝟎( 
𝑬𝑵𝟏

𝑬𝑵𝟐
 ) 

 

Equation 3-5 

 

 

If bit 1 is to embed, Equation 3-6 should be satisfied. 

 

𝛌 ≥  𝛃 

 

Equation 3-6 

 

If bit 0 is to embed, Equation 3-7 should be satisfied. 

 

𝛌 ≤ −𝛃 Equation 3-7 
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The following flowchart illustrates the conditions more clearly; 

 

Figure 3-6: Beta conditions 

But what really happens when a condition is not met is of great importance because this is 

the part where the pixel flipping takes place. To know which pixel or set of pixels to flip and also 

how to flip them, are of high significance to the quality of watermarking.  

Selection of pixels should be performed wisely. In this work there are 4 different ideas 

used to select the pixels to flip. 

In figure 3-7 the overall work flow and the general algorithm is depicted and the whole procedure 

of this work can be realized. 
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Figure 3-7: Overall work flow Chart 
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3.5 Pixel Selection 

3.5.1 Direct Pixel Selection (Idea 1) 
 

First method is to divide the number of even numbers which need to be flipped (based on 

the bits and conditions) by the number of blocks in each group to flip the pixels among the blocks 

of the group as evenly as possible. Therefore in this way the changes to the texture will be 

scattered over different parts of the texture instead of being isolated in small portion of the 

texture. This helps the watermark to go more undetectable. 

For example if in two clusters after considering the statistic and conditions, there is a need 

to flip 120 pixels and there are 128 blocks in a group then averagely one pixel in each block 

should be flipped to satisfy the condition. Note that if there is no pixel that has the potential 

flipping condition in one block then another block should be found which has two possibilities of 

pixel flipping and the those two pixels are flipped, one for the block itself and another is the share 

of the block that has no chance to flip any pixel. The right hand side pictures have been 

watermarked with 9% alpha and group size of 512 and on the left side the original texture is 

shown for comparison. 

Figure 3-8: Idea 1 sample snapshot 
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3.5.2 Neighbor Pixels Variety based (Idea 2) 
 

Taking the neighbor pixels into account is a big step towards a better optimization. The 

third method talks about touching only those pixels which their surrounding neighbors are 

constituted of more than 2 types of indices. For example the following neighbors; 

Data = {0, 0, 2, 3, 3} 

This data showing the indices of the surrounding pixels are of 3 different indices which 

satisfy the third method condition to allow flipping the target pixel. 

This method to keep a high quality does not allow high changes to the texture, therefore 

alpha in the statistic model cannot go beyond some certain amount while this is not the case in 

method 1 and 2.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3-9: Idea 2 Sample Snapshot 



34 
 

3.5.3 Variance based (Idea 3 basic) 
 

This method evolves the second method. One of the finest methods is to use the variance 

and based on that decide whether a pixel should be flipped or not. Variance shows how wide 

spread apart is the data samples. Variance is defined as the average of the squared differences 

from the Mean and can be obtained through the following simple steps: 

1. Firstly, Mean is calculated (Mean is the average of all the data samples). 

2. Mean from each sample is subtracted and then then result is squared. 

3. The average of the squared results from the step 2 is calculated to obtain the Variance. 

 

Variance is expressed mathematically as shown below [7]: 

 

𝐬𝟐 =
∑(𝐱𝐢 − 𝐱)𝟐

𝐧 − 𝟏
 

 

Equation 3-8: Variance 

 

Where s2 is the variance, 𝐱 is the mean, 𝐱𝐢 is each pixel index and n is the number of 

neighboring pixels [6]. That means by using variance the degree of smoothness in the 

surroundings of a pixel can be estimated. Therefore if the variance is high enough then it can be 

said that, this specific pixel is surrounded by different color pixels and this area is not smooth 

therefore if this pixel is flipped then the artifact introduced by this pixel will be much less 

perceptible. Since in block compression there are only 4 different indices, each representing a 

color pixel value then the each data sample could only be 0, 1, 2 or 3. Now that the data set range 

is fixed the following example illustrates better how this method works; 

Consider the picture below: 

For example consider the 3 shown with blue arrow; 

consider it as the target pixel which the decision about flipping 

it is to study. As it can be seen clearly, it is surrounded by three 

indices 2, 1 and 1. If the variance is calculated for this data set 

as shown below;  

Data = {3, 2, 1, 1} 

Note that the target pixel is included in the data set. 

Note that the minimum number of samples is 4 and the maximum is 9 samples. 

The variance will be 0.6875. Assuming the variance threshold to be 1, it can be 

determined that this pixel is not eligible to flip because 1 is considered as the threshold between a 

Table 3-8: Neighboring 

1 1 3 3 

3 1 1 1 

0 3 1 1 

0 2 2 3 
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smooth and non-smooth pixel. Therefore pixels with variance below this threshold is considered 

as a smooth pixel and vice versa. After this checking, it is determined not to flip the pixel. 

Another example would be the index 2 shown with the green arrow. As shown in the table 

the data set of the neighbors is: 

Data = {2, 2, 0, 1, 3, 0} 

The variance is 1.223 which indicates a not very smooth area due to availability of various 

pixel colors. Therefore the flipping occurs based on the statistic model. 

3.5.4 Idea 3 optimization 
 

Figure 3-10: Idea 3 Sample Snapshot 
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In idea 3 basic the very first variances which their number is greater than the variance 

threshold (For example 1) are flipped and this causes an unevenly distributed capacity in the 

texture. In idea 3 (optimization) what is being implemented is slightly different in the way that 

first all the variances which satisfy the variance threshold are stored in a buffer and then sorted in 

the ascending order. This way the variances with the highest variance values are positioned at the 

higher index position of the buffer. For example if there are 800 pixels values which their 

variance satisfies the variance threshold and there is a need for 400 pixels to be flipped to satisfy 

the statistic model then the variances of these 800 pixels are sorted and the highest 400 ones are 

picked for pixel flipping. This method has an advantage over idea 3 basic which aims for better 

quality in two ways: 

1. The evenly distributed capacity is increased and the changes to the pixels are scattered in 

more parts of the texture and this makes for human eye to percept the changes. 

2. Selecting higher variance values means pixel position in the texture is being considered. 

Therefore less smooth areas are touched in the texture instead of smooth area and this in 

fact helps in image quality. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3-11: Idea 3 Optimization 
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Once it is determined to flip the target pixel it is time to know how to flip the pixel. As 

shown earlier, in the color palette there are four indices, each representing one pixel color. There 

are two cases, one to go from odd numbers (C1 and C2) to even numbers (C0 and C3) to increase 

the even numbers of a cluster to satisfy the condition of statistic model, and another one is to do 

vice versa.  

If there is a need in increasing the even numbers in a cluster (case 1) then pixels with 

indices 1 and 2 are sought. This means even if the variance calculated for the target pixel is 

bigger than variance threshold, but the pixel index is not either 1 or 2 then the target pixel is not 

flipped. This indicates that the target pixel is inherently and already flipped and no more flipping 

is needed. But if the target pixel has an index of either 1 or 2 then a flipping is required but it is 

required to determine to which pixel (3 or 0) it should be flipped. This is a very important part for 

the quality aspect of the watermark. How the decision is made on this case is to count the number 

of 3 indices and 0 indices in the neighbors of the target pixel and if the number of 3s are greater 

than the number of 0s, then it is obvious that by flipping into 3 that area would become more 

smoother therefore the target pixel is flipped into index 3 and vice versa. But if there are equal 

numbers of 3s and 0s in the neighbors then the flipping decision depends on the distance of the 

target pixel index in the palette from the 3 and 0. If the target pixel is a 1 then it is flipped into 3 

because there would be only one jump in the color palette and if the target pixel is a 2 then it is 

possible to flip the pixel into both 1 and 3 because they are equidistant, but preferably it is flipped 

into 0 because this way the possibility of flipping into 3 and 0 becomes 50 percent each which is 

a slight optimization in terms of balancing the pixel colors. 

Another case is when it is required by the statistic model to decrease the even numbers in 

a cluster then the same procedure happens but vice versa, meaning going from 0 and 3 to 1 and 2. 
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 Evaluation and Testing 
 

One of the very powerful tools to image processing is Peak signal-to-noise ratio (PSNR). 

PSNR in general terms as the name claims is the ration between the highest possible power of a 

signal and the power of the noise introduced to it which influences the fidelity of its purpose. Due 

to wide dynamic range that different signals take on, PSNR is usually expressed in terms of 

logarithmic decibel scale. 

In simple words, in image processing PSNR is used to measure the quality difference 

between the original image and reconstructed image after a lossy compression. The original 

image is referred to as the signal and the artifacts introduced to the image correspond to noise. 

PSNR helps to compare different compression codecs in terms of image fidelity to human 

perception after reconstruction. PSNR is normally interpreted as the higher, the better quality, but 

sometimes it is the other way round. 

PSNR takes use of Mean Squared Error (MSE) [8]. Having an original image (I) with 2 

dimensions (m*n) and its reconstructed copy after compression (K) then MSE is defined as: 

 

MSE = 
1

𝑚𝑛
∑ ∑ [𝐼(𝑖, 𝑗) − 𝐾(𝑖, 𝑗) ]2𝑛−1

𝑗=0
𝑚−1
𝑖=0  

Equation 4-1: MSE 

 
And PSNR is also defined [9]: 

 

PSNR =  10. log10 (
𝑀𝐴𝑋𝐼

2

𝑀𝑆𝐸
) 

Equation 4-2: PSNR 

 

 

Where MaxI is the maximum pixel value that the image pixels can take on. For example if 

the image has 8 bits for each pixel sample then MaxI is 255. But this is not the case here since this 

work deals with RGB which is color image. In color images with three channels per pixel (RGB), 

the definition of PSNR remains the same but MSE changes accordingly and is the sum of all 

squared value differences divided by image size and by 3. Another way to calculate MSE is to 

take RGB to another color space such as YCbCr and HSL. 

Note that if after compression or reconstruction of image no noise or artifact is introduced 

to the image then PSNR would be zero meaning that original image and the reconstructed one are 

identical and MSE is zero. 
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The amount of artifacts introduced by Method 1, 2 and 3 is shown in Figure 4-1 where Alpha 

(Watermarking strength) is 10%. 

 

 

 

 

 

 

 

 

 

Figure 4-1: PSNR for Method 1, 2 and 3 when Alpha is 10%. 

 

 

Note: 

Since video games constitute of numerous textures, the number of bits to embed in each texture 

does not require to be many. That is why the PSNR is calculated here based on this fact for only 

2, 4 and 8 bits. 

Idea 1 has no constrain and can embed many bits, but in contrast, there are constrains on idea 2 

and 3 which limit them in number of bits to embed. 
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Idea 1 is used to embed 4 bits in the texture shown in figure 4-2 and result is shown in figure 4-3. 

 

  

Figure 4-2: Original texture 

Figure 4-3: Idea 1 embedding 
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Idea 2 is used to embed 4 bits in the texture shown in figure 4-4 and result is shown in figure 4-5.  

 

 

  

Figure 4-4: Original texture 

Figure 4-5: Idea 2 embedding 
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One of the DDS files which many tests were ran on it is illustrated in figure 4-6. Note that this is 

the original texture before embedding. 

 

  

Figure 4-6: Original video game texture containing 1024*1024 pixels 
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Watermarked copy of the texture shown in figure 4-5 is illustrated in figure 4-6 which is 

watermarked using idea 3. This is a 1024*1024 pixels texture which 64 bits have been embedded. 

 

   

Figure 4-7: Watermarked copy of Skyrim video game texture using idea 3 
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4.1 Robustness test 
 

In this work, robustness against BMP was tested and the result showed that there should 

be put a threshold defined on the range of each bit to make the work robust against this format 

conversion. This is due to two reasons; first when converting from DDS to BMP, the pixels 

undergo some truncating operations which cut the decimal points of each pixel when converting 

from R8G8B8 (BMP) to R5G6B5 (BMP). Second part of the change which alters the file after 

conversion is that each converting algorithm uses different types of error diffusion. For example 

in the DirectXTex library which is used in this work, Floyd-Stienberg error diffusion technique 

has been used because This increases the chance that colors will map directly to the quantized 

axis endpoints when compressing.  

4.1.1 What is error diffusion? 
 

There are various types of halftoning where error diffusion is included. This technique 

takes advantage of neighboring pixels where the quantization residual is distributed to 

neighboring pixels that have not been scanned yet. Its primary purpose is to bring a multi-level 

image into a binary image, but there are other applications which employ this method [10]. 

 

Most halftonings methods do not require a buffer for their operations and they are point 

operation, but in error diffusion due to its influence on the neighboring pixels a buffer is needed 

that is why it is an area operation. This means that what the algorithm performs at one location 

affects the other locations operation.  

 

One of the advantages of error diffusion is edge enhancement which is a point over other 

methods in text images. 
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4.1.2 What happens in Floyd-Stienberg algorithm? 
 

This algorithm which was first published in 1976 by Robert W. Floyd and Louis Steinberg 

is an image dithering algorithm widely used in image processing software [11]. As explained 

earlier in error diffusion mentioned above, this algorithm diffuses the quantization error of a pixel 

to its surrounding pixels. Assuming the distribution shown below the pixel indicated with the 

dash is the pixel which is already scanned and the one shown with a star is the pixel currently 

being scanned. The scan line format of this algorithm is from left to right, top to bottom, 

performing the quantization of each pixel value. The quantization error is passed to the 

neighboring pixels except the ones that have already been processed. This algorithm helps in 

rounding error. This is because when a series of pixels are rounded downwards, it will be more 

likely that the next pixel is rounded upwards which this technique keeps the balance of 

quantization error and tries to maintain the average close to zero.  

 

 

 

 

 
 

 

 
 

 

 
 
 

Newton’s Method: 

 

Another method which is used in this library to compress is Newton's Method to find the 

local minima of sum-of-squares error. This method is used through the optimization of RGB to 

map the colors as perfect as possible.  

 

Newton’s method is normally used as an alternative way to find equation’s roots, but in 

optimization process it is used as a tool to find stationary points of differentiable functions, which 

are the roots of the derivative function. 

 

What Newton method does is to create a sequence xn from an initial guess x0 that 

converges towards 𝑥∗ such that 𝑓′(𝑥∗ ) = 0 where 𝑥∗ is called the stationary point of 𝑓(. ) [13]. 

 

 

 

 

 

 

 

1

16
[
− ∗
4 7

] 

 
Equation 4-3: Floyd-Steinberg matrix 

Figure 4-8: 24-bit to 3-bit RGB using Floyd-Steinberg dithering [12] 

A comparison of gradient descent (green) and Newton’s 

method (red) for minimizing a function (with small step 

sizes). Newton’s method uses curvature information to 

take a more direct route. 

Figure 4-9: Newton’s Method 
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 Conclusion 
 

The result is very promising and this is due to that fact that the first and the foremost 

important property which is transparency for a high quality watermark is achieved. On the other 

hand, another property which is capacity is highly fulfilled. High capacity in this work is high 

enough even to make the watermark more robust to embed a watermark couple of times to ensure 

security and integrity of the watermark. Using this high quality watermark with such high 

capacity an excellent foundation which is the underlying layer of every watermark algorithm has 

been built for future steps to put this watermark into practice.  
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5.1 Future work 
 

This work perfectly fulfills the capacity and transparency properties of watermarking and 

the next step would be to define a threshold for the watermark in the detection process to 

overcome the truncating and rounding error problems. This is because once the watermark is 

embedded and then converted to for example BMP image format there will be minor changes to 

some of the pixels. These changes should not be of a big obstacle for the detector to retrieve the 

message. 
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