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Abstract. Security and privacy in digital communications is the need of the hour. 
SSL/TLS has become widely adopted to provide the same. Multiple application layer 
protocols can be layered on top of it. However protection is this form results in all 
the data being encrypted causing problems for an intrusion detection system which 
relies on a sniffer that analyses packets on a network. We thus hypothesise that a 
host based intrusion detection system that analyses packets after decryption would 
be able to detect attacks against security protocols. To this effect we conduct two 
experiments where we attack a web server and a mail server, collect data, analyse it 
and conclude with methods to detect such attacks. These methods are in the form 
of peudocode. 

 
Keywords: Timing attack, SSL, TLS, Intrusion Detection, Anomaly based. 

 
 
 

1 INTRODUCTION 
 
In today's networked world, protecting ones computer assets is of paramount importance. 
Networked computers have practically taken over all spheres of our lives, they store and manage a lot 
of valuable information, the compromise of which could result in dire consequences. The internet has 
changed computing as we first knew it. 
 
In addition to physically securing our computers there is also a need to secure it in the virtual world. 
Most attacks, if not all, are launched in the virtual world for reasons of accessibility, convenience and 
sheer anonymity. 
 
It would be prudent to assume that complete security can only be achieved by an isolated system. 
Maintaining an isolated system is unrealistic in the present state of affairs where remote access of 
resources is the order of the day. Thus there are no fool-proof security countermeasures to 
completely prevent security breaches. Such intrusions, however, can still be detected so as to provide 
opportunities to prevent further damage with timely intervention, isolation of affected systems, and 
collection of information about the attack for analyses and thus, prevention of similar intrusions in 
future. This is where an Intrusion Detection System comes in, albeit its role being reactive rather than 
proactive. 
 
Intrusion detection is a very widely discussed area with J. Anderson making the first foray in 1980 
[21]. He defined an Intrusion as a deliberate unauthorised attempt to: 
 

●  Access information. 

●  Manipulate information. 
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●  Cause the system to be unreliable or unusable. 
 
Intrusion detection thus is the process of identifying actions attempting to compromise the 
confidentiality, integrity or availability of a computer system or a network. And an intrusion detection 
system is a software tool that aids in such detection [2]. 
 
Intrusion detection systems are broadly classified into signature/misuse based and anomaly based 
detection systems; each having their own advantages and drawbacks [2]. A signature based system 
compares patterns of observed traffic with pre-defined signatures and any matches deemed 
malicious are flagged as an intrusion. An anomaly based system on the other hand defines “normal” 
behaviour and anything anomalous is deemed malicious and flagged. A signature based system 
therefore can not detect new attacks because its signature would not be present in its database. 
Because an anomaly based system does not rely on signatures but on behaviour, even new and novel 
attacks can be detected as they would deviate from what is considered “normal” behaviour. However 
an anomaly based system suffers from a lot of false positives (where non-malicious activities are 
flagged as being malicious). Another interesting approach to intrusion detection is specification 
based intrusion detection which uses manually developed specifications to classify the legitimate or 
“normal”   system   behaviour   instead   of relying on machine learning techniques normally used by 
anomaly based detection approach to learn normal system behaviour. [20] 
 
Communication systems now and more so in the future will rely on cryptographic techniques some of 
which include SSL/TLS (Secure Sockets Layer/Transport Layer Security), SSH (Secure Shell), IPSec 
(Internet Protocol Security), among others. These technologies seek to provide security in the form of 
privacy, authentication and integrity. Privacy is offered in the form of encryption. As many benefits as 
encryption provides, one drawback is that it limits the usefulness of the information that can be 
sniffed. This is more so for an intrusion detection system which usually is a sniffer that captures and 
analyses packets on a network. 
 

1.1 Research Gap 
 
In all our research and literature review we have not found an approach where the encrypted traffic 
is decrypted before it is analysed. Since this is presently unexplored we intend to take this approach. 
A path to accomplish this would be to hack into the open-source servers available today (Apache, 
thttpd, etc. to name a few) and create a backdoor to access the traffic after it has been decrypted. 
However, we were able to find an easier route. We install Wireshark on the machine which is running 
the server software, supply it with the private key of the server and decrypt the traffic on the fly. 
 

1.2 Research Question 
 
We believe that a host/application based anomaly intrusion detection system which decrypts the 
traffic before it analyses it can be an alternative to a network based system in detecting attacks on 
security protocols hosted on internet servers. Such a system will thus have access to the unencrypted 
traffic contents. We will test our hypothesis by running internet servers implementing the SSL/TLS 
protocol, simulate attacking it, collect background and attack data to find out if such attacks can be 
detected by anomaly detection principals. 
 
The aim of this study is to find out the state of the art in this area and to find out if anomaly based 
detection can be used in detecting attacks against protocols using SSL/TLS, which is the main 
research question that we intend to answer. 
 

1.3 Structure of this paper 
 
This paper is divided into further sections consisting of the Background which introduces the various 
approaches to anomaly based detection of security protocols, an introduction to SSL/TLS, and an 
introduction to PKI (Public Key Infrastructure). A section where we describe our process, which is the 
Experiment section, a Results and Discussion section where we will document our results and discuss 



4 
 

our findings, a section where we describe the future work in this area, and ends with a Conclusion. 
 
 

2 BACKGROUND 
 
This section introduces the research and alternative approaches to anomaly based intrusion 
detection of attacks on security protocols as Related Work. It also briefly describes SSL/TLS and Public 
Key Infrastructure. 
 

2.1 Related Work 
 
Intrusion detection is a widely researched area, here, only related research in our area of interest is 
documented. 
 
In [5], the authors consider attacks on SSH and SSL such as timing attacks, version rollback attacks, 
buffer overflow attacks, etc. and use an anomaly detection algorithm called 'nonparametric Cusum' 
to detect anomalies. 
 
The authors in [11] propose anomaly detection of attacks on security protocols. Three types of 
models are proposed, the first model is based on the activities of the protocol, the second model is 
based on the principals participating in the model and the third is based on Bayesian network. 
 
The authors in [6] and [13] use anomaly detection to detect attacks on security protocols, their 
system first extracts information like the data size and time interval between messages (frequency) 
from the encrypted traffic, then different actions are identified based on similarity of information and 
finally malicious activities are detected according to intrusion signatures that are generated from the 
frequency of accesses and specifications of TCP traffic, and HTTP traffic in case of [13]. This technique 
examines the network packets and not the payload itself, thus limiting its scope. By only observing 
the transmission of packets, limited number of traffic patterns can be deduced [29]. 
 
In other approaches, A. Yasinsac et al in [7] talk about a signature based IDS (Intrusion Detection 
System) for attacks on security protocol traffic. The characteristics of security protocols are stored in 
a database thus creating signatures. It involves creation of a database of signatures, each signature 
consists of a sequence of messages passed during the working of a protocol, that is, how they should 
behave and then these signatures are compared with and then flagged if there is a discrepancy. This 
still suffers from drawbacks associated with signature based detection techniques. 
 
In related research A. Yasinsac [14, 15] proposes creating state diagrams, of how the protocol should 
ideally flow and a deviation may point to an intrusion. Mostly uses signature based techniques to 
create a signature of known attacks as well as recognition of dangerous activity. This also suffers from 
the ills associated with signature based detection techniques. 
 
Similar to this approach, in [12] as well as in [17] the author talks about building models of the  
protocol specifications and the steps or the events that take place during its process and any 
deviation from this is an anomaly. 
 
Data mining techniques are also quite popular and in related research [8] the authors use data -
mining techniques to detect attacks against networks. Their research, as part of MINDS project as the 
University of Minnesota, is a data mining based system for detecting intrusions and as a part of its 
architecture uses several outlier detection algorithms and unsupervised support vector machine 
algorithms. In [9] and [16], the authors have described a framework for comparing the various IDS 
algorithms. This framework is then used to compare several anomaly detection IDS algorithms under 
identical circumstances with a focus on anomaly detection. The authors have taken live data from 4 
web servers, built a test database of 63 attacks and then tested it against various anomaly detection 
algorithms. They have tested for attacks on the HTTP protocol.  
In [19] the authors propose a system called Protomon, an anomaly based IDS which is inspired by 
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specification based detection. It detects attacks on protocols embedded in encrypted sessions. 
Though defining such specifications is complicated and time-consuming. 
 
Sekar et al in [20] propose an approach to intrusion detection that combines specification based and 
anomaly based intrusion detection. Their approach begins with state machine specifications of 
network protocols, and augments these state machines with information about statistics that need to 
be maintained to detect anomalies. Its effectiveness is tested on the 1999 Lincoln Labs intrusion 
detection evaluation data. They use protocol specifications in lieu of feature selection. 
 
An interesting approach is [29] where the authors talk about integrating a network based intrusion 
detection system into an end-to-end encrypted network. This ensures that deep packet inspection 
can be carried out to detect attacks missed by the techniques mentioned above. Their main focus is 
how the IDS receives the audit data (based on a secret sharing scheme) and relies on established 
intrusion detection techniques to detect any intrusions. Though promising, the additional network 
overhead introduced is still an issue. 
 

2.2 SSL/TLS 
 
Secure Sockets Layer and Transport Layer Security, generally shortened as SSL/TLS seeks to provide 
authentication, encryption and hashing functions via various cryptographic suits to secure data over 
an insecure network. It is a layer placed between the TCP/IP layer and the Application layer. The 
Application layer could consist of HTTP, IMAP, FTP, POP, etc. Thus SSL/TLS can support multiple 
application layer protocols layered over TCP/IP. SSL was originally designed by Netscape. SSLv2 and 
SSLv3 have been in use but have now been superseded by TLSv1.0, TLSv1.1 and most recently 
TLSv1.2 In this paper SSL and TLS are used synonymously and can be interchanged without loss of 
meaning. 
 
An SSL/TLS connection is established by first negotiating security primitives that both communicating 
parties will use to encrypt, authenticate and hash. This starts with a handshake where the client 
sends a ‘Client Hello’ packet containing a list of cipher suites that it supports. The server responds 
with its selection of the highest supported cipher suite, its certificate, and optionally a request for the 
client’s certificate in cases where client authentication is required. The client then answers by 
optionally sending its certificate and a ‘ChangeCipherSpec’ message is also sent by the client and it 
contains the keying material used to create keys for cryptographic use. To this the server responds 
with its own ‘ChangeCipherSpec’ message and ‘Finished’ messages are exchanged between them. 
Henceforth all communication is protected. 
 

2.3 PKI 
 
Public Key Infrastructure seeks to provide confidentiality, integrity, authentication and non-
repudiation in an insecure environment. Simply put, PKI consists of the following: 
 

●  Public Key Cryptography: Also referred to asymmetric cryptography. Instead of the 
communicating parties sharing a common 'secret' key, the keys are made up of a 'public key' 
and a 'private key' with the names having obvious connotations. PKI consists of 
infrastructure to generate, distribute and administer such keys. 

●  Certificate: PKI also provides certificates which bind a certain public key to an entity thus 
providing for authentication. It also provides for its validation and revocation in case of 
compromise of a private key or expiry of the certificate period. 
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3 EXPERIMENTS 
 
In this section we describe the experiments conducted in this study. We start by briefly providing a 
background to aid the uninitiated readers in understanding the experiments. We also point out the 
experimental settings used, the hardware and software involved and the reasons for conducting the 
experiments. 
 

3.1 Experiment 1 Scanning attack against an HTTPS server. 
 
3.1.1 Background 
 
HTTPS: HTTPS is nothing more than HTTP (HyperText Transfer Protocol) encapsulated by SSL/TLS to 
provide security in the form of encryption and authentication. This provides protection against 
eavesdropping, impersonation and man-in-the-middle attacks. 
 
Scanning: Network scanning in a form of intelligence gathering whereby a person/organisation 
whether legitimate or illegitimate tries to identify the number of active hosts, their accessible ports, 
the services running on those ports, the operating system, etc. on a network. In the context of this 
experiment the attacker 'scans' the web server with the purpose of identifying the types of cipher 
suites that it supports. A point to note; though it is not an all out attack per say we deem this to be 
an attack as this is akin to network scanning wherein an attempt to scan a network (with nmap or a 
plethora of other tools) is considered illegal. 
 
Cipher Suite: It is a suite of algorithms used for encryption, authentication, compression and hashing 
in an SSL/TLS connection. 
 
Web Server: A web server is a machine designated to provide resources in the form of web pages 
over the internet. In this experiment we have chosen to use Apache 2.2.9. 
 
OpenSSL: OpenSSL is a cryptographic library and toolkit implementing the SSL/TLS protocol [26]. 
OpenSSL 1.0.0 is the current version as of the writing of this paper. 
 
 
3.1.2 Configuration 
 

●  Server - Apache 2.2.9 with mod_ssl is hosted on a linux box (Ubuntu 8.10) serving pages 
over a secure channel (HTTPS) via the standard port 443. 

●  Client – A linux box, Ubuntu 8.10. 

●  Software - Apache 2.2.9 with mod_ssl (which uses the OpenSSL library). Wireshark 1.0.3 
with GnuTLS and Gcrypt. Mozilla Firefox 3.0.x. 

●  Network Topology – Switched LAN. 
 
 
3.1.3 Description     
 
To carry out the attack we first wrote a script that queries the target server to find out what cipher 
suites and versions of SSL/TLS it supports. The script 'Finger.sh' is furnished in Appendix A. The script 
runs a series of commands which in sequence query the server for its support for each cipher. In 
usual cases the client sends a list of all its supported ciphers to the server and the server picks the 
strongest cipher. This is part of the handshake procedure of SSL/TLS. The script instead, performs a 
handshake with just one cipher each time, starting from the weakest to the strongest and stores the 
resultant output in a file. If the server responds with its certificate and a 'Server Hello', the server 
supports that cipher. Else the connection is terminated by generating an 'Illegal Parameter' alert in 
cases of SSLv2 ciphers and a 'Handshake Failure' alert in cases of unsupported SSLv3 ciphers.  After 
installing the web server we ran the script from a client while at the same time running Wireshark on 
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the server to capture incoming and outgoing packets. In order to observe the data in its decrypted 
form we supplied Wireshark with the private key of the server (making sure that only RSA keys were 
negotiated between the client and the server [26, 27]). We provide the results of this experiment and 
discuss the same in the Results and Discussion Section. 
 
 
3.1.4 Motivation 
 
Fingerprinting the server first would help the attacker in finding out what he is dealing with. The 
script would tell the attacker if the server supports weaker ciphers. This narrows down the attack 
vector and the attacker can thus focus on exploiting vulnerabilities in the weaker ciphers. Some 
examples of which include version rollback attacks [28] affecting SSLv3, that force the server to 
choose algorithms with small keys (40 bit), among other attacks, and also weaknesses that may be 
discovered in the future. 
 

 
3.2 Experiment 2 Man in the middle attack on an IMAP server secured by SSL/TLS. 
 
3.2.1 Background 
 
IMAP: IMAP, or Internet Message Application Protocol, is an alternative to POP (Post Office Protocol) 
for accessing, retrieving and manipulating electronic mail messages on a server. For the purpose of 
this experiment we have set up the Courier IMAP server. The current version of IMAP is IMAP4rev1 
defined by RFC 3501. 
 
Outlook Express: Outlook Express is a popular Windows based client (Mail User Agent) used to view 
electronic mail messages stored on a server. 
 
Man-in-the-Middle attack: An MITM attack is a form of an attack where the attacker is able to insert 
himself between the two end point communicating parties enabling him to intercept messages 
between them and thus be able to manipulate/eavesdrop/inject messages into their communication 
stream. Messages are relayed making the original communicating parties believe that they are 
privately and directly communicating with one another. An often mentioned diagram in Figure 1 
better explains this. Mallory is the attacker and is relaying messages between Alice and Bob. 
 
 
 
 
 
 

 
Figure 1: MITM Attack. 

 
 
CBC: Cipher Block Chaining is a mode of symmetric block encryption where each plaintext block is 
Exclusive-ORed with the immediately preceding ciphertext block before it is encrypted. To start off 
the process, the first block, called the Initialisation Vector (IV), is generated by using the security 
parameters exchanged during the SSL/TLS handshake process. The aim is to provide uniqueness to 
each ciphertext block. Otherwise each identical plaintext block will encrypt to an identical ciphertext 
block. 
 
Omen: A tool designed to implement the timing attack in described in [23]. This tool exploits the CBC 
vulnerability and is available at [25] 
 
 
 
 

 

Alice 

 

Mallory 
 

Bob 
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3.2.2 Configuration 
 

●  Server – Debian Lenny, Courier IMAP, over a secure channel (IMAPS) via the standard port 
993. 

●  Client – Windows XP, running Outlook Express 6.x 

●  Attack Machine – Ubuntu 8.10, Omen 1.2. Designated as a man-in-the-middle attack 
machine. 

●  Software – Courier IMAP, OpenSSL 0.9.6c (containing the CBC padding vulnerability). 
Wireshark 1.0.3 with GnuTLS and Gcrypt. Outlook Express 6.x 

●  Network Topology – Switched LAN. 
 
 
3.2.3 Description 
 
This is a man-in-the-middle type of an attack that exploits the CBC padding vulnerability in CBC based 
ciphers. [23][24]. In this attack, an attacker can use a certain attack vector to obtain the complete 
plaintext block when he is able to monitor and manipulate multiple SSL or TLS connections involving 
a common fixed plaintext block (e.g. password) 
 
This becomes possible as in OpenSSL versions 0.9.7a and 0.9.6 before 0.9.6i, as the MAC (Message 
Authentication Code) verification is skipped during decryption if a padding error is detected [22]. An 
attacker can therefore replace cipher text blocks sent by legitimate SSL/TLS parties with manipulated 
blocks and record the time until a response is received. Depending on the time measured an attacker 
can distinguish between the two error cases and eventually decrypt the password. 
In this experiment we run three machines on a switched LAN; a server running a popular IMAP 
software, a client running Outlook Express 6.x and an attack machine which exploits the vulnerability. 
We capture traffic with Wireshark decrypting on the fly. We capture both attack traffic and traffic 
under normal circumstances to point out the anomalies in them. 
 
 
3.2.4 Motivation 
 
This experiment was chosen because it was thought that it would provide a large amount of data 
which can then be used for Statistical sampling and application of Statistical techniques for anomaly 
detection. It did provide a lot of data but it was not deemed suitable to use statistical sampling. 
 
 

4 RESULTS AND DISCUSSION 
 
In this Section we present our findings. 
 

4.1 Experiment 1 
 
This experiment dealt with a scanning attack where an attacker launches a scan to find out what 
versions of SSL/TLS and associated ciphers the target server supports. Here we first report the results 
and compare them with the decrypted form of a normal access attempt. 
 
We would first like to direct the reader’s kind attention to Figure 2. This figure shows what happens 
during normal negotiation. During a scan the attacker does not wish to access data from the web 
server, but to knock on the door - so to speak. 
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Figure 2: Figure depicting a normal (generic) access attempt. 
 
 
Below we explain our findings in pictorial form. The figures show the handshake procedures. 
 
In the Figure 3 we depict a successful scan, i.e., the results of a scan where the selected cipher is 
supported by the server. We see that the client and server perform a full handshake, starting with the 
‘Hello’ messages, ‘Change Ciphers’ messages and the ‘Hello Done’ messages. But no application data 
is exchanged between them. The attacker however now knows that the server will support this 
cipher. 
 



10 
 

 
 

Figure 3: Figure depicting a successful scan attempt. 
 
 

In the next figure, Figure 4 we show a scan for an SSLv2 cipher which is not supported. Here after the 
client sends its ‘Hello’ packet the server generates a ‘Fatal Alert’ error citing 'illegal_parameter' and 
terminates the connection immediately. RFC 2246 defines 'illegal_parameter' as a fatal alert when “a 
field in the handshake was out of range or inconsistent with other fields.” 
 
 

 
   

Figure 4: Figure depicting an unsuccessful scan attempt for SSLv2 
 
 
Figure 5 shows a scan for an SSLv3 cipher which is not supported. In this case the server terminates 
the connection after generating a Fatal Alert citing 'handshake_failure'. RFC 2246 defines 
'handshake_failure' as a fatal error message indicating that “the sender was unable to negotiate an 
acceptable set of security parameters given the options available.” 
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 Figure 5: Depicts an unsuccessful scan attempt for an SSLv3 cipher. 
 
 
We used Wireshark to capture packets under normal access and while the scan was in progress. We 
narrowed down the measures that change and can point to an anomaly to assist in creation of 
threshold values. We present them in the table below. The columns include the Measure column 
which names and numbers the variable. A column that shows what values it would have under 
normal access, another column showing its values for a scan involving an unsupported cipher suite 
and the last column shows values for a scan involving a supported cipher suite. 
 
 

Measure Normal Access Attack_Unsup_ 
Cipher 

Attack_Sup_Cipher 

1. Number of cipher 
suites 

>1 (Usually between 10 
and 35 or more) 

1 1 

2. Application Data 
exchange 

Present None None 

3. Alert Messages Close Notify(0) Handshake Failure (40) 
in case of SSLv3. 
Illegal Parameter (47) in 
case of SSLv2. 

Close Notify(0) 

 
Table 1: Table showing the measures needed to detect such an attack. 

 
The first measure shows the number of cipher suites that the client sends in its ‘Hello’ packet. Our 
experience has shown that whenever a client initiates a SSL/TLS connection it sends a list of ciphers 
that it supports to the server to enable the server to select the strongest from among them and 
proceed with the handshake. This list depends on the version of OpenSSL used and the ciphers 
selected for installation during its compilation. However during a scan the client wishes to find out if 
a server supports a weaker cipher, and thus would not send a list of ciphers, as the server by default 
would pick the strongest one. 
 
After the handshake, under normal circumstances the client and server start exchanging encrypted 
messages consisting of the application data e.g. HTTP request and response. But when a client is just 
scanning a server it really does not wish to connect to exchange any information with the server. It 
performs the handshake and then tears down the connection once it determines that the server 
supports a certain cipher.    
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4.1.2 Detection 
 
We contend that an anomaly based detection system which checks the number of cipher suites in the 
‘Client Hello’ packet and keeps track of whether any application data is exchanged or not in addition 
to checking the ‘Alert Messages’ during transmission can detect such a scan. 
In our experience, a client usually sends a list of ciphers that it supports because this increases the 
chances of the server supporting one of those ciphers. A client sending a single chosen cipher may 
not be able to establish communication with the server unless the server supports that cipher. Thus 
measure 1 in Table 1 can be used as a reliable measure to ascertain a scanning attack, unless however 
the client and server have a prior agreement on the cipher to be used. This will lead to a false 
positive. 
 
To reduce the possibility of false positives, the parameters can be combined. To take another 
example, it may happen that even though a client has sent more than one cipher as part of the 
normal procedure, a problem with the connection may cause it to be broken before application data 
could be exchanged. This will result in a false positive. To avoid false positives in such situations, a 
solution would be to combine measures 1, 2 and 3 in Table 1. 
 
This can also be explained in the form of pseudocode as follows: 

 
IF number_of_cipher_suites == 1 AND application_data_exchange == false AND alert_message == 

(Handshake Failure (40) OR Illegal Parameter (47)) THEN report_as_an_attack 
     ELSE IF  number_of_cipher_suites == 1 AND application_data_exchange == false AND 

alert_message == Close Notify (0) THEN report_as_an_attack 
ELSE ignore 

 
 
 

4.2 Experiment 2 
 
This experiment is a Man-in-the-Middle attack on a SSL/TLS enabled IMAP Server. The attacker injects 
packets into the data stream and tries to determine the password through a side-channel. We have 
used a tool called Omen for this experiment [23, 25]. 
 
Each time that a client connects to an IMAP server it needs to authenticate itself. Such authentication 
is in the form of a password which is a fixed plaintext block, and is encrypted. An attacker with the 
capability to intercept and manipulate packets in such an SSL/TLS session can substitute specifically 
crafted ciphertext blocks for blocks that are being sent by the legitimate parties (client and server). 
Because SSL/TLS ensures that such crafted out-of-place blocks are rejected, response in the form of 
an error message is sent, either a block cipher padding errors or MAC verification errors. Calculation 
and verification of the MAC takes significantly longer than checking the padding. [23] 
 
Specification states that first the padding is verified, and if it is successful the MAC is verified. An 
attacker then uses the observed timing differences between the two errors to finally obtain the 
plaintext block, which is the password in this case. For the reader interested in the finer details about 
how this attack works please refer to [23]. 
 
We used Omen to try and extract the password; we restricted the used cipher to 3DES-CBC-SHA. We 
supplied Wireshark with the private key of the server and captured traffic at the servers end while it 
was being decrypted on the fly. We have attached screenshots of the attack in progress (Omen) in 
Appendix B. 
 
We first show what happens during a typical SSL/TLS enabled IMAP session in the figure 6 below. We 
can see that the session starts with a usual TCP handshake. An SSL session is then established by 
exchanging certificates and keying material. This moment on all data is encrypted. As per RFC 2060 
the client sends a CAPABILITY request to ascertain the features that the server supports to which a 
CAPABILITY response is generated. The client then proceeds to furnish its login credentials. A request 
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is then made by the client to either check the STATUS of the Inbox, or to FETCH a message and so 
forth. After the completion of its requests the client terminates the connection. Depending on the 
interval set the client will reconnect and thus the cycle continues. 
 
In figure 7 we show what happens when that same server is attacked. This attack is to determine the 
user’s password by a timing attack which tries to differentiate between a padding error and a MAC 
error. This connection too starts with the usual TCP handshake to establish a connection. An SSL/TLS 
session is then established by exchanging certificates and keying material and all data is then 
encrypted. Again a CAPABILITY command is sent and a CAPABILITY response is received. The client 
also authenticates itself. But after these steps the sequence breaks. The attacker starts to inject 
packets into the data stream to try and determine the timing differences. A successful attack will 
provide the attacker with the user's password. 
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Figure 6: Depicts a normal IMAP session. 
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Figure 7: Depicts an IMAP session under attack. 
 

 
4.2.1 Detection 
 
We contend that the easiest way to detect such an attack is to monitor the breaking of the normal 
IMAP sequence. After the client is logged in, instead of the usual commands that can be expected, 
the client starts to inject packets into the stream which cause the connection to be torn down with a 
Bad_Record_MAC error. This error is fatal and results in the connection being closed down. The client 
then starts to re-establish the connection, later breaking the sequence again and re-injecting packets 
which again generate the Bad_Record_MAC error. This cycle tends to continue until the attacker 
cracks the user's password (whether successful or unsuccessful). 
 
In our experience we have never encountered a Bad_Record_MAC error in normal operation unless it 
was an attack. However we have no basis for ruling out the occurrence of this error completely under 
normal circumstances. An option, thus, is to determine a threshold value for the number of times 
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that this error is encountered and if it crosses that threshold the activity can be flagged as an 
intrusion. 
 
The following pseudocode demonstrates the same: 
 
   IF normal_IMAP_sequence == false AND error == [Bad Record MAC]  
   INCREMENT count 
  IF count > predefined_threshold 
   THEN report_as_an_attack 
  ELSE ignore 
 
An alternative is to have another threshold value as well, a threshold for the amount of traffic. 
Usually in an attack, the attacker has to inject a considerable amount of packets into the stream to be 
able to calculate timing differences. Thus the difference in traffic under normal circumstances and 
attack circumstances is noticeable. But there are some issues with such a threshold value as normal 
traffic is subject to change depending on the number of emails received in the folder, which can vary 
considerably. However a profile that takes into account the usual or normal amount of traffic can be 
created and anything beyond this can be deemed suspicious and flagged as an intrusion. 
 
 IF normal_IMAP_sequence == false AND error == [Bad Record MAC]  
INCREMENT count 
  IF count > predefined_count_threshold OR traffic > 
predefined_traffic_threshold 
   THEN report_as_an_attack 
  ELSE ignore 
 
 
4.2.2 Problems and Notes: 
 
To exploit the vulnerability we were required to install a version of OpenSSL that contained that flaw. 
We removed the pre-installed 0.9.8g version that is packaged with Ubuntu and installed 0.9.6c from 
source. OpenSSL versions before 0.9.7a and 0.9.6 before 0.9.6i are vulnerable [22]. This however was 
not easy as the operating system would not allow us to install a legacy version. After many trials we 
succeeded in installing it. However due to inexplicable reasons (and after installing Courier IMAP) this 
process would eventually crash the X Server. After this happened twice we decided to install Debian 
Lenny instead and began the process again. However after all the reconfiguration the X Server on 
Debian crashed too but this time we were able to reinstall X Server and fix this problem for good. 
 
We also needed to fill up the mailbox for the IMAP server to access. For this purpose instead of 
installing the other components of a traditional mail server system we decided to create fake emails 
and store them where Courier would normally store them (~/HOME/Maildir). To fulfil this we first 
created a Maildir structure using the 'maildirmake' command and then created mail files according to 
RFC 2822. 
 
Canvel et al in [23] use a UW IMAP Rev 4 Server

 
and Stunnel v3.22

 
for TLS tunneling between the 

server and the client. They also use DNS spoofing to enable the attacker to intercept the 
authentication packets and decrypt them. To provide an alternative environment we modified the 
original set up by using a different IMAP server and did not use TLS tunneling or DNS spoofing. We 
then ran the tool Omen to attack and capture traffic. After many repeated tries and much tweaking 
of the threshold values (threshold values determine the timing threshold within which to capture and 
try to decrypt packets) we were still not able to decrypt the password (password being 'bbbbbb'). 
We contacted the original authors of the paper and the attack tool to find out if our set up was the 
cause of the problem. The only reason they were using Stunnel was to be able to restrict the server 
to support only CBC based block ciphers. We did not do this because we were able to configure our 
server to support only CBC based block ciphers without the need of using tunnelling software. 
Similarly we were able to forward the packets from the client machine to the server without the 
need for DNS spoofing. Having then confirmed that the attack should work nevertheless we were 
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advised to set up a virtual machine which we did, the base system being Debian Lenny (on which the 
IMAP server was installed) and a virtual machine running Omen. This effort was in vain however as 
we remained unsuccessful. 
 
Irrespective of whether the attack was “successful” our aim was to be able to capture the attack 
traffic itself and the messages that the server would emit while it is being attacked. We were 
successful at that. The resultant attack sequence of events during an attack is the same regardless of 
the attacks success. 
 
Another important point to note is that despite the repeated errors Outlook Express does not suspect 
anything wrong with the process. Termination of the connection and then an intentional incremental 
delay in reconnecting could significantly increase the time that it would take to decrypt the password 
and thus could act as a deterrent to an attacker.  Depending on the threshold values selected we 
were able to capture between ~48000 to ~262000 packets before the attack was deemed to be over. 
So the attacker was allowed to continue with her attack as long as she desired. This was also 
observed by the researchers in [23]. 
 
 

5 CONCLUSION 

 
In this project we have first researched the state of the art in anomaly based intrusion detection with 
regard to encrypted protocols. With the aim of exploring alternative approaches to it we have 
conducted two experiments; one by launching a scanning attack against a web server and second, a 
timing attack against an IMAP server. To conduct the first attack we wrote a script that fingerprints a 
particular server and pinpoints the supported cipher suites and SSL versions. The second experiment 
was conducted with the help of an attack tool called Omen which tries to decrypt a user's password 
on an IMAP server through a side channel attack. We have used Wireshark to capture and decrypt 
traffic while the attack was in progress. Data was collected in the form of 'attack' data and 'normal' 
data. This data, in the form of packets, was first compared and then analysed for differences and 
anomalies which were then documented, and methods to detect such attacks are outlined, which is 
our main contribution to this area. We have thus also determined that anomaly based detection is a 
viable alternative for detecting attacks against security protocols. We do not have hard data to 
quantify the false positive rate (while will form part of the future work) and whether it will detect 
novel attacks, but on the basis of our findings we believe that the false positive rate will be very low. 
 
 

6 FUTURE WORK 
 
As future work it would be interesting to see the actual results of implementing the pseudocode for 
detecting the attacks in both experiments. This could be in the form of an independent tool which 
runs on the host. The main interest would be to find out the false positive rate of such an 
implementation. The false positive rate would determine the effectiveness of the detection 
algorithm. And as a result, whether the techniques underlined will detect novel attacks or 
permutations of such attacks can also be found. 
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APPENDIX A 
 
Here we include the script used to fingerprint the web server. 
 
#This script fingerprints the server checking what ciphers it supports. It scans starting from 
the weakest to the strongest. 
#The server is at $1 on a LAN. 
 
!#/bin/sh 
echo scanning $1... 
openssl s_client -connect $1:443 > Output_file #mutually strongest accepted 
echo >>  Output_file 
echo "End 1"  >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl2 -cipher EXP-RC4-MD5 -connect $1:443 >> Output_file #weakest 40 bit 
keys. 
echo >> Output_file 
echo "End 2" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EXP-RC4-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 3" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl2 -cipher EXP-RC2-CBC-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 4" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EXP-RC2-CBC-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 5" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EXP-DES-CBC-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 6" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EXP-EDH-DSS-DES-CBC-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 7" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EXP-EDH-RSA-DES-CBC-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 8" >> Output_file 
echo >> Output_file 
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openssl s_client -ssl2 -cipher DES-CBC-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
 
echo "End 9" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher DES-CBC-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 10" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EDH-DSS-DES-CBC-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 11" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EDH-RSA-DES-CBC-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 12" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl2 -cipher RC4-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 13" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher RC4-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 14" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher RC4-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 15" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl2 -cipher RC2-CBC-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 16" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher AES128-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 16" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher DHE-DSS-AES128-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 17" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher DHE-RSA-AES128-SHA -connect $1:443 >> Output_file 
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echo >> Output_file 
echo "End 18" >> Output_file 
echo >> Output_file 
 
 
openssl s_client -ssl2 -cipher DES-CBC3-MD5 -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 19" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher DES-CBC3-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 20" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EDH-DSS-DES-CBC3-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 21" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher EDH-RSA-DES-CBC3-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 22" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher AES256-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 23" >> Output_file 
echo >> Output_file 
 
openssl s_client -ssl3 -cipher DHE-DSS-AES256-SHA -connect $1:443 >> Output_file 
echo >> Output_file 
echo "End 24" >> Output_file 
echo >> Output_file 
 
echo "END" >> Output_file 
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APPENDIX B 
 
In Appendix B we include the screenshots of Omen while it was in the process of attacking 
the IMAP Server. 
 
 

 
 

  


