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ABSTRACT 
 
 
 

Web-hosting is a well established industry with a wide 
range of actors with different size and quality of 
service. One of the challenges for these companies is to 
setup a system that guarantee uptime around the clock. 
 
Web-hosts must be able to assure high reliability to its 
customer, in order to provide better services than the 
many competitors that exist on the market. This 
requires a lot of resources from the companies in form 
of hardware, software or personnel that monitor the 
operation 24 hours per day each day of the week. 
 
A problem is that small and medium sized companies 
with up to approximately 10000 customers can’t afford 
these extra costs for personnel and must therefore rely 
on other monitoring solutions to be competitive. 
 
This thesis will show how automatic monitoring tools 
can replace some of the responsibilities, performed by 
human personnel. The tools will also be evaluated and 
compared with similar tools available on the market. An 
economic model, that can be used to determine if the 
solution is worth investing in , is also described. 

 
Keywords: monitoring, repair, utility, cost effectiveness 
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1 INTRODUCTION 
 
Web-hosting is a well established industry with a wide range of actors, starting 

 with small one-man companies and continue up to a few large players that 
 dominate the market.  

 
The quality of the web-host services differs a lot because the required resources 

 and skills to start a web-host company are very low. 
 

1.1 Intended Readers 
 

This thesis is intended for everyone with an interest in software monitoring and 
 repair of services like POP3 (Post Office Protocol 3), SMTP (Simple Mail 
 Transfer Protocol), HTTP (Hyper Text Transfer Protocol) and FTP (File Transfer 
 Protocol). 

 
Especially web-host companies may find this thesis useful, since it contains a 

 working solution of how monitoring and repair can be performed. The thesis also 
 includes an economic model that can be used to determine if the solution is worth 
 investing in. 

 

1.2 Problem Description 
 
In the web-host industry, one of the hardest challenges is to setup a system that 

 guarantees uptime around the clock. A problem is that small and medium sized 
 companies with up to approximately 10000 customers can’t afford the extra costs,
 needed for the resources to monitor the operation 24 hours per day each day of the 
 week.  

 
The web-host companies must therefore rely on other monitoring solutions that 

 replace the responsibilities performed by personnel. This thesis will show how it 
 can be done with automatic tools.  

 
As a second objective, a study about how web-host companies perform 

 monitoring and repair of their systems is done. The goal with the study is to 
 illustrate how small and medium sized web-host companies can benefit from 
 using automatic tools to monitor and repair their systems. The benefits include both 
 reduced costs for personnel as well as increased reliability. 

 
Together with the thesis report, a prototype of a utility that will be used to 

 monitor and repair services like POP3, SMTP, HTTP and FTP will be developed. 
 The  prototype will be used in an experiment that simulates how the software can 
 increase reliability.  

 
A survey will also be conducted in order to get information about the web-host 

 companies. This information will be used to answer the question about how the 
 companies can benefit from using software to monitor and repair their servers. 
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1.3 Thesis Outline 
 
To facilitate for the reader to read the content of the thesis, some words in bold are 

 explained further in the dictionary [Chapter 12]. 
 
The second chapter introduces the area of distributed utilities which means that 

 they are spread out on many computers and interact with each other. The purpose 
 with the chapter is to give the reader background information about distributed 
 systems and the problems that exist in this area. 

 
In order to focus the thesis work on the problems that exist in the web-host 

 industry, a market survey was conducted, which is presented in chapter 3. Based on 
 the result from the survey, chapter 4 describes the monitoring solutions that 
 exist in the web-host industry today. 

 
Our solution of how automatic tools can be used to monitor services is presented 

 in chapter 5 and followed by a simulation of the prototype to prove its 
 effectiveness in the next chapter. Chapter 7 describes the economic model that can 
 be used to determine if our solution is economically feasible . In the next chapter, 
 an comparison is done in order to compare the prototype with similar tools on the 
 market.  

 
The thesis is concluded by a summary and a conclusion. 
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2 BACKGROUND 

2.1 Distributed Utilities 
 
This chapter contains background information about tools that are spread out on 

 many computers and interact with each other. The main characteristics are 
 described, as well as the advantages and disadvantages. 

 

2.1.1 Characteristics   
 
The concept of a distributed system is distinguished by two or more computers that 

 are connected and perform certain tasks together.  
 
Michael D. Schroeder [2] points out three primary characteristics that describe a 

 distributed system.  
 
- A distributed system contains more than one physical computer where each 

of them consists of CPUs (Central Processing Unit), local memory and 
some type of connection to the environment like e.g. an Internet connection. 

 
-   All computers that are a part of the distributed system have to be connected 

  to each other or the system can’t be distributed. The computers may not  
  always be directly connected to each other, but they must all have the ability 
  to be accessed.  

 
- The computers all work together to maintain some shared state. 
  
These characteristics also apply to distributed applications where applications are 

 spread out on different computers and then interact with each other. There could 
 either be a part of, or a copy of the same application, that is located on every 
 computer. Each application performs their duties, which can be the same on all 
 computers, but all applications communicate with each other and act as one unit. 
 The shared state that the applications attempt to attain could e.g. be an idle 
 situation after finishing execution of a defined set of tasks. 

 
Wherever a distributed system or distributed applications are used, there are some 

 issues that have to be addressed. Four of them are described by Michael D.
 Schroeder in the book Distributed Systems [2]. 

 
- Since there are several computers or applications involved, the situation will 

most likely occur when one or more of them go down for some reason. 
When this happens the system should always continue to work. 

 
- The connections between the components in a system may me unreliable 

which leads to lost messages and interrupted communication. The computers 
or applications could therefore not take for granted that the communication 
will work. 
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- Communication between computers or applications results in security 
problems since it is possible to listen to the messages or commands that are 
being sent. This problem can be addressed using some of the existing 
solutions for increased security. 

 
- It has to be taken into consideration that the connections between the 

components in a distributed system can be costly e.g. because of low 
bandwidth. Therefore the same amount of communication can not be used as 
in an application located on only one computer. 

 

2.1.2 Advantages 
 
The advantages of distributed systems which also are relevant for distributed 

 utilities are mentioned in almost all information about the subject. Albert 
 Fleischmann [3] points out the most important ones. 

 
Performance 
The type of performance that is most improved with the use of distributed system 
is latency. Tasks like calculations can be done locally on one computer and then 
only the result is sent to the other computers in the system. Therefore more 
processor time can be used and more jobs can be made simultaneously which will 
result in increased performance for the overall system. The idea of spreading jobs 
out on many resources is called load sharing [1]. 
   
Reliability 
The major advantage of the concept of distribution is the ability to handle simple 
points of failures. The system can handle points of failures since another computer 
or application can take over the tasks. This results in a stable system that can 
handle  failures with little or no reduced functionality but at the price of reduced 
performance. 
 
Flexibility 
With a well designed system, it is easier to add new resources like computers or 
applications which will make it easy to grow the system. With new resources, the 
overall performance of system will increase. 
 

2.1.3 Disadvantages 
 
As well as there are advantages with distributed systems or applications, there are 

 also disadvantages that have to be taken into consideration when selecting a 
 centralized or a distributed approach. 

 
Availability 
Information in a distributed system is in many cases spread out on different 
computers which will make it more difficult to access and have control where the 
correct information is located [2].  
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Maintenance 
A major problem with distribution of applications on different computers is 
maintenance. There are no problems in a situation where all components and the 
communication works as expected, because the whole system can in most cases be 
configured from on client. The configuration is then distributed to the whole 
system. The problems occur e.g. when an application is down during the 
distribution and does not receive the new settings and results in an asynchronous 
system. 
 
According to Michael D. Schroeder [2] centralized systems are easier to manage 
since all configuration and installation is handled at one location. An application 
distributed on many computers may have the ability to edit the configuration on 
any computer in the system and then distribute it to the other applications. The 
setback is that the synchronization problems mentioned earlier can occur. 
 
Reliability 
Poor reliability is a problem with distributed systems like web-systems which can 

 be affected by many sources. For the web-host industry this problem is shown 
 when the users develop their own applications that interact with the web-systems. 
 The users may have poor development skills which results in applications with 
 bugs and leads to failures in the web-system. 

 

2.1.4 Security 
 
According to the book Distributed Systems [2], there are no clear advantages in 

 the matter of security of either centralized or distributed systems. They both have 
 security problems but of different type. A centralized system has all information 
 stored at one place, which has to be well protected, since an intruder that gets by 
 the security will have full access.  

 
A distributed system or application on the other hand is spread out on many 

 computers which may have e.g. different level of physical security or security 
 policies. This results in the problem that security must be high on all computers.  

 
Another security problem that distributed systems result in is the communication 

 between the computers or applications which can be monitored [5]. A trespasser 
 can listen to the communication and use the information to harm the system. 

 
Several solutions can be used to increase the security and get around most 

 problems, but the balance between increased security in the expense of reduced 
 functionality has to be taken into consideration when constructing centralized or 
 distributed systems [4].  
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3 MARKET SURVEY 
 
The purpose of the survey is to determine how monitoring of servers is achieved in 
the web-host industry and the need of using software to handle the monitor ing and 
repair. 
 
Another thought when the questions for the survey were designed, was to let the 

 companies rank the importance factors used in the comparison [Chapter 8]. These 
 factors were used to rank the criteria . 

 

3.1 Target Group 
 
The target group for the survey was small and medium companies in web-host 

 industry. A few questions in the survey were included in order to give an overview 
 of the size of the companies. Table 3.1 shows the average numbers for the size of 
 the companies that participated in the survey. 

 
      

Number of employees 5 s = 6 

Number of web-host customer’s 1090 s = 1526 

New web-host customer’s each month 36 s = 44 

Lost web-host customer’s each month 4 s = 8 

 
TABLE 3.1 
 

3.2 Methodology 
 
In order to increase the possibility that the companies would answer the survey, 

 only a few questions were selected. The questions were formulated so they would 
 be easy to understand. The survey was created according to the guidelines in the 
 literature like Floyd J Fowler [6]. 

 
The survey was made using a quantitative approach where it was sent out by email 

 to a  large group, in this case 95 web-host companies in Sweden, which represent 
 most small and medium sized companies. The companies were found at 
 Internetworlds web-host guide [W8]. 

 

3.3 Results 
 
The response rate of the survey was 45 percent, but some of the responds could 

 not be used because of several reasons like incomplete answers. Some companies 
 also said that they didn’t want to participate in the survey because they have  
 policies not to give out sensitive company information. The actual number of 
 responses that could be used to calculate the average numbers was 35 percent or 33 
 companies of the original 95 web-hosts. 
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3.3.1 Personnel 
 
Several companies have personnel that monitor their servers around the clock, but 

 most of them perform other tasks than just monitoring. When an error 
 occurs, the personnel are notified and try to correct it as quick as possible. 

 

Companies with monitoring personnel 73 % 

Number of monitoring personnel 2 (s = 0,6) 

 
TABLE 3.3.1 
 

3.3.2 Monitoring Software 
 
Monitoring software is often used instead of, or together with personnel, so the 

 failures can be detected as early as possible.  
 
The software used in the companies is widely different, and none of the 

 companies that responded to the survey uses the same monitoring application. 
 According to the responses, the reason is that companies have different 
 requirements and it is hard to find software that fit their needs. In this case, the 
 needs are reliable monitoring functionality that don’t generate false alarms. The 
 price of the tool is another thing that the companies have to take into consideration.  

 
Therefore many companies are using their own developed monitoring software 

 and scripts, which are easier to configure conform to the companies’ requirements. 
 

Companies using monitoring software 80 % 

 
TABLE 3.3.2 
 

3.3.3 Comparison Criteria 
 
The purpose of these questions was to let the companies determine the 

 importance of the criteria used in the comparison [Chapter 8]. The criteria were 
 given a value from one to five. Except for the numbers in Table 3.3.3, many 
 companies pointed out that notification when failures occur are very important and 
 a necessary functionality in any monitoring software. 

 

Monitoring Functionality 5 

Repair Functionality 4 

External Configuration 4 

Reports / Statistics 3 

 
TABLE 3.3.3 
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3.3.4 Downtime 
 
The reason for the unplanned downtime was in most cases trouble with the 

 internet connection. Another major problem was the web-host user’s lack of 
 development experience. This problem results in programs and scripts with a lot of 
 bugs or CPU usage, which lead to server crashes. 

 
Many companies mentioned that Windows servers are much more unstable than

 Linux servers, which almost never crash.  
 
Table 3.3.4A shows the planned and unplanned downtime, per month, for the 

 web-host that responded to the survey. 
 

Planned 16 Minutes / Month (33%) s = 18 

Unplanned 33 Minutes / Month (67%) s = 60 

 
TABLE 3.3.4A 
 
 
The Importance Of Increased Uptime For Customer Growth 
 
The survey also confirms that uptime is important for the users when they are 

 choosing a web-host.  
 
Diagram 3.3.4 illustrates the relation between low downtime and high 

 customer growth with prove that customers are leaving web-hosts with high 
 downtime. There are a few companies that deviate from the general trend, but the 
 mean values of all measures are shown in diagram 3.3.4. The reasons why some 
 companies differ from the others could be for example high prices, lousy support 
 or thin range of services.  

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 DIAGRAM 3.3.4 - The relation between low downtime and customer growth. 
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Downtime For Different Company Sizes 
 
One of the purposes with the downtime questions in the survey was to verify a 

 thought that companies with few employees have higher unplanned 
 downtime, since they don’t have the resources to monitor their servers around the 
 clock. 

 
The companies were divided into two groups where the first group represents 

 small companies with at most 5 employees. The second group contains companies 
 with more than 5 employees and represents medium sized companies. 

 
Table 3.3.4B shows the unplanned downtime based on company size. 
 

Small companies 35 Minutes / Month 

Medium sized companies 14 Minutes / Month 

 
TABLE 3.3.4B 
 

3.4 Analysis  
 
Before the survey was made, there were doubts if anyone would respond, since the 

 answers to some of the questions required sensitive company information. It turned 
 out to be a higher response rate than expected, which proves that there is an interest 
 in the industry for this type of monitoring software.  

 
The survey also confirms that there are differences in unplanned downtime 

 between different sized companies. Table 3.3.4B shows that small companies have 
 more that twice the amount of unplanned downtime than medium sized companies. 
 The explanation is that small companies don’t have the resources to monitor their 
 servers around the clock. Many medium sized companies also provide other 
 services than web-hosting, which means that they have more personnel and other 
 resources to apply to the monitoring. 

 
Diagram 3.3.4 illustrates that companies with high uptime also have high customer 

 growth. 
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4 SOLUTIONS IN OPERATIVE MAINTENANCE 
 
A stable and reliable web-host is crucial for any company that doing their business 

 online e.g. the e-commerce industry. John Vogus, CEO of discount e-retailer 
 Allbooks4less [W9] says that "We wouldn't be able to survive very well if 99.5 
 percent was really all they could manage to deliver. That's almost four hours of 
 downtime a month." [5]  

 
To solve this problem and ensure that the servers are up and running as much as 

 possible, the web-host companies constantly have to monitor their servers and take 
 care of unexpected failures, otherwise the companies will lose their customers. 

 
The web-host companies can handle the monitoring of their servers in several 

 different ways. The solution that they choose depends on available resources in 
 form of money and personnel. 

4.1 On-call Personnel 
 
Most small companies in the web-host industry can’t afford in-house personnel 

 that supervise the servers around the clock, seven days a week. Neither do they 
 have the assets to purchase advanced monitoring software. 

 
Therefore usually someone at the company is responsible  for the operation of the 

 servers, but they don’t have that task as their normal duty. If some problems 
 occur with the servers and the customers call and complain, the personnel are 
 called and have to take care of the problem. 

 
The repair actions to make system up and running after a failure can be done either 

 at the physical location or remote from another computer. The last option is 
 common for small web-host companies that can’t afford to have their own server 
 rooms, and instead choose to place their servers at other companies which are 
 specialized in server operations. 

 
Advantages 
This method of monitoring is relative cheap, since no full time employed 

 personnel are needed to supervise the operation of the servers. This method will 
 no longer have the advantage of being cheap if the amount of failures increases
 radically, since the expenses for on-call personnel are higher than for permanent 
 personnel. 

 
Disadvantages 
The time from failure to the system is up and running can normally be rather long, 

 because the customers calls the company and informs them that something is 
 wrong. The on-call personnel then have to fix the problem which can take time if 
 they e.g. are not available. 
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4.2 Monitoring Software 
 
Another solution for small companies to handle the server monitoring is by using 

 software. There are a wide range of tools available on the market and it could be 
 tough to find a tool that fits the company’s requirements. The simplest tools only 
 have the functionality for basic monitoring while others can automatically 
 repair most of the failures that occur. 

 
The problems to find a tool that fits the requirements result in that many 

 companies develop their own monitoring software that is constructed exactly 
 according to their needs. This is verified by the survey [Chapter 3].  

 
The survey also showed that many of the existing tools are of poor quality with 

 bugs that generate false alarms. Therefore the companies feel that they can’t trust 
 them and choose to develop own software. 

 
Advantages 
The total cost of ownership is much lower compared to personnel. Another benefit 

 with software that monitors servers is that failures are detected promptly and can 
 be repaired directly. 

 
Disadvantages 
Even if a monitoring tool includes functionality for automatic repair, it is not 

 certain that all types of failures can be corrected. In such a situation, manually 
 repair may be necessary.  

  

4.3 Combination Of Personnel And Software 
 
The combination of automatic software and in-house personnel is the ultimate 

 solution to get the most reliable servers as possible. If failures occur the software 
 can quickly detect the problem and the personnel can manually correct the 
 problem. 

 
Advantages  
Problems are found quickly and can be repaired immediately which will lead to 

 increased uptime. 
 
Disadvantage  
This solution is only suitable for large web-host companies or those that could   

 afford it since it is expensive to have personnel that only supervise the company’s 
 servers. 
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5 THE SOLUTION 
 
This chapter will describe the background and methods used to implement the 
solution together with a detailed description about how it works. 
 

5.1 Background 
 
In the beginning of the master thesis work the industrial contact ADMAX AB 
shared their ideas and interests in a system that monitor their servers and 
automatically repairs the errors if any failures occur. They had, as a first step, 
evaluated existing software on the market with similar functionality, but found out 
that there were no tools available that were good enough for them. 
 
The original requirements for the utility were that it should be distributed on many 
computers and then test services on each other. Another reason why the application 
should be distributed is that if one computer goes down, another computer should 
be able to perform that computers tests. The application should also be able to 
automatically repair failures that may occur. It is not possible to repair all types of 
failures since some have to be repaired by a human. An example of this can be 
hardware failures. 
 
The solution that was created ensured that the entire system of computers checking 
each other was absolutely sure. Therefore the application got the name Monitor 
Master. 
 

5.2 Methods 
 
The Monitor Master application has been implemented using Borland Delphi 6 and 
consists of about 10.000 lines of codes which took 500 man hours to complete. The 
choice of development environment results in, that the application only can be used 
on Windows systems. This is not a problem since the original requirements for the 
application was that it should be used on a Windows platform. 
 
During the design of the application, the ambition was to come up with an idea 
that satisfied the original requirements and was relative easy to develop further, in 
case the application proves to be useful for the industry. This was accomplished by 
using DLL library files for the different tests and repair commands, which simplify 
the addition of new types of tests and repair functionality. 
 
The limited time available for development, also had an impact on the 
implementation which forced the development to focus only on the most important 
requirements and needs for small and medium companies in the web host industry. 
In this case, it was the most common tests like POP3, SMTP, FTP and HTTP 
along with the repair functionality. 
 
The process has included regular meetings with the industrial contact to make sure 
that the application was developed according to their needs and requirements. 
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5.3 Solution 
 
The Monitor Master system consists of two different applications which have to be 
installed on each computer in the system that should be monitored.  

 

5.3.1 Client 
 
The Monitor Master client [Figure 5.3.1] consists of the Graphical User 

 Interface which is used to configure the tests and the application as well as 
 coordinate the Windows Service applications running on each computer in the 
 system including starting and stopping. 

 

 
 

FIGURE 5.3.1 - The monitoring configuration described in 5.3.3   
 
The client includes features that simplify the configuration like scanning the local 

 network for computers and quick tests which check that the test settings are 
 correct. 

  

5.3.2 Windows Service 
 

The Monitor Master service is running as a Windows Service on each computer 
 where the application in installed. The advantage of using a Windows Service is 
 that  the application is running wherever a user is logged in or not. 

 
The tasks for the Windows Service application are to perform the tests and handle 

 the communication between the Windows Service applications in the system which 
 includes synchronization and repair commands. 
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5.3.3 Logic 
 
The tests are executed based on the order of the computers in the configuration 
where the first computer in the list checks the second one and so on as illustrated in 
figure 5.3.3A. An example of a configuration list is shown in figure 5.3.1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
FIGURE 5.3.3A - Illustration in which order the computers monitor each other. 
 
After the tests are finished on one computer, the Windows Service application tries 
to contact the application located on the computer the tests where performed on. In 
the example computer [A] tests the HTTP service on computer [B] and then 
contacts the application on computer [B] which responds with a command that 
indicates the status of the application. If the response is OK, the application is 
running without problems. If no connection with the application is possible, the 
Windows Service application is supposed to be down. 
 
When the situation occurs, where one computer is down, the previous Windows 
Service application takes over the test that the disconnected computer was 
supposed to perform. This guarantees that all tests in the system will be performed 
even if one or more computers in the system are down. This is shown in figure 
5.3.3B where computer [D] is down. In this case computer [C] takes over the tests 
done on computer [A].    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
FIGURE 5.3.3B - Example of how computer [C] log and inform the administrator of the 
failure and finally take over the monitoring from computer [D] that broke down. 
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5.4 Advantages Of The Solution 
 

Monitor Master is a small but advanced application with several advantages which 
makes it useful for small and medium web host companies. 
 
Simple Architecture  
Monitor Master is developed using a simple but very effective architecture which 
includes only the most necessary functions based on the needs for small and 
medium web hosts who wants an automatic tool for monitoring and repair of their 
servers. The priority during the development has been to ensure that most relevant 
functionality like the tests, repair and the distribution should be reliable. This has 
resulted in a high quality and stable application with high usability because the 
advantage of a simple application is that it contains fewer errors.  
 
Complete Monitoring 
System administrators that use software tools to perform automatic monitor and 
repair of their systems have to rely on the tests. They must be confident that the 
tests actually analyze the services and generate an alert if some failures occur.  
 
Therefore, all tests have to be so called complete tests, which mean that the 
software application simulates an action performed by a real human. An example 
how this is done in reality is the mail test, where the application sends a mail using 
the SMTP protocol, retrieves the mail using the POP3 protocol and finally 
compare the content of the downloaded and the original mail and sees if there are 
any differences. Tests that only check for a response from the selected protocol 
don’t guarantee that the service actually works. In the example of the mail test, the 
SMTP and the POP3  protocols can respond that the action succeeded but there is 
no evidence that the mails will be delivered to its hypothetical receiver. This can 
only be ensured if the tests are complete.  
 
All tests performed in Monitor Master are complete which increases the reliability 
of the tests and the quality of the application as a tool that can be used to monitor 
servers. The complexities of complete tests are not much higher than normal tests, 
which makes it a valuable function in the application. 

 
Automatic Repair 
A powerful monitoring application should include functions for automatic 
recovery. The ability to automatically repair services that do not work will increase 
the uptime of the system, since the meantime to repair will be minimized. Without 
automatic repair, the system administrator has to manually fix the problem which 
will take longer time and also require that a responsible person is available twenty-
four hours per day to wait for alerts. 
 
If a failure occurs during tests, a monitoring application with repair capabilities 
can use several different actions to recover from the failure, including restart of 
Windows Services, reboot of remote computer and execution of user defined 
programs, scripts or libraries. 
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Monitor Master has the functionality to automatically repair failures using 
different levels which range from restart of Windows Services to reboot of remote 
computer. An option to automatically shut down the power using a script is also 
included, which will force a reboot of the selected computer if all other repair 
options fail. The user can select repair levels for each of the tested services which 
give the option to only use repair functions as reboot of remote computer for very 
important services.  
 
Another feature included in Monitor Master is that the repair functions don’t 
require any external configuration which set up rights to perform tasks like reboot 
computers. Since the application is distributed and all communication is handled 
using the TCP (Transmission Control Protocol) protocol, commands to repair are 
sent to the responsible computer which perform the repair action like reboot on the 
local computer. 
 
Distribution 
The major advantage for Monitor Master is the fact tha t the application can be 
distributed on different computers and interacts with each other. All 
communication is handled using the TCP protocol which requires no external 
configuration to work in the system. 
 
The result from distribution is that the monitor ing application is less vulnerable to 
failures and can continue to work even if one or more applications go down. This 
can not be accomplished if all tests are made from one single application. The 
solution also ensures that all services will be tested since one application takes over 
the tests if another application in the chain is down.  
 
An additional advantage with distribution is that the tests will be performed faster, 
because they are divided on different computers. All applications also try to 
perform the tests simultaneously based on a timestamp in the configuration.  
 
Each computer with Monitor Master installed includes one client for the 
configuration and one Windows Service that perform the monitoring and repair. By 
using the client, the user can configure the tests on any computer with Monitor 
Master installed, since the configuration is distributed to the other applications. 

 
Security 
The installation and use of Monitor Master on any system doesn’t result in reduced 
security since no further configuration of the system is needed. The reason is that 
the communication is handled using the TCP protocol and that repair actions are 
executed by the application on the computer the failure occurred on. 
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5.5 Limitations 
 

Maintenance Management 
The fact that Monitor Master can be distributed on different computers is a major 
advantage, but also results in problems. The main problem is the synchronization 
between the applications. The configuration is stored on each local computer which 
takes for granted that all the other applications have the same configuration file. If 
one application for some reason goes down during the distribution of the 
configuration file, the latest settings will not be received and the applications will 
be unsynchronized. If this happens, no failures will occur, but the application will 
e.g. perform double tests on certain services. Maintenance is a well-known 
problem when working with distributed utilities [Chapter 2] 

5.6 Updates And Improvements 
 

Monitor Master can be improved on several different areas, which will make the 
application more advanced and increase the change that it can be used commercial. 
The current implementation is based on the requirements of small and medium 
sized web host companies and includes only the most important functionality, 
because of the limited development time. If it is shown that Monitor Master will 
triumph on market in the future, more functionality will be implemented. 
 
Improved Security  
The security in Monitor Master is currently on a high level, but can be further 
improved. All data being transferred between the distributed applications , 
containing repair and communication commands, are not encrypted, but since the 
application is supposed to run behind a firewall, this is not a dilemma. Of course, 
this supposes that you trust the firewall’s capability. To be on the safe side, all 
communication between the applications can be encrypted using some existing 
technique on the market, like SSL (Secure Socket Layer), which will increase the 
security. 
 
The situation when improved security can be useful is if someone manages to get 
through the firewall. By listening at the communication between the applications, 
the intruder can grab the repair commands for e.g. restart of a computer. This 
information can later be used to harm the system. With the use of communication 
encryption, no commands can be picked up and the application gets a higher level 
of security. 
 
The content of the configuration file that contains details for the tests like 
usernames and passwords is stored in plain text on each computer with Monitor 
Master installed. To improve the security and protect the content of the 
configuration, the files can be encrypted using some algorithm like MD5. 

 
Extended Monitoring Functionality 
In order to improve the usage of Monitor Master and make it more general, more 
different types of tests should be implemented. The application is currently 
developed according to the most important needs for small and medium web host 
companies. Today the tests included are HTTP, FTP, SMTP and POP3. In the 
future, new tests like database and device tests can be implemented, which will 
make the software more advanced and increase the possibility that other companies 
would use it.  
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Another useful feature that can be added is WMI (Windows Management 
Instrumentation) script support. This means that the users can write their own test 
cases and include them in the application. Monitor Master is developed using a 
simple and structured architecture which will make it easy to implement more 
tests. 

 
Better Control Of Interaction 
The distribution of Monitor Master on different computers results in 

 synchronization problems if one or more computers are down during the 
 distribution of the configuration file. One solution to solve the problem can be that 
 all applications communicate with each other to see that the configuration is always 
 up to date.  

 
Statistics / Reports  
Statistics and reports are very useful for the companies if they e.g. want to know 
for how long time a server has been down. Because of the limited development 
time available, this feature is not included in Monitor Master. It is more important 
for web host companies to know if their servers are up and running using alerts 
when failures occur.  
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6 SIMULATION OF MONITOR MASTER 
 
A simulation of Monitor Master has been done, with the purpose to determine the 
average times for the application to detect and repair failures and show the 
effectiveness of the tool. 
 
The simulation is performed by using an application that randomly generates 
errors at different computers. A total of 5000 errors were generated. Monitor 
Master will detect and repair when failures occur. 

6.1 Result 
 
The simulation was carried out during 170 hours of constant monitoring and 

 includes more than 14000 individual tests on each computer.  
 
Table 6.1A shows the average times for Monitor Master to detect, alert and 

 repair failures while table 6.1B illustrates the total time from failure to alert and 
 repair. The monitoring interval was 30 seconds in this simulation.  

 
 

Time from failure to detection 13.9 Sec  s = 9,2 

Time from detection to alert 11.6 Sec s = 0,6 

Time from alert to repair 79.6 Sec s = 10,7 

 
TABLE 6.1A 
 
 

Time from failure to alert 25.5 Sec s = 8,8 

Time from failure to repair 105.1 Sec s = 16,1 

 
TABLE 6.1B 
 

6.2 Analysis 
 
In order to prevent false alarms which should be avoided according to the survey 

 [Chapter 3], Monitor Master performs several tests before notifying the 
 administrator that something is wrong. By reducing the sleep time between the 
 tests, the numbers shown in table 6.1B can be decreased. 

 
The time from failure to detection can be further improved by decreasing the 

 monitor interval that was 30 seconds during this simulation.  
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7 POTENTIAL SAVINGS BY USING THE SOLUTION 
 
The economy model described in this chapter can be used by web-host companies 
to calculate the benefits of decreased downtime and if it is profitable to replace the 
current monitoring solution with Monitor Master. 

7.1 Variables 
 
To be able to calculate how much the downtime will decrease, a few constants is 

 needed that describe the existing monitoring solution, wherever it is another tool or  
 personnel that monitor the companies’ servers. 

 
DT : Downtime (Minutes) 
The average total downtime per month for the companies’ servers. 
 
FN : Failures 
The average number of failures per month. 
 
RT : Repair Time (Seconds) 
The average time for Monitor Master to repair a failure. The numbers from the 

 simulation [Chapter 6], shown in table 7.1, have to be used. Anyone of the two 
 constants, time from failure to alert or time from failure to repair, can be used 
 depending on the companies’ wishes. Time from failure to alert represent the time 
 it takes from, when the failure occurs, until the administrator is notified. Time from 
 failure to repair stands for the time it takes from the failure until it’s repaired.  

 

Meantime to alert 25.5 Sec 

Meantime to repair 105.1 Sec 

 
TABLE 7.1 
 

7.2 Economy Model 
 
Formula For Decreased Downtime  
 
T ( Min )  = ( ( DT / FN ) – ( RT / 60 ) ) * FN 
 
The formula results in the variable  (T) that represents the number of minutes the 

 companies’ downtime can be decreased per month by using Monitor Master.  
 
Balance Between Personnel And Software  
After calculation the decreased downtime using the formula [Chapter 7.2.1], the 

 companies have to estimate the total-cost-of-ownership for the existing monitoring 
 solution and balance it against what it will cost to purchase Monitor Master.   
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7.3 Example 
 
This example illustrates a scenario for a medium size company included in the 

 survey [Chapter 3], that wants to replace their monitoring personnel with Monitor 
 Master. 

 
Table 7.3 shows the variables used to calculate the decreased downtime. 
 

DT 50 Minutes / Month 

FN 7 Failures / Month 

RT 105.1 Sec / Failure 

 
TABLE 7.3 
 
T ( Min )  = ( ( 50 / 7 ) – ( 105.1 / 60 ) ) * 7 
 
T ( Min )  = 38 Minutes decreased downtime per month. 
 
The company described in this example can decrease their downtime with 38 

 minutes per month by using Monitor Master. This will result in an average 
 downtime of 12 minutes per month instead of the current 50 minutes. According 
 to diagram 3.3.4 [Chapter 3] this is equivalent to an eight percent increase of the 
 customer grown per month.    

 
Finally, the company has to decide if the gain of 38 minutes is worth the cost of 

 purchasing Monitor Master. The company will most likely save money by 
 replacing their monitoring personnel with Monitor Master and at the same time 
 decrease their downtime. 

 

7.4 Comments 
 
The balance between software and monitor personnel can be hard to make by the 

 companies since a combination of the two, often are the best solution [Chapter 4]. 
 Of course, there are no guarantees that monitoring software can repair all types of 
 failures [Chapter 5]  that occur, and therefore are personnel required. The benefit 
 with monitoring software is that the downtime can be decreased. 
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8 COMPARISON WITH COMMERCIAL TOOLS  
 

8.1 Introduction 
 
The purpose of the comparison is to compare Monitor Master with similar tools 
available on the market.   
 
The opponent tools and the criteria have been selected based on requirements for 
small and medium companies in the web-host industry. Software monitoring and 
repairing are very important for this type of companies, since they can’t afford to 
have personnel that supervise the operation every day. 
 

8.2 Criteria 
 
The criteria have been given an importance factor based on the results from the 
survey [Chapter 3], where the companies were asked to mark how important each 
criteria were for an application that perform monitoring and repair of their servers.  
 
The purpose of the importance factor is to give a more accurate comparison where 
good results in an important category results in a higher total scores. Each criteria 
value is multiplied with the importance factor. 
 

8.2.1 Monitoring Functionality 
 
The monitoring tools provide many different tests of IP (Internet Protocol) based 
services like POP3, SMTP, FTP and HTTP but it is also possible to perform other 
types of monitoring, including CPU and memory usage. Certain tools even include 
functionality for analysis of hardware devices like printers. 
 
Several tools allow the administrator to implement own tests, which will increase 
the usability of the application. This requires some knowledge in system 
development.  

 
Importance: 5 
A large number of different tests are not necessary for the application to work, but 
can increase the usage of the tool since all users have different needs. This was one 
of the most wanted functionality in monitoring tools, according to the survey 
[Chapter 3]. 
 
Criteria  
The number of different tests available in each application. 
0: 0 
1: 1 - 14 
2: 15 + 
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8.2.2 Complete Monitoring 
 
Several monitoring tools can simulate a real action performed by a user. This can 
e.g. be a mail test when the application sends and retrieve the email, and compare 
the content with the original email. 
 
Importance: 5 
Tests that only check for a response from the selected protocol don’t guarantee that 
the service actually works. Complete tests are therefore necessary, in order to 
increase the quality of the monitoring.  
 
Criteria 
The number of complete tests that each application performs. 
0: None 
1: More than half 
2: All 
 

8.2.3 Distribution 
 
Some of the applications can be installed on different computers and then interact 
and monitor each other. This will result in a situation where the system isn’t 
depending on one single application and can continue to function and perform the 
monitoring tests even if one or more applications go down. Some of the repair 
functionality may not work if the application isn’t distributed. 
 
Importance: 5 
A distributed application is less vulnerable to failures and can continue to work 
even if one or more applications go down. This is not the case if all tests are made 
from one single application. 
 
Criteria 
The application is distributed. 
0: No 
2: Yes  
 

8.2.4 Alerts 
 
If a failure occurs during the tests, the monitoring application can notify the 
administrator using several different techniques like SMS (Short Message 
Service), pager or email. Some applications also support the SNMP (Simple 
Network Management Protocol) protocol to generate traps that can be handled by 
other monitoring systems. 
 
Importance: 5 
The administrator has to be aware of the current status on the network. 
Notifications if failures occur are therefore necessary, so the failure can be 
corrected as quickly as possible. 
 
Criteria 
The application can notify the administrator in case of failures. 
0: No 
1: Yes 
2: Yes, Including SNMP 
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8.2.5 Repair Functionality 
 
If a failure occurs during the tests, the monitoring application can perform certain 
actions to recover the system. Most application has the ability to restart a windows 
service or reboot the computer, while others can run system user defined programs 
or scripts. 
 
Importance: 4 
The ability to automatically recover from failures, increase the uptime for the 
services since it reduces the time from failure until the service is up and running 
again. The survey [Chapter 3] showed that this functionality was requested by the 
companies. 
 
Criteria 
The application has ability to automatically recover failures. 
0:  No 
2: Yes  
 

8.2.6 User Requirements 
 
Several applications have the ability to run as a Windows Service. This is required 

 if the application should continue to work even if no user is logged on the 
 computer. 

 
Importance: 4 
Many administrators run monitoring applications remotely from another computer, 
and can therefore not be logged on the whole time. That is why it  is important, in 
many cases, to be able to run the monitor application as a Windows Service.   
 
Criteria 
The application has the ability to run as a Windows Service. 
0:  No 
2: Yes  
 

8.2.7 External Configuration  
 
Most of the tools have many different settings that can be used to configure the 
applications to fit the user’s requirements. This result in, that some of the tools can 
be difficult to use. Several tools require external configurations like, that the 
application must be running on a computer that is assigned to a domain and has 
privileges to perform actions, such as shutdown, on a remote computer. 
 
Importance: 4 
External configurations will make the tool more difficult to use, but may be 
essential if the repair functionality should work. Many companies that responded 
to the survey [Chapter 3] pointed out, that they wanted to avoid external 
configuration. 
 
Criteria 
The application require external configuration in order to work. 
0: Yes  
2: No 
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8.2.8 Reports / Statistics 
 
All performance data gathered during monitoring is saved and can later be viewed 
and analyzed by the user. All applications provide different statistics. The most 
common are uptime, downtime and number of failures during a specific time 
interval. 
 
Importance: 3 
Reports and statistics are not necessary for the application to work, but can 
increase the usability of the tool. It is also very useful when trying to find out the 
reason why failures occur. Reports and statistics had the lowest priority when it 
comes to requested functionality accorded to the survey [Chapter 3]. 
 
Criteria 
The application generates reports and statistics. 
0: No  
2: Yes 
 

8.3 Tools 
 

The market of server-monitor software consists of a wide rage of products with 
different quality and functionality. In order to get a fair comparison with Monitor 
Master, products with similar functionality were chosen. Especially applications 
that included functionality for automatic recovery from system failures were 
selected.  
 
Another thought when products were selected was to include the most popular 
monitoring tools that are used by system administrators. This was accomplished by 
looking at the most frequently downloaded applications at freeware and shareware 
sites like Download.com [W1] and Tucows.com [W2]. 
 

8.3.1 WatchDog System and Network Monitor 
 
Nifty Tools ® [W3] 
 
WatchDog has the ability to monitor different systems including IP based 
computer systems, IP services, XP/2000/NT/9x systems, file servers, electronic 
mail servers, databases, modem/remote access systems, routers and other hardware 
devices, for failures, but only some of the tests are complete. If a failure occurs it 
can notify the administrator or perform several actions to recover the system.  
 
WatchDog also includes other useful features like quick tests, which help users to 
check that their tests actually work before starting the service. This tool requires 
that the application is running on a computer that is assigned to a domain and have 
right privileges to perform actions on remote computers. The application supports 
the SNMP protocol. Statistic diagrams are missing, only reports are generated.  
 
The price for WatchDog Professional is $795. The license only allows the 
application to run on one computer. [W3] 
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8.3.2 Alchemy Network Monitor 
 
DEK Software International® [W4] 
 
Alchemy Network Monitor could be used to continuously monitor server 
availability and performance. The administrator can write own test scripts or select 
from the many different types of tests that are available. In the event of errors, the 
program alerts the network administrator using cell phone or pager and writes a 
detailed log file which could be useful when trying to understand how the failure 
occurred.  
 
Alchemy Network Monitor requires some external configuration in order to 
perform repair actions on remote computers. The application generates many 
different types of statistics and reports and the SNMP protocol is supported.  
 
The price for Alchemy Network Monitor PRO is $399. [W4] 
 

8.3.3 ActivXperts Network Monitor 
 
ActivXperts Software [W5] 
 
ActivXperts Network Monitor monitors servers and workstations for availability 
using predefined tests. The user also has the option to write own test scripts. When 
errors are detected, the system administrator is immediately notified before 
problems get out of hand. It will also try to recover the problem by running a 
program defined by the system administrator. 
 
The application is divided in a Windows Service part that does all the monitoring 
work, and a client application is used to view the results and make changes to the 
configuration. The application requires external configuration in order to perform 
repair actions on remote computers.  
 
The price for ActivXperts Network Monitor Enterprise is $369, and can be used on 
unlimited number of servers. [W5] 
 

8.3.4 AdRem NetCrunch 
 
AdRem Software [W6] 
 
AdRem NetCrunch executes network monitoring and correlates real-time 
topology, network performance and availability data for a wide range of services 
and servers. It also provides extensive reporting and notification options which 
assure that the system administrator are always up to date with the network status. 
There are no functionality to automatically recover from failures is available. An 
advanced graphical interface facilitates the configuration of the monitoring. The 
SNMP protocol is supported. 
 
The price for AdRem NetCrunch Standard is $795 per workstation. [W6] 
 
 
 



  27 

8.3.5 IPCheck Server Monitor 
 
Paessler GmbH [W7] 
 
IPCheck Server Monitor checks your network status and will alert when something 
serious is happening as quickly as possible  using several different techniques. All 
performance data gathered during monitoring is saved and can later be viewed and 
analyzed using the graphical interface.  
 
The price for IPCheck Server Monitor Enterprise is $325. The license only allows 
the application to run on one computer. [W7] The application contains very few 
features to recover from failures. The only functionality included is the ability to 
reboot servers remotely.  
 
The shareware version of the application is the most downloaded monitoring tool 
at Download.com [W1]. 
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8.4 Comparison 
 

8.4.1 Results 
 
Tools  
 
A : Monitor Master 
B : WatchDog System and Network Monitor™ 
C : Alchemy Network Monitor 
D : ActivXperts Network Monitor 
E  : IPCheck Server Monitor 
F : AdRem NetCrunch 
 
 
Importance  Criteria  A B C D E F 
          
    1 2 2 2 1 2 

5   Monitoring Functionality   5 10 10 10 5 10 
          
    2 1 0 0 1 0 

5   Complete Monitoring   10 5 0 0 5 0 
          
    2 0 0 0 0 0 

5   Distribution   10 0 0 0 0 0 
          
    1 2 2 1 1 2 

5   Alerts    5 10 10 5 5 10 
          
    2 2 2 2 2 0 

4   Repair Functionality   8 8 8 8 8 0 
          
    2 2 2 2 2 0 

4   User Requirements    8 8 8 8 8 0 
          
    2 0 0 0 0 0 

4   External Configuration   8 0 0 0 0 0 
          
    0 2 2 2 2 2 

3   Reports / Statistics   0 6 6 6 6 6 
          
    12 11 10 9 9 6 
  Total  54 47 42 37 37 26 
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8.4.2 Comments 
 
The reason why Monitor Master got low scores in the categories “Monitoring 
Functionality”, “Alerts” and “Reports / Statistics” is that there was not enough time 
to implement that functionality. None of these areas are necessary for the 
application to work but can easily be improved with more time available for 
implementation. 
 
AdRem NetCrunch got the lowest score in the comparison since functionality for 
repair and the ability to run as a windows service are missing, but they have the 
most advanced user interface which makes it very easy to configure the 
monitoring. This tool may be more useful if personal are available to supervise the 
monitoring. 

8.5 Conclusion Of The Comparison 
 
The major motive why Monitor Master should be used is the capability to 
distribute the application on many computers which make it less vulnerable  to 
failures. The tests will still be performed even if one or more computers go down. 
The distribution also leads to less external configuration since the applications 
communicate with each other using the TCP protocol. The fact that Monitor 
Master is the only tool that performs complete monitoring on all tests also 
increases the quality of the application.    
 
The comparison has been made as objective as possible and the criteria have been 

 selected bases on the survey [Chapter 3], the orig inal requirements from the 
 industrial contact and our common sense. 

 
The result from the comparison showed that Monitor Master can outperform 
similar tools on the market even though it is only the first version. It will, with 
further implementation, be the best monitoring application in the area, if that isn’t 
the case already. 
 



  30 

9 SUMMARY 
 
There exist a number of different solutions for web-host companies how to 

 monitor their servers and take care of unexpected failures. The solution that they 
 choose depends on available resources in form of money and personnel. 

 
On-call Personnel is the common solution for most small web-hosts. If some 

 problems occur with the servers the personnel are called and have to take care of 
 the problem. Another way to handle the monitoring is to use software. The best 
 solution is a combination of software and in-house personnel. If failures occur the 
 software can quickly detect the problem and the personnel can manually 
 correct the problem. 

 
Our solution, called Monitor Master, is a tool that can perform reliable monitoring 

 as well as have the  ability to automatically repair failures. The tool consists of two 
 different applications which have to be installed on each computer in the system 
 that should be monitored. The client includes the user interface which is used to  
 configure and coordinate the monitoring. The Windows Service includes the 
 monitoring and repair functionality. The advantage of using a Windows Service is 
 that the application is running wherever a user is logged in or not.  

  
The major advantage for Monitor Master is the fact that the application can be 
distributed on different computers and test services on each other. The result from 
distribution is that the monitoring application is less vulnerable to failures and can 
continue to work even if one or more applications go down. The solution also 
ensures that all services will be tested since one application takes over the tests if 
another application in the chain is down.  
 
The economic model [Chapter 7] can be used by the companies to calculate if the 
tool is worth investing in. 
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10 CONCLUSION 
 
The conclusion from our work is that monitoring tools like Monitor Master can be 

 used to increase reliability of server operations. This is shown in [Chapter 7] that 
 describes a real example for a company included in the survey [Chapter 3]. 

 
Mainly small and medium web-hosts can take advantage of the benefits that 

 Monitor Master brings. Since this  solution can be used instead of in-house 
 personnel, the companies can in most cases reduce their costs. The tool is also 
 quicker to find failures which will increase uptime. This will lead to increased 
 customer growth as shown in diagram 3.3.4 in Chapter 3. 

 
The high response rate of the survey also showed that, this is an area that are of 

 interest for the web-host companies. The fact that many of the companies were 
 interested in our tool makes it worth to develop further. 
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12 DICTIONARY 
 
CPU (Central Processing Unit) 
The core of the computer that does all the calculations. 
 
Firewall 
Software or hardware that protects a network from unauthorized users. 
 
FTP (File Transfer Protocol)  
Protocol used to transfer files between computers. 
 
HTTP (Hyper Text Transfer Protocol)  
Protocol used for transferring World Wide Web documents. 
 
IP (Internet Protocol)  
Protocol used on the Internet such as HTTP. 
 
MD5 
An encryption algorithm. 
 
POP3 (Post Office Protocol 3)  
Service that stores and handle emails for clients that are not connected to the 

 Internet 24 hours a day. The clients connect to the POP3 server and download the 
 users’ email. 

 
SNMP (Simple Network Management Protocol) 
Set of protocols for managing networks. 
 
SMS (Short Message Service)  
Technique used to send and receive short alphanumeric messages between 

 mobile telephones. 
 
SMTP (Simple Mail Transfer Protocol) 
Protocol used for sending email messages between servers. 
 
SSL (Secure Socket Layer) 
Protocol for transmitting encrypted documents between computers. 
 
TCP (Transmission Control Protocol) 
Protocol responsible for verifying that the delivery of data from clients to servers 

 is correct. TCP adds support to detect errors or lost data and to trigger 
 retransmission until the data is correctly and completely received. 

 
Windows Service  
Application that runs in the background of the operating system and doesn’t  

 require that the user is logged in. 
 
WMI (Windows Management Instrumentation) 
The Microsoft implementation of Web-Based Enterprise Management, an 

 initiative to establish standards for accessing and sharing management information 
 over a network. 
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13 APPENDIX A 
 

13.1  Survey Questions 
 

1 Antal anställda i företaget? 
 

2 Antal webbhotell kunder? 
  

3 Antal nya webbhotell kunder per månad (i snitt)? 
  

4 Antal webbhotell kunder som lämnar företaget per månad (i snitt)? 
  

5 Har ni personal som övervakar servrar på plats?  
 

5.1 Hur många personer? 
5.2 Har ni övervakning dygnet runt? 

 
6 Används programvara för övervakning av servrar? 

 
6.1 Vilka program används  

 
7 Om ni använder (eller skulle) använda programvara för att övervaka 
 servrar, vad är det viktigaste egenskaperna för ett sådant program. 
 Betygsätt på en skala från  1 - 5. (Högre betyg för de alternativ som är 
 viktiga) 

 
7.1 Programmet klarar flera typer av tester (t.ex. FTP, MAIL, HTTP, Processor 

   belastning, Minnesanvändning)? 
7.2 Programmet kan automatiskt reparera fel som uppstår genom att t.ex. starta 

   om tjänster/program? 
7.3 Programmet genererar rapporter och statistik över hur lång tid systemet har 

   varit uppe? 
7.4 Programmet kräver inga (eller få) inställningar i övriga system för att  

   fungera.  
 

8 Vilken är den genomsnittliga nertiden för webbhotellet per  
  månad (timmar/minuter)? 

  
8.1 Planerad? 
8.2 Oplanerad? 

 
 9  Vilka typ av fel är det som ger upphov till den oplanerade nertiden?  

             Ange gärna hur stor del (i procent) av nertiden som varje typ av fel 
    ger upphov till. 
  

  10 Får företagets namn nämnas i arbetet? 
 


